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. ~ . . v.s. Department of Justice 

~ Office of Legal Counsel 

ll'tuliingto11, D.C 20JJO · 

November 2, 200 I 

MEMORANDuM FOR THE ATIORNEY GENERAL 

. . 
:From: John C. Yoo 

Dep~tY Assistant Attorney General 

Re: 'Constitutio!Ullity of Expant:kd Electronic Surveillance Tedmiqu'es .Against Terrorists . . . ' . 

Yqu have ~ked for our.·o.m~·s· opinion. concerning the P~.esident's deeision to deploy 
e~anded electronic surveillance techniques in response to the terrorist attacks against the Uruted 
.States on September l l 1 ioo 1. It is our un4er.standing that the President ba5 already approved on 

.' October 4, 200 I an authorization to conduct the stirveiilance, and tlult you.have cancurred in its forin· 
and .legality. This memorcmdum outlliies ·the legal justifications for the surveillance, which·:will be 

- eonducted without a warrant for: national security purposes. We conclude that the surveillance can . 
_be _defonded as reasonable under .the· Fo~ Amendment becau_se it advan~ the eompelling · 
· goveffi:ffient ~terest of protecting the Nation· frorp dir~ attack.. · 

· Part I of this memorandum cliscus8~ the factual background and the na~e of the sur.veillance 
techµ'iques. Part II e~es the le&al 'framework that governs the ._collection of electr<;mic 
communic.ations in the United States, and whether the new surveillance programs are consistent with 
il Part Il1 reViews different doctrines that render severai elements of the Authorizations free from 
Fourth Amendment scnitiily. Part IV discus5es the application of the· Fourth Amendment to the 
surv~illance methods to be used in response_ to the September 11 attacks . .Portions of the .an3Jysis.'in 
this memorandumis similiir: t~ earlier classified ad Vice we.have provided to the-White House Counsel. 

-See Memorandum for Alberto R Gonzales, eo'unsel to the President, From: Jotin Yoo, Deputy 
Assistant Attorney General, Re:. Constitutional St.qndar~ on RJ:mdom Electronic Sury_eillance for · 
Cmmter-Terror;sm Purposes (Oct. 4,. 2001) ("OLC Electronic Surveillance Memo"), in which we 
reviewed the constitutionality of a hypothetical surveillance p.rogram within the United States that . 
would randomly m.Oiljtor oommunications for terrorist activity. That memorandu~ is attached. Other 
pans of this memoranduni, however) adopt 8 diffeFent analysis due to the more foe.used.nature of the 
su~eillance program liere. B~se. of the highiy sensitive nature of this subject . and the time 

· pressures involved, this memorandum has not undergone the usual editing and ~eview pro.cess for 
oplni<?ns that issue from our Office . 
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1. 

Four coordinated terrorist attacks took place in rapid succession on the morning of September 
l 1, 2001, aimed at critical Government buildings in the Nation's capital and landmark buildings in 
its .financial center. Terrorists hiJacked four airplanes: one then crashed into the Pentagon and two 
in the World Trade Center towers in New York City; the fourth, which was headed towards 
Washington, D.C., crashed in Pennsylvania after passengers attempted to regain control of the 
aircraft. The attacks caused about five thousand deaths and thousands more injuries. Air traffic and 
communications within the United States have been disrupted; national stock exchanges were shut 
for several days; damage from the attack has been estimated to run into the billions of d.oUars. The 
President ·has found that these attacks are part of a violent terrorist c.ampaign against the United 
States by groups affiliated with Al-Qaeda, an organization headed by Usama bin Laden, that inch.~des 
the suicide bombing attack on the U.S.S. Cole in 2000, the bombing of our emb~sies in Kenya and 
Tanzania in 1998, tbe attack on a U.S. military housing complex in Saudi Aral?ia in 1996, and· the 
bombing of the World Trade Center in 1993. The nation CUf!ently appears to be undergoing an 
attack using biologie:a} weapons, in which unknown terrorists have sent letters containing anthrax to 
government and media facilities, and which have resulted in the closure of executive, legislative, and 
judicial branch buildings. 

In re5ponse, the Government has engaged in a broad effort at home and abroad to counter 
terrorism. Pursuant to his authorities as Commander-in-Chief and ChiefExecutive, the President has 
ordered tbe Armed For.ces io attack al-Qaeda personnel and assets in Afghanistan. and the Taliban 
militia that harbors them. Congress bas proVided its ~pport for the use of force agamst those linked 
to the September .11, 2001 attacks, and has recogniz.ed the President's constitutional powe~ to u~ 
forcetoprev~nt and deter future attacks both within and outside the United States. S .J. Res. 23, Pub. 
L. No. 107-40, 115 Stat. 224 (2001 ) . The military has also~ deployed domC:Stically to protect 
sensitive government buil4ings and public places from further terrorist attack. The .Justice 
Department and the FBI ·have launched a sweeping investigation in response to the September 11 
attacks. Congress last week enacted legisJation to expaoo the Justice Department's powers of 
suIVeillance against terrorists. By executive order, the Pr~dent has created a new office for 
homeland security within the White House to coordinate the domestic program against terrorism. . 

The surveillance t.echniques here are part of this effort.. In order to prevent and deter future 
attacks, the President on October 4, 200 l authorized the Secretary of Defense ("DOD") to engage 
in new types of surveillance. Fust, acting presumably through the National Seeurity Agency 

· to a uire communication "for which there is robable cause to believe that. 
party to such communication 

is a group engag · m mternallo terronsm, or actJVIttes m preparation therefor,.or an agent of such 
a group." President George W. Bush to the Secretary of Defense, Presi<knt Authorization for 
Specified Electronic Surveillance Activities During a Limited Perio(l to Detect and Prevent Acts of 
Terrorism Within the United States § 4(a) (Oct . 4. 2001) ('October 4 Authorization"). Second, 
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DOD is to intercept, in regard to communications. "header/router/addressing-type information, 
including telecommunications dialing-type data, but not the contents of commupication, when (i) at 
lea.st one party to such conununication is outside the United States or (ii) no party to such 

.. communication is k;nown to tie a citizen of the United States." ·1d. at§ 4(b). Third,. the President has 
directed DOD to ll)iillmize the information collected concerning American citize~, consistent With · 
the object of detecting and preventing terrorism. Fourth, .the President has waived th~ application 
·ofExecutive Order 12;333.to the surveillance program. 

In the· Oc.tober 4 Authorii:ation, .the President justifies the surveillance program· on specific 
findings'. First, the President has found that global terrorists continue to possess the ability and 
intention to ·launch further attacks on the United States which could cause "mass deaths, . mass 
injuries, and massive destruction of property, and may place at risk the continuity of the United ·states 
government." 1d. at § 1, Second, the President d~lares that he has considered· the magrutude and 
probability of destruction ~d death from terrorist attaqks,· the need to detect and prevent such attacks· 
With secrecy, tb,e. possible intr\isioo- into the privacy of American citizens, the· abse~ce .of more 

~~~J¥:~fil"C14 Ql~ ~0:0:~~!1.~~~~u~~~ and the "r~onableness Of SUcii·'ui~~<)ii-;n Ji~f 
or the. tnagrutuoe of the potentJalthf~t of sµc~ (terronst] acts and the probability of therr 
Occurrence.,, Id. at§ 2(a}-(f). Upon c9nsideration of these factors, the President has dete~ed that 
"an eitraoidinary emergency exis~s for national defense puq)oses," and that this· ~mergency 
"constitutes an urgent and ~mpe~.govemme.ntal int~t" that supports surveillance without court 

.. order. 

. . 
·The October 4 Allthorization <JU:ects such surveillance to ~r for a one-month period. It 

states that the President intends tQ notify the app.ropriate members of Congress when possible. You 
approved the order as to fonn and legality ori October 4, 2001. 

Yo.u also have before you a draft memorandum that would .renew the October 4 Allthorization 
until November 3 0, 2001. This directive ·riarrows the surveillance categories .in some respects: The 
_Draft Authorization reduces· the scope of the surveillance progrim by narrowing the interception of 
terroriSt commwilcations to those that "originated or terminated outside the United ·states." 
President Oe9rge W. Bush to the Secretary of Defense, Presidential Authorization for Specified 

. : Electronic Surveillance Activities Di/ring a Limited Period-to Detect and Prevent Acts ofie"orism 
Within the United States§ 4(a) (Dr~ of October 31, 2001) ("October 31 Draft Authorization"). 
Section 4( a)' s authoriZation has changed the "probable cause" standard to one ''based on. the .factual 
and practical considerations of everiday life on which reasonable and prudent persons act, there are 
reasonable grounds to .believe." Id S~on 4(b)' ~ authorization for the acquisition o.f addressing 
· infonnation has also been changed to include a similar standard; ·that "based on the factual ~d 
practic31 considerations· of everyday life on which reasonable and prudent persons act, then~ are 
:$pecific and articulable facts EP.ving reason to believe ~t such communication relates to international 
tei:rorism, or activities in prepaiation therefor." Id. § 4(b): This change to Section 4(b) is an addition 
to the pre-existing categories in which one party to a c_ommunication is outside the United States or 
no party to the communication is a Unite9 States citizen- thus, it represents an expansion in DOD's 
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authority to capture addressing information. The substance of the rest oftbe October 4 Authorization 
appears to remain unchanged . 

. The October 4 Autborizati.on is novel in several respects . . Firs~ in regard to the interception 
of communications, the program includes communications that originate or terminate within the 
United States and that might involve United States persons. The NSA. for example 

Further, under Section 4(b ), the NSA may intercept 
calls between United ·states citizens wholly within the United States, solely if there is pr,obable cause 
to believe that one.of the participants is a terroriSL Without access to any non-public sOw-ces. it is 
our understanding that genecally the NSA o~y conducts electronic surveillance of conununicatiqns 
outside the United States that do not invQlvc United States· persons. Usually, surve~llance of 
·communications by United States persons within the United States is conducted by the FBI pursuant 
to a warrant obtained under the Foreign Intelligence Surveillance Act ('"FISA "). Second, in regard 

· to the interception of add.fessing infonnation for electronic mess<,lges, surveillance again could include 
communications within the United States involving United States persons. Currently, it. is our 
understanding that neither the NSA nor law ei:iforcement conducts broad monitoring of electronic 
cornmunicatjons in ·this manner within tlie United States, without specific court authoriz.ation under' 
FISA. . 

The October 31, 2001 Draft Authorization somewhat .reduces the revolutionary nature of the 
.original Authorization. It limit direct interception to internati~nal communications only­

terrorist communications, one Pa.r:tY is outside the United 
States. ·As Will be discussed below, this may have the effect of reducing somewhat any intrusion into 
privacy int~rests. On the other hand, the Draft Authorization's authority for acquiring addressing 
lnfortnation has been expanded to indude·any messages where there are .grounds to believe the 
communication relates to terrorism. This would allow DOD to intercept such information even as 
to c6mmiJnications that take place wholly within the United States between United States per~ns. 
As we will explain below, however, this may not represent a substantial alteration of the Fourth 
Amendment analysis of this eJcrnent of the surveillance program. 

II. 

This Part discusses the legal authorities that govern the intelligence agenci~. and whether the 
surveillaiice program is consistent with them. Section A' concludes that while certain aspects of the 
.electronic surveilJancc are inconsistent with earlier executive order, the Presidenfs October 4, 2001 
Authorization to conouct the surveillance constitutes a legitim.ate waiver to the ord.ei and is .not 
unlawful. S~on B concludes that the Foreign lntelligepce SurveilJance Act ("FISA") does no.t 
restrict the constitutional authority of the executive branch to conduct surveillance of the type at issue 
h~. . 
....--

A. 
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The NSA was formed in 1952 ·by President Truman as part of the Defense Department. 
UnderExecuti~eOrder 12,333, 49Fed. Reg. 59941 (1981), theNSAissolelyresponsiblefor"signals 
intelligence activities ["SIGINT'']." Id.' § I : l 2(b )(I) .. It provides intelligence informatio~ acquired 
through the interception of conimunications to the White· House, ~ecutive branch agencies; the 
intelligence community, and the anned forces for intelligence, counter-~telligence, and milit~ 
purposes. Clearly, the basic authority for the establishment of the NSA is Constitutional: the 
collections of SIGJNT is an important part of the Commander-in-Chief and Chief Executive powers, 
which enable the President to defend the national security both at home and abroad. While Con·gress 
has.enacted statutes authorizing the funding and organization of the NSA, it has never established any 
det~ed stafutory charter governing the NSA' s activitieS. See Intelligence ~thorization Act for FY 
.1993, Pub. L. No. 102-496, sec. 705 (giving Seer~ of Defense responsibility to ensure, through 
the NSA,. the "continued operation of an effective u~fied organization for the conduct of signals 
intelligence activities"). 

r . · The NSA generally has limited its operations to the interception of international 
. communications in which no United States person(a United States citizen, perinanent resident alien, 
·a U.S. torporation, or an unincoq)orated association with a substantial nu.mber of members who are 
u.s: citizens or pefmanent resident ·~ens) · is a participant. · Accprding to . publicly-available 

. 'information, the NSA pulls in a great mass of international telephone, radio, ~mpu~er, . and other 
electroriic communications, and then filters them using poweiful coinputer systems for certain words 
or phrases. See, e.g., Ha/kin v. He/ins, 690 F.2d 9~7, 983-:-84 (D.C. Cir. 1982). Congress, however, 
has not impo$ed any express statutory restrictions on the NSA' s ability to intercept conununications 
.that involve United States c~tizens or that 6.ccur domesti~ly. This lack of limitations can be further 
inferred from the National Security .Act of 1947. The Act places a clear prohi:b~tion, for' example, 

, . · .upon the CeQtral Intelligence Agency's ·domestic activities. While Section 103 of the. National 
Security Act commands the Director of the CIA to "<?Ollect intelligence through. hunian sources and 
by other appropriate means-," it aJ8o adds "except that the Agency s!iall have no police, subpoena, .or . 
law enforcement powers or internal security functions." 50 U.S.C. § 403-3(d)(l) (1994 & Supp. 'v 
1999). There is rto similar provision that applies to the NSA, which implies that the NSA can conduct 
SIGINT operations domestically. · 

·Rather than from statute, the ~mitation Or) the NSA'sdomestic-SIGINT capabilities derives · 
from executive order. Executive Order 12,333 requires that any·"[c]ollection within the United 
States of foreign intelligence not otherwise obtain.3.ble shall be undertaken by the FBI.". Executive 

. Order 12,33 3, at§ 2.3(b ). If "significant foreign intelligence is sought," the Executive Order permits 
Othe~ agencies within the intelligence community 'to collect information "provided that no foreign 
intelligence collection by such agencies may b'e undertaken fo~ the p~rpose of acquiring iilformation 
concerning the domestic actjvities ofUnited States persons." Id. Section 2.4 further makes dear that 
the int~lligence community cannot use elCctronic surveillance, among other techniques, ''within the 
Uniied States or directed againSt United Stat~ persons abroad" 'unless they are. according to 
proeedures.established by the agency head and approved by' the Attorney Genera1. In its own internal 
regulations, the NSA'apparently has interpreted these provision aS limiting its SIGINT operations 
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only to international communications that do not involve United States persons. 

Thus, the question arises whether the October 4, 2001 Authori.Zation violates Executive Order 
12,333. As we. understand it, surveillance is not limited only to foreign communications that do not 
involve U.S. citizens. Thus, for example 

The President • s 
directive also allows the NSA to intercept corrununications between suspected terrorists, even if all 
of the parties to the eommunication are United States persons and the conununication takes place 
wholly within the United States. 'Ibe non-content portion of electronic mail communications also is 
to be intercepted, even if one of parties is within the United States, or one or both of the parties are 
non-citizen U.S. persons (i .e., a permanent resident alien). Even thought the October 31, 2001 Draft 
Authorization narrows the interception of communica~ons to those that originate or terminate 
abroad, it still permits·the secµ-ch of ccimmunications by United States persons either in the United 
States or abroad when they are origi.na~ing or r~iving an international call related to terrorism. 
These new operations clearly breach t.tie NSA's current restJ:iction on mpnitoring only the 
international coaununications of ~on-U.S. persons. 

While such surveillance may go well beyond the NSA' s current operat~ons, it does not violate · 
the text of the Executive Order. Executive Order 12,333 states that "when significant forei'gn 
intelligence is sought," the NSA ~d oth~ agencies of the intelligence community may collect foreign 
·intelligence within the United States. The only qualification on domestic collection is that it cannot 
-Oe undertaken to acquire information about the domestic activities of United States persons. If 
United States persons were engaged in terroris~ activities, either by communicating with members of 
Al Qaed or by communicating with foreign terrorists even within the 
United States, they are oot engaging in purely "domestic" activities. Instead, they are participating 
in foreign tesrori.st activities that.have a component within the United·S~tes. We do not believe.that 
Executive Order J 2,333 was intended to prohibit intelligence agenci~ from tracking international 
terrorist activities, ·solely because terro~sts conduct those activi~ies within the United States. This 
would create the odd incentive of providing ~temational terrorists with more freedom to conduct 

·their illegal activities inside the United States than outside of it.' Rather, the Executive Order was 
meant to protect the 'privacy of United Staies pef'SOfiS . where foreign threats were not involved. 

· Further, Section 2. 4 of Executive Order 12,333 contemplates that the NSA and other intelligence 
agencies c.an collect intelligence within the United States, so long as the Attorney General approves 

·the procedures. By signing the October4, 200 l Authorization as to form and legality, you may have . 
already given that approval . 

Even if the President's surveillance directive conflicts with Executive Order 12,333, it cannot 
·be said to be illegal . An executive order is' only the expression of the_ President's exercise ofhis 
·inherent constitutional powers. Thus, an executive order cannot limit a President, just as one 
Pre5ident cannot legally bind future l>residents in· areas of the executive's Article II authority. 
'Further, there is no co~tutiooal requirement that a President issue a new executive order whenever 
he wishes to depart from the terms ofa previous executive order. In exercising his cowtitutional or 
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delegated statutory powers, the Presidi;nt often must issue ·instructions to his subordinates in the 
executive branch, which takes the form -of an executive order. ·An exe,cutive order, in no sense then, 
represents a conunand from the President to himse~ and therefore an executive order does not 
commit the President himself to a certairt course' of action. Rather than "viola~e" an ~tive order, 
t11c President in authorizing a departure from an exe<;Utive order bas instead modified or waived it. 
Memorandum for the Attorney General, From:. Charies J. Cooper, Assistant Attorney General, Re: 
Legal A uihority for Recent Covert Arms Trm:isfers to Iran (Dee. 17, 1986). In .doing so, he ne<xl not 
issue.a new executive order, rescind the previous order, or even make his waiver or suspension of the 
ord_er p~blicly known. Thus, here, the October 4,' 2001 Authorization, even if in tension with 
Executive Order 12,333, only represents a on~-time modification or waiver of the executive order, 
rather than a "violation" that is in someway illegal. 

B. 

. Although it does not violate either the statutory authority for the NSA's operations or 
·~xecutive Ord.er 12,3 33, the October 4, 200 l Au~oriution·is in tep~i9!!.~~h filA FISA ge!lerally 
requires that.the Justice Department obtain a warrant ~foreengaging in elect~onic surveillance within 

'the United States, albeit accoraing to lower· st.And8rds than apply to normal ,law enforcement 
warrants. Indeed, here some elements o(thc Octobei 4 Autftoriz.ation - such as intercepting the 
communications of individuals for which probable cause exists to b.elieve are terrorists - could 
probably be conducted pursuant to a FISA warrant. ·Here, however, the President has detennined 
ti!at scekffig a court order would be inconsistent with lhe need for secrecy, nor wQuld it be likely that 
a court would grant a warrant for oi'her ~lem~nts of the.surveillance program, such as 

or. the general c;pllection of communication addressing 
. .information. Nonetheless, as .our ·office ·has. advised before, arid as ·. the JuStice Department 
represented to Congress during passage of th~ Patriot Act of200 l, FISA en,ly·providcs a we harbor 
for electronic surveillance, and Cannot restrict the President• s abilitY to engage in :warrantf ess searches · 
that protect the national securi~. M~orandum ro·r David S. Kris; Associate · Dcp~y Attorney 
General, from Johh C. Yoo, Deputy Assisiant Attomey·Gcneral, Re: Conslilu1ionality pf ,.if mending 
For~ign /nle!ligepce Surveiikince Act lo Change 'the "Purpose" Siandard for. Searches {Sept'. 25, 
2001). The ulti~te test of the October 4 Authorization. therefore, is not FISA'but the Fourth 
Amendment itself. · 

FISA requires that -in order to conduct electronic surveillance for foreign intelligence : · 
purposes, the Attorney Gener~ must .approve an application far a warrant. which is then presented , 
to a special Article Ill court. If the target oftbe surveillance is a foreign power, the application need 

· oot detail the c0mmunications sought or the methods to be used . .{(the.target is an a&ent ofa fQi:eign , 
power, which the statute defines to include someone whO engages in international teJTOO~Jn. 50 ' 
U.S.C. § 180l(b)(i)(C) (1994 & ·supp. V .1999), the application must contain det8iled information 
concemirig the target's identity, the plac;es to be monitored, the C001ffiUnications sought, and the 
methods to be used. Id at§ 1804(a)(3)-(11 ). After pMSage of the FISA amendments as part of last 
week's anti-terrorism legislation. the National Security Adviser must certify that a "significant" 

1 

Approved for Public Release May 4, 201 8 



All withheld information exempt under (b)(1 ), E.O. 13,526 1.4(c) and (b)(3), 50 U.S.C. 3605; 50 U.S.C. 3024(i)(1) 

purpose of the surveillance is to obtain foreign intelligence information. that cannot be obtained 
through normal investigative techniques. FISA. de.fines foreign ia~elligence .foformation to include 
information that relates to "actual or potential attack. or other grave hostile-acts of .a foreign power" 
or its agent, or information concemi11g "sabotage o~int~tional terrorism" by a foreign power .or 
its agent, or information that, if ·a United States person is involved, is necessary for the nationaJ 
security'Or conduct of foreign affafrs. Id at§ 180l(e). 

FISA provides more secrecy and a lower level of proof for warrants. FISA creates a lesser 
St.a.ndai~ than required by the Fourth Amendment for domestic law enforceineot warrants, b.ecause 
the Attorney General need not demonstrate probable .. cause ofa crime. He must only show that there 
is ·reason to believe that the target is a foreign .power or an agent of a foreign power, and that the 

·- places to b~.tnonitored will~ used by them. Id. al§ 1801t(a)(4)(A)-(B~. lf the target is a United 
.States person. however:~ the Court must find that the ~~ional Security Adviser's certification is not 
clearly erroneous. . · - · · · · · 

.. We do not believe tha(the proposed sarveillance procedures ~uld sati~fy FISA standards . 
. In the President's· d¥ecti~ DOD is to. int~rcep~ conununications where there is prob~ble cause to 
believe thaHhe communications involve terrorists as 
participants·. Ttie October 4, 2Q01 Authori,zation does not require that there be any dist_~ction 
between United States persons or ~ens, or that ther<? be any actual knowledge of the identity. of the 
.targets of the seaich. The surveillance program is to 

FIS~ however, requires that the warrant ap.plication iqentify 
·the target with some particularlity, probably either·.by name or by p~oaym. _Id. at§ 1804(aX3); 
cf. :-UnitedSt.a1es.v: Prine/pie, .531 F.2d 1132 (2d Cir. 1976). To the extent truit the presidential .0rder 
requires prob;¥>lecause to believe that a participant i;na~mmunication is a t~rro~, this·would more 
th.an meet FIS~ standards that ·the.Justice Department show.that the subject of a .se.arch is an agent 
of a foreign power. The October 31. 2001 Draft .Authoriz.ation's new reasonable ounds standar.d 

· would also robably meet FISAstandards. 

Fultber probl~cns are presented by FISA's. requir~ent that the application describe the 
4 'places" or"facilities" that are to be used by the foreign agent. ·While this 'requirement dearly extends 
beyond ~peeific conununi~tion nod, es, such as phones, to i°rlClud~ facilities, we believe it unlikely· that 
FiSA would allow surveillance -of entire oommunicaiions networks. Title ID of the. 1968 Act, for 

-~ple, also requires the specification .of "facilities" iri addition to "places," and de5nes them as 
.deviees that transmit communicatiQl;lS between two points . . The cou~s have read ''facilities" to allow 
~eiUance of multiple telephone lines, rat~er than:just an indiv.JduaJ phone. See OLC Electronic 
Surveillance Memo at 9: We have not found an ex le, however, in which a coun bas granted a 
Title Ill war'rant that would. cove which is the object ofthe 
surveillance prQgram contemplat~ here. Thus, it is unlikely that the ·FISA court would grant a 
warrant that would authorize the broad foreign surveillance program established by the October 4 ; 
2001 Authori~tion. 
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.FISA putports to be the:exclusive .statutory means for conducting electronic surveillance for 
foreign intelligence, just as Tide m ofthe Omnibus Crime Control and ~afe Streets Act of 1968,.Pub. 
L. No. 90,-351, 82 Stat. 197, dajnis to be the exclusive method for authorizing domestic electronic 
surveillance for law enforcement purposes. · FISA establishes criminal and civil sanctions for anyone 

' who engages in electronic surveillance, tinder color oflaw, exce.ptas authorized by statuty, .warrant, 
Qr rourt order. 50 U.S:C. § 1809~ lO. :· u :ihight be thought', -therefore; that ·the 'PresidenC-s .. OCtobCr 
4, 200 l · Authbrization .is in violation· of F-,:SA' s Criminal and Civil liability provisions. · 

. . Such·a reading"ofFISAwould be an:unconstitutional .infiingem~t 9n the·~resident's Artie!~ 
·U.an~ti~~- FISA can i:egulate foreign intelligence surveillanee only to ·the extent permitted by-the 
Co~ru.tion '-s .enumei:~tion of ~.ngr~sional .~uthority .arid the separation of I>Pwers. FISA itself-is 

. .. not. ·required by· the· Constitution,.·. tiot ·does it neces~arilreStablish standards ~d procedures that 
: e~ctly match thQse required bythe:Fo~h·Anienciment. :Memorandumfor David S. Kris, Associate 

Deputy Attorney ,General, 'from John C. Yoo, Deputy AsSistant Attorney Ge~eral, Rf!: 
Constitutionality · of Aniendint_ Foreign· Intelligence Surveillance Act .to Change the . ~~Purpose" 

. · Stand;ard for Searches (Sept.: 25; :200 I); cf Memorandum for Michael> Vat.is, . Deputy Dir~tor, · 
· ·Ex~tive Office for··Nationa1 S~rity; from· Walter J.?eUinger, Assistant- Attorney G:eneral, ·Re: 

S10J1dards for Searches Under FOielgn J~telligen~.Surwuliance {let (Feb:. 14~ 1995) . . Instead, li~e 
the warrant process in the·normal critriirtal oontext, FISA'represents.a statutoryprocedurethat creates . 
a safe ~arbor for ·surveiiJance:for fortign intelligence purposes. If the government obtains a FISA 
warrant, its surveillanee Willbe presW:nptively rea5Qnahle·under the Fourth Amendinent."Nonetheless, 
the. ultimate .test of w.hether the. government may engage i~ . foreign surveillance is whether the 
goveriunent's.conduct is oortsist.ent·~t:h Jbt Fou~h Am~~dment,: not ~ether it meets FIS.A. 

TIUs is especially ·the case ·.where, as here; the exeCJJtive branch pos~ess the inherent 
.. · · constitutional power .~o conduct warrantless searc~ for national security purposes.' Weil before 

FISNs enactment, Pre5~_9enfs. have .-c-On·sfstently_ asserte<J - . 8:fld exercised - their 'constitutional 
authority to conduct warrandess sear~· necessary to proteet th~ na'ional security. This Office has 
maintained, ,across ·different' adlajnistrations controiied by ·different .political parti~. that :the 
Presi,dent's constitutional responsibility to defend the rµltion from foreign.a_ttack iJrij>l~ an'iriherent · 
power to conduct wairantless ·searches. · 1n· 199s, ~ justified -~tless national seeurity.searches 

. by recognizing that the ex~tive branch needed flexibiljt)' in cond1,1cting -foreign intelligence 
operations. Memorandum for Michael Vatis, Deputy . Director, Executiv~ O.ffice for National 
·Securjty, ·from WaJ~er ·Dellinger, Assistant .Attorney· Ge~eral, Re: Standards for Searches Unde.r 
Foreign Intelligence sur-Veillance .Act.(Feb. '14, . I9.95). In 198<'.>i we also' said' that- ''the 10\Ver ·COUrts 

- ·as well as this Depart~nt - bave frequentiy conclud_ed t~t authority does exist .in the President 
:to authorize such searches regardless.ofwhether the courts also have:the pow~ to issue warrants for 
t~esearche5. MemorandlJQl.for the Attoi:ney.General, from.John M:.Hannon, Assistant Attorney . . . . 
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'General, Re':.lnherentAuthority at 1 (Oct .. 10~ :1980).1 F!SA cannot infringe on the President's 
inherent power under the Constitution to conduct:nationa1 security·se¥ches, just as Congress cannot 
·enact legislation that would interfere with the Presid~;~ Commander.:in:-Chief power to eoridu.ct 
military hostilit~es. In either case, congressi:onal.:efforts to regulate the. exercise .of an .inherent 
executive power w~ld violate the separation ofpowe(s'by allowiog thel~gis~ative·branch to usurp 
the p0wers ·of the executive. See Memonuidum for Timothy E. Flanigan, Deputy ~ounsel to the 
President, froni John C. Yoo, Deputy Assistant Attorney Gener:~. Re: The President's Constitutional 
·Autho_rity to Conduct Military Operations Against Terrorists and:Nations Supporting Them (Sept. 
:25, 2001} ~tar Powers Resolution cannot . constitution.a.Uy defin~ or· regulate the PresideriC s 
·comrnander-in-Chiefauthority). Indeed,_ as we will see'inPart IV;the ~ourth Amendment's structure · 

. and Supreme Court case .l&W demonstrate that the ·~etutive·may engage in warrantless searches so 
.long a5 the search is-reasonal:Jle. · · · · · · · 

The federal courts have recognized the President's C9nstitutiona1 ·authority .to .conduct · 
·· w.arfantlC$s s~ches f9r.natioru~l'securitj purpos~. '{o.be ~re. ·the;: Supreme Court has hel4 that the .. 
. warr;µlt· requireinent should apply in.cases of terrorism by purely domestic groups, see United S~ates 
-:v~ · fJ~ted States J).istricf Court J~r the--F:astem Disrrici Qf Michigan.· 401 U:S: 297, 299 ( 1972) 
\'Keith~'). ·an4. has. exi)licilly has not .reached the scope of the .Presideot~s suryejllat)~ ·powers with 
respect to the actiVities of foreign powers, id. at ~Q8; see.also Katz. v. tlnitea States, 3:89 U.S:· 347, 

· "358 n.23 (1'161);Mitch'ellv.Forzyth. 41iU.S.,5 q.) 531:(1985). Neye"1teless. even &fter Keith the 
lower .courts. have continued to find t4at when the govediment conducts a searcfi for naiionafSicurity 
reasons. of a -fo~ejgn ·power. or its agents~ it need not meet th.e s.ame ('equirements t,hat would normally 

. apply .fo the· c0ntex.t of ctjminaUaw ·~orcement, ·~ch as .obtaining a judi~al. warrant·pursuant to a 
:.showing of probable cause. See, _e.g., United-States ,v. Ttu6ng Dinh Hung, 629 F.2d 908 (4th .Cir. 
·i980); United States v. Brown, 484 ·F.2d.'4f8{5th-_Cir. 1973), cert .. denied, 41-5 U.S. 960 (1974); · · 
United Siates v. f!uCk, 548 F.2d:87l (9th Cir.), c_ert.·denied 434 U_S. 890 (197·1); United States v. 
Butenlio, 494 F.2d 593.{en.banc),cert. denied, 4·19U.S . . 88]· (1974);· United States v:. Clay, 43() F.2d· 
165 (5th Cir. 1970),rev'don oth~r. grounds,.403 U.S. 6~8 (l97l) . . Indeed~ evenFISA-:which d0es 

. ~t require a showing of probable eauSe. - .r~presents· con8ressional..agreemc:nt with. the· notion that 
· ·surveilJantecondu.cted·f0r national security purposes is n6t subfect .to the.same Fourth Amen~ment 

stan4ards that apply in 4omeStic criminal cases. · 

'Based on Similar ~ning, this Office has concl~ded that the President· could· receive 
·materials, for national defense purposes, acquired through.Titl~ Ill surveillance methods or grand . 

. . juries, Memorandiun for F~ Fragos Towusend, Colinsel, Office of Intell~gence Policy. .and . 
·Review, fr9m Randolph.D. Moss. Assistant' Attomey.Gen~ral. Re: Title lfl'Electronic . - · 
Surv'eillance.Maieria/ and the lntelligenc{! Community-(Oct. 1'7, 2000): Memorandum for Geral~ · 
A. .Schroeder, Acting Counsel,. Office ·or Intelligenee Policy and Review. from Richard L. Shiffrin, 
Deputy AssiStant Attorney General, Re: Grand Jury Material and Jhe Intelligence Community ·. 

· (J\ug. 14, 1997): DiscloStJre of Grand Jury Ma.ue;s to the President <11~cf Other Officials, J 7 Op . 
O.L.C. 59 (1993). 
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Truong Dinh Hung exemplifies the considerations that have led the federal courts to recognize 
the President's constitutional authority to conduct warrantless national security searches. Unlike the 
domestic law enforcem~nt context, the President's enhanced constitutional authority in national 
security and foreign affairs justifies a freer hand in conducting searches without ex ante judicial 
oversight. As the Fourth Circuit found, ''the needs of the executive are so compelling in the area of 
foreign intelligence, unlike the area of domestic security, that a uniform warrant requirement would 
. . . 'unduly frustrate' the President in·carrYing out his foreign affairs responsibilities." Truong Dinh 

. Hung, 629 F.2d at 913. A warrant requirement Would be inappropriate, the court observed, because 
it would limit the executive branch's flexibility in foreign intelligence, delay responses to foreign 
intelligence threats, and create the chance for leaks. Id. Further, in the area of foreign intelligence, 
the executive branch .is paramount in its expertise and knowledge, while the courts would have little· 
·COmpetence in reviewing the government' s need for.the intelligence information. Id. at 913-14. rn· 
ord.erto protect iJ:idividual privacy interests, how.ever, the court limited the national security exception 
to the warrant requirement to ~es in' which the object of the search is a foreign power, its agents, 
or collaborators, and when the suPieillance is conduct~ primarily for foreign intelligence reasons. 
Id. at 91'5. The other.lower courts to have considered this question similarly have limited the sco_pe 
of warrantless .1,1ational security searches to those _circumstances. 

Here, . it seems clear that the current environment falls- within the exception to the warrant 
requirement for national security searches. i:orcign terrorists have succeeded in launching a direct 
att;tck on 'important military and ciyilian targets within the UOited States. In the October 4, 2001 
Auth6!1zation; the President has found that terrorists constitute an ongoing threat against the people 
of the United States and their national govemmen~ ·and be has found that protecting against this 
threat 'is a eompelling government interest. The government is engaging iii warrantless searches in 
order to discover information that will. prevent futUre attacks on the United States and its citizens. . . 

This surveillance may provide information on the strength of terrorist groups, the timing and methods 
~f their attack, and the target. The fact that the foreign terrorists have operated, and may continue 
to operate~ within the domestic .United Slates, d0es not clothe their operations in the eonstitutional 

··protections .that apply to domestic criminal investigations. See Memorandum for Alberto R. 
Gonzalez, Counsel to the Pr~dent :and William J. Haynes, II, General Cou~el, ~partment of 

- Defense, from John C. Yoo;Deputy AssiStant Attorney General and Robert l Delahunty, Special. 
Counse~ ~:Authority.for use· of Military Force to Combat TerroriSt Activities Within the United 
States (O~t. 23, 2001 ). While some information might prove use~l to law enforcement, the purpose 
of the surveillance program remains that of protecting the national security. As we have advised in 
a separate memorandum, a s.eco~dary law enforcement use of information, which was originally 
ga~hered for national secunty purposes, does not .suddenly render the search subject to the ordinary 

, I • 

Fourth Amendment standards that govern ~omeStic criminal investigations. See Memorandum for 
Davi~. S. ·Kris, Associate Deputy Attorney General, from. John c: Yoo, Deputy AsSistant Attoniey 
General, Re: Constitutionality of Amending Foreign Intelligence Surveillance Act to Change the' 
·"Purpose" Standard for Searches_ (Sept. 25, 200l). 

·Due to the President's paramount constitutional authority in the field of national security, a 
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su!?ject on which we will discuss in more detail below. reading FISA to prohibit the· President fro"! 
r~taining the. power to engage in warrantless national security ·searches would raise the most severe 
of constitutional conflicts. Generally, courts will construe statutes to avoid such COI1$titutional 
Pr"oblems, on the assumption that Congress does not wish to violate the Constitution, unless a statute 
clearly demands a different coristru~tion. See, e.g., .EdwardJ. DeBartolo Corp. v. Florida Gulf Coast 
Building & Construction Trades Council, 485 U.S .. 568, 515 (1988). · Unless Congress signals a 
clear intention otherwise, a statute must be read to preserve the President's inherent constitutional 
power, so as to avoid any potential constitutional problems. Cf Public Citizen v. Deixutment of 
Justice, 491. U.S.-. 440, 466 (1989) (C<?nstruing Feder.al Advisory Committee Act to avoid 
unconstitutional infiingement ()n executive powers);Association of American Physicians & Surgeons 

. · v. Clinton~ 991 F.2d 898, 906-11 (p.C.' Cir. '.1993} (same). Thus, unless Congress ~de a clear 
:f.'. !!8tement inFISA that it sought.to restrict presidential authority to conduct warrantless search~ in 
; .. :;· the national security area ,_ which it has not-::- then the statute must be construed· to avoid such a 
I' _!!8ding. Ev~n ifFISA' s liability provisions were thought to apply, we also believe that for a yariety 
: of reasons they could not be enforced against ·surveill.ance conducted on direct presidential order to 
, defend the nation from attack. This issue is covered in more detail in the.OLC Surveillance Memo, 

.·which is attached. · 

ID. 

. Having established that· the President has the authority to order the conduct of el~ronic 
. l 

j surveillance without a warrant for national secutjty purposes) we now examine the justification ·under . 
the F9~ Amendment for the specific searches permitted by the October 4, 2001 Aut.horization. 
The.Fourth Amendment declares that "the right of the people to be seeure in their persons, houses, 
papers, and effects, against unreasonable searches and seizures, shall not be violated." U.S. Const. . 
amend N. The Amendment also declares that "no Warrants shall issue, but upon probable cause, 
supported by Oath oraffinnation, arid particularly describing the place to~ searched and the persons 
or things to be seiied." id. This Pait will discuss the reasons why several elements of the October 
4, 2001 Authorization and the October 31, 2001 Draft Authorization would not even trigger fourth 
Amendment scrutiny because they would not constitute a "search" for constitutional purposes: 

A. 

· Aspects of the surveillance diat do not involve United States ·persons and that occur 
eXtratenitorially do not raise Fourth Amendmen.t concerns. As th~ Supreme Court has found, the 
Fourth Amendment does not apply to military or µitelligence operations conducted against aliens 
overseas. United States v. Verdugo-Urquidez, 494 U.S. 2S9 (1990). In Verdugo-Urquidez; the 
Court found U~at the purpose ·of the Fourth Amendment "was to re~trict searches and seizures which 

· might be conducted by the United States in domestic matters. Id. at 266. As the Court concluded, 
the F.ourth Amendment's design was "to protect the peQple of the Uruted States against arbitrary 
action by their own goveminent; it was never suggested that the prpvision was intended to restrain 
the actions ·of the Federal Government against aliens outside of the United States tenitory." Id 
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Indeed, the Court reversed a court of appeals' holding that the Fourth Amendment applied 
extraterri'torially because of its concern ~at such a rule would interfere with the nation's military 
operations abroad: 

The rule adopted by the Court of Appeals wouJd apply not only to law enforcement 
operations abroad, but also to other foreign policy operations which might result in 
" searches or seizures." The United States frequently employs Anned Forces outside · 
this country - over 200 times in our history ..,. for the protection of American citizens 
or national securify . . . . Application of the Fourth Amendment to those 
circumstances could. ~ignificantly disrupt the ability of the political branches to 
respond to foreign situations involving our national interest. Were respondent to 
prevail, aliens with no attachment to this country might w~ll bring actions for damages 
to remedy claimed ·violations of the Fourth Amendment in foreign countries or in 
international waters. . . . (T]he Court of Appeals' global view of (the Fourth 
Amendment's] applicability would phmge [the political branches] into a sea of 
uncertainty as to what inight be reasonable in the way of searches and seizures 

· conducted abroad . 

Id. at 273-74 {citations omitted). Here, the Court made clear that aliens had no Fourth Amendment 
rights to challenge a~tivity by the United States conducted abroad. 

Thus, as applied, portions of the President' s OCtober 4, 200 I Authorization woul~ not even 
raise Fourth Amendment concerns, because much of the eommunications that the NSA will interce 
will be those of ~on-U. S. persons abroad. 

w1her, any 
communications between terrorists that occur wholly abroad, and in which none of the terrorist 
participants are U.S. persons, .also do not 'trigger Fourth Ameodment scrutiny . . The proposed 
renewal of the surveillance order, which narrows the interception of communications involving 
terrorists to those that originate or tcrminateoµtsid~ the United States, further narrows the likelihood 
that communic.ations between U.S. persons within the United States will be intercepted. 

B. 

he October 31, 2001 Draft Authoriz.ation 
further limits the surveillance program by requiring that Section 4{a)'s interception of terrorist 
communications only be of communications that are to or from the United States. Also, Section 4(b) 
under both authorizations directs the interception of addressing infonnation where one of the parties 
to the communication is outs ide the United States. Therefore, much if not most of the 
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communications to be intercepted will cros~ the .borders of the United States. 

Under.the border search exception to the Fourth Amendment. the federal government has the . 
constitutional authority to search · anything or .anyone crossing ·the :borders of the Uriited States 

. without violating ·any individual rights. In United Sta(es v. Ramiey, 431 U.S. 606 (1977), the 
Supreme .Court upheld the constitutionality_ of searcltes .. of inc;orrtiog· international mail conducted 
based .on reasonable cause to suspect that ·such· tnail c-OQtained: illegaily imported merchandise. 
Recogriizing what it characterized as a "b.ord~r search exception~~ to the,Fourth Amendment's warrant 
~d probable cause requirements, the Court observed that "searches made at the border, pursuant to 
the long-standing rigl:tt of the· sovereign to protect itself by. stopping and ~ning persons ~d 
,property crossing into this country,,.are: ~easqnabJe Simply by virtue ofthe·fuct that they occur.at the 
border." Id. at 616. The Court made·clear that the.mannedn which something or someone crossed 
:the border made no d~erence. "It is clear that ·there is nothing' in: the. rationale oehind .the border 
search exception which suggests that the mode·ofentry Will be·critical." Id at 620. The·court .a1so . 
made cleat that there was no distinction to be drawn·in ·:~hat crossed the· border, "Ci)t is their entry 
into. this. country '.from without it th~t 'makes a resulting .seaic)l· 'reasonable."' Id: Although .the 
Supreme ·court ·has not examined the issue, the]ower courts hav-6 unan:imously·found. .that the border 
search exception.also applies to the,exit·searc~ of.outgoing traffic as well.2 

Based·on thls dootrine, we.couidjustify the OctobeE.1 • .2Q01 AuJhori~tion and .the October 
31, ·2QO 1 braft Authorization by :analogizing . the interception of certain types of international -
communicafiqris to, the bOrdcr sear~h 9f intematiqrial mail. Although electronic mail is, in some 
sense, 1ntangiole, it is 8Iso a messag~that begins at a ·p~y~Cal ·s.erver <;pmp~ter and th~n, .though the 
. movement of digital. sigru$. across v4f es: i$' transmitte4 ::to· anOther. ~erver computer in a diff ereµt 

· · loeation. Electronic mail is just.a.different method of transporting a·comrnunication across the border 
of the United States_. ·As the· Court emphasized in Ramsey, .~'[t.Jhe cr:lti~I fact.·is thaq.he. envelop.es · 
c'ross the border and enter this country, not that they .are brought in .by ·one. mode of transportation . 

· '° r:~ther than another." [d .. at 620. The fac.t that the me01od oftraJ.lSportation is electro~~ raiher than 
physi~ shoold not ritake a difference, nor shoµld it matter that the.search does not ·occur precisely 
when· the message crosses the oat ion's bOrders.. Iiid~. ·searches of outbound .or . inbound 

· international mail or lugg~~ take place at .facilities within thenatlol) 's borders, after they have arrived 
. by ~if', just. as $e3rChes of electronic mesSages.could oCcur O~cean international message appears on 
a ser:Ver within the United States after -transmission across out borders. It should beadmitted that 

. "we have not found any cases applying Ramsey in this ~nner, although we also have not found· any . . . 

1See, e.g., United States v. Oriakhi, 57 F.3d :1290 (4th Cir. 1995); United States.·v. 
Berisha, 925 F.2d 791 (5th Cir. 199 l:)~ ·united Slates~· Ezeiroaku, 936 F.2d 136 (ld Cir:· 19.91 )~ 
United St.ates v. Nates, 831 F.2d s6o (9th· Cir. '1987), cert. <:/i!nie.d, "487 U.S. 1205 (1988); .United 
States v. ·Hernandez-Salazar •. 8l3 F.2d fl 26 (11th Cir.· 1987); United States v. Benevento, 836 
F.2d 60 (2d Cir. 1987), cert. denied, 486 U.S. 1043 (1988); United States·v. Udofot~ 711 F.2d. · 
s·31 (8th.Cir.), cert. denied, 464 U .S. 896 (1983). · 
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. reported cases in which a court was c-Onfronted with . a search effort of all international 

. conununicitions either. 

There are three further caveats to raise in regard to the b.order seatch exception.theory. First, 
. it ·is altogether unclear whether Ramsey would ·:3pply at .ail to·,.telephone Conversations: While 
telephone conversations are like letters in that ~hey <:0nv~y messages, .they arealso.ongoing, real:.:time 
t.r~sactions which do not contain discrete, .self-contained .chu~ of communication. Second, and 
related to the first point, the Court haS cautioned that examination of: international mail for its content 
woul~ raise serious constitutional questions. In.Ramsey, thegove.rlunent bpened outgoing maii that 

j t sJ_isp~ted contained illegal. drugs; regulations.specifically'forbade customS officials from reading 
. any correspondence. Thu.s, the qillie th~re.was: not the:oo.ntent ofthecommunication itseU: although 

· the content could have been related tothe transi)ortationcifthdllega.I substance. First Amendment 
'.: .-issties would ·be raiSed.if the ·very purpose·qfopening coire.spondenC:e was .to examine ~ts content. 

id. at 623-24. .Third, ·the Co~ observed· tha(-serious :oonstitufiunal .prOblems 'in Ramsey were 
.· . av-0.ided d.ue to ·a .probable cause requkement. While Section .4(a) of the October 4, 200 I 
·' Autho~tion rontains·a probable cause ele.ment, the Qttober 3i, 2001 Dr~ Authorization only 
... ;mclticles a ~·reasonable groupds to ·believe" .requirement;· .an.d-.neither ~ufrement is (0 show t~t a . 

cnme is hein_g ·eoiiunitted, but only that the. ~mmuni~tiort tits the su.rvei118:f1Ce paramet~rs.' While 
this ·office has .a:dyi~ ·that such a sta.Qdard.might $till be constitutional if applied to international mail 

:s~hes, we also.acknowledged that our-<:ondusion was not rr~e from doubt. $ee Memorandum for 
Geoffrey R. Greiveldingei:-, Coun$el for National Security M.aite~s;crillli'rui1oiyisf~n, 66in reresa . 

. Wynn:RosCborou&h .and Richard L. Shiffrin, l)eputy Assistant Attorneys General, Customs Service . 
fropesalfor Outbound Mai/.Seat~h'A.uih_or~ty. :Amendment.-<>f:Titles .31 U.S.C. § 5317{b) and 39 
'U.S.C. § 36i3(d) (Oct. 31;.1995). In.light ofthese .cav~ts. we ·can conclude that.the bqrder·search 
exception would. apply moSt squarely to· tJie acq~isitioh: of communication addre5.sing lnfom1ation, 
.which for reasons ·we discus5 ·below i's not :c0nt-eat, ,put might ... not reach the interception of the 
roiltents of tel~phone or other ~ectrdnic. commUnication. . . . . 

·C. 

· ·~rd; tharp~· 6f'. the· ~resident ·~·dit.eCtive that rovers.the mtereeptien :of efocitronic ·m~ for 
lls ·no~contetlt·~nfu~tfon shOOtd n0t ~se Ft>Ur!h Aillendm~t-.concems. Cap~urin~. only the.non,. 
content addressing information.of electronic communications may'be~gized to a "pen register." 
A pen register is a.deVice that-reeards the rtum~ dialed,from a. telephon.e . . In Smith v. Maryland, 
442 U.S. 735 (1979), the Suprerne·Coun·found that the:wainntte8s·wW!atio1tof a.pert n;gister {9r 
. a .deferidartt' s home phone fme did. nQt Violate the Fourth Amendment ·because u~ .of a pen register 

· · ·.-was not a."searclt" within tbemeani:ng of-the Amendment. Applying the ·iest.set ~ut :in Katz. v. tln; ted 
: · State~. 389 U.S. 147 (1967)~ the ·.court ·evaluatm w.hether a .pets.on could. claim a "legitimate 

· -.expectation 9( privacy" ·in· the phone · numbers. dialed. . It found: that a .person eould ·not helve a 
· 1~gitimat~ expecf:acion o.f.pri~cy. because·they .shoul~ know that theynum~rs di~led a~e ~tded 
'.by the phone company for ·le~timate bosiness ·purposes, and t~at. a -reasonable ·i;;erson could no~ 
expect that the numerical information.he voluntarily conveyed.to the pho~e company would not be 
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"exposed." Id. at 741-46. Because pen registers do not acquire the contents of communication, and 
because a person has no legitimate expectation bf privacy in the numbers dialed, the Court concluded, 
use of a pen register does not constitute a searc~ for Fourth Amendment purposes. 

The Court's blessing of pen registers suggests that a sutveill~ce program that sought only 
non-content information from electronic messages would be similarly constitutional. He~e. the 
interception. program for electrQnic mail captures onJy non-content information in regard to which 
a reasonable person ~ght not have a legitimate expectation of privacy. E-mail addresses, like phone 
numbers, are voluntarily provided by the sender to the internet service provider (ISP) in order to 
allow the company to properly route the communication. A reasonable person could be expected to 
know.that an ISP would record such message infonnation for their own business purposes, just~ 
telephone companies record ·phone numbers dialed. Furthermore, other information covered by the 

. surveillance directive, such as routing and server information, is not even part of the content of a 
message written by the sender. · Rather, such information is generated by the iSP itself, as part ofits 
routine business-operations; to help it send the electronic mesS&ge through its network to the correct 
recipient. A sender could have no legitimat~ expectation of privacy over infonnatfon he did not even 
include in bis message, but instead is created by the ISP as .part of its own business processes. A 
peroon wouid have no more privacy interest· in. that information than he would have in a postmark 
stamped onto the outside of an envelope containing his letter. · · 

Whether the surveillance program here would sweep in content poses a more difficult 
question. From Smith; it appears that a· pen register does not effecruate a Fourth Amendment search, 
in part, because it does not· capture content from a communication. "Indeed, a law enforcement 
official could not even determine fr.om the use of a pen register whether a communication existed." 
Smith, 442 U.S. at.741. Here, it-is no doubt true that electronic ~ail addressing information, created 
by the author of a communication, could contaht soine "content. Variations of an addressee's name 
are commonly used to ·create e-mail addresses, and elements of the address can reveal other 
information, such as the institution or place someone works -: hence, my e-mail address, assigned to 
me by the Justice Department, is john.c.yoo@usdoj.gov. This, however, does not render. such 
information wholly subject to the Fourth.Amendment. Even.phone numbers can provide information 
that contains content. Phone numbers, fot example, a:fe sometiines used to spell words (such as l­
~00-CALL-AtT), phone numbers.can provide some location infom1ation, such as if someone calls 
a well-known hotel's num~r. and keypunches. can even send "messages, such as through pager 
systems. We believe that an individual's willingiles5 to convey t~ an ISP addressing information, 
which the.ISP then uses for its own business purposes, ruggests that an individual has·no legitimate 
expectation of privacy in· the limited content that could be inferred from e-mail addresses. We also 
note, however, that the courts have yet to encounter this issue in any meaningful manner, and so we 
cannot predict with certainty whether the judiciary would agree with ~ur approach. 

It should be noted that Congr~s has recognized the analogy between electronic mail routing 
information and pen registers. It recently enacted legislation authorizing pen register orders for non­
c0ntent information from-electronic "mail. See USA Patriot Act of2001, Pub. L. No. 107-56, § 216. 
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While Congress extended p~n register authority ~o..surveillance of electronic mail. it also .subjected 
that authority to th~ general restrictions of Title ill.and FlSA/which-require·the Justice Department 
to obtain an ex parte court order before using such devices. ~While the requirements for such arrorder 
are minimal, see 18 U.S.C. § 3122 (govemmentattomey must certify only that information likely to 
be gain¢ from·pen register "is relevant to an·:0rigoirig:crirninal investigation.being conducted by t~at 
agency"), the President '.s authorization does. no~ . contemplate :seeking a jµdicial order for · the 

. :surveillance. program here. . Tltle .. m attempts-t~i fotbid the use-.«>f pen registers or; now, · ~leqronic 
·iii~ ~p'8pd trace devices~.'without a court under .'J;'itle UJ.or FlSA. /d .. at ·§ 3121(a). As with .our 
·cinalys.~ ·o-r FISA.: however, ·we do nqt ·believe ;that ,CQ~_gr:~~·:in~t"restrict. the President• s ·1nher.ent 

' .~·tiSufutknaJ . .f>owers;-.which allow.hinr.to.gatlier .i~tclligence n~ary to·:defend·the nation' from 
... i~f:a:ffii~~:: ·:St~"~P.~a. In any ev~t; Congf.ess~s b~ef that -a court order is.necessary ·before using 

: . · :a .. peri.register.does·not affect t~ constituti9nal&nalysis:under·die Fourth A.mend merit, which remains 
. . . ·that .an individual ·ha.S no Fourth 'Amendment nght .in addressi.ilg information ... .Indeed,".the fact that 

. use .of pen regis~er· ·a.nd etevtronic 'trap and .trace: d~vices cari ·be authorized '¥.ithout a showing of 
·probable cause demonstrates that Congre.sS agrees that Such information is without ·constitutional 
~pr.otections. 

D. 

) . . Fourth, intelligence ,gathering · in direct supPQrt of rriilitary opera.tions does not trigger 
·constitutional rights against illegal searches and seiZures, Our Offi~ ·has· recently undertaken a 
·detailed examin~tion of wbetlief the use of the militaey domestically in.order to combat terrorism 
·would be restricted by the Fourth Amendment. S~e Memorandum for Alberto R. Gon.z.aiez, Counsel 

. ·.to the President and William J. Haynes, II,, General Counsel, Department of Defense; from John C. 
·y QO, D~puty ~sistant Attorney General.and Robert J. DeJajl,unty, Special Counsel, Re: Authority · 
}Qr Use ojMilttary Force 10.Combat..Terr.orist A~tivities Within. the .United ~tares (Oct. 23, 2001). 

) 

· While we Wi~i o~y ~umnwize here ·if:S: reasoning, it ·should be.-,clear thaf" to )he ·extent that .the 
President's ~:urveillance directive is aimed at .. gatheringintclligenoefor the military pu.r,pose ~fusiQg 

.; .the. Anned. Farces to prevent furlb~ atta~ks on the United :States, t}UJt activity: in our ·view is not 
restricted by the Fourth Amend.merit. . . . 

As. a matter . .of the original und~dlli& the Fourth J\In.endmerit was aimed primanly at 
curbing law enforcement abuses. 'NthoUgh the'~ourth Amendffienthas.been interpreted to apply to 
governmental actions other tlian cri¢inaf law .. enfO~nt,, the centraJ conceins of the Ame.ndment 

· · ·::are focused on police activity. See, e..g., Sourn.J)ako/av;.Oppemian,.42s·y.s. 364, 370 n.5 (1976). 
· · As ~e will explain-·in furt~er detail irl Pm IV·beiOw; tlu{ Court· has ,recognaecJ..this by identifying a 

· "special needs'~ .exceptio.n to the F-Ourth Amendnient! s warranf.and·probable causetequirements. See, 
. ·,:. e.g.,. Vernonia School DiSt. 47Jv .. Acton, SlS U.S: 646.(1995.);1~im1apolisv. Edijzond,. 531 U.S. 

3~ (2~). However well suited the waqant and probable.eauserequirements .may be u applied· to 
. crimirt~ investigation and law enforcein~t. they are unsuited to the.· demands of wartime and the 
,mili~ar:y nece.sSity. to sucC.essfully proseeute a war against an enemy. In the circumstance5 created by 
.the September 11 attacks, the Constifution provi~es the Government with expanded ·powers and 
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reduces the r~strictions created by individual civil libc1ties. As the Supreme Court has held, for 
example, in wartime the government may summarily requisition property, seize enemy property, and 
"even the personal liberty oft he citizen may b e temporarily restt ained as a measure of public safety.,. 
Yakus v. U11Ucd States, 321 U.S. 414, 443 (191\4) (citations omitted). "In times of war or 
insurrnction, when society's interest is.at its peak. the Govenunent may detain individuals whome the 
Govenunent helievcs to be dangerous." UnitcdStatl'.sv. Salemo, 48 I U.S . 739, 748 ( I 987)~scc also 
Moyer v. Peabody, 2 12 U.S. 78 (I 909) (upholding detention without probabk cause during time of 
insurrection) (Holmes, J.) . 

Because of the exigencies of war and military necessity, the Fourt11 Amendment sl.iould not 
be read as applying to military operations. In Verdugo-Urquidez, discussed in Pait lll, the Court 
made clear that the Fourth Amendment docs not apply to military opcratjons overseas. 494 U.S. at 
273-274. As the Court commended, if things were otherwise, both political leaders and military 
commanders would be severely constrained by having to.assess the "reasonableness" of any military 
action beforehand, thereby interfering with military e ffectiveness and the President• s constitutional 
responsibilities as Commander-in-Chief l t also seems clear that the Fourth Amendment would not 
restrict military operations within the United States against an invasion or rebellion. See, e.g .. 24 Op. 
Att'y Gen. 570 (1903) (American tenitory held by enemy forces is considered hostile territory where 
civil laws do not apply). Were the United States homeland invaded by foreign military forces, our 
armed forces would have to take whatever steps necessary to repel them, which would include the 
"seizure" of enemy personnel and the "search" of enemy papers and messages, it is diflicult to believe 
that our government would need to show that tbese actions were "reasonable" under the Fourth 
Amendment. T he actions of ou.r military, which might cause collateral .damage to United States 
persons, would no more be constrained by the Fourth Amendment than if their operations occurred 
overseas. Nor is it necessary that the military forces on our soil be foreign. Even if the enemies of 
the Nation came from within, such as occurred during the Civil War, the federal Anned Forces must 
be free to use force to respond to such an insurrection or rebellion without the constraints of the 
.Fourth Amendment. Indeed, this was the understanding that prevailed during the Civil War. 

These considerations could justify much of the October 4, 2001 J\utho1ization and the 
October 3 1, 2001 Draft Authorization. Although the terrorists who staged the September 11, 100 I 
events operated clandestinely and have not 9ccupie~ part of our territory, they have launched a direct 
attack on both the American homeland and our assets overseas that have caused massive casualties. 
Pursuant to his authority as Commander-in-Chief and Chief Executive, the President has orde.red the 
use of military force against the terrorists both at home and abroad, and he has found that thoy 
present a continuing threat of further attacks on the United States. Application of the Fourth · 
Amendment cou ld, in many cases, prevent the President from fulfilling his highest constitutiona l duty 
of protecting nnd preserving the Nation from direct attack. Indeed, the opposite rule would create 
the bi7.arre situation in which the President would encounter less constitutional freedom in using the 
military when the Nation is directly attacked at home, where the greatest threat to American civilian 
casualties lies, than we use force abroad. 
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Thus, the Fourth Amendment shou ld not limit military operations to prevent attacks that take 
e_lace ~thin the American homeland , just as it would not limit the President 's power to.respond to 
~uacks launched abroad. Herc the surveillance program is a necessary element in the effecti ve 
exercise of the President's authority to prosecute the current war successfiilly. Intel ligence gathered 
through surveillance al lows U1c Comrirnnder-in-Ch.icf to determine how best lo positio11 and deploy 
the Armed Forces. 1t seems clear that the primary purpose of the surveillance program is to defend 
the national security, rather than for law enforcement put poses, which might trigger Fourth 
Amendment concerns. Tn this respect, it is significant that the President has ordered the Secretary 
of Defense, rather than the Justice Department, to conduct the su rveillance, and that the presidential 
Authorizations do not establish procedures for preserving evidence for later use in cri minal 
investigations. While such secondary use of such information fo r law enforcement does not 
undermine the p1imary national security purpose motivating the surveillance program, it is also clear 
that sllch intelligence material, once developed, can be made available to the Justice Department for 
domestic use. 

IV. 

Even if the surveillance program, or elements of it, were stiU thought to be subject to Fourth 
Amendment scrntiny , we th.ink that compelling arguments can justify the constitutionality of the 
President's October 4, 200 I Authorization. This Part will review whether the surveillance is 
constitu tional under the Fourth Amendment. It should be clear at the ou tset that the Fourth 
Amendment docs not require a warrant for every search, but rather that a search be " reasonable" to 
be constitutional. l 11 light oft he curre11t security environment, 'the government can claim a compelling 
interest in protecting the nation from attack sufficient to outweigh any intrusion into privacy interests 
caused by the President's October 4, 2001 Authorization or the October 3 i, 200 1 Draft 
Authorization. 

A. 

The touchstone for review of a government search is whether it is "reasonable." According 
to the Supreme Court, " [a]s the text of the Fourth Amendment indicates the ultimate measure of the 
constitutionality of a govenunental search is 'reasonableness.'" Vemonia School Dist. 47J v. Acton, 
515 U.S. 646, 652 (1995). When law enforcement undertakes a search to discover evidence of 
criminal wrongdoing, the Supreme Court has said that reasonableness generally requires a judicial 
warrant on a showing of probable cause that a crime bas been o r is being committed . Id. at 653. But 
the Court has also recognized that a warrant is not required fo r all government searches, especially 
those that fall outside the ordinary criminal investigation context. A warrantless search can be 
constitutional "when special needs, beyond the normal need for law enforcement , make the warrant 
and probable-cause requirement impracticable." Id. 

' J\ va1icty of goverrunent searches, therefore, have met the Fourth Amendment's requirement 
ofreasonablencss without obtaining a judicial warrant. The Supreme Court, for example, has upheld 
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warrantless searches that involved the dmg testing of high school athletes, 1d., certain searches of 
automobiles, Pennsylvania v. J,abron, 5 18 U.S. 938 (1996) (per curiam), drunk driver checkpoints, 
Michigan v. Dep 'I of State Police v. Sitz, 496 U.S. 444 (J~96), drug testing of railroad personnel, 
Skinner v. Railway I .abor Executives · Ass 'n, 489 U.S. 6Q2 ( 1989), drug testing of federal customs 
officers, Trl'.asury F.mployees v. ~on J<aab, 489 U.S. 656 ( 1989.), administrative inspection of closely 
regulated businc.c;ses, New York v. Hurger, 482 U.S. 69 1 (1987); temporary baggage sci.7.ures, United 
States v. Place, 462 U.S. 696 ( 1983), detention to prevent flight an<l to protect law enforcement 
ofTtcers, Michigan v. Summers, 452 U.S. 692 ( 198 1), checkpoints to search for illegal aliens, United 
States v. Martinez-Fuerte, 428 ff S. 5'13 ( 1976), and temporary stops and limited searches for 
weapons, Terryv. Ohio, 392 U.S. 1 (1968). The Court has cautioned, however, that a ram.Jorn search 
program cannot be designed to promote a general interest in crime control. See Indianapolis v. 
Edmond, 531 U. S. 32, 4 1 (2000); Delaware v. Prouse, 440 U.S. 648, 659 n.18 ( 1979). 

Reasonableness does not lend itself to precise tests or fonnulations . Nonethd ess, in reviewing 
wammtless search programs, the Court generally has balanced the govenunent's interest against 
intrusion into privacy interests. "When faced with special law enforcement needs, diminished 
expectations of privacy, minimal intrusions, or the like, the Court has found that certain general, or 
individual, circumstances may render a warrantlcss search or seizure reasonable." Illinois v. 
M cArthur, 121 S. Ct. 946, 949 (2001). Or, as the Coun has described it, warrant.less searches may 
be justified if the government has "special needs" that are unrelated to normal law enforcement. In 
these situations, the Court has found a search reasonable when, under the totality of the 
circumstances, the "importance of the goverrunental interests" has outweighed the "nature and quality 
of the intrusion on the individual's Fourth Amendment interests." Tennessee v. Gcm1er, 47 1 U.S. 1 . , 
8 (1985). 

B. 

Th.is analysis suggests that the Fourth Amendment would permit the electronic surveillance 
here if the government' s interest outweighs intrusions into privacy interests. It should be clear that 
the President's directive fal ls within the "special needs" exception to the warrant requirement that 
calls fo r such a balancing test. The surveillance program is not designed to advance a "general 
interest in crime contra~" Edmond, SJ l U.S. at 44, but instead seeks to protect the national security 
by preventjng terrorist attacks upon the United States. As the national security search cases discussed 
in Part II recognize, defending the nation from foreign threats is a wholly diCfercnt enterprise t11an 
ordinary crime control, an<l this difference justifies examination of the goycnuncnt 's action solely for 
its reasonableness. 

Applying this standard, we find that the government's interest here is perhaps of the highest 
order - that of protecting the nation from attack. {ndce<l, the factors justifying warrantless searches 
for national security reasons are more eompelling now than al tbe time of the earlier lower court 
d::£cisions discussed in Part II. While upholding warrantless searches fo r national security purposes, 
t11ose earlier decisions had not taken place during a time of actual hostilities prompted by a surprise, 
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direct attack upon civilian and military targets within the United States. A direct attack on the United 
States has placcif the Nation in a state of anned conflict; defending the nation is perhaps the most 
important function of government. As the Supreme Court has observed, "ft is 'obvious and 
unarguable' that no governmental intei est is i:nore compelling than the security of the Nation." Haig 
v. Agee, 453 U.S. 280, 307 (198 1). As Alexander Hamilton observed in The Federalist, "there can 
be no limitation of that authority, which is to provide for the defence and protection of the 
community, in any matter essential to its efficacy." The Federalist No. 23, at 1'17-'18 (Alexander 
Hamilton) (Jacob E. Cooke ed., 1 % 1). If the situation warrants, the Constitution recogn.i.7..cs that the 
federal govcnunent, and indeed the President, must have the maximum power permissible under the 
Constitution to prevent and dercat attacks upon the Nation. 

In issuing his authori.7.ation, the President laid out the proper factual predicates for finding that 
the terrorist attacks had created a compelling governmental intcresl. The September 11 , 2001 attacks 
caused thousands of deaths and even more casualties, and damaged both the central command and 
control faci lity for th~ Nation's military establishment and the center of the country' s private financial 
system. In light ofinfonnation provided by the intelligence community and the military, the President 
has further concluded Ll1at terrorists continue tq have the ability and the intention to undertake further 
attacks on the United States. Given the damage caused by the attacks on September 1 I, 200 I, the 
President has judged that future terrorist attacks could cause massive damage and casualties and 
threatens the continuity of the federal government. He has concluded that such circumstances justify 
a compelling interest on·the part of the government to protect th~ United States and its citizens from 

. further terrorist attack. Tl seems certain that the federal courts would defer to the President's 
determination on whether the United States is threatened by attack and what measures are necessary 
to respond. See, e.g., The Prize Cases. 67 U.S. 635, 670 (1862) (decision whether to consider 
rebellion a war is a question to be decided by the President). These deterrrunatior)s rest at the core 
of the President 's power as Conunander-in-Chiefand his role as representative of the Nation in its 
foreign affairs. See United States v. Curtiss-Wright Export Corp., 299 U.S. 30'1 ( 1936). 

Under the Constitution's design, it is the President who is primarily responsible for advancing 
: 

1 
that compelling interest. The text, structure, and history of the Constitution establish that the 

.. \ f resident bears the constitutional duty, and therefore the power, to ensure the security of the United 
States in situations of grave and unforeseen emergency. See generally Memorandum for Timothy 
E. Flanigan, Deputy Counsel to the l>resident, from John C. Yoo, Deputy Assistant Attorney Gencrnl, 
Re: The President 'sC011Sfitutional Authority to Conduct Military Operations Against Te"orists.and 
NatiollS Supporting Them (Sept . 25, 200 I). noth the Vesting Clause, U.S. Const. art . IT,§ 1, cl . I , 
and the Commander in Chief Clause, id., § 2, cl. I ,.vest in the President the power to deploy military 
force in the defense of the United States. The Constitution makes explicit t~ President's obligation 
t-0 safeguard the nation's security by whatever lawful means are available by imposing on him the duty 
to "take Care that the Laws be faithfu lly executed." Id.,§ 3. The constitutional text and structure 
arc confirmed by the practical consideration that national security decisions require a unity in purpose 
and energy in action that characterize the Presidency rather than Congress. As Alexander Hamilton 
explained."[ o lf all the cares or concerns of government, the direction of war most peculiarly demands 

21 

Approved for Public Release May 4, 2018 



All withheld information exempt under (b)(1 ), E .O. 13,526 1.4(c) and (b)(3), 50 U.S.C. 3605; 50 U.S.C. 3024(i)(1) 

I er tU!E!l&J_.,BOJCCOiQJJ(bJ ORI< 

those qualities which distinguish the exercise of power by a single hand ." 171e Federalist No. 74, at 
500 (Alexander J lamilton) (Jacob E. Cooke ed. 196 1 ). 

Surveillance initiated pursuant to the October 4, 200 l Authorization clearly advances th is 
interest. In light of the September 11 attacks, the President has exercised his powers as Comma.oder­
in-Chief and Chief Executive to direct military action against Al Qaeda and Taliban forces in 
Afghanistan, and to use the anncd forces to protect United States citizens at home. Cong1 ess has 
approved the use of military force in response to the September 11 attacks. Pub T ,_ No. I 07-40, 115 
Stat. 224 (200 l ) . It is well established that the President has the independent consti tu tional authority 
as Commander-in-Chief to gather intelligence in support of military and nationaJ security operations, 
am! to employ covert means, if necessary, to do so. See Totten v. United States, 92 U.S . I 05, l 06 
(1876). The President's "cons titutional powc::r lo gather foreign intelligence," Warrantlcss Foreign 
Jntellige11ce Surveillance - Use of Television Beepers, 2 Op. O.L.C . 14, 15 (1978), includes the 
discrc::tion to use the most effective means of obtaining inf onnalion, and to safeguard those means. 
I Jere, intelligence nathering is a necessary function that enables the President lo carry out these 
authorities effectively. The Commander-in-Chief needs accurate and comprehc::nsive intelligence on 
enemy movements, plans, and threats in order to best deploy the United Statc::s anncd forces and to 
successfully execute military plans. Warrantless searches provide the most cfTcctive method, in the 
President 's judgment , t o obta\11 infonnation necessary for him to carry out his constitutional 
responsibility to defend the Nation from attack. 

By contrast, the intrusion into an individual citizen's pt ivacy interests may not be seen as so 
serious.as outweighing the government' s most compelling of interests. The searches that take place 
here as not as intrusive as those which occurs when the nqvemment monitors the communications 
of a target in the nonnaJ Title ill or FIS/\ context, which often requires an agent to consciously and 
actively listen in to telephone conversations. Herc, as we understand it, the NSA will 

If privacy interests are viewed as intruded upon only by , it is likely that 
Fourth Amendment interests would not outweigh the compelling governmental interest present here. 
Jn the context ofroadblocks to stop drunken drivers, another area of "special needs" under the Fourth 
Amendment, the Court has pennitted warrant less searches. See Michigan J)ep 't uj State Police v. 
Sitz, ~96 U.S. 444 ( 1990). There, the Court found that n roadblock constituted a " reasonable" search 
due to the magnitude of the drunken driver problem and the deaths it causes - in fact, the court 
compared the death toll from drunk drivers to the casualties on a battlefield. Id. at 4 51 . It found that 
this interest o ut weighed the intrusion into privacy at a checkpoint stop, whicb it characterized as 
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"brier• in tcnns of duration and intensity. under the October 4, 2001 Authorization, 

The restrict ion of the s~rch only to those communications which 
nvolve terrorists fu rther reduces any possible intmsiou into individual privacy 

interests. Because the October 4, 200 1 Authori7.ation requires probable cause, it seems that DOD 
would need specific evidence before deciding which messages to intercept. Thus, for example, 000 
must have some information t.ltat a certain person might be a terrorist, or that a certain phone line 
might be used by a terrorist, before it can capture the communications. This means that the NSA 
cannot intercept communications for which it has no such evidence. While the October 31, 200 1 
Drafi Authorization changes that standard, it still requi res that there be reasonable grounds to believe 
that the commu nications involve teuorists. This has the effect of excluding 
communications for which DOD has no reason to suspect contain terrorist communications . 

meaning that most innocent communications will not be 
intercepted. 

Further, October 31, 2001 Drafi Authorization's narrmving of the search parameters to 
international communications further alleviates any intrusion into individual privacy interests. As our 
discussion of the border search exception in Part J 11 made clear, the government has the constitutional 
aut11ority to search anything that crosses the Nation's borders without violatinr, the Fourth 
Amendment. To be sure, there is substantial doubt about whether this power could apply to searches 
involving the content of the communications. Nonetheless, United States v. Ramsey, 43 1 U.S. 606 
( 1977) (warrantless search of incoming international mail does not violate fourth Amendment), 
suggests strongly that individuals have reduced privacy interests when they or their possessions and 
letters cross the border:; o f the United States. If individuals have reduced privacy interests in 
international mail, as Ramsey held, then it seems logical to assume that they also have a reduced 
privacy i.Inercst in international electronic communications as wcU. As Ramsey held, t11c method by 
which an item entered t11e cou11try is irrelevant fo r Fourth Amendment purposes. 

1 Another factor examined by the Court was effecti~cness of the warrantless search. The 
Court has cautioned that searches not be random and discretionlcss because of a lack of empirical 
evidence that the means would promote the government's interest. l t should be made clear, 
however, that the standard employed by the Court has been low. ln t he roadblock context, for 
example, the Court has found reasonable roadblocks for drunk drivers that detained only 1.6 
percent of all drivers stopped, and checkpoints for illegal aliens that detained only 0.12 percent of 
all vehidcs detained . 

23 

Approved for Public Release May 4, 2018 



All withheld information exempt under {b)(1 ), E .O. 13,526 1.4(c) and {b)(3), 50 U.S.C. 3605; 50 U.S.C. 3024(i){1) 

161 BECl&i~JJ01HHOT:1f8F8fHI 

Ju!>t to be clear in conclusion. We arc not claiming that the govenuncnt has an unrestricted 
right to examine the contents of all international letters and 0U1cr forms of conununication. Rather, 
we arc only suggesting that an individual has a reduced privacy interest in international 
communications Therefore, in applying the balancing test called for by the fourth Amendment's 
reasonableness analysis, we face a situation here where the government's interest on one side -- that 
of protecting the Nation from direct attack - is the highest known to the Constitutiou. On the other 
side of the scale, the intrusion into individual privacy interests is greatly reduced due to the 
international nature of the communications. Thus, we believe there to be substantial justification for 
you to conclude that the President's October 4, 200 I Autho1 ization and his October 31, 2001 Draft 
Authorization direct a surveillance program that wou ld be reasonable under the Fourth Amendment. 

Conclusion 

For the foregoing reasons, we l>clicve that the P resideut 's October 4, 2001 Authorization and 
his October 31, 2001 Draft Authorization to conduct electronic surveillance, undertaken in the 
current emergency situation to prevent future tetrorist attacks, can be justified as reasonable under 
the Fourth Amendment. Please let us know if we can provide further assistance. 
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