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The Behavior Detection Capability

Introduction

The Transportation Seeurity Admimisiration {TSA) is ¢havged with sifeguarding the Nation’s
transportation system, and cinploys a variery of security layers o combat terrorist threars, The
Behavior Detection and Analysis ( BDA) program is among the TSA's many layers of security.
Unigue from other security capabilities, behaviar detection technigues are unobtrusive, applied
in real-time, free of Large cquipment lootprints, and are theeat agnostic (e foensed on the
adversary versus the adversary’s weapon ). allowing implementiation in a variety of settings and
configurations (o help identify potentially high-risk travelers, The goal of behavior detection is to
identidy these higher-risk individoals, and rouse them wward additionul serecoing. while alse
protecting passenger™s civil liberties. and prevenling profiling,

The TSA™s Office of Sceurity Capabilitics (OSC) Threat Axsessment Cupahilitics CTACY Branch
15 charged with providing the science and research development support bebind veal-time threat
assessment {IRTTAY capabilities such as behavior deteetion, The TAC BDA team was established
to support the Office of Security Operatons (OS0) Threat Assessment Division’s (TALD) BDA
program during TSA headquarters reorganizations of 2013 and 2014, Q80 BDA 1s responsible
far the field vperations and personned wtilizing behavior detection techniques, and is considered
O8C TAC s primarey imsernal (e, TSA)Y customer, TACs behavior detection development team
or subject-matter experts (SMES) are drawn from government and academic rescarch
comnunites, and consist of research paychologists and Tormer security ofliwers. The OSC TAC
behavior detection - team also drases upon the expertise of world renowned research
arganizations pactnered with the Department of Homeland Secuority Science ind Technology
Darectoriee (IDHS S&TL seeurity anel defense industry, major universities, amd international
government parmers. This collaboration has led 10 a large body of work and experienees that
facilitates the further development of the behavior detection pracesses. The intent of this
document is to guide TAC developers through the myriad of information, and provide insight on
lessorts learoed trrengh the development wod research process,

Formerly known as Screening of Passengers by Observalion Techniques (SPOT). the OSO BDA
program cmploys a dedicated and specialized team of Behavior Detection Otficers (BIDOs), who
obsserve and assess passengers for specified indicators - nonverbal, verbal, and physinlogical
reactions that wre assoctated with a fear of discovery, or the wnxaety related 1o the consequences

(perecived and ucmaly of being discovered. Addinonally, the concealment of items, or the act of

bbb NPT TRCRUTI
W BTN bl L L U A NSV SECUREEY INFUBRSTYTION TH A TS CONTROD DY R B0 E R PARTY 1S s bl
FEALET T TS 10CUIRID N AN HT TS mmibiialal LS LD W T T A N FUKNOML A8 I ki RIS ANy 1=,
FNCTET WEITH THE WKTETERN PERMISSION O THEL ADMIN] AT NTION SO RITY ADSINESTRA LIRS (g THD
SLUKEEARY Gk [RANEECRL Db T L LA NLAY KESLIL U LI TV LTI s bbbl LI 1O 0

il e TR CTLS, PULLC (1SCT DS URE GOVEIRNELY BY 5 1S5 330 AND BT ) PARTS 15 AN 1300
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siugeling, whether of actual physical items ot knowledege of an inuminent attack, results in
behaviors that manifest 1o a maneer that s detectable by BDOs, BDOs conduct operations
primacily arairport seeurity checkporals, positioned where they can optimally observe
mterict with teavelers thronghout the area, especiadly at o near sieess points {e.g., Trivel
Dacument Checker (TRON, Additionally. BDOs provide sereening outside the checkpoint by
assisting in Playbook and Visual Intermodal Prevention and Response (VIPR) acuvities, These
activities extend behavior detection coveruge 1o areas nol covered by other physical sereening
seeurity Jayers, These officers Jook for behiviors that are unctalous to the enyvironmental
b l‘%t.lillt,l(b {SrduUscog 114 |
[ERT a0 TS ETTTan

and that ity signal a need Tor Turther sereening. BDOs have the ability

to identify beluvior that may indicate a person hus malicious istentions (malintent ), which other
uvailable echnologies cannot,

Behavior detection serves an important Tunction within the TSA's sceurity posture, and is i vital
complimentary luyer of security, While many of TSAs other layers focus on current threats
wsing 1he most stwe-ol-the-art technological solutions Tor detecting these thieat objects, behavior
detection iy o proactive capability that cun get shead of known threats currently [acing our
trunsportation system by looking at the human aspect, and detecting possible imtent o do ham,
Thixs method, used by other law enforcement agencies around the world, is capable ol Jirecting

ndivictuals Torenhaneed sereening who may nel otherwise alert the other layers of security,

Maodern behavior detection technigques have been an accepted practice within the faw
enlorcement community, costoms and border enforcement, detense, security, and anti-terrorism
conumunities Lor many years, Individual wd crowd serutimy is o hallimak of the good palrolman,
the diligent soldier on the wall, and the guard tasked 1o protect those within, However. despite
how commonplace behavior deteetion methods wee, there have been fow objective measures
applicd 10 behavior detection as practiced by these entitiess thus, there are no operational data
sources o draw upon (o demonstrate 1y effectiveness in deeision-making. [n an atiempt 1o
standardize this process und safeguard aganst profiling. the TSA employs a more objective
program using specilicd behavioral mdicators thot bave been shown to be indicative of malintent,

While no one system or [ayer of security can identity every high-risk individual, the hehavior
detection protocol utilizes an objective process centerad on behavioral indicators. These
mdicators provide a standardized way in which BDOs cun abserve lurge numbers of people. and
identify those why niay (or may noty be high-risk. This gpproach allows the BDOs 0 devole
additional resources (e.g., e, congentration) to these who are more likely to pose o threal
becyuse they exhihil behaviors thil are assoviated with stress, [ear, anxicty, or behaviors thid

——— oy NP DRTRETITN
W s ING TIS RECORT wabipnaidants L LIS S0 LIREDY [Mllli\l\tltl‘\III\II\(U\I\UIIH[)IMNI{ P E R PARTS 15 8 L) Lo et 1
PAIEE CHETTIS RECOIRIT MAY HIL DSC)OSU T3 10 (e CNTE P RKNOW, A L b T S AN (52,

FENCEET WITH THE WRTETUR PERMISSION CF T ADNUIN]S LIS Ly ST RITY AN IS TRA TS (0 TH
\lu(l:.\m Ul [RAREEEIL Al TP WA Y KEMUILE LN CIVIL PN AT SRTRN R
RETERE e i [ TS Imurnsuﬁ L IVERNEL BY 5 LR 337 ANDY SO R PAR S 14 \\ljl’a“n ——
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have been associated with suicide bombers. Morcover. the use of o stundardized set of indicators
helps prevent BDOs from applying blased decision-making or relying on personal hunches or
heuristics. Tt is important thal the eptimized lise of indicawrs be routinely reviewed amd updated
o ensere 1 centinues o seeve its intended function. BROs should also receive ongomg training
and review lo ensure they use the sereenimg instrument consistently and as intended within and
ACTOSS SItes,

One challenge in evalusting the effectiveness of bebavior detection as an anti-terronst ool is thad
while we Bght terrorism cvery day. tervorists nuely 1y e attack the U8, from our hameland,
The freguency of occurrence of a true high-risk owtesme. o an imiminent terrorist altack, is
extremely low, und cannol realistically be measured daring a norioal test or assessiment. Unless o
terrorist is operational at the time of tavel, the Tkelihood of behaviors presenting themselves is
low. 13 the operational tervorist, or the ones who wre there to curry oul an attack in thal moement,
wha will likely display indicators BDOxs are trained to deteet. TSA is in the process of revising
the protocol to strengthen the indicators and how they are used to ensure suceess al Wdentitying
mdividuals who are high-risk.

The following sections of this docunent will discuss past research eliorts that provided the
emipirical evidence in support of behavior detection us the TSA employs it chullenges with past
aned future studies or testing, and provide the current substantiation for inclwsion of cach
Optimired Behavior Detection Protocol indicator. This discussion will hetter prepare the TAC
BIDA behavior detection development team o continug to improve the TSA™s ability to thwart
the terrorist adversary. In addition, future test or research professionals will find useful guidance
to miligate Hmilwions imposed when studying this unigue capability within an eperational
selting,

2011 SPOT Validation Study

[BHS S&T sponsard i study examining the TSA s SPOT progrom. The purpose ol the SPOT
Validation Stady was o exaomine the extent 10 which use of the behavior detection protogcol,
SPOT, und s assoctated indicators, led to coreet sereening decisions at the security checkpomt.
Sereening decisions in this contexl are defined as determining the relative risk of the passenger
under observation, and it decmed higher than the norm, roating that passenger to additional
Torms ol sereening. Specificully. the rescarch investigated: To witas extenr does the use of ihe
SPOT Beferral Report fead Yo vafid inferences alsont the traveling popadation, with a focis on
high-visk travelers, wr persons knaowingly and intentionafly trving 1o defeat the secnrity process?

5 oy " i deieineibdundarl 111
LT ibuimdbiahaddaitc L 5NN IV SECUTREES INFURSTYPION TH A T IS CONTRODTEDY R U O R | b it T
PAIE T TS RECUIRNI MY BT T TT ey b L LE L ™ | N ELL K S ] it PRI L3 A TS 18 AN 152
FNCTETWETH THE W RTETERN PEENISSIOMN CH- ]I b bk J . - el L L LT AT ESTRA TS (L THI
SELGREEARY Gk Ll Pt THER LA KRB A NLAY BKESUIL U N VIV EE PN AL TS CRUTTTTIT Ty o~
ATPTTOG N T AGERCIES, PURLIC DISCTOSURE GOVERNEL BY 50050 382 AND PO ROPAKTS 15 AN 15,
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For the purposes of this study, a high-risk passenger was defined as an individual who was
knowingly and inteniionally attempting to deleal the airport security process. The Anserican
Institutes For Bescurcl CATR ) wits contracted 1o desiga und execute this rescarch, which begun in
2007 ancl concluded in 20T L. This study was the fist Lacgee-scale exmnmation of a behavior-
Based progriam, but focused on the limited guestion nated above and was nol intended o be @
complete vididation of the program in it entivety, Rather, it wis a first step i a broader effort o
understand behavior detection in the context of a security sereening environment.  TSA's plans
for Tuture validation are discussed o the Draa Collection and Beluvior Detection Performance
Metries section of Lhis document,

This studly was designed Lo assess eriterion validity, or compare the results of passengers
randomly selected for addivonal sereening 1o the resulis of passengers rederred for additional
sereening via SPOT protocols. Becanse the true positive rate of high-risk outcomes {i.e., o1
terrorist attacks) is so low, an acceplable alternative is o use a proxy measure of individuals with
fraudulent identiBicution, carrying serious prohibited or illegal times, or results with 4 criminal
owtcome, as a basis for comparison. Therefore, i the operational database of actual SPOT
referral data. there should be a significanty larger number of passengers deemed high-risk than
within (he randomly selected passenger population, However, one must keep in mind tha) the
vast majority of tavelers Tlying in the United States are neither criminals nor terrorists, so even
the eriminal buse rate s Tow which led o a Jower eccurrence of high-risk outcomes given the
total number of pussengees sereened. The overall results from thix study showed that SPOT wax
significantly hetter (with ratios ranging from 9 to 34 times more likely) atidentifying passengers
whose risk was higher than those randomly referred. From a security perspective, the behavior
detection process provides a more efficient means of dewcting gh-risk passengers and relering
them o additionad sereening than a random selection process. This finding provides merit lor
using such a pregran as a security layer to help detect and roate passengers who niay pose a risk
10 transpoertution seeurity.

AIR designed two studies as o lrst step Lo examine the validity of the SPOT Reterral Report. one
Tocused o the validity of the referral process and anothee on the idicatoes used. 1n the Tiest
study. cases from the Operational SPOT Referval Dasabsase Oanvary 2006- October 2000,
maintained hy the TSA, were used to systematically examine SPOT indicators, and their relation
to outcomes that indicate a possible threat. The dataset for this study included a total of 247,630
rederrals {ile,, travelers relerred 1o secondary serecning) {rom 175 airports, 1n the sceond study,
travelers were randomly selected dnd subjected to SPOT sereening. This experimental (icld
stundy. referred 1o s the Base Rate Stdy, provided data e compare the SPOT referral process
with g random sereening process. It also provided extimates of the population base rate of Tugh-

IOy dinkitadidadbbdaiudia
LAY (ermy bbbl Lol 1 DAL S NS TTIVE SECUTREY INCURSTYTIONTH Y LIS CONTTROD TITY RN 0 R L L] i "
PAIE T TS RECURNI MY HIL I Ty MM LT EA LT | A N Y U RO b IRETT TS 1 b6 AN 152 n
FNCTET WEITH THE W KTETERN PERMISSION O LI S Lok OISCST-CT RITY AT TNESTRA LIRS (L THI
SLL KL PARY U [RARS LG MENEEPTTIDRTAGD RELLASK NAY KESUL l [N LT L PN ALTIES SRR TR

TS SGERCIS, PULLIC DISCTOSURE GOVERNEL BY 5 U0 357 AND SO R OPARES 15 AXND I’a“n
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risk travelers. The database used tor this study included case information from randomily selected
truvelers who were subjected 1o the SPOT relerral process from 01 December 2009 1o 31
Octabyer 2000, and ineludes atal of 71889 velerrals Trom 43 abrports, To diveaily compury dati
fronn the Base Rate Study and 1he Operational SPOT Relermals Database, AR created o dataset
that is o subset ol the Operational SPOT Relerral Database, ind contained 23265 Opetatonal
SPOT referrals for the same time period and locations covered by the Base Rate Study. Together,
these two studies allowed assessment of instrument validily,

In the studdy, there were fowr vutcome-based sconarios from which results were interpreted; 1)
Law Enforcement Officer (LEO)Y Arrest, 23 Possession of Scerivus Prohibited/Nlegal Iems (SPHN.
3 Possession of Frawdulent Doecuments, and 4) Combited Outeome that ineluded afl three of twe
previously mentioned scenurios, Operational SPOT identified substantially more high-visk cases
in ull of these onteome categories Lhin did random selection. For the combined outcome,
Operational SPOT was nine tinwes higher than randem selection at finding high-risk passengers
as defined by these outcomes, This linding is stgnificant, and one that gives merit (o behavior
detection is a security screening layer. An important poinl to consider is that during this lest,
BDOs engaged in secondary SPOT Referral Screcning with 30,000 fewer travelers using
Operational SPOT than they dJid wsing rundom screening, yel the resulis were sull significantly in
Tavor of SPOT versus a random scereening protgal,

Ax with any study ol this magnitude, there were several limitations. Many of these are commaon
n field research and, i particular, with the examiniation of security programs. It is importani ty
note that any test, study. or evaluation will have hmitations, or circumstances that could either
prevent av change the way data are collected or inlluence the resuits m a manner that would
aflect the vutcome, The limitations included i this study were as Tollows: ay analysis limitations
associated with the Tow base rate of system inputs (Le., SPOT indicators) and outcomes {i.c.,
mwetries o represent high-risk travelers), b) study implementation limitations, which counld have
ancellect on representation (e, aicport selection, awareness of ravelers selected for sereening
and whether they were part of nonmal SPOT or random selection, datu collection variation). ¢)
data avalubility Jimitations with tegard to the omeomes measured (e.g., LEC urrest information

s sometimes ol know aad there were instances when LEOS never responded ), and dj
indicator variahility Timaited the amount and type of analyses that could be dane examining
mehividual imdicator effects.

Thiere were instances where there were varlations 10 data celleetion rates ax a funetion of time
and location. This was documented withio the stady’s final report as a limitation. However, it is
nnportant (o nole that g lrge enough sample size, sueh as the one used on the 2011 SPOT
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Validation Study, lessens the impact of these variations on the overall study results. Future
studies should ermphasize sicer controls on data collection rates to mitigale this limitaton,

A concern wits ubso radsed with the method wsed by BDOs when collecting data from camlom
referrals, Specifically. the BDOs were not consistently random in their selections. 10is teue that
BDOs would not always follow the random selection protocol. However, a review of the
observations reveiled that the BDOs tended to exclude individuals who fell into the TSA’s low-
risk groups (.., individowls 75 yeurs of age or older). Had these individuals been referred. it
likely wonld have led to fewer high-risk owcomes in (he Dase-rate group, whivh would have led
to u greater difference between the number of high-risk outcomes discovered by random
selection, and the number found using SPOT. In other words, had this limitation not occureed,
the dita hkely would have shown even greater support for behuvior detection methads,

While study limitations are impoertant to document and will be mitigated in Tuture fests, the
presence of the limitations diseussed within the SPOT Validation Report do net negate the mujor
study findings. Ou a more general level imitations will be present in any sindy and theve will
always be a trade-oft between internal ind external validity, The SPOT Vaulidition stady
represents a study thal s high inexternal validity because it was comducted i the field and, us
such, the lindings of this work are casily generalizable w operntional environments, However,
the reality of conducting ficld rescarch s that there ix Jess control aver certain aspedts of the
study (lower internal validity) because the need o continue operations takes precedence vwver
data collection activities, While certain methadological techniques (e.g.. blind data collection)
might be ideal for test design purposes, they may simply not be practical in a checkpoint where
live operalions are oceurting, oltentimes with miled resources,

The TSA steongly stands Behind the results of this stidy, and considers it success as wn initial
step at evaluating whather behavior detection has boneDt as o seourity sereening layer. Based on
these lindings, 101 evident that behavior detection protocols are better than random selection al
entifying individuals whe miy be high-risk. and need further screening. The TSA plims to
continue totest his capability using varying metbods woreplicate these findings and provide
additobal effeenveness measures that will extend the rexalis of this study, The TSA has token a
closer look w the indicators msed, and the process hy which sebections are made. and optimized
the program in order to strengthen its contribution to safeguarding the nation’s transportation

sCCLor,
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Limitations of Applying Academic Research to the TSA's Behavior Detection Program

In its 201 3 report. the GAQ cited academic reseurch that it Felt cast doubt cnthe efficacy of the
TSAS BDA prograrn, The acadeone Dteratre cited in this report provides valae when it comes
o widerstanding general themes in behavioral observation, However, it is problematic 1o use the
results [rom the ¢ited body of work to make o definitive statement about the value of the BDA
program, due i some important rescarch limitations as discussed below. Additionally, there
wWere ipotant conclusions drwn by uther independent groups that were nor adeguately
discussed in the report. For instunce, in a report commissioned by the Gifice of the Secrctary off
Defense (OSD. and perfermed hy RAND, it was stated that based on g review of the existing
research. behavioral indicators are useful for “identitying peaple who merit a eloser look™ (Davis
et al, 2003, pp. TOR-109). which is the major goal of the BDA program. Additionally, RAND
acknowledged that there 1s no “accepted and leasible process™ lor scientifically validating a
behavior detection program (Davis et al,, 20013, pp. 108-109), In this sense, the challenges
surrounding validation of belavior detection are actually Telu by all security agencies thal huave a

behavior detection component.

The academic research is often used to eritique the TSAs program but it is impartant 16
acknowledge that this work has some important limitations, Cne hmitation, which is thought 1o
be cribeally noportant. bug not often discussed, 15 the wendeney 1o use college students as
reseatch participams, Henrieh, Fleine, and Norenzayan (2010) have argucd that behavieral
seientists make broad statentents about human behavior hased Jargely on research involving a
unigue population  eollege students. They urgue that college students wre a wgue populstion
because they are typically of higher soviocconomic status, cthnically bomogenous, and tend to
hold different values than other cullures and groups in the general population, In their feview,
Henrich ot al, {2010) noted that the majorty of participants used in psychological rescarch were
widergridoare coblege students who were enrolled ina pyyehiology course e the time, 11 the goal
of the researchers was o unclerstand how college students behave, then reliance om such a unique
population for research would not be problematic. However, inferences are aften drawn [rom
these studies, apd applicd to the populiton as a whole, implying that what is observed in college
students would also be observed in the rest of the population. which niay not be the case,

This overrelinge on college students persists i the ueademie Tiergtaee celated o deception
detection. which hmits its applicability to the field. Critics of the program often cite meta-
analyses performed by academic researchers and attempt to draw conclusions about program
etfectiveness based on s work, Tnoone such meta-onabysis, DePaulo et al. C0G3) analyzed data
frovcaultiple siudies o onderstand which behaviors ure exhibited wheear mdividual is lying,
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Howcever, when summarizing the studies used in the meta-analysis. it s stated that 86% of the
studies involved college students, In o seeond meta-aonalysis, Bond and DePaulo (2006) walyzed
studies to uoderstand how accurate regeivers ure al deteeting deception, and Tound that aeeuracy
wets Just around 54% . However, the samples were similurly narrow: 884 of the sumples involved
non-experts. Presumably. these non-experis were college students. though this is not addressed
hy the authors.

Given these literature charactenistics, i can be argocd that the lindings from these meta-analyses
need W be carelully considersd, Firsto overeeliunee on data colleeted from coltege students limits
one’s ability Lo generalize from the findings. Specifically. the BDO warkforee and the fraveling
public they ebserve may differ in important ways from college students: introducing, the
possthiliy that findings frony academic research would not generalize (o the rest ol the
population as seamlessly as indicuted by the research. Second, in the 2006 meta-uwnalysis,
participants were seldom given an incentive 1o be aceurate, and i1 was reported that in only [2%
ol the samples were the receiver grven any motivadion to be accurate, This luck of motivation
likely bas conseguences for lie detection performance. The Gindings of the 2006 meta-analysis
seom less surprising when one considers that in 88% of the samples, the person making the
Juslgment bad no weentive o be correct. and no consequence for & wrong judgment. This context
15 very different (rony the checkpoint where BDOs have taken an oath to protect the raveliog
public, and the consequences ol poor performance could be catastrophic. As such, one would
expeet differences in peclormance and accuracy.

A third limitation of this wark s related (0 the nature of lies 1ald by participants in the research,
Typically the Jies being told are considered low-stakes, [n the 2003 meta-unalysis, over balf ol
the studics involved w paradigm in which o person simply told a lic about an attitude they held or
a personal fuct. Other researchers have argued that high-stakes lies may be associaed with
particular behavioral cues that may be move apparent in cerlain conditions (Porter & ten Brinke,
2000y, It could be argued that the Low-stakes nature of the laboratory research makes it difficult
to generalize to the high-stakes nature of the checkpoint. The stress pomts asseciated with the
chieckpaint should elevate behaviors for individoads with malintent, making them more likely o
be detected by BDOs, Inother words, the stakes are high i real-hie siagiions in which someone
i< trying to circumyent the security screening process, and there are hoth positive and negative
consequences 1l the person suceseds or fails. This circumstance is vastly different than someone
told to lig (¢.g.. usuaily white lies or low-stakes Lics) with litle or no consequenee involved, I is
highly likely thut there are dilferences in behavior depending on which seenaric is studied,

A Toueth Timitition deals with the Tierature thal wis selected Tor the 2000 mela-anil ysis
regarding deception detection securaey, which is lrequently cited by crities of behayvior
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detection. It is important (o note that in this meta-analysis, the authers excluded from their
anulysis any studies where partivipants received instruction or traiming for detecting deception.
Impuortanily, researchers bave found it raining inereases the aecuraey of deception detegtion
(Frank & Feeley, 2003). Chven e exclusion of studies with trainedd professionals, the Tidings of
the meta-analysis must be understood a5 an analysis of detection decuracy as it relares o
untramed mdividuals, In the case of the TSA™s BDA program. BIROs wre rigorously trained using
clagsroon methods und On-the-Job Training ¢QJT) and supervision. Because the resesrchers
excluded trammed professionals, it remains an open gquestion of how the TSA s trained workforee
may perform better than untrained individoals who Tiave no knowledge of what beliviors o
abserve and best methods Tor pertorming behavior detection. Taken wgether, the 2006 mcta-
anvalysis should be understood as an analysis of deception detection sccuracy for untrained
mehividuals tmest ol the time college students) whoe seldom have motivalion (o be accurate,
While such an analysis may be of vilue for the ucademic conumunity, 1t is of bess direct value for

the field. and certainly does not represent the full range of human ability.

The number of Timitations related 1o the academic research should be serioasly considered.
particularly because the acadernic rescarch 1 often used 1o make statements about the pareeived
value of the TSA™S BDA program. However, it is not the case that the academic Jitegidure cannotl
be used at wll when it comes 1o the design of behavior detection programs, On the contrary. the
TSA has sought o use tttis research where prudent. and involved academic rescarchers who
study this topic (o aid in optimizing the program. These individuals have important insight i
hehavior detection and hurman behavior. However, at thus point in time, it remains anclear the
degree to which performance will differ between professionals in the field and college students
m the luboratory. Due to the limilations in the gcadennc lileratare, i is nowise 1 evuluate or
draw vonclusions as to the eflicacy of the BDA program based solely on tindings from this
rexearch, Given the limitations, too much reliance on this Literature could Tead to unnecessary. ill-
informed, and even risky progeanmuatic changas,

Data Collection and Behavior Detection Performance Metries

Caven the concerns with the extent (o which academic literature can be generalized. and as o way
to build upon the findings of the 2011 Validation Study. the TSA s plan is to provide support for
the program by collecting relevant performance data. As was noted in the independently
commissioned RAND Report (Davis ot al., 2003), the process ol scientilic validation fora
behavior detection program in the ticld has oot been established. This luck of precedent means
that the TSA's test af the program is a pioneering activity, which could have important
inphcations For g pumber of other government agencies and seeurity programs, Previously, S0
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angd OSC BDA programs proposed o number of action items for the BDA program. The
lollowing accomplishments represent progress Wward many of (hese goals, First, there ae o
number ol ongoing projucts velated e the study of noman Gactoes, iacluding o cognitive lask
analysis und the study of individual differences that topact BIXO perlormance. Second, OSC
BIIA has credted performance metrics for the Behovior Betection capability (for the complele
table of the performance metrics, see Appendix A as documented in the newly creared
Operational Capubilities Document (OCD)) Because no other government ageney has conducted
a campichensive and rigorous test of behavior deteetion in an operaliona) seltmg. the
establishment of these performanes meties is an inpoviative aelivity,

Third, to Lest the teue capability of the program, both ontcome-based dati and scenario-based
uta will be used, In werms of the omgome-based analysis, random referral data will be colleciad
so that information sbout the frequency of high-risk outcomes in the traveling population can be
catculated. Using this information, OSC BDA will conduct similar analyses to those done in the
20171 SPOT Validation Sy, The concems regurding the methodology used for collecting these
data have been communicated to the OSC Test and Evaluation (T&E)Y waro so that safeguards
can be implomented ta mitigate these limitations.

O purticular value is seenariv-based testing, When developing this portion of the study., it was
determined thal operational data are not well-suiled Tor caleulation of cenain metries, such as
probability of relerral (#,). Specilfically, if one i~ interested i the prohability of referiding a
errorist, it muat be known how many terrorists are currently present in the traveling population,
Because this information is net known, operational data is insulticient.

In seenario-based testing. the plin is w systemadicudly inject threuts mte the cheekpoint to test the
behavior detection capability. Fowever. the precise method for this testis currently under
developmient. To ensure confidence that the knowledge suined from these tests can be
generalizaed o an event with atrue adversary, threat injects will be as close as possible o an
actual adversary. However, this test ebjeclive must be bilunced against the need 1o minimize
peatential risk (o the checkpoint, and avoid violaivg ethicad guidelines that ane in place Tor
humar-subyeers research, Civen the unprecedernted nanme al this westo s importaet o melude
inkernal and external partners for continuous feedhack. In the conming months, panels with
experts from academia and mdustry, as well as law entorcement and goversment. will convene
for discusston on this matter, 1o oreder 1o solicil teedback, discussion will alse include test plan
constructon and performance metrics,
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Fourth, in wccordance with requesis from the DHS Office of Civil Rights and Libertics 1OCRL},
an ellort w understand and test for potential disparity, including poteutial protiling in the
behavior detection process, will be completed via colloction of peregived passenger
demographics for o 1215 menth period frem aminimum of fifty airports. ALR performed o
review 1o determing the best method for coilecting (this information. This review ineluded
holding tocus groups with field BDOs, as well as an analysis of meihods used by other law
enforcement agencies. It wis determined that because uny bias would be rooted in the
perceptions of passenger demogeaphics. BDOs could report these pereeptions withoul the aeed to
wsk the passengers for any persanad information, Using the culegories established by the Oflce
of Munagement and Budget (OMB). while alse considering the TSA s defined low-risk groups.
established categories for perceived passenger demographics as they relate Lo age, gender/sex,
undd racefethmicity will be included, The categories wall be added to the referral repurting
rexquirements for BIXOs heginning in November 2014, Additionally, a Community Advisory
Pancl tCAP) was formed with membership lrom interested demographic advocacy groups to
discuss this data collectiion effort, thereby increasing rransparency between the TSA and external
parties,

Due o the nature of vperational dat collection, and the sensitivity of this elTort. there will be
certain difficulties in imterpreting the dati, and drawing conclusions us 1 whether disparity
exists, One such difficulty is with verilying the data, and determining rool causes il they are
skewed towards one particadar ethnicity. While there will be sadeguards in place 10 eosure tha
the duta eollected is interpreted in relation (o the population as a whole, there remains a questom
about the true make-up of the traveling population in terms of demographics being collected in
any miven locile, Additonally, video verfication Tor subsets ol the dita will be used 10
understand the nature ol the relerraly so that i disparity or bias for o particular race or ethnic
category is shown, we can determine whether behavior that wonld warrant a eefereal is present,
which would rale out bias, or profiling, as the resson for refernal, However., due to limitations
wrth collecting video footage of cach referral, a subset may nat be salficient for a fuli
understanding of the duta collected. Another potential difficulty is making sure that B1Os do not
cliange the way they refer individuals doe 1o data collection. BOOs may fecl they wall be singled
ot or Fear that i they refer somwone from a particudir riwe, cthnieity, age or gender, that they
will get into trouble, Oversight and adequate training prior to implementing this collection will
help mitigate this concern.
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Behavior Detection Optimization

Since conclusion of the SPO'T Validation Study, the TSA worked vigoronsly 1o optimize the
BLIA program. As part of this eflort, the Tour pillus of aptimization were developed: inproved
BDO candidate selection, av amproved protocol, improved taining. and improved managemaent
and oversight. The first pillar, a better candidate, involves the study of traits and qualitics that
mitke 1 & highly effective BDO. Knowledge gained ltom this work will be usce to revise hiring
eriteria s that only the best gqualitied individaaly are selected tor the position, Additionally,
rescarch related to workload and fatigue, which is ongaing, will aid in making better deeisions
about shiftand duty cycles o improve BDO effectiveness,

The second pillar, an impraved protocol. involves a molti-faceted approach (o improving the
behavior detection pracess. In 20012, at the TSA s request, AIR initiated o number of tasks to aid
in refining the behavioral indicators used in the behavior detection process. The liest 1ask
involved an analysis of the SPOT indicators as they reluted to the high-risk outcomes deseribed
i the SPOT Validation Study. as well us a Tactor analysis of (he SPOT indicitors to examine
similarity between indicators, Additionally. updites o the suicide bomber literature revie ws
(desceribed in the Empirical and Operational Soppoit for the Behavioral [ndicators section) were
miasdle, The second task involved convening SME parels thal ingluded extemal experts from other
government endities (e.g., Federal Bucesn of Investgations (FBL) and academia, many of whom
eollaborate with domestic amd intermational government agencics an CounteAcIrorism projects. us
well us experts from the field, including individuals from the TSA = OSSO and OSC BDA
programs, and foreign alhes, Summary documents mvolying osformation from prior AIR reports,
as well as the updated analyses and reviews, were distributed o the SMEs prior to the pane]
discussions and helped o guide the indicator review. Topics for discussion during this review
meluded the possible consequences and benelits of combing, indicators, the deletion of indacators
thast were mot hinkesd e bmportant outcomes iand/or did not have cmpirvical sspport, iond
development of standardized documentation for each indicator,

The third sk perforined by AIR involved synthesizing the expert feedbuck fron the panels and
ereating a revised behavioral divater fist with operativnal definitions, revised exemplars, and
further infoemation sections destgned o help e reader understand the indicitors in werms of
why cach wis sedeeled and ncluded, These indicators were delivered to the TSA where they
wore adjudicated by the SMESs in the OSC BDA program. For cach indicator, the SMEs
reviewed the indicator titles, as well us all relevant sections. and edited the documents so that the
language used would be standurdrzed and casily understood by the Tield. Following this work,
the THA tusked AIR with completing a nevatuee review For the optimized behisiorul indicators
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using the available academic literature, as well as the literature retated to behaviors exhibited by
swicide bombers prior (o detonstion. These indicators, and the support Tor each ol them. are
diseussed in Section 2 of the dovument,

The third pillar of Oplimization. improved tranhing. involves a complete revision of behavior
detection traiming and 1ts delivery, Tn addition to comtent revision, the Office ot Training and
Workforee Engagement (OTWE) plans to include improved traming aides, more rigorous QJT,
undd g revised section related to Resolution Conversation (RC). Additsonally, On-the-Job Coaches
(QICsy will provide mereased memorship 1o current and new BDOs so they can perlorm
effectively. The Tourth pillar. improved management and oversight. involves a number of
activities ircluding a restructuring of management grades for the BDO woerkforee, Together,
these Tour pillars represent an optreized BDA program that will operate more effectively and
effictently.

Conclusion

This discussion summarizes the work being done 1o support the use of (he behavior detection
capability, amd the indicatars used for identiying high-visk passengers, The [ellowing pages
mnelude academic and operatiomal research supporting the behavioral indicators that will be used
in the pragra, ax well as the perforntaoce metrics 1o onderstand effectiveness CAppendix A
The TSA worked diligenily to improve the behavior detection capability, The TSA strongly
believes that behavior detection, as a seeurity laver capability, is paramount to keeping the
traveting public safe from threats te the transportation system. and will continue to refine und
improve the capability as threats evolve, As this capability evolves and continued research
provides support, hehavior detection will continue Lo be i necessity w protecting the traveling
public and aviation from terrorist activity,
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Empirical and Operational Support for the Behavioral Indicators

The following infurmiation details the academic and operativnal support for the behaviorul
indhcators used in the oplimized Behavior Detection and Analysis (BDA) protocol. As noted
above, AIR conducted a thorough review of the available reseirch and subject-matier expertise
as 1t relates (o the optimized behuviorul indicators. The references on the following pages
represent work from (1) selentific, peer-reviewed journals and hooks. s well as reputable
wehsiles, (2) relevant findings from w wadely cited meta-analysis about deception cues, and (3)
operational support related @ three reports sponsared by the Department of Homeland Sceurily
Scienee and Technology Directorate (DHS S&T). These DHS S&T reports were investigaling
suicide bomber behavior and ineluded interviews with subject-muatier experts (SMEs) and
eyewitnesses (Makonnen, Toplitz, & Mualluney, 2010, u lierature review ol pre-incident
Islicaiors of suicide attacks (Toplinzg, Costgan, Makonnen, Baumann, & Mullancy, 20133, and a
SME workshop on indicators of suicide attacks (DHS 8&7T. 2011). "This Tist is not exhaustive, but
represents some af the most dircet support avinluble at this tme. and this report will be updated
as addhtionul support 15 found, For ¢ach belavioral indicator used in the eptimized behavior
detection process, there 15 a brief description of that indicator tadapted from the Behavior
Dretection Reference Guide) followed by the empirical suppart.

Indicator Structure

Indicators are organized imo several groupings. These groupings. which are ot the wp of each
indicator support page. are meant to help BDOs learn and memaonize indicators. Individual
neicators within i grouping must st be assessed separately. The groapings are as lollows:
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The second row of cach page (s the indicator naire, followed by the deseription, which is a
bricf explanation of what 1115 aond the rationule for including. Next, the seadermie and
aperational support speeific 10 that indicator is included with o list of referenges,
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Operational Support from Suicide Bomber Incidents
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Appendix A: Performance Metrics for the Behavior Detection Capability

Efficiency Metrics

Metric Description
Coverage A ratieo of BDOs to passenger activily.
Relerral Rate Aratio of refereals to measure o passenger activily,

A ralio of exclustons Trom M1 o measure of MI

Exclusion Rate .
passenger activity.

Frequency. vonsistency, and rank of indicitor use

Relative Usage .
) . and referal rute.

Cuses where o passenger is referred incorrecdy (e,
False Referral Rate a passenger whe is referred o BDR Screening or
LEQ witheut meeting the relerral threshols)),

Cases where a low-risk passenger (e.g.. an anxious
flier) is referred correctly 10 BDR Sereening or LEO
but the individual is aot achigh-risk outeome or
adversary,

Low-Risk Referral Rae

Cuses where a high-risk passenger {e.g2.. an
individual in the possession of a serious

High-Risk Referral Raie prohibitecd/illegal item) is referred correctly to BDR
Sereening of LEO but the individual 1s notan
adversary,

etiveness Metries
Metric Description
The prabability that a BDO will meaningfully
Probubility of Encounter [Ple)] observe an adversary who passes through security at

ihe checkpoinl.

The prabability of a BIYO routing an adversary who
passes through seeurity 1o BDR Screening.

The probability of a BXO routing an adversary who
pisses through seeurity e a LEQ,

The probability of a BDO correctly excluding an
Prabability of Exclusion |Piv}] adversary from the M1 lane and routing him/her to
the standard screening lune, BDR Screening, or LEO.

Probubility of BD Referral [P(rg))|

Probability of LEO Referral [P(ry )]
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Appendix B: Important Acronyms

Acronyms

Acronym Definition of Acronym
AR The American Institutes for Research
BDA Behavior Detection and Analysis
B0 Behavior Deteetion Offiver
CAP Community Advisory Panel
DHS S&T ?:5;1:1::1‘:;; gﬂ[—j:ll:::lliul Security Science and
FBI Federal Bureaw ol Investigations
GAO The Government Accoumtability Oftice
LD Improvised Explosive Deviee
LEO Law Enforcement Otficer
QCD Operational Capabilities Document
OCRL Office of Civil Righis and Libertics
aIc On-the-Job Couches
oIT On-the-Job Training
OMB Olfice of Munagement and Budget
0sC Office of Security Capabilities
OS5 Othee of Security Delense
050 Office of Secunty Operations
OTWE Orfice of Training ad Workloree Engagemoent
PCA Prograni Compliance Assessment
P, Probability of Referral
RC Resolution Conversation
RTTA Real-Time Threal Assessment
T TNV oy ettt
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SME Subject-Matter Expert

SPI Sertous Probabited/NMegal lems

SPOT Sereening of Passengers by Observation Technigues
T&E Testing and Livaluation

TAC Threat Assessment Capabilities

TAD Threwt Assessiient Division

ne Travel Document Checker

TSA Transportation Security Administration

VIPR Visual Intermaodal Prevention and Response
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