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EXECUTIVE SUMMARY

OVERVIEW:

The Transpertation Security Adminestrution FTSA) developed Risk Based Securidy (RBS)
progedures to use at airports nationwide, TSA 1s exploring eohanced behavior detection s an
important component of an KBS approach. This Operational Assessment Report (GAR)
provides leadership with an assessmem of the operational capahilities of the RBS Assessor
serecning procedures. The OAR inchides s comparison of baseline data 1o data colleeted
following the rollout of RBS Axsessor sereening procedures in evaluation arcas such as
throughput and threat identilication,  TSA Oftice of Security Operations (OS50} persennel
collected baseline data at Detroit Metropolitan Wayne County Abrport (ITW ) from 18 Fuly 2011
through 16 September 2011, The Operational Assessment (OA) test team conducted the OA
during a Proof-of-Concegt (PoC) period at DTW beginning on 17 Oxetober 2001, and ending on
16 December 2001 Data theough 18 Qctober 2011 were considered burn-in data,

SYSTEM DESCRIPTION:

The RBS Assessor sereening procedures modified current sereening provedures by deploying a
new behavior detection technique, called Behavior Assessment Lewvel IL This process added 100
pereent behavior assessor inlerielion with passengers at the Travel Document Checker (TDC)
node to detect high-risk passengers. TSA personnel nominated (e opersle as Assessors
underwent g new Aviation Passenger Assessor (APA) aioing course and Ou-The-lob training.
Personnel able to pass these canrses were designated as Assessors during the OA. Personnel
included DTW Behavior Detection Officers (BDOx), IITW field otfice Federal Air Marshals
(FAMs), and Transportation Security Inspectors {T51s). There was one operational seenarie that
wis employed during the OAL which is deseribed in the paragraph below.

Asisessors conducled TDC sereening and interviews wilh every passenger. There was nol a
separate TDC vperwor, The Assessor referred any suspect prssengers towlditional sereenmy,
The term referral™ indicates that a passenger was asclectee, a Law Enforcement Officer (LEQ)
was summoned, a fraudulent identification document was found, or o serious |11‘()hibitcd 1M Was
found, The term “high-risk event™ indicates thal & LEO arrest was made, a [raudulent
identification document was found. or an “asterisk senous prohibited™ article was found.
RESULTS:

The revised procedures had four major impacts:

1. TDC throughput decreascd by S8 percent from 226.6 passengers per hour to 96.4
passengers per hour due (o a 200 percent increase in TDC processing time [rom 13.0
sueonds per passeinger W 389 secomds por passenger,

2.0 Assessor referrals were less thin 1 peraent,

3. The ohserved high-risk event rate was less than | percent.
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SENSFFIVE-SECURFFYINFORNMATION

4. The estimated referral success rate, caleulated as Assessor detections divided by total
referrals, was less than 2 percent,

Details on cach of these impacts, with additional supporting data, are included below.

L TDUC throughput decreased by 58 percent from 226.6 passengers per howr to 96,4
passengers per howr due to o 200 percent increase in T processing time from 1340
seconds per passenger to 38.9 seconds per passenger.

The mereise in passenger processing time was caused by the additional interuction between
passengers and Assessors, regardiess of whether the interaction resulted ina referral, This is
elaar fram the table below, which shows the average TDOC processing time per person by referral.

TIM Processing Time
Referral (seconds)
Yes 177
Nu N5

2. Assessor referraly were fess than I pereent,

During the Poll pertod, the test team observed 44 Assessor refereals out of 25, 100 samples.
which equates o areferral rite o 0.2 percent. During the same PoC period, the Sereening of
Passengers by Obseevation Techoiques (SPOT) program ceported w total of 183 referrals out of
323383 total passengers. The SPOT program aumber includes Assessor referrals that oceurred
during times when the west team was not observing, as well oy SPOT relerrals,

3. The vhserved ligh-risk event rate was less than 1 percent,

Dring the PoC period. there were nime total observed high-risk events out of 323,383 wotul

passengers, which equildes o an observed high-risk rate of 0.003 percent. These nine events

included three Assessor reforrals, one SPOT referral, and Nive cheekpoint incidents,

4. The estimated referral swecess vate, compuicd as Assessor detections divided by total
refervals, was less than 2 percent,

Puring the PoC pertod, there were three observed high-risk events that were the result of

Assessor detection cut of 183 total referrals, for a relerral success rate of approximately 2

pervent,
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Lo INTRODUCTION

L1 Purpose of the Operational Assessment (OA)

The Triamsportation Seeurity Adminisingion (TSA) developed Risk Based Security (RBS)
procedures to use al ddrports nationwide. TSA 1 exploring enhanced behavior detection asun
unportant component of an RBS approach. This Operational Assexsment Report (QAR)
provides leudership with an assessmend of the operaticnal impact of the RBS Assessor sereening
procedures. The QAR includes o comparison ol baseline data 10 duta collected following the
rollout of RBS Assessor sereening procedures in evaluation areas such as throughput and threat
identification,  TSA Office of Sceurity Operations (O50) personnel collected baseline dita at
Dewroit Metropolitan Wayae County Airport ([XTW) from 18 July 2011 through 16 September
2011, The OA test eam conducted the OA during a Proof-of-Concept (PoCh period at DTW
beginiiag on 17 October 2001, and eodiog on 16 December 20011, Data through 18 Qetober
2011 were considered burn-in duta.

1.2 Scope of the Operational Assessment

The OA test tenm condugted 60 days of data coligetion st DTW during a PoC period with the
revised sereening procedures in place.

Representative Transportarion Security Officers (TSOs) and Asscessors operated the selected
checkpaint in support of live sereening operations with real passengers. TSOs operated the site
under the existing Checkpoint Stundurd Operating Procedure (SOP) Revision 9, Version 3 during
the buseline period, During the PoC period, Assessors operated the Travel Docunent Checker
{TDCY stanon under the new RBS Assessar SOP, while normal checkpoinl operations were
unchunged. The test 1eam observed operutions, and recorded Assessor and pussenger actions,
Data collectors observed Assessor/TDIC processing tmes, throughput rates. referral rates, and
utilization. Assessor and TIC functions were perfonmed stmultaneously. 1n accordunce with
the Transportation Security Admimistration (TSA) Cheekpoint Screening Process Dala Elements
Standurds (CSPDES) Revision 09,00 V2,05, the test teany eollected all pussenger couns in
randomly chosen (ully-loaded sessions lasting approximately 15 minutes each. The team also
conducted g serics of Assessor interviews towards the end of the PoC period, and was provided
wiilh customer conuvent cards from the airport,

The OA tocused en the throughput and threat identificution mpacts of the RBS Assessor
sereening procedures. The walysis evaduated the ssues and eviduation areas by exumining Lhe
measures presented i Tuble T-10 The test wam cellected vaderlyug dati Tor these measures per
the RBS Assessor Data Collection and Analysis Plan, Version 11-18-201[-Final, During the
first phase of data collection (month one), the test team captured passenger counts in 1 5-minute
sessions, as well as TDC processing times with busic deseriplive intormation (e.g., number of

RES Assensor (1A Report 1
R R I B

N bmusbiitdudadlL L1 1T B U1 T asertiat o 1100ty cnntiallad ander 49 C1R o 13 aid T30, N I vt
ber ahisedissod 1y prorsans witholn o need T Ry PENETIRIN T i RS e wrien petmadssion o 1he

e

RO N MO NN YT ERTI WSS TP [ TR R AT e b Le st i il
il eSO et awreneies. pubhic discloesune s povermed by S US 0882 md 4o {° H( parts 15 and 13340

TSA 15-00014 - 008192



SENSEH-PASECURIF Y- FORMATFION-

passengers inthe party, whether there was a referral, ete). During the second phase of data
collection (month two), the test team caplured passenger counts 10 1 5-minute sexsions with
akelitionul information an systeny stutes (o4, starved, blocked, ele. ), as well as TIC progessing
times with greater desceriptive information than in month one (e g, TRC lane. RBS group).

Table 11 ON Issoes aod Measures

Issue Evaluation Area Measure

Issue 12 Throughput Impacts, -1 ThC L1 1 THC Processing Time

What are the throughput impacts ol - T

associated with RBS Assessor? 115 TOC Passengers per Hout
- 1= Ansessor Relerral Rale

T4 Human Factors

Tosvre 28 Thewat TdentiCicution 2-1: Ohserved High-Risk Events 2-1-1: Fregquency of Observed High-
Impacts, What is the impact of Risk Events

KBS Assussor on threat
identificalion measures?

The analysis considered factors such i conditions (Tully-leaded vs. non-lully loaded) te pravide
causality of measure results andfor anomalics to decision makers,

1.3 Background

FExtensive rescarch indicaies behieior analysis and interviewing are effective methods for
detecting mabcieus intent and potential high-risk mdividuals. The recently conducterl Screening
of Passengers by Observation Techniques (SPOT) Validation Suudy from the Department of
Homeland Sccurity (IDHS) Science and Technology Directorpte provides turther evidenee that
SPOT is significantly more elfective than randem sereening protocols at identilying high-risk
individuals, such ax individuids in possession of "asterisk serious probibited™/illegal items, fulse
ar fraudulent travel or Tdentification Documents (TDw}, and those arrested resulting Irom
discovery during referral sereening. A program such as SPOT provides w more effective use of
resources [or identifying a diverse set of threats that represent a low base rale event among, the
tritveling population.
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14 System Description

The RBS Assessor sereening procedures modified current screening procedures by deploying o
new behavior detection technigue, called Behavior Assessment Level 11 This process added 100
pereenl belavior assessor interetion with passengers at the TDC pode 1o detect high-risk
passengers. TSA personne] nomimated o operate as Assessors underwent o new Aviation
Passenger Assessor {APAY trmning course and On-The-Job (OIT) taining. Personnel able 1o
pass these courses were designated as Assessars during the QAL Personnel included [YTW
Behavior Detection Officers (BDOs). DTW Field Oftice Federal Avr Marshals (FAMz), and
DTW Transportation Sccurity Inspectors (TSIs). There was one operational scenario that was
empluyed during the OA, which is deseribed in the paragraph below.

Assessors conducted TDC sereening and imterviews with every passenger, There was ool a
separate TRC operator. The Assessor referred any suspoct passengers for additional action. The
term “relerral” indicates that a passenger was o selectee, a Law Entorcement Officer {LEO) was
sutnmoned. a fruuwdulent identication document was found, or a serious prohibited item wis
found. The term “high-risk event™ indicates that o LEO arvest was made, a lrauduleot
identification document was fownd. or an “asterisk senious probibited™ article was found.

1.8 Event Limitations/Mitigations
Limitations associated with the overall OA elTort are Tisted helow,

o No threat inject esting was conducted during this QAL Thus, the evaluation was lhinied to
impacts on throughput and the derection of any high-risk scenaries that happened to aceur
during the 60-day test period,

e No baseline TDC processing time data were collectod specifically for the Assessor project. so
passenger count scssion data collected during the baseline period from MeNamara
Terminul/Checkpoint Red T were used 1o derive an approximite baseline TDC processing
time for McNamara Teermmal/Checkpoint Red 1

o No bascline referral data were available for the analvsis,
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20  CONCLUSIONS

The revised procedures had Tour major impacts:
1o TDC throughput deceeised by 58 poreent from 226.6 passengers per hour to 964
passengers per hour due to a 200 pereent increase in TR progessing tne from 13.0
sceonds per passenger to 38,9 seeonds per passenger.

Assessor referrals were less than 1 pereent,
The observed high-risk evenl rate was less than | percent,

= e e

The estimated refermal suceess rate, computed ax Assessor detections divided by total
referrals, was less than 2 percent.

Datails on each of these impacts, with additional supporting data, wre included bulow,

L TDC throughput decreased hy 58 percent from 2266 passengers per hour (o 96,4
passeagers per howr de to a 200 perceat increase in TOC processing time from (3.0
seconds per passenger to 38.9 seconds per passenger.

The increase i passenger pracessing time was coused hy the additional interaetion hetween
passengers and Assessors, regardless of whether the interaction resulted in a referral, This is
clear from the table below, which shows the average TDC processing rime per person by reterral.

Tahle 2-1: Pracessing Times by Referral {Yes/ o)

TDC Processing Time
Referral (seconds)
Yos 20T
No 4.5

2. Assexyor referraly were foss than I percent,

Dring the PoC period, the st temn observed 44 Assessor velerrals oul of 25100 samples.
which eguates to a relerral rate ol 0.2 percent. During the same PoC period, the SPOT program
reported a total of 183 relerrals out of 323383 (o1al passengers, The SPOT program number
inclides Assessor referralys (hat occurred during times when the test leam wils nol observing., o4
well as SPOT refeerals,

3. The ohserved high-risk event rate was less than | percent,

During the PoC perind, there were nine tlal observed high-risk events out of 323383 tofal
passengers, which eyuates to an observed high-risk rate of 0.003 percent. These nime events
high-risk wvents included thiee Assessor referrals, one SPOT referral, and five checkpoint

incidents.
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4. The estimated referral success rate, computed as Assessor detections divided by total
referrals, was lesy than 2 percent.

During the PoC period, there were three observed high-risk events that were the result of

Assessor detection out of 183 1otal refrals, for g referral success tate of approximalely 2

pereent,
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SENSTPHYE-SECURTTFINFORMATION

30  OA RESULTS

1 Throughput Impacts

The throughput impacts assessment addressed the following question: “What are the throughput
impaets associated with RBS Assessor?” This issue focased on processing times, throughput,
and related measures. Tuble 3-1 presents the throughpat impacts measures examined in this test.

Table 3-1: Thronghput Impacts Measores

Issue Evaluation Area Measure

Issue L2 Thraughput Impagls. Pl T F-1-1: TEEC Processing Tinwe
What are the throughput impacts

. o ) =120 TDC Passengers per Hour
assoeiated with RBS Assessor? e

1123 Assessor Releral Rale

- 1= Human Faciors

Detaiks relating to cach measure follow, All time measures are in seconds unless otherwise
noted.

J LY Measure I-1-1: TIN Processing Time
Findings and Analysis

The average TDC processing time per passenger inereased in the PoC period. The test wam
collocted P data at MeNamara Terminal/Checkpoint Red 1. Since no baseline TDC
processing line datao were collected specitically for the Assessor projeet, analysts used the
passenger count data that OS50 collected during 10-minute sessions ut McNuwmara
Terminal/Checkpoint Red | to derive the overall TDRC the per the Tormula below:
THC Processing Time fPax = Total Time/Pax — Approach Time/Pox
whure the Approach Time/Pax was derived Trom the PoCC data and Totad Time/Pax was derived
from;
Tomt?’:‘me( ds) = 60 ds/( Pax )
——— {seconds) = 60 seconds/(————
Pax Minute
wed where Pax/Minute was derived fron:
Pax ‘ ‘ ,
———— = (Pax in 10 — minute session)/10
Minute
Analysts divided the PoC TDC processing nme per party by the number of people in the pirty to
arrive af an approximaie TDC processing time per person, Both the PoC daa and the baseline
data that were provided to the Office of Security Capabilities (OSC) represent fully-loaded and
non-Tully loaded conditions.
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The summary statistics and histograms below indicate that in the PoC period, the processing time
disteibution became wider, shifted (o the right, and had more instances ol longer processing
times, The widening of the distrbsution indicates an inerease 1 varability of the TIDC
processing time. which is o reflection of the vactability in the Assessor sereening pracess (some
passengers might take longer 1o question depending on their initial responses). The distribution’™s
shitt 1o the right indicates that, overall, the average TDC processing time increased. As a note
regarding Figures 3-1 and 3-2, although the x-axes go out 1o 60 and 100 seconds, respectively,
there were some records tapproximately 1.4 pereent) greater thun 100 seconds and five PoC
records that went as high as G000 500 seconds, Only ane baseling record was higher than 53
seconds (it was 130 seconds). The remainder of the high processing time records vecurred
during the Pof” period and nusny aee associsled with an abserved referral,

Table 3-2: THC Processing Time per Passenger

TDC Processing Time

Yariable Type Trials Mean | Median | StDev
Time per Baseling sk 130 120 7.4
Passenger PoC | 24670 | 389 350 | M2
Histogram of TDC Processing Time
[Typs = Bagelne)
1Y
w0
&
b —
s 50
0 = s
1 T T T T T 1
0 15 20 KU 40 50 B0
TDC Processing Time {seconds)
Figure 3-1: Histogram of Baseline TDC Processing Time
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Histogram of TDC Processing Time
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Fignre 3-X0 Histogram of PoC TDC Mrocessing, Time
A statistical t-test for the ditference in means indicates that the increase in TDC processing time
wan statisteally significant. A suommary ol the t-test result i included below,

Table 33: Twossample T for TDC Processing Time per Passenger

TDC Processing Time

Standard

Error

(SE)

Yariable Type Trials Mean | StDev | Mean
Time per Biseling 618 130 74 .3
Pussinger PoC 24670 R 2.2 0.

Difference = mu (Baseline) - mu (PoC)

Estimate for dilference: <358

90% Confidence Interval (C for difference: (-26.4, -25.3)

T-Test of difference = 0 {vs not =} T-Value = -79.0 P-Value = 0.0 DF = R93
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The average party advance time, defined as the time for a party to travel from the front of the line
o the TDC, was 4.2 seconds during the Pol” period. with o imedian ol 4.0 seconds and a standand
doviation of 2.0 secords, The histegram below shows the distribution of the party advance time,

Histogram of Party Advance Time

000
0 2000
s
-
o
1000
0 — iml i Hﬂﬁn

I I l 1 I
Q 10 20 30 A0

Pany Advance Time (seconds)

Fignre 3.3 Histogram ol PoC Party Advance Tinw
As discussed in Section 3,13, the referrl rale was foss than | percent, so relerals are not the
driver behind the increase in the TDC processing time,
Tauble 3-4 shows the difference in TRC processing tinte per passenger between fully-Toadud and
non-fully loaded conditions,

Tuble 3-4: Processing Times by Conditions

TDC Processing Time
Conditions Trials (seconds)
Fuolly-Loaded 7.133 369
Non-Fully Loaded 17,537 _ RPN
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Table 3-5
relerral tur all conditions,

shows the difference in TDC processing time per passenger by whether there was a

Table 3.5 Processing Tioes by Refereal (Yes/No)

TDC Processing Time (seconds)
Referral Trials Mean Median | Minimum | Maximum | 5tDev
Yes 44 2177 195 0 9.0 501.0 1155
No 24,020 385 35.0 1.0 364.0 19.2

Table 3-6 shows the difference in TDC processing time by party size for atl conditions, including
refeyrals, It also shows how mueh additional tme is required for each additional passenger in the
party. Pleose note that the TDC procassing time for a pacty of one s net equal to the average
TDC processing time por passenger because the latter is caleulaed by dividing the wlal party
time by the size of the party for all parties, whereas the former is an average of only the one-
PersQn pErics,

Table 3+6: Processing Times by Party Size

Additional TDC
Processing Time
Party TDC Processing Time | per Passenger
Rize Trials per Party (seconds) (seconds)
| 18.078 43.] N/A
2 4 810 51.7 1.6
3 965 J2.5 (48
3} 568 B2 2 k5.7
5 18] 10533 [7.1
6 44 (338 43
7 [3 {45 6 [1.8
8 6 161.2 15.6

The remainder of the analysrs in this section uses month two dula enly, sinee the wdditional

anad ytical Thetors that are cnaployad (e, RES group) were collected alter ihe (iesi month ol data
collection. Please note that the sum of the total wials in Tables 3-7 and 3-8 s much lower than
the sum ol the total tnals s Tubles 3-Y and 3-10 because the Passenger Lane and TDC Position
ficlds were added part of the way through month two.

Tabhle 3-7 shows the difference in TDRC processing time per passenger and per parly during
month (wo by passenger L for all conditions. It should be neted that there wis crossover

between the Janes at times (eg, aoregalar passenger going through the employee lane). Specific
circumstanees e ondined below,
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Non-cmployees utilized the employee lane when they were:
o [wmily members traveling with employees,
e Military personnel in uniform, or
s Personnel from the family lane that were directed to ntilize the employee lane during
fullv-loaded conditions Uines extended beyond the tamily lane end point).,

Nan-families utilized the family lane in cases where:

o Individuals mistook the family lane tor the Sky Priority Lane,

v Individuals were passengers with disabilitics (sinee the family lane wis also dedicaied to
pevple with disubilities), or

o Travelers wore ronted o the Gunily Jane by airport seeurity personnel due to Tully-loaded
conditions (lines extended beyond the regular lune end point),

Tahle 3-7: Pracessing Times by Passenger Tane

TDC Processing Time | TDC Processing
per Passenger Time per Party
Passenger Lane Trials (seconds) (secomds)
Enmployee 64 20.0 335
Family 710 344 624
Regular 5438 370 45.4

Table 3-8 shows the dilTerence in TDOC processing time per passenger and per party during
month two between the different TDC positions lor all conditions. The three TDC positions do
ot comredute o the passenger lanes in Table 3-7. Generally, passengers were provessed by any
one of the TDC positions, with one passenger Lane and one Gamily lane cach Teading up teoa point
where the passenger could gu to any of the three poxitions (although famalics generally were
processed at TRC 2 or TDC 31, Employees and Flight Crew were rypicatly processed by a TSO
inot TSV Assessor/FAM ) away from the three TDC positions, however, there were times garly in
the morning when Empleyees and Flight Crews were processed by o TSUAssessor/FAM at one
of the three TDC positions in Table 3-8,

Table 3-8: Processing Times by T Positien

TDC Processing Time TDC Processing
per Passeager Time per Party
TDC Position Trials (seconds) {seconds)
TDC | [,781 37.0 4600
TDC 2 _ 2.556 _ 37.3 ' 4587
THC 3 [5H9 353 S04
RES Assexsar (1A Report F
EM T
P OTTE b bmbmbdbdabtba L L s BT Bee Ui Tndecmation it oot apder #2 CEFRpines 13 i LS Ly —mmm
be dhisedisod 1y persans withonn o Uneed e ; o LA AT S it b writlen petmdssion o he
St s ol i Transpoiiatioi See W I Sevriiny ol Trasporm oo L L T ] iy

ki o, Dovernment awenvics. public disclosure s povermed by S USC0R82 uned 9 CFR pars 15 amd 13240,

TSA 15-00014 - 008202



SIS AR CERI-INFORMATHO N~

Tible 3-9 shows the difference in TDC processing time per passenger and per party during
moth two between Assessor employee types for wl conditions,

Tabke 39: Processing Times by Employes Type

TDC Processing
TDC Processing Time Time per Party
Employee Tvpe Trials per Passenger (seconds) (seconds)
BDO | o6eR 355 | 47.0
FAM g 8.6 | 46.0
T8l AL . 8.4 48.7

Table 3-10 shows the difference in FIC processing Ume per passenger and per party durimg
month two between RBS groups for all conditions, Please note thas CCCC indicutes that the
passenger or purty was cleared by the mobile boarding pass scanner.

Table 310t Processing Times by RBS Group

TDC Processing
TDC Processing Time Time per Party
RBS Group Trials per Passenger (seconds) (seconds)

coee _ 43 485 2.0
Military : 58 _ 284 J 30
Blank (not specified) ) 10,008 37.6 ) 44,8
Cver f3 374 N8 3.3
Traveling with Chldren 613 23.2 ‘ 81.3

L 12 Measure 1-1-2: TR Passengery per Hour
Findings and Analysiy

TOC ihroughpu during lly-loaded conditions (projected fron THaninue sessionsy decreased
substantially during the PoC perind, as shown in the summary statistics and charls below. To
address the throughput drop, additional Assessors were added at the TRC positions, so thil there
wore two Assessors at each TDC pasition for a total of six Assessors. Baseline data that were
provided to O8C represent both ftlly-loaded and non-fully loaded conditions, though subsequent
abservations indicate that there was not a differenee between these stutes. Analysts only used the
baseling dita for MeNamara Tarminal/Checkpoint Red [0 POC counts include passengers,
employees, and crew. Analysts alsa assumed haseline connts to include all three groups since
there was no annatation Lo the contrary.
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Table 3-11: TDC Passengers per Hour
TDC Throughput

Variable Type Trials Mean | Median | StDev
Passengers per | Baseline 61y 266 2220 5714
Hour PoC 724 96.4 910 312
Higtogram of Pax/Hr
{Type = Bagaling)
O3
80 -] ]
7 e -
B}
2 — —
E 50
= 40— ] -
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20
) ]—l-_l—l—-r“'—f‘h
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Figure A-3: Histogram of Baseline THC Passengers per Hour
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Hislogram of Pax/Hr
{Type - PoCh
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Figure 3-3: Histogram of FoC' TIC Passengers per Hour

A statistival taaest for the difference in means indicates that the decrease in TDC throughput wis
statistically significant. A summary of the t-test result is included below,

Table 3-12: Two-sample T tor T Passengers per Honr

TDC Throughput
SE
Variable Type Trials Mean | StDev | Mean
Passengers per | Buseling 618 22606 579 13
Hour PoC 724 904  31.2 1.2

DifTerence = mu (Baseling) - muo (PoC)

Estimate for difference: 130.2

Q0% CT lor difference: (1260, 134.5)

T-Test of difference = O {vs not =) T-Value = 5L 1 P-Value = 0.0 DE =912

During the second month of the Pol period, the 1est team collected utilization data to provide
further insights o the eflect of 1he new procedures. Table 3-13 shows the approximalte
pereentige of 1me spent in each state during o 15-minute session,
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Table 3-13; Percentage of Time Spent by State per Bession

Percentage of
18-Minute
State Session
Tty Advanee - The party is advanving from the front of the line 125
|TDC “
I ~ e . - arn — .
TDC Process - The party is heing processed al the TRC station 8015
|
Suspect - A passenger o party requires either additional direetions ar there 3
s direct hand-of T or Supervisor TSOHETSO) intervention. v
Starved — A progess is starved when an ppstrcam operation is constriining
throughput. When the process is starved, passengers or items are not being 10/
gueved up before the operation being evaluated at a rate sutficient to i
maintain a continuots usc.
Blocked — A process is blocked when a downsiream operation is
constraining throughput. When a process is blocked, passengers or items <
-
vinnol he processed through the operation under evaluation becase o A
downstream process is constraining threughput,
[dle - No queue of passengers exists before the podium and the officer is o
waiting for passengers 10 arrve. ‘
Other — This state e indicate that the process 1 stopped for a number of
reasons notincluded in the previous definitions, © inclade calibration, 0
cquipment. TSO-t0-TSQ discussionfconsultation, and other similar reasons.

3.1.3  Measure 1-1-3: Assessor Referral Rote
Findingy and Analysis

During the PaCC periad, the test teum observed 44 referrals out of 25,100 sumples. which equates
L it referral rate of 0.2 percent. The SPOT program indicated that a wial of 183 relerrals
occurred diring the PoC period, ont of 323383 pussengers, which equates 1o o refereal eate of (0.1
pereent. Referral datacduring the Baseline data collection period aes nol available.

344 Measure 1-1-4: Human Factors

Findings and Analysis

The test team interviewed 31 Assessors towards the end of the PoC period, who provided the
{following thoughts relative to the process. Interms of manpower, the test eam asked Assessors
how well they feltthat the stalfing levels during the PoC period worked for covering passenger
valume, As Figure 3-6 shows, the Assessors generally felt that manpower was sullicient to
suppor! the new procedures. However, twa specific points recurred in the additietal comments
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miade. Nine Assessors comments indicated that the staffing distributions nced to better align
with pussenger volume, There wers cases in which interviewees felt thal there was wo much
studT Tor the passenger volume {(e.g., very early moraing) and nol enougl wt other tises which
mrerfered with lunches and beeaks. Four interview respondents stated that if FAMs aod TSI do
not continge W support the progrant. additional BIOs will be needed 10 serve as Assessors,
Owverall the test team sigrees with these comments and noliced that there were imes when the
staffing did not align with demand. though typically this was quickly addressed.

Manpower Question Results

0 I I I i

1-Very well 2-well - 4-Poorly
Response

Number of Responses
= —
5 = e o s

k2

Figure 3+6: Manpower Question Results

The test team also asked Assessors how elear and caxy (o implement they found the new
Assessor procedures o be, As Figore 37 shows, the resull was nixed,
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Ease of Procedures Question Results

1m0
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w  §
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¥
1-Very 2-Clear/Easy 30K 4-Unclear/Hard 5-Very
Clear/Easy Unclear/Hard
Response

Figure 3-7: Ease of Procedures Question Results

Comments provided generally fell into one of Tour areas: layout, scating and rotation, reterrals,
and training. Further details Tor each area are included below.

Layont

Interviewses felt that there should be a better Tayout and that the PoC process invelved oo many
Assessors at one given time. Layout changes ol BTW may be difficolt due 1o space constraints;
however, some specific layout recommendations for consideration include moving wheel chair
passengers and the crew line (o another checkpoint. and having more spacing between entry
points, as well as hetween podiums. Gne Assessor commiented that rules should. "Not allow
managers to cut passengers in front of those already in line: this angers the passengers and clogs
the checkpoint,” Overall the test team agrees that moving crew, people 10 wheelchairs, and
perhaps even Lamilies to anothar chieckpoint that was approximately 100 feet away mighl have
inproved the Mow at Checkpoint Red 1.

Seating and Rotation

There were u couple of comments [rom interviewees that telt that they should be able te sit down
At the T staion, und that there needs 1w be a HO220 vatio, 20-minute break period after svery
A0 ntinutes worked, There were also comments abowt wanting seane solation and feeling like at
Limes Assessors were being used 1o supplement the DTW work{oree, as indicaied hy the
fallowing interviewee statement, © felt at times we were being used to sapplement the DTW

1

workforee.” The test team does not agree with these comments and observed that Assessors had

muore breaks thun the typical T8O,
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Referrals
Interviewees provided the following referral comments which were taken verbatim from the
mterview responses. The test team reconumends that these comments be considered when

formulating the next version of the Assessor SOP,

v Sugyes elevating passengers with communication barriers (o additional sereening due (o
prior experience with passengers with clims ol being unable 1o speak or understand
Lnglish when asked behavioral detection questions, bul speaking and understanding
English when submitted for additona] sereening,

¢ Suspicious behavior must be readily apparent to ask questions of passengers. Suggest not
relying solely on physical signs of suspicious behavior in regirds to the type of guestions
posed L passengers.

o Assessors should sceompany the seleciee throughout the screening process.

o Use FAMs and TSTs only as daosecondury Assessor if additional questioning is required
heyond the TTC station.

o Give passengers that refuse questioning or hand testing more anpredictable sereening.

o Local BDO managenient should be mere cognizant of wicline positive sign indicators,
There was a lack of consistency with BDOs, TSI, aind FAMs,

s Letus have more inpul on making a person 4 selectee,

e Hveryone should be asked at least one buggige question,

»  There necds W be o better format of the referral report process: nobody gave a clear

understanding of how it should be done.

When asked how the new sereening procedures inpacted the checkpomg aid passenger
capericnee, over 70 pereent of the respondents felt that the impact was positive or very positive
in both areas. The test team agrees and noted that most passengers did not mind the new process.
though there were o few that would get (rustrated because they could ot undersund why they
had 10 answer questions.
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Checkpoint Impact Question Results
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Figure 3-8: Checkpoint Impact Question Results

Passenger Experience Impact Question Results
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Figure 3-%: Passenger Experience lmpact Question Kesults
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In terms of (kaining, most interviewees felt that the training prepared them OK, well, or very well
[or the new process, us Figure 3-10 shows,

Training Question Results

=
& g

Number of Responses

[ < A ]

o

1-Mery Well 2\Well 30K S-Very Poorly
Response

Fipure 310 Training Guestion Resulis

Serme of the comnients and improvement suggestions made relative 1o traicing are incluided
helow, and are separated into areas that were cecuering themes,

OJT
The tallowing OJT comments were provided during the interviews and are included here
verbatim. The test team is nod in a position o comment on these sinee test weam members did not

observe (.

o More onibe job training.

o Jnegrate OFT sessions inte aining protocol i order to confirm the Assessor’s
personality £ ability to master praof-of-concept,

o Involve mare real life training o give the trainee a better sense on how o handle real Tife
situiions when they do arise.

o Recomitiend real time feedback during OFT taining. Assessors should be immediately
aware of their progress doring OJT. Assessors should not bave to wait until nedring end
of tndning to fd out af they are not progressing satsfactorily,

« QIT process was inconsistent, cettain Assessors were passed wiy tao carly: QIT should
be 40 hours for everyone,

o Use only one trainer per Assessor during O too many inconsistencies with haviog,
nwre thinn one person waming an individual tainee.

o The OFT process was disorganized and inconsisteot. International Delense System (1DS)
should be dircetly involved in OJT process.
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o Belter on the job traming would be o greut help,

«  Only one OIT evaluator for each Assessor to decrease inconsistencies in training.

o Fstablish o mandatory amount of hours for training, only one or two mentors per gainee.
Classroom Training
The classroom training product was 2 Commercial-off-the-Shelf (COTS) package. There were
several mprovement suggestions on the COTS classroom training. which are listed below. The
Lest teant s net in @ position e commaent on these.

o Include more video in the classroom, specifically video thar shows why what Assessors
are doing is signifeant and what might realistically be encountered a the T station,

« Involve more real-hife taiming to give the taince o better sense on low o handle real-ife
situations when they do arise.

o Classroom traiming was great, but Assessors wese not allowed to utilize/impleinent the
traming from class. Allow Assessars to utilize the technigues learmed in class; they only
utilized about | percent of the training received.

o There should be addinonal waining on geographic 1ems ol interest 16 asistin wdentilving
Proper Questions 1o puse to passengers. As an cxample, onc-on-one passputl training Lo
asisf i ckentifying@IeHY s 65 TAD

|{6)?}4% 1 Iwould be helplul, Tn general. better taining on TDs and passpotls would be
helpful.

o Add more training on how to better screen domestic passengers. This training closs was
aeared more towards internationad travelers,

o Ulass should be Tomger and more orgasized. The program Telt rushed, wis too steessful,
and there was too much information o learn ina small period of time.

o Classroom and actoal airport pravtices should be more cohesive and mateh one another.
One interviewee stated that, “"Headguarter BRDOs and local BDO managers would often
direct assessors to disregard clussroom training.”™ 1 should be noted that there are no
Headguater BDOs,

Refresher Training

[nterviewees made a suggestion to implement refresher training because they felt that too much
Lime passed between theie inttal traming and the program start date,

Lossons Learaed

Assessors mede a recommendation W meet periadically 1o share lessons learned and discuss
issues and coneemns with hundling mdvidual siuations in the hopes of determining the best
methods, practives, or salutions.
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In addition to the interview data, the airport provided the test team with customer comiment
curds, witich Included basic information such as the date, airport. ete., and a free-texl Reld for
custamyrs W enter compliints o compliments. Qveryl] the cards provided (o 1he 1est e wery
positive and included comments deseribing a polite and professional sl pood impersonal
questiomng. dnd a willingness to wait a bit longer i 16 meant more salety in the wir. There were
also some comments aboul the pracess being o time consumimg 11 the airport was crowded, and
that an additional ling might be helpful.

The test team was also made aware of eight complaints, seven of which were written and one of
which was called in. No additional details on these complaints are available because they were
nat pravided (o the test team,

3.2 Threat Identification Measures

The threat identification measures assessiment addressed the following question: What is the
impact of RBS Asscssor on threat identitication measores™ This issuc focused on abserved
high-risk events. Table 3-14 prescnts the measure examined in this test.

Tahli 3«t4: Threat Identification T'est Measures

Issne tvaluation Area Measure
Lssue 22 Threat Mentification 2-1: Observed High-Risk Events el Pregquency of Obwerved High-
Impact. Whai is the impact of Risk Events

RIS Assessor on ihreat
idieatification measures?

Details relating to this meisure e included below.

321 Measure 2-1-1: Fregueney of Observed High-Risk Events

Findings and Analysiv

Tuble 3-15 shows the frequency ol observed high-risk events for the baseline and PoC periods,
as well as ubserved high-risk events as a pereentage of tal throughput. Counts include events
ansd throughput Trom MeNamnara Terminal/Checkpoint Red 1 only.

TFuble 318 Obsersed Tigh-Risk Events

Observed High-Risk
Period Events Total Throoghput | Percentage
Bascline (7/18/11-9/16/11) 0 327.640 0.000%
PoC (1A 711201611 | 9 S 323383 C0003%
RES Assessor (1A Repart )
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The SPOT program reported that nio observed high-risk events occurred during the baseline
perisd. The SPOT program reported that. during the PoC pertod, niine observed high-risk events
accurred and there wore 183 relrads, O the nine observed high-risk events, thive were
Asessor detections, Tor an estimated referral suceess rate of approximately 2 percent (3/183).
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40  ACRONYMS AND ABBREVIATIONS

APA Aviation Passenger Assessor
HIDO Behavior Detection Otficer
COCC Clewred by the mobile boarding pass scanner
Cl Confidence Interval
COTS Commercial-off-the-Shelf
CEPDES Checkpoint Screening Process Dita Glements Standards
DHS Deparnment of Homeland Security
DTw Detroit Metropolitan Wayne County Anport
FAM Federal Air Marshal
1D Ldentification Documen
1DS Intermational Defense System
LEO Law Eaforcement Officer
DA Operational Assessment
AR Operstionl Assessmant Report
aJr On-the-Job T'raining
Q8¢ Offhee of Security Cupubilities
080 Otfice ol Security Operations
PalC Proof-of -Coneept
RBS Risk Based Securtty
SE Standard Crvor
S0P Staneird Operating Procedure
RES Assensor (A Report 4
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SPOT Gereening of Pansengsrs by Observiion Technigues

$T80 Supervisor Y ransportation Secprity OIficer

THC Travel Docunment Checket

TSA Transpothulhon Seeurily Administraion

T8I Transportation Gecnrity Inspeetar

TS0 Transportation Security Officer
Ry Assonsur (B Repert kL
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