


UNCLASSIFIED 
 

 

 
 

                        UNCLASSIFIED                                                                   2 
 

TABLE OF CONTENTS 

THE ISSUE          PAGE   3 

OUR SOLUTION         PAGE   4 

FORMS OF VIOLENT EXTREMISM      PAGE   5 

BEHAVIORAL DYNAMICS       PAGE   6 

CATALYSTS THAT DRIVE VIOLENT EXTREMISM    PAGE   7 

CONCERNING BEHAVIOR       PAGE  15 

OUTCOMES OF EMBRACING VIOLENT EXTREMISM   PAGE  18 

WHO SHOULD I CONTACT AND WHEN?     PAGE  21 

COMMUNITY INTERVENTION DECISION POINTS   PAGE  24 

RECOMMENDATIONS FOR PREVENTING VIOLENT EXTREMISM PAGE  25 

CONTACTING THE FBI        PAGE  27 





UNCLASSIFIED 
 

 

 
 

                        UNCLASSIFIED                                                                   4 
 

Educating, building skills, and assisting students with developing strong social and emotional 
well-being are essential components to preventing violent extremism and other types of violent 
acts. These preventative measures diminish the likelihood of schools becoming potential nodes 
of radicalization or recruitment hubs for violent extremists. 

OUR SOLUTION 
This document serves as a guide to educate school personnel about at-risk behaviors and 
activities that assist students with reducing social and psychological commitment to violence as 
a method of resolving a grievance. This guide can be a powerful tool to help empower schools 
and local communities who play prominent roles in building resilience and providing influence 
for youth.  

The FBI is committed to assisting schools with understanding the drivers of violent extremism 
which are more fully described herein. Drivers of violent extremism can be addressed by: 

Building resilient schools through enhanced student social and emotional well-being; 
Increasing awareness about the forms and dynamics of violent extremism; 
Enhancing information sharing among those stakeholders who can provide support and 
services to students;  
Facilitating disengagement programs to turn at-risk youth away from violent 
trajectories;   
Leveraging school programs to deter youth from embracing extremist ideologies; and 
Fostering the ideals of diversity, inclusion, and tolerance, while upholding Constitutional 
freedoms and rights under the law.  

This guide encourages sustainability and long-term success by: 

Raising awareness on the catalysts driving violent extremism within our communities;  
Establishing collaborative grass roots initiatives fostering community buy-in and,  
Facilitating intervention activities within our schools.  

Law enforcement cannot arrest its way out of violent extremism. Countering violent extremism 
is a shared responsibility between law enforcement, civic leaders, and their communities. 
Schools share in this responsibility within their local communities, which builds resiliency 
against the catalysts driving violent extremist activities. Schools should remain a healthy 
environment for learning, personal growth, physical and cognitive development, and not be 
infused with extremist or hateful rhetoric.  Communities can grow stronger against outside 
influences targeting our youth by informing about the perils of violent extremism. These 
collaborative efforts will help youth make informed decisions on the impact violent extremism 
poses to their lives, families, and communities.   
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FORMS OF VIOLENT EXTREMISM 
The FBI is a leader in preventing Homeland attacks and educating local communities and 
families about the impact of violent extremism. In recent years, local communities were 
targeted by myriad types of violent offenders including active shooters, terrorists, gangs, 
criminal enterprises, human traffickers, and online predators. The motivations behind these 
acts suggest financial gain, a personal or ideological grievance, or feeding on vulnerable youth. 
As these threats evolve within our communities, a corresponding impact within our schools also 
evolves.  

The FBI’s Countering Violent Extremism (CVE) program addresses these emerging issues. The 
CVE mission identifies the catalysts and grievances motivating individuals to advocate violence 
as a solution to a perceived grievance and facilitates alternative behaviors to guide individuals 
down a less destructive path.   

This program focuses on one aspect of violence prevention—that which is advocated for or 
perpetrated to address ideologically motivated grievances. This guide discusses three main 
categories of ideologically motivated violence: international terrorism, domestic violent 
extremism movements, and hate crimes.  

International Terrorism 
Designated Foreign Terrorist Organizations (FTOs):  The U.S. Department of State defines FTOs 
as organizations that advocate violence or conduct violent activities against U.S. interests 
domestically and abroad. The FBI protects the Homeland and U.S. interests through 
investigation and disruption of terrorist operations perpetrated by these FTOs. Many terrorist 
organizations continue planning or plotting external operations against U.S. interests and our 
allies.  

Since 9/11, the U.S. government’s efforts to disrupt and dismantle Al-Qa’ida’s terrorist activities 
made successful gains but the terrorist organization is still a viable and persistent threat. An 
international terrorist landscape that was once controlled by Al-Qa’ida is now dominated by the 
Islamic State in Iraq and the Levant (ISIL).  

ISIL’s emergence and growth is threatening our borders and youth, who are targets of ISIL’s 
recruitment efforts.  

Domestic Violent Extremism 
Domestic Violent Extremism Movements:  Domestic violent extremism is defined as individuals 
or groups attempting to advance social or political beliefs through force or violence and in 
violation of federal law. The FBI recognizes several domestic violent extremism movements, 
including but not limited to white supremacists, animal rights and eco-terrorists, and anti-
government or radical separatist groups. There is no specific crime of domestic terrorism, but 
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rather the individuals or groups are investigated based on a specific criminal violation. 
Violations include hate-based activities, weapons violations, or possessing a destructive device.  

As some adults embrace domestic violent extremist ideologies, their beliefs can permeate 
family norms, oftentimes influencing their children. This dynamic fosters biases leading to 
hatred and intolerance, and drives the need for action. 

Hate Crimes 
Hate crimes: A hate crime is violence or the threat of violence based on a victim’s actual or 
perceived race, national origin, religion, or other protected classification. For example, the 
Matthew Shepard and James Byrd Jr. Hate Crimes Prevention Act of 2009 makes it a crime to 
willfully cause or attempt to cause bodily injury to another based on the target’s actual or 
perceived race, religion, color, national origin, gender, disability or sexual orientation. Other 
federal hate crime statutes prohibit using force or the threat of force to interfere with 
employment, housing, access to public accommodations, and other federally protected rights, 
based on certain protected classifications, or to interfere with religious exercise.  

BEHAVIORAL DYNAMICS 
Behavioral Models  
Numerous behavioral models outline the dynamics and factors leading to violent extremism. 
Most notably, violent extremism is not a linear progression, but an evolving dynamic situation 
involving numerous factors, catalysts, inhibitors, and mobilization variables. Behavioral experts 
hypothesize that the efforts of those seeking to combat radicalization can be informed by 
consideration of other models of social behavior and development, including: 
 

The Pyramid Model  –  promoting a child’s social development through early intervention 
and the prevention of social-emotional delays or the occurrence of challenging behaviors. 
An at-risk child may exhibit developmental delay or disorders, resulting from low quality 
supportive environments.  

Social Identity Theory – an individual’s self-image and status is directly connected to the 
group to which they belong, resulting in social categorization. A sense of belonging 
becomes an important factor in pride and self-esteem. The central theme is that group 
members seek to find negative aspects among other groups, which enhances their self-
image, but also might result in prejudice, hatred, and violence toward other groups. 

Gang Model of Criminal Behavior – a gang member feels de-individualized and willing to 
commit violent acts consistent with the gang’s behavior and feels less personal 
responsibility. This separation from one’s self results in less accountability and reduced 
self-awareness, and therefore, manifests in instances of deviant behavior.  
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Causation Model of Juvenile Delinquency – a child is vulnerable to detrimental influences 
from familial, socioeconomic, educational experiences, or ideological factors, often 
resulting in criminal deviant behavior. Once exposed to dysfunctional norms, the child 
begins to exhibit behavior that is contrary to social expectations. 

Risk Analysis of Terrorist Attacks – an individual is thought to become “at-risk”, when 
three elements are present:  threat to core values or beliefs, vulnerability, and 
consequence of one’s actions. These three elements are not independent of each other, 
but rather all must be present to result in an “at-risk” individual. The sum of these three 
elements equate to an individual’s risk to act on their intentions, subscribing to their 
motivation, intent, capability, opportunity, and psychological gain.  

A main challenge for our schools is understanding the underlying catalysts associated with a 
student’s behavior and determining the form of ideologically motivated extremism the student 
has embraced.  

CATALYSTS THAT DRIVE VIOLENT EXTREMISM 
A body of research conducted by mental health practitioners, academia, and social service 
providers, documented three risk categories—adolescent, environmental, and entrance risk 
factors—that affect youth and their proper cognitive and physical development.  

Adolescent Risk Factors 
According to the Missouri Department of Health and Senior Services, adolescence is marked by 
the transition from childhood to young adulthood and viewed as one of the most dynamic 
stages of human development. The characteristics of adolescence include physical, emotional, 
and intellectual changes, as well as changes in social roles, relationships, and expectations.  
Adolescence is characterized by redefining and developing relationships with parents, family 
and peers, and consists of not one developmental stage, but three inter-related periods: 

          DEVELOPMENTAL PERIOD         AGE RANGE 

     Early Adolescence    10 – 14 years of age 
     Middle Adolescence   15 – 17 years of age 
     Late Adolescence      18 – 24 years of age 

 
Each period of adolescence contains inherent expectations that cause an individual’s needs to 
fluctuate dramatically. As needs fluctuate, so do the associated risk factors. There are 
associative risks within schools from guns, gangs, drugs, bullying, sexual harassment, and 
developmental issues that can result in violence, including suicide or targeting others.   
 
High schools are comprised of students in each adolescent developmental period creating a 
unique dynamic. High schools might be at greater risk and students may be more susceptible to 
embracing violent extremist ideologies, joining extremist organizations, or self radicalizing, if 
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actions, which can be applied to real-life scenarios such as conducting an act of targeted 
violence. 

CONCERNING BEHAVIOR 
A Definition 
The FBI defines violent extremism as encouraging, condoning, justifying, or supporting the 
commission of a violent act to achieve political, ideological, religious, social or economic goals. 
The FBI uses an intelligence-driven process in its daily investigative and analytical activities to 
conduct baseline collections and assessments.  Empirical data is extracted from investigations 
to assist in the identification of concerning behaviors.   

Concerning behavior is defined as behavior that comes to the attention of third parties 
(bystanders) that suggests a possible future intention, resulting from a statement or action that 
causes concern. A 2002 Guide to Managing Threatening Situations and Creating Safe School 
Climates, drafted jointly by the U.S. Secret Service and the U.S. Department of Education, 
suggested acts of targeted violence are rarely impulsive and some may be preventable through 
the detection of planning behavior. This concept also applies within the violent extremism 
context, as students on the pathway to becoming radicalized or mobilizing, often exhibit 
behaviors, indicating support for extremist ideologies or highlighting future intentions.  

The FBI does not advocate the application of any psychological or demographic “profiles” or 
check lists of indicators to identify students on a pathway to radicalization. Rather, the FBI 
endorses taking a holistic approach in considering the totality of concerning behaviors in the 
appropriate context, assessing the likelihood an individual is progressing on a trajectory to 
radicalization and/or future violent action in furtherance of an extremist cause. 
 
The 2002 Safe School Initiative (SSI), drafted jointly by the U.S. Secret Service and the U.S. 
Department of Education, shares the same conclusion. The SSI stated the use of profiles is not 
an effective tool for identifying students who pose a risk for targeted violence or assessing the 
risk that a particular student may pose for targeted violence. Rather, schools should focus on a 
student’s behaviors and communications to determine if the student appears to be planning or 
preparing for an attack. 
 
The SSI conclusion also applies within the violent extremism context, as students on the 
pathway to becoming radicalized often exhibit behaviors or engage in communications, 
indicating support for extremist ideologies or highlighting future intentions. This progression is 
paramount to educators who rely on recognition of such concerning behaviors and 
communications to initiate the disengagement process intended to direct students down a less 
destructive path. 

Violent extremists do not share a “typical” profile. They might be self-radicalized, self-
trained, and self-executing. 
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The following community partners/roles facilitate disengagement activities within high schools, 
including the initiation of interventions: 

Community Roles In Disengagement 
 
Schools: 
Teacher    Resource Officer   Nurse 
Coach     Principal    Administrators 
Superintendents   School Boards    Guidance counselors 
Grief counselors   Volunteers 
 
Community: 
Community or civic leaders  Faith-based leaders   Mental health  
Hospitals    Social Workers   Crisis Intervention 
Family Physician   Parents and family members  NGOs 
Coaches    Scout troops    Extra Curricular Leads 
 
Law Enforcement: 
Local Police Department  County Sheriff    State Police 
Major City Chief   District Attorney   U.S. Attorney Office     
Local FBI field office   FBI Resident Agency   FBI CVE Program 
 
The FBI encourages schools and their local communities to lead interventions of at-risk youth, 
unless the subject is mobilizing to violence. Interventions and corresponding action plans may 
consist of threat assessments, safety plans, progress updates, and re-assessments of the 
student. For a comprehensive intervention for an at-risk youth, schools should consider utilizing 
school administrators, faculty, counselors, and representatives from state/local law 
enforcement or school resource officers to staff your intervention teams.  

Schools may be reluctant to contact law enforcement on a student exhibiting concerning 
behaviors or communications. In these instances, schools should leverage community resources 
to alert them to these behaviors and communications, commencing the disengagement 
process.  

If a youth’s intentions are conducting a violent act, law enforcement (e.g. 
local/state/tribal/federal) should be notified to initiate disengagement or execute a disruption. 
Law enforcement will aid threat mitigation activities and enhance overall school and 
community safety efforts. 

It’s imperative schools maintain a compendium of local law enforcement, civic leaders, and 
trusted partners to aid in developing an individualized school support network and action plan. 
Establishing a support network, if not already established, should be a priority for each school. 
These networks will facilitate future disengagement activities on students exhibiting at-risk 
behaviors or communications.   
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RECOMMENDATIONS FOR PREVENTING VIOLENT EXTREMISM IN SCHOOLS 
The following list of recommendations assists high schools with establishing collaborative 
partnerships within their local communities.  

Establish Threat Assessment Teams 
In 2013, the State of Virginia adopted House Bill 2344, mandating the creation of threat 
assessment teams (TAT) and procedures for intervention with students whose behavior 
poses a threat to the safety of school staff or students. Convening a TAT allows for 
intervention with students exhibiting concerning behaviors driven by personal and 
ideological factors. All states should consider legislative action or similar measures to 
curb the spread of extremism within their local communities. Legislation consistent with 
constitutional rights and freedoms should be a foundational component of a TAT.  

Educate on the Role of Interventions 
Local school officials play an integral role in the intervention process, especially for at-
risk youth radicalizing or mobilizing to violence. Faculty members are crucial partners in 
identifying at-risk youth and initiating the disengagement process. A typical intervention 
is comprised of a multidisciplinary team representing various job roles within the local 
community, including schools. The FBI is developing training which educates school staff 
on the intervention process and its role in disengagement.  

Empower School Boards, Administrators, and Faculty 
School administrators and faculty are empowered to initiate disengagement activities or 
craft affirmative messages that dissuades youth from dangerous paths. These efforts 
help students resist the temptations of extremist messages and their violent agendas. 
Schools should embrace diversity in school programming, daily interactions, and 
affirmative messaging thus eliminating cultural stigmas, intolerance, and prejudice. 
These factors often promote hatred resulting in targeted violence.  

Enhance Domain Awareness 
Communities have access to resources to assist youth in addressing risk factors and 
overcoming developmental issues and socio-economic obstacles. Schools should 
maintain an inventory of trusted community partners, mental health practitioners, 
social services, and state/local/tribal law enforcement to build a localized collaborative 
network. These collaborative partnerships will aid high schools during a time of need 
and will eventually staff local intervention programs.  
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Strengthen Family Outreach and Engagement 
Families are the first line of defense in keeping youth safe from violent extremism. High 
schools should develop outreach and engagement programs that educate families about 
the various forms of violent extremism and ways to identify at-risk youth or concerning 
behaviors and communications. In fact, many of the most fruitful and positive leads 
reported to authorities have come from concerned family members or community 
leaders. It is very important that schools engage the students’ families through PTA or 
other programs as a vital step to preventing the mobilization of possibly radicalized 
students. 

Implement Annual Violent Extremism Awareness Training 
High schools can incorporate a two-hour block of violent extremism awareness training 
as part of their core curriculums for grades 9 – 12. To assist these efforts, the FBI 
developed a violent extremism awareness website that focuses on grades 9 – 12. The 
website is housed on https://www.cve.fbi.gov and educates youth on the perils of 
violent extremism and the effect on their lives, families, and communities.  It is an 
interactive site comprised of text, games, quizzes, and media content.  

Establish Student-led Focus Groups to Address Safety Concerns 
High schools should promote open communication through student-led focus groups 
representing the student body, its cultures, and concerns. Focus groups can address 
overall safety issues from active shooters, gangs, bullying, violent extremism, human 
trafficking, and online predators.  This open communication leads to a better 
understanding of the risk factors and needs in the lives of adolescents. These efforts 
promote exchanges of ideas and a solution that enhances overall school safety and 
empowers students. To aid high schools, NIJ maintains a compendium of evidence-
based strategies to combat existing risk factors and promote overall school safety. 
Strategies can be located at http://www.crimesolutions.gov.  

Focus on Afterschool Programming 
Most high schools are positioned to address overall student development through 
extensive afterschool programming such as sports or club activities. Student 
participation in one or more sanctioned activities promotes inclusion, team work, and 
builds self confidence.  Schools can be instrumental in identifying employment 
opportunities for youth seeking to advance their job skills, allowing less idle time, to 
engage in other activities. 
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Leverage Alumni for Affirmative Messaging 
High school alumni are positive role models for imparting affirmative messaging to the 
student body. These role models can discuss their concerns while in high school and 
impart best practices for coping with the daily stressors from high school while 
promoting cognitive and physical development. Success stories inspire and breed 
continued success and development within the student body, while helping students to 
resist the temptations of extremism. 

Develop Relational Life Lines 
High schools should consider establishing a community day through which trusted 
partners, community and civic leaders, state/local/tribal law enforcement, and faith-
based groups, come together to promote unity. A unified approach facilitates relational 
life lines that assist a student who feels targeted for recruitment or begins to embrace 
extremist beliefs. A strong community support network promotes resiliency and helps 
students disengage from extremist activities without fear of reprisal.  

Educate Faculty About Bystanders 
Less than half of the individuals witnessing activities or behaviors that can lead to early 
intervention report their observations to community members or law enforcement. 
Encouraging increased reporting and intercession by third parties could improve the 
success of efforts to curb extremist acts in the U.S. 

 
If your high school has additional questions regarding violent extremism or desires information 
on other programs to build resiliency within your community, please contact trusted 
community partners or your local FBI office. To locate the nearest FBI office, please refer to our 
agency’s website:  https://www.fbi.gov, clicking on the Contact Us tab. 
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