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High school students are ideal targets for recruitment by viclent
remists seeking support for their rodical ideologies, foreign fighter
networks, or conducting acts of targeted viclence within our borders.
High schools must remain vigilont in educating their students about
catolysts that drive viclent extremism and the potential
wences of embracing extremist beliefs.
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Despite efforts to counter violent extremism, the threat continues to evolve within our borders.
Extremism and acts of targeted violence continue to impact our local communities and online

violent propaganda has permeated sociakmedis:Gountering these prevailing dynamics requires
a fresh approach that focuses.o el SH «\ fety—protecting our
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ISIL messaging likely influenced a | 7-year old student to
create, produce, and disseminate violent extremist
messaging via social media to radicalize other youth to
violence. The youth connected with violent extremists

and like-minded aspirants to distribute ISIL messaging to
a network of friends and followers on multiple social
media accounts.
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Our educators are in a unique position to é'fféct“(:hange, impart affirmative messaging, or
facilitate intervention activities due to their daily interactions with students. These interactions
allow for observing and assessing concerning behaviors and communications—students
embracing extremist ideologies and progressing on a trajectory toward violence.
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Educating, building skills, and assisting students with developing strong social and emotional
well-being are essential components to preventing violent extremism and other types of violent
acts. These preventative measures diminish the likelihood of schools becoming potential nodes
of radicalization or recruitment hubs for violent extremists.
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FORMS OF VIOLENT EXTREMISM

The FBIl is a leader in preventing Homeland attacks and educating local communities and
families about the impact of violent extremism. In recent years, local communities were
targeted by myriad types of violent offenders including active shooters, terrorists, gangs,
criminal enterprises, human traffickers, and online predators. The motivations behind these
acts suggest financial gain, a persgnal i ¥ dhee,.or feeding on vulnerable youth.
As these threats evolve wi&" e \\\\\\;u act within our schools also
evolves. 5

The FBI's Countg
CVE mission i

#ate violence
ixdividuals

Fo
FoRRLE

ARE 3

Frates:dite

H
made suge
- 5
mternatlo.
Islamic Sta I

\\\\\\ts of ISIL’s

1)

Domestic Violent Extremism Movemants:: Deiesti .Xnt‘ extremism is defined as individuals
or groups attempting to advance social or political beliefs through force or violence and in
violation of federal law. The FBI recognizes several domestic violent extremism movements,
including but not limited to white supremacists, animal rights and eco-terrorists, and anti-
government or radical separatist groups. There is no specific crime of domestic terrorism, but
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rather the individuals or groups are investigated based on a specific criminal violation.
Violations include hate-based activities, weapons violations, or possessing a destructive device.

As some adults embrace domestic violent extremist ideologies, their beliefs can permeate
family norms, oftentimes influencing their children. This dynamic fosters biases leading to
hatred and intolerance, and drives the need for action.
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Hate crimes: A hate crime:i : Fasadiin a victim’s actual or
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»  Gong Model of Criming! Sehawiss P e éels de-individualized and willing to
commit violent acts consistent with the gang’s behavior and feels less personal
responsibility. This separation from one’s self results in less accountability and reduced
self-awareness, and therefore, manifests in instances of deviant behavior.
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efinguency — a child is vulnerable to detrimental influences
from familial, socioeconomic, educational experiences, or ideological factors, often
resulting in criminal deviant behavior. Once exposed to dysfunctional norms, the child
begins to exhibit behavior that is contrary to social expectations.

Risk Anclysis of rist Attacks — an individual is thought to become “at-risk”, when
three elements are present: thr m HERork _fs, vulnerability, and

consequence of one’s . s

Each period of adolescens

: “

fluctuate dramatically. As needs et i
associative risks within schools frb‘,,_, ying, sexual harassment, and

developmental issues that can result in violence, including suicide or targeting others.

High schools are comprised of students in each adolescent developmental period creating a
unique dynamic. High schools might be at greater risk and students may be more susceptible to
embracing violent extremist ideologies, joining extremist organizations, or self radicalizing, if
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they are unable to withstand the many influential factors and daily stressors in their lives. This
dynamic also presents unigue challenges for our educators—recognizing and understanding the
underlying catalysts to violent extremist behaviors and designing grass roots initiatives to help
students resist the temptations and lure of extremist organizations.

The Virginia Youth Violence Project, administered by the Curry School of Education at the
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According to the World Health Organization and other social services providers, adolescents
exposure to environmental risk factors affect health and well being, coping skills to withstand
life stressors, physical and cognitive development, and their ability to make prudent decisions.
These environmental risk factors include nutrition; parents and families; neighborhoods and
communities; cultural backgrounds obdisiidistaceess to civic organizations or social
services; employment opportugii ks

socio-economic status\\\_\\\\\\\\\.\.\\\&m

One or several of
violent extremi
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to an activy

.

Each of these entrance risks contribute to a ent’s initial involvement in or facilitating
acceptance for violent ideologies occurring out of their family’s view; therefore, without their
direct knowledge or consent.

Unaccountable or unobserved space provides a window of opportunity for students engaging in
activities contrary to their family norms or desires, thus creating additional vulnerabilities and
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opportunities for exposure to violent extremists or violent rhetoric. Students in unobserved
space may contact or be contacted by a known violent extremist, who assesses the youth for
possible future recruitment. Students’ consumption of violent propaganda while in unobserved
space may ignite the radicalization and mobilization process. Limiting idle times and
unobserved space provides less time to engage in negative activities. Replacing idle times with
bserved space.

Violent extremists attempt tq ‘and necessary to help the
cause, or wage war to - dents can readily view stories on
\\\\ light foreign or

geographical boundariesis ma
internet and the use of social'riedia: Vige
extremists troll for youth in social rh-- anhne
forums, to spot, assess and recruit those who are
vulnerable. This targeting of youth is increasingly
putting them “at-risk” as many are tech-savvy and
often spend large quantities of time on social media
networks. Today’s youth strongly depend on social
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media and seek immediate connections or gratification. This change in inter-personal
communications often replaces normal face-to-face interactions. The need for connectivity,
acceptance, or sense of belonging can drive their overall needs, online activities, and their
social sphere of influence. According to a Psychiatric Times article entitled, Why are Young
Westerners Drawn to Terrorist Organizations like 1SIS, dated September 2015, researchers
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SG &’\\\\\\\\x}\\ﬁ\\\\\}\h A 2009 essay by former Al-Qa’ida recruiter and
militant cleric, Anwar Aulaqi, labeled the internet as a
great medium for spreading the call of fihad and
| following the news of the mujahedeen. Aulagi

referred to the internet as WWW Jihad and urged

\\ supporters to establish online discussion forums,

websites, and email lists to initiate conversations and
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Violent extremist recruiters often encourage their followers to transition their means of
communication from open social media platforms to encrypted chat rooms—transitioning from
overt lines of communication to covert, encrypted
chats, facilitating extremism discussions and hindering
law enforcement’s ability to obtain electronic PRIA I Y

X
¥

communications or evidence pursuant to a court order e 11 B R0 WY
or warrant. Law enforcement defingsitiis i 9
as “Going Dark,” limiting ap:iinde

- pwledge of hacking

1munications.
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The internet provides access to endless streams of violent propaganda inspiring others to
action, glorifying extremist lifestyles, or perpetuating : %@\&

the spread of hatred and intolerance. The difference  §
between protected speech and illg; -
be a very fine line. Espousingiinii
extremist rhetoric is ngfa
Amendment actiyj \%

voiced his/her si
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dominance, while decrying westerh"bd
cultures. They also serve to perpetuate their grievances while glorifying the actions of martyrs.
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These online magazines serve as reference documents outlining possible targets, summarizing
protocols for weapons acquisition, and serving as a how-to guide for bomb-making capabilities.
The magazines are professionally designed and of high quality.
They are disseminated on a massive scale ensuring penetration
of their radical messages, and disseminated in multiple
languages, allowing them to target a particular population for
manipulation or radicalization. Thissiiay attect so e oiike %
Diaspora populations, whijgh
prefer their native lang
generations. Posti
English specifi ‘
Further, th .

RS ONVRE

might be supporte;
g ' pp e
and actively recruitirig .

A 2003 study conductedib'y'

Chicago suggests online gaming pro
interactions, develops expressive skills, aids
strategy formulation, and promotes planning in a simulated environment. The gaming
environment facilitates social connections by strangers sharing common interests. Online
gaming can also teach rudimentary warfare protocols, rules of engagement, and other military
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actions, which can be applied to real-life scenarios such as conducting an act of targeted
violence.

CONCERNING BEHAVIOR
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Radicalization is defined as the process by which individuals come to believe that engagement
in or facilitation of nonstate violence to achieve social and political change is necessary and
justified. Radicalization enabling factors can be personal, community, group, socio-political, or
ideological. Research conducted on youth-related radicalization indicates a vulnerability
concerning a distinct identity, meaning; 3 ndibelonging in their lives. However,

niivary individually.
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In 2000, the FBI conducted a study of school violence, The School Shooter, resulting in the
identification of “leakage”—a common warning behavior for students advocating violence.
Leakage occurs when a student intentionally or unintentionally reveals clues to feelings,
thoughts, fantasies, attitudes, or intentions that signal an impending act. These clues emerge as
subtle threats, boasts, innuendos, predictions, or ultimatums and are conveyed in numerous
forms (e.g. stories, diaries, journals, essays, Qems _manifestos, letters, songs, drawings, and

videos). A- \\\
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Leakage applies to today’s violent extremism environment, particularly through discovery—the
uncovering of posted electronic messages, pictures, or
videos on social media platforms that are of a violent
nature or support violent extremist ideologies. Discovery
can also take the form of written or verbal communications
that reveal planned travel overseas or a willingness to

commit a violent act. s e \\\\\\\\ .
t lent act \\\\\\\\\\\\\\\\\\\\\\\\\\ ........ \\\
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The actions of violent extremists result in multiple outcomes such as abuse, injury, death, or
incarceration.

For example, American youth traveled to conflict zones where education is no longer needed
but instead received lessons in violent extremism and military training that includes proficiency
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with AK-47s. Science, history, art, and sports are considered incompatible with the pursuit of
the extremists’ cause. The indoctrination of youth is essential to sustaining violent agendas, and
requires youth to disavow and disregard their parent’s wishes. When allowed to pledge support
or conduct horrific acts on behalf of violent extremist organizations, it controls our youth and
their beliefs for years to come.
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strengths of governments, community organizations,
social service agencies, and other professionals to provide what is commonly referred to as an
“Off-Ramp”.
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If a student continues on a trajectory to violence, the one remaining option is a law
enforcement disruption. Violent extremists commit a wide
array of criminal violations that occur when those with
extremists views act with the intent to encourage, endorse, T},
condone, justify or support violence, Hi ' \ &
investigated a variety of violeniiextremist actions:

socially-motivated

-

communications and commitment to a violent ideology that may be indicative of future
intentions. Students likely feel awkward, reluctant, or fearful discussing a fellow student and
their beliefs. Educators may be reluctant to notify law enforcement of a student’s exhibited
behaviors for fear of a law enforcement action. Overcoming these obstacles requires
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establishing life lines between students, educators, and local communities, allowing for
communication of information without fear of reprisal or becoming a target of fellow students.
These relational life lines initiate disengagement while promoting awareness of an emerging
threat within the school district. Students and educators are encouraged to convey their
concerns and observations to trusted community partners, school resource officers, or a local
law enforcement entity.

Based upon investigative datg,
extremist ideologies to agti
paramount to educag

schools must be;
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The following community partners/roles facilitate disengagement activities within high schools,
including the initiation of interventions:

Community Roles In Disengagement

Schools:
Teacher Nurse
Coach Administrators

Superintendents

‘4, Guidance counselors
Grief counselors

Gy

COLERty SR \

behaviok

to alert thé
process.

borexecute a disruption.
sverall school and

,

Law enforcement will aid

community safety efforts. h \\\\

It's imperative schools maintain a compendium of local law enforcement, civic leaders, and
trusted partners to aid in developing an individualized school support network and action plan.
Establishing a support network, if not already established, should be a priority for each school.
These networks will facilitate future disengagement activities on students exhibiting at-risk
behaviors or communications.
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RECOMMENDATIONS FOR PREVENTING VIOLENT EXTREMISM IN SCHOOLS

The following list of recommendations assists high schools with establishing collaborative
partnerships within their local communities.

In 2013, the State of Vigg Horse i ating the creation of threat

assessment tear
poses a thre\ _
interventj
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overcoming deve _

maintain an inventory of tritsiesh Communi

Ry Q‘
\‘

‘ gles. Schools should
w\sawmm health practitioners,
social services, and state/local/‘tfib’é AW entorcement to build a localized collaborative
network. These collaborative partnerships will aid high schools during a time of need
and will eventually staff local intervention programs.
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Families are the first line of defense in keeping youth safe from violent extremism. High
schools should develop outreach and engagement programs that educate families about
the various forms of violent extremism and ways to identify at-risk youth or concerning
behaviors and communications. In fact, many of the most fruitful and positive leads
reported to authorities have comesframisantemed family members or community
leaders. It is very impostant e \\\\\\\m\. >’ families through PTA or
other programs, \e\\wx ossibly radicalized

students.
u \\\\\\\\

TERAS
Bl

Most high schas
extensivge af
participation in \\\\\\
builds self confidence. S'c_ hein: srtat entifying employment
opportunities for youth seeking to advance their job skills, allowing less idle time, to
engage in other activities.
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High school alumni are positive role models for imparting affirmative messaging to the
student body. These role models can discuss their concerns while in high school and
impart best practices for coping with the daily stressors from high school while
promoting cognitive and physical development. Success stories inspire and breed
continued success and deve| 5 thestudent body, while helping students to
resist the temptatiqr\-\ S
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