PREVENTING VIOLENT
EXTREMISM IN SCHOOLS

JANUARY 2016

High school students are ideal targets for recruitment by violent
extremists seeking support for their radical ideologies, foreign fighter
networks, or conducting acts of torgeted violence within our borders.
High schools must remaln vigilant in educating their students about
catalysts that drive violent extremism and the potential
consequences of embracing extremist beliefs.
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Despite efforts to counter violent extremism, the threat continues {6 evolve within cur borders,
Extremism and acts of targeted violence continue to impact our local communities and online
violent propaganda has permeated social media. Countering these prevailing dynamics requires
a fresh approach that focuses on education and enhancing public safety—protecting our
citizens from becoming radicalized by identifying the catalysts dr;vmg extremism.

g:»;‘;{mw \wg Tranay - T Rk L

Youth are embracing many forms of v;oﬁent extrem;sm, those perpetrated by terrorist
organizations or other domestic violent: extremist

movements; to those mamtammg biases tcwards The Reolry:

others due to their race religion, or sexuat | SH messaging Fkely influenced a { 7year ald stdent to
creae, produce, ond disserninare viokent

orientation. Youth aged 13- 18 are actively engaged | messaging vic sicicl media to roticdlize ather youth o

in extremist activities including onfine =~ "] winferce. The youth wanneczed with violeat extremists

and bke-minded aspirons 1 distribure ML messoging 1o
commiuinication with known extremists, traveling £0 | g neavork of friends and followers an e e

conflict zones, conducting recruitment activities, or ER AR
supporting plotting against U.S, targets. These
factors signify the potential for increased risk within our schools and %ocai commumttes

Although violent extremtsts are predominantly male, there are noted increases in the number
of females embracing violent radical ideclogies due in part to their roles becoming mare
defined. Extremist organizations actively seek females to fill operational roles, including
carrying out attacks in the Homeland or traveling to fight—in additionto h:stonc supportwe
actmt;es such as fundra :smg or traveling to marry foreign fighters. :

impact on Schoels

As this threat evolves and more youth embrace extremist ideologies, it places a growing burden
on our educational system to provide appropriate services to students who view hatred or
targeted violence as acceptable outlets for their grievances. To complicate matters, youth
possess mherent risk factors making therr suscept;bie to violent extremist !deoiogses or
possible recruitment. A current body of research of 6eve!opmentai behaviors, which is
discussed later in this guide, suggests that a youth’s risk factors and stressors, if not properly
addressed through personal actions or third-party mtewennon can tead to negative outcomes
in the form of suicide or violence: agamst others.

Our educators are in a unique position to affect change, impart affirmative messaging, or
facilitate intervention activities due to their daily interactions with students, These interactions
allow for observing and assessing concerning behaviors and communications—students
embracing extremist ideologies and progressing on a trajectory toward violence.
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Educating, building skills, and assisting students with developing strong social and emotional
well-being are essential components to preventing violent extremism and other types of violent
acts. These preventative measures diminish the likelihood of schools becoming potential nodes
of radicalization or recruitment hubs for violent extremists.

OUR SOLUTION

This document serves as a |\
activities that assist tuig nitment to violence as
a method of resoly pmpower schools
and local enmm g (g influence
for youth., o

The FBI is
which nrg

it at-risk behaviors and

Law enfal

against the cati
environment for I
infused with nxiramisl'é
influences targeting our y.
collaborative efforts will help yis LE e
poses to their lives, families, and communities.

against outside
extremism. These
ti the impact violent extremism
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FORMS OF VIOLENT EXTREMISM

The FBI is a leader in preventing Homeland attacks and educating local communities and
families about the impact of violent extremism. In recent years, local communities were
targeted by myriad types of violent offenders including active shooters, terrorists, gangs,
criminal enterprises, human traffickers, and an refdarors. The motivations behind these
acts suggest financial gain, a p , &, 01 feeding on vulnerable youth.
As these threats evolve wLlxk ¢t within our schools also
evolves.

The FBi’'s Colints
CVE mission

issues. The

ISIL's emerpencs of ISIL's

recruitment effa
Domestic Viclent 1

Domestic Violent Extremism Muoyermis ¥t extremism is defined as individuals
or groups attempting to advance social or political beliefs through force or violence and in
violation of federal law, The FBI recognizes several domestic violent extremism movements,
including but not limited to white supremacists, animal rights and eco-terrorists, and anti-
government or radical separatist groups. There is no specific crime of domestic terrorism, but
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rather the individuals or groups are investigated based on a specific criminal violation.
Violations include hate-based activities, weapons violations, or possessing a destructive device.

As some adults embrace domestic violent extremist ideologies, their beliefs can permeate
family norms, oftentimes influencing their children. This dynamic fosters biases leading to
hatred and intolerance, and drives the need for action.

Hate Crimes

Hate crimes: A hate cri
perceived race, nutj
Matthew Shcp :

perceived
federal
anplo

5 that group
ances their self-
‘ard other groups.

members seek ¥
image, but also 1yl

» Gang Model of Criminal ehay de-individualized and willing to
commit violent acts consistent with the gang ] behavior and feels less personal
responsibility. This separation from one’s self results in less accountability and reduced
self-awareness, and therefore, manifests in instances of deviant behavior,
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» Causation Mode! of juvenile Delinquency — a child is vulnerable to detrimental influences
from familial, socioeconomic, educational experiences, or ideological factors, often
resulting in criminal deviant behavior. Once exposed to dysfunctional norms, the child
begins to exhibit behavior that is contrary to social expectations.

» Risk Analysis of Terrorist Attacks — an individual is thought to become “at-risk”, when
three elements are present: fhi te vulnerability, and
consequence of one’s panaant of each other,
but rather all m Phe.curm of these three

' hirg to their

stuichem'y
has 1

Each period of adalesc ndividiual * needs to
fluctuate dramatically, As nif BFTartrrs There are
associative risks within schools fro _ g sexual harassment, and
developmental issues that can result in violence, including suicide or targeting others.

High schools are comprised of students in each adolescent developmental period creating a

uniqgue dynamic. High schools might be at greater risk and students may be more susceptible to
embracing violent extremist ideologies, joining extremist organizations, or self radicalizing, if

UNCLASSIFIED 7



UNCLASSIFIED

they are unable to withstand the many influential factors and daily stressors in their lives. This
dynamic also presents unique challenges for our educators—recognizing and understanding the
underlying catalysts to violent extremist behaviors and designing grass roots initiatives to help
students resist the temptations and fure of extremist organizations.

The Virginia Youth Violence Project, administered by the Curry School of Education at the
University of Virginia, developed a threat assessment model for addressing the underlying
catalysts to concerning behaviors. The model emphasizes early attention to problems such as
butlying, teasing, or other student conflicts before they escalate into violent behavior.
Educators adopt a problem-solving approach vice a punitive zero-tolerance behavior
modification approach. This new appraach pmmates student-staff interactions resultingina
more positive school chmate i whlch students feel treated thh falmess and respect

Violent extremists primarily target ado!escents dueto deveiopmentai vuinerab:ht: es. These
vuln erab&ist;es make them suscepttb!e to: recru:tment efforts by groups c:ffermg persanai
support and prov:dmg a sense of meaning and belonging. Adolescents; like: most individuals,
tend to choose group affiliations—social and antisocxa!—based on the “fit” of the group with
their developmentai needs. The type of group the mdmduaf gravitates towards is largely
determined by access;bthty, opportunity, and relationships | formed over time, Accordmg toa
Psychiatric Ti mes article entitied, Why are Young Westerners Drawn to Termnst Organizations
like i5iIS, dated September 2015, researchers believe many adherents drawn to violent
extremtst organizations are not psychopaths or brainwashed, but rather everydav young peopie
in soc;ai transitional stages in their fives. The desire to ascribe meaning to one’s i;fe and bemg
part of something much larger than oneself is an overriding wish in human nature. Researchers
concluded that embracmg violent extremism is due to vulnerabilities in human nature that are
exacerbated by aspects of Waestern societies.

d! stectarit ST L8 refevant group ax o skandared af‘ m&mme cma&xi ;{zfzm‘; arruelf
rorparsd creofing awmacmai’ o pseciative dmaeriics,

Youth embracmg domestic extrem;st movements {across.any extrem:st fden#ogy} are
sometimes raised in an environment where racial, religious, or cuitural bias is viewed as
acceptable. This results in behawors mﬂuemed by family involvement. Youth gmw:ng up in
these environments are exposed to extremlsm at a very young age, which permeates their
values, and aids the fcrmuiat:on of radical beliefs. Youth view these forms of extremism as
family norms, although they are not acceptable in mainstream soc:ety This dynamic
perpetuates the cycle of hatred and mtolerance L

N 4 steadent s perscyicd alis ov underaclievenment rny Frgoer mpulsive or viofeat ocls,
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According to the World Health Organization and other social services providers, adolescents
exposure to environmental risk factors affect health and well being, coping skills to withstand
life stressors, physical and cognitive development, and their ability to make prudent decisions.
These environmental risk factors include nutrition; parents and families; neighborhoods and
communities; cultural backgrounds; school districts; access to civic organizations or social
services; employment opportunities; avanlabmty of proper health ¢are; sociéetal norms and
sacio-economic status.

violent extremist sdeoiogtes Oftentemes, students become distllusioned by factors outside of

their control thus giving way to resentment -emptiness, ionelmess ar feehng tost and

abandoned, Cultural dtfferences can intensify these feelings leading to isalation or alienation. A

nurturing environment rmght help a student withstand the threat from violent extremists, while

a dysfunctional enwranment might. iead to greater acceptance or adherence to extrermst
philosophies. :

An article in the FBI Law Enforcement Bulletin, Building Resilience to Violent Extremism — One
Community’s Perspective, dated Aprit 2014, cited a recent cultural assessment conducted on
youth parents, and community service providers in a select American commumty This article
outfinad entrance nsk factors that create opportunities for entermg into wolent extremistn and
how protective resources ceulck stop, delay, or diminish such opportumt!es

An entrance risk factor is defined as an opportunity provided to an individual to a!low for access
toan actmty or initiate a negatwe behavior outside the purwew of friends, famdy, peers, or
associates. - : -

These findings suggest ‘prevéht&qn ac'tivi't‘ig_sﬂ shoiild be d%ifécted a three factors contributing to
potential involvement in violent extremism:.

»  Unacoountable fime ang unshiserved \{33;?:'.

> Pargsivid social Ew;tzmaw of viclent extremism; and

» The poterdial for rontact »vsﬂ\ \»‘saaent 2xirem wt_&.

Each of these entrance risks contribute to a student’s initial involvement in or facilitating
acceptance for violent ideologies occurring out of their family's view; therefore, without their
direct knowledge or consent.

Unaccountable or unobserved space provides a window of opportunity for students engaging in
activities contrary to their family norms or desires, thus creating additional vuinerabilities and
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opportunities for exposure to violent extremists or violent rhetoric. Students in unobserved
space may contact or be contacted by a known violent extremist, who assesses the youth for
possibie future recruitment. Students’ consumption of violent propaganda while in unobserved
space may ignite the radicalization and mobilization process. Limiting idle times and
unobserved space provides less time to engage in negative activities. Replacing idle times with
positive social interactions may reduce activities in unobserved space.

Violent extremists attempt to legﬁ!mtze their actions as appropriate and necessary ta help the
cause, or wage war to protect culture, heritage, or beliefs. Students can readily view stories on
mghﬂy news broadcasts, mteme’c websutes or socsai med:a forums, whnch hxghhgm foreign or

organizations, Students assrgn meanmg to these conﬂtcts bmidmg reso{ve and support for the
call to action.

To offset its impact, t;o:fhmuniﬁes and governmental éntities.-shbuid promote open dialogue
about underlying issues or craft affirmative massaging to counter this violent rhetoric.
Communities and families are credible voices to overcome this daunting challenge and turn
youth away from violent trajectones* endorsmg posxtfve farmh; ideals and nurturing
environments,. Parents, older szbhngs, and educators may be efféctive in famhtatmg discussions
with adolescents and fostering critical thmkmg resukmg in alternative behaviors. Aiso, some
:mrmgrant fammes may not be suffic;entiy present ina youth s life due to work constramts to

process to ensure a vouth is afforded the appropnate resources

This cuitural assessment concluded that risk and resuhency are propert:es of the commumty and
its famzhes that can be modlﬁed based on commiunity-based or fam;iy-focused prevention
actwmes. These efforts empower schools, families, and civic leaders, ratsmg the level of
mvoivement in ioca} resvhency eﬁorts,

sial &w«%xa

The mundatmn of violent extremlsm in mainstream cuiture can be ahgned in psrt w&th
technological advances. As new technologies have -
emerged, so tog has the virtual spread ‘of: v;olent
extremism,

Violent extremist ofg’éhi!ations’ abiﬁty tc transé‘énd
internet and the use of socna! medta Violent
extremists troll for youth in social media or online
forums, to spot, assess and recruit those who are
vuinerable. This targeting of youth is increasingly
putting them “at-risk” as many are tech-savvy and
often spend large quantities of time on social media
networks. Today's youth strongly depend on social
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media and seek immaediate connections or gratification. This change in inter-personal
communications often replaces normal face-to-face interactions. The need for connectivity,
acceptance, or sense of belonging can drive their overall needs, online activities, and their
social sphere of influence. Accerding to a Psychiatric Times article entitled, Why are Young
Waesterners Drawn to Terrorist Organizations like 1515, dated September 2015, researchers
opine that youth can be easily tempted by the false allure of quick and easy social connections
amidst an individualistic society from which they feel slienated.

Diyesiood cowatoict with extremibt mwmmw fxes. ;ﬁmﬁnﬁ&%&d Qe Hene,

The mtemet NOw af‘fords vm!ent extremlsts a ventabie play reund fer spotting and assessing

A 2009 essay by formar Al-Qa’ida recruiter and
milieang deric, Anwor Aulag, labeled the imemet
growing body of research suggests the mtemet BCtS BS | preat medum for spreading the cof oﬂ,-;md w»a ’

following the news of the muyahedren. Aulag
a catalyst to sustam radtcai:zed beliefs more so than | rfredroder e WWWY Ject and urged
acting as a primary cataiyst towa rds rad:cailzatson | supporeers to establish onfine discussion farums,

Regardless of the mechanism, once a violent extremist | Mroes, m emol b to o comeraans ond
makes contact with youth they begin agsessing his or

her responsiveness fot supporting a violent extrem ist belief or acting on behaif of ;ts undertymg
grisvance. :

Fhe em‘mwf mrm <545 promcry ootalst fo suskoin rodicalized s‘m??@ﬁ

While ontine recruitment isone potentzai vulnerability, social media also pmwdes youth a
platform for identifying vmient extremists or becoming turious about the. subject matter to
conduct. usearch—gammg an apprecsat;on or understanding of its principles. Youth may find
the cont:ent appealmg or attracttve espec&aily when they meet others {peers of young adults}

meamng and understandmg to the xdeologscal underpmmngs that drive acceptance of raducai
beliefs or support for future actions, These' mteractmns result in brmgmg new supporters into
the fold. :

v No sihole efement is fwgmmm For ma}mw a sm:‘&wt wxft&?mbx@ o wolent axtremisls
seeking to impart radical views on them,
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Violent extremist recruiters often encourage their followers to transition their means of
communication from open social media platforms to encrypted chat rooms—transitioning from
overt lines of communication to covert, encrypted
chats, facilitating extremism discussions and hindering
{aw enforcement’s ability to obtain electronic
cemmunications or evidence pursuant to a court order
or warrant, Law enforcement defines this phenormens
as "Going Dark,” limiting an understanding of extremist
communications or future intentions. Extremists might posséss a working knowledge of hacking
or anonymizer capabilities, fgrther compl ieati_r_xg -th_e--ahil.igy to i'awfu.iiy trace communications.

ﬂmwemrmnm p,&r*mmg ammm:rma&am £ &rwet >efe Fiai "mdﬁm‘w e socied

aredfia

A threat Eandscape, once: dommated by terrorist orgamzatsans and their h:erarchacai command

and control structures, isnow characterized bv dece ntrahzed and dsstnbuted nodes of

influence. While the volume of viclent AR L ;

extramist pmpaganda rAay vary depending ' ,

on the type of network structurg; the ease. NS/
NS 3

of access to violent extremist propaganda "

ori social media p!atforms frequented by

ycqt_hs remains a coricern. Even limited - i ,‘;\?

exposure ta violent extremist propaganda A

may result on a path towards yiolent L0 ST

ex’cremmm : :.: g RO RER DN TR TR
PO ¢ e Dantrnline, DRCATMONINS wae Dhibiied Nxaorkx

These nodes alter the woient extremist.
landscape by potantially expasmg youth to a heightenad number cf extremssts and quanmy of
violent propaganda. These hon:ontat relationships—often with peers or'those of the same
generation—make them more vuinerable to poss:ble radtcahzatmn and recruztment

SN Vot soclal netwarks promcte mm" 13)‘ v m*m:fmwzf rmfxm’vafmm pmﬁm:m arsed
moblizing fo vickense,
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Violant Propagands
Internet~bessed Propaigoedi

The internet provides access to endiess streams of violent propaganda mspmng others to
action, glorifying extremist lifestyles, or perpetuating
the spread of hatred and intolerance. The difference
between protected speech and illegal incitement can
be a very fine line. Espousing anti-U.S. sentiment or
extremist rhetoric is not a crime and is protected First
Amendment activity. The issue is not if the individual.
voiced hisfher support, but rather has advocated
imminent viclence in support of an extremist
organization and that violence is likely. tooccurasa
result. As individuals consume violent propaganda, it
might resonate with ihem or reinforce their perceived
gnevance. Th:s resuits ina strengthemng of hehefs

or gnevance

- Consumption of wolernt propoganda & nmffrymf colst ms?‘_ew_t;f{m*{méion.
Cndine &siagaéirm,

Several extremist orgamzat;ons d:ssemmate online magazines intended for their suppcrters
According to analysis.on Al-Qa‘ida’s “Inspire” magazine-
conducted at Georgia State University, the goals of these
online magazines are three-fold: providing a platform to
d:ssemmate mformat:on or prcpaganda to supporters;.
motivating supporters to act and provxdmg the tools to
mobilize. : E

Online magazines focus on inspiring believers while
simultaneously attacking their eneémies through
voluminous and often erroneous violent propaganda.
These magazines emphasize power and geographical
dominance, while decrying western policies and European
cultures. They alsc serve to perpetuate their grievances while glorifying the actions of martyrs.
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These online magazines serve as reference documents outlining possible targets, summarizing
protocols for weapons acquisition, and serving as a how-to guide for bomb-making capabilities.
The magazines are professionally designed and of high qusality.

They are disseminated on a massive scale ensuring penetration

of their radical messages, and disseminated in multiple

languages, allowing them'to target a particular population for

manipulation or radicalization. This may affect some of the U.5,

Diaspora populations, which either don’t speak English or

prefer their native language, thus impacting multiple

generations. Posting these magazines in.online forums.in

English specifically targets western and Eurapean awdsences

Further these orgamzatmns either have access to. mdiwdua?s

very adept at synthestzmg the regton ¢ tocai concems and mampu !atmg those jssues to
advocate their posxtlon PR : 7 -

They also contam flashy graph:cs, mtmackmg those in present dav vsdeo games The primary
motivators behind these online magazines are drawing attention to their cause and entlcmg
more supporters mto the fold—notably youths who view the content as appealmg

&w&:‘ fw*fr&es ave the finst defense fo monifor internet wags, sm;i‘sﬁ& or vickst
pm;xwmfai arberting fo posdble exirernist belefs, contocty or futirs inbentions.

On iiﬁe (}mnisw

Onime gaming adds yet another jevel of vu!nerab;hty for our youth. We assess that onling
gaming is sometimes used to. mmmumca’ce, train, of plan terronst actwitxes, Many youths are
very prafxc:ent in gaming techmques, online
communications, and user forums, jeading to
interactions with online gaming enthusiasts, who
are assessirfg‘ v'uinera'b!e ybuth ‘fo:; po&'s‘ibiie

mtght be supporters afjan extremist orgamzatmr;
and actively recruiting for their cause.

A 2003 study conducted by Loyo!a University-
Chicago suggests online gaming promotes sacial
interactions, develops expressive skills, aids
strategy formulation, and promotes planning in a simulated environment. The gaming
environment facilitates social connections by strangers sharing common interests. Online
gaming can also teach rudimentary warfare protocols, rules of engagement, and other military
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actions, which can be applied to real-life scenarios such as conducting an act of targeted
violence,

CONCERNING BEHAVIOR
A Definition

Ihyiing, or supporting the

@il or economic goals.

tital activities to
investigations

The FBI defines violent = xir&m
commission of a violent a |
The FBI uses an imtallig
conduct baselineg j

causes |
Clima,

risk that

student’s nnipg or

The SSI conclusion ¥ :

pathway to becoming : PTG T (e,
indicating support for exire ention., This progression is
paramount to educators who rely on neamiing behaviors and
communications to initiate the dlsengagement process intended to direct students down a less
destructive path,

W Ulolent extremists do not share a “typical” profife. They might be self-radicalized, seff-
trained, and ;eh‘-execwmg
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Nadicslaation

Radicalization is defined as the process by which individuails come to believe that engagement
in or facilitation of nonstate violence to achieve social and political change is necessary and
justified. Radicalization enabling factors can be personal, community, group, socio-political, or
ideological. Research conducted on youth-related radicalization indicates a vuinerability
concerning a distinct identity, meaning, adventure, and belonging in their lives. However,
factors driving or inhibiting radicaiization change over time and vary individually.

Normal developmental vuinerabilities common to adolescents make some amenable to the
influence of violent extremism, a trajectory that through inhibitors such as community
engagement, mentoring, therapy; ahd _gdvt':a'tionc.'aﬁ-'be altered or suppressed.

Enm&!mg Forcters ;mf(mme’ the ma&afl:ﬁfmm pn:m?ﬁs udiile if;f:fb;fow el progression,

NMobilization

Mobilization is def‘ ned as the process when a radicahzed mdmduai prepares for violence or
engages in violence to reinforce their beliefs. Generaity, mobd;zatnon to violenceis
premeditated and consists of acts directed against targets symbolic to their particular cause.
The FB! and other experts studying’ these jssues ohserved similarities inthe pre-attack
behaviors of lone offenders and those perpetrators from other forms of targeted woience,
mc!udmg terrorists,

W The stodent’s armpmnw of lethal violence to odfvance on ici&)&“gssml gmi:tf(mt socﬁmi oF
refigious vouse, : &

Mobilizing is a behavioral pre-cursor to an act of
target‘é'c’l violence. The co ntept of “targeted violence”
contains unique charactenstncs that befit most
offenders: :

» Targeted viclenceis the end result after a
wracess of thinking and behavier;

> Perpetrators 46 Hot “Rust shap™: and

> Succesasful attacks typizally reguire planning
and preparation related do key activities
{timing, tactic, target, capabilityl

| A shitt in altacks from divected of spedcific fargets o fargels of opportunity,
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in 2000, the FBI conducted a study of schooi violence, The School Shooter, resulting in the
identification of “leokage”’—a common warning behavior for students advocating violence.
Leakage occurs when a student intentionally or unintentionally reveals clues to feefings,
thoughts, fantasies, attitudes, or intentions that signal an impending act. These clues emerge as
subtle threats, boasts, innuendos, predictions, or ultimatums and are conveyed in numerous
forms {e.g. stories, diaries, journals, essays, poems, manifestos, etters, songs, drawings, and
videos). ‘

Lelge i one of the »x‘rmgesf cheay pmmrmg £ tlmmt @k,

According to the {ndrcators of . Schoof Cnme and Safety, pubfished m July 2015 through a
partnership with the US, 15épartment of Education and the L., Department of Justice - Office
of lustice Frograms, there are'many factors impacting school safety. These factors include
victimization,. teacher injury, buﬁymg, cyber-bullying, fights, weapons, gangs, drugs, and alcohol
abuse. These factors’ resulted in death, sutcrde theft, SImpie assault property damage, hate
crimes; intimidation; and forced sexual offenses This study htghilghted vaiuab!e metm:s and

insight into the current school safety environment:

»  Nearly 35% éf,?"- public schouds repsrted & t?j’im%ﬁai*iméﬁam, resy i‘zimgiﬁ an eétimated 18
mitlion eritnes,

Over 23% of public schosls reported that bullding among students t‘m.msﬁd an 3 dasiy oY
Wé&k§§* hasis; 22% of students reported being bullied at a public sthooh ;
iy 7% of stusams reparted being cybe*‘ -huthed mmng the »f:hoa year
% of public scnaaﬁv reported gang activity.

Over 2“’ of gublic school reportad cult or extremist activities,

Mearly Tl students r&parted Baing the target of mtewei&uaﬁ Mm:i& :md 25% m*
‘_t)ub‘ ¢ schoads ;e;ss*‘ted hate-reiated graffiti, :
- Nea* by 88% of ouhim schoam utilize nont rm fad ar*res:: momwrs 1_9, §“€1§&§!‘§‘* ert*ances, o

security staff to enhance schooi safety. ;

3
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Leakage applies to today’s violent extremism environment, particularly through discovery—the
uncovering of posted electronic messages, pictures, or
videos on social media platforms that are of a violent
nature or support viclent extremist ideologies. Discovery
can also take the form of written or verbal communications
that reveai planned travel overseasor a wd!mgness to
commit a violent act.

To address leakage, a body of research suggests
interactions extrepiists have with individuals occurring
within their own social circles prawde clues’ to their future
intentions. Third parties who interact with radicalizing
youth are referred to as Bystanders—individuals such as
family members, peefs authority figures, and strangers whose relationsmp and level of
interaction with an extremist enables them to witness or become aware of activities or
behavtor that may mdtcate radicahzatxon or mohzhzatmn to v;otence. A student’ 5 mteract:ons
with a bystander provide apportumtses for observatlons aof suspxc;ous ‘behaviors:and actlons, or
information reievant to future intentions. The key is communicating these 0bservanons and
information in a timely manner to the proper authorities or a trusted cammumtv partner

mmgatmg @ potﬁntxai threat before an mdmdua! mobxhzes to violence,

™ Mo behaviors depict an incividusd’s witliogness to commit o viclent ot

The 2000 FBI School Shooter study suggests a student’s personality, family, school, and sogial
dynamics must be anaiyzeé by school administrators and counselors to determme how best to
respond to concerning behaviors or communications. Recogmz;ng behavior or commumcataons
indicative of radicalization ieadmg to violence allows for a commumty 5 preemptwe action,
including mtervent;on or d&sruptton pnor to mobniszatton

An intervention takes many forms, mc!udmg risk mxtsgatmn and conflict resoiutson, oF
disengagement. An intervention is conducted by experts from muit:pie disciplines, and if
unsuccessful, law enforcement executes a dismpnon to mitigate the threat to the local
community.

OUTCOMES OF EMBRACING VIOLENT EXTREMISM
Abuse, Infury or Death

The actions of violent extremists result in multiple outcomes such as abuse, injury, death, or
incarceration.

For example, American youth traveled to conflict zones where education is no longer needed
but instead received lessons in viclent extremism and military training that includes proficiency
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with AK-47s, Science, history, art, and sports are considered incompatibie with the pursuit of
the extremists’ cause. The indoctrination of youth is essential to sustaining violent agendas, and
requires youth to disavow and disregard their parent’s wishes. When allowed to pledge support
or conduct horrific acts on behalf of violent extremist organizations, it controls our youth and
their baliefs for years to come.

Youth who traveled to conflict zones were subjected to bedily abuse including rape, fingernail
removal, electric shock, and beatings; orforced to watch or participate in beheadings or
assassinations of entire families. These actions strengthen the violent extremists hold on youth
and their developing minds. Females are particularly at risk. They are sold into slavery, forced
to become child brides, and uommtt-atmcxttev_. b éhaff of a v:oient extrermst orgamzatlon.

If a student succeeds in traveimg toa conflict area, chances are great he or she will.not return,
There are neported instances of individuals expenencmg doubt and w;shmg to retum 1o the
U.S., wha were assassmated by extremxsts for des:rmg to teave‘

A student can perpetrate an act of targeted vroience, but can also become a victim. Victims who
are targeted mci ude, members of a pamcu!ar rei:g:ous falth or rac:a! popuiatxon Umted States
fam;hes, mmtary ;aerscnne! and thetr famshes, and, mdmduals whom waient extrem;sts oppose.
Additionally, members of the public have been innocent victims, along with: mdmduais wha
speak out agsinst others based on personally-held beliefs—a retaliatory actfon, :

Families often experience shame and are victimized because their chi‘l’dren support extremist:
ideologses‘ Rel;gmus and sacial stigmas are attached to children ;emmg criminal or extremist
crgamzattons Thss resuits 51 a family’s rejection or ostracization within the;r iocal commumty

3*\““?\3\,&‘{@{3

Intervention is not a new. cancept for schools who are already er gaged in secondary @ d
tertiary forms of prevention. to address behavioral issues. i e = T
Many schools already possess Crisis Response Teamsor TR
Behavioral Assgssment_ and Care Teams.in place to
develop intervention strategies for students in need of
support. Existing t‘é'_ahj_;_; can expand their scope toinclude
violent extremism-specific concern ing behavior.
Intervention strategies that address violent extremism-
specific concerning behavior should: invalve those who
can most appropriately respond to the student’'s
perceived grievance, The response should leverage the
strengths of governments, community organizations,
social service agencies, and other professionals to provide what is commonly referred to as an

“Off-Ramp".
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The goals of intervention are fourfold:

v

Facilitate a student’s disengagement from a viclent trajectory;

Facilitate g student’s disengagement from a vicdent ideclogy;

Dasign, develap, and implement an “Off -Ramp” specific 1o the student; and

Assist with the student’s social and emaotions! well-baing so they ars better-eguippsd to
be produttive in the classrosm angd the community at-large.

vy

The school formulates an intervention plan in conjunction with the community and non-law
enforcement entities on the federal or state lavel. deally, an intervention cadre should contain
professionals from the local community representing multiple discipli nes such as mental health,
social workers, law enforcement schcoi resource ofﬁcers faith- based organizations, and/or
crisis mtervent:on teams. '

A commun}ty-ied mtement;on prcgram 5 focus is dtsengagemem or contam ment—resuitmg in
violence prevention. A A
» Disengagement - The process of reducing a student’s social and psychological
commitment to violence and he/she no ionger vsews vno!ence asan answer toa
gnevance : g et

» metammarﬁ ~ Allows for increased engagement between a student and Iocal
commumty members or agencies.

The plan is tadored to the student, allowing the best community resource to aédress the
underlying issues resuiting in violent extremist beliefs. The plan or "Off Ramp”" may involve
mental health: evaiuatlons, social services, job ska!ls counseling, housing support rehgtous
education, or substance ahuse counseling. :

R .T?re optirrial aui‘come m‘* s intervendion i divengoging o stindent i‘rotrr o wifent
trajectary, : .
Interventions should also cons:der Conflict Resolution: Education or Targeted School-based
Social Informatnon Processmg Interventions that aim to resolve disputes or direct prevention
efforts to students who are at-risk for violence or already exhibiting concerning behaviors, The
National institute of Justice {NIJ}, Office of Justice Programs, offers myriad evidence-based
programs that provide strategies to manage conflict and develop social cognitive competence
in school-aged children. o
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if a student continues on a trajectory to violence, the one remaining option is a law
enforcement disruption. Violent extremists commit a wide
array of criminal violations that occur when those with
extremists views act with the intent to encourage, endorse,
condone, justify or support violence, Historically, the FBl has
investigated a variety of violent extremist actions: racially-
motivated violence, religiousty-motivated vislence, and
socialiy-motivated violence,

These types of violent actions result i in d;sruptxons, such as R
criminal arrestsand con vtctlons under federal and state
charges, tg include;

Material support for terrorism
Cmmpsraw o kill, injure, ormahn
Using & Wmmn of Wase Destruction
Providing financial suppor
?m&ﬁcﬁiag-f&iw statements

State weapons offenses

Y v

The FB, state, local, or tribal law enforcement partners cannot arrest their‘wa'y out of the
current threat enwronment however, the FBI is committed to providing optians for youths to
help them dssengage from violent extremism or a trajectaty to viclence. Arrests remam 2 viable
option, however, if disengagement activities are not successful,

WHo SHoutn | ﬂammcr AND WHen?

The d;sengagement process begms when observations lead to contempiatmg two key
questions: Who should | telf and When? The FBI advocates far the empowerment of school
districts to affect change when concemmg behawor or communvcatwns are exh:bited by an at-
risk student.

N The totadify of concesiiing befroviors or conmmunications provide confext that aidk
cassenent of g hiclkdahec!'s pf&wémb: 001 4¥ tm,sm!m #a rachicolization or Riture viclence,

Many times, fellow students or educators observe behaviors or are privy to another student’s
communications and commitment to a violent ideclogy that may be indicative of future
intentions. Students likely feel awkward, reluctant, or fearful discussing a fellow student and
their beliefs. Educators may be reluctant to notify law enforcement of a student’s exhibited
behaviors for fear of a law enforcement action. Overcoming these obstacles requires
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establishing life lines between students, educators, and local communities, aliowing for
communication of information without fear of reprisal or becoming a target of fellow students.
These refational life lines initiate disengagement while promoting awareness of an emerging
threat within the school district. Students and educators are encouraged to convey their
concerns and observations to trusted community partners, school rescurce officers, or a local
jaw enforcement entity.

Based upon investigative data, 2 very small period of time exists between a youth embracing
extremist ideclogies to acting in furtherance of the ideclogy. Therefore, acting decisively is
paramount to educators. There are limited opportunities for interventian with at-risk youth and
schools must be cognizant of this. Law enforcement refers to the time between radicalization
and crossing the threshold to & vnoient actton as “Hash to. bang

The tirne befm@r '*??miz o ém_gf-’ mﬁ:}&e mf;::t:efmﬁ; ﬁmﬁé'

The ;mphcatmns of i:ommumcatmg concermng behavmrs or commumcatxons from at-nsk ‘youth
are s:gm‘r" cant: ¢ . = . LBy

> Alds pf@vemsf\ﬁ activities;

Enhances school safety;

Ajds o student’s sisengagemant fram a vipleot Srajectony:

Fusters open fines of communk iation within thestudent body and ng’im;r mators amﬁ
Enbiarices {3 emaﬁ school climatse. :

:%}' iv;:lz ‘; %

Several mtervention pomts that impact cutcomes are available to schoois and ccmmumt:es.
Countering a potential negatwe ‘putcome results when a school communicates observat:ons
and actions of an at-risk student to trusted community partners; or intervenes when a student
embraces violent idedlogies: or.acts on behalf of an extremist orgamxatzon ‘As the graphic on
page 24 illustrates, an act of targeted viclence results froma spectrum of concernmg behaworsJ
manifesting into several nsk categorxes cited below: : '

Dsaemram.msnc: smﬁent fee "‘"r\g foaty iwneiy iwm\&s Qr'éba ndonedy

Mea%&s Hea ith ~ student e.ah;b\&mg & myental i\&ai‘th tisw;dm :

Group “-uﬁpcsrters - studént wgmort~ng 2 des:g*‘san&u terrorist organization ors
domestic extramint movement;

HVE — Homegrown Viclent Extremiat srsp‘sea by ALQa"ida/ IS

Aztive Shooter — studant using vialence Yo adelress 8 aaraonai grievance;

Fureign Traveler — student des :rmg e traveloverseas and join a forsi gn fightsr network;
Crimina! Element - student conducting criminal activities for financial gain,

v oYV

T

-
>

Wodant exbremises & nol o fneor progression but an svokdag Jencenic situsition,
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The following community partners/roles facilitate disengagement activities within high schools,
including the initiation of interventions:

Community Roles In Disengagement

Schools:
Teacher Nurse
Coach Administrators

Superintendents

Guidance counselors
Grief counselors :

process.

if a youth's intw
Mo al/dhate L0/ fa
Law enforcement will dir
community safety efforts.

scul= a disruption.
schoal and

It's imperative schools maintain a compendium of local law enforcement, civic leaders, and
trusted partners to aid in developing an individualized school support network and action plan.
Establishing a support network, if not already established, should be a priority for each school.
These networks will facilitate future disengagement activities on students exhibiting at-risk
behaviors or communications.
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Concerning Behavior — Community Intervention Decision Points
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RECOMMENDATIONS FOR PREVENTING VIOLENT EXTREMISM IN SCHOOLS

The following list of recommendations assists high schools with establishing collaborative
partnerships within their local communities.

+» Establish Threat Assessment )

In 2013, the State of |
assessment teapy

tirg the creation of threat
ey whose behavior

_ . Schools should

tul health practitioners,
social services, and stune/lueal . wiwii to build a localized collaborative
network. These collaborative partnershlps will aid high schools during a time of need
and will eventually staff local intervention programs.
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* Strengthen Family Outreach and Engagement

Families are the first line of defense in keeping youth safe from violent extremism. High
schools should develop outreach and engagement programs that educate families about
the various forms of violent extremism and ways to identify at-risk youth or concerning
behaviors and communications. In fact, many of the most fruitful and positive leads
reported to authorities liw ' ' 11hr members or community
leaders. It is very impae fam|I|es through PTA or
other prograrmi.ai 4nibly radicalized
students.

nl through

Studant

tlusiun, team work, and
AW Tentllying employment

Jyarice their job skills, allowing less idle time, to

participation in ain@
builds self confidence. &
opportunities for youth seeking to
engage in other activities.
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% Leverage Alumni for Affirmative Messaging

High school alumni are positive role models for imparting affirmative messaging to the
student body. These role models can discuss their concerns while in high school and
impart best practices for coping with the daily stressors from high school while
promoting cognitive and physical development. Success stories inspire and breed
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