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networks, or conducting acts of targeted violence within our borders. 
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THE ISSUE 

Despite efforts to counter violent extremism, the threat continues to evolve within our borders, 
Extremism and acts of targeted violence continue to impact our local communities and online 
violent propaganda has permeated sqciaLm~dia. Countering these prevailing dynamics requires 
a fresh approach that focuses oo et,h.1catfoh and enhancing p.ut.;Hc ¥fetv-protecting our 
citizens from becoming r~qkafo~ed by identifying the catalysts driving ex;remism. 

Youth are embradng many f()rms ofviolentextremisrn;tho:se perpetrated by terrorist 
organ izatigns or other domestk \lidJenfextremist . . · · ==~~~=::::::~:::::::~::::::::::::::::::::::::=~:~":::~-::-=:~~::::::~~::~=::::::::::::::::::~:=m:=:=:~:::::::=:.:::::::~~~:::=·:::::::~::::::::::::::::::~=::::::::::::=::,~.i,~.l.~ 

movemen~sf to those i'n~intaining b\a,se$toWatds The Rn>r.<ty. 

others due to their race~ teligion, Q(SE!XUai ISIL ~ig lit.dy inffu..,nd a f l'f""T old studmi tn 1:!: 
· · · · · · · c:tt:au, ptotlua:, <Jfld d~ Yioknt ~Sl ,,., 

orientation. Youth aged :t3- 18 are ~tively engaged > memigmg vm S-06a1 media m rGtfuilize omer room 1o t 
in extremist activities induding onJine .solmc.c The youth C<JMr.<led ·wirh rioierJt utrnnisn f 

· · · · and ~kr.-minded o•ra11t~ tsl disuibure 51L ......-,......,. to f 
communication with known extrerrHsts, traveling to .... ::~~;.'.~· an<i follow= on mwuPk~.. !!!: 

conflict 411::>nes, contj!Jqing recrultm¢nt ~i;:tiVities, ·or 
supporting plottir1:g agah1st U.S. targets. These 
factors signify the potential for increased ri$kwithinour schools and local communities. 

Altn()ugh violent extremist$ are predomin~ntly male, there are noted increases in the number 
of females ernbra~ingviolent radical ideologi·es due In part to theirrol~s becoming more 
defined. Extremist. organizations actively seek females to fill operationaLroles" induding 
carrying out attack$ in the Homeland <>r traveling to fight-in addltionJo historic supportive 
activities such as fundra ising or traveling to marry forei'n fi.Jhters. 

As this threat evolves and more youth embrace extremistldeologtes, it plates a growing burden 
on our educ~tional system to pn:>vh:te ap.propriate services to stµdents who view h,tfed or 
targeted violence as acceptable outlet$ for their~rievari$es. To complicate matters, youth 
possess inherenttiskfactors making them susceptible to violent extremist ideologies or 
possible recruttt11erit, A current body of resear¢"h oh developmental behaviors, which is 
discussed later in this guide,, suggestsJhat a youth's riskfactors and .sttessors, if not property 
addressed through persohalaetioos or third·partyintervention; eanJead to negative outcomes 
In the form of suicide or violence ag~inst ?thers-

Our educators are in a unique position to affect change, impart affirmative messaging, or 
facilitate intervention activities due to their daily interactions w1th students. These interactions 
allow for observing and assessing concerning behaviors and communications-students 
embracing extremist ideologies and progressing on a trajectory toward violence. 
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Educating, building skills, and assisting students with developing strong social and emotional 
well-being are essential components to preventing violent extremism and other types of violent 
acts. These preventative measures diminish the likelihood of schools becoming potential nodes 
of radicalization or recruitment hubs for violent extremists. 

OUR SOLUTION 

This document serves as a 
activities that assist 
a method of rs~a~ 1 

and local 
for youth. 

against the 
environment for 
infused with r against outside 
influences targeting our vo·_(Mllirl extremism. These 
collaborative efforts will help ¥1 ,::.,':'11 ~~r IJiililJiiB~ln the impact violent extremism 
poses to their lives, families, and communities. 
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FORMS OF VIOLENT EXTREMISM 

The FBI is a leader in preventing Homeland attacks and educating local communities and 
families about the impact of violent extremism. In recent years, local communities were 
targeted by myriad types of violent offenders including active shooters, terrorists, gangs, 
criminal enterprises, human traffickers, and nllne - rs. The motivations behind these 
acts suggest financial gain, a -it 1 feeding on vulnerable youth. 
As these threats evolve ~ r.t within our schools also 
evolves. 

CVE mission . 
as a alu " -
down a I 

Domestic Violent 

Domestic Violent Extremism M -11 

or groups attempting to advance social or political beliefs through force or violence and in 
violation of federal law. The FBI recognizes several domestic violent extremism movements, 
including but not limited to white supremacists, animal rights and eco-terrorists, and anti­
government or radical separatist groups. There is no specific crime of domestic terrorism, but 
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rather the individuals or groups are investigated based on a specific criminal violation. 
Violations include hate-based activities, weapons violations, or possessing a destructive device. 

As some adults embrace domestic violent extremist ideologies, their beliefs can permeate 
family norms, oftentimes influencing their children. This dynamic fosters biases leading to 
hatred and intolerance, and drives the need for action. 

Hate Crimes 

Hate crimes: A hate r 

t 

group to "" 
becomes 

members seek ll-'ttl!fllf!t@!ljl 

victim's actual or 
_example, the 

1 a crime to 

? Gang Model of Criminal 1 de-individualized and willlng to 
commit violent acts consistent with the gang's behavior and feels less personal 
responsibility. This separation from one's self results in less accountability and reduced 
self-awareness, and therefore, manifests in instances of deviant behavior. 
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>-- Causation Model of Juvenile Delinquency - a child is vulnerable to detrimental influences 
from familial, socioeconomic, educational experiences, or ideological factors, often 
resulting in criminal deviant behavior. Once exposed to dysfunctional norms, the child 
begins to exhibit behavior that is contrary to social expectations. 

'r Risk Analysis of Terrorist Attacks - an individual is thought to become "at-risk", when 
three elements are present: . · . vulnerability, and 
consequence of one'~ , en of each other, 
but rather all , Ym of these three 

~ g to their 

Each period of , s· '_ 1u ill1 needs to 
fluctuate dramatically. As n There are 
associative risks within schools ' n_, sexual harassment, and 
developmental issues that can result in violence, including sui~ide or targeting others. 

High schools are comprised of students in each adolescent developmental period creating a 
unique dynamic. High schools might be at greater risk and students may be more susceptible to 
embracing violent extremist ideologies, joining extremist organizations, or self radicalizing, if 
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they are unable to withstand the many influential factors and dail.Y stressors in their lives. This 
dynamic also presents unique challenges for our educatgrs-recognizing and understanding the 
underlying catalysts to violent extremist behaviors and designing grass roots initiatives to help 
students resist the temptations and lure of extremist organizations. 

The Virginia Youth Violence Project, administered by the Curry School of Education at the 
University of Virginia, developed a threet ~sse.s~rrHUltm9del for addressing the underlying 
catalysts to concerning behavio~$; : T.h~ mad~t etnphas1z~s early auention to problems such as 
buUying, teasing, or others~~d~rit. conflicts before they escalat~ 1ritoviQlent behavior. 
Educators adopt a problem:solving approach \fi~e a punitive zerq .. to!erance behavior 
modification approilth. This new approacffi promt>te{student~staff interactions resulting in a 
more positive school cllmatejnwhict)sttidentsfeel treatedwithf~irness and res.pect. 

Violent extremists. pri1narifV ~l.J~~ ~dolescentsdu•to devel~~ent;l v~l11erabilities. These 
vuln erabillties .make. them. s~sceptible to recruitment efforts. by gro1,1ps offerirtgpersonal 
suppo(t·J~~d provitUng a seoseofrneaning aodbelonging. A(;f~le;c~nt~,likeroost ind1vkl~als, 
tend tod1oose group affiliations...._sotiaLand antisocial-.:basedonthe "fit" Of the group.with 

thei( d.~velopm~~tal peeds. The tY~e pf group the indivi(iua) 'r~vjtatestpW~rds · is largely •········ 
det,(:minedby acc~ssibility, oppofttjiJity~ and relationships '~if med over time. According tO a 
Psyebiatric Times attii:le entitled) Why ttreVou~g We;ternef.s DrClwn to.rertt;tist Organizations 
fikeJSJS, dated September 2015, researchers b~l~eve many adherents drawnto violent 
extr~mist organizations are not psychopaths ilfl:>rafriwashed, but rathereveryqayyoung people 
in ;~ial transitio(lal $t8QHin their lives. Thedesit~ to)iscrlbe meaning to one's life and beirl; 
pa~ of something muc-h larger than oneself is an overriding wish inhumar1 nature, Researchers 
cot)Cluded tha~ embracingviofent extremism is due to vulnerabili~~es in human nature thatQte 
exa~~rbated by asp.ects of western societies. 

. .. . . . - ._ .. _. . . . . .. 

¥'4,wdent~me:~~ma;lamfwdqf·~~""*"Jmfh 
wn~paf~cn~ ... '1ting cspiroflonaf (/t r-tiS&iative dynamic~' · ··.·.· .•.• · · . . . · · · · 

Youth e"1bra<:ing domestic ~~tre~IS.t. Jti.ovem~ots facrossaoY~~remisl ideology). are 
sometimes rai$ed in an en\tirpn tnent w~.~e racial, religie>µ$~ of ~ultural bias is viewed as 
acc-eptable. Tht$ result! in beh~viot"S influenced by famOy inv()Jvement~ Youth grGwing up in 
these environmelits~re expo~~ to extremism at a ~eryyoung ~ge, which p~rrrleates their 
values, and aids the forf"l1.1Jfatio:i'I of radical beliefs, Youth view these fon'ri.! of extremism as 
family norms, altho1..1gh theyartne>t acceptable in rnainstream~qei~fy~This dynamic 
perpetuates the cycle of hatred ~rt~ lntol•nuu;e •. ·· · · · ····· · 

' · .. :·· _ .- - ·-:·: :-: . ·.· 

·1' A >t<1detrl~ _,,,,""' afsi> or urNiet~b1"'1'!1mml: rmw trigger knpuhive or violent act>. 
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According to the World Health Organization and other social services providers, adolescents 
exposure to environmental risk factors affect health and well being, coping skills to withstand 
life stressors, physical and cognitive development, and their ability to make prudent decisions. 
These environmental risk factors include nutrition; parents and famiHes; neighborhoods and 
communities; cultural backgrounds; schopl di~rict~; access to civic organizations or social 
services; employment opportuniUes;availabHity.ofproper healthcare; societal norms and 
socio-economic status. 

One or several ofth~se factors might affect a ~dent's cQping abillty and drive acceptance of 
violent extremistideof ogies. ~entimes, students become distllusioned by factors outside of 

their control thus giving Wi;iytp. res~Otment, emptiness, !oneHne$S/ l:lr f eeliog lost and 
abandonec;J. Cultun:tf diff~rences can lntensify.thes~ feelin~s leading to)solation. oraU~nation. A 
nurturin& envircmment might• help a st:udentwithstand the threat from violent extremists, while 
a dysfunctional emtif'onment mighttead to greater acceptance or adherence to extremist 
phUosophi~s. 

i> sfu<k,>t,J,,,, ~11,,gs #f~t@,f~ 41¢11~;~·~,,n,,,i,,niifijg, 
adt-~YJ!ur4 f:;.1fory,_iotthn1heeklt1g~ . . . . . . . . ... . . ... 

An article in the F6f Law Enforcement Bulletiti, Building Resilience to lliolent Extremism - One 
Cotpmunity's P~rspectlVe, dated April 2014, cited a recent cultural. asS:es~ment conducted on 
youth, parents, ancl community service providers in a select Amerkan community. This article 
outlin1!d entrani:e risk factdr5tbatcreate opportunities for er}teringjnto violent extremisrnand 
how protective ~sources c¢1,Jld $top, delay, or dimini~h stH::h opportunities. 

An entrance risk factor isdefiried as an opportunity provided to ~n ind{Vidu~lto aUow for access 
. ,. '.,' .. ' '.. . ' ' . ' ' .... 

to an activity or initiate a negative behavior outside the purv1eW of friends, family, p~ers, or 
associates. 

These findings sQggest preventwn activities sh.oufd b~ directed ~t three factors ¢cmtributing to 
potential involv~ment in violent extremism: 

;... Unaccmmtab~et!h1e.and unobserved space,: 
';;-· Pen:eived scdaf legitlniac.y of violent extremism; and 
;... The potential for contact vv!th viotentextremh~ts. 

Each of these entrance risks contribute to a student's initial involvement in or facilitating 
acceptance for viotent ideologies occurring out of their family's view; therefore, without their 
direct knowledge or consent. 

Unaccountable or unobserved space provides a window of opportunity for students engaging in 
activities contrary to their family norms or desires, thus creating additional vulnerabiUtles and 
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opportunities for exposure to Violent extremists or violent rhetoric. Students in unobserved 
space may contact or be contacted by a known violent extremist, who assesses the youth for 
possible future recruitment. Students' consumption of violent propaganda while in unobserved 
space may ignite the radicalization and mobilization process. limiting idle times and 
unobserved space provides less time to engage in negative activities. Replacing idle times with 
positive social interactions may reduce activities in unobserved space. 

Violent extremists attempt to legitimize their actions as apprppriate and necessary to help the 
cause, or wage war to prQteC:t ttilture, herttage, or beliefs. Studentic;ao readily view stories on 
nightly news broadg1sts/internet websites or social media forl.!tns, whichhiehlight foreign or 
national policy. f11ese storiesserv~ as cataly$1:S of pfpmotegrievancesfor eXtrE!mist 
organizations. Studentsassig:11 meaning to these conflias bµildfog resolve and support for the 
call to action. 

To offsetits impact, e;ommunities and govern men-tat entities should promote open dialogue 
about 1Jtiderlying. i~~Qes or craft affirmative n·11;?ssaging tQ ·counter thb viole.fit rhetoric. 
Communities andJamHies are.credible vokesto overcome this daunting challenge and tl.lrn 
youtfraway from violenttrajectorie~-endor~ing positive f arnlly ideals and nurturing 
environrn.ents./Par!nts, older siptings, and e~t1cat.ors rnliY be ef1ettive irlfacilitating discussions 
with adolescents· and fostering critieal thinking resUlt.itigJn alternative behavk>rs. Also, sortie 
i mmJgrantfamHies may not be sufficiently preseotln a ye>uth'slife due to. work constraints to 
fos~e_r criticalthinking. In this scenario, edUdtors and tfi.Jsted commuf)jty partners can aid that 
pr9(:.ess to ensure a V(:ltJth i$ afforded the appropri•te re$ources. 

.. . ''. '" . . ., ' ' ' ' ' ' . 

This. <;ultt1ral ass~sm~nt concl.uded that risk and resiliency are propettie$ of the community ~nd 
its fa;rn Hies that can be irJodified based on cornmunity-based or fartjily-focused prevention · .·. 
activities. These efforts empowet'sehools, families, and civideader$, taisingtheJevel of 
involvement in local r;esilienc\' efforts. 

The inundatiorlof violent extremisrntn rQainstream culture c~rfbe allgned in part w•tff 
technologiCcd iidvances. As new t~hnol~gies hav' •. 
emerged, so too has the virtual spread of violent 
extremism. 

Violent extremist orgahitations' abifity to transcend 
geographical boundaries is m.ad.epossible bythe 
internet and the use of social media, Violent 
extremists troll for youth in social media Or' on line 
forums, to spot, assess and recruit those who are 
vulnerable. this targeting of youth is increasingly 
putting them "at-risk" as many are tech-savvy and 
often spend large quantities of time on social media 
networks. Today's youth strongly depend on $ocial 
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media and seek immediate connections or gratification. This change in inter-personal 
communications often replaces normal face-to-face interactions. The need for connectivity, 
acceptance, or sense of belonging can drive their overall needs, online activities, and their 
soda! sphere of influence. According to a PsychiatrkTimes artide entttled/ Why are Young 
Westerners Drawn to Terrorist Organlzat;ons like ISJS, dated September 2015, researchers 
opine that youth can be easily tempted by the false allure of quick and easy social connections 
amidst an individualistic society fromWhi<::h theYfe~laUei'tiltE!<:t 

The internet 1'0W ~ffords Vir.;>lent eXtterrHsts avedtabJeplaysroundfor spotting arid assessing 
individuals.VJtio are tecept1ve to.Jt specific grievance or .• ·····~============~ 
ideology and for ·sha\ineta.dic~JthoUghts ai'ld beliefs. A• . ·•• 
growing body of res,arco suggestS the internet act! as 
a catalyst to sustain ra~:ficaliz~d beliefs tnote s6 than·•· 
acting as a primary pataly$t toward~ tatUcall,tatiof'!. 
Regarilless of the •mechanism, ollce a. violehtextremist ·.·. 
ma~es contact wi~hyputh, they begin a~~ssltj,g hi~ <W 

A 2009 euuy bf fi>rm:f Al-Qa'i<ki ~ -1 
mi1imnt cleric, Anwar Aulaqi,. labekd rre irumB (!,f a 
glCCll: me<ium ~ spneadine rhr rol a(Jhad and 
fDl1owing die,,.,_ o(lhe 1mffe1hedr:en. Aul<Mji 
referred ro ~ inwne:r as. WWW Jihad and urged 
suppamrs. to <!"Sltlblish onr- tfi.russion (lltums, 
Wl".bsites. arid emDi.liRs to iniliore. t~ atld 
eitpand the~ rommooities. 

herresponsivene$s fOt$i,apporting a violente~remi$t t:>etiefor acting on b1ah,alf of its underlyfng 
grievance. 

While ()nline recruitment i$ one potential vulnerability, socjalmedia also provides youth a 
platform for identifying violeJ')textremists or becoming curious al:>out the subject matter to 
conducf(f.!search-aaining an appreciation or understanding of itS prin.dples~ Youth m•Y find 
the content appealing or ~ttractfo-~~ especially when they l'l'leetothen (peers oryoungadulh) 
onhne, who are violent extremjsts and Viewed ils ratit:mal ~pie, These Online contacts offer 

meaning and t.inderstanding to theld~0Jogicatunderpin9ings that .drive act:;eptanc~ of radical 
beliefs or supp-Ortfor future actions, Theseinteraeti<;iri$ resqlt in· bringina ·new ~upporters into 
the fold, 

==• No single element lsre;1-~4~1hkf ~·mqhklflO-J(lk.it!J1tvul11en7bk to vlofent extremhts 
.seeking to l.tnpart radical vkw.i on thern · · · · 
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Violent extremist recruiters often encourage their followers to transition their means of 
communication from open social media platforms to encrypted chat rooms-transitioning from 
overt lines of communication to covert, encrypted 
chats, facifitating extremism discussions and hindering 
law enforcement's ability to obtain electronic 
communications or evidence pursuant to a courtorder 
or warrant, law enforcement defioesthispheri6rriena 
as "Going Dark," limiting <if! t,lnderstanding of extremist 
communications or future intentions. Extremists might possess a. working knowledge of hacking 
or anonymizer cap.tbUities, ftirther corripHcaUos tile ahility to lawfully trace communications . 

•. Pt~)j'iemtkmaipkit)i11119i•··•(-Wnmtmkatfo~.••••orta1y1et.s¥:fectfon•.lmJIJtat~··vk1.·sodaf 
niet1ft.i. 

A threatJahdscape, tjm::e.ctqminated QY terrori$torganfaatiopsaqq theirhietcitChi<;al command 
and control structures, is now characterized. ~Y decentralized and distributed npdes of 
influence, Whilethe volume of violent 
extremist prop~ganda rrjay vary depeodlng 
on the type ofnet\York structure; the ea$e 
of ac:tess: to violel)t extremist propaganda 
on s9cial media platform$ frequented by 
yoQths remains a con~~rn. Even limited · · 

.. ' . 

exposure to violent el<tremist propaganda 
may resu It on a path td'.\N'atrds violent 
extremism. 

These nodes alter the violeofextremist 

(1Y.U"i&:il!t;~·~-o 
O't.I 

landscape by potentially exposing youth to a heightel"l~d number of extremist!· and quantity of 
violenfpf'0Pa1anda.The$~ hori~ontalrelationships-oftenwtth peers or tho,se of the same 
generatldtf··make them mor~ vuln!!rable to possible radicallzation end recruitment. 

,, v~j$t mciah1'#warm f.'romote agi11ty/rr~1itment radia:J/izafk)rvpkmning, and 
mobllizl:ng to vicleffl."'e. · · . 
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lnternet~bn~ed Propugandc1 

The internet provides access to endless streams of violent propaganda inspiring others to 

action, glorifying extremist lifestyles, or perpetuating 
the spread of hatred and intolerance. The difference 

between protected speech and illegf)Hnci~~fo~~t~~O • 
be a very fine line. Espousi11ganti-U.S. sentiment or 
extremist rhetoric is f'\Pt~ cri.;;e and is protect~d First 
Amendment activity/ The issue is not ifJl)e im:IJvi~ual . 
voiced his/hersuppbrt, but ratherhas advoeated ·· 
imminent violence in supp9rt \)f l!f'I extremist 
organizatipn anqt~at yi9ferice i~likelytooccu~ a~ .a .. 
resutt. As individuals con$umeviolent pJ"opagdnd~"it 
might r,$onate With them ()~ rei~fori:;e their P•rceiv~d 
arieva~~e. This resut&. inil strengthening of bell.ts .·.·.. .·•· .. . . . .·.· ·.·. ··.·.· 
and aids d~velopment.of radical vleW$ or a Wlllh'ignessto ~se violence in $Uppott of an idettlogy 

-:. .· : .. ' .· . . ·.·· ·: . ·.· ·. ·: . . . · . :-:·.:·.· . . · - . . .. . .. ·. .·. . .. · 

or grievan¢e. 

On!lri~ Ma<Jazirte: 

Sev~;al extreml~t orga~iiations di$t!!'.flinate onlin~ magazioe.s int~nd~ for ~tieir •supporters. 
According to analysi~ pn Ai-0.a'ida'~ ''lnspi~~ magazine .· .· · · ·· · · 

condliet~d at Georltia State Universify, the goals of these 
onHne m•gazines a!'fll thre~fold: providing a platform to 
disseminate information orprppaga.nda to support~rs; . 
motivating supporters to a~; and.providing th~ tot:)ls to 
mobilize. 

Online magazin~s fQ~U~ on lnspiri~g believe~ \\'htle ... 
simultaneously attaddoaJheir enemi•s through / . 
voluminous and often eiro~tjO\J~ yiolent propaganda. 
These magazines emphasize powefi:l~9 iE!OJrtiP~icj!L >< 
dominance_. while decryini western polities arid European 
cultures. They also serve to perpetuate their grievances while glorifying the actions of martyrs. 
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These Online magazines serve as reference documents outlining possible targets, summarizing 
protocols for weapons acquisition, and serving as a how-to guide for bomb-making capabilities. 
The magazines are professionally designed and of high quality. 
They are disseminated on a massive scale ensuring penetration 
of their radical messages, and disseminated in multiple 
languages, allowing themrto target a particular population for 
manipulation or radicalization.,.,,,$ m~y •ffed some ofthel.J~$, 
Diaspora populations, which eith~r don't speak English or 
prefer their native language, thus impacting multiple 
generations. Posting these magazine~. in onHn~ fqrums in 
English specifically targets western and European• audiences. 
Further, these 0rganizations··ei~her· have•.access•to.tndMduats 
from the regions they are targeting With th~ir h1e~$aging <;,r C1re 
very adt!ptat synthe~h:fng tf'letegic5n's lotal.conc:ems and manipulating th()se issues t(> 
advocC1tt their position. 

They also contain fl.;t$hy graphics, mimic;kingthpse in present d~y video games.The primacy 
motivators behihd f.hese onUne m•aaiinesaie dniwingattentiont6 theircj~se and entichie 
mote support~rs int<fth~fold-,nQtably youth$ wflQvleWthe c:ontent as appealing . 

• Engagt,~i families are the ffntdeknw to nio11lfQdnfeR1t1l umge.. co11tent, 
pr¢/Jagaru.fa aktting fQ p...-u!Jbk e.d'rernltt~lieh, t:t>tJNJcb, or fµture tf1t;m.t1om. 

OrtUr1e Gamlng 

Onli~e gaming adds yet anqth~rlt!vetof vulnerability fo.r our yoyth. We assess ~hat online 
gaming is sometimes used tb c6mmunicate, train, ot pf ah terrorist a~tivlties. Many youths are 
very proficientin gaming techniques, on line 
commur\ieations, and userforumst leading to 
interactionswith onUne gaming enth1.1siasts,who 
are assessingvµlnerable youth for possJ.bJ~ 
recruitment opportpnitie.s. These online contacts 
might be supporters ofan extremist organizatle>l'l 
and actively recruitif'lgfot'their cause. 

A 2003 study conducted by foyola l.Jniversity­
Chkago suggests online gaming promotes $oci!I 
interactions, develops expressive skills, aids 
strategy formulation, and promotes planning in a simulated environment. The gaming 
environment facilitates social connections by strangers sharing common interests. Online 
gaming can also teach rudimentary warfare protocols, rules of engagement, and other military 
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actions, which can be applied to real-life scenarios such as conducting an act of targeted 
violence. 

CONCERNING BEHAVIOR 

A Definition 

The FBI defines violent 

pathway to becoming fili8'iilfl 
indicating support for 1 ,, r _f '~ , This progression is 
paramount to educators who rely on 1 behaviors and 
communications to initiate the disengagement process intended to direct students down a less 
destructive path . 

• Violent extremists do not share a ''typicaf' profile. They might be seH-radlcalized, seH­
tralned and seH-executlng. 
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Radicalization is defined as the process by Which individuals. come to believe that engagement 
in or facilitation of nonstate violence to achieve sodal and political change is necessary and 
justified. Radical.ization enabling factors can be personal, community, group, socio-political, ot 
ideological. Research conducted on youth-related radicalization indicates a vulnerability 
concerning a distinct identity, meaning, .~dyentµr~ and belqnging in their lives. However, 
factors driving or inhibiting ~git.fjzatioh C::hartge 6ver'time andyary individually. 

Normal developmentalv\tlh~~~bilities C.omrllon to adolescents nlake i~me.amenable to the 
influence of violeri.t~xtremism/ ~ traj~ory that ~hrouabJnhibitors such ~s ®mm unity 
engagement, m~6t6~ing; therapy;ahd .~dutationt.fl~ b4!: ~ttetedpr suppressed~ 

4 ~~~fu(tc.t~~~~:;:,,,~:H>N;,pe;erpr~n 
MohHfaatkm 

Mobilization is defined a$ ihe proces~when a radicalized individual prepares for violence ()r 
eng.$~s in viotehce·j¢·r~infor~ it-1~irb~1ief.~'. . G¢o~raJ!v;..ro®iUi~u6n tb yiol~nc~Js ·• \ •·•· 
prem~d itated and Cqt)Sl~S of acts dit~~~d ag~in~t tir1ei$ syrn~olic to th~it Partie,ular caus~; 
Thef Bl arid -0there~pert~ studyingthes~ iss~es.obse..Ved sifriilarities in the pre-attack .. . .••.••••• 
be?~viors ~f lon~ :oifet1d~rs and tho~epe(petrat~F$fton1 other forms oftar$eted wolence, • 
including terrorists. ·•· 

• Tlwl <t<kfeJ!i(, ~tb.ue of kthal vbhmce to advance roi~ni,po/i/kal JO<~ or rellgfQm cause. . . .· .... ·. . ·.· .: ..... 

. . . ' . 

MobiHting i~ e ~haviqral pt'°'clJi$9r to an act of 
taraet~~viol~oce~ The t9 nc~~tof Mtprgeted vio/11nce" 
contains tmique ehar~ct~n~tiCs tbat befitmost 
offenders: . . .. . 

-, Targ:t~~V:iolenh~is the ~n~ ~~i~Jii af1w ·~·· •••.. ·· ·.· 
process dftn~nkfog °'rid behavior; ·.. ·. · ··· 

-,. Perpe.trsto~·~dbho\''jdstsiWt'.t'; and 
~ Successful attack~fyptt~Uyrequir~ filannin~ · .. 

and preparation related t:& !foy (!¢.t~~'.itJes < ••. 

{timing, tactic, target,. capabiiit;))'. ••·· ·· .. ·.... .·· 

' A Jblft in attacks front d!rech"<i at Jf:tedfk. targets fu targets of oppmtu11ity. 
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tn 2000, the fBl conducted a study of school violence, The School Shooter, resulting in the 
identification of "leakage"-a common warning behavior for students advocating violence. 
leakage occurs when a student intentionally or unintentionally reveals clues to feelings, 
thoughts, fantasies, attitudes, or intentions that signal an impending act. These clues emerge as 
subtle threats, boasts, innuendos, predictions, or ultimatums and are conveyed in numerous 
forms (e.g. stories, diaries, journals, essays, poems, manifestos, letters, songs, drawings, and 
videos). 

According toJhe Indicator~ C'f.~ht:X>lCrime ap.d Saf'.etYt publl~bed in JIJIY 2015 through a 
partnership with the l}.s: Q~p~rtment ofEdUYttiptt •nd the tJ.S. l)ept1rtm~nt of Ju$tH:e - Office 
of Justice-Programs, ~h~re are m1u1Y factors impacting $ch®l safetv• TheseJactots include 
victimizatloTI, teachttihjUcy, bul1yil1g(cyber-buUying; fights, weapons, gangS~ drugs, and alcohol 
abuse. These factor:S tesutted in deatli, suicid~, theft, stmt:>le assault, ?ropertv damage, hate 
crim~s, intimid~ion" andforc~d sexuaLt;>ffense$. Thi$ stydy highlighted valU.ble.metrics Sf\d 
insight into th.:t current s<;hool safety environment: 

miWon criiTH':~s, 
•· .. ' '. ' ' . "'' ',. ' . 

).- Over 13% of pµl:Hit scho0is reported that bulhting among sti.idents ~k:ct.frretj on a daiJ\/ or 
weekly ba~is; 2~% ofstudents reported being bullied .:it a pup!k sphooh . 
Neariy7%J 9f students reported being cyber-buBied dw·ing th~ schoot year,. 

Over lo% of publk schcki!!). reported gang ·~ct!vity.. 
> Ov~r 2% .pf public schtHYfrepotted cuit or extremist actfvities. 
:li-' Neariy7%tlf stµdentsreported bej11g•the target bf hatJ~relaited words;:md 25% Qf 

pubHc sdmofs reported h~te·fJ!Siated graffiti, 
.. ·-· - . 

> N~ady 8$% of pub!lc ~choO!$ i.tttHze controifed ac<:ess,. rbonlt1Jrlng! Joddng entrarkes .. or 
secufitystaffto enhance. schoolsafety. 
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Leakage applies to today's violent extremism environment, particulatly through discovery-the 
uncovering of posted electronic messages, pictures, or 
videos on social media platforms that are of a violent 
nature or support violent extremist ideologies. Discovery 
can also take the form of written or verbal communications 
that reveal planned travel overseas or a wHhngness to 
commit a violent act. 

To address leakage, abc>dv of ~esearch suggests 
interactions extremi.$tS have with individuals ®c:urr1ng 

within their ow~ s()cial ~ircle~ provide ~l~~stbth~ir futL-re 
intentions. Th•rd parties wbojllt~ractwlth radicalizing 
youth are ref~rred 1:o ~s 8y$tqndets7indiyid'-lals~~ch •s. ... . . .. . . ....... . 
family .,,el'tlber~, pe~t.s, ~uthor1tv· figures~ and stran1~rs whoser~lationship and level ()f •. 
i nterac:tion With. an -~reti'li.$t enables them to witness or f>ecom~ aware ofactivitie.s or •• 
behavlo~ that may indicat~ radicalization o; rpobillzatiQn to yi~lente. A s~d~nt' s interacti<:ms 
with ~• bystand~r provid• opportunities f()r ob$~t\'atit>ri~ of ~µ~pftious behaytorsand actioos; ·or 
intorination relevaot:~o future int~rihoos.: Th• key is ciimmuoicafi.:ig the.Se Qttser\t~tions anf.I 
i nforlnation if)' a· timely l'nanner to ttte pr(.?~t authptitl~ ()ra tfllsted cc)rnFTluhity part~er, . 
m~igating a potef;ttialthr~at before an in~i'lidu.al rnobll!zes to violence. ·. .· .· ·. 

tNa IX!lJav!ah deplcfitt:t im.ilvidtml'~· >wlllit1gr>e$i to commit o vklenthd. 

The ?-OOO FBI S~hooJ Shdoten~uqy suggests a .$tudent's persoo~HtY, family, $,ho~I. and social 
dynatn~cs must be a~alyze(! QY schoofadministrators a~(j counselorS:fo determi;le how ~~to 
respondto c;9ncerningbeha'49riot corhmunications:• R.~cogni2ing ~havior or ~ommunieations 
indicaHv!;'pf radkaHzatlop lead!?~to yiolence allows for a cornmuhitv'~ pre~mptive acti.;l'I, 
includinginterveotion or dl$ruptlci:n, prior.to mobilizati()n• 

.. . .. .. ·. ' .. 

An interveoti(>n takes many f6tms, ilitluding risk "litigation and tOnflictresollltion; of 
disengagement2A,n intervention is condt1.1:ted. by experts from multiple disciplioeS.~ and if 
u.hsuccessful, l~W~.f'\fo~cement executes~ dis,.Upti()tlt~ mitigat~ thetht~~t to the local 
community. 

OUTCOMES OF EMBRAtlN~ VIOLENT EXTREMISM 

The actions of violent extremists result in multiple outcomes such as abuse, injury, death, or 
incarceration. 

For example, American youth traveled to conflict zones where education is no longer needed 
but instead received lessons in violent extremism and military training that includes proficiency 

UNCLASSIFIED 18 



UNCLASSIFIED 

with AK·47s. Science, history, art, and sports ate considered incompatible With the pursuit of 
the extremists' cause. The indoctrination .of youth is essential to sustaining violent agendas, and 
requires youth to disavow and disregard their parent's wishes. When allowed to pledge support 
or conducthortific acts on behalf of violent extremist organiz:ations, it controls our youth and 
their beliefs for years to come. 

Youth who traveled to conflict zones were subjected to bpdily abuse including rape1 fingernail 
removal, electric shock, and l;)eati"f'lgs:;orforted to watch otpatticipate in beheadings or 
assassinations of entire families.These .actions strengthen th.e violeot extremists hold on youth 
and their developing roihds. Females are particularly at risk. They are sOldinto slavery, forced 
to become chHd bri<:les, and commit atroCitt¢s bn behalf ofCj yiolent extrernistwganization. 

If a student SIJ<;ceeds in trayeling to a conflict are~h chance~ ar~ grea~ he or ~he Willnot return. 
There are rePO~edinstancesbf'individuals ~xper"'ndngdoubtandwisfHrigto returr1to the 
U.S., whcfwereassas~inafecLbyexfremists for desiring to le-ave, 

A student can perpetrat' an act oftarg~ed violencei&utcan also l>ecome avittim. Victims who 
are targeted inc! ud~; members ofe particular religious fai~tt of raeial poput~tion; United States 
government faci!itiesvemployees andtheirfamHies;lawenforcement personnel and their 
families; military personnel and theidamJlies; and, imilviduals whom violent extremists oppose. 
Adqi~ionally, rnemb~rs ofthe pub lie. have beEjnihrfocej)t victims, along Wi~h individµals whq 
SP1t1tk out againstoth~rs based on personaUy,.heldbeliefs--a retaliat9ry action. 

Famtlies often experience sh11.me and are victimized because their d'lildren support extrernjst 
ideologies. Religious and social stigmas are attached to children j(Jit'ling criminal or extremist 
org.nizations. This resultsJn a f1nnlJy's rejection or ostradzation withil'ltheidoc~I community. 

kit~t~·entk.~n 

lnterventi9n is not a. new <;onceptfor schools who are already engagep l~ s~condary amf 
tertiary fOtms ofprevention ~o address betiavioral issues; 
Many schoo~already possess tri~~s R1:tSP()tlseTE'tttlJISOr 
Behavioral Assessment and Care Teams irrplate to 
develop intervention strategies for stµdenb in "'e(for 
support. Existing teill'1'1~ ~an expand their scope to fodude 
violent extremism-specific .concerning behavior. 
Intervention strategies thafaddtessyiolent extremism­
specific concerning behavior should invqlve thosf? wtu:~ 
can most appropriately respond to the studenfs 
perceived grievanc~. The response should leverage the 
strensths of governments, community organizations., 
social service agencies, and other professionals to provide what is commonly referred to as an 
"Off-Ramp". 
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The goals of intervention are fourfold: 

-,. Facilitate a st1:.1dent1s disengagr.:ment fron-1 a vie lent trajectory; 
»- Faidliti!te a student's disengagement from a vk1lent ideokigy; 
:>-· D~sign ; develoP:, and implement an "Off-Ramp" specific to the .~ti;det'it; ;:md 
i-· Assist with the student's soda! and erncitioml! well-being so they are better-equipped to 

be productive in the classroom anp ~he commu.rdty at-1arge. 

The school formulates an intervention plan in conJunction ~lthth.e community and non-law 
enforc~ment entities on th'- federal or state level. Ideally, an intenientk>n cadre should contai'1 
professionals frorntil~ tc:>cel cornhn.tttityr~pres~otingm~ltlple d!seiplin~$ sU:¢h as mental healtl'l, 
social worf<ers, Jaw enforcerrlen~, schciol resource office~s, faith-:hased Ofganitatipns, and/ or 
crisis interv~n~ion teams. 

violence prevention~ ) 

" ····• Disengage~~;~t ~The~r~c~$~of redu~l~g~ ~udeht'~so~i~I and ps~hc;ilogical > .• < 

. t:ommitryi~nho vi()len~e •ndhe/She no longer views vtole~ce as an •nswer to a 
·. grievance. .\ 

Cor•tainm~~i; Allows for in~r~ased eng~~~meentb(!twe~n a stude.nt~nd iocal > 
cbmmunify rnernbers or agenc:les: .·· .. . . . . .· . .·.· ·. 

Th~ plan is taitor~d t~the student, allowing the best community resource ~ address the / . 
un~~rlying issues resutrtngln violent extremist beliefs. The plan or "Off fkf.,,,p'' may involve < 
merital health ev.luati6ris~ social services, job skills counseling, houS.ing ~ttppdrt~ r~ligious // 
edu(:~tion, or svbst~nce atiuseooqnseling. . . .· ·. . 

;. \ ... ··· , .•. \\ \ .... ·· .. ··. •• ., . , .· . . ' ·••••· ··.·.. . . ; . / . ·. <} 
· . . '{!'le opt1nmf outcome of a..tl 1r1tervent1oa is d6engagmg c:tJt'ti:deot, from a vktlent 

traJed6i;I. · · ·· · ·· ·· 

lnterve~~~~n~ . should also c~nsi~~i tpnflict Re$ofution· Educ,ti6~ .ot t~rgfted Schoohb~sed 
Social Information-Processing lnterventiOns that aim to r~solve disputes or direct prevention 
efforts to students who ate ai-risk for ~ioleJ')i:e or c:1lre~dy exh!bitihg coo<:eminS ~haviors, The 
National Institute ofjµstice {NIJ}, OJ/ite of Jit~#;e Programs: offers. myriad ,w~ence-based 
programs that pro~ld~ ~tr:ategles ~o manage corlflittand develop social cQ&riitive competence 
in school-aged children:·> · · ·. ·.· .. 
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If a student continues on a trajectory to violence, the one remaining option is a law 
enforcement disruption.Violent extremists commit a wide 

array of criminal violations that occur when those with 
extremists views act with the intent to encourage, endorse, 
condone, justify or support violence. Historically, the FBI has 
investigated a variety of violent e>;trerntsfad:ions: racially~ 
motivated violence, religiously~motivated violence, and 
socially-motivated violence, 

These types ofviolent actions n~sult in disruptions, such as 
criminal a rrestsand convict.ions.und~ fede.ral and .state 
charges, tq include; 

;. Materiat supportfor t€t't'&risrn 

..,.. Conspiracy tOkiU, foJtffe,, or n1ahn 
Using a.Weap.on of Mas:'S Destrnttion 
PrtlV!ding fio_aneial sup?Qrt 
Providing false statement'> 
State weapons offenses 

The FBI, state, loca I, or tribal I aw enforcement partners cannot arrest their way out of the 
current threat enviromnent; however, the FBI is committed to providing options for youths to 
helpthem disengage fromviol~nt extremism or a trajectory to violence.Arre$ts remain a vi,ble 

opti<m .• however, ifdisenii:liet'ncmt activities are not successful. 

WHO SHOULD I CONTACT AND WHEN? . . . 

The disen&agement process begins when observations leadto ;cmternplating two key 
questions: Who should f tell and WhenTThe .FBI adv<;>c:atE!$ f9r th~ empowerment ofsd1ool 

districts to aff~t change wherrconcerning behavior or communications are exhibited by an at­
risk student. 

9 Thf.? totality of <:Xu-etnitJg rn.-mavlon ·or .,o,nmunk.ation'$ proi.1ck,. context that a.ic/J 
Qjj,t.WJnent of an lndlvldua!'> pfotJtit:$#0l1 <''11 t.1. tr.alt.~"io!Jl ft) raclk::allzotlon or tt.>ture vloknct.=t 

Many times, fellow students or educators observe behaviors or are privy to another student's 
communications and commitment to a violent ideology that may be indicattve offuture 
intentions. Students likely feel awkward, reluctant, or fearful discussing a fellow student and 
their beliefs. Educators may be reluctant to notify law enforcement of a student's exhibited 
behaviors for fear of a law enforcement action. Overcoming these obstacles requires 
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establishing fife lines between students, educators, and local communities, allowing for 
communication of information without fear of reprisal or becoming a target of fellow students. 
These relational life lines initiate disengagement while promoting awareness of an emerging 

threat within the school district. Students and educators are encouraged to convey their 
concerns and observations to trusted community partners, school resource officers, or a local 
law enforcement entity, 

Based upon investigative data,avervsrnall petiodoftimee.Xjstsbetween a youth embracing 
extremist ideologies to acting in furtheram::e oftheideology, Therefc.mt, acting decisively is 
paramount to educatc)rs. There are limited opportunities for Jnterventidn with at-risk youth and 
schools must be ~<>griizant ofthis. l.,aw enf()r~rrtenfrefers t9 the time between radicalization 

and crossing thethreshotd to.aviotentaetfonas "/losHto.bang"> 

.,~ Tlw •• tlme .befl~n····~1J1 •• tc.lmn.fti!•am.be .. rekrtlv~W·smaf!.· 
. ' . . . ... , ..... ' .... 

. .. . . .. " . ' ' .. . _. ·,· . ,· ,·,. '' . ' ·, '' ' .- . 

The in'tptications t:)f ~ot"Yununicating con~rni~gbehay!of'$ orcommunicit'tions from at-risk youth 
are sftnificant: 

> Aids pr~veot.lon a<:tiv!ties; 
~ Enhan<;es $<.:hoolsafetv; 
' Aid:. astuderrt's clisenga.gtNne6tfron1a.vipientttajettory; 
r Fosters cpen Hnes of c:ommunh::atlon 1.vithfri tht:i student body and administrators; at~d 
.,_ Enhl:.Hices ovefa!l school dirnate. 

Several Intervention pointsth~timpact outcomes are available to school$ ancf communities. 
Countering a potential negafi\te()utcome resultswhen a schoolc;ommunicates observatio~s 
and actions of an at".risk studentio trusted community partners; or.intervenes when a student 
embrates violentideologiespractson·behalf of an extremist ptganitation.Asthe graphk:;on 
page 24 illustrates, an act of taf'getedviolence results froma spe;trum of concerning behaviors, 
manifestiog into several ris!<. categories c:ited below: 

·.· ' .... ,' ,' ·.·.· . 

. ~ Diserirr~nehi~~d··"'·. ~tudent.feeJlti~•rost •ipnely, hqpe!efa, ... qraba ncloned;· 
>-- l'v1enfaf}'.leaith-, st1..:dent exhlbHing a rnenfaiheahh·dfoord~r.: 
-,. Group Stipµorters ·-' student.supp6rbnrt.a d~$ighated tefrorist organi?ation or a 

dcmestk e~tremist movement; 
.. ,. ' " .. 

Y HVE - HomegrownVio!ent Extremist inspired by Al~Q~r'kfa/iSH .. ; 
> .Active Shooter- stuq~ftt %Sing violence to acldres-..~ 1;1 pers¢n~fgrievance.; 
r foreign Traveler - student des§ringJ<1f~·ave{ ov(';r~i~as at~djoin a foreign fighter net1,vork; 
~ Criminal Element - student conducfing crlrf)foaf activWes for financial ga!r.L 
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The following community partners/roles facilitate disengagement activities within high schools, 
including the initiation of interventions: 

Schools: 
Teacher 
Coach 
Superintendents 
Grief counselors 

Law enforcement will 
community safety efforts. 

Community Roles In Disengagement 

Nurse 
Administrators 

a disruption. 
M1111flti~I school and 

It's imperative schools maintain a compendium of local law enforcement, civic leaders, and 
trusted partners to aid in developing an individualized school support network and action plan. 
Establishing a support network, if not already established, should be a priority for each school. 
These networks will facilitate future disengagement activities on students exhibiting at-risk 
behaviors or communications. 
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Concerning Behavior -Community lnt'11rvention Decision Points 
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RECOMMENDATIONS FOR PREVENTING VIOLENT EXTREMISM IN SCHOOLS 

The following list of recommendations assists high schools with establishing collaborative 
partnerships within their local communities. 

Cm 
overcoming 
maintain an inventory ti"MN•M 

factors and 
• Schools should 

social services, and i - fib to build a localized collaborative 
network. These collaborative partnerships will aid high schools during a time of need 
and will eventually staff local intervention programs. 
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•!• Strengthen Family Outreach and Engagement 

Families are the first line of defense in keeping youth safe from violent extremism. High 
schools should develop outreach and engagement programs that educate families about 
the various forms of violent extremism and ways to identify at-risk youth or concerning 
behaviors and communications. In fact, many of the most fruitful and positive leads 
reported to authorities members or community 
leaders. It is very un- families through PTA or 
other - o -Jv radicalized 
students. 

extensive at 
participation in mlW-idlil~i~ 
builds self confidence. ~ii"hiPiiiillr 

opportunities for youth seeking to 
engage in other activities. 

UNCLASSIFIED 

, through 
, 1.111 1 M 

-••rrt:~lJ jc111 team work, and 
n employment 

· job skills, allowing less idle time, to 

26 



If 

UNCLASSIFIED 

•!• leverage Alumni for Affirmative Messaging 

High school alumni are positive role models for imparting affirmative messaging to the 
student body. These role models can discuss their concerns while in high school and 
impart best practices for coping with the daily stressors from high school while 
promoting cognitive and physical development. Success stories inspire and breed 
continued success and devel 11t body, while helping students to 
resist the tern ptatit~ .. 
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