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Tlw Screening of Ph~engers hy Oh~ervarion Tt>chnique~ (SPOT) program is a hehavior oh~ervarlcm and 
analy~i~ program de~igned to provide the Transportation Security Admini~trati<m (TSA) Behavior Dete~·tion 
Officers (BDOs) ·with a meam of identifying persom who pose or may pose potential mmsportation 
security risks by focusing on behaviors indicative of high le...-els of stress, fear, or deception. The SPOT 
program is a dcrivauve of other behavioral analysis program~ that hav( been successfully employed by law 
cnforu..:mcnt and sc:curity fk:rwnnd both mthc U.S. and around the \·vorld. 

Overview 

S(•ccion 114 ofrhe ;\Yiation aml Transportation Security Act (.US,\) (Pub, I. 107~71, November 19,2001, 
115 Stat. 597) grant~ !SA the responsibility for security in all modes of transportation. Specifically, Section 
114(f) grants the TSA Administrator authority to "receive, assess, and distribute intclhgcncc information 
related to transportation security" as well as to "asse~s threJJs to transportauon." SPOT is one means by 
which TSA fulfills that re~ponsihility hy enahling BDOs in the field to report indiYiduah exhihiting 
he}nvior~ possihly indkative of terrorht altivity fflr referral to selectee screening or Lnv Enfonement 
Officer (LEO) intervention The SPOT program relie5 on BOOs trained to detect involuntary physical and 
physiological reactions that may indicate stress, fear or deception regardless of race, gender, age, or 
religion 

TSA will collt'l.f two categorit's \lf information. Under the flr~t cau:>gory, BDO~ \Vil1 t>ntt>r ohst>rvanon~ of 
hehavior into a SPOT report (hard-copy or tlmmgh a per~(Jnal digital a~sistant (PDA)) that will he entered 
into the SPOT database that may reveal trends across airports or over time \Vithin a single airport. 1hese 
repom will not conta1n personally identifiable information (PII) and the repom wtll be destroyed once the 
information is onucd into the SPOT dat;d:w;<:. Under the ">CClmd <::atcgory, lndivirhlJ.b whose behavior 
exceed~ a thre~hold of bdM,·ioral indicators may be referred for additional ~c:reemng or LEO mtcrvcntion. 
In these mqances, the BDO may collect per~flnally identifiable information trl check the indiv1dual\ 
iclentity against intelligence, terroriq, and law enforcement datab;~se~>. and tr.1 provide infOrmation for use 
in trend analysis. Terrorist acts that threaten transportanon security are most vulnerable in tht planning 
stage~ and the timdy pa~~agc of SPOT referral information m~y a~slst in ld("ntlfylng such c!Tom before they 
hl:CO\Hl" OfK"rationaL Accordingly, BDOs may suhmllmfonnation (ob~c:rvatiom or PH based reports) to the 
Federal Air Mar~hal SerVlLt' for analyq~ within the Transportanon Information Set:urity (TISS) a~ 

dh-cu~~ed in the TIS$ PIA. TIS$ inci<h:nts are not input to the SPOT rlataba.st' since it ,loe~ not contain PII . 

Because this system entails the collection of mformation about members of the public in identifiable form, 
TSA is conducting this Privacy Impact Assessment (PIA) under the E-Govcrnmcnt ;l...ct of 2002, Public Law 
107-347 Scction208. 
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Section 1.0 Characterization of the Information 

1.1 What information is collected, used, disseminated, or 
maintained in the system? 

TSA will t:flllect two categ(1rie~ (1f information. The flr~t h informati(1n ahout (lh~erved hehaYior~. The 
inf()rmation is anonymous ~inn; BOO~ clo not have PIT at theo time that tlw ohserved beluviors are cletectecl 
The information is recorded either on a hard~copy or electronic SPOT report that is then inpuned into a 
TSA SPOT database. Hardcopy reports arc destroyed after the information is cmcn::d illto the database. 
Information fields \Vithin the SPOT report include general information such as time, date, airport, 
geographical l(Jcation, flight inf~mnation, dt'parture and arrival destinations, rea~onH f~lr referrJ.l, LEO 
J.L'tion~. J.nd detected heluYior~ 

The ~u:ond category is information collected when ob~en ed behavior~ exceed certain thresholds In thi~ 
event, PII will be L'ollet:ted and reported in accordance with normal checkpoint incident reporting protoLOl~ 
indurhng TS.i\ heaclqnarter~ and fleld location systems. TS.-\ may collect· 

• t1rst, middle, and Lm names; 

• aliases and nicknames; 
• home ancl busin\"ss acldr\"sses and phone number<;; 

• employer infornuti(1n; 

• idcnlificalion munbcrs ~uch J~ Social SlTUtil} Number, dnvcr~ lilcmc nutllher nr passpon 
nnmher; 

• 
• 
• 
• 
• 
• 
• 
• 
• 
• 
• 
• 
• 

date and plJ.ct' ,lfhirth; 

languages ~pokcn, 
nationality; 

age: 
sex; 

ract; 

height and "veight: 

C} c color, 

hair color. ~tylc and ltngtb, and 

facial hair, scars, lartoos and pkrcings, clothing (including colors and patterns) and eycwear; 
purpose for travel and contact information; 
photogr ciphs l)f any prqln bit-ed itern~. J.ssc,duted carry -on bags. and boarding drKuments; 
identif}-ing information for companion 

BDOs may also receive information alerts from a variety of sources. including such sources as the DHS Daily 
Opcratiom Report, the FBI Most \Vanted List, the ICE Mo~t Wanted li~t. and the :-.Jational Cemcr for 
J:vlissing and Exploited Children (:-.JCJ:vlEC) akrt~ 

1.2 What are the sources of the information in the system? 

The ~ources are BDO~ wh(l either nhserve hehavwrs or wllect information directly from indiv1duals, law 
enforcement oft1cers. airport stakeholders, airline personnel and wimesses to the evem(s). A source may 
also be information alerts passed to BDOs, as meutioned above. 
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1.3 Why is the information being collected, used, 
disseminated, or maintained? 

This informaTion is collected ro identify threat~ to transportation secunty. The information is used ro 
idcnlif; mdtviduab. actic;m, pallcrns. or trends that may indtcatt: prt\)p<:t\1th)naltcrrorist auivil} 

1.4 How is the information collected? 
BDO$ dnectly input then observations onto SPOT reports and into the SPOT databJ5e, \Vhich does not 
contain PII. It is abo collected from LEOs who obtain it directly from the individual during the prcpar.:ttion 
of an incident r(~pnn. BDO~ may also rccrivc ir&mrlation alert~ durmg hnrfLng~ nr through clcnronic 
means. 

1.5 How will the information be checked for accuracy? 
BDOs undergo t,xtt'nsive training in the hduvior~ they are oh~erving prior to ht'ing a~~igned to BDO dutk~. 
ROO training empha~i7e> the nnportance r)f accurate clata collectic111 to the integrity qf the sy>tem 
Information regarding behaYior is input directly by the BDO observing the behaviors. PII may be collected 
dir;ectly from the individual or from a LEO 

1.6 What specific legal authorities/arrangements/agreements 
define the collection of information? 

TS_,'\ has broad respomibility for transportation secmity across all transport;nion mocles and to asse~~ threats 
to transportation under the Aviation and Transportation Security Act (ATSA) 49 USC §114. TSA 1s also 
responsible for screening pcrsom and property carried aboard pas~enger aucrafr by an air carrier or fordgn 
air ca. mer under 49 USC §4490 I, arHl promulgated (:crtain rcgulaUlHJC.: .1t 49 CFR § 1 540.1 0 S, l 540. I 0 7 

1.7 Privacy Impact Analysis: Given the amount and type of 
data being collected, discuss what privacy risks were 
identified and how they were mitigated. 

The SPOT program i~ designed to identify individuals vvho may pose a threat to tramportanon security. 
This rcqum:s 1hc ~·olkclion of inl~'lrrnati(;ll that \'atic~ dc-pcndLng on the ciruumlano.·~. Priv~cy rish arc 
mitigated hy I) umducting surYeillance in puhlil place~ on hehavior~ that are generally evident to any 
observer; 2) not (01\ecting PIT unless (ertain threshqlcls of su>piciom activity are met: ancl 3) strictly 
limiting system access to authorized program personnel. PII collected for purposes of preparing an incident 
report 1s not entered into the SPOT databa~c, but is maintained by TSA for enforcement or analysis 
purpo~cs. The SPOT database docs not contain any PII (including demographic infonnation such as age, 
~ex, <>r race). 
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2.1 Describe all the uses of information. 

Inform,uion collected will be used to evalu,ue \"'hether the individml should undergo secondary screening. 
If warranted, TSA may idcnrify the individual to a LEO for a law enforcement intcn·icvv or orhcr action. 
BDOs usc the information to create SPOT reports and input the data uno the SPOT database. Information 
may he communicated within TSA to re~pnnd operationally. r::valnare for trends or pattern~. (Jf for 
mat(hing <~g.lin~t intellig;;nc~::, law l"nfOrcement, or immigration rlat.:tbJ.!.•es. This may incll)rlt ff:wvv.:Hcling 
pertment information to units within the Federal Air Marshal Service (FAMS) or to federal, state, or local 
entitle~ for further analysis or mformation purposes in accordance with the Transportation Information 
Sharing System (TlSS) PIA. PU may also be maintained in databa~cs within TSA field offices or the Office of 
SeLurit} Operation~ f(Jr analy~1~ \>r enf(Jrcement action. 

2.2 What types of tools are used to analyze the data and what 
type of data may be produced? 

The SPOT program will perform stathtical analysis of the data for pnrpme~ of preparing reports In 
addition, data may ht' input into TISS f;1r pattPrn idt'ntiflcatinn a~ dhcm~Pd in rhe TISS PIA. 

2.3 If the system uses commercial or publicly available data 
please explain why and how it is used. 

Commercial or pllb!idy avadabk data is nn1 u~cd 

2.4 Privacy Impact Analysis: Describe any types of controls 
that may be in place to ensure that information is used in 
accordance with the above described uses. 

Access to dw SPOT database is limited to authorized program pcrwnnc:L S(athtical reports arc prepared and 
prov1ded lo TSA personnel w1lh a need for the mformatwn lll the performance of thcu duties. SPOT 
inf~·muan\m b pmtected and handled h Sensitive Security Information (SSI) under 49 CFR Pan IS20. All 
\J~ers thJ.t h.:~Y;; ac(e>s to the ~ystem hZ~Vt' uniqut \l~;;r names and pil'lSWf.Hd>, and nn1~t ~ign Uwr Account 
Authorization ackno,vledging mer obligations for safeguarding mJ.terials and monitoring of use. Audits of 
the system arc conducted pcnodically to ensure proper usc of the system. 

Section 3.0 Retention 

3.1 What information is retained? 

All SPOT rep(.lTt infi.Jrnlation ami PIJ obtainecl clming the preparation (.lf. an incident report is retained 
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3.2 How long Is information retained? 

Hard copy SPOT rcpom are retained only so long as required to input the data electronically into the SPOT 
database .Ekctronk n::cords in the SPOT databa~c arc cxpccH.:d to be ruaincd f(Jt 1 S rear~. Information 
from encounters that gener,lte an incident report ue entered int(> TISS (lf other TSA he,ldqltarter~ or tleld 
office ~ysrem~ and \Vill be retained in accordance vvith that ~ystem's Narion.ll /\rchives and Records 
Administration (NARA) appron:~d relemion schedule. 

3.3 Has the retention schedule been approved by the National 
Archives and Records Administration (NARA)? 

The SPOT database rctcntwn schedule is pending approval by :'JARA. No records \\'ill be destroyed until 
the retention schedule is approved by NAR:\. 

3.4 Privacy Impact Analysis: Please discuss the risks 
associated with the length of time data is retained and how 
those risks are mitigated. 

Inf{mnation Cl)l!ected by SPOT is kept for a reasonable time Cl)mldering the need to develop stati~tical data 
on potential threats to rransponarion security Hard copy records J.re retained only so long ,ts necessary to 

input the information into a secure restricted access database. Encounters that generate incident reports are 
rctamed for varying periods of nmc tailored to the purposes for 1Nhkh the systems were created. They 
range from 3 yL:ars for certain aviation ~ccuntr ~ystnm to 25 years mthe TISS s;~tcrn. 

Section 4.0 Internal sharing and disclosure 

4.1 With which Internal organizations are the information 
shared, what information is shared and for what purpose? 

lnf(mnation contained in the SPOT database is expected to he ~hared •vith the Tramportation Security 
Operatiom Ctnt<:r (TSOC), TTSS, Office C'fl aw F.nforcement/FI:'deral An Mar5hal Service (OI.F/Ft\lvfS), ancl 
the Office of Intdhgence (01). It will also be used to generate statistical repons for TSA leaderslup and 
supervisors. Information may also be shared with other offices that have a need for the information in the 
perfOrmance of thdr duties, such dS the Offkc of Chief CounseL Office of Security Operations, Office of 
Civil Right~ and Liherties, Ofllce of' Legl~lative Afhir~. Otnle (>f' Impection, and the Privaq· Otllce. 
Suspiduu~ aCLivity rep(!ns, including PII where it b available, would he sbareJ with TSOC, TISS, and 01 fur 
purposes of idemifying suspicious activity uends across airpons or over time. It may be shared with ocher 
offices to respond to complaints or inquiries, perform oversight or audit functiom, or as pan of the 
civlllcriminal cnf'orce:mcnt process. 

Information contained in the SPOT databa~e may be shared with DHS employees and contractors vvho have 
a need for the record in the performance of their dmie:s, including bm not limited to law enforcement or 
intdhgencc operations. This information will be shared in ac·cordancc with the Privacy Act of 197 4, 5 USC 
§ SS2a 
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4.2 How is the information transmitted or disclosed? 

InfOrmation is shared subjccr to SSI handling rcmictions, including pass\vord-prorection of email, bur may 
abo be transrniurd by telephone or fax. 

4.3 Privacy Impact Analysis: Considering the extent of internal 
Information sharing, discuss the privacy risks associated 
with the sharing and how they were mitigated. 

Privacy rbh assodatcd with internal sharing indudc scwrity of the illformation and limiting access to 

ind1\'idual~ with a need to know. The n~k of sharing this 1nftmnation wilh an mdh idual without a need to 

know ha~ been mitigated hy acce~~ controb, induding pas~words and real time auditing that tracb acu:~~~ 
to electronic inform,Hion. Tlw risk has also betn mitig.Hed by collecting PIT from only a small proportion 
of iudlYlduals: tbat h, emir tlwst' imJlYlduals ldemified by BDOs a~ exo:eding c·enaill thresholds of suspect 
behaviors. 

Section 5.0 External sharing and disclosure 

5.1 With which external organizations are the information 
shared, what information Is shared, and for what purpose? 

InfOrmation may be shared with local enfOrcement if the individual is identified as someone m a law 
enfoflclllcnt, intelligence or immigrcttion data.basc. The information will be ~ha.red for purpose~ of 
identifymg threat~ or individndls wlw are ~rHtght by b.\\ enf;Jrcement or irnmig1aurm dntborities. 

5.2 Is the sharing of Pll outside the Department compatible 
with the original collection? If so, is it covered by an 
appropriate routine use in a SORN? If so, please describe. 
If not, please describe under what legal mechanism the 
program or system is allowed to share the Pll outside of 
DHS? 

Yes. PII collecred CIS part of the SPOT program ls con::red by TSA's Privacy Act system of records, DHS/TSA 
00 I Transportation Enforcement Records System (TSERS). This system of records has several rmuine uses 
which allow TSA l\) share infonnauon uutsidc of the Dcparuntnl. For e:xamplc, routin...: u~e 3 permits TSA 
to share information with appropriate outside agencie~ ncgarding individual~ >vho pose or are ~mpected of 
posing a ri<;k to tra,n<;port.:~tion or na,tion.:~l stnHit)'. 

5.3 How is the information shared outside the department and 
what security measures safeguard its transmission? 

Information 1s sha.red outside DHS by voice or electronic transmission directly to the LEO investigating the 
incident The mfonnation is Scmiuve Scnmty Inhmnation (SSl) and 1~ ~uhjcct to bandling ~afeguard~ lll 

·49 CFR Part 1520. 
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5.4 Privacy Impact Analysis: Given the external sharing, 
explain the privacy risks identified and how they were 
mitigated. 

M1sidrntif1tation of the individual IS a risk associated wuh external sharing. Given the mvolvcmtnt of a 
LEO, howcn;r, ill~ expected that suf1kicnt inf(Jf!lllli(JH w11l be C:<'ll!cucd to mitigate thi~ ri~k. 

Section 6.0 Notice 

6.1 Was notice provided to the individual prior to collection of 
information? 

:\lt), BDO obscrvatiom of ~u~pinous behavior~ or anhlly arc comunporancou~ly recorded so there i~ no 
flJlpflrtunity to give notice. The BDO has no prior knowledge that the behavior or activity is gt>in_g to 
occur, anti has no ability to gino~ notice that the information h going to be gatherecl. PIJ \Vill only be 
collected from individuals whose actions exceed specified tlm:5holds delineated in the SPOT Standard 
Operating Procedures and notice under these circumstances is exempt under the Privacy Act. 

6.2 Do individuals have an opportunity and I or right to decline 
to provide information? 

InDxmatinn contained m the SPOT databa~c 1~ ba~cd primarily upon ob~crvations which arc not susccpublc 
to an opportunity w decline, and casual conwr~ation which may he tvrminat(:d at any time hy tlw 
imhvidual with om comequence to the indiviclual. If an indiviclual 1s referred to a I F.O, their ability to 
decline is ~UbJect to law enforcement protocols 

:\Jo. 

6.3 Do Individuals have the right to consent to particular uses 
of the information, and if so, how does the individual 
exercise the right? 

6.4 Privacy Impact Analysis: Describe how notice is provided 
to individuals, and how the risks associated with 
individuals being unaware of the collection are mitigated. 

:\Jotice ~~ n'Jt pmv1ded to the individual during the hehaYH'r oh~crYatH'l1. Rhh are mitigated hy not 
collettmg Pll tmle<;<; the behaviors rise to certain levels 
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Section 7.0 Access, Redress and Correction 

7.1 What are the procedures that allow individuals to gain 
access to their own information? 

\Vhile much of the inf(JrmJ.ti(1n in the sy~tem b exempt fY(1m release under the FOIA J.nd Privacy Act, 
imlrvicluals may request acce<;s to their mformation ptlT<;lJant tn th\' apphcable provisions of the Privacy Act 
and the DHS Privacy Act regulation at 6 CFR Section 5.21 by submitting a Freedom of Information Act I 
Pri'Vacy Act (_FOIA/PAJ n:quest to TSA in writing by mail to the follmving address: 

Transportation Secmny Aclminhtration, TSA~20, West Tower 
FOIA Division 
60 I South 12th Sue<:t 
Arlingwn, VA 22202~-1220 

FOJA I PA requests may also be ';ubrnined by fax at S?l-227-1406 or by filling out the Cus\'~)JUfr Service 
Form (URL: http:/ /www.t~ct.gov/public/eontactus). The FOIA I PA request mu~t contain the following 
informcttion: Full Name, current addre~~. date and place of birth, tdcphonc number, and email addrc~~ 
(optirmal). Privacy Act requester~ mu~t either pmvide a notarized and signed reque~t rJr sign the request 
pursvant to penalty of perjvry, 28 USC §1746 Pleast refer to the TSA FOJA vwb site 
(Imp:/ /w\vW.\S.J.gov /public). 

7.2 What are the procedures for correcting inaccurate or 
erroneous information? 

To the extent record access is granted under the FOIA/PA, individuals may request correction of their 
Jkl'SCJHallnfmmation in this ~ystcm of rccmds in ac..:ordancc wtth the applicable prtnhwns of the Priuq 
Act and the DHS Privacy Act regulation at 6 CFR Section S.26. 

7.3 How are individuals notified of the procedures for 
correcting their information? 

DHS ha~ pub!J~hcd pwccdurc~ to rcquc~t amendment of rcwrds at 6 CFR Secuon 5.26. 

7.4 If no formal redress is provided, what alternatives are 
available to the individual? 

Individuals may request acu:s~ or amendment of rheir records in the SPOT database in accordance with the 
"pplicable provisions of the Privacy Act and the DHS Privacy Act regulation at 6 CFR Section 5.21. 
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7.5 Privacy Impact Analysis: Please discuss the privacy risks 
associated with the redress available to the individual and 
how those risks are mitigated. 

Individuals may request access to and amendment of thdr pcrsonalmformation contamcd m this system m 
accordance with the PriYacy Act and the DHS Privacy Act regulation, hov,'ever, mm:h of the information in 
the- system is exempt from rdcasc under the I-OTA alJd Privacy Act as law enforcement or intdligcncc 
information, and may al~o he SSI exempt from dbdosure under 49 USC§ ll4(~). 

Section 8.0 Technical Access and Security 

8.1 What procedures are in place to determine which users 
may access the system and are they documented? 

Only designated employees of TSA 's TSOC, OLE/FAMS, and OI have "view only" access to \he SPOT 
d:~tabasc for trend Jnalysis md risk asscssmcnr or other nccd·to·know pnrposC's. This indtJdC's sy~tcm 
administrators, security adminbtrators, and other pcrsom wlthin TSA or DHS who have a need~ to-know 
acce~s to the ~ptem or information contained in the ~y~tem in the performance of their dutie~. The 
pwcet!ure~ die not documented hut are ~trictly wmwlled by the SPOT program Branch Chief or hb 
designees. Inndent reports that are entered into other systems are also limned to authorized users 

8.2 Will Department contractors have access to the system? 

Yes Comractnrs h~vc acl'Css to rbc ~ysrcm for syw.m maitJtctJJncc and o;ccurity <J">o;cssmcnro;, bur nor .:t~ 

SPOT database users. Contractors h~ ve ~igncd appropri.HC uon-disclosure agrcCIHCnts alld agreed to handle 
the information in accordance with the Pnvacy Act of 1974, as amended. 

8.3 Describe what privacy training is provided to users either 
generally or specifically relevant to the program or system. 

DHS privacy training is mandated for all TSA employees and contractors. In addinon. privacy and ctvil 
rights training tailored to the program1~ part of the training provided to all BOO~. 

8.4 Has Certification & Accreditation been completed for the 
system or systems supporting the program? 

InCornution in the SPOT database ~ystem i•; safeguarded in accordance >vith the Fedenl Information 
Security Management An of 2002 (Pub. L 107·347) (FTS!vfA), which establishes governmenH'vide 
computer secunty ,md training standards for ~til persons ,tssoci,ued vvith the m,magement and operation of 
l'cdcral computer syscem~ Authority to Operate was granted on August 9, 2006. 
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8.5 What auditing measures and technical safeguards are in 
place to prevent misuse of data? 

Sys.tematic nenvork anc-1 system monitoring i~ in pbce to detect intntwJm Rc,le-basecl security is U5ecl to 

prevent unauthorized use of the mformation, including improper printing or editing of data 

The TSA Office of tht Chief Information Security Officer (OCISO) performed a fOrmal risk assessment on 
the SPOT database system against the infornwion assu d;na, i.e .. the informalion held Y\'ithin the SPOT 
datah1~e ~ysrem, in acc<,rdanuo> with :\JIST Special Puhlication, R00-30, Ri~k rvhnagement Guide for 
lnf(JrnJatl!m Tedmologr Sy~lems. A formal risk asse~~ment wa~ completed by the TSA OCISO (JU July 24, 
2006, 

8.6 Privacy Impact Analysis: Given the sensitivity and scope of 
the information collected, as well as any information 
sharing conducted on the system, what privacy risks were 
identified and how do security controls mitigate them? 

D:1ta in the SPOT datahase ~ystem is ~ecnred in accordanu• with applkahle federal ~tandard~, induding 
systematic network and sy~tem monitoring is in plarF to dtted inrruslous, Security wntrols are hi pl<~ce to 
protect the confidemiJ.lity, avaiLtbiliry, and integrity of the data, including role-bJ.sed access comrols to that 
enforce a strict need to know policy. Each user is given a unique login name and pa~sword and audit trails 
arc maintamcd and momtorcd to track u~cr accc~~ and detect anv unauthon.ccd u~c. 

Section 9.0 Technology 

9.1 What type of project is the program or system? 

The project is a ~l:'ntrlty ~rsrem ha~l:'d on human ohs<-'rvation of suspidmJs hehaviors. 

9.2 What stage of development is the system in and what 
project development lifecycle was used? 

The project is opn,uional. 
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9.3 Does the project employ technology which may raise 
privacy concerns? If so please describe their implementation. 
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