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INTROBUCTION (1)

One of the greatest chailenges the United States faces in the ongoing conflict with [}
I s finding operatives of the enemy. As this Court is aware, one of the most significant

tools that the U.S. Government can use to accomplish that task is metadata analysis. Under this

Coure's order i NN D RN I S
B Cvivion and Order, No. PR/TT -‘_’}; and

subsequent related authorizations, the National Security Agency (NSA) is currently collecting
metadata in bulk from electronic communications and applying sophisticated analytic tools to
identify and find ||| Tho ctisched Application seeks this Court’s authorization
10 coliect in bulk _ certain business
records—call detail records, or “telephony métada‘ig”—-—so that the NSA may use these same
analytic tools to identify and find operatives of ||| GGG 50

The attached Application for business records is made pursuant to title V of the Foreign
Intelligence Surveillance Act, S0 UU.5.C. § 1861 et seq, as amended, “Access to Certain Business
Records for Foreign Intelligence Purposes,” to capitalize upon the unigue opportunities the
United States has for identifying communications of ||| GG 75 ccticction
sought bere will make possible a potentially powerfil tool that the Government has to dismvef
enemy communications: metadata analysis. For telephone calls, metadata essentially consists {ﬁ“
routing information that includes the telephone number of the calling party, the telephone
mumber of the called party, and the date, time and duration of the call. Tt does not include the
substantive content of the communication or the name, address, or financial information of a
subscriber or customer. Relying solely on such metadata, the Government can analyze the

contacts made by a {elephone number reasonably suspected to be associated with a terrorist, and
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thereby possibly identify other, previously unknown, terrorists. The primary advantage of
metadate analysis as applied to telephony metadata is that it enables the Government to analyze
past connections aﬁ,_ That analysis is possible, however, only if the
Government has collected and archived a broad set of metadata that contains within it the subset
of communications that can later be identified as terrorist-relat ed. In additlon, individually
targeted collection of metadata is inadequate for tracking the communications of terrorists who
I
_
L%%f&%@?}
In the attached Application, therefore, the Government requests that this Court order the
production, in bulk and on an ongoing basis, of certain business records ||| Gz
I o billing and faud detection purposes, || TR
é@f-:aii records” that contain routing Information, mncluding which telephone number called which
other telephone number at what date and time, and for how long, i.e, “metadata ™ The
Application fully satisfies all requirements of title V of FISA. In particular, the Application
saeks the production of tangible things “for” an international terronism investigation. S0 US.C
§ 1861{a)(1}. In addition, the Application includes a statement of facts demonstrating that there
are reasonable grounds to believe that the business records sought are “relevant” to an authorized
investigation. Jd. § 1861(b)(2). Although the call detail records ||| G
- contain large volumes of metadata, the vast majority of which will not be terrorist-
related, the sce;ﬁe of the business records request presents no infirmity under title V. All of the

business records to be collected here are relevant to FBI investigations into [ becauss the

NSA can effectively conduct metadata analysis only if it has the data in bulk. (FS4S
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In addition, even if the metadata from non-terrorist communications were deemed not
relevant, nothing in title V of FISA demands that a request for the production of “any tangible
things™ under that provision collect only information that is strictly relevant 1o the international
terrorism investigation at hand. Were the Court to require some tailoring to fit the information -
that will actuaily be terrorist-related, the business records request detailed in the Application
would meet any proper test for reasonable tailoring. Any tailoring standard must be informed by
a balancing of the government interest at stake against the degree of intrusion into any protected
privacy interests. Here, the Government’s interest is the most compelling imaginable: the
defense of the Nation in wartime from attacks that may take thousands of {ives. On the other
side of the balance, the intrusion is minimal. Ag the Supreme Court has held, there i1s 20
constitutionally protected intersst in metadata, such as numbers dialed on a telephone, Any
intrusion is further reduced because only data connected to telephone numbers reasonably
suspected to be terrorist-associated will ever be viewed by any human being. Indeed, only a tiny
fraction (estimated by the NSA to be 0.000025% or one in four million) of the call detail records
coliected actually will be seen by a trained NSA anaiyst. Under the procedures the Government
will apply, metadata reflecting the activity of a particular telephone number will only be seen by
a human analyst if a computer search has established a connection to a terrorist-associated
telephone number. (FSHASHINE)

The Application is completely consistent with this Court’s ground breaking and
innovative decision ||| GG—_. in- In that case, the Court authorized the
installation and use of pen registers and trap and trace devices to collect bulk e~mail metadata
1
I | Coust found that all of “the information likely to be
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obtaingd” Fom such collection “is relevant to an ongoing Investigation o protect against
internationa! terrorism.” 50 U.S.C. § 1842(cx 2 | GGG = 25-54 The Court explained
that “the bulk collection of meta data—i. e., the collection of both 2 huge volume and high
percentage of unrelated communications—is necessary to identify the much smaller mumber of ||
I :oununications.” Jd at 49, Moreover, as was the case in ||| NG s
Application promotes both of the twin goals of FISA: facilitating the foreign-intelligence
collection needed to protect American lives while at the same time providing judicial oversight
to safeguard American feedoms. (8

BACKGROUND (1D
A, The Al Qpeda Threat ()

On September 11, 2001, the al Qaada terrorist network Jaunched a set of coordinated
attacks along the East Coast of the United States. Four commercial jetliners, each carefully
selected to be fully loaded with fuel for a transcontinental flight, were hijacked by al Qasda
operatives. Two of the jetliners were targeted af the Nation’s financial center in New York and
were deliberately flown into the Twin Towers of the World Trade Center. The third was targeted
at the headquarters of the Nation's Armed Forces, the Pentagon. The fourth was apparently
headed toward Washington, D.C., when passengers struggied with the hijackers and the plane
crashed in Shanksville, Pennsylvania. The intended target of this fourth jetliner was evidently
the White House or the Capitol, strongly suggesting that its intended mission was to strike 3
direct blow at the leadership of the Government of the United States. The atfacks of September
11th resulted in approximately 3,000 deaths—the highest single-day death toll from hostile

foreign attacks in the Nation’s history. These attacks shut down air travel in the United States,
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disrupted the Nation’s financial markets and government operations, and caused biflions of
doliars in damage to the sconomy. (U}

Before the September 11th attacks, al Qeeda had promised fo attack the United States. In
1998, Osama bin Laden declared 3 “religions™ war against the United States and urged that it
was the moral obligation of all Muslims to kill U.S. civilians and military personnel. See
Statement of Osama bin Laden, Ayman al-Zawahir, et al., Farwah Urging Jihad Against
Americans, published in ALOuds gl-" Arabi (Feb, 23, 1998) ("To kill the Americans and their
allies—civilians and military—is an individual duty for every Muslim who can do 1t in any
country in which it is possible to do it, in order to liberate the al-Agsa Mosgue and the holy
mosgue from their grip, and in order for their armies to move out of all the lands of Islam,
defeated and unable o threaten any Muslim.”). Al Qaeda carried out those threats with a
vengeance, they attacked the U.S.8. Cole in Yemen, the United States Embassy in Nairobi, and
finally the United States itself in the September 11th attacks. (U)

It is clear that 2l Qaeda is not content with the damage it wronght on September 11th.
Just a few months azo, Osama bin Laden pointed 1o “the explosions that . . have take[n] place
in the greatest European capitals” as evidence that “the mujahideen | | bave been able to break
through all the security measures taken by” the United States and its allies. Osama bin Laden,
audiotape released on Al-Tazeera television network (Federal Bureau of Investigation trans., Jan.
19, 2006). He warned that “the delay of [sic] mflicting similar operations in America has not
been due to any impossibility of breaking through your security measures[,] for those operations
are underway and you will see them in vour midst as soon as they are done.” /& Several days
later, bin Laden’s deputy, Ayman al-Zawshiri, warned that the American people are destined for

“a future colored by blood, the smoke of explosions and the shadows of temor™ Ayman al-
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Zawshiry, videotape releaged on the Al-Jazeera television network (Jan. 3(} 2008). These recent
threats were just the latest in a series of warnings since Sepiember 1 lih by al Qaeda leaders who
have repeatedly promised to deliver another, even more devastating attack on America See, e g,
Osama bin Laden, videotape released on Al-Tazeera television network {Oct. 24, 2004) (watning
United States citizens of further attacks and asserting that “your security is in vour own hands™;
(Osama bin Laden, videotape released on Al-Jazeers television network (Oct, 18, 2003) (“We,
God wiliing, will continue to fight vou and will continue martyrdom operations inside and
outside the United States . . "), Avman al-Zawahir, videotape released on the Al-Tazeera
television network (Oct. %, 2002) (1 promise vou {addressing the ‘citizens of the United States’]
that the Islamic vouth are preparing for you what will fill your hearts with horror™). As recently
a5 December 7, 2003, al-Zawahiri professed that al Qaeda “is spreading, growing, and becoming
stronger,” and that al Qaeda is “waging a great historic battle in Iraq, Afghanistan, Palestine, and
gven In the Crusaders’ own homes.” Ayman al-Zawahiri, videotape released on Al-Jazeera
television network (Dec. 7, 2005). Indeed, since September 11th, al Qaeda has staged several
large-scale attacks around the world, including in Tunisia, Kenya and Indonesia, killing hundreds
of imnocent people. In addition, Avman al-Zawahiri claimed that al Qaeda played some role in
the July 2003 attacks on London. See Declaration of Jobn 5. Redd, Director, National
Counterterrorism Center § 35 (May 22, 2006) (Hxhibit B to the Application) ("WCTC
Declaration”™). Given that al Qaeda’s leaders have repeatedly made good on their threats and that
al Qaeda has demonstrated its ability to insert foreign agents info the United States to execute
attacks, it is clear that the threat continues. (FSSINE)

Reliable intelligence indicates that [ remains intent on striking the United States

and U.S. interests. See NCTC Declaration 7% 5-7, 8, 11-13. ‘| s 2o international
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organization with a global presence, with members located in af least 40 countries, and the
capability to strike US interests anywhere in the world.” Jd. 95, Indeed, [ <contivoes is
efforts to reconstitute commumication links to a transnational network of -persom}el and
affiliated groups.” Jd. § 39 Recent intelligence suggests that [J I bas become “keenty”
interested in soft fargets, especially those that are densely populated. JId. 9§ 17, 75. -
and its affiliates consistently have expressed an interest in attacking U.S. rail and mass transit
svstems, as well a5 confinuing to target the civil aviation sector, including U.S. passengers and
Western atrorafl overseas. fd. § 74-80. Moreover, the Intelligence Community is concerned
that the next [ ottack in the United States might use chemizal, biological, radiologics! or
nuctear weapons, “especially given [ clear intent to develop such capabilities and vse
them to strike the Homeland” /& §81. Insum, - continues to present “a credible threat
for a massive attack against the US Homeland” Id. § 91, By helping to find and idenufy
members and agents of _ particularly those who are already within the
United States, the proposed request for business records would greaily help the United States
prevent another such catastrophic terrorist attack, one that [ itself bas claimed would be
larger than the attacks of September 11th. FSUSTHCSHOCNE)

B. B of Telephones to Communicate (8)

I e international telephone system to
communicate with one another between numerols countries all over the wsﬂd_, mncluding to and
from the United States. In addition, when they are located inside the United States, [ I}
I < domestic U.S. telephone calls. For purposes of preventing terrorist attacks
against the United States, the most analytically significand telephone commumneations

are those that either have one end in the United States or that are purely domestic, because those
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communications are particularly likely to identify individuals who are associated with -
in the United States w:hese activities may ioclude planning attacks on the homeland. See
Declaration of Lieut. Gen. Keith B, Alexander, US. Army, Director, NSA § 5 (May 22, 2006)
{Exhibit A to the Application) ("NSA Declaration™). The vast majority of the call detail records
scught in the attached Application would include records of telephone calls that either have one
end in the United States or are purely domestic, including local calls, although some racords
would relate 1o communications in which both ends wers outside the United States. The United
States needs 10 sort through this tslephony metadata to find and identify ||| G =2
thereby acquire vital intelligence that could prevent another deadly terrorist attack, (ESHSHAE

. Discovering the Enemy: Metadata Analvsls (ESHST/NE

Analyzing metadata from international and domestic telecommunications—such as
information showing which telephone numbers have been in contact with which other telephone
numbers, for how long, and when'—can be a powerful tool for discovering communioations of
terrorist operatives. Collecting and archiving metadata is thus the best avenue for solving the
following fundamental problem: although investigators do not know exactly where the terrorists’
communications are uiding in the billions of telephone calls flowing through the United States
today, we do know that they are there, and 1f we archive the data now, we will be able to use &
in a targeted way to find the terrorists tomorrow. NSA Declaration §§ 7-11. As the NSA has

explained, “[tThe ability to accumulate a metadata archive and set it aside for carefully controlled

' For telephone calls, “metadats” includes comprehensive communications routing information, including
ths telephope pumber of the calling party, the telephone mumber of the called party, and the date, time and duration
of the call, a5 well a5 commmunications davice and munk identifiers. A “ounk” 5 a commumication line befween two
switching systems. Newfon's Telecom Dictionary 853 (20th ed 2004). Telephony mstadata does not include the
content of the commumication, as defined by 18 U.S.C. § 2510(8), or the name, address, or financial information of a
subseriber or gustomer, 83
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searches and analysis willt substantially increase NSAs ability to detect and identify members of
al Qaeda and its affiliates” Id  8; see a[so— at 43-45. (TS/ST/NE)

Collecting and archiving metadata offers at least two invaluable capabilities to analysts
that are unavailable from any other approach. First, it allows for retrospective “contact
chaining.™ For example, analysts may learn that a particular telephone number 1s associated with

- perhaps because it was found in the cell phone directory of a recently captured [l
-agem, By examining metadata that has been archived over a period of time, analvsts can
search to find the contacts that have been made by that “seed” telephone number. The ability to
see who communicates with Wé‘?om may iead to the discovery of other terrorist operatives, may
help to identify hubs or common contacts between targats of interest who were previously
thought to be unconnected, and may help to discover mndividuals willing to become FBI agsets.
Indeed, computer algorithms can identify not only the first tier of contacts made by the telephone
mamber reasonably suspected to be associated *;fafitii- but also the further contacts made
by the first and second tiers of telephone numbers. WSA Declaration § 9. Going out bevond the
first tier anhances the ability of analysts to find terrorist connections by increasing the chences
that they will find previpusly unknown terrorists. A seed telephone number, for example, may
be in touch with several telephone numbers previously unknown to analysts. Following the
contact chain out two additional “hops”™ to examine the contacts made by the first two tiers of
telephone nﬁmbers may reveal a contact that connects back to a different terrorist-associated
telephone number already known to the analyst. Going out to the third tier is useful for
telephony because, unlike e~mail traffic, which includes the heavy use of “spam.” a telephonic
device does not lend itself to sumultaneous contact with large numbers of individuals.

(TSHSHANE)
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The capabilities offered by such searching of a collected archive of metadata ave vastly
more powertil than chaining that could be performed on data collected pursuant to national
security letters issued by the Government under 18 U.S.C. § 2709 and targeted at individual
telephone numbers. If investigators find a new telephone number Wh@;:z-s
captured, and the Government issues a national security letter for the local and long distance toll
billing records for that particular account, it would only be able to obtain the first tier of
telephone numbers that the-mmb@f hes been in touch with. To find an additional tier of
contacts, new national security letters would have to be 1ssued for each telephone number
identified in the first ter. The time it would take to izsue the new nationa) security letters would
necessarily mean losing valuable data. And the data loss in the most critical cases would only be
increased by terrorists’ — Moreover,
hecause telephone companies generally only keep call detatl records in an easily accessible
medium for up 10 two vears, histoncal chaining analysis on the number may lead analvsts to

associated telephone number more than fwo years ago. See NSA Declaration § 12, (Wepwisste,

4

realing the contacts that were made by & terrorist-

-

The second major tool analysts can use with an archive of collected metadata is-

telephone pumber within the archived metadata that shows

Obviously, gu{:h—ig a critical tool for
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Declaration ¥ 11, It provides an invaluable capability that could not be reproduced through any

— Such analysis can be performed only if the Government has collectad

(ESHEEAE
Ha The Foreign Intellizence Surveillance Act (1)

FISA provides a mechanism for the Government 1o obtain business records—here, call
detail ;’ecazds— containing precisely the type of
communications data that is vital for the metadata analvsis deseribed above—including the
telephone number of the calling party, the telephone number of the called party, and the date,
tme and duration of the call. Section 501 of FISA, as recently amended by section 106 of the
USA PATRIOT Improvement and Reauthorization Act of 2005, Pub. L. No. 109-177, 120 Stat.
192, 196-200 (Mar, 9, 2006 (“USA PATRIOT Reauthonzation Act”), authorizes the Director of
the FBI or his designes to apply to this Court

for an order requiring the production of any tangible things (ncluding books,

records, papers, documents, and other tems) for an investigation to obtain foreign

intelligence information not concerning a United States person or to protect

against international terrorism or clandestine intelligence activities, provided that

such investigation of a United States person is not conducted solely on the basis
of activities protected by the First Amendment to the Constitution.

50 U.S.C. § 186117 4

? The call detail records sought in the attached Application would not be collected by a “pen register” or
“trap and trace devics™ as defined by 18 ULS.C. § 3127, Each of thess ferms refers to a "device or process™ which
either “records or decodes dialing, roufing, addressing, of signaling information transmitied by an {nstrument of
Tacility from which a wire or electronic commumication is transmifted”—a pen registes, id. § 3127(3), or “captures
the incoming electromic of other impulses which identify the originating muraber or other dialing, routing,
addressing, and signaling information reasonably likely to identify the source of & wire or slectronic
sonmmunication™—a trap and trace device, id § 3127(4), As the definitions make ¢ledr, pan registers and trap and
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LEEGAL ANALYSIS (U)

1, The Application Fully Complies with All Statutery Requirements. (U)

Section 501(c)(1) of FISA, as amended, directs the Court to enter an ex parte order
requiring the production of tangible things if the judge finds that the Government’s application
mests the requirements of subsections 501(a) and (b). The most significant of those
requirements are that the tangible things, which include business records, are “for” an
investigation to protect against international terrorism. 50 U.S.C. § 1861(a)(1). Section
501} 2)A) indicates that this requirement is one of relevance, providing theat the Government’s
application must include

a statement of facts showing that there are reasonable grounds to believe that the
tangible things sought are relevant to an authorized investigation (other than a threat
assessment) conducted in accordance with subsection (a)(2) [i.e., following
Attorney General-approved Executive Order 12333 guidelines and not conducted of
a U.S. person solely on the basis of First Amendment-protected activities] to obtain
foreign intelligence information not concerning & United States person or to protect
against international terrorism or clandestine intelligence activities, such things
being presumptively reievant to an authorized investigation if the applicant shows
1n the statement of facts that they pertain to—(1) a foreign power or an agent of a
foreign power; (i1) the activities of a suspected agent of a foreign power who is the
subject of such authorized investigation; or (iii) an individual in contact with, or
known to, a suspecied agent of a foreign power who is the subject of such
authorized investigation.

Id § 1861(DY2XA).° (1)

irace devices are mechanical “device[s],” or perthaps software programs (*processfes]”™), that “record”™ or “decode”
data as communications signals are passing through the particular spot in the communications network where the
“device” or “process” has been installed, or that “capiure” data in a similar fashion. See, e.g., United States Telecom
Ass'nv. FBI 276 F.3d 620, 623 (D.C. Cir. 2002} ("Pen registers are devices that record the telephone npmbers
dialed by the swrveillance’s subject; trap and trace devices record the tslephone mumbers of the subject’s incoming
calls.”). The mechanism by which the NSA would receive call detail records does not involve any such “device or
rocess.” Instead, [ INGGNGNGTGTGEGEEEEEE ) copy and transmit the call detail records,
-mdapendendy compile in their normat course of business, to the NSA in real or near-real time. (FS/SU/ANF)

* Until recently, section 501(b)2) provided only that the Government’s application “specify that the
records concerned are sought for an authorized investigation conducted in accordance with subsection (23(2) of this
section to obtain foreign intelligence information not conceming a United States person o to protect against
imternational terrorism or clandestine intelligence activities,” 50 U.8.C. § 1861(b)(2) (Supp. 12001}, Accordingto
the legislative history of the USA PATRIOT Reanthorization Act, the provision was amended “to clarify that the
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Thus, section 301¢b)(2) of FISA requires that an application for an order requiring the
production of business records must include a statement of facts showing that there are
“reasonable grounds to believe” that certain criteria are met; (1) that the business records are
relevant to an authorized investigation, other than a threat assessment, that is being conducted,
for example, to protect against international terrorism; (2) that the investigation is being
conducted under guidelines approved by the Attorney General under Executive Order 1233 3;Aand
(3) that the investigation is not being conducted of a U.S. person solely upon the basis of
activities protected by the First Amendment. Jd § 1861{(b)(2)(A). All of these criteria are met
hera. (U

Taking the last two requirements first, the attached Application establishes that the

business records sought are for FBI investigations intd _
_nvestigations which are being conducted under Attorney

General-approved 12333 guidelines and that are not being conducted of any U.S. persons solely
upon the basis of First Amendment-protected activities. In addition, the attached Application
and accompanying declarations by the Directors of the NSA and National Counterterrorism
Center certainly demonstrate that there are “reasonable grounds to believe™ that the business
records sought are “relevant” to authorized investigations to protect against international
terrorism. ()

A, The Business Records Sought Meet the Relevance Standard, (U)

Information is “relevant” to an authorized international terrorism investigation if it bears
upon, or is pertinent to, that investigation. See 13 Oxford English Dictionary 561 (2d ed. 1989)

“relevant” means “[bjearing upon, connected with, pertinent to, the matter in hand”); Webster’s

tangible things sought by [an order under section 561] must ba ‘relevant’ to an authorized preliminary or full
investigation . . . t© profect egainst international terrordsm.” HUR Conf. Rep. No. 109-333, at 90 (2005). ()
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Third New Int’l Dictionary 1917 (1993) (*relevant” means “bearing upon or propérly applying to
the matter at hand . . . pertinent”); see also Oppenheimer Fund, Inc. v. Sanders, 437 U.S. 340,
351 (1978) (noting that the phrase “relevant to the subject matter involved in the pending action”
in Fed. R. Civ. Proc. 26{(b)(1) has been “construed broadly to encompass any matier that bears
on, or that reasonably could lead to other matter that could bear on, any issue that is or may be in
the case’™); ¢f. Fed. R. Evid. 401 (*“Relevant evidence’ means evidence having any tendency to
make the existence of any fact that is of consequence to the determination of the action more
probable or less pmbéble than it would be without the evidence.”) {emphasis added). Indeed,
section 501(b}2} establishes a presumption that the Government has satisfied the relevancy
requirement 1f it shows that the business records sought “pertain to—1) a foreign power or an
agent of a foreign power; (ii) the activities of a suspected agent of a foreign power who is the
subject of such authorized investigation; or (111) an individual in contact with, or known to, a
suspected agent of a foreign power who 1s the subject of such authorized investigation.” 30
U.S.C § 1861{bY2)A). The USA PATRIOT Reauthorization Act added this presumption to
section 501{b} to outline certain situations in which the Government automatically can establish
relevance; the presumption was not intended to change the relevance standard for obtaining
business records under section 501. See Pub. L,’ No. 109-177, § 166, 120 Stat. 196; H.R. Conf.
Rep. No. 109-333, at 91 (Section 501(b)(2) “also requires a statement of facts to be included in
the application that shows there are reasonable grounds to believe the tangible things sought are
relevant, and, if such facts show reasonable grounds to believe that certain specified connections
to a foreign power ot an agent of a foreign power are present, the tangible things sought are
presumptively relevant. Congress does not intend to prevent the FBI from obtaining tangible

things that it currently can obtain under section [501].°7) {(emphasis added). (U)
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The FBI currently has over 1,000 open National Security Investigations targetin
B o::-: vio oo
As we have explained above, the bulk telephony metadata sought in the attached Application is
relevant to the FBI’s investigations iz."zto-ecaﬁ_].se:> when acquired, stored, and processed,
the telephony metadata would provide vital assistance to investigators in tracking down-
operatives. Although admittedly a substantial portion of the telephony metadata that is collected
would not relate to operatives of _,4 the intelligence tool that the
Government hopes to use 1o ;ﬁnd- communications—-metadata analysis—reguires
collecting and storing large volumes of the metadata to enable later analysis. All of the metadata
collected is thus relevant, because the success of this investigative tool depends on bulk
collection. FESHSHANE)

Archiving and analyzing the metadata sought in the attached Application will assist the
FBI in obtaining foreign intelligence and, in particular, in identifying the telephone numbers of-

-operating within the United States. For example, contact chaining and-

-of the archived information will allow the NSA to identify telephone numbers that have

been in contact with telephone numbers the NSA reasonably suspects to be linked ‘m-
and its affiliates. NSA may provide such information to the FBI, which can determine whether
an investigation should be com\xmenced to identify the users of the telephone numbers and to
determine whether there are any links to international terrorist activities. The NSA estimates that
roughly 800 telephone numbers will be tipped annually to the FBI, CIA, or other appropriate

U.S. government or foreign government agencies. NSA Declaration § 18. The FBI would also

* The NSA exps s bpci acords request, over the course of a year, will result in the collection
of metadata pertaining to communications. See NSA Declaration §6. (FSHSTANE)
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be able to ask the NSA to perform contact cha‘zﬁizzg-n terrorist-associated

telephone numbers known to the FBI (5N

The call detail records sought in the attached Application are certalnly “relevant” to an

- As this Court recently noted éz;—tha requirement of relevance (s a

relatively low standard. - gt 29. In that case, the Court was interpreting a similar,

and quite possibly more stringent standard than that presented h@;@. There, the Court found that
section 402(a) of FISA was satisfied, {e, that “the information lkely to be obtained is . ..
relevant to an ongoeing investigation to protect agalnst international terrorism.” 30 US C
§ 1842(c) (emphasis added).” Here, by contrast, the Application need only establish that there
are “teasonable grounds to believe” that the records sought are relevant to an authorized
international terrorism iﬁves‘tégaiian.é Id § 1861(bH) Y A). OFSHSHAE

In evaluating whether metadata collected in bulk is “relevant” to investigations %n'{e-
—this Court has recognized that, “for reasons of both constitutional
authority and practical competence, deference should be given to the fully considered judgment

of the executive branch in agsessing and responding to national security threats and in

¥ alhough the Government argued that the statute did not permit the Court to look behind the
Goversonent's corhification of relevance. the Coutt assumed for pueposes of the case that it shoudd consider the basiz
for the certification. See - 26-28. (ESHSHANE)

¢ The “reasonable gromnds 1o bebeve” standard is simply a different way of articulating the probable canse
standard. See Maryland v. Pringle, 340 U.S. at 371 {quoting Brinegor v. United States, 338115, 160, 175 {1948
{““The sabgtance of all the definiions of probable cause is a reasenable ground for bellef of gullt ™), Asthe
Suprems Conrt has recently explained, “li)he probable-canss standard is incapable of precise definition or
guantification into percentages because it deals with probabilities aad depends on the totality of the clrcuimstances.”
Maorviand v. Pringle, 540 U.8. 366, 371 (2003} Rather than being “technical” these probabilities “are the factual
and practical considerstions of everyday Hf on which reasonable and predent men, not legal technicians, act”
Brinegar, 338 U.S. at 176, see alse Fringle, 540 ULS, at 370 (quiting flinois v. Gates, 462 U8, 213, 231 (1983)
{gooting Brinegary). In addition, probable cause “does not reguire the fine resolution of conflicting evidence that &
reasonable-doubl or sven a preponderance standard demands.” Gerstedn v, Pugh, 420 U8, 103, 121 (1975}, see also
HHinois v Gaies, 462 U5, 213, 235 (1983) ("Finely tumed standards such as proof bevond a reasonable doubtor by a
preponderance of the svidence, usefol m formal trals, have no place in the [probable cause] decision.™. (U}
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determining the potential significance of intelligence-related information. Such deference is
particularly appropriate in this context, where the Court is not charged with making independent
probable cause findings.” ‘i 30-31. i-his Court noted that the
proposed activity would result in the collection of metadata pertaining ’to-gf' slectronic

communications, all but a very small fraction of which could be expected to be unrelated ‘s:c-

-d. at 36.40, 48, Nonetheless, this Court found that the bulk collection
of metadata “1s necessary to dentify the much smaller number i}-

SR g

communications” and that therefors, “the scope of the proposed collsction i3 consistent with the
certification of relevance” 7d at 48-49. Tn part that was because the NSA haed explained, as it

does here, that “more precisely targeted forms of collection against known accounts would tend

10 sereen out the “unknowns’ that NSA wants digcover, 50 that NSA needs bulk collection in

order to identify ﬁnknwe- d. at 42, Just as the bulk
collection of e~-mail metadata was relevant to FBI investigations into —

50 is the bulk collection of telsphony metadata described herein. (FSHSHATFR)

B, The Proposed Collection Is Appropriately Tailored, (1)

Title ¥V of FISA does not expressly impoze any requirement to tailor a request for
tangiblie things precisely to obtain solely records that are strictly relevant to the investigation. To
the extent, however, the Court construes the “relevance™ standard under Title V to require same
tailoring of the requested materials to limit overbreadth, the request for tangible things proposed
here is not overbroad. As this Court concluded in-‘ihe applicable relevance
standard does not require a statistical “tight fit’ between the volume of proposed collection and

the much smaller proportion of information that will be directly relevant tc-geiated FBI
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investigations.”” 7d at 49-30. Instead, it is appropriate io use as a guideline the Supreme
Court’s “special needs” jurisprudence, which balances any intrusion into privacy against the
government interest at stake to determine whether a warrant or individualized suspicion 18
required. See Board of Educ. v, Farls, 536 U .S 822, 829 (2002); see gene‘mﬁ{y-
at 50-52.% Here, the Government’s interest is overwhelming. It involves thwarting terrorist
aitacks that could take thousands of lives. “This concern clearly involves national sscurity
interests beyond the normal need for law enforcement and is at least as compeiling as other
governmental interests that have been held 1o justily searches in the absence of individualized
suspicion.” -&z 31-32; see also Haig v. Agee, 453 1.8, 280, 307 (1981) (It is
obvious and unarguable that no governmental interest is more compelling than the security of the
Nation.”} {internal quotation marks omitted). The privacy interest, on the other hand, is minimal.
As we explain below, see infra § I, the type of data atf issue is not constitutionally protected; and
it would never even be szen by any human being unless a terrorist connection were first
established  Indeed, only a tiny fraction {(estimated to be 0.000025% or one in four million) of

the call detall records included in the archive actually would be seen by & trained analyst®

7 As noted above, the relevance standard being interpreted in the pen register context in
that found in section 402 of FIS A—is mquite possibly moere stringent then that required fo be et DY ey
for business records under section 5301 of FISA. &0

¥ Because, as we explain below, there is no Fourth Amendment-protected inferest in the telephony
metadata at issue here, the actual standerdr applied voder Fourth Amendment balancing are fr more rigorous than
any that the Court should read into the starufory requirement that the business records sought under section 501 be
“relevant” o an intenational terrorism investigation. Nevertheless, the balancing methodefogy applied under the
Fourth Amendment-—balancing the Govermment’s interest against the privacy interest at stake~—oan provide & usefid
guids for analysis hore, 655

® The NSA would conduct contact chaining three “hops™ ont, 1.2, to include the first three ters of contacts
made by the reasonably m@&:ﬁ&#&ieﬁ&m mumber. Bven though o substantial portion of the
telephone numbers in those first three Ders of contacts may not be used by tersorist operatives, they are all
“wommected” 10 the seed telephone pumber. FFRASEAED
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And, as thizs Court recently found, “the Government need not meake a showing that it is
using the least intrusive means gvailable. Rather, the guestion is whether the Government has
chosen “a reasonably effective means of addressing’ the need” — at 52-53 (quoting

Earls, 536 U5, at 837) (internal citations omitted), see also Farls, 336 U.S. at 837 (“[TThis

Court has repeatedly stated that reasonableness under the Fourth Amendment does not require
employing the least intrusive means, because the logic of such elaborate less-restrictive-
alternative srguments could raise insuperable barriers to the exercise of virtually all sesrch-and-
seizure powers.”) (internal quotation marks omitted); Fernonia Sch. Dist. 477 v. Acton, $15 118
646, 663 (1995) (“We have repeatedly refused to deciare that only the “least intrusive’ search
practicable can be reasonable under the Fowth Amendment”™). Here, as in_
senior responsible officials, whose judgment on these matters is entitled to deference . . | have
articulated why they believe that bulk collection and archiving of meta data are necessary fo
tdentify and m@nﬁe_whesa ... communications would otherwise go
undetected.” i 53-54. Such bulk collection is thus a “reasongbly effective
means to this end” Id at 54, (FSHEEAE

In sum, a3 this Court previously concluded in the pen register context,

the bulk collection proposed in this case is analogous to suspicionless searches or

seizures that have been upheld under the Fourth Amendment in that the
Government’s need 15 compelling and immediate, the intrusion on individual

privacy interests is imited, and bulk collection appears to be a reasonabl
effective means of detecting and monitoring _yand

thereby obtaining information likely 1o be relevant to ongoing FBI investigations.
In these circumstances, the certification of relevance is consistent with the fact
that only a very small proportion of the huge volume of information collected will

be directly relevant to the FBY %_mfegtiga‘é’zi}ﬁs.

fd. CESHSEAE
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. The Government Will Apply Strict Minimization Procedurss to the Use of
the Collected Bata. (5)

The Government can assure the Court that, although the data collected under the attached
Application will necessarily be broad in order to achieve the criticel inteiligence objectives of
metadata analysis, the use of that information will be strictly tailored to identifying terrorist
sommunications and will occur solely according to strict procedures and safeguards, including
particular minimization procedures designed to protect ULS. person information. These
procedures and safeguards are almost identical 1o the reguirements imposad by this Court iﬁ-

—whicb suthorized collestion of a similar volume of metadata. (FSHSHAND

First, as described in the attached Declaration from the Director of the NSA, the NSA
will query the archived data solely when it has identified a known telephone number for which,
“based on the factual and practical considerations of everyday life on which reasonable and
prudent persons act, there are fhcts giving rise to a reasonable, articulable suspicion that the

ielephone number 13 associated with — provided,

however, that a telephone number beligved to be used by 2 U5, person shall not be regarded as
associzied W‘z’zh— solely on the basiy of activities
that are protected by the First Amendment to the Constitution.” NSA Declaration § 13.%°
Simiiaﬁya—woulé be undertaken only with respect to such an identified “seed”
telephone number. For example, when an-epemﬁv;ﬁ is apprehended, his cellular
telepbone may contain a phone book lsting telephone numbers. Telephone numbers listed in

such a phone book would satisfy the “reasonable articulable suspicion” standard. This same

1% For example, a telephone mumber of 2 U.S. person could not be a seed number “if the oaly information
thought to support the belief that the [number] is associated with is that, in sermong of in postings on a web
site, the 118, person espoosed jihadist hetoric that 721 short of "adveotacy . . | directed 1o inciting or producing
imminent awless action and | | | likely o incite or produce such action.” Brandenberg v. Ohic, 39378, 444, 447

(1969} {per curiam).” | NGNGG_: 3. TSE7aE
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standard is, in effect, the standard applied in the criminal law context for a “Terry” stop. See
Terry v. Ohio, 39208, 1, 21, 30 (1968); see also [llinois v. Wardlow, 528 U.8. 119, 123 (2000)
(police officer may conduct a brief investigatory Terry stop “when the officer has a reasonable,
articulable suspicion that criminal activity is afoot™)." It bears emphasis that, given the types of
analysis the NSA will perform, no information about a telephone number will ever be accessed
by or presented in an intelligible form to any person unless either (i) that telephone number has
been in direct contact with a reasonably suspected terrorist-associated telephone number or is

linked to such a number through one or two intermediaries, or (i) a computer search has

indicated that the telephone number has ‘d}a—

In addition, any guery of the archived dats would require approval from one of seven
people: the Signals Intelligence Directorate Program Manager for Counterterrorism Special
Projects; the Chief or Deputy Chief, Counterterrorism Advanced Analvsis Division; or one of
four specially authorized Counterterrorism Advanced Analysis Shift Coordinators in the
Analysis and Production Directorate of the Signals Intelligence Directorate, NSA Declaration
g 18 NSAs Office of General Counsel (OGC) would review and approve propoesad guernies of
archived metadata based on seed accounts reasonably believed to be used by U.S. persons, /d
916, Finally, NSA’s OGC will brief analysts concerning the authorization requested in the

Application and the limited circumstances in which queries to the archive are permitted, as well

! The “ressonable articulable suspicion” standard that the Government will impose on itself with respest
1o data collected through this Application Is higher than that required by statuie or the Constitnion. Under FISA,
the only standard 1o be satisfied priot io collecting indformeation via a reguest for business records is that the
information be relevent to an international terrorism investigation. The Fourth Amendment remuires 4 “reasonable
articulzble suspicion” to justify a minimally intrusive Terry stop. Here, no Fourth Amendment inferests are even
implicated. (1) '



emveit
Line

emveit
Line

emveit
Line


as other procedurss and restrictions regarding the retrieval, storage and dissemination of the
archived data. Jd (F5#SEAD

Second, NSA will apply several mechanisms to ensure appropriate oversight over the use
of the metadata. ‘The NSA will apply the existing (Atiorney General approved) guidelines in
United States Signals Intelligence Diractive 18 {(1993) {“USSID 187) (Exhibit D to the
Application) t0 minimize the information reported concerning U S, persons. NSA Declaration

i

1

17. Prior to disseminating any U.S person information, the Chief of Information Sharing
Services in the Signals Intelligence Directorate must determine that the information 1s related to
counterterrorism information and is in fact necessary to understand the foreign intelligence
information or 10 agsess its importance. [d; see USSID 18, § 7.2 {NSA reports may include the
identity of a U.S. person only if the recipient of the report has a need to know that mformation as
part of his official duties and, frnfer alia, the identity of the U.S. person is necessary to understand
the foreign intelligence information or to assess its importance). The Director of the NSA will
direct the NSA Inspector General and General Counsel to submit an initial report to him 45 days
after the receipt of records pursuant o the Order assessing the adeguacy of the management
controls for the processing and dissemination of U.S. person information. NSA Declaration
722, The Director of the NSA will provide the findings of that report to the Attorney General.
Id (FSHSHANEY

In addition, every time one of the limited number of NSA analysts permitted o search the
archived data carries out such a search, a record will be made, and the analyst’s login and IP
address, and the date, time and details of the search will be automatically logged to ensure an
auditing capability. NSA Declaration § 16, The NSA’s OGC will monitor both the designation

of individuals with access to the archived data and the functioning of this automatic logging
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capability. /d The NSA Inspector General, the N3A General Counsel, and the Signals
Intelligence Directorate Oversight Compliance Office will periodically review this program. 72
922, Atleast every ninety days, the Department of Justice will review a sample of NSA's
justifications for querving the archived data. /4 €19, The Director of the NSA himself will, in
coordination with the Attorpey General, inform the Congressional Intelligence Oversight
Commitiges of the Cowrt’s decision to issue the Order. Jd § 23, (FSHSHANED

Third, the collected metadata will not be kept online (that is, acosssible for queries by
cleared analysty) indefinitely. The NSA has determined that for operational reasons 1t 13
important to retain the metadata online for five vears, at which time 1t will be destroyed. /4.
420, The U.S. Government has 2 strong operational interest in refaining data online for five
years to determine_omacts associated with newly-discovered “sesed”
telephone numbers. Jd. In addition, moving data off-line requires significant resources, raises

the possibility of corruption and loss of data, and would incur probable delays in moving data

back online {or it to be accessed when needed, See ge?ﬁemf{}_

Finally, when and if the Government seeks an extension of any order from the Court
requiring ihe production of business records containing telephony metadata, it will provide a
report about the queries that have been made and the application of the reasonanle articulable

suspicion standard for determining that queried telephone numbers were terrorist related. NSA

Declaration § 24, (FSHSHAE
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L The Application Fully Complies with the First and Fourth Amendments (o the
Constitution. (I}

There is, ¢of course, no constimutionally protecied privacy interest in the information
contained in call detail records, or telephony metadata. In Sith v. Moryiond, 442U 8. 735
{1579), the Supreme Court sguarely rejected the view that an individual can have a Fourth
Amendment protected “legitimate expectation of privacy regarding the numbers he dialed on his
phone” Smith, 442 1.5, at 742 (internal guotation marks omitied). The Court concluded that
telephone subscribers know that they must convey the numbers they wish o call 1o the telephone
company for the company to complete their calls. Thus, they cannot claim “any general
expectation that the numbers they dial will remain secret” Jd at 743; see also id, at 744
(teizphone users who “voluntarily conveyl]” information to the phope compaay “in the ordinary
course” of making a call “assumf{e] the risk™ that this information will be passed on to the
government or others) (internal quotation marks omitted). Even if a subscriber could somehow
claim a subjective intention to keep the numbers he disled secref, the Court found that this was
not an expectation that society would recognize as reasonable, To the contrary, the situation fell
squarely into the line of cases in which the Court had ruled that “a person has no legitimate
expectation of privacy in information he voluntarily turns over to third parties.” Jd at 743-44"°
Although the telephony metadata that would be obtained here would include not only telephone
numbers dialed, but also the length and time of the calls and other routing information, there is
no reasonable expectation that such information, which is routinely collected by the telephone

cornpanies for billing and frand detection purposes, is private. The information contained in the

2 See also United States v, Miller, 425 11.8. 433, 443 (1976) (" This Court has held repeatedly that the
Fourth Amendment does not probibit the obtaining of information revealed 10 & third party and conveyed by him io
Government authorities, even if the information is revealed on the assumption that it will be used only for & lmited
purpose and the confidence placed in the third party will not be betrayed.™). U
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call detail records —v no way resembles the substantive

contents of telephone communications that are protected by the Fourth Amendment. See Katz v.
United States, 389 U.S. 347 (1967). (8)

Morsover, as this Court has previously found, because of the absence of a reasonable
expectation of privacy in metadata, the large number of individuals whose telephony metadata
will be obtained “is irrelevant to the issue of whether a Fourth Amendment search or seizure will
ogour.” -a‘t 63. Nor would the derivative use of the archived metadata through
contact chaining (}_be prohibited by the Fourth Amendment, See id. st 63-66;
United Stees v, Calondra, 414 1.8, 338, 334 (1974) {Grand jury “[ajuestions based on illegally
obtained evidence are only a derivative use of the product of 2 past unlawful search and seinue
Thev work no new Fourth Amendment wrong.”). [TSH/SHNT)

The proposed business records request is also consistent with the First Amendment.
Good faith law enforcement investigation and data-gathering activities using legitimate
investigative technigues do not violate the First Amendment, at least where they do not violate
the Fourth Amendment. See Reporters Comm. for Freedom of the Pressv. AT&ET, 593 F.2d
1030, 1064 (D.C. Cir. 1878); see af-.sc— at 66 (“The weight of authority supports
the conclusion that Government wnformation-gathering that does not constitute a Fourth
Amendiment search or seizure will also comply with the First Amendment when conducted as
part of a good-faith oriminal investigation.”); ¢f. Laird v. Tatum, 408 U.S. 1, 10, 13 (1972) (the
“subjective ‘chill™ stemming from “the mere existence, without more, of a governmental
investigative and data-gathering activity that 1s alleged to be broader {n scope than is teasonably

necessary for the accomplishment of a valid governmental purpose” does not constitute 2
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cognizable injury). As this Court recognized in the context of the Government’s application o
collect e-mail metadata 1 bulk,

“the proposed collection of meta data is not for ordinary law enforcement
purposes, but in flrtherance of the compelling national interest of identifying and

tracking —o peratives and ultimately of thwarting ferrorist atfacks.
The overarching investigative effort against 15 not atmed at curtailing
First Amendment activities and satisfies the “good faith” requirement . . .

Id. ot 68, (FSHSHANE)

Nonetheless, we are mindful of this Court’s admonition that, because “the extremely
bmaﬁ‘mmza of this collection carries with it z heightened risk that collected information could
be subject fo various forms of misuse, potentially involving abridgment of First Amendment
rights of innocent persons . . . special restrictions on the accessing, retention, and dissemination
of such information are necessary to guard against such misuse”™ Id, The sirict restrictions
proposed here on access to, and processing and dissemination of, the data are almost identical to
thase imposed by this Court E-C{I%mpﬁf’ﬁ NSA Declaration 9§ 13-24 wz‘f’fz-
-1‘t 82-87 " In addition, the Department of Justice would review  sample of NSA’s

justifications for querying the archived data at least every ninety days, (IFSUSTIAEY-

** One minor differsnce is that for operational reasons the NS A secks to retain the telephony metadata
sollected online for Bve, rather than four and a Balf, vesrs. Compare NSA Declaration i 20 with

{approving refention
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CONCLUSION (U)

For the foregoing reasons, the Court should grant the requested Order. (U)

Respectfully submitted,

Dated: May 23, 2006

Jor AL EISENBERG
Deputy Assistant Attorney General,
Office of Legal Counsel

.‘;./ Nl ey
ALﬁERTO' R. GORZALES
Attorney Genera

STEVEN G. BRADBURY 4
Acting Assistant Attorney (General,
Office of Legal Counsel

Ny

éw&ss A BaRER
ounsel for Intelligence Policy

U.S. Department of Justice
950 Permsylvania Ave., N.W.
Washington, D.C, 20530



emveit
Line

emveit
Line


All redactions taken in accordance with _
one or more of the following FOIA L e L
exemptions and statutes:
(b) (1) _ S
(b) (3) - P.L. 86-36 SRS B S
(b) (3) - 50 USC 3024(i) o , T 849
(b) (3) - 18 USC 798 ' o I "-j_ "“‘"

e

"HESE TR asp e BT B @ﬂﬁﬁ

3@@ E@@E@r @é‘ @?@5‘?‘& g&t@c;m f@r mstm:& feh s o mpr@dacﬂ@ﬁ @s f@éﬁegsa m? ‘%@:g é@&sm@ﬁ% Z

nnnnnnnnnnnnnnnnnnnnnnnnnnnnnnnnnnnnnnnnnnnnnnnnnnnnnnnnnnnnnnnnnnnnnnn

QPC: D2
CLASSIFIED BY NSA/CSSM 123-2
DECLASSIFY ON: ORIGINATING ﬁi@h%@f S DETERMINATION ﬁEQ&J RED



mamisak
Line

mamisak
Line

mamisak
Line

mamisak
Text Box
All redactions taken in accordance with one or more of the following FOIA exemptions and statutes:
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NATIO &&AL SECURITY AGENCY
CENTRAL SECURITY SERVICE
Fort @@@?g% G. M@ad@g Masy@aﬁé

______ 27 July 1883
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LEGAL COMBL mﬁg AND -

MINIMIZATION PROCEDURES {Fod
- LETTER @5@%@%@@@&?&@?@

{U} Thiz USSID pres&s’abes po!scxes ;mé“ pm@énre: and “‘S»Slgﬁs respenss«bsiftses to snsm@"‘ﬁat thea
micsions and functions of the United: ‘Sates: skéiﬂ?ﬁystﬂm -{USS;} are congucted in a mannef ezt
safeguards the ccﬁstrtutf@ﬁm‘ m:hts gﬁt&ﬁw" : - ; o

{EJ} This U<SED has be@n corﬁp{aue wm‘tﬁ:@n to make it shorter and Sasier to undaerstand, |t
congtitutes 3 summary of the laws ang- fegulations directly sﬁee:‘tmg USSS operations. Alk USSS
;@ﬁaﬁnel who collect; process, Fetain, @rdissemm%te information to, *rrorﬁ, or about U.5. persons or
pers@ﬁs et the United States mustbe fafﬁﬂ%& ‘{th ies. c@ﬁtemu .

—FSHGY This' USSID supersedes USS?D 18 aﬁ—s 1USSID ‘18 Ann@x é\ (dts‘crxbuted saparately to
selecied recipients), bothof which are dated. 20 Ottober 1980, and must now be destroved. Notify
DIRNSAJCHCSS (USSID:Mansger) if this: adition of USSID 18 is d@’tmyed becsuse Gf am erﬁergﬁhcy
action; otherwzse reguést. appr@val fmmD?RNSAJC‘ﬁCSS before d@stroymg thes LISSID. -

(FOUO} Releass or ezp@sx.zre of th:s Scxument 10 contracmm and tanSultaﬁts wmhout apprcval
from the USSID Manager'ts prohibited, “instructions. ag:phcab-le ta., feiﬂas&% of exmsgre of USSID o
»Gﬂt&“‘ECﬁGE"S aﬁé C@fﬁ&it&“ﬁi may be fou nd inUSSID 2 P

the General C@un@@i N‘SNCSS {-"

J. M. McCONNELL
Vice Admiral, U.S. Navy
Dirﬁct@r '

CLASSIFIED BY NSA/CS5M 123-2
DECLASSIFY @N @WG MQTENG AGENC‘%’ES BETERM NA‘E’E@N REQUERSQ
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NATIONAL SECURITY AGENCY
CENTRAL SECURITY SERVICE

Fort George G. Meade, Maryland
: 28 October 1287

UNITED STATES SIGNALS INTELLIGENCE
DIRECTIVE
(USSID)
18

LEGAL COMPLIANCE AND MINIMIZATION
. PROCEDURES {FOUOQ)

CHANGE 1
LETTER OF PROMULGATION

-Feuer This hard copy change provides replacement pages for your copy of USSED 18, dated
27 July 1983,

Actions: 1. Change referencas to “P05” o read “PO2” in paragraphs 5.4.d.(3), 7.1. (last line),
7.2.c.(8) (lines 3 and B), 7.3.c.(1) (lines 2and 3), 7.5 ., 8.3.b., and 8.4.b. in the basic USSID 18.

2. From your copy of USSID 18 remove and destroy pages A<1/1 through A-1/8.

3. Insert new pages A-1/1 through A~1/3 (replacement of pages in above action), Thase
pages update the USSID fo reflect current changes in standard minimization procedures for NSA slec-
fronic surveiflances.

4. in the last paragraph of the Latier of Promulgation change to read: “Questions and
comments concerning this USSID should be addressed to the Ofiice of General Counsel, NSA/CSS,
NSTS 0655121 or NI

5. On the Table of Contents {page i\i), change the title of Appendix 1 to Annex A fo read
“Standardized Minimization Procedures For NSA Electronic Surveillances”.

FOR THE EXECUTIVE AGENT:

USSID Manager

NOTE: DESTROY THIS PAGE AFTER POSTING THE ENCLOSED CHANGE MATERIAL.
RETAIN THE ORIGINAL LETTER OF ?%@M%EL@%T@N WIiTH USSID 18.
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USSIiD 138

27 July 1882
CHANGE REGISTER
CHANGE ENTERED
No.  Dbate ~ Authority (Msg Cite/DTG, Hard Copy (HC)
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USSID 18
27 July 1888

Foreign tﬂteiligiém_e Surveiliance Court Approval .........ccoiiiilieen i, '
Artormey Ganeral Approval ...l e e

Emergency Situations ...........0..0nns P :

a
k.
c. DIRNSA/CHCSS Approval .....o.ooiiiniiniinenn.s. e,
d
€

4.2,

Anrual REports . ..vevi . R

4.3, incidental Accuisition of U.S. Person Information .. ..o v,

4.4, Nenresident Alien Targets Entering the United States ............ e
4.5. LS. Person Targets Entering the United States ... ... ..o iiiiian ...
4.8, ReguesStoToargetlUl. PEMSOMS v v covns cows sonms mong s sops s E5es vads s
4.7, DirectionFinding....i0v.v.nen. e T e — 3% § S onn R ES 5
48, DistrEssSIQNAIS oosy vins v sens LiNTaes soans b T Vs e sy s §
4.8. COMSEC Monitoring and Security 'Testmg of Automataed tnfermauen yst&ms

SECTION 5- PROCESSING  + v e e e e e e s s a1

5.1. Use of Selaction Terms During Processing .. .ooviiir it iniiniienrenencannnn.
5.2, AnnUal Review BY DD L. et
5.3. Forwarding of Intercepted Material ... ..o e
5.4. Nonforeign Communications ....... Bhus wgmes womlbasyang o L A— e pEeE SR § SEE
a. Communications between Parsons in the United States ....................
b. Communications between U.S.Persons ... oc.ivuvinvennnnnn..s e
¢. Communications Involving an Officer or Employee A
of the U.S. Govarnment , -
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UssiD 18
gg@ga COMPLIANCE AND

PROCEDURES {U}

e

S%C??@?é 1- ﬁ‘REFACE

1.1 [U} ‘i‘ha ?mrﬁh Amenﬁment to the i}mtezj ststas Cons‘zfmtiam pmteﬁs all . 5. persons
anywhere in the world and all persons within the United Statds, from unreasonable searches and
seizuies by any parson or agency acting on behaif of the U.S. Governmant. The Suprema Court hag
ruled that the irterception of electranic communications is' 3 search and séizure within the meanihg
of the Fourth Amendment. it is therefore mandatery that signals intelligence {SIGINT) eperations be
conducted pursuant o procedures which meet the reasonablensss requirements of the Fourth.
Amendmant.

1.2, {UY In determining whether. United States- SIGINT System {USSS) operations are
"féasmab}e, it is, necessary. to- balance the U.S. Government's néed: for. foraign intelligence
“information and the privacy interests of persens protected by the Fourth Amendmant: Striking that
balance has consumad much time ang effort by all branches of the United States Government. The
results of that effort’ are reflected: in. the references listed: i Section: 2. below. . Together, thege
references require the minimization of US, parson informiation collected; processed, retained or
disseminated by the LiaSS '1’?1@ gmmsa of this dogumant is to smp%eme?st thase minimization
requirements. R o '

1.3, {U) Severa! themes run throughout this USSID. The mest Importent is that inteltigence
operations and the grotaction of constitutional rights are not incompatible. It is not necessary to
deny legitimatd forfeign «intelliginge “collection o suppress - legitimate: forelgn intelligence
information to pmtect ’th@ ?@ur‘t?ﬁ Am@m&mgm vights of .S, per*oﬁs

1.4, (tj; F‘"mi g, the%a mmam;zatsaﬁ §?§€s§izi’§§ §mg¥em@m 'th@ camtzmxmag princple. of
“reasonableness” by giving different categories of individuals and entities differemt levels of
protection, These fevels range from the stringent protection accorded U.S, citizens and permanent
resident aliens in the United States to provisions relating to foreign diplomats in the US. These
differences reflact yet another main theme of these procedures, that is, that ‘the fo«z:us of alf foreign
intelligence operationsis on foreign antities and parsons. s

SECTION 2 - REFERENCES

2.5, {1 R'éf‘eré‘ncéé :

a. 50 U.5.C. 1801, et seq., Foreign Intelligence st.m-m;ﬁ@ m {%z%@kf@f 1378, Public Laws
Ke, §5-511. : - R (

b. Executive Order 12333, "United States imtelligence Actm‘tses, éateé é&aémber ‘1931
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¢c. DoD Directive 5240.1, “Activities of DoD Intelligence Components that Affect U.S.
Persons,” dated 28 Agril 1388,

d. NSAJCSS Directive. h,o 10—30 "’Profedures Governing Activities of NSA/CSS that affect
U.5. Persans,” dated 20 Septembar 2990
_ SECT ION 3 % ?@LECY

(U) The policy of the USSS is to TARGET or COLLECT only FOREIGN COMMUNICATIONS. ®
The USSS wsli not intentionally COLLECT communications te, from or about U.S. PERSONS or persons
or entities in the U.S. except as set forth in this USSID. If the USSS inadvertently COLLECTS such
. communications, itwill process, retain and disseminate them only in accordance with this USSID.

SECTION &- COLLECTION

4.1. (S-CCO) Communications which are known to be te, from or about a U.5. PERSON D
will not be intentionslly intercepted, or selected through

the use of 3 SELECTION IERM exceptin the following uns-tances

2. With the approval of ‘the Umted States Foreign !ntei!:g@nce Surveillance Court under
the conditions outfined in Annex A of this USSID. .

b. With the approval of the Attorney General of the United S‘té‘tes, i
(1) The COLL G'IGN is girected against the fo!lowmg

{z) Commumcaticnns toor ‘from U.S. PERSONS owtssd@ the UNiTED STATES, or

ar

' {e} C@rﬁmgmc@u@ns which are net to @r fmm but mere!y about U.5. PERSONS
(wh erever located).

(2) The person is an AGENT OF A EOREIGN POWER, and

(3) The purpese of the COLLECTION is to acquire significant FOREIGN INTELLIGENCE
information.

: c. With the approval of the Director, National Security Ageﬁﬁy/CHief, Central Security
Service (DIRNSA/CHCSS), so long as the COLLECTION need not be approved by the Foreign
lrrtemgence Surveﬂ!@nce chz or the Attorney General, and

(1) The ﬁerscn h=s CGNSENTED to the COLLECT’ !ON by ex@cutmg ene cf the CONSENT
forms cgntam@d in Aﬂﬁ@x H,or

* Capitalized words in Sections 3 through 9 are defined terms in Section 8.
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{2) Tha person is reasonab!y believed to be held captive by a FOREIGN PGWER or group
engaged in iN?ERNATSON.AL TERRORISM or

(3) The TARG ETED

I and the DIRNSA/CHCSS has approved the COLLECTION in sccordance with Annex |,
or .

(4) The COLLECTION is directed against between a U.S.
PERSON in the UNITED STATES and a foreign entity outsida the UNITED STATES, the TARGET is the
farezgﬁ em:ty, and the DiRNSNCHCSS has appm«v@d the COLLECT !QN :ﬁ'éccordance w:th Annex K or

(3) Techmcal dewces (e 8.,
to limit acguisition by the USSS to-commu

nications to or rom the TARGET or to specific forms of -
cornmunications usad by the TARGET (e.g., '

and the COLLECTION is directed against voice and facsimile
communications with one CC}MMUN!CANT m the UNITED STATES and the TARGET of the

coLLECTION is [

(2) Anon-U.S. PERSON located outside the UNITED STATES, [l

- o I ——

(6) Copies of approvals granted by the DIRNSA/CHCSS dnder thesa provisions will i:re
retained in the Office of Generai Cuunse[ for review by the Attam@y Geﬁerai

3

are employed

d. Emergency Sftuatreﬂs

(1) In emergesney situations, DIRNSA/CHCSS "may aath@nze the COLLECT IOM of
information to, from, or about a U.5. PERSON who is outside the UNITED STATES when sacuring the
prior approval of the Attornay Generai is nct practical because. ’

{2) Thetime requ;red to obtsin such apprcval wou!d resultin the loss of significant
FCREIGN iNTELLlGENC= and wc»uld cause substantial harm to the nattonal secur:ty

(&) A person s iife or phrtcaf safety i is r@asaﬁab!y beheved to be in 1mmadsgta
danger.

{¢) The physical security of a defense mstallat;@n oF g@verﬁment property is
reasonably beheved to be in immediate danger, o

. (2) Inthose cases where the DIRNSA/CHCSS authorizes emergeﬁcy COLLECTION, except
‘for actions taken under paragraph d. (T}(b} ab@v@, D{RNSAICHCSS sha!l f" nd that 'there is probabfe
cause that the TARGET meets one of the fo!l@wmg criteria: :

() A p&rson who for or on behaliof 3 FORE&GN P@WER is engaged in clandestme
intelligence activities (including covert activities intended to affect the political or governmental
. process), ssbotage, or INTERNATIONAL TERRORIST activities, or activities in preparation for
INTERNATIONAL TERRORIST activities; or who consp;res with, or knowingly aids and abets a person
engaging in such activities.
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{b} A personwhois an officer oF em pioyea of 8 FOREIGN POWER.

€C) A person uniawfully acting for, or pursuant to the direction of, a FORE?GN

POWER. The mere fact that a person's activities may benefit or further the aims of 2 FOREIGN POWER

is not enough to bring that parson under thzs subsection, absent evidence that the person is taking
direction from, or acting in Knowing concert with, the FOREIGN POWER. .

_ (d) A CORPORATION or other entity that is owned or controlled directly or
indirectly by a F@REEGN PQWER.

(e} A person in contact wnth ér actlng in col aboratnsn m'th an intelligance or
security service of & foreign power for the purpose of providing access 1o mforma’uoﬁ or material
dassr’r‘ 24 by the Umted States te whxch such permn has acesss,

E (3) in ail cases whera emergﬂﬂcy roliectmﬁ is authcﬂzed the foll@wmg steps shall be
taken:

{a) The Genaral Counsel will be notified immediately that the COLLECTION has
starved. Co '

(b) The General Counsel will initizte immediste efforts to obtain Attorney General
approval to continue the collection. If Attorney General approval is not obtained within seventy two
hours, the COLLECTION will be terminated. IF the Attorney General approves the COLLECTION, it may
comtinue for the period sgx@clﬁed inthe approval

a. Anaual reports to the Atterney General are reguired for QOLLECHON coﬂducted under
paragraphs 4.1.¢.(3) and (4). Responsible analytic offices will provide such reperts through the Deputy
Diractor for Operations (DDO) and the General Counsel to the DiRNSA!CHCSS for trensmzttal to the
Arterney Geﬁarai by 31 January of each year.

4.3. {u} lﬁcadeﬁtal Acqu:sfts@ﬁ ef U.5, PERSCN informatmﬂ Informatton to, from or about
U.S. PERSONS acquirkd incidentally as s result of COLLECTION d;rected against appropriate FOREIGN
INTELLIGENCE TARGETS may be retamed and prof:ecsed in accardance with Section § and Section 6 of
thas U‘S!D ,
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4.4. ~{5-€€0) Nonresident Alien TARGETS Entéring the UNITED STATES. '

a. Hfthe commumcatnons of a2 nonresident ahen located abroad are being TARGETED and
the Usss !earﬁs that the mdmduai has entered the UNITED STATES, GQLLECT ION may contmue for a
nod of 72 hours prawded tﬁat the DIRN;AJCHCSS is advised Immedlately and

(1) Immediate efforts are initiated to obtain Attorney General approva] or

(2} A determination is made within the 72 hour peried that the_

b. If Attorney General approval is obtained, the COLLECTION may ceﬁt:nue for the length |
of t:me specn" ed in thﬂ approval

¢ If it is deteimined that _ COLLECTION may

continue at the drscre?:ion cuf the operat:ona»l @Iemeﬂt

oodoif _or if Attorhey General approval is not cbtained
within 72 hours, COLLECTION must be terminated W Attorney
General approval is obtamed ar the mdmdual leavesthe O STATES. ‘

4.5. ~{E-€EOY U.5. PERSON TARGETS Entering the UNITED STATES.

&. If communications t&, from oz about a U.5. ?ERSQN?DCJYL@@ oms:de the UNITED STATES
are being COLLECTED under Attorney General approval deseribed in. Séct[on &.1.b. sbove, the
COLLECTION must stop when the USSS learns that the individual has éntered the UNITED STATES.

b. While the 2ﬁd!v3dua[ is in the, UN!TED STATES CQLLECTfON may be resumed only with
the approval of the Umted Sta‘t@s F@rengn !nteihgence Surve:!fa 'ce Court as descr:bﬂd in Annex A.

4.6. {5-€E6}- Requests to TARGET U.S. PERSONS. AI’E F
PERSONS,
through the DDO and the General Counsel to the DIRNSA/CHCSS for review.

sais' fér COLLECTION against U.S.
must be submitted

4.7. -{-Q-EEG} Dsrec:mn Fmdmg Use of direction ﬂﬁdmg so!e!y te det.rrnme the location of'a
transmitier located outsnde of the UNITED STATES does not constitute ELECT RON:C SURVEELLANCE or
COLLECTION even if directed at transmitters believed to be used by U.S. 'PERSONS. Unless COLLECTION
of the cemmumcations is otherwise authorized under. these. procedures, the . contents of
communications 1o which a LE 5. PER_sOi\; is a party mon:tored in the coursq of direction finding may

only be used to 1deﬁtn'y the tranismittet. _ A

4.8. (U) Distress Signals. Distress signals may be intentionally collected, processed, retained,
and dissaminatad without regard to the restrictions contained in'this USSI b
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4.2. (U) COMSEC Monitoring and Security Testing of Automated Imformation Systems.
Monitoring for communications security purpeses must be conducted with the consent of the person
being monitored and in accordance with the procedures established in National Telecommunications
- and Information Systems Security Directive 600, Caﬂﬁmumc@uom Sscur:ty (COMSEC} Memtormg,
dated 10 April 1930, Monitoring for communications securxty purposes is not governed by this USSID.
Intrusive security testing to assess sscurity vuinerabilities in automated information systems likewisa is
not governad by this USSID,

sec*n@m 5 - PROCESSING

5.1. {5-CEQT Useof Sela;ﬂcn Terms Dunng Processing. When a SELECT§DN TERM is mt%nded
to INTERCEPT a communication on the basis of the content of the communication, or because a
communication is enciphered, rather than on the basis of the identity of the COMMURICANT or the
fact that the communication mentions a particular individual, the f@llawmg rules apply:

a. No SELECTION TERM that is reasonably likely to result in the INTERCEPTION of -

communications to or from a U.S. PERSON (wherever located),
may be used unless there is reason to believe that FGREIGN
INTELLIGENCE will be obtained by use of such SELECTION TERM.

b. No SELECTION TERM that has resulted in the INTERCEPTION of 2 segﬁtﬁcan‘t number of
communications to or from such perscns or entities may be used unless there is reason to believe that
FOREIGN ENTELL!GENCE will be ebtam@d

¢ SELECT IQN TERMS that have resulted or are reasonazbly likely to result in the
1NT§RCEPT§@M of commumcetlsﬂs o or from such persens or entities shall be desagﬁed to defeat, to
the greatest extent praciicable under the circumstances, the INTERCEPTION of those communications
which do not contain FOREIGN INTELLIGENCE.

5.2. {5-€E0} Annual Review by bao;.

‘ a. All SELECTION TERMS that are reasonably likely to result in the INTERCEPTION of
communications to or from a U S. PERSON or terms that have resulted in the INTERCEPTION of a
s.lgmficant number af such cemmumcatzons shall be reviewed annually by the DDO era designee.

.b. The purp@se @f the review sh@!l beto determme whether Jﬁer@ is reasaﬁ to believe that
FDRE!GN INTELLIGENCE will be obtained, or will continue to be obtamed by the use of these
SELECTION TERMS.

¢. Acopy of the T@SL&;&S af the review will be prowded to the Inspector General and the
General Counsel.

. 5.3. {6-€EQ) Forwarding of Intercepted Material. FOREIGN COMMUNICATIONS collected by
the USSS may be forwarded as intercepted to NSA, intermediste processing facilities, and
collaborating centers.

.
!
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5.4, +{5-€€0} Neonforsign Communications.

a. Communications between per"ons in the UNITED STATES Private “radio .

_ commumcat:ons sole!y between persons in the UNITED STATES madverfenﬂy mtercepted durmg the ~ -

COLLECTION of POREiGN COMMU NICATIONS will be pr@ﬁﬂpﬂy des‘troyeé unless the Attomey General
detarmines that the contents indicate a threat of death o serious badily harm to any person.

b. Cammumcatmns batween U.5. PERSONS. Coﬁrﬁumcatsons saiely between u. s.
PERSONS will be treated as follows: L,

(1) Communicaticns s::fety between U.S. PERSONS inadvertently intercepted during
the COLLECTION of FOREIGN COMMUNICATIONS will be destroyed upon recogn:tnan if technically
posssble, except as pr@wded in paragraph B 4 d. below.

(2) N@ththstandmg the precading provision, cryptolcg:c data (e.g., srgnal and .
ent:pherment information) and techmcal communications data (e.g., circuit usage) may be extractscl
and retained from those commdnications if necessary to:

(a) Estgb!ish or maintain intercept, or
(B) Minimizéfﬁhwaﬁted intercept, or
(€}, Support crypto!sglc operations related to FOREIGN CDMMU NICATIONS.

(o Cemmumcaﬂons iﬁv@f\!mg an Officer or Empiuyee ef *the US. Government.
Communications to or from any officer or employee of the U.S. Government, or any state or local
governmant, will not be. intentionally - intercepted. Inadvertent.. INTERCEPTIONS of such

communications (includmg those between forsign TARGETS and U.S. offi CIaIs) will be treated as
indicated in paragraphs 5.4.a. and b., ebove: :

d. Ekceptions “Notwithstanding - the provisions of paragraphs 5.4, b. and c. .. the
DIRNSA/CHCSS may waive the destruction requ;rement for international communications containing,
inter alia, the foflowmg types of mforma’ta cm

(‘i) Significant FOREIGN INTELLIGENCE, or
(2) Bvidenceofa crime or threat of death or serious bodily harm to any person, or

(3) Anomalies that reveéi 3 potential vulnerability to US. communications security.
Communications for which the Attorney General or DIR%SMCHCSS s wawer is scught should be
forwarded to NSNCSS Attn 53*5- PDD.. :

g5, —%EE@? Raé io Com mumcatnons wrth aTerminal i in the UNiTED 5TATES

a. All radie v:@mmun:catlons that pass over channels’ w;th a 'terrﬁmal in the UNITED
STATES must be pr@cessed thraugh a. comput@r sean dictzonary or sam:!ar dgvace miecs those
communications occurover channels used exc!us:veiy by a FOREIGN POWER '

b, International common-accass radm commumcataons that pass over chaﬁﬂe!s with a

terminal in the UNITED STATES, other than [N communications, may

be processed without the use of a computer scan dictionary or similar devica if necessary to determine
whether a channel contains communications of FOREIGN INTELLIGENCE interest which NSA may wish
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1o eallect. Such processing may not exceed two hours without the specmc prior written aporoval of
the DO and, in any event, shall be limited to the minimum amount of time nacessary 1 determine
the nature of communications on the channel and the amourt of such communicstions that include
FORBIGN INTELLIGENCE. Onee it is determined that the channel contains sufficient communications
of FOREIGN INTELLIGENCE interest 1o warrant COLLECTION and exploitation to produce FOREIGN
INTELUIGENCE; a computer scan dictionary o similar device must be used for sdditional progessing.

¢. Copies of all Bbo writien apg&mva#s mage gvm&nt to 55D mustbe gr@wéeﬁ 1o the
General Counsel and the Inspector General.

SECTION 6 - RETENTION

§.7. T5-CEo) Retenton of Communications to, from or About LS, ?f‘ RSONS.

a. Except as othenwise gwwd@é in Annex A, Appendix i, 5@@3@?‘? 4, commmunications s,
from or about U.S. PERSONS that arz intercepted by the USSS may be retained in their @%’ngfi&f or
rranseribed form anly as Tollowa:

{1} Unenciphered communications not theught 10 contain secret meaning may be
retained for five yaars unless the DDO determings in writing that retention for a longer peried is
racuired 1@ respond 1o suthorized FOREIGN INTELLIGENCE requirements.

(2} Comimunications necessary to maintain technical data basas for eryptanalytic or
traffic analytic purposes may be retained for 2 period sufiicient to allow 2 thorough exploitation and
1o permit sccess to data that are, or are reasonably believed likely to become, relevantto a current or
future: FOREIGN INTELUIGENCE reguirement. Sufficient duration may vary with the nature of the
u:;(p%&[%&;mﬁ and may consist of ariy period of time during Which the téchnical data base is subject te,
ar of use in, cryptanalysis. if 2 LS. PERSON'S :cﬁeﬁmy Is Mot necessaly 1o m&;;ﬁ&m;ﬁg ﬁe«:hmcai aima
bases, it should be deleted or replaced by 3 generic term when pr&cﬁm&i}

b. Communicgtions which could be disseminated under Section 7, below {i.e., without
elimination of references to LLS, PERSONS) may be ?@min@d in thair @ﬁgiﬂéi or transcribed form,

08 Accsss. Access 0 raw traffic storage systems whzch contain identities of US.
PE R‘%@N‘:& mus" b@ irmiiied 10 SIGINT production personnsl.

SECTION 7 - DISSEMINATION

7.1 —&&E&S—} Focus of 3&&;%? R@;mm AEE s;egga;? reports will be written so as to focus solely on
tha activities of foreign entities and persans and their agents. Except as provided in Section 7.2,
FOREIGN INTELLIGENCE information concerning U.S, PERSONS must be disseminated in 2 manner
which does not identify the U.S, PERSON, Generlc or general tarms or phrases must be substituted for
the identity (a.g., "U.5. firm" for the specific name of 2 U5, CORPCRATION or 1.8, PERSON" for the
spacific name of & U.5. PERSON). Files contairing the identities of U.S. parsons del eted from SIGINT
reperts will be mamtam@d for a maximum period of one yeer and 2Ry requests *?@m SIGINT custormiers
for such fi@ﬁtmes shoul d bBe ?gferreé o ?ﬁg Pﬁﬁg
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7.2. 46-CEO)- Dissemination of U.S. PERSON identities. SIGINT reﬁcﬁs midy include the
identification of 2 U.S. PERSON only if one of the following conditions is met and a daterrmination is
mage by the appropriste approval auﬁ:h@rsty that the rec: p:ent has a need. for the sdmnttty for the
" performance of his official duties: ,

a. The U.S. PERSON has CONSENTED to the disseminatian of cammumcamons of, or abam
him or her and has executed the CQNSENT form found in Annax H of this USSSD or

b. The information is PQBLECLY AVA!LABLE fi.e., ‘thé eﬁf@rmaaoﬂ is derived from
unelassified information gvaiiable tothe geﬁerai pu bhc}, or

¢. The identity of the U.S. PERSQN is ﬁ-’face-sary o Qﬁd@l’i‘t&ﬁd tha EOREIGN INTELLIGENCE
information or assess its importance, The fa!l@wmg noﬁexclugwé list cantams exampies of the type of
information thatmeet this stahdard: ’ e , .

(1) FOREIGN POWER or AGENT OF A FOREIGN POWER. The zﬁfarmatmﬁ mdfcates that
the U.5. PERSON is a FOREIGN PQWER or an AGENT OF A FQREEGN POWER

{2) Unauthorized Disclasure of Class;f ed Information. The information indicates that
the U.S. PERSON may be engaged in the unauthorized disclosure of classified mformauon

(3) Intgrhationsl Narceﬂcs Activity. The infermation mds:;’t@’ ‘that the indivigual may
be engagad in Eﬁt@r‘nauaﬁ&[ nEFCotcs. traﬁ-' cking activities. {S@e Annex I of this USSID far %urther
information cancemmg mémduals Iﬁ\f@i\!@d in imternstional nazrcs‘tzcs traﬁ‘ ckmg) .

(4} Criminal Activity. The information is evidence that thé md:vudual may be invelved
iy 2 erime that has been, is b@mg, or ts ab@u‘t o be committed, prewded that 'the d:csemmatloﬁ is mr
iaw enforcement purpos@s e '

(5) Intelligence TARGET The information indicates that the U.5. PERSON may be the
TARGET of hostile lﬁteifsgenca actwitles m’ a FOREIGN ?GWER ) ‘

(6) Threat to Saf%ty ,‘?he }l“;f@f’ﬁ’?étiaﬂ mdmates thai‘ th@ :dantrty af ‘the U.S. PERSON is
;}@ﬁiﬁ@ﬁ‘t 10 a p@ss&biﬁ threat to the séfe‘ty of any person of @?’gaﬁ!Zati@ﬁ: mciudmg those wha ar&
TARGETS, wctgg or hostag@s ‘of INTERNATIONAL TERRORIST organizations. Reporting uhits shatl
identify to PGS any repart.c comtaining the identity ofa U.s. PERSQN reported under this subsection (6).
Fielg raporting to PO5 ou!d rj"the form of & CRITICOMM m @_(DDI XAO) and include the
raport date-tnme—grcup {DTG), product serizl fnumber a3ng' the reas@h for inclugion of the US.
PERSON'S identity.

(7) Senior Executive Branch Officials. The identity is that of a2 senior official of the
Executive Branch of the U.S. Government. In this ¢ase only the official’s title will be disseminated.
Domestic political or personal information on such individuals will be neither disseminated mor
retained,
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73 —ee-ééé} Anprova! Au L&@nws Appravsl sutharities f@r the release of identities of U S, ™
persons under Section 7 are as follows:

3: DIRNSA/CHESS. DIRNSA/CHCSS must approve dissemination of:

{1} The ide *&tzﬂes of any s@ﬁ@tsf, congressman, officer, or employes of the Legislative
Branch of the U.S. &ﬁv&r‘nﬂﬁé&ﬁ% : _ .

{2y Theidentty of any person for law enforcement purposes.

b. Fieid Units and N3A Headguarters Elements. All SIGINT proguction arga&%zg?éens ara
authorized to dissemninate the identities of U5, PERSONS when:

. (1) Thaidenttyis ﬁgﬁim%&%ﬁ ta the safety of any persen or organization.
(2} Theidentityis that of a senior official of the Executive Branch,
(3) The U.5. PERSON has CONSENTED undar paragraph 7.2.5. sbove,

c. BDO and Dasigness.

{1} in &ll other cases, U.S. PERSON identitigs may be relezsed only with the prier
approval abih the B@;«ut‘g i&;rmsr 'F%r Cperations, the Assistant Dwuty a.;’eﬁsr for Operations, the
Chief, P85, T D@gmtg Chief, %‘%—, or, in their absence, the Senior Gperzts@ﬁs Officer of the National
SIGINT Operations Center. The DDO or ADDO shall review all U5, identities re’iaaxeﬁ by these
designess assoonas pr@cﬁ*c bie af‘iﬁ?ﬁ“&ﬁ release is made.

{2} For lzw & ﬂf@rcemerst QQ?Q@‘«%S invelving Rarcotics re izted | information, DIRNSA hasg -
gf’aﬂted to the BDO &ﬂ?ho ity 1o disseminate US. ;éeﬁttt&@a This aathgﬁty may not be further
delegated.

7.4. (U) Privileged Communications and Criminal Activity, All phopésad disseminations of
f?‘i‘?@??ﬁ&a&@’? c@nsﬂm’tﬂﬁg Y 3 ?ERS@?% mvrl@ge«d ammmm&@m (eg &tmmeyfﬁmﬁt

AAAAA

inthe L%%é “i‘%i} 3?&?53 mxs‘t m r@ﬁew&d By z%x% @‘i“"?’ «a:@ of G@ﬁ@f’&i Counset prior o ﬁmwmmmmn

‘ ? S (s imw&@@? @z“@efﬁma’um if the rame of & REE PERSQ?% 5% aﬁmmmf ¥ éisﬁwna‘ted
tha incident sh@u id be reported o %’% within 24 h@g?s &t ﬁ%‘%@@‘é@’y of the error, .
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SECTION 8 - RESPONSIBILITIES

. () Inspector General. The inspector General shall:

a. Conduct regular, mspectmns and perform general oversagh‘t of NSA!CSS actw;tues to’
ensure comphance with this USSID.

.- b. Establish procedures f@r repomng by Key C@mp@nen‘t and Field Ch;efs of their activitias
and practices f&r @vers;ght purpcsas . L

: (R Repart to the QiRNSA!CHCSS annually by 31 Octeber concemmg MSM@S cc'ﬁphance
wrﬂ'! this USS!D

d. Report quaﬁeriywi'th the DIRNSA/CHCSS and Genersl Counsel to the President’s’
imtelligence Oversight Board thrﬁugh the Assistant to the S@cretafy of Defﬂnse {Intelligence
Oversight).

8.2. (U)Gendral Coufisel. The General Counsel shall: -
2. Provide iegal advice and assistance to all elements of the USSS regarding SIGINT

activities. Requests for ledal advice on any aspect of these procedures should b-e sem by CR!T}CDMM
25 DI XD, or by NSA/CSS secura telaphone 963-3121, or [N

B, Pr@pare and prccﬁss all appi:»:ati@ns for Far@sgﬂ tﬁt@ltugence Sumeii!aﬁce Court oréers
ard reguasts for Attorney General 2pprovals required by these procédures.

c. Advise the Inspactor General in insp@é‘tiom and ovar'i'ght o1 USSS activities.

d. Review znd assess for legal zmphc@t;aﬁs as requestad by the DIRNSA/CHCSS, Deputy
Director, inspector General or Key Componants Chief, all new ma}or reqmrements and internally
generated USSS activities.

e. Advise USSS personnel of new legislation and case law that may affect USSS missions,
functions, operations, actwsties. orpractices. ... .. =

{. Rep@rt 25 requlred to the Attemey Genéral and the President's !nteihgence Dverssgh't
Be:ard and pmmde capses ef such reports tg the DiRNSAfCHCSS and a‘fected agency el ements.

g. Process requests fram any DoD 1nte¥hgence compoﬁem fe;r au‘thonty to use sxgna s 25
described in Precedire 5, Part 5, of DoD 5240.1-R, for periods in excess of 99 days in the ﬁeve&aprﬁen‘t
tést, or cahhratsa-n of ELECT RQN!C SU RVE!LLANCE equnpment and other equ;pment 'that can m‘terc&pt
communications.
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8.2. (U)Deputy Uirecter for Operations (DDO). The DDO shall: -

a. Ensura that all SIGINT production personnel understand and f’ﬂ%i?"z‘i@m s igh éégz*@e of
awarensss and %mztwsty to t‘ie regu:r@m eﬁts of th;s UssID.

b, Apply the provisions of this USSID te all SIGINT production activities. The DBO staff
focal point for i.I?‘:S D18 mattersis gg% {use CRITICOMM DD XAD).

¢. Conduct necestary reviews of SIGINT production activities and practices to ensure -
consistency with this USSID. : :

d. Ensuire that all new ma;c;? roguirements %ev;@d aﬁ the E.§§S§ or interpally generated
activities are considered for review by the General Counsal. All activities that raise guestions of law or
the proper interpretation of this USSD must be reviewed by the General Coursel prior 1o acceptance
or gxecution,

8.4, (U) Al Elememts of the USSS. All elements of the USSS shall:

2. Implement this directive upen receipt.

b. Prepare new procadures or amend or %g;}:@mem gxisting ;—r@c%dur%@ a5 resuired 1o
ensure adharence to this USSID. A copy of such procedures shall be forvwardad to NSA/CSS, Attr: PES. PO,

immeé;gtgg inform the DDO of my tagking or ;ﬁ;ﬁaeﬁi@m that appear to raguire
%C?Z}Qﬁi #t va isnce with this USSID

d. Promptly report to the NSA Inspector General and consult with the NSA General
Cz}m&ei on all activities that may raise » question of compliance with this USSID,

$SECTION & - DEFINITIONS

1. 45-C20) AGENT OF A FOREIGN POWER means:
a. Any person, other than 2 LS. PERSON, who:

(1) Actsin the UNITED STATES as an officer of employes of 2 FOREIGN POWER, or 253
member of a group engaged in INTERNATIONAL TERRORISM or ectivities in preparation therefor; or

{2} Acts for, or on behalf of, a FOREIGN POWER that engages in clandestine
intelligence activities in the UNITED STATES contrary to the interests of the UNITED STATES, when the
circuimstances of such person's prasence in the UNITED STATES indicate that su re:h p@rs@m may engage
in such activities in tha UNITED STATES, or when such’ person kﬁswzrtgiy sids or absts any persen in
the conduct of such activities of knowingly conspires With any pertan 1o sngdge in such activiti &s; GF

b, Any persn, including 2 U.5. PERSON, wha:
{1} Knowingly engages in clandestine intelligence gathering activities for, or on behalf '

of, a FOREIGN POWER, which activities involve, or may invalve, 2 vie;}fa'i jon of the cr:mmaE statutes of
the URITED STATES; or
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(23 Pursuant 1o tha direction of an intelligence sarvice or natwork of 2 FOREIGH
POWER, knowingly engages in any other ddandestineg intelligence activides for, or on behalf of, such
FOREIGN POWER, which activities ﬁv@%v@ of #re about to involve, a gscia?;on af the griminal statytes
of the um's"&m STATES; or

(2 Q{nawmgiy %ﬁgé’r‘gﬁi in ﬁ&%}@t@@@ or FNT&RM?§$§%A§. ?‘E?ﬁ?ﬁ&ﬁlﬁm or amwtses that
arein gre;samisoa therefcar, for' oron b@haif af a FOREIGN %‘eﬂf’:i& or ‘ ‘

- (&Y Kn&wméiy zigs or abets aﬁy p@mn in the ﬁaﬁéﬁm a}f &W\fi’t}% destribed in
p@?agraph% 2.1.b. {‘%) thmugh {3} @? knews ﬁg&g camsp:res wﬁh aﬁy g@rs@me @ngage in those %cttvsﬁeg

¢ For all purpassﬁs cﬁher thaﬁ the csﬁauct sf zi C’f' QQ’:’% f.Sis RVE&LLANCE a5 ée?zneﬁ by
the Foreign Intelligence Surveillance Act (see Annex A), the phrase "AGENT OF A FOREIGN POWER”

.. alsd means any. person; including U. $. PERSONS outside the UNITED STATES, who zre officers or

emplovéss of a FOREIGN POWER, or who act miawfuiiy for or pursiiant to the ditéttion of s FOREIGN
POWER, or who are in contact with or acting in collaboration with an intelligencs oF sacurity servica
of 3 FOREIGN POWER for the purpose of providing access to information or material classified by the
UNITED STATES Government and to which the person has or has had acceis. The mere facf that 2
parsen's activities may benefit or further the aims of a FOREIGN POWER is not anough to bring that
parsort under this provision; absent evidence that the person is taking direction fmm af geting In
kaowing concert with a FOREIGN POWER,

8.2, $8—COLLECTION "means intentional tasking or SELECTION: of isﬁaﬁt;ﬁéﬂi ﬁ@ﬁ;‘:ﬁb‘tﬁ
communications for subseguart processing aimed atreporting or retention as a file record.

2.3, (U COMMY Eéit%?é‘i‘ meam 2 sender or iﬁi@ﬁé@ﬁ r@ﬁigieﬁﬁ ofz ﬁ&mﬁmﬁ{g‘?&éﬂ

24 (N C@ﬂé&%&%!%‘?i&?@a A&E}UT AUS ﬁ FERSON &é’%‘ thm in wﬁ:::h the LS ?h%:@m g
idertified in the communication. A U.5; PERSON is identified when the persom's name, unique tite
agdress, or other parsonsl igentifiar is revealed in the commuunication in the context of ammses»
conductad by that perton or activities conducted by others and related to that person. A mere
refgrence to a product by brand name or manufacturer's name, e.g., "Boaing 707" & not an
identificationofa ll. § person.

8.5, (U} CONSENT, for §i IGINT gm’p@sea, means an Qgr%em@ﬂt by & Qémﬂ or erganization to
sermit the USES to také particular sctions that affect the person or organization. Ah agreement by an
dgrganization with. the: National Security Agency to permit COLLECTION of information shall be
deemad valid CONSENT I¥ given on behaif of suth organization by an offical or governing bedy
determined by the Gaeneral Coursel; &emuna $ecuniy ﬁxg%ﬂﬁy’, w hav@ ac*:z.saf or ag@arﬁt authority
1o make such an sgreemant. Co :

9.8. {U) CORPORATIONS, for purposes of this USSID, are entities legally recognized as separate
from the parsans who formed, own, or run them. CORPORATIONS have the nationality of the nation
state under whose laws they were formed. Thus, CORPORATIONS incorporated under UNITED STATES
federal orstate law are U5, PERSONS.

2.7, (U) ELECTRONIC SURVEILLANCE means:
a in the case of an electronic communication, the escguisitien of a nonpublic

commiunication by electronic means without the CONSENT of a person who is 2 party w0 the
communication.
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boin the case of a nonelectronic communication, the acquisition of a nonpublic
i@mmmmat@ﬁ by electronic masns without the CONSENT of a persen who | is vi isibly presert 2t the
place of communication. ,

¢. The term ELECTRONIC SURVEILLANCE doss not inciude the use of radic direction
finding equipment solely to %ﬁemm@ the iw&@sn ofz f:ransﬁa;i?er

9.8, {C) FOREIGN CC}MM%}NKATIGN means & cammumcamaﬁ that has at lesst one
COMMUNICANT outside of the UNITED STATES, or that is entirely among FORE! GN POWERS or
between a FOREIGN POWER and officials of 8 FOREIGN POWER, but doss nct include communications
irtgreepted by ELECTRONIC EU%VE!LLA&{ZE directed at premises in the UNITED STATES used
pf@d@mmaﬁtsg for rasidential gumeﬂes

‘ $.5. {0 F@&%éf&% INTELLIGENCE means information r@laﬁmg i the c&m;‘:},imw. intertions, -
and acti ?m% of FOREIGN POWERS, organizations, or persons, angd for purposes of this USSD includes
bt g:é@%iﬁ%xs@ %@Rgt&é INTELLIGENCE and counterintalligenca. : ‘

2.10. (i ?Q% CEF\& WW&R meang:

2. A foraign goveriment or @ﬁ}‘ compongnt th%r%f:sf whether of 5ot retognized by 'i:iﬁﬁ
UNITED STATES,

b, A fection of a forsign nation or nations, not substantially compased of UNITED STATES
PERSONS, ‘

¢ An entity that is openly acknowladged by 3 foreign GOvernment of Gavernments to be
girectad and controllad by such foreign governrment of governments,

d. A gmu = @ﬁa&g@é inINTE E:?%Ti@f\%é;i, TERRORISM or sctivities in &r@p&mﬁ% therefor,

& A f@?@sgmi}am miitmi mrgammﬁm rot substantially ﬁ@ﬁ?g@a&ﬁ of URITED »‘?ATES
PERSONS, or”

. Anentity thatis direcied and controlled by a forsign governmant or gévemmwts.

9.91. (U} INTERCEPTION means the acquisition by the USSS through electronic means of 2
nmmbﬁm ceramunication te which it is not an intended party, end the processing of the contents of
that communication into an intelligible form, but doss not indude the display of signals on wsua;
display devices intended to permit the examination of the tachnical C??%?M&ﬁﬁ%& gt the signals
without reference to tha informa tion content carried by the signal.
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3.12. (U) INTERNATIONAL TERRORISM means sctivities that:

a. Invelve violent acts or acts dangearous to human life that are a violation of the criminal
laws of the UNITED STATES or.of any State; or that would besa crmmai walgtson if commstted within
the jurisdiction of the UNETED STATES or any State, and - e

b. Appear to be mtended
{1) 1o sntsrﬁsdate or coerce & crvehan p@pulatlon,
(2} t@ mﬂ u@nce the pa!zcy cf 2 geverﬂmem by mt:medatmn or ca@rcxan or
(3} to aﬁe»:t the conduct o‘f E gavemmem by assassmat:on ar kudna ppmg, and

c. Gccur uataify outssde the UN;TE@ STATES or ‘traﬂscend ﬂ&t!@ﬁai b@uﬂdaﬂes in terms of .
the means by which they are accomplished, the persons they appear intended to coerce or mtzm:date,
or the locale in which thelr perpetrators opera‘te or.sesk asy! um: i,

9 13 {3)] PUSLECLY AVA!LABLE INFORMATIGN means mformqttoﬁ tha?: has been pubi:shed or
broadcast for general public consumptien, is available on request to a member of the general public,
has been seen of heard by a casual observer, or is made available at a meeti ng open to the general
publlc ) & < B B, e

: 9 14, —@-SELECTiON 2% 2 Eied '2@‘ manyal ang electr{mi& ‘srocessing acﬁvifies, means the
ttivdonsl inseriion of ai Wiehisoe
number, I inte a computer scan dictionary or manual sean guide for the

A purp—zse of 1dentxrymg messages ef interest and 15@1&ting them for fgrth@r pfaﬁessf ng

9.15. TE;-SELEC‘TGON TERM means. the campes:te s*r mdméuai tef'ms used t@ effect or defeat
SELECTION of particular communications for the purpose of INTERCEPTION. Jt comprises the entire
term or serigs of terms so used, but not any segregable term contamed th@:‘em it appliss to both
electronic and manual processing. ;

9.96. (U} TARGET,CR TARGET#MG S%e COLLECTION.

8.17. (H U N[TED STATES when m@d gﬁegraphscai Iy, mc(udes the 50 states and the Disteict of
Columbia, Puerto Rice, Guam, American Samoa, the U.S. Virgin Islands, the Nerthern Mariana Islands,
and any other territory or possession over which the UNITED STATES exercises soversignty.

9.18. 4ErUNITED STATES PERSON:

a. Acitizenofthe UNITEDSTATES,
b. An alien lawfully admitted for permanent residence in the UNITED STATES,

¢. Unincorporated groups and associations a substantial number of the members of
which constitute a. or b. above, or

d. CORPORATIONS incorporsted in the UNITED STATES, including US. flag
nongovernmental aircraft or vessels, but not including those entities which are openly acknowledged
By a forsign goverament or governments to be directed and controliad by them.
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. The following guidelings apply in determining whether 2 personis 2 .5, PERSON:

{1} -A person known to be currently in the United States will be treated a5 2 US.
PERSON uniess that persan is ressonably identified as an alien whe has not m;: sumitied for
permanent residence or i the nature of the person's communications or other 1ﬁ€§§€ iain the contents
or circurnstances of such communications give rise 10 a rzasonable belief that such @emr@ s pot a U8,
PERSOMN.

{2) A parson known 1o be currently suttide the UNITED STATES, or whose locstion is
not khown, will not be treated as 3 U.S. PERSON uniess such person is reasonably identified assuch or
the nature of the persan’s commiunicstiors or other indicia in the contents or circumstances of such
communications give rise 1o a reasonable belief that such person is a2 U.S, PERSON.

{3} A person known to be an allen sdmitted for permanent residence may be assumad
o have bost status as 8 LS. PERSON if the parson leaves the UNITED STATES and it is known that the
nerson B Rotin compliance with the sdministrative formalities provided by law (8 U.S.C. Section 1203}
that enzble such persoms 1o reenter the UNITED STATES without regard 1o the provisions of faw that
weould otherwise restrict am alier's entry into the UNITED STATES. The fallure to follow the statutory
mrocéduras provides a reasonable basic to conclude that such &%&%ﬁ has sbandoned any intention of
matntatning ststus as a pemﬁamem f@ﬁ;&éﬁt alien.

{4} An unincorporsted assodiation whose headauaﬁ&r" are located outside the
UNITED STATES may be pr@sum&é not to be a U5, PERSON unless the USSS has information ingicating -
that a substantial number of members are citizers of the L}NETEE% STATES or gl ens lzwfuily admitted
for permanshit ?@ﬁé@ﬁé@ o

{5 é@?ﬁi}%’ﬁ@wi %"save the i"s%‘ﬁ%%ﬁwﬂ‘i}f @f 'thﬂ nation-state in which they are
incorporated. CORPORATIONS formed under U.S, federal or state [aw are thus U.S. persons, even if
the corporate stock is ?ﬁ?@igﬁ-@‘x&mﬁd The only excestion set forth above is CORPORATIONS which
are openly acknowledged 1o be directed and controllad by foreign governments. ConVarsely,
CORPORATIONS incorporated in foreign countries are not U5, PERSONS even if that %:&R?@RA‘T!Q% is
a subsidiary of a U.3, CORPORATION.

{8) Hongovernmentsl ships and girorsft are legel entities and have the nationality of
he country in which they are registered. Ships and afreraft fly the flag and arz sublect o the law of
their place of registration.
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ANNEX A

PROCEDURES IMPLEMENTING THE FOREIGN INTELLIGENCE
SURVEILLANCE ACT (U},

samm 1-BURPOSE AND A@‘?Lgugﬁm

1. 3" U} Thé Far@;gn inteii;ga»me Saw&;??anc& Az:t {iﬁe Att} §G¥es’n§ ih:? ceﬁﬁuct cf certam
glecronic surveillance activities within the United Siates to collect forsign ;maiirgeﬁce mf@m&tmﬁ,
A complete copy of the Act is found at Annex B 1o NSA/CES Girective-19:30- The Act covers the
intantienal m%%eetz@ﬂ of the communications of a particular, known U.S. penen who isin the {}m‘i@ﬁ
States, all wiretaps in the United States, the acquisition of certain radio communications where sii
parties to that communication are located in the United Stetes, and the monitoring of information in
which there 15 a reasonable sxpectation of privacy. The Act reguires that ail such surveillances ba
directed only at foreign powers and their zgents as defined by the Act and that all such S%?‘e’g?ﬁ&?“tﬁﬁ‘%
be zuthorzed by the United $iates Foreign Intelligence Survailiance Court, or in certain limited
dreumstances, by the Attorney General.

SECTION 2 - GENERAL

. {U) Procedures and standards Tor securing Court arders or Attorndy General Cz::f'ff?iiaztiﬁf‘s
o gond uc'*.: glectronic survetliances are sét forth in the Act, Requests for such orders or certifications
should ba forearded by the appropriste Key Component through the NSA General Counsel to the
Director, N3AJChief, £33 and should be accompanied by 5 statement of tha facts and dreumistances
tustifying 2 belief that the target is a foreign powar or an agent of a foraign powsr and that sach of
the facllities or places at which the surveillance will be directed are being used, or are about 1o be
used, by that foreign power or agent. If the propoessed surveillance mests the requiraments of the Act
and the Direcior spproves the propesal, sttomeys in the Office of the Gensral Coursel will draw the
necessary court application or request Tor Attorney General certification.

SECTION 3 - MINIMIZATION PROCEDURES

3.1, (FCEO) Surveillances authorized by the Act are required to be carried out in accordance
with the Act and pursuant to the court order or Attorney General certification authorizing that
particular surveillance. In some cases, the court orders are tailored to address particular problems,
and in those instances the N3A attorney will advise the appropriate NSA offices of the terms of the
court's orders. In most cases, howevar, the court order will incorporate without any changss the
standardized minimization procedures set forth in Appendix 1.
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SECTION 4 - RESPONSIBILITIES

{U) The General Coursel will review all requests to conduct electronic surveillances as
gﬁwﬁﬁed by the Act, prepare all applications and materials required by the Act, and p&’@'ﬁéﬁ pertinerit - -
legal advice and assistance 1o all elemenits @? the Uriited States SIGINT Systém. ’

&.2. (U} The inspactor Gen@ral will csﬁduﬁ regular inspactions and oversight of all SIGINT
activities to assure compliance with this Directiva,

4.3 (U} All SIGINT managers and supervisors with responsibiiities relating to the Act will
ensure that they and thelr personnel are thoroughly familiar with the Act, its ;mﬁi@meﬂtmg
procedurss, and any court orders o Attorney General certifications pertinent to their mission,
Personnel with duties releted to the Act will consult the General Counsal's office for any required
legal advice and assistance or training of newly assigned personnel. Appropriate records will he
maintgined demonstrating c@ru%gizame with the terms of all court orders and Attorney General
cartifications, and any discrepancies in that regard will be promotly reportad 1o the offices of the
General Coumsel and rspector Ganaral. :



mamisak
Line

mamisak
Line

mamisak
Line


APPENDIX

standard Minimization Procedures for

NEA Elsetfronic Survelllances
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UNITED STATES
FOREIGN INTELLIGENCE SURVEILLANCE COURT
| - wﬁsﬁimméw;i}c .
s DIZED MINIMIZAT]

PROCEDURES FOR NSA ELECTRONIC SURVEILLANCES

Pursuant fo Section 101 () of the Forelgn i;‘;@@iﬁge&% Survedliance Act of 1878 {her‘éirsaﬁsr “the
AcTY, the following procaedures have been adopiad by the Atiomnay Gensral and shall ba followad by the NSA
in implamanting this elecironic sveillance: ?U)

-

SECTION 1 — APPLICABILITY AND SCOPE (1)

Thesea procedures apply o the acquisition, retention, use, and dissemination of non-publicly
available information concerming unconsenting United States persons that is collzctad in the course of eleo-
tronic surveillance as ordered by the United States Forsign intelligencs Survelliance Court under Saction
102(b) or authorizad by Attorney General Cerfification undar Section 102(a) of the Act. Thase procedures

=0 apply io non-United States persons where specifically indicated, ()

SECTION 2 - DEFINITIONS (U)

. In addition o the definiions In Section 101 of the Act, the following defintiions shall apply o thess
proceduras; . . -

a) Acnuisition maans ths collection by NSA through slectronic means of a notipublic commu-
nication o which i is not an intended parly. (U) .

(&) Communications concerning a United States person Include all communications in which a
United States person is discussed or mentioned, except where such communications reveal only publicly
avaitable information about the person, (L) . , :

- {o Cormmunications of a United States parson include all communications to which a Unitad
States person s a parly. ) ‘ '

(@) Consent is the agreement by a person of organization 1o permit the NSA 1o taks particutar
actions that affect the person or organizition. To be effeciive, consent must be given by the affectad person or
organization with sufficient knowladge to understand the action that may be taken and the possibie conse-
guences of that action, Consent by an organization shall be deemed valid ¥ given on behalf of the organization
by an official or governing body determined by the General Counsel, NBA, o have actual or apparent authority
1o maka such an agreement. (U) , . I

{8} Foreign communication means a communication that has at least one communicant oulsids
of the United Siates, or that is enfirely among: Coe C

{1) foreign powers;
{2) officers and amployess of fareign pawsrs; or |
(8} aforeign power and officers or amployses of a foraign power.

All gther communications are domestic communications, (8-0C0)

£ Pt Y
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() identificationofa United Staies person means the name, uniqus iitle, addrass, or other pet-
sonal identifier of a United States person in the context of activities conducted by that person of activifies
conducted by others that are rsfated 1o thal person. A ref@fﬁﬁaa 1o & product by brand name, or manufaciur-
£r's name of the use of a name In a descriptive sense, e.g., “E@mm& Doctrine,” is not an idenification of a
L?ni’i:ad Sta’tas pﬁrsan

- (ge Pn:sﬁe%seé 5@* pmcass;ng Means any s%ap ﬁecassaty o} comfart a mmmumsason mtc: an in-
sgibia fmm ﬁi@f;ﬁeﬁ ?{};’ iwman tnspecim {3 o

: {%1} Pasé::is@y aval ie mfor-natica means m?crmaﬁon thﬁt a membar of t%';e ;}gi}iﬁs couid abtaiﬂ aﬁ
. request, by ressarch in public'sblrces, or by casual observation. () -

I {1 'i’«ec%*zmcai daﬁa bama maaﬁa e&?grmaiscn f&ta;nad ﬁ}r crg;mana%yﬁc fraffic analytic, or signa%
mx;*ortatzgfs pUrpoOSes. i -

) United Sta’ses peraon means a United States p@rsrzrz 85 deﬁna@ in the Act. The fcﬂmmg
gwsie;;nes apgsiy n é'tamm;ng whaﬁxe? 2 parson whose status is zm%cnsm sa i,}rzrzaﬁ States person! (25;;

: {%} A person known to DS currently in the Unfted States will be treai:gd 23 a United Siales parson
unless post m*ey identifiad as an alien who has not bean admited for permansnt residance, or unless the
nature or cirelmsiances of the person’s comimunications {mfe risztoa reazsnab & befiefl that such p&"sm =
not'a L}mtm Statea parson (L}} \ ‘

A Darson %{m}w i ba clrent! v outside the Jnﬁe& States, or whose lncation is mkﬁ@m wit
not be treated as a United States person uness such parson can be positively identified as such, or the nakire
or circumstances of tha pmra«ry'; s csm*&um&a@zom giveriss o a rsassﬂabie beitef that \-,;.suh personige i.instat:i
S‘I:aizes @éﬁsﬁﬁ (U) P

o - {3 A QS{SGB }{nswa t{: be an aiser: admitied for pem&neri f‘&srdence loses status as & United
@iama parson if the person leaves the Unfied Siates and ks not in compliance with Tite 8, United States Cods,
Section 1203 enebling re-eniry info the Unifted Staies. Fabure to inllow the statu‘“ow pr rocedurss providas a
remsonable basls o conciude that the alien has abandonad any EEE?&%"&T%QE? ef mamt:ammg hiz status &5 3 perma-
femﬁt fesra’ent ai;en L o

{4 An mx;&c&rg&&r&%@d assocsmusn whose ﬁeaéquaﬁers or przmary cs§f‘ e s §€3s:a§ad outsies the
United States is presumed not 10 be a United Siates person unless there Is information indicating tiat a sub-
stan {;Iai nuff}gﬁr of its members are ciiizens of the United States or aliens lawiul Ey admitted for permanent
residence.

SECTION 3 - ACQUISITION AND PROCESSING ~ GENERAL (U)

(a) Acquisition (U)

- - The acquisiiion of irformation by slectronic surveillance shall be made in amrdansﬁ with the

ceriffication of the A’stameg General or the court order authorizsng such surveiiiance and conducted In a man-

er desi Egne;é 10 the greatest extent raassnab?y feagible, to minimize the acquistion of information not rele-
vani to the authorized purpose of the survelliance. fs—esga— -

(b} \!anf caﬁm ).

: f-kt the :mﬁafaaﬁ of the' eiectmmc surveillance, ihe &SA or mm Fﬁdera! Bureau of Erves&;gaﬁson;
providing operational support, shall verify that the mmmum@aﬁ;ﬁﬁ fines ortelephone numbers being targsted
ars the lines or numbers of the target awthorized by court order o Aﬁﬁmey General certification. Thereafter,
collection personnel will monitor the acquisttion of raw data at regular intervals to verify that the survelliance is
not avoldably acauiring communications outside ths authorized seope of the sutveiliance or information con-
ceming United States persons not related to the purpose of the survelilanca.

% = Ot %
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{c) Monitoring, Recording, and Processing (U)

: (1) Electronic surveillance of the targst may be monitored contemporaneously, recorded auto-
matically, or both. (U) ' N
{2) Personnel who monitor the slectronic surveillance shall exercise reasonable judgement

in determining whether pariicutar information acquired must be minimized and shall desiroy inadvertently ac-
quired communications of or concerming a United States person at the earlisst practicable point in the proc-
essing cycle at which such communication can be identified either as clearly nof relevant {o the authorized
purpose of the surveillance (e.g., the communication does not cortain foreign intelligencs information) oras
containing evidence of a crime which may be disseminated under these procedures.

(3) Communications of or concerning United States persons that rmay be related to the autho-
rized purpose of the surveillance may be forwarded to analytic petsonnel responsible for producing inteti-
gence information from the collected data. Such communications or information may be retained and dissem-
inated only in accordance with Sections 4, 5, and 6 of these procedures. {G— : s

(4) Magnetic tapes or other storage media that contain acquired communications may be pro-
cessed. ‘ : ‘

(5} Each communication shall be reviewsd to determine whether it is a domestic or foreign com-
munication to or from the targeted premises and is reasonably believed to contain foreign intelligence infor-
mation or evidence of a crime. Only such communications may be processed. All other communications may
be retained or disseminaied only in accordance with Sections 5 and 6 of these procedures.

{8) Magnetic tapes or other siorage media containing foreign communications may be scanned
by computer {0 identity and select communications for analysis, Computer sslection terms used for scanning,
such as ielephone numbers, key words or phrases, or other discriminators, shall not include Unit :

erson names or identifiers and shall be limited to those selection terms reasonably likely to identify
—that are authorized for intentional collection under Executive Order 12333
implementing procedures, {8-660)— . o _ .

- {7) Further processing, retention and dissemination of foreign communications shall be made in
accordance with Seciions 4, §, and 7, as applicabls, below. Further processing, storage and dissemination of
inadvertently acquired domestic communications shall be made in acoordance with Sections 4 and 5 be-
low. {5 A : A

(d) U.S. Persons Empioyed by the Foreign Powsr {&}— _

Communications of or concerning United States persons employed by a foreign power may be
" used and retained as oﬂwgryw‘zse provided in these procedures except that:

. {1). Such United States persons shall not be identiﬁed in cdnnecﬁon with any communication
that the person places or receives on behalf of another unless the identification is permitted under Section 6 of
these procedures; and

. (2) personal 7communicat‘ions of United States persons that couid not be foreign intelligence
may only be retained, used, or disseminated in accordance with Section § of these procedures. +& ,

(e) Destruction of Raw Data<E)—

Communications and other information, including that reduced {0 graphi¢ or *hard copy” form
such 2s 00 -~ shall be reviewsd for retention in accor-
danca with the standaras set forth in these procedures. . Communications and other information, in any form,
that do not meet'such retention standards and that are known fo contain communications of or conceming

United States persons shall be promptly destroyed. {8~6605—" 0 - .

(€1 ot 8T


mamisak
Line

mamisak
Line

mamisak
Line

mamisak
Line

mamisak
Line

mamisak
Line

mamisak
Line

mamisak
Line

mamisak
Line

mamisak
Line

mamisak
Line

mamisak
Line

mamisak
Line


- USSID I8 ANNEX A
APPENDIX 1
27 july 1993

{0 Non—pertinent Communications (U) -

(i) Communscatms detemined to fall within estabhshed categor:es of non--pertinent commu-
mcations, such as those set forth In subparagraph {6) of this section, should not be retained unless they con-
tain information that may be dzssemsnated under Secﬁcns 5, 6 or 7 beiow (U)

-~ (2) Monttors may listen to all communications, including these that initially appsar to fall within
estabitshed categories until they can reasonabiy determine thai the commumcanon cannot be dzssemlnated
under Sectlons 586,07 beio - , -

- (3) Commumcations of United States persons w:il be anajyzed to estab!;sh categones of com-
municaiions that are not periinent to the authorized purpose of the surve;liance (U)

(4) Thess categories shouid be esiabhshed aﬁar a rea;onable per:od of momtorsng the commue
‘mca’uons of the targets. (U) R

- (5) Information that appears to be forergn rnteﬂ;gence may be retamed even If it is acquired as a
part of a2 communication falling within a category that is generally non—pertinent. fs==eeej—

© (8) Categories of non—pertinent communications which n-_tay be apphed in these surveillancs

inckL{dc-z_:
(i) Calls to and from United Sta'tes Government oﬁtcna&s
(i Cails io and from children;
(i) Calls to and from students for infdwna_fionlto aid them in academic endeavors;
() Calls between family members; and’ |
(v) Calls refating solely to personal services, such as food orders, transportation,
oic. 5660

{g) Change in Target's Location or Status {S—~S60-

(1) During periods of known exiended absence by a targeted agent of a foreign power from
premises under surveillance, oniy communacatuons to which the target is a party may be retained and dissemi-
nated.

(2) When there is reason to befieve that the target ofan e!ectromc surveﬂiance is no 5onger a
foreign power or an agent of a foreign power, or no fonger occupies the prerises authorized for surveillance,
that electronic surveiliance shall be immediately terminated, and shall not resume uniess subseguently ap-
proved under the Act. When any person involved in coliection or processing of an electronic surveillance
being conducted pursuant to the Act becomes awars of information tending fo. indicate a material changs in
the status or location of a target; the person shall immediately ¢ ansura that the NSAs Oﬁica of Generai Coun-

sel is also made aware of such 1nformat:on ~5=CE60F

SECTION 4 - ACQUISITION AND PROCESSING ~ SPECIAL PROCEDURES (Uj

(a) Cotlection Aga;nst Res;dm’aai Prem!sas-(%eej-

" (1) An elecrtromc survei!!ance dnrected agamst prem:ses iocated in the United States and used

for reasden“:ai purposes shall be conducted by tachnical means designed fo limit the information acguired fo
cornmunications that have one comn jtside the United States;
The techmca! means empioyed shall consist of
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—aquipment or eguipment capable of identifying international

or other particutar international communications known t¢ be used by the targeted foreign powe
and its agents. Communications to or from the farget residential premises that are processed through a

L . . of a foreign power or agentof a

. foreign power located in & foreign country, or on the foreign country or foreign city telephone direct dialing
codes (area codes) for the areas in which such foreign powers of agents are idcated. —

(S-CCO)

) Domesﬁc communications that are incidentally acquired during colfection against residential
premisas shall be handled under Section 5 of these procedures. - ' . .

(b) Attorney-Ciient Communications {S)—

As soon as it bgcomas apparent that a communication is between a person who is known 1o be
under criminal indictment and an aftorney who represents that individual in the matter under indictment (or
someone acting on behalf of the attorney), monitoring of that communication will cease and the communica-
tion shall be identified as an atforney-<client communication in a log maintained for that purpose. The relevant
portion of the tape containing that conversation will be placed under seal and the Depariment of Justice, Office
of Inteffigence Policy and Revisw, shall be notified so that appropriate procedures may be established fo pro-
tect such communications from review or use in any criminal prosecution, while presarving forsign intslli-
gence information contained thersin.

SECTION 5 - DOMESTIC COMMUNICATIONS (U)

(z) Dissemination (U)

- Communications identtiied as domestic communications shall be promptly destreyed, sxeept
that: '

(1) domastic communications that are reasonably believed to contain foreign intelligence infor-
mation shall be disseminated fo the Federal Bureau of Investigation (including United States-person identl-
tles) for possible further dissemination by the Federal Bureau of investigation in accordance with its minimiza-
tion procedures, ; :

« (2) domestic communications that do not contain foreign intelligence information, but that are
reasonably believed 1o contain evidencs of a crime that has been, is being, or i about 1o be commitied, shall
be disseminated (including United States person identities) to appropriate Federal law enforcement authori-
ties, in accordance with Section 108(b) of the Act and crimes reporting procedures approved by the Secretary
of Defense and the Attorney General; and . : oA T o

- (3) domestic communications that are reaéanabfy bslieved fo contain technical data base infor-
mation, as defined in Section 2(j), may be disseminated to the Federal Bursau of Investigatiori and to other

elements of the U.S. SIGINT system:

(b) Retention (8)}

(1) Domestic communications disseminated to Federal law enforcement agencies may be re-
tained by the NSA for a reasonable period of time, not to exceed six months (or any shorter period set by court
order), o permit law enforcement agencies o determing whather access to original recordings of such com-
munications is required for law enforcemient purposes. S=CC0— ... . e ;e
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{2} Domestic communications reasonably believed 10 contain technical data base information
may be retainad for a period sufficlent to allow a thorough exploitation and to permit access fo data that are, or
arve reasonably believed Hikely fo become, relevant o a current or fulure foreign intelligence requirement.
Sufficient durstion may vary with the nature of the exploitation.

a. I the context of a cryptanalytio effort, maintenance of technical data beses requires Teten-
tion of alf communications that are enciphared or reasonably believed to contain secret meaning, and suffi-
clemt dué&ﬁgn may consist of any périod of time during which encrypted rmidiarial Is subject to, or of uss in,
crypianalysis. _ A

' ' h, inthe cass of Sommunicafions that are not enclipherdd or othierwiss thotight to conttain secret
meaning, sufficlent durafion is'ong year unless the Deputy Direclor for Operations, NSA, determines Inwriling
that retention for a ionger period is reguired o respond to authorized foreign intelligense or countarintelligence

SECTION § - FOREICGH COMMUNICATIONS OF OR CONCERKING UNITED
STATES PERBONE (U} ‘ ‘

{a} Retention (U)
Foreign communications of or concerning United States persons achuired by the NSA In ths
course of an alectronic surveiifance sublect to these provedures may be refalnad only:

(1) H necassary for the mainisnance of technical dalz bases, Relention for this purposs is
permitted for a period sufficient to allow a thorough explotiation and to permit acoess 1o data that are, or are
reasonably believed [ikely to beseome, relevant 10 a current or future foreign intelligence requirerment. Suffi-
cient duration may vary with the naturs of the explotation, ' o

3 a. Inihe context of a cryptanalytic sffort, meintenahce of technical data bases re-
guires retantion of all communications that afe enciphered or reascnably belisved {0 contain secret meaning,
and sufficient duration may consist of any pariod of tims during which enorypted material is subjsct 1o, ot of

usa in, aryptanalysis.

: b. In the case of communications that are not enciphered or otherwise thought to
contain secrst meaning, sufficlent duration is one ysar unless the Depuly Director for Operations, NSA, deter-
- mines in writing that retention Yor a lohger period s reguired 1o respond to authorized foreign intelligence of
counterintefigence requirements; '

. 2 i dissemination Qf‘m‘r}:}x communications with reference fo such Linited States persons
- woyld ba permitted under subsection [} below: or

- {3) ¥ the informialion is evidehos of a crime that has besn; is being, or is about fo be committed
and is provided io appropriate fedsral law enforcement authortiies.

{b} Dissemination (U} -

A report based on commwniostions of or concerning a Unitéd States person may be dissemi-

nated in accordance with Section 7 § the identity of the United Sisles person is deleted and g generictermoor

symbol is substituted so that the information cannot reasonably be connécted with an identifiable United

‘States person. Ctherwise dissamination of intslligence repoits based on commiunicafions of or congerming a

United States person may orly be made 10 a recipient requiring the identity of such person for the performance
of official duties but oaly if at legst ope of the following crilenig Is also et . - -

. (1) the United SIASs parson has consented to dissamination or thé information of or concerning
the United States person is available publicly;

. {2 the §<§a§xﬁ§§t of the Qnﬁé{f S'ta?i:és" person is ne«::as'sa{y’ to understand-foreign intefligence
information of assess is Imporance; e.g.; the identity of a senior official in the Exscutive Branch; '

A% et BT
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{3 the communication or information indicates that the United Siates person may be:

{4) an agent of a foreign powsr;
.(B). & forsign power as defined in Section 101(a)(3) or (8) of the Acty

(C) residing outside the United States and holding an official position in the govem-
ment or mifitary forces of a foreign power, T o

S (D} a corporation or other entity that is owned or confroliad directly or indirectly by a
forgign power, of ‘ - S :

E) acting in coliaboration with an intelligence or sectrity service of a foreign power
and the United States person has, or has had, access to classified national security Information or material,

_ (5} the communication or information indicates that the Uniied Stétss persan may bs th target
of intelligencs aciivities of a foreign power; | . .

(5) the communication or information Indicates that the Unitad States person is engaged in the
unauthorizad disclosure of classified national security information; but only after the agency that originated
the information certifies that it is properly classified;

(6} the communication or information Indicates that the United Siates pErsOn may be engaging
i international terrorist activities; ‘

{7y the acguisition of the United States person's communication was authorized by & courf arder
issuad pursuant 1o Section 105 of the Act and the communication may relate o the foreipn infeligencs pur-
poss of the surveiliancs;

- {8) the communication or information is reasonably believed 1o contain evidence that a crims
has been, Is being, or is about to be commitied, provided that cissemination is for law enforcamant purpeses
and 15 mads in accordance with Section 105(b) of the Act and erimes reporting procgdures approved by the
Sacretary of Dafense and the Atfomey General. (U}

SECTION 7 - OTHER FOREIGN COMMUNICATIONS (U)

Foreign communications of or concerning a non-United Stales person may be retained, used,
and disseminated in any form in accordance with other applicable law, reguiation, and policy. ()

| SECTION & — COLLABORATION WITH FOREIGN GOVERRMENTS &

- {8} The sharing or exchangs of forgign communications governed by these procedures with sig-
nals intaliigence authorities of collaboraling foreign governments (Second Parties) may be underiaken \%3/ the
NSA only with the written assurance of the Second Party that the use of thoss foreign communications will bs
subject 1o the retention and dissemination provisions of thesa procedures. -

- {b) Domisatic commubications end communicafions to or ffioin United Biates persons shall not be
sharsd with Sscond Parties, (5-6G0F O T

(¢} Foreign plain text communications may Be shared with Second Parties i they ard first re-
viewed by NSA anelysts, who shall remove references to Uniled States persons that are not necessaty 10
undersiand of assess ths forsign infelligence information contained therein. {3=-000)

L I e L T A
(d) Foreign enciphered or encoded communications may ba shared with Second Parties without
such prior review, provided that at isast annually 2 reprasentative sampling of those shared communications
that can be deciphered or dedoded is reviewed by the NSA (o ensure shat any raferences therein o United
States persons are necessary to understand or assess the foreign intelligence information being dissemi-

Y ETE A A BITRTI AT 2
=y B A 1Y . % B ¥
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nated. Corrective measures with respect 10 each targat or line shali be undertaken as necessary fo maintain
compliance with the above dissemination standard. The results of each review shall be made available o the

Attorney General of a designes. {8—CG66)-
Approved by Atiorney General Janet Reno on 1 July 1987

f8e Thad B


mamisak
Line

mamisak
Line

mamisak
Line

mamisak
Line


USSID 18
27 July 1583

ANNEXEB

OPERATIONAL ASSISTANCE TO THE
FEDERAL BUREAU OF INVESTIGATION (U)

SECTION 1 - GENERAL

i (0 ip sccordance with the provisions of Section 2.8 of E.0. 12333 and the NSA/FE]
iMemorandum of Understanding of 25 Novembaer 1880, the Nationsl Security Agency may provide
specialized squipment and technical krowledge to the FBI to assist the FBI in the conduct of i3 lawiul
functions, Whan requesting such assistance, the FRI will certify to the Gensral Counsel of N8A that
such eguipment or technical knowledge i necassary 1o the sccomplishment of one or morg of the
FRI's lawul functions.

1.2. (U} NSA may also provide expent personnel 1o assist FBI personnel in the speration or
%ﬁmi%aﬁ@ﬁ of specislized e@uigmaxm when that sguipmant is (o be @m&i&y%c% to collect foreign
intalligence. When requesting the assistance of expert personnel, the FBI will certify to the General
Ce:unsaé that such assistance is necessary 1o collect foreign intelligence and that the approval of the
Attorney General (and, when necassary, a warrant from a court of competent ;uﬁsdxc?: on} has besn
ohtzinad, _

SECTION 2- CONTROL

2.0, () No operstional agsistance ag discussed in Section 1 shall be provided without the
express permission of the Director, NSA/Chief, €55, Deputy Director, NSA, the Deputy Directer for
Operations, or the Deputy Director for Technology and Systemns. The Deputy Director for Qperations
angd the Deputy Director Tor Technology and Systems may approve requests Tor such assistance only
with the concurrence of the Seneral Counsel. ‘ ’
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ANREXC

SIGMALS INTELLIGENCE ﬁﬁ??@@?’ TO U.5. AND %i LIED Eﬁ&ﬁ?ﬁ?‘f
EXERCISE COMMAND AUTHORITIES (U)

SECTION 1 - POLICY

1.1 E-Signals Intelligenice support to U.8. and Allied military exercise command sutharities is
provided for in USSID 56 snd DoD Directive 5200.17 (M-2). Joint Chiefs of Staff Memerandum
MICS111-88, 18 August 1288, and USSID 4, 16 Decernber, 1988, sstablish doctring and procedures for
providing signals intellicercs support to military commanders. The @mcedures in this Annex provide

oaolicy guidelines for safeguarding the rights of U.S. parsonsin the conduct m’ axercise Si@!?‘é‘? support
activities.

SECTION 2 - DEFINITIONS

1. (U} The term “Military Tactical Communications® means United States and Allied military
exercise communications, within the United States and abroad, that are necessary for the production
of simulated foreign intelligence snd counterintaliigence or 10 permit an analysis of communications
security,

SECTION 3 - PROCEDURES

3.1 H=EE8r The USSS may collect, process, stors, and disseminzie military taciical
communications that are also communications of, or concerning, U.5, persons.

2. Collection efforts will be conducted in such & manner 25 1o avoid, 1o the extent feagibls,
tha irtercept of non-gxercise-related communications.

b, Military tactical communications may be stored and processed without deletion of
referances 1o U.5. persons if the names and communications of the U.5. persons who are exercise
partici pants, whaether military, government, or contractor, are contained in, or such communications
constitute, exertise-related communications or fictitious communications or information preparad
forthe sxargise.

¢. Communications of U.S. persons not participating in the exercise that are inadvertently
intercepted during the exercise shall be destroyed as soon as fesasible, provided that a ragorg
describing the signal or frequency user in technical and generic terms may be retained for signal
wentification and Collsction-avoidance purposss. inadvertently intercepted communications that
contain anomalies in enciphered communications that reveal 3 potential vulnerability to United
States communications security should be forwarded to the NSA Deputy Director for Information
Systems Security.

ada
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d. Gissernination of military exercise communications, sxércise reports, of information
files derived fram such communications shall be limitad to those authorities and persons participating
in the exercise or condudting reviews and ¢ritigues theread.
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ﬁ%%g}é B
TES”’? ?%ﬁ @aﬁ ELE@T&@%%@ E@Lﬁ ??&%E%T {L%}

- SECTION 1 - PURPOSE AND APPLICARILITY:

STy

1. {U) This Anvex applies 1o the tasting of electronic aglipment that has the capability to
intercept communications and other norepublic information. Testing includes developmient,
calibration, and evalustion of such eguipment, and will b@ conduciad, to the mazimum extent
aractical, without intercestion or monitoring of U.S. parsans.

: ggm@g 2= ?R@CE@%@%%
. U The %.,E\SS may fedts é§@€$¥‘€}?§i€ @qu:mmam that bhas-the c@p&@ﬁisw to smﬁz*;ss«;;t
ce@maa:c&tzoﬁs and ather infofmiatian $§.§§:}j$¢§ 1o the following limitdtdons:
a, Tothe maximum extent practical, the following should be used:
{1} Laboratory-generated ségnaﬁg

{2} Communications t?&ﬁiﬁ'ﬁ%ﬁ:&é betwean terminals locsted aums:ﬁ@ the United States
not used by any known ULS. parson,

{3} Offidal government agency communications with the consent of an approoriste
afficial of that agency, or aningividual's communicationg with the consent of that Individual,

{4y Public brosdeastsignals, or

{5) Other communications in which there is no reasonable axpeciation of privacy (as
approved in each instance by the N3A General Counsel),

b, VWhers it is not praciical o test electronic equipment solely against signals dascribed in
saragraph 2.1.5., abova, tasting may be conducted, provided:

{1} tha proposed estiscoordinated with t?‘tﬁf NSA General Counsel;

{2) the tast is fimitad in scope and durstion to that necassary 1o determine the
capability of Lhe eguipmeant;

(3) e particular person s targeted without consent and it is not reasonshle to obtain
the consent of the persons incidentally subjectad 1o the survelifance; and

{4y the test does not excead 90 cylendar davs,

j415)
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¢ Where the test involves communizations other than those identified in 2.1 .4, and 2 test
period longer than 20 days is required, the Foreign Intelligence Surveitiance Act requires that the test
be approved by the Attorney General. Such proposais and plans shall be submitted by USSS slements
through the General Counsel, NSA, to the Director, NSA/Chisf, (38 for transmission to the Attorney
Gengral. The test proposal shall state the requirement for an éxténdsed test invelving such
communications, the nature of the test, thé organization that will conduct the tast, and the proposad
disposition of any signals or communications acquirad during the test.

2.2, {U) The content <f any mmmumc&n@ﬁ other than communications batween ron-US.
persans outside %%’%@ Unitéd States which are acquired during a test and evaluation mh&” be:

4 2. retained and used only for the purpese of determining the capsbility of the electronic
zquipment; )
b, disclosed only to persons conductl }“!§ or gvaiugting the test; and

c. destroyed bafore or immedizte'y upon completion of the tasting.

2.3, {U) The technical ;ara'ﬁa‘tefs ef a communication, such as fraquency, modulation, and
time of activity of acquired elsctronit signals, may be retained and used for tast reporting ot
collaction-avoidance purposes. Such paramaters may be disseminatad to other DoD intslligence
components end other entities authorized to conduct slectronic surveillance, provided such
dissermingtion and use are limitad to testing, evaluation, or c@iiécts@msmzdanw DUTDOSes.
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ANNEX E

SEARCH AND DEVELOPMENT OPERATIONS (U)

SECTION 1 « PROCEDURES

(L} This Annex grovsées the procedures for safeguarding the rights a:x‘? (N p@r‘s@m whan
mﬁdumn@ SIGINT search and development activitiss,

| 50y The USSS may conduct search and development activities wz‘th respect to signals
*hm&@%@%t ;m md:a spectrum under the following limitations:

%;gm% may be collected only for the purposs of identifying thw signals that:

{1} may contain information related to the production of forsign inteliigence or
counterimtelifoence;

{21 are erciphered or appear 1o contain secret meaning:

{3) arz necessary to assure efficlent signals intelligence collecdon or to avoid the
eotlection of unnwanted danals; or,

(£} revaa! vulnerabilities of United States communications secusity.

b. Comrmunications originated or intended for receipt in the United States or originated
or intended for receipt by U.S. persons shall be processed in accordance with Section 3 of USSID 13,
provided that information necessary for cataloging the constituent elements of the signal
environment may be procsssed and retained if such information doss not identify & U.S. person.
Information revealing a United Siates communications security V&[ﬁﬁ‘?&bf ity may be retained,

o information necessary for cataloging the constituent elemants of the signsl
srvironment may be disseminated 1o the extert such information does not identfy U5 persons.
Communications equipment nomencisture may be disseminated. Information that raveals a
vuinerability to United States communications security may be disseminated to the appropriste
communications security autherities.

4. All information obtained in the process of search and devglopment that appears to be
of fﬁ;“aigﬁ intelligence value may be forwarded to the proper analytic office within N3A for
orocessing and dissemination in accordance with relevent portions of ﬁSStD 8.
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ANMNEXF

ILLICIT COMMURNICATIONS ()

SECTION 1 - PROCEDURES

1.1, 46 The USSS may collect, retain, process, and disseminats ibicit communications without
reference to the requiremants concerning LS. persons.

i.%. <& The term "illicit communications” means a communication trarsmitted in vinlation of
pither the Communications Act of 1834 and regulations issued thereunder or internationsl
agr@&mmm which because of its axplicit content, massage characteristics, or method of transmission,
is reasonably believed to be 2 communication to or from an agent or agents of foreign pUWErs,

whether ar not 1.3, persons,
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ﬁ@g%@gx G-
TRAINING OF ?Eﬁ%@%?@é%& i THE @E@Eﬁéﬂ@?& AND USE OF SIG

COLLECTION AND m&%s% wwg ’Lﬁ%ﬁéég g@u ?MEE\ET (m
§§§T§@‘*§§ 1 - APPLICABILITY

{U} This Annex zpplies to all US55 use of SIGINT collection and other surveillance
%qui;&mmz for walning purposes.

SECTION 2- POLICY

2.1, (U} Training of USSS personngl in the operation and use of SIGINT collection equipment
shail be conducied, to the maximum extent thet is practical, without interception of the
comrmunications of U.5. persons or parsons in the United States who have not given consent to such
interception. Communications and information protactaed by the Forelgn Intelligence Surveillancs Agt
(FISA] (ze2 Annex A) will not be collectad for training purposes.

SECTION 3 - PROCEDURES

3.1, {U} Thetraining of USSS personnel inthe operation and use of SIGINT collection and other
surveilisnce equipment shall include guidance concerning the requirements and restrictions of the
FISA, Executive Order 12333, and LUSSID 18, :

3.2, () The use of SIGINT collection and other surveillance squipment for t?am%f*zg pUTpOIES i3
subject 1o the following limitations:

a. To the maximum sxtent practical, use of such equipment for training purposes shaH be
directad against otherwize authorized intelligerge targets;

b. The contents of private communications of noncensenting U.S. parsons may net be
acquired unless the person is an autherized target of electronic surveiliance; and

¢. The slectronic surveillance will be limited in extent and duration 1o that macessary 10
train personnel in the use of the eguipment.

3.3 (1)) The limitations in paragraph 3.2, do not agply inthe ?ai'tczwing instances;
a. Public . broadcasts, distress signals, or official United States Government

communications may be monitored, provided that, where government agency communications are
monitored, the consent of an appropriate official is obtained; and
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b. Minimal scquisition of information is permitted as required for calibration gzgrg@s@é.

3.4, (U} information collected during training that involves authorized intelligenca targetss
may be retained in accordance with Section 6 of USSID 18 and disseminated in accordance with
Section 7 of USSID 18, lnformation other than ﬁlﬁﬁfﬁ* $ signals collected during training that does not
involve authorized m‘:e%i;geﬂsg ia;*g@;s or ‘f:ha*?: is &cqmr@d inadvartently shall be destroyed as soon a3
practical or upan completion of the training and may nat be disseminated outside the USSS for any
purpose. Distress signals should be referred to the DDO,
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ANNEX H
COMSENT FORMS (U}

SECTION 1 - PURPGSE

1.1. {U) The forms sat forth in this Annex are for use in recarding corsent by U5, parsons for
L1558 elernents to collect and disseminate foreign communication: condarming that person: The first
form is copsent to collect ané dissaminate a U.3. person’s communications as well as refarences to that
g::emrx if *‘cﬁfr@:gﬁ communications; The second ferm is consent o, collect and dissaminate only
references 1o the 1.5, person and does notinclude communications to or from that parson,

1.2, (U} &famsﬁ 4.t.c of USSID 18 states that the Director, RSA/Chief, €35 has s!g't*'w:sty 173
aparove the consersusl collection of communications to, flom ot gb@zﬁ: s, p@rsa:‘;s“ Elements of the
USS5 propesing to conduct consensual collection shauld foraard 2 copy of the execuied consant form
and any pertinent information to the Director, NSAJChief, €33 for approvals

1 3. {U} '?!w ‘F’@Fﬁ% sﬁmwﬁmé on the f@ I wmg mg@s may re@cedwﬁé @"@w@i@@ tha sacurity
classifications {‘w;ﬁ and bottem) arg removed. it is the resporsi ibifity of *tha useT 1o property rec;g:sz?"y
the documant in &ccarciancg with ree;s,;:gzﬁe aecau Ty g tda{;ﬁ@%

TR e ﬂ’ﬁ'ﬁ m'&'ﬁ? S *ﬁ'?g’é? ﬁ"i%?‘" %_

Sy
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CONSENT AGREEMENT

SIGNALS INTELLIGENCE COVERAGE

i, ' . -, hereby consamt 1o the Hational Security Agancy
undertaking to seek ang SEseminate cam“ﬁamscat;ons to or from or raferendng me 3'3 fcre;gn
communications for z%ae gyrg}as& of

‘?"nzs :@mem applist to zddministrative migssages alerting elemeants of the Urited States Signals
trtelligencs System to this uaﬁssmt a3 w&ii as 1o &;‘sy gsgmis i @éisg@m& f@g@ﬁs that may r@'@ﬁ% 1o the
PUrpase statad above. :

Except 28 stherwise provided by Exscutive Order 12333 ;ﬁm@%@w@g this consent covers only
zrmma‘%}w that relates to ihe purpose stated above %i“i%ﬁ i %ﬁwﬁw@ for the period
o . . : ) o

szgazia im eihgeme reports containing Information éerssseﬁ ’rmm commuynications 1o ar from

ms may only be disseminsted to meand to i . Signals intelligence reports
containing m‘fOf’ﬁ‘i%EQﬂ derived from commuriications referencing me may only be disseminated to
me a2nd to except as otherwise permitted by prodedures under Executive
Order 12333,
" (SIGNATURE}
(TITLE}

{DATE)
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CONSENT AGREEMENT

SIGNALS INTELLIGENCE COVERAGE

i &é?&&y consent to the National Security Agency
undeﬂaigmﬁ o seek &no gisseminate references to me in foraign communications for the purpose of

This cormsent aoolies to administrative messagas slerting slements of the United States Signals
Intelligence System to this consent, 25 weil 23 10 any signals intelli sgem% reports that mey relate 10 the
DUrBOse s*ta‘t&d zhova,

Except as otherwise provided by Execytive Order 12333 procedures, this corsert covers only
references to me in foreign communications and information therefrom that relates to the purposa
stated above and s effectiva for the period 1o

Signals inteiligence reports containing information derived fram communications referencing
me and related o the purpose stated above may only be disaminated to me 2nd o
except as otherwise permitted by procedures yrder Execytive Qrder

12334,

(SIGNATURE)

{TITLE)

(DATE}
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ANNEX

FORM FOR CERTIFICATION OF
OPENLY ACKNOWLEDGED ENTITIES{5-CCO}—

The form be!gw should be used for Director approvals for the ¢ollection of communications of
entities that are openly acknowledged to be directed and controlled by a foreign power as specified
in Section 4.1.¢.{3) of USSID 18.

DIRECTOR, NSAJCHIEF, S5

Cartification for Cpenly Acknowledged Entities Under
Section 4.A_1.{b} of the {assified Annex

to DOD 5240.1R

Certification to the Attorney General:

—{S-EE0YF The Director, NSA, hereby certifies that
locatad in the United States and openly acknowledged to be directed and controlled by (Government
X), is a new target of collection. The purpose of the surveillance is [igm:t_h
intelligence regarding Government X) in accordance with valid intelligence reguirements. The
surveillance will entail intentional interception or deliberate selection of the target's international

communications. Standard minimization procedures will be apphed to any infermation collected that
refates to U.S. persons.

Director, NSA/Chief, €SS

Copy to: Deputy Secratary of Defense
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ANNEX K
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