
TOP SECRET//HCS//SI//NOFORt~ 

Ul\'ITED STATES 
FOREIGN INTELLIGENCE Stl"RVEILLAt'JCE COURT 

WASHJNGTON, D.C. 

Docket Number: BR: 

(S) 0 6 -

EXHIBITC 

l\fEMORA_ll,j'DUM OF LAW IN Sl:JPPORT OF A.PPLICATION FOR 
CERTiiJN T.-'Ll\l'GIBLE THINGS FOR INVESTIGATIONS TO PROTECT 

AGAINST INTERNA TION.AL TERRORISM 

TOP SECRET//HCS!/SI//NOFORN 

Derived from Application of the United States to the Foreign 
Intelligence Surveillance Court in the above-captioned 

emveit
Cross-Out

emveit
Cross-Out

emveit
Line



TOP SECRETf/IICS//SI//NOFORN 

INTRODUCTION (D) 

One of the greatest challenges the United States faces in the ongoing conflict with I 
-is finding operatives of the enemy. i'cs this Cou:t is aware, one of the most sig,<ificant 

tools that the U.S. Govermnent can use to accomplish that task is metadata analysis. Under this 

Court's order in ··---Opinion and Order, No. PRITT and 

subsequent related authorizations, the National Security A.gency (l'\"SA) is currently coliecting 

metadata in bulk from electronic conununications and applying sophisticated analy-tic tools to 

identify and find 

to coliect in bulk 

The attached Application seeks this Coun' s authorization 

cter1:Bi n business 

records--call detail records, or "telephony metadata"-so that the NSA may use these same 

analytic tools to identify and find operatives (TSI /Sif/1'\'F) 

The attached Application for business records is made pursuant to title V of the Foreign 

Intelligence Surveillance Act, SOU S.C.§ 1861 et seq, as amended, "Access to Certain Business 

Records for Foreign Intelligence Purposes," to capitalize upon the unique opportunities the 

United States has for identii)'ing comtnunications The collection 

sought here will make possible a potentiaUy powerful tool that the Government has to discover 

enemy communications: metadata analysis. For telephone calls, metadata essentially consists of 

routing information that includes the telephone number of the ca]ing party, the telephone 

number of the called party, and the date, time and duration of the calL It does not include the 

substantive content of the communication or the name, address, or financial information of a 

subscriber or customer. Relying solely on such metadata, the Government can <L.'1alyze the 

contacts made by a telephone nuiHu<;I reasonably suspected to be associated with a terrorist, and 
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TOP SECRET//HCS//SI//NOFO&~ 

thereby possibly identify other, previously unknown, terrorists. The prima.-y advantage of 

metadata analysis as applied to telephony metadata is that it enables the Government to a11alyze 

past connections That analysis is possible, however, ODJy if Lite 

Government has collected and archived a broad set of metadata that contein.s within it the subset 

of COI!ll."1lunications that can later be identif1ed as terrorist-related. addition, individually 

targeted collection of metadata is inadequate for tracking t'le connnunications of terrorists who 

(TS//SI//NT) 

1< the attached Application, therefore, the Governn1ent requests that this Court order the 

production, in bulk and on an ongoing basis, of certain business records 

For billing and fraud detection purposes, "call 

detail records" that contain routing information, including which telepho:1e number called which 

other telephone number at what date and time, and for how long, i.e, "metadata'' The 

Application fully satisfies all requirements of title V ofFISA. In particular, the Application 

seeks the production of tangible things "for" an international terrorism investigation. 50 U.S.C 

§ 186l(a)(l). In addition, the Application includes a statement of facts demonstrating that there 

are reasonable grounds to believe that the business records soug,'lt are "relevant" to an authorized 

investigation. !d. § 1861 (b )(2). i'Jthough the call detail records 

-contain large volumes of metadata, the vast majority of which will not be terrorist

related, the scope of the business records request presents no infim1ity under title V. All of the 

business records to be coUected here are relevant to FBI investigations into-because the 

NSA can effectively conduct metadata analysis only if it has the data in bulk. (TS//SI!/N-p) 
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In addition, even if the metadata from non-terrorist communications were deemed not 

relevant, nothing in title V ofFISA demands that a request for the production of"any tangible 

things" under that provision collect only information that is strictly relevant to the international 

terrorism investigation at hand. Were the Court to require some tailoring to fit the information 

that will actually be terrorist-related, the business records request detailed in the Application 

would meet any proper test for reasonable tailoring. Any tailoring standard must be informed by 

a balancing of the government interest at stake against the degree of intrusion into any protected 

privacy interests. Here, the Government's interest is the most compelling imaginable: the 

defense of the Nation in wartime from attacks that may take thousands oflives. On the other 

side of the balance, the intrusion is minimal. As the Supreme Court has held, there is no 

constitutionally protected interest in metadata, such as numbers dialed on a telephone. Any 

intrusion is further reduced because only data connected to telephone numbers reasonably 

suspected to be terrorist-associated will ever be viewed by any human being. Indeed, only a tiny 

fraction (estimated by the NSA to be 0.000025% or one in four million) of the call detail records 

collected actually will be seen by a trained NSA analyst. Under the procedures the Government 

will apply, metadata reflecting the activity of a particular telephone number will only be seen by 

a human analyst if a computer search has established a connection to a terrorist-associated 

telephone number. (TS//SI/!NF) 

The Application is completely consistent with this Court's ground breaking and 

innovative decision In that case, the Court authorized the 

installation and use of pen registers and trap and trace devices to collect bulk e-mail metadata 

. The Court found that all of"the information likely to be 
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obtained" from such collection "is relevant to an ongoing investigation to protect against 

international terrorism." 50 U.S C. § 1842(cX2); at 25-54. The Court explained 

that "the bulk collection of meta data~i.e., the collection of both a huge volume and Pigh 

percentage of unrelated comxnunications-is necessary to identify the much smaller number ofl 

coilllu<unications." !d. at 49. Moreover, as was the case t.1is 

Application promotes both of the twin goals ofFISA: facilitating the foreign-intel!igence 

collection needed to protect iunerican lives while at the same time providing judicial oversight 

to safeguard iunerican freedoms. (S) 

BACKGROlTND (U) 

A. AJ Qaeda Threat (S) 

On September ll, 200 I, the al Qaeda terrorist network launched a set of coordinated 

o.:tacks along the Coast of the United States. Four commercial jetliners, each carefully 

selected to be fully loaded with fuel for a transcontinental flight, were hijacked by a! Qaeda 

operatives. Two of the jetliners were targeted at the Nation's financial center in New York and 

were deliberately flown into the Twin Towers of the World Trade Center. The third was targeted 

at the headquarters of the Nation's Armed Forces, the Pentagon. The fourth was apparently 

headed to-ward Washington, D.C., whe;1 passengers struggled with the hijackers ru<d the plane 

crashed in Shanksville, Pennsylvania. The i'ntended target of this fourth jetliner was evidently 

the White House or the Capitol, strongly suggesting that its intended mission was to strike a 

direct blow at the leadership of the Government of the United States. The attacks of September 

11th resulted in approximately 3,000 deaths-the highest single-day death toll from hostile 

foreign attacks in the Nation's history. These attacks shut down air travel in the United States, 
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disrupted the Nation's financial markets a11d government operations, and caused biiiions of 

dollars in damage to the economy. (0) 

Before the September 11th attacks, al Qaeda had promised to attack the United States. In 

1998, Osama bin Laden declared a "religious" war against the United States and urged that it 

was the moral obligation of ail Muslims to kill U.S civilians and military personneL See 

Statement of Osama bin Laden, Ayman al-Zawahiri, et aL, Fatwah Urging Jihad Against 

Americans, published in AJ-Quds al-' Arabi (Feb. 23, 1998) ("To kill the Americans and tbeir 

allies--civilians and military-is an individual duty for every Muslim who can do it in any 

country in which it is possible to do it, in order to liberate the al-Aqsa Mosque and the holy 

mosque from their grip, and in order for their armies to move out of all the lands ofislam, 

defeated and unable to threaten any Muslim."). Al Qaeda carried out those threats v.>ith a 

vengeance; they attacked the U.S.S. Cole in Yemen, the United States Embassy in Nairobi, ac-..d 

finally the United the September 11th attacks. (U) 

It is dear that al Qaeda is not content "'ith the damage it wrought on September ll th. 

Just a few months ago, Osama bin Laden pointed to "the explosions that ... have take[n] place 

in the greatest European capitals" as evidence that "the mujahideen ... have been able to break 

through all the security measures taken by" the United States and its allies. Osama bin Laden, 

audiotape released on Al-Jazeera television network (Federal Bureau of Investigation trans., Jan. 

19, 2006). He warned that ''the delay of[sic] im1icting similar operations in America has not 

been due to any impossibility of breaking through your security measures[,] for those operations 

are underway and you will see them in your midst as soon as they are done." ld Several days 

later, bin Laden's deputy, Ayman al-Zawahir~ warned that the A,'Xlerican people are destined for 

"a fc~ture colored by b~ood, the smoke of explosions and the shadows of terror." Ayman al-
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Zawahiri, videotape released on the Al-Jazeera television netvmrk (Jan. 30, 2006). These recent 

threats were just the latest in a series of warnings since September 11th by a! Qaeda leaders who 

have repeatedi y promised to deliver another, even more devastating attack on America. See, e. g., 

Osama bin Laden, videotape released on AJ-Jazeera television network (Oct. 24, 2004) (warning 

United States citizens of further attacks and asserting that "your secUi-ity is in your ov,rn hands"); 

Osama bin Laden, videotape released on AJ-Jazeera television network (Oct. 18, 2003) ("We, 

God v.~lling, will continue to fight you and ~11 continue martyrdom operations inside and 

outside the United States .... "); Ayman al-Zawahiri, videotape released on the A..I-Jazeera 

television network (Oct 9, 2002) ("I promise you [addressing the 'citizens of the United States'] 

that the Islamic youth are preparing for you what will fill your hearts with horror"). _A!; recently 

as December 7, 2005, al-Zawahiri professed that al Qaeda "is spreading, growing, and becoming 

stronger," and tb.at al Qaeda is "waging a great historic battle in Iraq, Afghanistan, Palestine, and 

even in the Crusaders' own homes." Ayman al-Zawahiri, videotape released on Al-Jazeera 

television network (Dec. 7, 2005) Indeed, since September 11th, a! Qaeda has staged several 

large-scale attacks around the world, including in Tunisia, Kenya and Indonesia, killing hundreds 

of innocent people. In addition, Ayma,~ al-Zawal:'iri claimed that a1 Qaeda played some role in 

the July 2005 ar..acks on London. See Declaration of JohnS. Redd, Director, National 

Counterterrorism Center f! 3 5 (!\.fay 22, 2006) (Exhibit B to the Application) ("NCTC 

Declaration"). (':riven that a! Qaeda' s leaders have repeatedly made good on their threats and Lhat 

al Qaeda has demonstrated its ability to insert foreign agents into the United States to execute 

attacks, it is clear that the threat continues. (TS/SI//I\lf) 

Reliable intelligence indicates that- remains intent on striking the United States 

and U.S. interests. See NCTC Declaration~~ 5-7, 8, 11-13. '-is an intemational 
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organization ·with a global presence, with members located in at least 40 countries, and the 

capability to strike lJS interests anywhere in the world" Jd 4)5. Indeed,- "continues its 

efforts to reconstitute communication links to a transnational network of~ersonnel and 

affiliated groups." ld fl 3 9. Recent intelligence suggests that- has become "keenly" 

interested in soft targets, especially those that are densely populated. !d. 'jj~ 17, 75. -

and its affiliates consistently have ex'Pressed an interest in attacking U.S. rail and mass transit 

systems, as well as continuing to target the civil aviation sector, including US. passengers fu"1d 

Western aircraft overseas. Id 'li'li 74-80. Moreover, the Ii1teiligence Community is concerned 

that the next- attack in the United States might use chemica~ biological, radiological or 

nuclear weapons, "especially given-] clear intent to develop such capabilities and use 

them to strike the Homeland." ld. 'fi81. In sum,- continues to present "a credible threat 

for a massive attack ag<lli·1St the US Homeland." ld ~ 91 By helping to find and identify 

members and agents particularly those who are already within the 

United States, the proposed request for business records would greatly help the United States 

prevent another such catastrophic terrorist attack, one that- itself has claimed would be 

than the at<..acks of September 11th. (TS//SI!fHCS//OC,:N"F) 

B. --Use of Telephones to Communicate (S) 

use the international telephone system to 

communicate with one another between numerous countries all over the world, including to fuid 

from the United States In addition, when they are located inside the United States, I
-make domestic U.S. telephone calls. For purposes of preventing terrorist attacks 

against the united States, the most analytically significan-te!ephone cormnunications 

are those that either have one end in the United States or t'tat are purely domestic, because those 
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communications are particularly likely to identify individuals who are associated with-

in the United States whose activities may include planning attacks on the homeland. See 

Declaration of Lieut. Gen. Keith B. Alexander, CS. iumy, Director, NSA ~ 5 (May 22, 2006) 

(Exhibit A to the Appl.ication) ("NSA Declaration"). The vast majority of the call detail records 

sought in the attached Application would include records of telephone calls that either have one 

end in the United States or are purely domestic, including local calls, although some records 

would relate to communications in which both ends were outside the United States. The United 

States needs to sort through this telephony metadata to find and identifY and 

thereby acquire vital intelligence that could prevent another deadly terrorist attack. (TS//SI//Nt<) 

c. Discovering Enemy: Metadata Ar,<ab'sis (TS//SI//NF) 

A.11alyzing metadata from international and domestic telecorrununications-such as 

information showing which telephone numbers have been ic1 contact with which other telephone 

numbers, for how long, and when1-can be a powerful tool for discovering communications of 

terrorist operatives. Collecting and archiving metadata is thus the best avenue for solving the 

following ft1ndamental problem: although investigators do not know exactly where the terrorists' 

communications are hiding in the bil!ions of telephone calls flov.~ng through the United States 

today, we do know that they are there, and if we archive the data now, we wiH be able to use it 

in a targeted way to find the terrorists tomorrow. NSA Declaration '!i"!l7-ll. A.s the NSA has 

explained, "[t]he ability to accumulate a metadata archive and set it aside for carefully controlled 

' For telephone calls, "metadata" includes comprehensive communications routing information, including 
the telc,ph<)ne number of the calling party, the telephone number of the called party, and the date, time and duration 
of the call. as vvell as communications device and trunk identifiers. A "trunk" is a communication line bet;,veen two 
SVi-itching systems. Newton's Telecom Dictionary 853 (20th ed- 2004). Telephony met.adata does not include tbe 
content of the communication, as defined by 18 U.S.C. § 2510(8), or the name, address, or fmandal h<fonnation of a 
subscriber or customer. (S) 
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searches and analysis \'\'iH substantially increase !\SA's ability to detect and identify members of 

a! Qaeda and its affiliates." Id 'Jl8; see als~ at 43-45. (TS//SI/iNF) 

Collecting and archiving metadata offers at least two i.lwaluable capa.uilities to anaiysts 

that are unavailable from any other approach. First, it allows for retrospective "contact 

chaining'' For example, analysts may learn that a particular telephone number is associated wiw'l 

- perhaps because it was found in the ceil phone directory of a recently captured-

-agent. By examining metadata that has been archived over a period of time, analysts can 

search to find the contacts that have been made by that "seed" telephone number. The ability to 

see who communicates with whom may lead to the discovery of other terrorist operatives, may 

help to identify hubs or common contacts between targets of interest who were previously 

thought to be unconnected, and may help to discover individuals willing to become FBI assets. 

Indeed, computer algorithms can identify not only the first tier of contacts made by the telephone 

number reasonably suspected to be associated with- but also the further contacts made 

by the first and second tiers of telephone numbers. NSA Declaration '119. Going out beyond the 

first tier enhances the ability of analysts to find terrorist connections by increasing the chances 

that they will find previously unknown terrorists. A seed telephone number, for example, may 

be in touch with several telephone numbers previously unknown to analysts. Following the 

contact chain out two additional "hops'' to examine the contacts made by the first two tiers of 

telephone numbers may reveal a contact that connects back to a different terrorist-associated 

telephone number already knovm to the analyst. Going out to the third tier is useful for 

telephony because, unlike e-mail traffic, which includes the heavy use of ''spam," a telephonic 

device does not lend itself to simultaneous contact with large numbers of individuals. 

(TS/ /SI/ fl'.1F) 
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The capabilities offered by such searching of a collected archive of metadata are vastly 

more powerf..ll than chaining that could be performed on data coUected purswmt to national 

security letters issued by the Government under 18 U.S. C. § 2709 and targeted at individual 

telephone numbers. If investigators find a new telephone number 

captured, and the Government issues a national security letter for the local and long distanoe toii 

billing records for that particular account, it would only be able to obtain the first tier of 

telephone numbers that 

identified in the first tier. The time it would take to issue the new national security letters would 

necessarily mean losing valuable data. /illd the data loss in the most critical cases would onJy be 

' <i , ' ) mcreasec. oy terronsts Moreover, 

because telephone companies generally only call detail records in an easily acoessible 

medium for up to two years, historical chaining analysis on the number lead analysts to 

other individuals by revealing the contacts that were made by a terrorist-

associated telephone number more than rwo years ago. See NSA Declaration 'li 12. ( BJI 2!1,! I! J 

The second major tool analysts can use with an archive of collected metadata is-

Skilled analysts can then use a 

to determine whether there is another 

telephone number within the archived metaciata that shows 

s a critical tool for 
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SeeNSA 

Declaration~ 11. It provides an invaluable capability that could not be reproduced through ru"'ly 

other mechanism 

and archived the data 

(TS//SII/h"F) 

E. Foreign Intelligence Surveillance Act ('0) 

FISA provides a mechanism for the Government to obtain business records-here, call 

containing precisely the type of 

com1nunications data that is vital for the metadata analysis described above--including the 

telephone number of the calling party, the telephone number the called party, and the date, 

time and duration of the call. Section 501 ofFISA, as recently amended by section 106 of the 

USA PATRIOT Imnrovement ru'"!d Reauthorization Act of2005, Pub. L. No. 109-177,120 Stat 

196-200 (Mar. 9, 2006) ("USA PATRIOT Reauthorization Act"), authorizes the Director 

the FBI or his designee to apply to this Court 

for an order requiring the production of any tangible things (including books, 
records, papers, documents, and other items) for an investigation to obtain foreign 
intel!igence information not concerning a United States person or to protect 
against intemationa: terrorism or clandestine intelligence activities, provided that 
such investigation of a United States person is not conducted solely on the basis 
of activities protected by the First Amendment to the Constitution. 

50 U.S. C. § 186l(a)(1)2 (S) 

2 The call detail records sought in the attached Application would uot be collected by a "pen register" or 
"trap and trace device" as defined by 18 U.S. C. § 3127. Each of these terms refers to a "device or process" which 
either '{records or decodes dialing, routing, addresshtg, or signaling information transmitted by an instrument or 
facility from which a wire or electronic communication is transmitted" -a pen regi!t.er, id. § 3127(3), or "captu:res 
the incon:>.irtg electronic or other impulses which identifY the originating number or other dialing, routing, 
addressing, a.'ld signalillg information reasor.ably likely to identifY the source of a wire or electronic 
communication"-a trap and trace de,ice, id § 3127(4). As !be definitions make clear, pen registers aud trap and 
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LEGAL ANALYSIS (U) 

I. The Application Fully Complies with All Statll!tory Requirements. (U) 

Section 50l(c)(l) ofFISA, as amended, directs the Court to enter an ex parte order 

requiring the production of tangible things if the judge finds that the Government's application 

meets the requirements of subsections SOJ(a) and (b). The most significant of those 

requirements are that the tangible things, which include business records, are "for" an 

investigation to protect against international terrorism. 50 U.S. C. § 186l(a)(l). Section 

501 (b )(2)(A) indicates that this requirement is one of relevance, providing that the Government's 

application must include 

a statement of facts showing that there are reasonable grounds to believe that the 
tangible things sought are relevant to an authorized investigation_ (<;>ther than a threat 
assessment) conducted in accordance with subsection (a)(2) [i.e., following 
Attorney General-approved Executive Order 12333 guidelines and not conducted of 
a U.S. person solely on the basis of First Amendment-protected activities] to obtain 
foreign intelligence information not concerning a Uruted States person or to protect 
against international terrorism or clandestine intelligence activities, such things 
being presumptively relevant to an authorized investigation if the applicant shows 
in the statement of facts that they pertain to-(i) a foreign power or an agent of a 
foreign power; (ii) the activities of a suspected agent of a foreign power who is the 
subject of such authorized investigation; or (iii) an individual in contact with, or 
known to, a suspected agent of a foreign power who is the subject of such 
authorized investigation. 

ld § 1861(b)(2)(A). 3 (U) 

trace devices are mechanical "device[s]," or perhaps software programs ("process[es]"), that "record" or "decode" 
data as communications signals are passing through the particular spot in the communications network where the 
"devjce" or "process" has been installed, or that "capture" data in a similar fashion See, e.g, United States Telecom 
Ass'n v. FBI, 276 F.3d 620, 623 (D. C. Cir. 2002) ("Pen registers are devjces that record the telephone numbers 
dialed by the surveillance's subject; trap and trace devices record the telephone numbers of the subject's incoming 
calls."). The mechanism by which the NSA would receive call detail records does not involve any such "device or 
~~~, Instead, would copy and transmit the call detail r<>..-"'rds, 

compile in their normal course of business, to the NSA in real or near-real time. (fS//Sli/NF) 

3 Until recently, section 50l(b)(2) provided only that the Government's application "specify that the 
records concerned are sought for an authorized investigation conducted in accordance <Oith subsection (a)(2) of this 
section to obtain foreign intelligence information not concerning a United States person or to protect against 
international terrorism or clandestine intelligence activities." 50 U.S. C. § l86l(b)(2) (Supp. I 2001). According to 
t11e legislative history of tl1e USA PATRIOT Reauthorization Act, the pro\~sion was amended "to clarify that the 
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Thus, section 50l(b)(2) ofFISA requires that an application for an order requiring the 

production of business records must include a statement of facts showing that there are 

"reasonable grounds to believe" that certain criteria are met: (1) that the business records are 

relevant to an authorized investigation, other than a threat assessment, that is being conducted, 

for example, to protect against international terrorism; (2) that the investigation is being 

conducted under guidelines approved by the Attorney General under Executive Order 12333; and 

(3) that the investigation is not being conducted of a U.S. person solely upon the basis of 

activities protected by the First Amendment. ld § 186l(b)(2)(A). All of these criteria are met 

here. (U) 

Taking the last two requirements first, the attached Application establishes that the 

business records sought are for FBI investigations · 

General-approved 12333 guidelines and that are not being conducted of any U.S. persons solely 

upon the basis of First Amendment-protected activities. In addition, the attached Application 

and accompanying declarations by the Directors of the NSA and National Counterterrorism 

Center certainly demonstrate that there are "reasonable grounds to believe" that the business 

records sought are "relevant" to authorized investigations to protect against international 

terrorism. (S) 

A. The Business Records Sought Meet the Relevance Standard. (U) 

Information is "relevant" to 3..-'l authorized international terrorism investigation if it bears 

upon, or is pertinent to, that investigation. See 13 Oxford English Dictionary 561 (2d ed. !989) 

("relevant" means "[b]earing upon, connected with, pertinent to, the matter in hand"); Webster's 

tangible things sought by [an order under section 501] must be 'relevant' to an authorized preliminary or full 
investigation ... to protect against international terrorism." H.R. Conf. Rep. No. 109-333, at 90 (2005). (U) 
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Third New Int'l Dictionary 1917 (1993) ("relevant" means "bearing upon or properly applying to 

the matter at hand. . pertinent"); see also Oppenheimer Fund, Inc. v. Sanders, 437 U.S. 340, 

351 (1978) (noting that the phrase "relevant to the subject matter involved in the pending action" 

in Fed. R. Civ. Proc. 26(b )(l) has been "construed broadly to encompass any matier that bears 

on, or that reasonably could lead to other matter that could bear on, any issue that is or may be in 

the case"); cf Fed. R. Evid. 401 ("'Relevant evidence' means evidence having any tendency to 

make the existence of any fact that is of consequence to the determination of the action more 

probable or less probable than it would be without the evidence.") (emphasis added). Indeed, 

section 501 (b )(2) establishes a presumption that the Government has satisfied the relevancy 

requirement if it shows that the business records sought "pertain to-(i) a foreign power or an 

agent of a foreign power; (ii) the activities of a suspected agent of a foreign power who is the 

subject of such authorized investigation; or (iii) an individual in contact with, or known to, a 

suspected agent of a foreign power who is the subject of such authorized investigation." 50 

U.S.C. § 186l(b )(2)(A). The USA PATRIOT Reauthorization Act added this presumption to 

section 501 (b) to outline certain situations in which the Government automatically can establish 

relevance; the presumption was not intended to change the relevance standard for obtaining 

business records under section 501. See Pub. L. No. 109-177, § 106, 120 Stat. 196; H.R. Conf. 

Rep. No. 109-333, at 91 (Section 501(b)(2) "also requires a statement offacts to be included in 

the application that shows there are reasonable grounds to believe the tangible things sought are 

relevant, and, if such facts show reasonable grounds to believe that certain specified connections 

to a foreign power or an agent of a foreign power are present, the tangible things sought are 

presumptively relevant. Congress does not intend to prevent the FBI from obtaining tangible 

things that it currently can obtain under section [50 1]. ") (emphasis added). (U) 
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The FBI currently has over 1,000 open National Security Investigations targetin~ 

As we have explained above, the bulk telephony metadata sought in the attached Application is 

relevant to the FBI's investigations 

the telephony metadata would provide vital assistance to investigators in tracking 

operatives. Although admittedly a substantial portion of the telephony metadata that is collected 

would not relate to operatives of 4 the intelligence tool that the 

Government hopes to use to comrnwill cation:;--m,etada:ta analysis-requires 

collecting and storing large volumes of the metadata to enable later analysis. All of the metadata 

collected is thus relevant, because the success of this investigative tool depends on bulk 

collection. (TS//SI//t·rF) 

Archiving and analyzing the metadata sought in the attached Application will assist the 

FBI in obtaining foreign intelligence and, in particular, in identifying the telephone numbers o-

within the United States. For example, contact chaining 

the archived information will allow the NSA to identify telephone numbers that have 

been in contact with telephone numbers the NSA reasonably suspects to be linked 

and its affiliates. NSA may provide such information to the FBI, which can determine whether 

an investigation should be commenced to identify the users of the telephone numbers and to 

determine whether there are any links to international terrorist activities. The NSA estimates that 

roughly 800 telephone numbers will be tipped annually to the FBI, CIA, or other appropriate 

U.S. government or foreign government agencies. NSA Declaration '\[18. The FBI would also 

4 The NSA ex1' 
of metadata pertaining to 

~ I t I ords request, over the course of a year, -will result in the collection 
communications. See NSA Declaration '1!6. (TS//Sl!/N-:F) 
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terrorist-associated 

telephone numbers known to the FBI. (TS//SI//.NF) 

The call detail records sought in the attached Application are certainly "relevant" to an 

authorized investigation 

requirement of relevance is a 

relatively low standard. at 29. In that case, the Court was interpreting a similar, 

and quite possibly more stringent standard than that presented here. There, the Court found that 

section 402(a) ofFISA was satisfied, i e, that "the information likely to be obtained is. 

relevant to an ongoing investigation to protect against international terrorism." 50 U.SC 

§ 1842(c) (emphasis added).5 Here, by contrast, the Application need only establish that there 

are "~easonable grounds to believe" that the records sought are relevant to an authorized 

international terrorism investigation6 Id. § 186l(b)(2)(A) (TSi/SI//1\"F) 

In evaluating whett'Jer metadata collected in bulk is "relevant" to investigations into. 

· Court has recognized that, "for reasons of both constitutional 

authority and practical competence, deference should be given to the fully considered judgment 

of the executive branch in assessing and responding to national security threats and in 

5 Allhough the Governme11t argued that the statute did not fY'-J:IDlt the Court to look behind the 
Governmem's certification of relevance. the Court assumed for purposes of the case that it should consider 1he basis 
for 1he certification See~ 26-28. (TS/!Sl!/NF) 

6 The "reasonable grounds to believe" standard is simply a different way of articulating 1he probable cause 
standard. See Maryland v, Pringle, 540 U.S. at 371 (quoting Brinegar v. United States, 338 U.S. 160, 175 (1949) 
('"The substance of all the definitions of probable cause is a reasonable ground for belief of guilt'"). .A..s the 
Supreme Court has recently explained, "!t]he probable-cause standard is incapable of precise definition or 
quantification ir1to percentages because it deals with probabilities and depends on 1he totality of the circtllllStances." 
Maryland;·. Pringle, 540 U.S. 366, 371 (2003). Rather than being "technical," 1hese probabilities "are the factual 
and practical considemtions of everyday life on which reasonable and p1udent men, not legal tech.licialls, act" 
Brinegar, 338 U.S. at 176; see also Pringle, 540 U.S, at 370 (quoting illinois v. Gates, 462 U.S. 213, 231 (1983) 
(quoting Brinegar)). In addition, probable cause "does not requi.-e the fine resolution of conflicting e'\~dence that a 
reasonable-doubt or even a preponderance standard demands." Gerstein v. Pugh, 420 U.S. 103, 121 (1975); see also 
Illinois v. Gates, 462 U.S. 213, 235 (1983) \'Finely tuned standards such as proof beyond a reasonable doubt or by a 
prepondernnce of the e\~dence, useful in formal trials. have no place in the [probable cause] decision,"). (U) 
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determining the potential sigrJficance of intelligence-related information Such deference is 

particularly appropriate in this context, where the Court is not cb..arged with making independent 

probable cause findings." 30-31 Court noted that the 

proposed activity would result in the coUection ofmetadata pertaiPing electronic 

communications, all but a very small fraction of which could be expected to be unrelated t~ 

. at 39-40, 48. Nonetheless, this Court found that the bulk collection 

of metadata "is necessary to identify the much smaller number 

communications" and that therefore, "t.c'1e scope of the proposed co!Iection is consistent with the 

certification of relevance" Id at 48-49. In part that was because the NSA had explained, as it 

does here, that "more precisely targeted forms of collection against known accounts would tend 

to screen out the 'unknowns' that NSA W&l.ts discover, so that NSA needs bulk collection in 

. at 42. Just as the bulk 

collection of e-mail metadata was relevant to FBI investigations into 

so is the bulk collection of telephony metadata described herein. (TS//SJJ/N7) 

B. T!:ie Proposed Collection Appropriately TaHored. (U) 

Title V ofFISA does not expressly impose any requirement to tailor a request for 

tangible things precisely to obtain solely records that are strictly relevant to the investi,gation To 

the extent, however, the Court construes the "relevance" standard under Title V to require some 

tailoring of the requested materials to limit overbreadth, the request for tangible things proposed 

here is not overbroad. A.s this Court coacluded applicable releva11ce 

standard does not require a statistical 'tight fit' between the volume of proposed collection and 

the much smaller proportion of information that will be directly relevant FBI 
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investigations."' ld at 49-50. Lnstead, it is appropriate to use as a guideline the Supreme 

Cou.rt's "special needs" jurisprudence, which balances any intrusion into privacy against the 

govermnent interest at stake to determine whether a warrant or individualized suspicion is 

at 50-528 Here, the Govermnent' s interest is overwhelming. It involves thwarting terrorist 

attacks that could take thousands oflives. "This concern clearly involves national security 

interests beyond the normal need for law enforcement and is at least as compelli.r:1g as other 

governmental interests that have been held to justify searches in the absence of individualized 

suspicion." ·51-52; see also Haig v. Agee, 453 U.S. 280, 307 (1981) ("'tis 

obvious and unarguable that no governmental interest is more compeHing than the security of the 

Nation.") (internal quotation marks omitted). The privacy interest, on the other hand, is minimal 

As we explain below, see infra § IL the type of data at issue is not constitutionally protected; and 

it would never even be seen bv anv huma.Ii being urless a terrorist cor:nection were first 
~ ' ~ 

established. Indeed, only a tiny fraction (estimated to be 0.000025% or one in four million) of 

the call detail records included in the archive actually would be seen by a trained analyst~ 

(TS/ /Sll/l\"F) 

' As noted above, the relevance sta.'1dard being interpreted in the pen register contex't 
that found in section 402 of FISA-is quite possibly more stringent than that required to be met 
for business records under S"'~'iion 501 ofFISA (S) 

g Because, as we explain below, there is no Founh Amendment-protected interest in the telephony 
rnetadata at issue here, the actual standards applied under Fourt.h Amendment balancing are far more rigorous than 
any that the Court should read into the statutory requirement that the busill.ess records sought under section 50 l be 
"relevant" to an international terrorism investigation. Nevertheless, the balancing methodology applied under the 
Fourth Amendmcnr-balancing the Government's iitterest agai:1st the privacy interest at stake---<:an provide a useful 
guide for analysis here. (S) 

9 The NSA would mr•rlnct 
made by tl1e reasonably SUSJ)ec!:ed 
telephone numbers in U'1ose 
"connected" to the seed telephone number. 

"hops" out, i.e., to include the f.rst three tiers of coutaets 
teleph(menumber. Even though a substantial portion of the 

COi'iiiiCiS may not be usee by tenorist operatives, they a.re all 
(TSi/SlJfl'<"F) 
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/IJld, as this Court recently found, "the Government need not make a showing that it is 

using the least intrusive means available. Rather, the question is whether the Government has 

chosen 'a reasonably effective means of addressing' the need." at 52-53 (quoting 

Earls, 536 U.S. at 837) (intemal citations omitted); see also Earls, 536 U.S at 837 ("[T)his 

Court has repeatedly stated that reasonableness under the Fourth Amendment does not require 

employing the least intrusive means, because the logic of such elaborate less-restrictive-

powers.") (internal quotation marks omitted); Vernonia Sch Dtst. 47 J v. Acton, 515 U.S. 

646, 663 (1995) ("We have repeatedly refused to declare that only the 'least intrusive' search 

practicable can be reasonable under the Fourth Amendment."). Here, as 

"senior responsible officials, whose judgment on these matters is entitled to defurence ... have 

articulated why they believe that buLl,: collection and archiving of meta data are necessary to 

identify and mc,nitor .. communications would otherwise go 

undetected." 53-54. Such bulk collection is thus a "reasonably effective 

means to this end." Id. at 54. (TS//Sli/NF) 

In sum, as this Court previously concluded in the pen register context, 

the bulk collection proposed in this case is analogous to suspicionless searches or 
seizures that have been upheld under the Fourth Amendment in that the 
Government's need is compelling and immediate, the intrusion on individual 
privacy interests is limited, and bulk · 
effective meat:ts of detecting and monitoring 
thereby obtaining information likely to be re't'v"'" 
In these circumstances, the certification of relevance is consistent with the fact 
that only a very small proportion of the volume of information collected will 
be directly relevant to the FBI' 

!d. (TS//SI/t~'F) 
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C. The Government Will Apply Strict Minimiz~tion Procedures to 
ili e Collected ( S) 

The Govero_rnent can assure the Court that, a!though the data collected under the attached 

Application will necessarily be broad in order to achieve the critical intellis;ence objectives of 

metadata analysis, the use of that information will be strictly tailored to identifying terrorist 

communications and will occur solely according to strict procedures and safeguards, including 

particular minimization procedures designed to protect U.S. person information. These 

procedures and safeguards are almost identical to the requirements imposed by this Court in 

authorized collection of a similar volume of metadata. (TS/ISI/ m'F) 

First, as described in the. attached Declaration from the Director of the NSA, the NSA 

will query the archived solely when it has identified a knovvn telephone number for which, 

"based on the factual and practical considerations of everyday life on which reasonable and 

prudent persons act, there are facts giving rise to a reasonable, articulable suspicion that the 

telephone number is associated with provided, 

however, that a telephone number believed to he used by a U.S. person shall not be regarded as 

associated solely on the basis of activities 

that are protected by the First Amendment to the Constitution." NSA Declaration~ 10 

"'"""'be undertaken only with respect to such an identified "seed" 

telephone number. For example, when 

telephone may contain a phone book listing telephone numbers Telephone numbers listed in 

such a phone book would satisfy the "reasonabie articulable suspicion" standard. This same 

1° For ex&.-nple, a telephone m.unber of a U.S. pen;-on could not be a seed number "if the only information 
thought to support &.'J.e belief that the [number] is associated with-s that, in sermons or in postings on a web 
sire, the U.S. person espoused jihadist rhetoric that fell short of'~ .. directed to inciting or producing 
imn'rinent lawless action and . .. likely to incite or produce such action.' Brandenberg v. Ohio, 395 U.S. 444, 447 
(1969) (per curiam)." at 53. (TS//Sl/INF) 

TOP SECRET/IHCSf/SII/NOFORN 
?II 

emveit
Line

emveit
Line

emveit
Line

emveit
Line

emveit
Line



TOP SECRET//HCS//SII/NOFO&"l 

standard is, in effect, the standard appiied in the criminal law conte;,.i for a "Teny" stop. See 

Terry v. Ohio, 392 U.S. i, 21,30 (1968); see also Illinois v. Wardlow, 528 U.S. 119, 123 (2000) 

(police officer may conduct a brief, ir1vestigatory TerlJ' stop "when the officer has a reasonable, 

articulable suspicion that criminal activity is afoot")11 It bears emphasis t.hat, given the types of 

a11alysis the NSA will perform, no infonnation about a telephone number 'Aci!l ever be accessed 

by or presented in an intelligible form to a..r1y person unless either (i) that telephone number has 

been in direct contact with a reasonably suspected terrorist-associated telephone number or is 

li11ked to such a number through one or two intermediaries, or (ii) a computer search has 

indicated that the telephone number has 

In addition, any query of the archived data would require approval from one of seven 

people: the Sigaals Intetligence Directorate Program Manager for Counterterrorism Special 

Projects; the Chief or Deputy Chief, Counterterrorism Advanced A.nalysis Division; or one of 

four specially authorized Counterterrorism Advanced Anaiysis Shift Coordinators in the 

Analysis and Production Directorate of the Signals Intelligence Directorate. NSA Declaration 

~ 19. NSA's Office of General Counsel (OGC) would review and approve proposed queries of 

archived metadata based on seed accounts reasonably believed to be used by U.S. persons. !d. 

'If 16. Finally, NSA's OGC will brieffu1alysts concerning the authorization requested in the 

Application and the limited circumstances in which queries to the archive are permitted, as well 

'' The "reasonable articulable suspicion" standard that the Government will it-npose on itself -with respect 
to data collected through this Application is higher than that required by statute or the Constitution. Under FISA, 
the orJy standard to be satisfied prior to colle-.'1ing iPiormation via a request for business records is that the 
information be relevant to an bternationai terrorism investigation. The Fourth A.:mendment requires a ·~reasor.able 
articulable suspicion" to justify a minimally intrusive Ter.ry stop. Here, no Fourth Amendment interests are even 
implicated (1J) 
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as other procedures and restrictions regarding the retrieval, storage and dissemination of the 

archived data. Id (TS//SI//NF) 

Second, NSA will apply several mechanisms to ensure appropriate oversight over the use 

of the metadata. The NSA will apply the existing (Attorney General approved) guidelines in 

United States Signals Intelligence Directive 18 (1993) ("US SID 18") (Exhibit D to the 

Application) to minimize the information reported concerning US. persons. NSA Declaration 

'li l7. Prior to disseminating any U.S person information, the Chief oflnformation Sharing 

Services in the Signals Intelligence Directorate must determine that the information is related to 

counterterrorism information and is in fact necessary to understand the foreigu intelligence 

information or to assess its importance. Id.; see US SID 18, § 7.2 (NSA reports may include the 

identity of a U.S. person only if the recipient of the report has a need to know that information as 

part of his oftlcial duties and, inter alia, the identity of the U.S. person is necessary to understand 

the foreign intelligence information or to assess its importance). The Director of the NSA will 

direct the NSA Inspector General and General Counsel to submit an initial report to him 45 days 

after the receipt of records pursuant to the Order assessing the adequacy of the management 

controls for the processing and dissemination of U.S. person information. NSA Declaration 

~ 22 The Director of the NSA will provide the findings of that report to the Attorney General. 

Id (TS/fSI//l'<'F) 

In addition, every time one of the limited number ofNSA analysts permitted to search the 

archived data carries out such a search, a record wiil be made, and the analyst's login and IP 

address, and the date, time and details of the search will be automatically logged to ensure an 

auditing capability. NSA Declaration 'j!l6. The NSA's OGC will monitor both the designation 

of individuals with access to the archived data and the functioning of this automatic logging 
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capability. ld The NSA Inspector General, the NSA General Counsel, and the Signals 

Intelligence Directorate Oversight Compliance Oftice will periodically review this progra.111. ld 

~ 22. least every ninety days, the Department of Justice will review a sample ofNSA' s 

justifications for querying the archived data. ld ~ 19. The Director of the NSA himself will, in 

coordination with th.e Attorney General, inform the Congressional Intelligence Oversight 

Committees of the Court's decision to issue the Order. ld ~ (TS//SI/iNF) 

Third, the collected metadata wiil not be kept online (that is, accessible for queries by 

cleared ar..alysts) indefinitely. The NSA has determined that for operational reasons it is 

important to retain the metadata online for five years, at which time it will be destroyed. !d. 

'jj 20. The U.S. Government has a strong operational interest in retaining data online for five 

years to det:errnirte corttac:ts associated with ne·wly-discovered "seed" 

telephone numbers. I d. In addition, moving data off-line requires significant resources, raises 

the possibility corruption and loss of data, and would incur probable delays in moving data 

(Feb. 28, 2006). (TS/iSI/Il\lf) 

Finally, when and if the Government seeks an extension of any order from the Court 

requiring the production of business records containing telephony metadata, it will provide a 

report about the queries that have been made and t.~e application of the reasonable articulable 

suspicion standard for determining that queried telephone numbers were terrorist related. NSA 

Declaration~ 24. (TS//SI/INF) 
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The Ar;;plic!ition Fully Complies with 
Constitution. (U) 

First and Fourth Amendments to the 

There is, of course, no constitutionally protected privacy interest in t['le infonnation 

contained in call detail records, or telephony metadata. In Smith v. MC/Jyiand, 442 U.S. 735 

(1979), the Supreme Court squarely rejected the view that an individual can have a Fourth 

A.mendment protected "legitimate expectation of privacy regarding the numbers he dialed on his 

phone." Smith, 442 U.S. at 742 (internal quotation marks omitted). The Court concluded that 

telephone subscribers know that they must convey the numbers they wish to call to the telephone 

company for the company to complete their calls. Thus, they cannot claim "any general 

expectation that the numbers they dial witl remain secret." ld at 743; see also id. at 744 

(telephone users who "voluntarily convey[]" information to the phone compar1y "in the ordinary 

course" of making a call "as sum[ e} the rislr.'' that this information \Vi!! be passed on to the 

go>len1m,e.nt or others) (internal quotation w..arks omitted). Even if a subscriber could somehow 

claim a subjective intention to keep the numbers he dialed secret, the Court found that this was 

not an expectation that society would recognize as reasonable. To the contrary, the situation feU 

squarely into the line of cases in which the Court had ruled that "a person has no legitimate 

expectation of privacy in information he voluntarily turns over to third parties." Id at 743-44. 1 ~ 

lllthough the telephony metadata that would be obtained here would include not only telephone 

numbers dialed, but also the length and time of the calls and other routing information, there is 

no reasonable expectation that such information, which is routinely collected by the telephone 

companies for billing a;ld fraud detection purposes, is private. The infonnation contained in the 

'
2 See a/so United States v. Miller, 42.5 U.S. 435, 443 (1976) ("This Colli-t has held repeatedly that the 

Fourth Amendment does not prohibit the obtaining of information revealed to a third ptuty and conveyed by him to 
Goveroment authorities, even if the information is revealed on the assumption that it i'1ll be used only for a limited 
puxpose and the confidence placed in the third pa."l)• will not be betrayed."). (tJ) 
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call detail re~ords no way resembles the substantive 

contents of telephone coll'"llunications that are protected by the Fourth Amendment See Katz v. 

United States, 389 U.S. 347 (1967). (S) 

Moreover, as this Court has pre-viously found, because of the absence of a reasonable 

expectation of privacy in metadata, the large number of individuals whose telephony metadata 

will be obtained "is irrelevant to t.he issue of whether a Fou..rth Amendment search or seizure will 

· 63. Nor would the derivative use of the archived metadata th_rough 

contact chaining o~e prohibited by the Fourth Amendment. See id. at 63-66; 

United States v. Calandra, 414 U.S. 338,354 (1974) (Grand jury "[q]uestions based on illegally 

obtained evidence are only a derivative use of the product of a past unlawful search and seizure 

They work no new Fourth Amendment wrong."). (TS//SI//NF) 

The proposed business records request is also consistent with the First iL'llendment. 

Good faith law enforcement investigation and data-gathering activities using legitimate 

investigative techniques do not violate the First iiJlJ.endment, at least where they do not violate 

the Fourth /vnendment. See Reporters Comm. for Freedom of the Press v. AT&T, 593 F.2d 

1 0~0 ·n~., (DCC; 1978'· ,_ .::; , 1 JD-,- , _ , .~,c _ , ), see at 66 ("The weight of authority supports 

the conclusion that Government information-gathering that does not constitute a Fourth 

i\,mendment search or seizure will also comply with the First An1endment when conducted as 

part of a good-faith crimina.! investigation."); cf Laird v. Tatum, 408 US. 1, 10, 13 (1972) (the 

"subjective 'chill"' stemming from "the mere existence, without more, of a governmental 

inYestigative and data-gathering activity that is alleged to be broader in scope tha.11 is reasonably 

necessary for the accomplishment of a valid governmental purpose" does not constitute a 
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cognizable injury). As this Court recognized in the context of the Government's application to 

collect e-mail metadata in bulk, 

. the proposed collection of meta data is not for ordinazy law enforcement 
· of the compelling national interest of identifying and 

and ulti-thwarting terrorist attacks. 
ov<~rru·ch:ing im•esltig<lti\'e effort against is not aimed at curtailing 

First Amendment activities and satisfies the "good faith" requirement .... 

I d. at 68. (TS//SI/11-.TF) 

Nonetheless, we are mindful of this Comt' s admoDition that, because "the extremely 

broad nature of this coi!ection ca;Ties with it a heightened risk that collected information could 

be subject to various forms of misuse, potentially involving abridgment of First Amendment 

rights of innocent persons . special restrictions on the accessing, retention, ar1d dissemination 

of such information are necessary to guard against such misuse." !d. The strict restrictions 

proposed here on access to, and processing and dissemination of, the data are almost identical to 

those imposed by this Court· 

. 
13 In addition, the Department of Justice would review a sample ofNSA's 

justifications for querying the archived data at least every ninety days. (TS//SIJ/Nr) 

13 One minor difference is that for operational reasons the KSA seeks to retain.the telep~ 
~~::!:!online fer rather tl>.an and · . NSA Declaration 20 with--

( appro; ing retention 
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CONCLUSION (TJ) 

For the foregoing reasons, the Court should grant the requested Order. (U) 

Respectfui!y submitted, 

Dated: May 23, 2006 

JoHN A EISENl3ERG 
Deputy Assistant Attorney General, 

Counsel 

ALJERTOR Gci<Jz)ILEs 
Attorney Gener2T' · 

~~ STFVEN G. BRADBURY 

Acting Assistant Attorney Genera , 
Office of Legal Counsel 

J1\lAEs A BAKER 
(J;!ounsel for Intelligence Policy 

US. Department of Justice 
950 Pennsylvania Ave., N W. 
Washington, D.C. 20530 
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constitutes a SlHf\m~iy, of the: .laws anci:·f~ulations dke.ctly affecting osss operations. AH usss 
~rsonnel who collect process, retain, bi:wsseminate information to, from~· or about U.S. persons· or 
per:a01"tS in the United States must.be famrR~.f.·~th its.~ontents. · 

' . .:;:.'. ·:=~.:.:..:-

(FOUO) This USSID.~persedes USS!{)~j8 and lJSSlD 18, AnM)t:.A (diStributed.sep~rately to 
selected recipients), both of which are dated-:20 October 1980, and must now be destroyed. Notify 
DIRNSAICHCSS (USSJJ:UV!anager) if this edlti-of.i of"USSJ.D: .. Hl is destroy~d because of arr emergency 
action; otherwise, requ~st.appr~v.~l fro~Dtf{NSAICHQ-5 before ci~oYil)g thts USSIO. ·.· ·'· .. 

• • • • • • ••• 'o~., ':.,":'~~:. • _, ~~·-·-.. • • • • './, • • •• • • )" • 

(FOUO} Release or.ex~r~~:otthis document to contract~ and eo~suftants.without approval 
from the US'itO · Ma~ger'·i's prohibited:·~::tns'"~.uctions. apptica~~ to .... rele~se .or exposure of USSID to 
contracto~.and co~i~ftts may be foundili·:usSto-.~;:· ;: .. ..... :· . _· -- . 

·".:.:~~~ ~\, ;:i:~::..:-~· ~/~: ~::~~~~-~-~ -~,-.:··; ' ··:· .. ' . .. 
(FOUO}"~ts~sti~"lS' aoo,:comments concernin this US51D.soould. be addressed to the Office of 

the General Court~tt~.NSA!~S·fA ·· ;_;· 'NSTS 963~3121 
.l.~)~~-.::·· ' --~·-;·J:~ 

ClASSIFiED BY NSA/CSSM 123Q2 

. f.ViM .. ~~-r .· IJ{J 
..... ... ......... .... _ .. _ .... .... -.';·~=~j:ffc~fuiV{ . ~ 

J. M. McCONNELL 
Vice Admiral, U.S. Navy 

Director · 

DECLASSIFY ON: ORIGlNATfNG AGENCY'S DETERIVHNATION t'{EQUIREO 
II. .. .;.1IDLE VIA COl\fiNT CIIAN'"NELB ONL¥ 

mamisak
Line

mamisak
Line

mamisak
Line

mamisak
Line

mamisak
Line

mamisak
Line



NATIONAl SECURITY AGENCY 
CENTRAl SECURITY SERVICE 

. F©·rt Ge~H''9~ G. ·M@~d®9 Maryhu1d 
28 October 1997 

UNITED STATES SIGNALS INTELLIGENCE 

DIRECTIVE 

(USSID) 

.18 

LEGAL COMPL!A.NCE AND MINIMIZATION. 
PROCEDURES (FOUO) 

CHANGE1 

LETTER OF PROfJ1UlGAT~ON 
(FOUO) This hard copy change provides replacement pages for your copy of USS!D 18, dated 

27 July 1 993. 

Actions: 1. Change references to "P05n to read ~P02" in paragraphs 5.4.d.(3), 7.1. (last line), 
7.2.c. (6} Qines 3 and 5), 7.3.c.(1) (lines 2 and 3), 7.5 ., 8.3.b., and 8.4.b. in the basic USS!D 18. 

2. From your copy of USS!D 18 remove and destroy pages A-1/1 through A-i/8. 

3. fnsert ne\, pages A-1 /1 through A-1/9 (replacement of pages in above action). These 
pages update the USSID to reflect current changes in standard minimization procedures'for NSA elec
tronic surveiflances. 

4. In the last paragraph of the Letter of Promulgation change to read: "Questions and 
comments concemi~ddressed to.the Office of General Counsel, NSA/CSS, 
NSTS963-3121 or---- . 

5. On the Table of Contents (page iv), change the tttle of Appendix 1 to Annex A to read 
"Standardized Minimization Procedures For NSA Electronic Surveillances~ . 

FOR THE EXECUTIVE AGENT: 

USSID Manager 

NOTE: DESTROY THIS PAGe AFTER POSTU~G THE ENCLO~ED CHANGE MATERIAl. 
RETAIN THE ORIGINAL LETTER OF PROMULGATION WITH USSID 18. 

FOR OFFICIAL USE ONLY 
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us:mS 1s 

lEGAL COMPL.IANC5 A.ND 
"~ ·, ..• · . ';1_ -- •• 

MINIMIZATION PROCEDURES (ll) 

1.1.·. (ll) The Fourth Amendment to the United Stat~. Constitution p~teru all u.s, persons 
o;n)I'Nhere in the world and 11ll person$ within the United Stat<i!s~ fn:im.unr!lasooable searchts and 
sei;;;ures by any person or agency acting on b<!half of thill u;s, Goverriin~nt.. The Supreme Court bas 
ruled that the intercl!lptiori 6f electronic communiCations. is' a search ~.rid wizure within the munihg 
of thl! Fourth Amendment. It i> therefore marn:llltC>ry that signals intii!lligence (SIGINT) operations ~ 
conducted purs1,1ant to pro<:edur~ which meet the rtasoi'iableness requirement> of the Fourth. 
Amendment . 

. 1.2. (U) .In determining whether United States· SIGJNT Systt~m· (USSS) operations ar<~ 
"reasonable,"· it is. necessary td· balance, the U.S. Gcvemment's n~ed, for, foreign intel!igenc" 

-'information and 'the privacy interests of persons protected by tne. Fourth Amendme!lt: Striki_ng.that 
balance has consumed much time and effort by all branches of the United States Government. The 
result> of that itffort are reflected· irL the ri!ferences listed in Sl!cti(ll'!; 2, below., Together, ~ 
references require ti'le minimization of U.S. ptr.on information c-ollf.."ied; pro<:essE!Id, retain'l!d or 
diss.minated by the USSS. The purpo-.e of this docume.>nt is to implement these minimiution 
requirementS. 

1.3: (U) Several themes run throughout this USSID. The. mO;""t important is that intelligence 
operations and the protection of. constitutional right> are not incompatible. It is not necess.ry to 
deny legitir!fatii: fofeign · intelligil!rlct>coilection or suppress· legitimate" foreign intelligence 
information to protect the Fourth Amiitndment right> of U.S. eersom. 

1.4. (U) Rnllily, these minimi!ation procedurei> impleme~t the constitutional prindple of 
"reasonablenes5" by giving different categorits of individuals and <!!ntities different levels of 
protection. These levels range from the stringent protection accorded U,S. citizens and permanent 
rtsident aliens in the United States to provisions relating to foreign diplomats· in the U.S. lh!l$'1 
differen<:es reflect yet another main theme of th<'i!ie procedur<~S, that is, that the focus of all forei.gn 
intelligence e>ptrations is on foreign entitits and p<~rsons. 

.--'-

a. SO U.S.C. 1001, et >tq., Foreign lnte!iiger\ce Surveillance Act (FISA) of 197~, Fubljc Law 
No. 95-SI 1. .. , . 

' • •' A~ 

b. E~ecutive Order 12333, .cu nited States Intelligence Activitiet: dated 4 December isa 1. 
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c. DoD Oir~ctiv~ 5240.1, "Activities of DoD Jntelligence Components that Affect u.s: · "-
Persons," dated 25 Apri I 1988. ..-' 

. . . d. NS~CSS Directhre_.N(): 1Q·30.,'"Proce~·ures Gov~.rning Activities of'NSAIC~S that Affect 
u.s. Persons," dated 20 September 1990. · · · 

SECTiON 3 o POLICY 
. .: .... ~:. 

3.1. (U) The policy of the USSS is to TARGET or COLLECT only FOREIGN COMMUNICATIONS. fZ 

The USSS will not intentionally COLLECT communications to, from or about U.S. PERSONS or persons 
or entities in the U.S. el:cept as set fort~ in this USSIO. If the USSS _inadvertentry COLLECTS such 
communications, it will process, ·retain and disseminate them only in accordance with this USSIO. 

are known to be to, from or -about a U.S. PERSON
will not beintention~lly intercepted, or selected through 

the use of a SELECTION TERM, el1:cept in the foll<;>wing instances: -

a. With the ·approval of the United States Foreign Intelligence Surveillance Court under 
-u:,e conditions outlined in ~nnex A of this USSIO. 

b. Wrth the approval of the Attorney General of the United States, if: 

{1) The CC?LLECTION isdir€cted against the following: 

(a) Communications to or from U.S. PEftSONS outside the _UNITED STATES, or 

r-------.w::ol!--o;.;;w.oiololllli·i onal communications to, frvm, 

~----~--~--.----aor 

(c} Communications which are not to or from but merely about U.S. PERSONS 
(wherever located). · 

(2) The ~rson is an AGENT OF A FOREIGN POWER, ~nd 

{3) The purpose of the COLLECTJON is to acquire significant FOREIGN INTELLIGENCE 
information. 

c. With the approval of the Director, National Security Agency/Chief, Central Security 
Service {DIRNSAICHCSS), so long as the COLLECTION need not be approved by the Foreign 
Intelligence Survei lla~nce Court or the Attorney General, and 

·. :;.. . . .. . . . . . 

(t) The person has CONSENTED to the COLLECTION by executing one ofthe CONSENT 
forms contained in Armex H, or 

2 capitalized words in Sections 3 through 9 are defined terms. in Section 9. 
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(2) The ·r,erson is rearoriabfy believed to be held captive by a 'FOREIGN POWER or g·roup 
e0gaged in INTEFtNATIONAL TERRO_RISM, ~r . . 

or 

(4) The COLLECTION is directed against between a· u~s. 
PERSON in the UNITED STATES and a foreign entity outside the UNITED STATES, the TARGET is the 
foreign entity, ·and the O!RNSAiC,HCSS has· ~pproved the COlLECTION frf~ccoi·<;i~n_ct with Annex K, or 

~ ' .. .... __ ·: •. • .. ·: --~ ~.; ~"; :- .· ,, ... . ·}~·- ~- - ·."!· •• .• '7;~ ·,•. 

(5) Technical devices (e~g., 
to li.mit acquisition by the t,ISSS to · cornm-"-u~:--::"..--::-":"""7':--:-~-:-::-::::::--:;:,~-.~= 
communication$ used· by the-TARGET (e.g., 
and the COLLECTION is directed against 
communications with one COMMUNICANT 
COLLECTION is- . . voice and fac$imile 

the TARGET of the 

(a) Anon-U.S. PERSON located outside the UNITED STATES, . 
: . . : ·: :. . 

(b) • 

(6) Copies of approvals granted by the DIRNWCHCSS under these provisions will b<t 
retained in the Offic_e of s;_eneral Counsel for review by the Attorney General. . : 

. : : ·:... .... . . . - --:: 

d. Emergency Situations. 
. ~ . ~ . ' 

(1) ln emergency situations, DIRNSA/CHCSS · ·m~y authorize the COLLeCTION· of 
information to, from, or about a U.S. i>E50N who is outsid~ the UNiTED STATES when securing the 
prior approv~i of the Attorney General is not practical because: . . .. . 

.. . . . _: ~ . . - . . 

(a) The time required to obtain such approval would result in the loss of significant 
FOREIGN lNTELI..IGENCE and WQuid ca·use subStantial harm to the national' Se~urity'. -- . 

• •, • ' • ' I ~·~ \' : ~.. : • I " • • • ' ', 

danger. 

'·· · (c) ihe ' plirsicar secUrity Of a dtfen$e installation. Of government prOPerty is 
reasonably believed to 6e in irrimeafate danger. :·-,.=~:.:~' -.~ .. ' . . . . . . . . ' . . : . 

. (2) In those cases w~ere the Dl~NSA/CHCSS auth.orizes ~m.ergency COLLECTION, except 
. for actions takeri under paragrapff d.(1}(b) above, OIRNSA/CHCSS ·sh~ll :find. that there· is probable cause that the TARGET meets one of the.following criteria: .: . . .. , . 

. , , ·. . . ' . . . - . ' .. 
(a) A PersOn who, for or on behalf of a FOREIGN. POWER, is engaged in clandestine 

intelligence activities (including covert activities intended to affect the political or governmental 
. process), Sabotage~ or INTERNATIONAL TERRORIST activities, or activities in preparation for 

INTERNATIONAL TERRORIST activities; or who conspires with, or knowingly aids and abets a ~rson 
engaging in such activities. 
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. (~) . A pers~n unlawfully acting for, or pursuant to the directiQn of, a FOREiGN 
POWEFLThe mere fa~ that a J»rson's· activities may benefit or further the aims of a FOREIGN POWE.R 
is not ~nough to brfng that ~rson under this sub_$ection, absent evidence that.the person is ta!dng 
direction from, or acting in knowing eoncartwi~, tlia FOREIGN POWER; . 

(d) A CORPORATION or other entity that is owned or controlled directly or 
indirectly by a FOREI~N P9W~R • . . 

(e)· A -~rson in· conta,~·witl'), or acting in collabQration. with, a.n intelllg'!nce or 
security ~rvice of a foreign power for the purpose of providing access to information or material 
classified by the United States to whic!! such person has acce$S. · 

. : .. 
(3) In all cases where emergency collection is authorized, the. following step$ shall be 

(a) The General Counsel will be notified immediately that the COLLECTION has 
. started. 

(b) The General Counsel will initiate immediate efforts to obtain Attorney General 
approv&~l to contil!ue. the collection. If Attorney General approval i~ not obtained w ithin *'venty two 
hours, the COLLECTION will be t erminated. If the Attorney General approves the COLLECTION, it may 
continue for the period srncifie9 in the approv.~l. 

. . 
e. Annual r~ports to the Attorney General are required for COLLECTI.ON conducted under 

paragraphs 4.1.c.(3} and {4). Ftesponsibla analytic offices will provide such reports through the Deputy 
Director for Operations (DDO} and the General Counsel to the OIRNSA/CHCSS for transmittal to the 
Attorney Gel!eral by 31 January of eac.l"! year. · 

4.3. {U} ln<:idental Acquisition of U.S. PERSON Information .. Information to, from or about 
u.s. PERSONS acquired lncidt:ntally as a result of co'i.LECTiON direeeed against appropriate FO~EIGN 
INTELLIGENCE TAR.GETS may be retained and processed in accordance. with Se<tion Sand Se-.~ion 5 o'f 
thisUSSID. .· · . 

... . . 
. ~.-

. .-· 
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4.4. (S..CCQ) ~onre~identAiien TARGETS E11t ering. the UNI}ED STATES. 

USSID 18 
27 July 1993 

, . a.' tf the commuflkations_ of~ no-nresident alien 19cated abro~.d are l;>eing TARGETED ~nd 
the USSS iearns thalt the iodr\iid.ua! has entered: the UN!TED.'.STATES~ COLLECtiON may continue for a· · 
periOd of n hours provided ili~fth!i DiRNSA/C.HCSS is advised 'imfiiediateiy a'nCi::-. ·. .. 

.· . ..~ ... . . . : . . . . .. . . . . ··.~· . . . .. 

A determination is made wit~~n the 72 hour period that the 

b. If Attorney General approval is obtained, the COLLECTION m~ycontinue for the length 
oftime specified in the approval. · 

. . . . ~ .. .. ~ ·. 

c. tf it is-·Cietefmined 'iliat 
continue at the discretion ~f the o-perational element. 

COL!,.E_CTION may 

. d. If 
within 72 hours, CO must 
G'eneral appfo~a-1 is 'obtaine~Cor the il-idividualleav~ - , . . . . . . . . ~ 

4.5. (C-CCO} U.S. PERSON TARC#TS Entering the UNITED STATES. 

obtained 
Attorn~y 

a. If communications to, from'6r about a u.s: PERSo~:i;~ated outSide the UNITED STATES 
are being COLLECTE·o:' Ynder Attorney .·General approval d~~[ibecf in_ Section' __ 4. 1.b. above, the . 
COLLECTION must stop when the USSS learns that the individuai'nas entered·_-the UNITED STATES. 

b. Whi!e the individLial is in th~. UNITED ST~TES, COLL.EcTfON'~ay _~ r~sumed only with 
the approval of the United States _Foreign Intelligence Su.r:v~i!f.a:~:e. S~~~-~~-~~Sribed in Annex A. 

4.6. 
PERSONS, 
through the 

"'""'-'''-'""'~•U> to TARGET u.s. ~ERSONS. :Ali'! .. ~-: .. ; ' i~ : ib~ cOI.LedioN against u.s. 
~u~t be submitted 

. 4. 7. {C-CCO). Direction Findirig.' Lis~ of direction findin~fs~l'ely:.t;,,- d~t~r;ni ~e - the location of a 
transrriitte'rlocated outside::ofttfe UNITED STATES does' not constitute' ELECTRO~irc SLII~VEILLANCE 'or 
COLLECTION even if di~rectect affrans'mitters believed to be used by V.s:··pe'Rsor:.is.''uliless' COLLECTION 
of t~~- com~u~i-~~~~rt~-~ - is_~ _~t~~~~~~ .. authorized un~~r_. ~he~~"- p:r~-~9ut~s,~, _the , contents of 
corrirriunicationH() whicfi a .U'.s~ . PERSQN is a party monitor~ i~ tne c§.1.i~ ·of~Jfection finding may 
only be used to identify the trari$mitter: . . ' . . . . . . .. . ·-

4.8. (U) Distress S_ig_nals. Distress signals may be intentionall_y col lected, p rocessed, retained, 
and dis~mi nat ed without regard to the' re$trictionscontained iri''this ussi 6.' . . -

HANDLE VIA COMINT CHANNELs·· oNLY 
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4.9; {U) COMSEC Monitoring and Security Testing of Automated tnformation Systems. ~ 
Monitoring for communications security purposes must be conducted with the consent of the person _,.., 
beir,'lg monitored and in accordance with the procedures ~stablished in National Telecommurikations 

·. and lnformatior:t Systems Security Directive 600, Communications Security ·(COMSEC) Monitoring, 
dated 10 April1990. Monitoring for-communications sectirHy-pur~es is· not governed by this !JSSIO. · 
tntrusive security testing to assess ~curity vulnerabilities in automated information systems likewise is 
not govern~ byt~is USSID. · 

5.1. (S·CCO) Use 9f.Sel~on T~rms During Processing. When a SELECTION .TERM is intended 
to INTERCEPT a communication. on the basis of the content of the communication, or because a 
communication is 'enciph~red, rather than on the basis of the identity of the COMMUNic.A.NT or the 
fact that the communication mentions a particular individual, tn~ following rules apply: 

a. No SEU~CTION iEF\M that is reasonably likely 
munications to or from a u.s. !'ERSON (wherever located), 

may ~- used unless there is reaS-on to believe that 
such SELECTION TERM. 

b. No SELECTION TE~M :that has resulted in the INTERCEPTION of a significant number of 
communications to' or from such per~~)ns or entities may be u~d un!e:s then~ is re~son to believe that 
FO~EIGN fNTEI..L!GENCE will!» obtained. . .. 

• • • !' 

c. SIH.ECTION TERMS that h~ve resulted or are reasonably likely to result in the 
INTERCEPTION of comm.unkations to orfrom such ~rsons or entitie~ sh~ll oo desi.gned to defeat, to 
the greatest ert~nt praCtiCable urider.the circumstances, the INTERCEI'TION of those" communications 
which do not contain FOREIGN INTEU.IGENCE. 

52. ($-CCO) Annual Review by boo. 

a. All _ SELECTION re~MS th~t are reas.onably likely ·to result in the INTERCEPTION of 
communications to or from a ti'.S. PE~ON or terms that have resulted in the INTERCEPTION of a 
signific~nt number of $uch communications stia"ll be review~ a'nnually by. the DDO or a designee. .. .· . ' '. ·, ' . .·.: . . . . 

. ... -· -b. Th<! purpose of the revit~ shall be to @etermine whe~herthere is re~$on to believe that 
FOREIGN INTELLIGENCE \fi!i!i be .obtained, or will continue to ~-- obtained, by the u~ of the$e 
SELEcriON TEruvfS. . . 

c. A copy of the. r~ylts of the review will be provided to the Inspector General and the 
General Counsel. · 

5.3. (C-CCO) Forwarding of Intercepted Material. FOREIGN COMMUNICATIONS collected by 
the USSS may be forward«i as intercepted to NSA, intermediate pro.cessing facilities, and 
collaborating centers: 

HAN.D:LE·VIA .CO){IN'TCHANNELSONLY 
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5.4. (S·C_CO) N9nfore1gn Communications. 

USSID 18 
?:! July 1993 

. a. C6mmunkations betWeen pe~ons in the UNITED .. STATES. Private · radio 
. communicatio~s ·s?l~ly -betw~eri:·P!rso~s. in the _UNITED.STAteS rn.a_~~g~~ryp~ !~tefc.ept~ .d.uriMg the · 
COLLE~ION of POR~!q~ .. ~9~.r\!l~ ~I~ Tl9NS will_ be prompt!yde~9Y.~9 -~~1~~:~~~ Att~~ney ·General 
determtnes that the contents tnd1cate a threat of death or ser1ous b0d1ly harm to any perso~. 

b. communid~tlons ba!Wien· u.s. PERSONS. comn4u·~fcati'o~s : '~~iij.y between u.s. 
PERso-NSWHI betreatedasfollows; · · .- __ .. \ · -- - · .· :·. · · · 

(1} Communicatioq~ .sot~ly betwe~n U.S. PER$0NS inadvertently intercepted during 
the COLLECTION of FOREIGN COMMUNICATIONS will b4i! destroyed upon recognition, if technically 
possible, except as provid~d in paragraph 5.4.d. below. · 

: ...... . 
. . . 

. . (2) Notwithstan~iryg. th_e,_ prec~ding provision, crypto!ogic d~~~ {e.g., signal and 
entipherment inforr:Mation) anq teclif'!_kal_ communications data (e .. g., ·circuit uSage) may be extracted 
and retained from those·'communications if necessary to: · · 

(a) Establish ~r main~in intercept, or 

(b} Minimize_:unwanted intercept, or 
. . 

(c) . Support cryptologic operations related to FOREIGN COMMUNICA. iiONS. . . 
. ·-

c. Communic~tiQ.ns . Involving an Officer or Employee · of. the·-:U.S. Government. 
Communications to_ or. fror11 any offic~r or empl~yee of the U.S. Government;· or any state or local 
government, will. not . bei .. intentionally- .intercepted. Inadvertent., . INTERCEPTIONS of such 
communications (indudil')g those between foreign TARGETS and U.S; officials) will ~ treated as 
indicated in paragraphs 5,.4-.a. and b., above; 

d. Exceptions:·-·NotWithstanding · the provisions of para·graphs 5.4.b: and c., the 
DIRNSA/CHCSS may waive the destruction requirement for international communiCations containing, 
inter alia, the followingty~sofinformation: · •. - '. .. . . ... .. . .... ' 

(1) -Significant FOREIGN INTELLIGENCE, or 

(2) Evidence of a crime or threat of death or serious bodily harm to any ~rson, or - . . 

(3) Anomalies that reveal a potential vulnerability to U.S. communications security. 
Communications for which ttte Attorney General or DIRNS~C!:"lCS.S's waiv~r is sought should be 
for.NardedtoNSAICSS~Attn:PeS: · pe2;, : · - ·- '· . ·.-.:. · · . . · >· . ·-

. . :-;·, ~ ·:'':. ~- ,.; :~?:... . --~ ': .. ·:;~ .· .·:;.::· 

5.5. (S-CCO) Radio.Comrriuni~ati~ns with a Terminal i~ the UNITED STATES~' 
. . ' . ~. . .. :: . . . . ~ . . . . ·. . . . . : . . :• 

. a. All radio comrnt.inications· that pass over. channeis·'with a terminal in the UNITED 
STATES must be processed through' ·a _ computer scan dic:irona·~Js( simi\at d~viCe unless those 
communications occur·over.channels u$ea· eich.isively by a FOREiGN POWE~;. · · · '· 

. --~ .... . :.:. . :.~ s~:·: ~ -: ~T·~ -~< :: ; .:; .. 

b. International common-access radio communications that 
terminal in the UNITED STATES, other than ons, may 
be processed without the use of a computer scan or necessary to determine 
whether a channel contains communications of FOREIGN INTELLIGENCe interest which NSA may wish 

HANDLE VIA:·C'OMINT.CHANNEf:ts~ONLY 
.. ·sECltET 

mamisak
Line

mamisak
Line

mamisak
Line

mamisak
Line

mamisak
Line



SEC 
USSIDl!l 
27July1~3 

to collect.. Such prcx:essing may -r1ot exceed two hours without the specific prior written approval of ~ 
the DDO and, in any ew1nt, shall be limited to the minimum amount of time necessary to d~:t;;rmine - 1 

the nature of communications on the charmel and the amount of >uch comml.!f'lications that Include 
FOREIGN INtELLIGENCE- Once it is d!!termined that the channel contains sufficient·communkations 
of FOREIGN !NTELIJGENCE Interest to w<~r.rant COLLECTION ana exploitlltion to produce FOREIGN 
INTELLIGEt.JCE; a computer sean dictionary or similar device ml.!st be li>ed for !lldditicinal prcx:essing. 

c. Copies of all 01)0 written approvills madt pur.;uant to S.S.b. must be provided to th;; 
General Counsel arid the ln~;~eetor General. · 

6. I. (S..CCO),Retention ofCommunh:;;tronsto, from or About U.S. P!!RSONS. 

a. Except as otheF~Ni~ provided in Af'IM)( A, Appendil! 1, Section 4, communlcl!tions to, 
from or .about U.S. PERSONS that are intercepted by the USSS may retair~ed in their original or 
transcribed form only as foil ows: 

{1) Unendphered communications not thought to contain secret meaning may be 
retained for five year> unless the 000 determinfi in writing that retention for a longer period is 
required to respond to authorized FOREIGN INTELLIGENCE requirements. 

(2) Communications necessary to l'!Hl\intllin technical data bases for cryptanalytic or 
traffic analytic purposes may be retained for a period sufficient to i!llow a thorough exploitation and 
to permit <IW!>S to datll~that ~re, or arll reason<lbiy believed likely to become, relevant to a current or 
future FOREIGN iNTElLIGENCE requirement. S\lffidemt duration m<~y vary with the nature of the 
e,;ploitat!on and m11y consist of any perioo of time during which the technical data blase is subject 
or of use in, cryptanalysis. If a U.S. PERSON'S identity ls not nece<..sary to maintaining technical d<~ta 
base;, it sho\lld be deleted or repii!eed by a generic term when 1:milctic<~ble. 

b. Commynic<rtions whicl:l 'ou!.d be dia~minated under S<~ction 7, below (i.~ .• without 
elimin.;tion of references to U.S. PERSONS) may retained in their original or tran$Cri~d form. 

6.2. (S·CCO) A<::cess to ri!Jw traffic >""..ora;~ systems which contain identities of u.s. 
PERSONS must be limite-:l to SIGINT pr<XI~<:tion personneL 

7.1. (C-CCO) Focus ofSIGINT R~poru. All SIGINT reports will be written so !IS to fcx:us solely on 
the activities of foreign entities and persons and their agents. E)(Cil.pt as provided in Section 7.2., 
FOREIGN INTELLIGENCE information concerning U.S. PERSONS must~~ cii>~mln.ated In a manner 
which dee> not identify the U.S. PERSON. GG~nerk or general terms or phras<~S must be substituted for 
the ider<tity (e.g., "U.S. firm" for the speeifk nam<l! of a U.S. CORF'QRATION or "U.S. PERSON" forthe 
specific name of a U.S. PERsON). Files containing the identiti~ of U.S. ~r>ons deleted from SIGINT 
repc;rts will be maintained for a man:imum period of on<'!' ye&Jr afld IIJny requests from SIGINT rustomers 
for such identities shOuld oo· referr'ld to~- PCi2. \ . . 

'· 
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. 7.2. (C-CCO) Dissemination of U.S. PERSON identities ... SIGINT reports may include the 
identification of a U.S. PERSON only if one of the following conditions is m!lt arid a determinatio~ i.s 
made by the appropriate approval authority that the recipient has a nee_d.for the identity for the 
performance of hi$ official duties: · · · · · 

a. The u.s: PERSON has CONSENTED to the dissemiriati&n of communications of, or about 
him or her and has executed the CONSENTform found in Annex H ofthin!ssic{of .· · · · ' 

b. The inforrilatiori hi PUBWh v AVAII.ABLE (i.e., the information is derived from 
undassi fi ed information <>va11.abl e to the g~~eral public), or 

c. The identity of the u.s. PERSON is necessary to understand th~ FOREIGN INTELLIGENCE 
information or ass~ss jts imp<>rta!'lC!! .. The following nonexclusive Hst con~.ins e_xamples of the type of 
information that meet this standain:!': - . .. . . . 

(1) FOREIGN POWER or AGENT OF A FOREIGN i>OVIIER. The inforrilation indicates that 
the U.S. PERSON is a .FOREIGN PO\f\IER or an AGENT OF A FOREIGN POWER. 

(2) Unauthorized Disclosure of Classified Information . .The information indicates that 
the u.s. PERSON may be engaged in the unauthorized disclosure ofcla~~lfied information. 

(3) Jnt;~rl'lational Narc9t!C~ j>.ctivity. The infc:wmatjonJ~dicat!!S'that the individual may 
be engaged in internationilJI narcotics tf<;~ffid:.ing activities. (S~e Apni!iJ o(this USSID for further 
information concerning individuals involved in international na·rcotic:S triiffiddng): 

. - -· ' ' ,_-, ';'"-~ __ -,, -_ - . : ., ""· '·.. ' .,'" 

(4) Criminal Activity. The inform~tion is evidenc~ that. the 'indivic:fual may be involved 
in a crime that has been, is being, or i~ about to. be committe_<::!, J)rovided th~t the dissemination is for 
law enforcement purpose~.· · - · 

(5) Intelligence TARGET. The information indicates th.;;t the U.S. PERSON may be the 
TARGET of hostile intelligence O>ctivities of a FOReiGN POWER. 

(6) Thre~tto Safety, 'rh~ information indicat~s that the identity oftiie u.s. PERSON is 
pertinent to a possiblethreaito tfle safilty of,any Person oi' organi:;:atii:in; ineluding those who are 
TARGETS, vict\(B~or hosta~es· of INTERNATIONAL TERRORIST organfzat!ons. ~~~rting units shall 
i~entify to~ any ref?O~£Ofl~i7irll ~h~ identity of a u.s. F'E.~9,~,~~eorte~ ~f:!d_er,this su~section (5). 
F1eld reportmg to i"e?"S.D?Y!tl l:le!D, tj1eJorm of a CRITICOMI\II rn~>~9eJj:>l;>l ~Ot~nd•ndude tj'le 
report date-time-group (DiG); prootJct serial number and· the··reasor'dor' inclusion of the u·.s. 
PERSON'S identity. 

(7) Senior hecutive Branch Officials. The identity is that of a senior official of the 
Executive Branch of the U.S. Government. In this case only the official's title will be disseminated. 
Domestic political or personal information on such individuals will be neither disseminated nor 
retained. 
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7.3 .. (C-CCO) Approval Authorities. Approval aiJthorltiel for the r<!l<!<a>e of idantities of U.S. 
perso11s um:ler S~ctlon 7 ars:1 as follows: 

a. DIRNSA/CHCSS. DIRNSA/CHCSSmust approve dissemination of: 

(1) T~ identities of <lny senator, congl'i!s>man, officer, or employee of the Legi>lative 
Bnlrich of the U.$. GoverilnHmt. · 

b. Field Units and NSA Headqui!>rters Elements. All S!I:SINT prOduction organiz:ations are 
authorl:~:ed to di$semiMtE¥ the identities of U.S. PERSONS when: 

. (1) Tht identity is p~rtinent to the safety ohny person or organization. 

(2) The identity is that of a senior offitial ofthe E;,:ecutil!e !!ranch. 

(3) The U.S. PERSON has CONSENTED und'llr par;;~graph 7.2.~;;. above. 

(1) In a!l other cas~;, U.S. I"ERSON iden+Jti" may be r~leased. only with the prior 
approval Jif..1he o;,lj:)uty Oiri!ictor tos_ O~rations, the As~starrt: o;,lputy Dirmor for Operations., the 
Chief, N-5, 'ffi'e Depl.tti( Chiliif, ~. 8r, in thflir Olb54!nce, th<i! Sanior' O~ri!tions Officer of the Nation<~ I 
SIGINT Operations· Center: The DOO or ADDO shall rl:vii!-w all U.S. identiti'H released by these 
diisign<;e;;;; soon as; pr;ctk<~bl~ aft~rtho N!>l<ease is made. 

(1) For law enforceme~t purpeses involving n<!lrcoticsrelat~ information, D!RNSA has 
granted to the 000 authority to di;saminate U.S. identitle;. This authOrity may not be further 
delegated. 

7.4. (U) Privileged CommuniCations and Criminal Activit\!. All propris.ed disseminations of 
information constituting U.S. PERSON pri11Heged cpmmunitation> (e.g., attomey/diel'lt, 
doctOr/Patient) and ail information concerning criminal actlllitie$ or criminal or judicial proceedings 
in the UNITED ~fATES must~ review~ bytl'ie Office of General Counsel 'priorto diss~minstion. . 

. . 7.5. (U) lmproP.r Pisiemiriation. !f the name of a u.s. ?E~.SON is impr~perly clis~miri<~ted, 
tht incident sl\ould be ~port~ to 1'6-s within 24 hoi.Jt1 of distoveiy ofthe error. · . · · 

. 1'0~ 
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a·.1: (U) Inspector General. ihe rns.pector General iha!t": 
·" · .. · ' . . 

... a. C:onduct regu.lar,:!nsp~ct,ions and perform general 9versight of NSA/CSS activities to· 
ensure corhpliance with this ussio. .. . . . . ·. . . . . .. . . . . 

. . .. . ., .. 

. . · .. . b .. E~~bljsh P,.ro~e~~re~ for,re~rting by Key Com!)9nentand F_ie.ld ~hief_s of their activities 
and 'pr~ctiCes fo(' ovtrsight purposes.-. ., ... . . . .. . . . ; . 

. - -~ . - .· .... •: ... :: •. . . · .. ·. . . .. . ~ . 

' .c. RepOrt to fhe .DI.RNSAiCHCsS, annually by 3 T octt>~r, -,~~ce~nirig NSAJCSS. compliance 
with this USS!D. . . . 

d. Report quarterly with tht DIRNSA!CHCSS and General Counsel to the ?resident's · 
lnte!Hgence Oversight Soard through the Assistant to the .Sec~etary _of Defense (lnteHigenc~ 
Oversight). 

. . 

8.2. (U) General Co~Rs~el.. Tf:\e G~ne·ral Counsel. shall: 
:··. · : ........ . . . . 

~- Prov\d~ legal _advi~e and assistance to all elerne_nts _of ~he US~S regarding SIGif'l!i 
activities. Reque~..s for legal advice on any asP«t of th~_~ef'l~ by C~ITICO~.M 
to DDl XDl, or by NSA/C:SS secure tel~phone 963·3121, or----· · · 

···' 

b. ~r~pare andptoeesi ali _applications for Foreign,.'!ri.tell.ig~ry~e Sur,;,eillance Court orders 
and requests for Attonie~' General' ~pproviHs r~uired by these: procedure$. . · . . . . . '- ~ 

c. Advise the Inspector G~neral in ins~ctions and 9versfght of USSS activities. 

d. Review and assess for legal implications as requested by the DIRNSA'CHCSS, Deputy 
Director, Inspector General or Key Cornpon~l'lts Chief, all Mw IT\Sjor require.l)1ents and internally 
generated USSS activities. · · · ··' ' ·· ·· · · · · · 

e. Advise USSS personnel of new legislation and case: iaw·that may affect USSS missions, 
functions, operati~ns, activities, or p~a.c;tices. . . , . 

. . . • · ·· ·· ~···· ~>~- . ;;, . ._ ",/ \..:·,, :... ... ·. !·.- .... ..!' ~ .~.·.:· •• ; ••• • • • "-.- .. ;. :- . . .. .... 

· .~ .. · . ~.~~- - ... .. . .. : : •• ··-~; • 1'!. ···-'1.. ' _.. :· .. . ,. .. ;:_·,~ ~:.:,t·:· .:.: -: . • ~·: = .·-. .. ·--· : ...... ~ .~. . . .. . .· - ·~: .. ,~--- · ;· · 
f. Report as req1.ured to the Attorney Gene·ral and the Prest dent'~ Intelligence Overs1ght 

. Board and prov!_d~ copi~ ~f sticl1 reP,Orts_ ~~ 1he DIRN~CijCSS a!'!~ ~ffected age_~cy elements. 
~: . -·:<·:' :.~:;<: ·-.~:~.- · -·~ ... ·',:~-:~ -~~. ~-'· .. :, ··-< . __ _ ··:.- :-:;:. ~- · .. ·_:_:· ., .. ; . ,·''.' ''· ·.·::;·_., ,..:· . . .. · .. · .. 

.. . . . g. Pfcif~5. -~~u~~~B?m~n~ p~q __ lntellige~c~ co.'.".~-9tf:ttJo~.-~u~e>f.ity t? use ~ign~l~ as 
descnbed m Procedure 5, P,aJ15, of DoD 5240.1-R,for pertods 111 e~cess qf $O·ctaysm the development, 
teSi;'or dt~ibration of Ei:Ed(ON.ic SURVEILLANCE equipment a·n~'othet"equipment that ca·n intercept 
communiCations. . . . ' · ·'' ,, .. .. .: . ·. . - ... ,._. , . . . . . . ' ' . ... . ·<· . • • . 
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8.3. (U) Deputy Director for Operations {ODO). The 000 shatl: 
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2"1 July !003 

a. Ensure that all SIGINT producti011 Pll!rsonnel understand and maintain a high degr""' of 
awareness and sensitivity to the requirementS of this USSIO. 

b. Apply the previsions of this USSID to all SIGINT produ<;tion activitil!!s. 
focal point for USSIO 18 matters isf'tl-5 (us;;> CRITiCOMM DOl XAO) •. 

10':1. 

c. Conduct nl!l:esssry reviews of SiGINT production activities and practie~ to ensurt · 
consistency with this USSIO. · 

d. En;iJre that all new major requirements levied on. t,he USSS or intemO>Jiy g~erated 
activities are considered for review by the General Ccn~n;el. All activities that rai>e qo~ions of law or 
the proper interpretation of this USSIO must be reviewed .by the, Generai.COunsel prior to acceptance 
or exec uti on. · 

S.4. (U) All E.liilments of tha USSS. All elements of the USSS shall: 

a. Implement this directive uf)on receipt. 

b. Prepare new procedures or lil'l'Hi!rid or wpplement existing !".fo<edure; as required to 
!!nsure adherence to this USSID. A copy of such procedures >hall be fof'Ward~d to NSA!CSS, Attn: ~- A::l::l.. 

c. Immediately inf01·m th"' 
actions et variance with this U.SSID. 

d. Promptly report to the NSA lmpector General and consult with the NSA General 
Counsel on all activities; that may r1.1i>e e question of compliance with this.USSID .. 

9. 1. (S-CCO) AGENT 01' A FOREIGN POWER means: 

a. Any per;on, otherth<~n iii U.S. PERSON, who: 

(1) Acts in the UNITED STATES as an officer or employee of a FOREiGN POWER, or as a 
member of a group engaged in INTERNATIONAl TERRORISM or i!ctillitie; in prel)~ration therefor; or 

(Z) Acts for, or on behalf of, a FOREIGN POWER that afngages in clandestine 
intelligence activities in th.e UNITED STATES contrary t<;; the intere?ts oftl'le UNITED. STATES, when the 
drcumstanc~ ohuch Pll'.rron'>!Jr~rii:e .in the UNITED STATES irtdkat~ thatsi.!cnp<irson m~y <~ngage 
in such activiti~ in the UNITED STAT!!$, orwh~n SYCh pi:!\S.Ofl knowfngly o;ids or abets ariy person in 
the conduct of such activities or knowingly<:orispires \ivith ;;;l"ly P*rSOn io engage in such ,;,ctiviti·~; or 

b. Any per>On, indyding a U.S. PERSON, who: 

(1) Knowingly eng!llges in dand~ine intellig,ence gllthering !!rtivities for, or on behalf· 
of, a FOREIGN POWER, which ectiviti<!?; involve, or may involve, a violation of the criminal statutes of 
the UNITED STATES; or 
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(2) Pursuant to thii direction of an intelligence service or network of a FOREIGN 
POWER, knowingly engages in any other dal"'destine intelligence activities fOr, or on ~half of, such 
FOREIGN POWER, which aCtivities involve or ar® about to involvE!!, a violation of the criminal statutes 
oftheUN!TEDSTATES;or . . . . 

(3) Knowingly engages in Sabotage or INTERNA TIONA!. TERRORISM, or actil'iti~ that 
are in preparation therefor, for or on behalf of a FOREIGN POWeR; or 

c --~ .; _ _:,.·· •• ;..:~ '<'>;. .. _ ·''l·.· . 

· (4) Knowingly <~icls or abets any person in tl"li! coriduct of ·activiti~ described in 
paragraphs 9.1.b.(1) through m Of knoWingly Conspires with an}t person to engage ih those iictivith!$. 

- ·---- ,., ' - , ., ,-, -- .,, .::: o>: -I''~"'·~ 

c. For all purposes other than the conduct of ELECTRONIC SURVEILLANCE as defined by 
the Foreign lntelligente Surveillance Act (see Anne:: A), the phrase "AGENT OF A FOREIGN POWER" 

means any. ~rson, inc:Juding U.S. PERSONS outsid!i>' the UNITE£1-STATES;'who .are Officers or 
employees of a FOREIGN POWER, or who act unlawfully for or puisi.iailttothe dir~Ction of a FOREIGN 
POWER, or. who are in contact with or acting In collaboration with ·an intelligence o·r security service 
of a FOREIGN POWER for the purpose of providing access to information or material classified by the 
UNITED STATES Government snd to which the person Mas or nas hiid aci::E!Ss. Thill mere fact that a 
person's activities may benefit or further thl! aims of a FOREIGN POWER is not enough to bring that 
per.ort under this provision; absent evidence that the person is taking dire<""Jori from or acting i.n 
knowing concert with a FOREIGN POWER. 

9.2. (C) COLLECiiON ·means inti!ntional tasking or· SELECTION of identified nonpub!ic 
communications for subsequent processing aimed at reporting or retention as a fil;; record. 

9.3. (U) COMMUNICANT mean$ 111 sender cr intended recipient of a comm1.mkation. 

9.4. (U) COMMUNICATIONS ABOUT A U.S. PERSON are those in which the U.S. PERSON"is 
identified in the communication. A U.S.: PERSON is ialintified when t!"le person's name, unique title, 
addre>$, or other personal iclentifi<?r is revealii'd in thii' communication in the context of activities 
cor.d;.;cted by that peoon or activities conducted by. others il!nd related to that person. A mere 
reference to a product by brand name or manufacturer's name, e.g., 707" is not an 
identification of a U.S. person. 

9.5. (U) CONSENT, for SIGINT purposes, means an agreement by a person or organization to 
permit the USSS to taki! partiCular actions that affect the person or organization. Ah agreement by an 
organization with i:he>t'llational Security Ag~tncy to permit COLLECTION . of information shall be 
deemed valid CONSENT if~ given on behalf of such organb:i:ition by an official or. governing body 
determinri:d by the General Counsel, National Security Agency, to hav<i! a.c:tl.ial or apparent a<Jthority 
to make such an agreement. · · · -~ 

9.6. (U) CORPORATIONS, for purposes of this USSID, are l!ntities legally recogni:u:d a1 separate 
from the persons who formed, own, or run them. CORPORATIONS have the nationality of the nation 
state und;;r whose laws they were formed. Thus, CORPORATIONS incorporated under U NITEO STATES 
federal or state law arlil U.S. PERSONS. 

9.7. (U) ELECTRONIC SURVEILLANCE means: 

a. In the case of an electronic communication, the acquisition of a nonpub!k 
communication by electronic means without thlli CONSENT of a person who is a party to the 
communication. 
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b. In the ca"" of ~ nonelectroni{ communication, tnli' a~quisition of ·a rH)npublic · 
communication by electronic mearts without the CONSENT of a person who is vi;ibly pre""nt ;;t the 

of communication. 

c. The term· ELECTRONiC SURVEILLANCE do'!ls not include the use of radio direttion 
finding equipment solely to determine the.loeation of a transmitter. 

~.8. (C) FOReiGN COMMUNICATION mel!ns a communication that has at least one 
COMMUNICANT outside of thl! UNITED STATES, 01'. that is entirely among FOREIGN POWERS or 
!atween a FOfiO:IGN I>QWER and officiiliis of 11 FOREIGN POWER, bl.lt dOEs not lndude communici!ltion> 
intercepted by ELECTRONIC SURVEILLANCE diri!Cted at premist; in the UNITED Si A TES used 
pr~ominantiy for residential purposes. 

9.9. {U) FORI!IGN li\ITELL!GENC!: m<!'ans information· relating to the tapabl!i.ti<'>, intentions, . 
and activiti<'> of FOREIGN i>OWERS, organi:tlltions. or par;ons, and for purposes of thi$ US SID includes 
both Po;iitive FOREIGN INTELLIGENCE and counterint!l!ligen~e. 

9. i 0. (U) FOREIGN i>OWEJ:t means: 

a. A foreign govl!;mment or any component thereof, whether or not recognia:E!d by the 
UNITEOSTATES, 

b. A f;oction of ;o foreign nation or nations, not wb>tlilntiaily <::omposE!d of UNITED STATES 

c. An entity that i; openly acknowledged by a foreign government or governm<tnt> to be 
directed controlled by such foreign government or government>, 

e. A foreign-based polltieiill o.rganizstion, not subst!!ntia!!y composed of UNiTED STATES 
PE~SOI\!5, or· 

f. An entityth<llt is directll<l and controlled by a foreign sovernment or governm<!?nt>. 

9.11. (U) !NTIORCE?TJON means thl!' acquisition by the USSS through electronic me~ns of a 
nonpubllc communieiiltion to which it is not an intended party, 11nd th!! proceuing of the content> of 
that commtmication ii'rto. an int'lllligible form, but dOES not include tha display of signals on vi;Yal 
display devk<K intended to permit the examination of the ted'lrticl!ll eharecteristics af the signals 
withO'.Jt reference to the inform<Jtion content carried by the signaL 
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a. lnv~lve viol~r:~t acts or acts dangerous to. human life that are a violation of the criminal 
laws of the UNITEO STATES or, of anyState;·or."that would be a criminal violation if committed within 
the jurisdiction of the UNITED. STATES or any.State, and .. 

. ... : .. · . ..:' .. .. 
b. Appear to be intended: 

( 1) . to intimidate-or coerce a civilian population, 

(2} t~ i~fly~-~~~ the.poiicy ~f ~ ·~~~~~~ment t>y.intimidati~~ -~rcoercion, or 
-:, , ::~ -. . ·: .•.. . ~·· :· . ··. : ·- : : ).)- . . . :' 

{3} to affect the condu~ of a government by assassination or kidnapping, and 

. . --~ ·occur~tQ.~~!iv.ou~!d; th~ ~NfTED_ STATES, 9( t~~J~~d n~tl~~a'tooundaries in terms of 
the m~ans by which they ~re accqmplish~d, the persons they appear.intenejed to ceerce or intimidate, 
or the locale in which their per~.:trators. operate or~seek asylum; 

. ·: _: · • .. : . . . • t"' l · -· -. :... . : :~ . . 

._ 9.13. · (U) ?UBL1Cl.Y;AVAILABC.E.INFORMATION mean~ in.form~tion that has been pub!ish~ _or 
broadcast for general public: consumption, is available t.)n req~est to a. member. of the general public, 
has been seen or heard by a casual observer, or is made available at a meeting OPen to the general 
public. -:-· -, ... , :. - ., . 

ied to. manu~! and_ electronic m~ans tbe 

~--------------~~----------~--~ tel ephone 
nto a computer scan dictionary or manual >ean guide for the 

. tnterest and isolatin~rthem fo~ furtherp.roeessing. 
~ ;.::: · • --~ •• J , • • ~ . , . • • - ~ - · ,, ,.- ' -· ."" · - · • • • ... ~ :: ._. 

SU 5 .. {C) SELECTION TE~M means. the composite cf individual.terms_ used to. effect or defeat 
SELECTION of particular.cO!TlljH.mic.=tions for the purpose of INTERCEP'tiON~)t comprises the entire 
term or series of terms so used; but not any segregable term contai~ed .th~rein. It ~pplies to both 
electronic and manual pr.xessing. 

9.16. (U} TARGET, OR TARGETif:!G: See COLLECTION. 
.- • ' 

9. 17. (U) UNITED STATES, when used geographically, includes the SQ .states and the District of 
Colu.mbia, Puerto Rico, Guam, American Samoa, the U.S. Virgin Islands, the Northern Mariana Islands, 
and any other territory or possession over which the UNITED Si ATES e)tercises sovereignty. 

9. i 8. (C) U NfiED STATES PERSON: 

a. A c:iti zen of the UNITE 0 STATES, 

b. An alien lawfully admitted for Permanent residence in the UNITED STATES, 

c. Unincorporated groups and associations a substantial number of the members of 
which conrtitute a. or b. above, or 

d. CORPORATIONS incorporated in the UNITED STATES, induding U.S. flag 
nongovernmental aircraft or vessels, but not including those entities which are openly acknowledged 
by a foreign golfernment or governments to be directed and controlled by them. 
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e. The fc:>llowing guidelines ap!)IY in determining whether a ~rson is a U.S. PERSON: 

(1) A person known to be currently in the United States will be treated as a u.S. 
PI!:RSON unless that ~l';dn, is reasonablv identified as an alien whc> has not beef! sdmittll!d for 
penn anent residence or if the nature of the person's communkatii;,hs or otl'ler indicia in the contents 
or circumstances of sueh communications give rise to a rl!!aronable b111lief that such person is not a U.S. 
PERSON. 

(2) A person known to be currently outside the UNITEQ STATES, or whd$e location is, 
n<:>t known, will not be treated as a U.S. F'ERSON unless such !)erson is rearonably identified as such or 
the nature of the person's COI'l'Hl'lUnications or other indicia in the contentS or circumstances of st.~ch 
communications give rise to a reas<:inable belief that such person is a U.S. PERSON. 

(3) A person known to be an aHI!ln admitted for permanent residence mo:y be assume 
t<> have lost status as a u.s. PERSON if thll p"'rson leaves tne UNITED STATES and it is kn::rwn that the 
pi'rse>n is not in compliance with the administrative f<:>rmalities provided by law (g U.S.C. 12:03) 
that emible such per;ons to reenter the UN1TED STATES without regard t¥ tht provisions of h!wth&t 
would otherwis£> restrict an alien's entry into th<> UNITED SiA iES. The failure to follow thii st<~tutory 
P"Kiidu:res provide$ a rearonable besis to conclude that such alien has abandoned ~ny int~ntion of 
maintaining status as a ~rmal'lent resident ;,lien. 

(4) An unincorporateq association whose h<!!adquarter. are locst!!cl outside the 
UNITED STATES may be presumed not to be a U.S. PERSON unless the USSS has information lm:ikating , 
that a substantial number of members are of the UNITED STATES or alien; i;;wfui!y admitted 
for p<it!7llan!l11it ri!!$idiiince. 

(S} CORF'O~ TIONS have the r~tion10ilty of the I'H!tion-state in which th<l!y ani! 
incorporated. CORF'OAATIONS formed under U.S. fed'<?ral or state law are thus U.S. !)ersons, even if 
th<~ corporate stock is foreign-owned. The only exception set fort.h abo\ie.is CORPOAATIONS which 
are openly acknowledged to ~ c!ir~ed and controll<ild by for~ign govemm~mu. Conversely, 
CORPOAA TIONS incorpon~ted in foreign countri~ are not U.S. PERSONS even If that COR!>OAA TION is 
a ;ul::!;idiary of a U.S. CORF'OAA TION. . 

(6) Nongovernmental ships and aircraft are legal .,ntities an::! have the nationality of 
the country in which they are registered. Shi!)S and <>irc.raft fly the flag and are subject to the law of 
their place of r41gistration. -
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PROCEDURES !Mfl>lEMEINTING THE FOREIGN INTEIJJGENCE 
. SURVEILLANCE ACT (U), 

_::. --

l. L {U) The Foreign lntelligeni:e. Surv<.mance Act (tf1e Act) governs the conduct of certain 
electn:mk: surveillance a.ctivities withjrJ the United States to. collect foreign inteliigence information. 
A (ompleteuopy ofthe Act isfouni:! at. Annex l!l to NSAIC:SS Oirective 10<30. The Aci covers the 
int!!:ntlonaL(ollection ofthe communications of a piilrticular, known U.S. person who is in the United 
""'.'""'· all wiretaps in the United States, the acquisition of certairf radio communications where aii 
parties to that communication are located in the United States, and the monitoring of information in 
which there is a reasonable expectation of privacy. The Act requires that all such st.~rveilli!rKes be 
directed only at forefgn powers and their agents as defined by the Act and that ali such surveillances 
be authorized by the United States Foreign Intelligence Suf\leHiance Court, or in certain limited 
circumstances, by the Attorney General. 

~ 

2. 1. (U) Procedures and rtilndards for securing Court ord!lrs or Attorney General certifications 
to conduct electronic surveillances are set forth in the Act: Requests for such orders or «<rtifkations 
should b<i! forwarded by the appropriate Key Component through the 1\!SA General Counsel to the 
Director, NSA/Chief, CSS and si'lould be accompanied by a statement of the facts ana circumstances 
justifying a b-elief that the target is a foreign power or an agent of a for~ign power and that each of 
the facilities or places at which tht surveillance will be directed are being used, or arE! about to be 
used, by that foreign power or 11gent. If the proposed surveillance meets the requirementS e>f the Act 
and tht Dir~Ktor approves the proposal, attorneys in the Office of the General Counsel will draw the 
necessary court application or request for Attorney General certification. 

SEO'ION 3- MINIMIZATION PROCEDURES 

3.1. (5-CCO) Surveil!antes authorited by the Act are required to be carried out in accordance 
with the Act and pursuant to the court order or Attorney General certifkation authorizing that 
particular surveillance. In some cases, the court order. are tailored to address particular problems, 
and in those instances the NSA. attorney will advis.e the appropriate NSA offices of the terms of the 
court's orders. In mcrt cases, howev!lr, the court order will incorporate without any changes the 
st<!!nclardi<ted minimization procedures set forth in Appendix 1. 
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4. L (U) The General Counsel will review a!l requests to conduct electronic surveillances as 
defined by the Act, prepare all applications and materials requir~ by the Act, and provide pertinent 
I ego!:! adviceand asilstancet<all elements af the tJrdted States SIGINT S~sti!>m. · 

4.2. (U} The Inspector General wll! conduct regular inspections and oversight of a!l .SIGif>H 
activities to asaure compliance with thi$ Directrv!!. · 

4.3. (U) All S!GINT m&nagers and supervisors with responsibilities relating to the Act will 
ensure that they and their perronnel are thoroughly familiar with the Act, its implementing 
proc~ures, and any court orders or Attorney General certification> pertinent to their mission. 
Personn®l with duties related to the Act will comult the Generilll C::otmsel's offic!!f for any required 
legal advice and assistance or training of newly assigned personnel; Appropriato;. records wiJI.-~ 
mainta.ined demonstrating complianc<! with the terms of all court order$ and Attorney General 
certifications, and any discrepancies in th<Jt regard wi II be promptly reported to the offices of th<ii! 
General C::oun;;el and Inspector G<ii!neral. 
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Smnd~rdl Minimization Procedures for 
N$A Electronic Surveillances · 

Section 1 - Applicability and Scope Section 

Section 2 - Deflhition;; 
a. Acquisition 
b. Communications concerning a U.S. Person 
c. Communications of a U.S. Person 
d. Conknt 
e. Foreign cqznmunication [Domestic Communication] 
f. ·ldentirtbation of a u.s. Person 
g. Proc'>..Ssed or Processing 
h. Publicly 'availabl~ Information 
i. Tebhnical data base 
j. U.S. person 

Sectio~ 3- Acquisitbr1 snd Processing- General 
a Acquisition 
b. Verification 
c. Monitoring, Recording, and Processing 
d. U.S; Persons Employed by the Foreign Power 
e. Destri.lotion of Raw Data 
f. Non-Pertinent Communications 
g. Change in Target's Location or Status 

Section 4 - Acquisition and Proce!>Sif1g.- Special Procedures 
· a; Col!ectionAgairisf Residential Prarnises 
• b: Ait9ffit!v-:Cnetlf6briiinunicatfons 

_, .. ,,_... ·-- -- ···'--'" -· , .. _ ·. 

Section 5 - Domestic Communications 
a.. Disseminllltion 
b. Retention 

Section 6- Foreign Communications of or Concerning U.S. Persons 
a. Retention 
b. DisseiJlination 

Section 7 Other Foreign Communications 

Section 8- Collaboration with Foreign Communications 

US.SID 18 .4...1'<1\"EX A 
21 Jwy 19!13 

A.-1/2 

A-1/2 
A:..i/2 
A-1/2 
A.-1/2 
A-1/2 
A-1/2. 
A-1/3 
A-1/3 
Ac-1/3 
A-1!3 
A-113 

A-1/3 
A-1/3 
A-1/3 
A~1!4 

A-1/4 
A-1/4 
,Ji,.:.cl/5 

A-i/5 

A-i/5 
A-i/5 
A-'-i/6 

A-1/E> 
A~1/6 
A-1/6 · 

A-1!7 
A-1!7 
A-1!7 

A-1/8 

A-1/8 
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STANDARDIZED MINIMIZATION 

.PROCEDURES FOR NSA ELECTRONIC SURVEILlANCE.S. 

Pursuant to Sectior\ 1 01 (h) of the Foreign Intelligence Surveillance Act of 1978 (hereinafter "the 
Act"), the folloWing procedures have been adopted by the Attorney General and shall be followed by the NSA 
in implementing this electronio surveillance: (U) 

SECTiON 1 ~APPLICABILITY AND SCOPE (U} 

These procedures apply to the acquisition, retention, use, and dissemination of non--publicly 
available infol1}1ation concerning unconsentlng United States persons that is oollected in the course of elec
tronic survelllance as ordered by the United States Foreign Intelligence Surveillance Court under Section 
102(b) or authorized by Attorney General Certffication under Section 102(a) of the Act. These procedures 
also apply to non-United StateS persons where specificelly indicated. (U} 

S~CTHON 2 ~ O~FINITIONS (U) 

In addition to the definitions in Section 1 01 oi the Act, the following definitions shall apply to these 
prooed(Jres: · · 

(a) Acquisition means the collection by NSA through electronic means of a nonpublic commu-
nication to which it is not an intended party. (U) . • 

(b) Communications concerning a United States person include all communications in which a 
United States person is discussed or mentioned, except where such communications reveal only publicly 
available information about the person. (U) 

(c) Communications of a United states person include all communications to which a United 
States person is a party. (U) 

(d) Consent is the agreement by a person or organization to penrnit the NSA to take particular 
actions that affect the person or organization. To be effective, consent must be given by the affected person or 
organization with sufficient knowledge to understand the actiOn that may be takE,n and the possible .conse
quences of that aotion. Consent by an organization shall be deemed valid if given. on behalf of the organization 
by an official or governing body determined by the General Counsel, NSA, to have actual or apparent authority 
to make such an agreement. (U) 

{e) Foreign communication means a communicetion that has et leaet one communicant outside 
of the United States, or that is entirely among: 

( 1) foreign powers; 

{2) officers and employees of forsign powers; or 

(3) a foreign power and officers or employees of a foreign power. 

All other communications are domestic communications. (8-CCO) 

v!A CO MINT CHANNELS ONLY .· 
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(f) Identification of a United States person means the name, unique Iitle, address, or other per
sonal identifier of a United states penson )n the context of activities conducted by that person or activities 
conducted by others lhat are related to that person. A reference to a product by brand name, or mamrfactur
er's name or the use of a name in a descriptive sense, e.g., "Monroe Doctrine,' is not an identification of a 
United States person. (8-CCO) · 

. . · (g) Processed or p{Oc,essing_.!Jleans any step necessary tQ. convert· a .commt.~nication into an in-
telligible fo:m Intended for human 1nspect10n. {U) ·· • • .. . · . · · - .. ' .... · ~' ' ' :>-, :! ,, ;_ 

. eli)' Pu&!icty a\1€111~1~ in[drma)Jon means informa~~nthat a member ot th~ p~o!io could obtain o~ 
request, by research 1n public sources; or by casual obseMti:IOn. (U} · · ·· . . · 

.• .. OJ Technicai i:!ata'biise means information retained for cryptanalytic, traffic analytic, or signal 
exploitation purposes. {8-:-CCO)' · ·· · · . • · · · · . .. . . · · 

· . · (j) United States person means a United States per$bn as defined in the Act. The following 
guidelines app!y in dstenn!ning whether a person whose status is unknown is a United States person: · (U) 

· .. {1) A person krlo;>TI to be currently in the United States will be treat!ld as a United States person 
unless positively identified as an alien who has not been admitted for permanent residence, or unless the 
nature or circumstances of the person's communications give rise to a reasonable belief that such perscin is 
not a Unite(j States person. (U) . <. : • · · 

· . (2) Aperson kndWn to be currently outside the United states, or whose locatbn is unknown, will 
not be treated as a United states person unless such person can be positively identified as such, or the nal'.Jre 
or circumstances of the person's communications give rise to a reasonable be!ief that such person is a United 
states person, (U) · · · ··. • ..... · • :; . ·:. ·: · .. ··• 

. • · · (3) A person known'~ be an alien admitted for permaii~r1t re.sidef1ce loses status as a United 
States person if the person leaves the Unlted States and Is not In compllancii! with Title 8, United s+..ates Code, 
Section 1203 enabling re-entry into the United States. Failure to follow th§ statutory piocedures provides a 
reasonable basis to conclude that the alien has abandoned any intention of maintaining his status as a perma-
nent reside(lt alien. (U) • · 

. (4) An unincorporated ~sooiation whose heac!qu&r~ers or primiHy'office is located ol.ltsidl§ tr1e 
United States is presumed not to be a United States person unless there is infonnation indicating that a sub
stantial number of its members ere citizens of the United States or a!iens lawfJIIy admitted for permanent 
residence. (U) 

(a) Acquisition (U) 

· The acquisition of infonnation by electronic swveillance shall be made in accordance with the 
certification of the Attorney General. or the eourt order authorizin~ such SU(\Ie!llence and conducted in a man· 
ner designed, to the greatest extern reasonably feasible, to mimmize the acquisition of information not rele-
vant to the authorized purpose of the surveillance. (8-CCO) -

. (b) Verlticatiqn (U) . 
. .: --"- - ~ . . 

. •· •· At th~ ini!ia~b~';,i~~'~lectrontC surveillance, th~NSA or !he f~d~l BIJreau of lnvestij§!tion~ if 
providing operational support; shall verilY that the communication lines.orJelephQne numbers being targeted 
are the ltnes or numbers of the target authorized by court order. or ~ttomey Genl§ral certificati9n. Thereafter, 
collection personnel wi!l monitor the acquisition of raw data at reg!Jiar intervals to verify that !he survemance is 
not avoidably acquiring communications outside the authoriZed scope ot the surveiliance or information con
cerning United States persons not related to the purpose of the surveillance. (8-CCO) 

rf:l - Oct 9il 
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(c) Monitoring, Recording, and Processing (U) 

vssm 1s ANNEX A 
APPENDIX 1 
21 July 1.993 

. (1) Electronic surveillance otthe target may be monitored contemporaneously, recorded auto
matically, or both. (U) · · ... ;~ : :·.. . 

(2) Personnel who monitor the electronic surveiliance Shall .exercise· reasonable judgement . 
in determining whethe(particular information acquired must be minim1zed and shall destroy inadvertently ac
auired communications of or concerning a United States person at the earliest pra,cticable point in th~ prog, 
essing cycle at which such communication can be identified either as clearly nof relevant to the authot_ized 
purpose of the surveilla!)ce (~.g. , the cqmm~_nication . d!J~S not oon:tain foreign 1gtelligence inforrn_ation) or·as 
containing evidence of a crime which may be disseminated under these proqedures. (8-CCO) . " . -• -. . . .. . . 

(3) Commun!cations_ of orconoer,ning United St~tes persons that ma~ be related to the autho
rized purpose of the surveillance may be forwarded to analytic personnel.responslbl~ for producing Intelli
gence information from the collected data. Such communications or information may be retained and dissem
inated only jn accordan~ with Sections 4,. 5, and 6 of these proc;:edures. (C) 

• • • ,•' ' • • • ' : I o < '' • 

(4) Magnetic tapes or other storage media that contain ·acquired ·communications may be pro-
cessed: (S-CCO) · 

. (5) Each communication sh~ll be reviewed to determine wh~ther it is a domestic or foreign com
munication to or from the targeted premises and is reasonably believed to contain foreign intelligence infor
mation or evidence of a crime. Only such communications may be processed. All other communications may 
be retained or disseminated only tn accordance with Sections 5 and 6 of .these procedures. (S-CCO) 

{7) Further processing, retention and dissemination of foreign communications shall be made in 
accordance with Sections 4, 6, and 7, as applicable, below. Further processing, storage and dissemination of 
inadvertently acquired domeStic communications shall be made in accordance with Sections 4 and 5 be-
low. ($-:-CCO) · · · · · · - · · · · , · · 

(d) U.S. Persons Employed by the Foreign Power (C) 

Communications of or concerning Untted States persons employed by a foreign power may be 
· used and retained as otherwise provided in these procedures except that 

• '• ' ',~ ' P ' • ~· • • : '' ' ' 

.. · (I). Such United States persons shall not be identified in connection with any communication 
that the person places or receives on behalf of another unless the identification is permitted under Section 6 of 
these procedures; and 

· · (2) personal communications of United States persons that could not be foreign intelligence 
may only be retained; useq, ot dissemlhated In accordance With Section 5 qf these procedures.· (8-CCO) 

. - . . .. . ' . , . . .. . . · .. : . 

(e) Destruction of Raw Data (C) 

Communications and other information at reduced to graphic or ~hard copy" form 
such as shall be-reViewed for retention in accor-
dan¢9. V:'i!h tne· stan ar s·set · o. , )n th.e.s~ procedL.ires·., Comm~m~tion~ ~d .. other inform~tion, in !-¥1Y form, 
that do not meersi.Jch retention standards and that are known to contain ·communications of or concerning 
_ L!Dit~ ~~tes persoris_ ~f1.al! ~~- p~qhiP~Y oestroyed. {&;-eGO): "'· - ~· : · .~ ,_~ .. 

. . ·.· :· .. . ; . 

:._ · . .. ·.· . 
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(f) Non-pertinent Communications (U) 

USSID 18 A.NNEX A 
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27 July 1993 

.. · . ·:·, ·. . . (1) Communic::a~ciDs determined -to fall within es~blished ~categories of non-pertinent commu-
ni~a!ions, su~h as those set fo~ l[l ~upp~agraph (6) ~f this' sectionJ shoul.d. ~ot ~e retained unless they con
talri mformatton th~t may ~e dts~emm'!ted_ under Sectrons··s, 6, or 7 below..- (U) . . . . . . . ·-. . . . . .. . . . . . 

':·:·:·:, - ~. ,. . . . (2). M?.n~ors.ma·y. !i~te./1. t.9 .. ~! .comi!Junicatiorys, i!_)c/uding thP~~ !f'lq! initially appear.to fall wlthin 
established. categones 1.,1ntll thif:Y. car;1, r£?.~Q[laQ(Y. determine t!ial tM _COrt'!!fl~nt_g-~tron can~ot be disseminated 
und~rS~1ons 5, 6, or 7. be!q\rv;:. CS::C(10)' . · .... ,·. 

. (3) - communi~~~~~~~· o~ ;untte~· States persons'wm b.e ;m~~ed !~:~Stablish categories of com-
munications that are not pertinent to the.authorized purpose· of the ~urveillance. :· (U) 

. ( 4) These categories should be established after a reasonable period of monitoring the commu-
nications of the targets. (U) · __ -- ~, __ ·;: - · ·. · ... , . 

(5) Information that appears to be foreign intelligence may be retained even If it fs acquired as a 
part of a communication fatnng within a category that is generally non-pertinent. ($-CCO) 

.-. (6) Categories of non-pertinent communications which may be applied-in these surveillance 
r . . . . 

inc!~ de: 

(i) Calls to and from United States Gcveminent officials; 
. ·. 

(i~ Calls to and from children; 

(iii) Calls to and from students for informa,tion to aid them in academic endeavors; 

(iv) Calls.between family members; and· 

etc. (8-CCO) 
(v) Calls relating solely to personal services, such as food orders, transportation, 

(g) Change in Target's Location or Status ($-CCO) 

{1) During periods of known extended absence by a targeted agent of a foreign power from 
Premises under surveillance; only communications to which the target is a party_.may be retained and dissemi-
nated. (5-CCO) · ·. , · · · · · ~. .. -

· i • 

(2) When there is reason to believe that the target of an eleetronic surveillance is no longer a 
foreign power or an agent of a foreign power, or no longer occupies the premises authorized for surveillance, 
that electronic SUrYE)illance Shall be i11,1mediate!)( terminated, :and sn.all ~9t. r~sume Ul)lesS SUbsequently ap
proved. under .ttl~ Act. When any persq~ .i_ny9!veg in coll~i?f! o~ prpc~~iJi9. pf ~ ereo_tronio. survemapc:e 
being conducted pursuant.to. the Aqt b.~CQm~· _~ware. of jntotm.~~!JJ~Q:t.ftr:t£tJb;.~ndicat~ a .matenaJ change. 'I? 
the _status or l~cation oJ a targ~t.the p~r~~>n s_haJI. imme~iately ensure.~atJ/1~-.N.~~s 9ffice of General Coun-
sel Is also made aware of such tnfomiat1on. (S-CCO} · ·: · ·, . ,-. . .. ·· · 

•• • ~ • • I ~ • , 

se:cTioN 4 - Acau1srr1oN AN~ PRocessiNG~ sP.~6t~L P~oce;ouREs <u> 

(a) Collection Against Residential Premises ($-CCO) 

. . - {1)' A~ el~on;6 ·su~~illr~bidi~~ed agaln~ pr~~i.ses iocateiin the United States and us~ 
for residential purposes shall be conducted by. technical means. designed to liinit the infbnnatlon a uired to 
~.a.w.~io!U.I!'·~~ · ·-- - · · · the l)ntted States; ----------..--.-.-r-.--__. The technical means employed shall consist of ..__ _ ___, 

HANDLE viA'COMINT.CHA--NNEts ONLY 
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{~ ~~=================================================..... --.-=i· 
-----------------11 (S-CCO) 

(3) Domestic communications that are incidentally acquired during collection against residential 
premises shall be handled under Section 5 bf these ·procedures . . (&-CCO) · . . · 

(b) Attorney-Client Communications (C) 

As soon as it b~cames apparent that a communication is betweeD a person who is known to be 
under criminal indictment and an attorney who represents that individual in the matter under indictment (or 
someone acting on behalf of the attorney), monitoring of that communication will cease and the communica
tion shall be identified as an attorney-client communication in a log maint~ned for thai purpose. The relevant 
portion of the tape containing that eonversation will be placed under seal and the Department of Justice, Offiqe 
of Intelligence Policy and Review, shaH be notified so that appropriate procedures may be established to pro
tect such communications from review or use in any criminal prosecution, while preserving foreign intelli
gence information contained therein. (S-CCO) 

SECT~ON 5- OOMEST~C CO~MUNSCATiONS (U) 

(a) Dis~emination (U) 

· Communications identified as domestic communications shall be promptly destroyed, except 
that: 

(1) domestic corrimurilcatio~s that are reasonably believed to contain foreign intelligence infor
mation shall be disseminated to the Federal Bureau of Investigation [including United States· person identi
ties) for possible further dissemination by the Federal Bureau ot Investigation in accordance with its minimiza-
tion procedures; · 

-·.~ (2) . domestic communications that do not contain foreign intelligence information, but that ate 
reasonably believed to contain evidence of a crime that has been, is being, or is· about to be committed, shall 

·be disseminateq (including Uniteo. ~t?S p~rso,n identities) to appropriat~ F~deral .law enforcement a~ori
ties, in accordance with Section 1 OS (b) ·of the Act and crimes· reporting procedures apprqved by the Secre1c:uy 
of Defense and the Attorney General; and · · · · ._., · · · .. · 

· (3) domestic communications that are reasonably believed to contain technical data base infor
mation, as defined in Section 2(Q, may be disseminated to the Federal Bureau of Investigation and to other 
elements of the u.s: SIGINT system; (S-CCO) · · · 

(b) Retention (U) 
.· ...... ;, .. ':.' · . ... -.. ) : 

(1) Domestic communications disseminated to Federal law enforcement agencies may be re
tained by the NSA for a reasonable period of time, I'!_Ot to exceed six months (or any shorter period set by court 
order), to permit law enforcemef:lt agencies to determine whether access to original recordihgs of such com-
munications is re.q4ired for·faw enforcement' purposes.:. (S:-CCO) .. · ·. .. . _ . . . . · 

·· · · -_ :- ~ · - ~:-- t~~ ---:~· . ·· · ··· .. ·: : .-;.:,~ · : :-r;- ·- .. · ·-. (·-:.: ... ~ .... 

'. 
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· {2) Domestic communice1lons reasonably believed to corrtaL~ technical data base information 
may be retaimiffor a period sufficient to allow a thorough exploitation and to permit access to data that are, or 
are reasonably believed likely to become, relevant to a current or future foreign intelligence requirement. 
Sufficient duration may vary with the nature of !he exploitation. (8-CCO) · 

a. In the context of a cryptanalytic effort, maintenance of technical data bases requires reten· 
tion of all communice1lons. .that are enciphered or reasonably believed to contain secret meaning, and sulfi· 
olent duration may consist o! any periOd of time during which encrypted materia! is subject to, or of use in, 
cryptanalysis. (8-CCO) · · ·. · · 

. b. In !he c~se of fumrnunlcations that aie not enciphered or ottJeiwise thought to contain secret 
meaning, sufficient duration ls'one year unless !he Deputy Director for Operations, NSA, determines In writing 
that retention for a longer period is required to respond to authorized foreign intemgence or counterintelligence 
requirements> (8-CCO) · · ·. ·· · ·· .. · 

SECTION 6 ~ FOREIGN COMMUNiCATIONS OF OR CONCERNiNG UNiTED 
STATES PERSONS (U) • .. 

(a) Retention (U) 

Foreign communications of or conceming United States persons acquired by t1e NSA in !he 
course of an electronic swveillance subject to these procedures may be retained only: 

(1) if necessary lor the maintenance of tev-tlnical data bases, Retention for this purpose is 
permitted for a period sufficient to allow a thorough exploitation and to perm~ access to data that are, or are 
reasonably believed likely to become, relevant to a current or future foreign intelligence requirement Suffi· 
cient duration may vary with the nature of the exploitation. · · 

a. in !he conte;.1: of a cryptanalytic effort, maintenance of technical data bases re· 
quires retention of all communications that are enciphered or reasonably believed !o .contain secret meaning, 
and sufficient duration may Consist of any periOd of time during which encrypted material is subject to, or of 
use in, cryptanalysrs. · · . . 

b. In !he case of communications that are not enciphered or otherwise t'1ought to 
contain secret meaning, sufficien! duration is one year unless the De[lu!y Director for Operations, NSA, deter· 
mines in writing that retention for a longer period is required to respond to authorized foreign intelligence or 
counterintelfigenoe requirements; 

(2) it dissemination of such communicat'ions wi!h reference to suell United States pensons 
would be permitted under subsection (b) below; or 

. (3) lithe inforriiaiio11 is eviaenee of a crime !het has been; is being, or is about to be committed 
and is provided to appropriate federal law enforcement a!Jthorltias. (8-CCO) 

(b} otssemtnaiton (U) 
. :::"', -·i :· ~ :· - ... --· 

A report based on cdmrnurilcafions of or concerning a United States person may be dis..<>emi· 
nated in accordance w1!h Seotion 7 if the identity of the United States person is deleted and a generic term or 
symbol is substituted so that the· information cannot reasonably be: CQnnected. with an identifiable United 
States person. Otherwise dissemination of intefllgence reports based qn communications of or concerning a 
United states person may only be made to a recipient requirinQ the identity of such person for the performance 
of offiCial duties. but only if <It l~ ooe of the followipg ~. i!!. alsq met. 

. . . ·. : ... .;:_:~~'~J-~IY·AT~:;_i·~::-~t.~--.. _-'. -~-·:: .. ,.:;·.,· ,' .:~:·~- .- __ .. _._-_-_:·.-·: L . .-- ~-: .. '" . 
(1) the United states person has consented to dissemination or t'ie information of or roncemlng 

the United states person is available publicly; . 
'. . -- . '-.··:---''' • .. -::-·..., ":;~-~---~ --~ - - . ". . . ' ' . -

. . · (2) !he idefmfY of tf1e United States person is necessary to understand-foreign intei!igence 
information or assass its.importence; e.g.; the it;!ent't'/ of a senior official in the Executive Branch; 

: ,~. ~~::~-::~-,-... ·. "'-· ~-·-·. . ·. (. ;;~--
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(3) the communication or information indicates that the United States person may be: 

(A) an agent of a foreign power; 

. . (8) a foreign· power as de~ ned in ;;ectio(l1 01 (a)(4) or (6) of the Act; . 

(C) residing outside the United States and holding an official position in the govern: 
ment or military forces of a foreign power; · · 

(0) · a corporation or other eotity that is ownliid or controlled directly or indirectly by a 
foreign power; or 

(E) acting in collaboration with an inte!ligence or security service of a foreign power 
and the United States person has, or has had, access to classffied national security Information or materia!. 

~·· · (4) the communieation or information indicates that the United States person may be the target · 
oi intelligence activities of a foreign power;. . 

(5) the communication or Information indicates that the United States person Is engaged in the 
unaut'1orized disclosure of classified national security information; but only after the agency that originated 
the information certffies that it is properly classified; 

(6) the communication or information indicates that the United States person inay be engaging 
in intemational terrorist activities; 

· (J) the acquisition of the United States person's communication was authorized by a court order 
issued pursuant to Section 105 of the Act and the communication may relate to the foreign !rrtelllgence pur
pose of the surveillance; 

· · (B) the communication or information is reasonably believed to contain evidence that a crime 
has been, is being, or is about to be committed, provided !hat dissemination is for law enforcement purposes 
and is made in accordance with Section 1 OS(b) of the Act and crimes reporting procedures approved by the 
Secretary of Defense and the At!omey General. (U} 

Foreign communications of or concerning a non-l...!nited States person .may b& retain&d, used, 
and disserninated in any form in accordance with other applicable law, regulation, and policy. (U) 

(a) The sharing or exchange of foreign communications governed by these procedures with sig
nals intelligence authorities of collaborating foreign governments. (Second Parties) may be undertaken by the 
NSA only with the written assurance of the Second Party that the use of those foreign communications will be 
subject fo the retention and dissemination provisions of these procedures. (8-CCO) .. 

• (b j DomeStic fommunlcations i'irid communications to or fl't:in1 United States persons shall not be 
shared with.Second Parties. (&-CQOJ ... · " · · · . · · ·· ·· 

' ' ' ,.,.·;,.· 

(c) Foreign plain teXt communications may be shared with Second }:>artles il they are firSt re
viewed by NSA analysts, who shall remove references to United States persons that are not necessary to 
understand or assess the foreign intelligence information contained therein. (8-CCO) 

. . ·.: .. ~.:·'-. c.i;.J~,,·;> ·.";- ~, ~ _ .. . .. , .. _ ··.·. ~ .... 
(d) Foreign enciphered or encoded communication$ il)ay be shared with Second Parties without 

such prior re\~sw. provided that at, least annually a repr9Sentative sampling of '\hose shared communications 
that can. be deciphered ordeOOded is reviewed by the NSA to ensure. that any rarerenoes.therein to United 
States persons are necessary to understand or as$ess the foreign intellige.ice information being disseml-

F.IA.NDLEVIA COMINT CHA!~LSONLY '. 
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nated. Corrective measures with respect to each target or line shall be undertaken as necessary to maintain 
compliance with the above dissemination standard. The results of each review shall be made available to the 
Attorney General or a designee. ($-CCO) 

Approved by Attorney General Janet Reno on i July t 997 . ' ' . ' ' . . . . 
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FH>ERAL6URI:AU OF INVESTIGATION (U) 
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27 July 1993 

1. 1.. (U) In accordance with the provision;, of Section 2.6 of E.O. 1:1.335, and the NSA!FBI 
Memorandum of Understanding of November 1980, the National $!;(;urlty Agency may provide 
spedall.:ed equipment and technical knowledge to the FBI to assist the FBI in .the conduct of its lawful 
functions. Wh<l!n requesting such assistance, the FBI will certify to the General Counsel of NSA that 
such equipment or technical knowledge is necessary to the i!ccomplishment of one or more of the 
FEU's lawful functions. 

1.2. (U) NSA may also provide expert personn"l to assist Filii personnel in the operation or 
installation of specialized equipm'l!'nt when that equipment is to b1!l employed to collect foreign 
intel i igence. When reque>ting the assistance of expert personnel, the FBI will certify to the Genl!lral 
Counsel that such assistance is necessary to collect foreign intelligence and that the approval of the 
Attorney Gentr!ill (and, when ne<:<li'Ssary, a warrant from a court of competent jt.~riscliction) has been 
obu.ined. 

2. 1. (U) No operational assistance as discussed in Section 1 shall oo provided without the 
e:qmm permission of the Director, NSA!Chief, 135, Deputy Director, NSA, th.: Deputy ·Director for 
Operations, or the Deputy Director for Technology and Systl!!ms. The Deputy Director for Operations 
and th.: Deputy Director for Technology and Syst~ms may ~pprove reques+..s for such assist<!nce only 
with the concurrence cf the General Cc:>uns€1. 

FOR OFFICIAL USE ONLY 
===================== 
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SIGNALS INTELLIGENCE SUPPORT TO U.S. AND ALLIED MILITARY 
EXERCiSE COMMAND AIJTHORITI (U) 

SeCTION 1 • f"OliCY 

1.1. (C) Signal; Intelligence support to U.S. and Allied mifitllry exerdS<~ command authorities is 
provided for in USS!O 56 and DoD Directive 5200.17 (M·2). Joint Chiefs of Staff Memorandum 
MJCS111-s!l, 18 August 19Sl>, and USSID 4, Hi Decem~r. 19Sl>, establish doctrine andprcx:edures for 
providing signals intelligence support to military commander>. The procedures. in this Anne" provide 
policy guidelines for safeguarding the rights of U.S. persons. in the conduct of ~)(erdse SIGII,jT support 
activit! es. 

SECTION 2 • DEFINITIONS 

2:.1. (U) The term "Military Tactical Cornmt.mications" mi!Hlif'!S United St<tes and Allied military 
exercise cornmunic;;tions, within the United Stat<!S .!!nd abroild, that aro; nec<!Ssary for the production 
of simulated foreign intelligence and coYnter!ntelligE~nce or to permit an analysis of communications 
sc~urity. 

3.1. (C·CCO) Th;; USSS may collect, pnxess, ;tor;;, and disseminate military tactical 
communications that ilre als.o communications of, or concerning, U.S. persons. 

a. Collection effor-s will conducted in :;ych a manner i!:S to avoid, to the extent feasibli!, 
th;: intercept of non-exerd><!-related communications. 

b. Militllry tectical communications may be rtored ami processed without deletion of 
referenc<!S to U.S. persons if the names and communications of the U.S. persons who are exerd~e 
participants, whether mi:itllry, government, or contractor, are contained in, or such communications 
constitute, exerciS<~-related communications or fictitious comm;,mications or information prepared 
for the exercise. 

c. Communic<:tions of U.S. persons not p;~ftidpatlng in the exercise that are inadvertently 
inter<:ept<!d during the exercise shall b<! destroyed as soon as fli!<Ulb!e, provided that a record 
d<!SCribing the signal or frequency user in technical and generic terms may b<! retained for signal 
identification and Collection-avoidance purposes. Inadvertently intercepted communications that 
contllin anomalies in enciphered communications that rev!!al a potential vulnerability to United 
States communications security should b<! forward<!d to the !liSA DepUty Oir.-<::tor for lnformllltion 
S}'Stems Security. 
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d. Dissemination of military exercise communications, exercise reports, or information 
files derived from such communications shall be limited to those authorities and persons patticipating 
in the exercise or conducting reviews and critiques thereof. 
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TESTING OF ElECTRONiC EQIJIPMENT(U) 
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27 July 1&93 

1. 1. (IJl This Aniiex appli41$ to me testing of"electronic &qu!pm~nt that na:i; tne capability to 
intercept communk<~tions and other non-public information. Testing includes de11elopment, 
c<~libration, &nd evaluation of such &quipment, and will be conducted, to the ma>:imum e>:tent 
practic<~l, without fnterctp1:1on or monitoring of u.s. per$0ns. . '. 

2. 1. {U) Th<o USSS mily teSt' electronic ~uipm"nt th11t the capabi I ity to irit~rdrpt 
coiTHTIY•"lications and oth®r information subject. to t"'t\1' following limitations: 

(2) Comrrn.mications transmitted between terminals located outside the United States 
not used by any known U.S. p;:;rson, 

(3) Official government agency communications with the conS<!nt of an appropriate 
official of that agency, or an ir.ciividual's ecmmunklitions with the consent of that individual, 

(4) Public broadcastsignals, or 

(5) Other communicaticr~s in which there is no reasonable expectetion of privacy (as 
approved in tach instance by the NSA General CounS<!I). 

b. Whtre it i~ not pr<Oc:tkal to test electronic equipment solely against signals described in 
paragraph 2.1.a., ~bove, testing may be conducted, provided: 

( 1) the proposed test iseoordi nated with tht NSA General CounS<!I; 

(2) the t,;rt is limited in >co~ lilnd duration to that necesS<~ry to determine the 
capability ofthe equipment; 

{3) no particular peF$on is targeted without consent and it is not re:asonable to obt~in 
the con>-ent ~:~f th<~~ p41nons incidentally subjected to the >Y!'IIeillance; and 

{4)' the tert does not exceed 90 calendar d<rr;. 

ONLY 
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c. Where the test involves communications oth<>r than thoS€ identified in 2..1 .a. and a test 
period longer tham 90 days is required, the foreign lnte!!igence Surveillance Act requires that the test 
be approved by the Attorney General. Such proposals and plans shall be ;ubmitted by USSS element> 
through the General Couns11rl, NSA, to the Director, NSA/Chief, CSS for transmission to the Attorney 
Genl!ral. The test proposal shall st;;te the requirement for ari e>tt<iinded test involving such 
communications, the nature ofthe test, the organization that wiH conduct the test, and the proposed 
disposition of any signals or communications acquir~d during the test. 

2.2. (U) The cortent "Of arry comrn.unk<~til;)fl other<. than communications between non-U.s. 
pe;,ons out>idE! the United States which are acquired during a test and evaluition shall be: 

'!I· retained and u~ only for the pur~ of d;!termining the capability of the el~cronic 
~uipment; < 

b. disdosacl only to penon; conducting or evOlluating the test; and 

c. destroyed before or immedi&te1y upon completion of the testing. 

2.3. (U) The tedmic;~l param~ters of a communication, such as frequency, modulation, and 
timt of activity of acquired electronic signa's, may b<!! retained and wsed for test reptirting or 
collection-avoidan<:e purpcses. Such pi!!rameter> may be disseminated to other DoD intelligence 
component> and other entities authorized to conduct electronic rurveill;;nce, provided such 
dis$emin<~tion and us-e are limited to t<;!sting, iw;;luatic:>n, or co!lectlon-avoidanc'l! purpo~s. 

FOR OFFICIAL USE ONLY 
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SEARCH AN DEVELOPMENT O?ERATIONS (U) 

i .1. (U) This Annex provides the procedures for >afeguardinij the rights of U.s. p«r.ons when 
conducting SIGINT search and development activit!.,:;. 

1.2. (S-CCO) The USSS may conduct search and development activities with resp«ct to signal> 
throughoutthe radio s~"trum underth~> followinglimitatio."''s: 

a. Signals may be coll!!d:ed only fort.'1e purpo:;e of identifying tho:;e signals that: 

(1) may contain information related to the production of foreign inte!itgence or 
<;ount~rinte! I igence; 

(2) are enciphered or iippear to contain secret meaning; 

(3) are necessary to assure efficient signals intelligence collection or to avoid the 
collection of unwanted signals; or, 

(4) reve.al vulnerabilities of United Stat<l!s communications security. 

b. Communications originated or intended for re;;eipt in th<!! United States or originated 
or intended for receipt by U.S. p«rsons shall be processed in accord;:mce with SectionS of USSID Hl, 
pn:wided that information necessary for cataloging the constituent elements of the signal 
environment may be processed O>nd ret;~ined if such ir;formation does not identify a U.S. person. 
lnfcrmatlon revealing a United States communications security vulnerability may be retained, 

c:. Information necessary for cataloging the con>tituent elements of the ;ignal 
environment may be disseminated to the eAtent such ihformatie>n does not identify U.S. persons. 
Communkations equipment nomenclature may be disseminated. Information that reveals a 
vulnerability to United States communkatiMs security may be disseminated to the appropriate 
communkations,secuMty authorities. 

d. All information obtained in the process of search ami development that appears to be 
of foreign intelligence value may be forwarded to the prope.r ana ytic office within NSA for 
processing and dissemination in accordance with relevant portions of USSiD 18. 

HANDLE VIA COllUNT CHANNELS ONLY 
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IlliCiT COMMUNICATIONS (C) 

U§SIDlS 
%7 July 1993 

l. 1. (C) The USSS may collect, retain, pnxess, and disseminate ilidt communications without 
reference to the rec,ui rements concerning U.S. per>ons. 

1.2. (C) The term "illicit communications· means a communication transmitt!!'d in violation of 
either the Communication; Act of 1934 and regulations issued thereunder or international 
agreements, which because of its explicit content, mes~age characteristics, or method of transmission, 
is reasonably believed to be a communication to or from an or ag;mts of foreign powers, 
whether or not U.S. persons. · 
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TRAINING OF PERSONNEl IN E OPERATION Af'<IO USE OF S!i::IINT 
COLLECTION AND ERSI,JRVEILU:\J\.!CEEQ0iPMENT (U) 

1.1. (U) This Annex applies to all USSS use of SIGINT collection and other surveillance 
~uipment for training purposes. 

2· POLICY. 

2..1. (U) Training of US$$ personnel in the operation and use of SIGINT collection equlpm~;nt 
shall be conducted, to the maximwm enet'lt that· is practical, without interception of the 
communications of U.S. P<'rsons or P<'r.ons in the United States who have not given consent to such 
interception. Communications and information protected by the Foreign Intelligence Surveillance Act 
(FISA) (si!!ie Annex A) will not be collected for training purposes. 

. 

3. 1. (U) Thetraining of USSS personnel in the operation al"ld use of SIGINT collection and other 
surveillance equipment shall indude guidance concerning the r~uirements and restrictions of thl!! 
FISA, Executive Order 12333, and USSJD 18. 

3.2. (U) The use of SIGINT collection and othersurveilliinC<t equipment for training purposes is 
swbject to the following limitations: · 

a. To the maximum extent practical, use of such equipm<"nt for training purposes shall be 
directed against otherwise authorized intelligence 

b. The cot'ltents of privati!' communications of nonconsenting U.S. p;;rsons may not 
acquired unless thi!! person is an authorized target of ;:lectronic surveillance; and 

c. Th<~ electrOI\ic surveillance will be limited in extent and duration to that necessary to 
train personnel in the use of the equipment. 

3.3. (U) The limitations in paragraph 3.2. do not apply in the following instances: 

a. Public . broadcasts, distress signals, or official United St1ites Government 
communications may be monitored, provided that, where government agency communications are 
monitored, the consent of an appro-j:)riate official i; obtained; and 
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b. Minimal acquisition of information is permitted as required for calibration purpos;;s. 

3.4. (U) Information collected during training that involves authorized intelligence targets 
may be retained in accore!;;nce with Section 6 of. USSID 18 and di;;seminated in accordafice with 
Section 7 of USSID 1!1. lnform;;tion other than distress signals collected during training tnat doe$ not 
involve authorized iriteHigence targets or that is acquired inadvertently shall be destroyed as soon as 
practical or upon completion of the training and may not be disieminat<id outside the usss for any 
purpose. Distress signal; should be referred to the DDO. 

ONLY 
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CONSENT FORMS (U) 

' . ~ -- .. .. ·-~--

USSIDlS 
2'1 JulylS~ 

1.1. (U) The forms set forth in this Annex are for use in recording consent by U.S. persons for 
US:SS elements to collect and disseminate for!!ign tomrrttJnications concerning that person: The first 
form is consent to collect and disseminilt.e a U.S. person's communications aS.\<If!!ll. as refer<i!nces to that 
per$Qn in'. foreign. CoiTlm\Jnlc~tioriS; ;The. sec~(rorm iS. C_Qn~nt to, collect and. dis~mi'nate O!'ll)l 
ref!!Iences tcithe U.S. p;:rson and d<:lfi not include communications to or from tna.t j:lersQI'I, .••.. 

1.2. (U) Section 4.t.c, of USSID .11> states that the Di\!lctor, NSA/Cbief, CSS has ;,uthority to. 
approve the consensual colledol'l of communicati~ns to, fiom o~ a!:>OiifiJ.S. i:>ersons. Elements of the 
USSSproposing to conduct consensual co!ltction sho\Jid fo!Wimf a copy ofthe e~:ec\Jted con~ht f6rm 
and any p;:rti nent i nformiltion to the OirectQI', !\!SA/Chief, CSS for approvalc 

U. {U) TI-:e forms provided ofltne f~llowing page> may be nspc9d!Jcecl; provided the >ll<:writy 
dassificati<:ms (top a!"'d. bottom) are rem<:>vtd. tt is t.~e resi:)on;ibi!ity oftni user to pro~riy f<!cl..Ssify 
the docum<mt in sccordailc!!' with requisite sei:urity !:luii!e!ines. · · · 
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CONSENT AGREEMENT 

SIGNALS INTELLIGENCE COVERAGE 

USSID 18 An~EX H 
21Jwy 19911 

I, , hereby consent to the National Security Agency 
undertaking to Sli!ek and aisseminate communications to or from or referencing me in foreign 

communications for the purpo>li! of------,-------------------

f~is consent appli..S to ;;,dministrative rru!ssages alerting elements err the United States Signals 
Intelligence SYstem to this consent, as well as to any signals intelligence rep(:,rts that mily relate to the 
purposa stated above: · · · · · ·· · · · 

Except as otherwise provided by Exe~utive Order 12333 pr.Xedures; this consent covl!r> only 
information that r~tlates to the purpo~. stated above and 1$ ;;ffective fer the P"fiod 
~-----------to __________ __ 

Signals intelligence reports containing information derived from communications to or from 
me ritay only be dissemir.ated to mi to · · ; Signals intelligence reports 
containing information derived from communication:; r~ferendng me may only disseminated to 
me and to elicept as othei-wise permitted by procedures under Executive 
Order 12333. 

(SIGNATURE) 

(TITLE) 

(DATE) 

HANDLE VIA COMINT CHANNELS ONLY 
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I, , hereby consent to the Naticru11 Security Agency 
undertaking to seek and disseminate r<;rerences to me in foreign communication> for the purpose of 

This con.ent applies to administrative messages ale1-ting elements of the United States Signals 
Intelligence System to this consent, as wei! as to any signals intelllgence reports that may relate to the 
purpose st<J!ed above. 

Except as otherwise -provided by Executive Order 12333 procedures, this consent covers only 
references to me in foreign communications and information therefrom that relates to the purp¢se 
stated above and is effective for the peri ex:! to ------

Signals int1111iigence rep¢rts containing information derived from communications referencing 
me and related to the purpose stated above may only be disseminated to me and to 

except as otherwise permitted by procedures under Executive Order 
~12~3~3~3.--------------

(SIGNATURE) 

(TITLE) 

(DATE) 

HANDLE VIA COMTh'T CHA.NNELS ONLY 
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FORM FOR CERTIFICATION· OF 
OPENLY ACKNOWLEDGED ENTITIES (S .. CCO) 

The form below should be used for Director approvals for the collection of communications of 
entities that are openly acknowledged to be directed and controlled by a foreign power as specifi'ed 
in Section 4.1 .c.(3) of USSID 18. 

DIRECTOR, NSAICHIEF, CSS 

Certification for Ooenly Acknowledged Entities Under 
Section 4.A. t .(b) of the dassified Annex 

to DOD 5240.1 R 

Certification to the Attorney General: 

(S·CCO) The Director, NSA, hereby certifies that llll&a=:=:!!!!e!!!!!!!!!!!!!!!!!!!!~~ 
located in the United States and openly acknowledged to be directed and controlle;.:d:..:b:::L.J~.,;...;::.:...--:..;;.;.;.;< ... 
&, is a new target of collection. The purpose of the surveillance is .~..:.t:..o...::c.::of~lec~t L.._ _____ _.. 

intelligence recrardinq Government X) in accordance with valid intelligence requirements. The 
surveillance wi ll entail inten.tional interception or deliberate selection of the target's internationClll 
communications. Standard.minimization procedures will~ applied to any information collected that 
relates to U.S. persons. 

Director, NSA/Chief, CSS 

Copy to: Deputy Se<retary of Defense 

HANDLE VIA CO MINT CHANNELS ONLY 
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