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TO: DISTRIBUTION

SUBJECT: (U) Report on the Assessment of Management Controls to
Implement the Protect America Act of 2007 (ST-08-0001)—ACTION
MEMORANDUM

1. (U] This report surnmarizes our Assessment of Management
Controls to Implement the Protect America Act of 2007 (ST-08-0001) and
incorporates management’s response to the draft report.

2. (U/ /POB6)-As required by NSA/CSS Policy 1-60, NSA/CSS
Office of the Inspector General, actions an OIG recommendations are subject
to monitoring and follow-up until completion. Therefore. we ask that you
provide a written status report concerning each planned corrective action
categorised as "OPEN.” If you propose that a recommendation be
considered closed, please provide sufficlent informasion to show that actions
have been taken to corzect the deficiency. If a planned action will not be
completed by the original target completion date, please state the reason for
the delay and completion date. Status reports
should be sent Assistant Inspector General for

Follow-up, at OPS 2B, Suite 6247, within 15 calendar days after each target
completion date.

3. (U/77OYO) We appreciate the courtesy and cooperation
extended to the auditors the review. For additional
please 963-2988 or via e-mail

(b) (3)-P.L. B86-36

George
Inspector General
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(U) EXECUTIVE SUMMARY

(U) OVERVIEW

—137#55 NSA has implemented procedures to comply with the
erovisians of the Protect America Act of 2007 (PAA). which modified
the Foreign Intelligence Survelllance Act (FISA) and was signed into
law on 5 August 2007. To protect the privacy rights of US. persans,
the new legislation required NSA to implement and follow procedures
established by the Director. NSA (DIRNSA) to ensure its adherence to
three requirements: that targets are located overseas, that the foreign
intelligence purpose 18 significant, and that persannel follow
applicable minimization procedures. In general. management controls
to comply with PAA requirements are adequate. Specific controls to
determine that targets are located overseas are especially strong.

—57/451) Made necessary by the technaology changes that have occurred
aince the FISA was drafted in 1978, “FISA modemization™ was
intended to reatore the effectiveness of the Act by eliminating the
requirement for NSA to obtain court orders for monitoring the
communications of persons physically located outside of the United
Statea, Although the PAA expired in February 2008, NSA collectian
permitted under its provisions will continue for up to another year.

(U) HIGHLIGHTS

{(U) The Office of the Inapector General asaesaed procedures
estahlished by DIRNSA to ensure compliance with the three PAA
requiraments. Management concurred with the raaommendations.

» (U} NSA immediaisly iImplemanted DIRNSA-directad procedures on
complience with the PAA. Management controls to determine that
targets are located aoverseas are garticularly strong.

o —{SHS/REETO-HSAFVET PAA Wasiing needs additional
controla. Though current controls provide reasgnable assurance of
compliance with the PAA. additional controls are needed to verify
that only authorized selectors are on collectian and that
information acquired thtough the use of selectors is related to the
expected foreign intelligence targets.

¢ (U] More rigorous controls will Increase the reliability ofl ';
for PAAcompllance. While extsting] | are excellent
preventive and detective controls, current methodologies are aot

rigarous enough to draw valid conclusions about the entire
population.

(b)(3)-P.L. 86-36
—TOPSECREFHCOMINTHNOFORN—
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i. (U) BACKGROUND

(U) The Protect Amaerica Act of 2007

3773/ REETO-USATFVEY- On 5 August 2007, the President

aigned into law the Protect America Act (PAA) of 2007. The PAA,
which expired on 16 February 2008, amended the Foreign
Intelligence Susvelllance Act {FISAl of 1978. Spedfically. the PAA
authorized the Attorney General (AG} and Director of National
Inte)lligence (DNI) to approve, without a court order, the collection
of foreign intelligence information from facilities located inside the
United States amoerning persons reasanably belleved to be located
outside the United States, subject to n criterla. As of 31

2008, NSA had approximately |lntemet selectors and

elephony selectors on PAA-authorized collection. From the
pasaage of the PAA through 31 Masch 2008, NSA had lssuedl
reports that included PAA-derived intelligence.

(U) Requirements of the PAA

(b) (1)
(b) {3)-P.L. B6-36

{U) The objective of our review was to assess the adequacy of
management controls to implement and ensure compliance with
three requirements of the PAA related to NSA operations:

o -{5/y5h Faceignmema.'! Selectors on PAA collection must

cancern “persans reasonably belleved to be located outside
of the United States.”

s —{S77ShForeign Imaligence Purpose. A aignificant purpose
of the collection is to obtain foreign intelligence
information.

o (U) Minimization Procedures. NSA personne) must follow
approgpriate minimization procedures.

: At the ttme of our review, the AG and
DN issu eparate certifications that authorize NSA to

acquire foreigh intelligence information of certain targets:

' {U) NSA s reasonable delicf that & target is located outside of the United States based og ose or more
pre-detesmined factors.

“TOP SECRET//COMINT//INOFORN
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(b) (1)
(b) (3)-P.L. 86-36

“TOP SECRETHCOMINTHNOFORN-

(U) These certifications were based on representations made by the
Director of NSA (DIRNSA) in affidavits that detail the management

controls and procedures that NSA will follow.

(U) Standasda of Internal Control

(U) We assessed management controls against the General

Accounting Office’s Standards for Inteernal Control in the Federal

Gouermunent. Novemnber 1999, which presents the five standards
that define the mintmum level of quality acceptable for
management contwrol in government—Control Environment, Risk

Asseasment, Control Activities, Information and

Communlcations, and Monitoring.

(U) Internal control. or management cantrol. comprises the

plans, methods, and procedures used to meet missions, goals,
and objectives. 1t provides reasonable assurance that an entity
{8 effective and eficient in its operations. reliable in its reporting,
and compliant with applicable laws and regulations. NSA/CSS

Policy 7-3, Intermal Control Program, advises that evaluations of

internal control should consider the requiremnents outlined by

the Standards. The Office of the Inspector General (OIG) uses
the Standards as the basis against which management cantrol 1s
evaluated.
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Il. (U) FINDING

—54#84} Since the PAA was passed in August 2007, Agency management
has made progress in implementing the PAA and eslablishing management
confrols that are crucial to ensuring compliance with the PAA. NSA
implemented all the pioceadures delineated by DIRNEA in the afidawvits to
the certificalions. Tha controls implemented to verily that selectors tasked
under the PAA for largets located outside of the United States are
parhicularly strong. Nevertheless work remains (o implement adoitional

conlrols to:
o (545t} Verity| Irhatauthoﬁzadsalacm. and
only those seIeCTors, are on collection.
(b) (1) o 5/51} Verily that analysts routinely review infercepled data
::; :;;::61'{:32‘;:: " and confirm that information acquired is related to the
: expected foreign inteliigence targets.

* (U) improve the validty and rekabllity of various[ ____of
PAA comphiance by Agency management. (b)(3)-P.L. 66-38

o (U) improve target analysts’ understanding of the PAA.
(U) Assessment detalis are included in Appendix B.

(U) NSA iImmediately implsnrented DIRNSA-directed procedures on
compliance with the PAA

(U) Within weelss of the PAA enactment. NSA implemented the
procedures that DIRNSA delineated in the afidavits and bullt on
those procedures to establish rigorous processes to ensure
compliance with the three requirements of the PAA. Management
controls to detecmine and document fareignness were particularly
strong. Controls covering foreign intelligence purpose and
compliance with minimization procedures were also adequate.

(U) Some examples of NSA's accomplishments to date are:

¢ (V//¥6Y6) The PAA Implementation Team was established
to coardinate all aspects of PAA implementation.
Components of the team {nclude internal and extermnal
communications, colleciton and data flows, mission

operations, and policy and oversight.

—TOP SECRETHCOMINTHINOFORN—
3



DOCIDST-0¢ddnR832 —FOPSEEREFHCOMINTHNOFORN—

o {SAHSHAREL-TFO-HSAIOEY] Telephony and Internet
selector taaking systems were updated to allow analysats to
document the foreligness determinatmn. Also, controls

into tasking systems to ensure that
recmlred information 18 documented and tasking 18
appropriate to AG/DN! cerkfication targets.

o [U//FPOH6}Within weekas of PAA pasaage. Signals
Intelligence Otrectorate (SID] Overaight & Compliance
(O&C] office, with the Office of General Counsel (OGC) and
the Associate Directorate for Education and Training, had
developed interim tralning that included a briefing by an
OGC attorncy and a competency test. On January 9, 2008,
O&C deployed new and imgroved training,

o [U//AROHO) Agency management developed and published
standard operating procedures, including procedurea for
and raw traflic access, taaking, and incident
reparting that will ensure conaistent application of the PAA.

¢ (U/ABUBOTA PAA web site was established to provide the
NSA wuridaree with conaistent, rellable. and timely
(nformation. From a aingle location, target analysts can
resd communications from NSA leadershtp, access
certiication-related documents, and view PAA-related
standard operating procedures (SOPs).

» (U//P©U6) The PAA Procedures and Analytic Support
(PPAS) team runs various processes to ensure compliance
with the PAA. Specifically, PPAS personnel condu
foreignness checks of current targeting and notify targe
analysts of potential changes to a target's status. They
also perform various of taskings for
compliance with other ments and guide target
analysts through the ta eting and tasking processes.

b =-P.L. -
(V) PAA tasking needs additional controls (5) (3)=P.L. B6-36

—57731r Although NSA implemented a sextes of controls to provide
reasonable assurance that target analysts task only authorized
selectors—selectors that meet the foreAgnness and faretgn
intelligence purpose requirements-—additional controls are needed
to verify that only autharised selectars are on collection and that
tasked selectars are producing foreign intelligence of the expected
targets.



DOCID: 4248832 —FOPSECRETHCOMINTHNOFORN- " ST-08-0001

—{5//51) Conftrols &re needed to verlfy] b‘"" authorized
selectors, and only thass eelectors, ON CcOo 'on.
—5/45HAREL-PO-USAFVIEY) With the telephony tas system,

Iwmmmmumwsymm.
: ___|arisk of

| Ulttmately, discrepancies might
resuif In violations of over-collection—selectars that are on
oollection that should not be—and incidents of under-collectton—
B (1) selectors that are not on collection but should be. Pertodic
(b) (3)-P.L. B6-36 recanciliation of NSA and provider recurds is critical to identify and
cesolve disaepancies and ainimize violatfons and incidents.

(b) (3)-50 Usc 3024 (i)
| -57+51-At the time of our . NSA had not fully reconciled
Agen |It'aaked edlectors. Although
jon Managers prepared draft reconcillation proceduregi the

Collectt
procedures were manual. |

LSﬂStTImplemenﬂ [process that routinely

reconcliea PAA-tasked selectors with the providers.
) (1) (ACTION: S3/Chiet, 8332)

(b) (3)=-P.L. B6=36
—ts7788 |

(U) Managamant Responas
CONCUR. <3551

Status: OPEN
Target Completion Date: 18 May 2008

(U) OIG Camment

(U) Planned and ongoing actions meet the intent of the
recommendation.

—FOP-SECRETHCOMINTIINOPORN—
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—{5#5#) Controls sre needed to validate that target enslysts routinely confirm
thet information acquired through the use of selectors ie relsted to the
expected forelgn intelfigence largels.

57758 PAA Standard Opetating Procedures #2-07, Analyst
Checfdist, obligates target analysts to periodically “review
interceptad data and confirm that the tasked selector 18 producing
foreign Intelligence from the expected target (which 1s authoriaed
under the Certification).” A supplementery SOP on the analysts'
obligation to revtew was in draft. Additional controls are needed to
monitor compliance with this requirement to ensure that
unintended peraons are not mistakenly targeted.

-1-(8#6!5 Implemem cantrols o verify thet target analysts

routinely review Intercepted data and confirm that Information
acquired through the uas of sslector ia related fo the

expectsd foreign Intelligence targsis.
(ACTION: Chiet, 82 with O&C)

(U//7OUQ) In December 2007, Analysis and Production persannel
said they are considering an automated cepart that will determine
whether target analysts query, and therefore review,
communications fn the collection databases. Although such a
report is technically feasible, its usefulness as a management
control remains uncertain,

(U) Manegament Reysponse

CONCUR. {558 The Deputy Directar for Analysis and Production
(DDAP) is wurking with O&C to establish forma) controls to vertfy
that target analysts routinely ceview both telephony and
internet-based collection. The system currently being devised will

Status: OPEN (b) (1)

Target Completion Date: 30 JurmR008-r.L. 86-36
{b) (3)-50 usC 3024(i)

(U) OIG Comment
(U) Planned action meets the intent of the recommendation.
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(U) More rigorous methodologles will improve tha reliebliity of NSA
spot chechs

(U/ /f6E6) As shown in Appendix B, NSA 1s conducting, or plans
to conduct,| that are important to ensure compliance
with the requirements of the PAA. Sperifically.

s —{57731 The PPAS team I8 conducting of
determinations (with limited checks of foreign
intelligence purpose) of selectors tasked under the PAA.

» {57458 The SID O&C reviews selectors pulled for AG/DNI

. . revi_ s and 18 working on plans to conduct
(b) (3)-P.L. 86-36 | lof targeting decisions that will compgement AG ;DNI
' reviews without being redundant.

e (U//80E6) O&C conducts superaudit reviews of
queries in raw trafic data ensure compliance with
the appropriate certiication and ainimizraan procedures.

s (U//APOYO) O&C conducts reviews of all reports

generated by PAA collection to ensure adherence o NSA
policy and standard minimizafion procedures.

(U) While such checks are excellent greventtve and
controls. neither organization had dacumented llaﬁzl
procedures or conajdered using quality assurance statis
sampling techniques that would strengthen the reliability of the
results. In pacticular, neither organization had documented formal
methodologies that specified the universe, population. sample size,
and means of seleciing items for review. The bases for sample sizes
were unstructured and sample item selections were judgmental
rather than truly random.* Sampling results were therefore not
rigorous enough to draw valid conclusions about the entire
population.

(b)(3)P.L. 86-36
(U} Integration of statistical sampling or quality asaurance
techniques into exdsting and planned methodologies will not only
increase the validity and usefulness of the but will
likely derreage the fiequency, time. and efio t needed to conduct
them. In ahort, well-planned methadalogies will improve the
reliability and efRdency of these impnrtant controls.

XU) For a sample to regresent a populatian, all ilems sbould bave an equal probability of selexction. Only
samples that sre nuly randam (e.3., by using a rendom cumber table 10 selact itcms) are representative of the
populstion. Samples based oo hapharar] or judgmertal metbads may be binsed and are unlikely 1o be
represcatative of the population.

—FOP-SECRETHEOMBNFHNOFORN-
7
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(WFoUe) Develop and document rigorous methodologles for

conducting| f PAA compllance.
(ACTION: Chiet, O&C and Chief, PPAS)

(b) {3)-P.L.

(U/ /8UO) In January 2008, the Chief, O&C stated that both O&C
and PPAS are working on more 1ignrous methodologies.

B6-26 (U} Management Response

CONCUR. {S7/75H/REH-Management stated that O&C is

documenting methodologies and procedures for conducting
The maaagement response did not include planne:

corrective actions for PPAS]

Status: OPEN
Target Completion Date: 2 Mgy 2000

(U) OIG Camment

(U) Planned action meets the intent of the cecommendatian for
O&C. Planned action for PPAS cemains uaresolved,

(U) Target analysts need greater understanding of the PAA

(U/ AF0H63-As shown in Appendix B, NSA has made sigrificant
pragyess In Implementing a critical management control <raimng
and awareness, Adency-wide e-mails. workiforce presentations, a
PAA-dedicated web site, and interim tratning are used to
communicate with the NSA sariforce. Improved training will
further highlight aspects of the PAA authority most relevant to
target analysts. However, two additional improvements are needed
to provide target analysts the tools and guidance they need to
implement the PAA.

(U) Wortdng Aid or Quick Raference on NSA Autharitias

(U/ 7©40) Given the increasingly complex and dynamic web of
authorities under which NSA operates, target analysts are at risk of

misunderstanding the PAA authorities. Although existing Graining
and awareness provides details on the PAA, analysts might still be
confused about how it differs from other NSA authorities. A
working aid or quick reference that compares the basic elements
and requirements of NSA's varicus authorities, with links to the
authorities themselves, will help analysts navigate through the
many documents and legalese and reduce the risk of violations.

—LOR SECRETHECOMINTHNOFORN-
8
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Such guidelines and working aids shoukl be available to employees
at all Umes.

U/AO46) Publish and maintain @ workdng ald that comparee
key requirements for SIGINT collection, processing, retention,
and disseminstion authorized by E.O. 12333 with requirementa
of other aignificant additions] euthritien, for axample the PAA
and FISA. In the working ald, provide links to the authorizing
documeants.

(ACTION: O&C with OGC)

(U/ A*646)-The Chief, O&C. atated that planaing has begun lo
develop a course that will include an overview and explanation of
NSA's authorities, when to use them, what needs to be done to
acquire them, and what the handling and aminimizatian procedures
are for each. If a working aid becomes an element of such tralning,
we recowmend that it be made avallable to the workforce as soon
as possible rather than be tied exclusively to the training course,

(U) Manspgament Respanes

CONCUR. (U/AR@ttoTManagement atated that O&C levied a
requirement for the Assodate Directorate for Education and
Training to develop an ovexview course of NSA's survelllance
authorities. Course development s well underway and includes a
requirement for a job aid.

Status: OPEN
Target Completion Date: 28 April 2000

(U) OIG Comment

(U) Planned action meets the intent of the recommendation.

(U) Canmunicating PAA<wiated Guidance (b)1)
(b)(3)-P.L. 86-36
—1577SH Not surpriaingly. certain overarching questions on how o

apply and comply with the PAA surfaced during our review. For
eample, target analysts expressed mﬂf‘“@mwmﬁ
and purging communications of targe
the United States. However. no mechaniam was in place to keep
the analyats informed of what to do while O&C consulted with OGC
and developed the needed gutdance. For example, by the end of
our review. OGC had issued guidance in an e-mail to O&C. who
subsequently decided that PPAS, rather than the target analysts,
would purge collection for PAA Incidents: but, existing procedures

— TOP SECRETICOMINTHNOFORN—
9
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were not updated to reflect this change. As NSA personnel
continue to apply the PAA, more questions and uncertainties will
inevitably emerge. To oiinimize confusion, a process 18 needed to
vet, communicate, and post PAA guidance as a reference until it
can be incorporated into more formal policy or SOPs. if needed.

(U/AOUO) implement a process to vet, communicate, and post
PAA guidance untli! it can be incorporated Into poficy or SOPa.

(ACTION: O&C)

(U) Msnagement Regpanse
CONCUR. (U/A*6YS)-Management stated that O&C would work
with the OIG, OGC, SID Policy and the PAA Legal/Pulicy /Oversight

Team to document the process for vetting, communicating, and
posting PAA guidance.

Status: OPEN
Target Completion Date: 2 May 2008

(U) OIG Comment
(U) Planned action meets the intent of the recummendation.

{U) Conclusion

(U) Within a short time, NSA has made considerable progress in
setting up the needed training, policies, procesass, procedures,
systems, and oversaight to ensure compitance with the PAA. Our
recommendations strengthen the planned or implemented
management controls, and NSA has already taken steps to address
many of our concana. As Congress continues to debate a
long-term solution to the collection gaps that exist in FISA. the
controls that NSA has in place set a solid foundation that will
accnnmadate any law that supersedes the PAA.

(U} For this review. we did not conduct a full range of compliance
and substantive testing needed to draw conclusions on the efficacy
of management controls. We plan to complete such testing in a
follow-on review.

10
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iN. (U) SUMMARY OF RECOMMENDATIONS

(b) (3)-P.L. 86-36

(U) Recommendation 1
~S#SH Impiement| process that routinely reconcliea PAA-teskad
selectors)
(b) (1)
(U) Action: SI0/S332 (b) (3)-P.L. B6-36
(U) Status: OPEN (b) {3)-SO USC 3024(i)

(U) Target Completion Date: 15 May 2008

(U) Recommendation 2

~(5#51) implement controla 1o verify that larget anslyata routinely review
intercepted dats and confirm that information acquired through the use of
etlectors la rel@ed to the expectad foreign Intelligence tergets.

(U) Action: SID/S2
(U) Status: OPEN
(U) Target Completion Date: 30 June 2008

(U) Recommendstion 3

U//FOU0) Devalop and document rigoroua methodologles for eonductlng|
| bl PAA compliance.

(U) Action: SID/O&C and PPAS
(U) Status: OPEN
(U) Target Completion Date: 2 May 2008

(b) (3)-P.L. 86-36

(U) Recommendstion 4

(W/AA6t)0) Publiah and maintain @ working ald thst comparea key requiremenis
for SIGINT collsction, processing, retention, and dissemination authorized by
E.O. 12333 with requirementa of other aignificant additional authorities, for
oxamplathe PAA and FISA. In the working ald, provide linka fo the authorizing
documenta.

(U) Action: SID/O&C with DVYOGC
(U) Status: OPEN
(U) Target Completion Date: 25 April 2008

11
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(U) Recommendstion 5

Impiement a proceaa to vet, communicate, and post PAA guldence
untll it can be Incorparatsd Into policy or SOPs.

(U) Action: SID/O&C
(U) Status: OPEN
(U) Target Compietion Date: 2 May 2008

12
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(U) APPENDIX A

(U) About the Review
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(U) ABOUT THE REVIEW

(U) Objectives

{U) The objective of this review was to assess whether management
controls are adequate to provide reasonable assurance that NSA
complies with the terms of the PAA. In particular, our review
asseased the adequacy of controls on the three PAA requirements:

o “{S37787 Foreignness. Selectars on PAA collection must

concern “persons reasanably beleved to be located outside
of the United States."

o —1S77S1 Foreign Ineltigence Purpose. A aignificant purpose
of the collection 1s to obtain foretgn intelligence
information.

s (U) Minimizstion Proceciures. NSA personnel must follow
appropriate minimizaton procedures.

(U) Scope and molog_y

(U) The review was conducted from September 14, 2007 to
November 30, 2007.

{U) We intervierared Agency personnel and reviewed documentation
to satisfy the review objectives.

(U) We did not conduct a full range of compliance or substantive
testing that would allow us to draw conclusions on the efficacy of

management controls. Our assesament was Ugited to the overall
adequacy of management controls.

(U) This review was conducted in accardance with generally
accepted govermnmment auditing standards, as set forth by the
Comptroller General of the United States and implemented bty the
audit manuals of the DoD and NSA/CSS inspectors General.

(U) Prior Coverage

(U] The OIG has conducted no prior coverage of NSA's
implementation of the PAA.
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(U) APPENDIX B

(U) Assessment of Management Controls
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(U) ASSESEMENT OF MANAGEMENT CONTROLS

ST-08-60Mm

(U) Many of the iniernal control requiremetts were establisbed by the Afldavit of OIRMSA subvdtted for earh Cexrtificatian.
Buhibit A to the Affidavit. and Exiudit B to the AfNEnit. Exdhvbit A ia cavanon to each of the three AG/DNT certifications (asued

the time of the Teview and establishea the prucegures ugsed to deteiroine the

of a larg=t Exhbit B for each affidevit

caxtabe the miniatsstion gromsiures o be used far inforvnation collected under the related Certification. Theae provedures are
unique to each Cevttfeation. [n addiiion (o the contrad 1cquiremonts estahlighed by the affidavits and exhibits, the Siandards for
internal Contrd 1 the Federal Governunent provides a general framework of oonitrola that should be incarporated tnto dafy

operatiomns.

Contesl Objective

Deacxiption

Asscesmen

i

Good

| adwomen |

Needs
Istifrerrement

Uy Pouo)

thy (1)
b) (3)-P.L. 96-36

V) gomm A

U/ 489we) Acordingto wma;au tasking

(U} Aroue) ar Overgy & Coampltancos [ORC), €1 coordination
with the OOC. Ane thvehynd ouxhicry Uainhyg for snalyels
tasking unter e PAA DD enalywls socrupling nrmation
oal under e PAN
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(U) ASSESSMENT OF MANAGEMENT CONTROLS

Camyul Objective

Source

Doscription

Adequate

U/ ot

P | ) exhatasa

) (1)
{b) (M) -P.L. G6-36

audlﬂﬂntbmunucnqmnwmmslwduwnnnmu

U/ OB0F The Aralyst (Nerddis! siaten Diat “the Larfct o alyst
hqﬂdn nha-—- muoruu

The Checiliat further deacibes
“Torritnms” docomandation.
Erooafures W retals pnarce doCulhents dfe SEring comaplittion.

mgﬂgﬁgﬂ I M Exhebot A

P

X1/ /PDWES NSA poraoninel support mandated AG/DN] crviews
of PAA \argeeng decisions. S0 Far, AC/DNL hawe ot Sorvally
mparted amy violstions to NSA.

U AM886) The AG and DNT oorducted 12 inde e revicen
of Towganas” Sclerninations a0 sundated th Exhinl A
initial reviews were condfucied 14 days wfter the ceriticrdon

was signed, amd au
30 daye thercaRer.
Raﬁ Jerded 1 condnet mﬁm

Peragrel buck resolution of kvdhack and
naeyruistions Provided by the AG /DN review tooms during
e ceviews,

(b (3)-2.

L. 06-38

<514467-06C was Bharkag wdgryay Pullrd for AG/DH0 seviewn
bot hast v farmal sianeerd or Agorous
aetihadalogy for

feviews. OAC was workang that wil
crmmplemrnit AD/DN] reviews withoul betng redundent. See
Rroommerviation #3.

U/ FPEUE] The PPAS tearn dovst hoviter! cheris for foreiginess,
Howeve, the PPAS 24 doce oot hilve » Sooamenisd
nnﬂndﬁurnneuﬂnﬂu‘ [::::::]
ferernendation #

—FOPSECRETHEONMINTHNOFORN—
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Foreign Inteiligence Purpose

—FOP-SECREFHEOMINTHNOFORN— ST-08-0001
(U) ASSESSMENT OF MANAGEMENT CONTROLS
Asscasmient
Control Objective Sgurce Description Good Tm_l" Neods .
(U/ a3 “In diCTuIrOng ohrdier awch of | (U] DOOWRA | (LI/ APBAEN The AMSIST Charktls? kxludes Scpe that oatyus
(e pEITO LoPedd for CIANOD ALURRD) ARVl st Aw to esaytaih undey which arralsation Ow (TP a0

Ql;) (N-P.L. 66

k1

be tasloed.

Tasking sk woemodificd |
0 PTure FOMISTEREY and accuTary U Ggeing mgrung
ortna n entered by analyste, [

wlmmmmw hmmu
the kdivumtim teod that o \Arget j cFTuD ¢ ey,

i
-

mvam requres amlyvs to FonGoely

nevien intevrepied dais and confire (et tealind ecindiars ase
Producing foci@ invlliprer from the Cpectad argxis. A Sof
is Alonand that el Previde fud EBirussYs B3 an Anatysis
teviem cbigiooo. i «AStom (o Dhe SOP, MENESENETE should
Asveiop ol © msure Walysly mr ctducting vequiead
veviewn. See Recnistendation #2.

U/ AR In conjunction v/ [ fareigimins, the
FPAS tram Goee Emitend chexks of Torclg inicliigencr pupse,
However, the PPAS il dovs nat haive: a documented
mbte:’mm| | See
Recesearndation 43, ——

U] Routine sudts of PANAS of raw Fuic Aixbauey ore

ASanxed W0 valiixte that the Quets wall iy produce foreig
-m'hm

Appendia B
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ST-08-6001 TTOM S ECRETHCOMENTHNOEQRN,
(U) ASSESSMENT OF MANAGEMENT CONTROLS
Asecssment
Contrel Objective Source Ocscriptioa Weoda
Lonprovement |
|45~ NEA will Rolicre: (s} the Btamderd M) Exhiba B | (/7o Sundard have teen
for El an USEID SP00) and
Conducted by the INSA] [alaa [USSID 1B), singce 1983, The amrent
Tnewn as Arvaex A to United Tuies uerxion of USSID 18 suporoodcs a werslon taeyed in 1980,
Inicligence Direcuve ), whidh have been The and proreiurs by USSID 18 are
avapled By Uhe Attorney General and s an well.optablishor gnd well-lowwn o Alag,
Bie whh the Fordgn tnicliifonee CRI610 ecepiren anabysay b bricfed by DOC ad 520 O&C on
Count [extept as mudified by Exhibit B o UASID 18 befare shlaining strss 1o raw SIGINT datatases,
rath Certtfiemtion| = CRIS1V aleo feguires USKID 18 barBags eviry ewo yvars in
udu mairviak datshase atctns,
m;mmrunmmmmu
: s
s L
5 11/ seauel [N Exnitt A
(®) (1)
{b) (3)-P.L. 86-36
‘Uf/fm;'_ ) Exibit A | (U/ /0008 The FPAS lown ard SID 08C CRnpitaree with
roporting thon p compliance
n}.m.m foxr °
pubiisted rgonts. Howcver. O&C s Nol documented '
m«am:maumnxmwm See I
Recrproendation 83, §
(b) {3)-P.L. @6-36 Appentdix B
Page 4 of 8
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—FOP-SECREFHEONINTHNOFORN—

(U) ASSESSMENT OF MANAGEMENT CONTROLS

ST-08-0001

Good | Adegume | Yool j

Communjcatiom

—

Carry aut thelr LTl cndyol and oy
ce spuanibilitive.”

(b) (3)

(b) (1}

(b) (3)-p. 1.

(b) (31 -50

P, L.

ath TS . vl PAA comhinicationa fom MSA
(eadenhy soxi PAA HEp T aoniact infrewton.

Assessment
Controt Ohjoctive Source Description
U] *tin rematicn abenald be rewavdedd and Y Stantardy | (V/ ARG An taisraal oeh ofie bits boen estabitshed to
covnmunkofted 1% and ot for Dtcvna) cadviy cxmastcaBon of PAA relstrd svfixum@n ta the NSA
Stin the ondYY who meed it and bo a ra Contol In \e | vorttys. The olulile SE&VED as a single RN of BOVIAN tr
and witdn @ Sochuoe Patcebits e to | Federal PAA _rebnta Inforwaation. JYom one locstian. ¢aalyels can [}
Coverunent | socxas PAA GOPe. DIFINSA afidavila and rdatyd cxbiints bx

{1/ AOtIO) MBA lemrersitp han exphasizer) itw snpoTiance of
1he PAA thrugfh "afian Agency-all &-aith And (FERcDtaboas.

A sy3tesn (0 oot PAA Stan 8and
15 of Raodard apeyating

hﬂlmmunuhmmam

i draft,

86-36
jJsC In2edi)

(U7 AFOUS) AR & PTUTERS i In Flafe by provmigeds S0Py,
a&m&-umhw-ﬂm
gt Peadance uiit O&C asvd OOC. own Ebivh guwe Evam)

/TOUQ@ The FPAS Twam aaaints 52 (vodun tines by @ading

g

enalyws throug te largriing and lasking precenem.

—FOP-SECRETHECOMENTHNOFORN—
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(U) ASSESSMENT OF MANAGEMENT CONTROLS
Coutrol Objective Soures | Dwsctiption Azsossmeort
Adoguat Neoods
b — b M'E-;t—!
U/ £Foken | (V) EDRIA | (U700 OAC and 0OC devebopes wutsiiZihat soqurs
@archig 3 video Orieling from OOC. neding the ecriticationa
g a0 riaed doruoiens. and BAIRg a0d Pamtng g compeiarcy
< toal with & svmreof B0 or Detiey,
b (U/48068] CAC has inade Eoprvernenta W the Taining based
on Grdtech From the nitial csrse, The UPdand Uatning
E wbgmmmmm“mnum
PAA and aihe NSAaulTDMES.
g U7 AFEOR1D) A Ttaisiag SoP has been GevePed and Pudiuied
o) (1) an ibs buomml PAA schaite. The Sof udines the bruiatng
(b} 3)-p.1.| 06-36 e P e iy, d7ive e, 23 well
nnmmmunmmmm UV v ste [$87768 Patad recxwctiinrien of collortion (n NSA
the Qualfty of periormance oves timcand | fx Interna smqgm @ )
e et gre vaohrd. ltinciudes Conlrel tn (e | De perform Py (b) [3)-P.1.. m6-pé&
mwuommn Z...m recomoifiation to (b) [3)-SQgUaC 3024 (4
reandihiTna, 10 amse SODv Ve
uncigning properly.
3 Recommendation ¥1.
[/ APeuoy RABbitA | (V/ASEE 0AC cuwrenty conducts supEnmiits of o
aw 4a oy USEID 18 eomplunce. ORC will
ombued asrTaaS of Uoks Mmade W PAA data °
e aFrgas<e with [, T
1 MdUSHID 18. See Rarommeriisim
() (3)-P L. 86-36
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SECURITY CLASSIFICATION
NSA STAFF PROCESSING FORM
0 SGBG OONTROL NUMBER KCC CONTROL NUMBER
0IG 1250-08
THRU Chion CXREC SUSFODGE
— APTROVAL
SURIECT KCC SUSPENSE
(U/APOYO) SID Response to OIG Draft Report on the [] sicratvex
Asseeament of Management Controls to Implement the ELEMENT SUSPIIGE
_Protect America Act (PAA) of 2007 (ST-08-0001) [X] ewoamaion
DISTRIBUTVON
SID, 8V, 82, 88, PPAS; OGC
SOMMARY

PURPOSE (UAPOUO) To provide the SID response on the OIG Draft Report on the

Assessment of Management Controls to Imglement the Protect Ameriea Act (PAA) of 2007
(ST-08-0001).

BACKGROUND: 5/3HREL} TheOJG performed an asenssment of the procedures
established by the Director NSA (DIRNSA) to enrure NSA's adberence to three PAA
requirementg that targets are located overseas, that the foreign intelligence mirpase is
aignificant, and that personnel follow applicable minimization procedurea. The OIG draft
report was published on 31 January 2008 and provides a camplete summary of the OIG's
asseasment. The SIGINT Dirertorate (SID) waa taskad to review and comment on the OIG
Draft Report.

DIBCUSSION: (U/FOY6)-The Office of Overuight & Compliance (SV), the SID Directorate for
Analysis & Production (S2), and the SID Directarate for Data Acquisition 689) have reviewed
and concurred with the recxmmendstions in the OIG Draft Repart. These arganizations have
responded with detailed plans of action, %o include their axpacted target completion dstes.

/1b) (3)-P.L. B6-36

OFFICE NAME AND DATR SonE T oma NAME ARD DATE Ssoums

SID M) dvjoe {BT30
sV i W 9662479
ADDAP Va// 11 Mar 08 9633335 |
DDDA | Vad 21 Mar 08 je6s-1em 1 |
PAA Team /a/725 Mer 08 966-2044

ORIGINATOR ORC. PHONE (Samre) DATE PREPARED

SID IQ Liaison SV | 966-2464 17 March 2008
rOf asT Dwived From: NSATASM 182 SECUNITY CLASBIRCATION
REVNOV 5 Ouwind 8 Ja nmary 2007 FOPSECRETHCOMINTFSNOFORN—
Dectass!fy on-£0820108-
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(U/POYTO) SID RESPONSE to the OIG Draft Report on the
Assessment of Management Controls to Implement the Protect
America Act (PAA) (ST-08-0001)

Qexnmedmion 1: Ymplement process ta voutinely reconcile
PAA-tusked selecto ! Chief, S332)

(b) (1)
(U) SID ACTION: S¥Chief, S332 (b) (3} -P.L. 86-36

SID Response (March 2008): (U/A0U6)| |¢8332) concurs
with the OIG Draft Report and Recommendation | and provides the {otlowing
description of planned corrective actions and a target completion date.

—(PSHSHANE) | |

~FEHRLAE ] |

®) (3)-P.L. 86-36 * —CESHSHANE)

(b) (3)-50 USC 3024(i)

Derfved Fram: NSAU/CSSM 1.52
Datest: 20070108
Ocdemify Ov: 26326108
—FOP-SECRETHCONHNTROTORN
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o —(FSHIHNGF| ]

] ‘EFS#SW)I

) (1)
(b) (3)-P.L. B6-36
(b) (3) -50 USC 3024(i)

(U/AFQUE) The Target Completion Date for $3 toimplemen]  Jprocessis
15 May 2008. {b) (1}

(b} (3)-pP.L. B6-36

(U/AeH6) BID POC(s):
(S33243), NSTS: 963-48806.

(b) (3)-P.L. 86-36

Recommendation 2:-(5#55) Implemest controls (o verify thet targe ¢t asalysty
routinely review intercepted data and confirmn that tasked selectors are producing
foreign intelligence from the expected targets. (ACTION: Chief, S2)

(U) SID ACTION: DDAP (Chilef, S2)

SID Response (March 2008): -(3/31) The Doty Diroctor for Analysis & Production
(DDAP) will continue to wock with Oversight & Compliance (SV) to furmally establich

the roquested cantrols. The sysiem currently being dsvised will cover both DN apd
telcphony|

The system should

—FOP-SEEREFHCOMINT/NOFORN
() (1)
{b) (3)-P.L. B6-36
(b) (3)-50 UsC 3024(i)
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(1)
{3)-P.L. 86-36

(b) {3)-50 UsSC 3024(i)

—(5H51/REE) Oversight and Complimnc (ORC) is amunlydnammzthu

(b) (3)-P.L. 86

(U) The Target Completion Date for official implementation of these procexhures is
30 June 2008,

(U/EFQUO) SID POC(s):| |

:INSTS: 963-1161.

(b) {3)-P.L. B6-36

Recommendation 3: (U/A6H0) Develop aad docament rigorous axthudalogies for
conductindof PAA complisace. (ACTION: Chief, O&C and Chief,
PPAS)

SID Response (March M)c U/POYOY Overight and Campliance (SV) conamrs
wtthummommmdmo b) (1)

(b) 3)-P.L. 86-36

m thodologies 8 d procadures for mnduchn:Pf targetingd cisians,
intelligence disseminations, and queries in data repositories to ensure cupplince with
established procadwre and i  acanrdanc  with Bxhibits A under t AA
catifications. O2C is cwrently conducti o
disseminations by reviewing 100% of sll yepo

|In addition, ORC is conducting]  [super-

gudits agains{ o [fite]

| All query ems are ceviewed
fo ensure that there are no terms that will inherently return U.S. entity communicatio s.
These procadures will be docuanented Finally, Oversight and Complia oe is working
with DOJ and ODNI stmcueys in evesy review of all trgeting decisions. Proaadures for
these reviews will also be documented. 1t should be coled that these procadures may
cha gependiag the passage of pamanent legislation.

(U) The Target Campletion Date for the documentation of the methodologies and
procadures is 2 May 2004.

[LDE] SID POC(s): |Chief] |
(SV2), NSTS: 9630248 PAS (S0), NS TS: 963-
0363,

(b) (3)-P.L. B86-36

Recommendstion 4: (U/FOUO) Izsue aad maintain an up-to-dute working ald or
quick reference that compares key elemead and requirements of and links toNSA’s
varions suthorities. (ACTION: O&C with OGC)
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(U) SID ACTION: O&C (SV)
SID Response {(March 2008): SV concurs with this cecommendaton.

~“F5H5REL) Prior to receiving this recoomendation, Oversigbt and Compliance
(O&C) had already levied a requirement with ADET in Octo er 2007 to develop an
overview course of NSA's surveillance authocities. The Training Coatrol Document for
this course was completed on | Fe ruary 2008 and includes a rexpuiraroent far a job aid o
fulfill this recommendstion. The development of the course is well underway. Dewasls of
the cousse are availa le upon request [t should be noted that some course content msy
change pending the pasuage of paymapent legislation.

(U) The Target Completion Dase forthe course and the job aid is 25 April 2008

(UHFOHOY SID POC(s): Ictu'ed_
(SV3), NSTS: 966 887; "FISA Technical Lead, SV03,
NSTS: 963-8168.

(b) (3)-P.L. B86-36

Recommendation 3: (U/AAOUO) lmplament s process to vet, comuwanleate, and post
PAA guidance until it can be iocorporated into policy or SOPs. (ACTION; 0&C)

(b) (1)
(U) SID ACTION: O&C (SV) (b) (3)-P.L. 86-36

SID Respoase (March 2008): SV concurs with this recommendation

=(3//SY/REL) Immadistely sfter the tenprry PAA legislation was passed, SID
established a PAA implementation tezm, which consisted off _|sub-teams that included
the followins: !

| land a Legal/Po ic /Oversight (LPO)
team. The LPO team, led by the Chief of Oversight and Compliance (SV), has been

meeting penodically since August 2007 1o dj and develop guidance related to PAA
implementation. The texn has promulgs Ps and is in the procens of (b)(3)-P.L. 86-36
developing These SOPs are pasted on both the PAA and OZC we sites. In

addition, mem of the LPO team (which includes SID Policy, OGC, S2, and S3
members) patticipate in the almost daily PAA feam lead se=sians whexe sdditional
informstion is discusséd to indude the need for further guidance, Albough this
rocommendation is somewhat vague in temms of expectad deliverables, Oversight and
Compliance will wark with the OIG Ofice, OGC, SID Policy, and the LPO team t©o
document the process for vetting, communicating and posting PAA guidance. Itshould
be noted that some guidance may change peoding passage of pamanent legislation.

(U) The Target Camgletion Date far documenting the process is 2 May 2008.

UHFaYe) SID POC(s): | Chief, Oversight and
Compliance (SV), NSTS: 966-2479.

(b) (3)-P.L. 86-36

—TFOPSECREFHEOMINT/NOFORN
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