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NATIONAL SECURITY AGENCY
CENTRAL SECURITY SERVICE

FORT GEORGE G, MEADE, MARYLAND 207556000

2 June 2008

MEMORANDUM FOR THE CHAIRMAN, INTELLIGENCE OVERSIGHT ROARD
THRU: Assistant to the Secretary of Defense (Intelligence Gversi ght)

SUBIECT:  (U/ASHO3 Report to the Intelligence Oversight Board on NSA Activities -
INFORMATION MEMORANDUM

(U/ABOY-Except as previously reporied to you or the President, or otherwise stated in
the enclosure, we have no reason to helieve that any intelligence activities of the National Security
Agency during the quarter ending 31 Marcl 2008 were unlawful or contrary to Executive Order or

Presidential Directive and thus should Iwa»’c.ﬁegﬁn reported pursuant {o Section 1.7.(d) of Executive
Order 12333. [RONES

(U/AOEEY The Inspector General and the General Counsel continue to exercise oversight
of Agency activities by inspections, surveys, training, review of directives and guidelines, and
advice and counsel. These activitics and other data requested by the Board or members of the staff
of the Assistant to the Secrelary of Defense (Intelligence Oversi ght) are described in the enclosure,

T oo, Cond
Csorantin

EE@LLARD
Inspestor-Lienaral

(b) (3})-P.L. 86-36

0.,—' VITOU 1. POTENZA
Creneral Counsel

(UMPOESY | concur in the report of the Inspector General and the General Counsel and
hereby make it our combined report.

Kb

. ALEXANDER
Lieutenant General. U. S. Army
Director, NSA/Chief, CSS

Eincl:
Quarterly Report
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1. (U/FOU6) Intelligence, counterintelligence, and intelligence-related activities

that violate law, regulation, or policy substantiated during the quarter, as weli as
actions taken as a result of the violations.

“ (b)) (1)
by (1) (b) (3)-P.L. 86-36
U) Inteli livities - - (b} (3)-18 USC 798
(1) inteli Qence‘Aciwm S {pl(3}-p.L. 86-36 | b1 (318 Usc 70

LTQ U T Y TOT oy T Ie 4 ALl G AR ATV ATTZT N
?

o R E T O S A Ai-GER-NZE Unintentional collection against United
States persons. [_ijinstanccs in which Signals Intelligence (SIGINT) analysts .

inadvertently collected communications to, from, or about U. S. persons while pursuing foréigr
intelligence tasking were reported this quarter, |

all collection has been terminated, All intercepts and reports
have been deleted or destroyed as required b’y United States SIGINT Directive (U SSIDY SPCO1S,

[

.41

Lo — )24 (1)
(2) (37 =P L PG AT R O-HGA By (| '

| No reports were

1ssucd on tne intereept.

SHSHRERThere were l::]instances of unintentional collection resulting from poorly
construeted database gueries. All results were deleted frbml

~ASHSHHREEY On D()ccasions, targets initially thought to be legitimate and forcign were found to
hold U.S. citizenship or permanent resident status.; In one instahce,-E]intcrcepts were retained
and reported as authorized by USSID SP0018 because the calls contained information related to
eriminal activity. The remaining collection was deleted from the database for audio,
and pre-release transcripts,

FSUSHNEY On [ ] the Al _Jtearned that a

foreign target held dual U.S, andrl [citizenship. The targel’s seléctors were immeadiately
detasked. A refroactive and future dissemination waiver was granted by the Attorey General on

(o) (1) ' (b) (1)
(b) (3)-P.L. 86-36 () (3)-P.1. 86-36
(b) (3)-50 USC 3024 (i)
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Re- NN + SRR AOFORS
(b;(g) PVL 86-36 SRRt

—e&us%g On []occaqxons targets| o
legitimate foreign target wag found to
Ollectlon was iermmatcd

LIS I ID T l

|thc United States. Another
1ave an address in the United States, In all instances the

Jain- NSA analyst learned that a targeted foreign e-mail
account| fthe United States oh| | Detasking was not

accomp Tshed until| This[” 1dav delav was the result of human error. The
analyst did no | There was, g)o(u} lection
thWan l : (B)(3)~P.L. 86-36

) ) :
- o B B 553024 (1)

all of thc selectors attributed to a tareet| l

when NSA analysts learncd of the ]

the United States. | _lin the United Statbs was ideptified onl
were removed from collection systems on

| Seleptars

. _’:!, L
I S — “Th) (1)

R L Ih\'iQ-\tD_L, 86-36
—F5#58 On[__Joccasiois, targeted telephond ' I ]

‘ [in[_Jinstances, the
numbers were removed trom tasking and the intercept was deleted,

lwere inadvertently targeted during[ ]
[ , ‘Unknown to the system testers, the[:]aclcctcra were owned by
aU.> fand should have been removed prior fo the query. The analysts removed
10| | from the quel y and dleck ed the remaining selectors 1o avoid future reqtmg

mistakes. ()
(b) (1) (b)‘(B) P.L. 86-36
(3)-p.L. 86-36 : “iain0 USC 3024 (i)
SR T HRATFEYA qoﬁware problem resulted in collection on af [since
l |Twe software [

was turned off { [WTien the violaton was recognized. It was returned to scrvice

afler the problem was diagnosed, corrected. and tested. All related collection was
purged from the database and related ana!v&ls tool

FSHS LAY |pr;0r to appr oved consensual collection, an NSA analyst
queried ona U.S. telephone number retroactivel yl The analyst

did not understand he could not search for data prior to the consensual collection authorization
date The query and results were deleted the same day.

(b} (1)
(b) (3)-P.L. 86-36
(b) (1) (b) (3)-50 USC 3024 (i)
(b} (3)-P.L. 86-36 Sy ey AT

[
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tb) {(3)-P.L. "§6~36 .

- “(by(1)
(b)(3)-18 USC 798 SRETR SRE A R i i
(B) 13)-50 USC 3024 (1) L (BIE)-P.L. 86-30
| while e iching[ |
| Tan NSA analyst uncovered the name, admcxs of

a U. S, person. Two and a half hours later, when the analyst learned of the unintentional 3"
collection, he deleted all data related to the Ul s, person. The analyst terminated
[—__:] ‘canceled the database queriés, and (hsumunuud analysis,

- —(B)(3)-P.L. 86-36
by (D)
_ (b)(3)-P.L. 86-36
SHSHAFY The Protect Amerlca Act of 2007 (PAA) There were DPAA i'ncidems thig
guarter. In of the inc e

o legitunate ‘fomgn targets, whose formgmc:ss was confirmed at
in the United Stutes. (b) (3)~P.L. 86~36

(b) (l)
(b) (3)-P. L. AES¥EHAID- Human error led (o the pursuit of a target while |
] | Although the target selectors]

I

WCre ¢

he was in the United ‘\tau g bet\w,cn

b L ]mtuceph

he vmlduon \gsm( qenuhed

(b) (3)-P.L. 86-36

(b} (3)=50 USC 3024(1i)
SR Collection continued during a target’s visit (o the United States because of a ﬁle

problem. Although the sc]cvtor{ : II
i

were purged from the database when they were
fion of system checks has been implemented while

cicted from the database and data mamycment systétin whentl
| | No reporting resulted from the w]lcchm

'

[ L__Dmtercepts collected on| |
Tdentitied| | A temporary solu
“the permanent resolution is addressed, (0Y(1)
523 (l; ~P. L 86»36 Ce (b)(3)-P.L. 86-36
' (IS USTURELT O SHE-0On a translation mistake resulted in collecfR){B)-18 USC 798

ona mrget whlk fie was in the United States |

The violalion was recognized]

| The resul ling[ ™ lintercepts were deleted from the
database and the voice

|rmanagement systcml
[on the same day.

The selector
" (D)(1)

(b)(3)-P.L. 86-36
-mail selectors that had
lt 10 selectors were invalid and no collectiar
‘nen the mistakes were recognized
an NSA analyst lcarned that he had Tasked a rarget's old :
ﬂ*cu. was no collection on that sclector, and it was removed A

was also removed |

: ’ AEREYS On fwo occasions NSA analysts tasked e
been incorrectly typed. T akail

resulted. The selectors were removed =
respectively. Alsol
e-mail address |
from tasking|

LSS | ast quarter we renort

ed one instance in which a valid target was wrongly tasked from
Furfhex anqi‘ysxs of the incident revealed that the tar wet's

(b)(1) :;
(b)(3)-P.L. 86-36
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(b)(3)-P.L. 86-36

4 — o T
1R w7ia ECRET AACUNVIUNTITINUFURN T . )
, T (6)(3)-50 USC 3024(i)

location outside the United States was verified according (o approved procedures at the time of
tasking, and there was no change in the tariet s lotation untii] ]

l o N :

1 Ithe United States.|
[ I
from last quarter as “vinlations,” an incorrect term, since no vio
of the procedures designed to determine the target is reasonab!
United States took place.

| We also reported all [_Jincidents
lation of the tetms of the PAA or .
v believed to be Jocated outside the

(b) (1)
(b) (3)-P.L. 86-36
(U/FOTO) Foreign Intelligence Surveillance Court (FISC)-authorized sollection.
e (B (3)-PLL, 86-36
~FSHSHA Two procedural nroblems oceurred| L iR

forwarded ‘1"01‘6:gri“,lntell'i'géncc Surveillance Act (FISA)

data to unauthorized NSA [ In'both instances the analysts immediately deleted the data
and cducated the| ' (b) (1)
(b) (3)-P.L. 86-36

‘ . o . . . .(b) (3)-50 USC_3024 (i) a
LSS There were Hmmdcnts in which the tarpetine of leeit ma&: foreign telephone
numbers

' resulted in collection
of calls WITHTHE targeted end 1 the United States. Many were instances

10 dll nstances, the calls were deleted immediately upon recognition in accordance

with USSID SPO0TS guidelines, and.no reports. weie issued. .Additionally, between[ | L

Y | there were: _Jincidents i which the targeting of foreign telephone numbers
tb) (3)-E. L. TRet8eas resulted in collection of calls that originated from|

©)f3)-P.L 8636
II ;
all otigination location was identified on those days, the
intercept was deleted fr > database. No reports were issued. (b} (1)
mtercept was deleted from the database. No reports were issued (b} (3)-P.L. B6-36

i i , o i . {b) (3)-50 USC 3024 (i)
—CFEASEANEY NS A incurred violations on[JFISC-authorized targets this quarter.

)
All collection
has been terminated, and all intercepts have been deleted or destroyed as required by USSID

SPo018.

l'l — 'When tho o

_ . T(b) (1)
T ‘ oA (b) (3)-P.L. 86~-306
LTSUSHIN l‘an NSA analyst retained an inadvertently acquired
communication of a U. S, vhilc targeting a FISC-authorized ielephone number.
The U.S. person had been called from the targeted number | |
{ | The transcript and associated voic
and the data management sysiem

e intercept were deleted from the database
when the violation was recognized.

FEHSHAN On| l an NSA tcam leader discovered that a taroetl |
in the United States| The query

with its[__Jestimated 7esuls was doloted the' same day.

¢

—SHSHT NSA rctainec[:jdata longer tﬁén,thf; retention period authorized by the FISC.

Unaware that the retention period was a condition of the docket versus a technical imitation of
th.el

(1)

" ~f.L. 86-36 b)(1

(b)Y (3)-P.L. 86-36 gbggsgapL o
(b)(3)-50 USC 3024(i)
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b) (1)

(b) (3)-P.L. 86-36

' | I The data was sequestered and the court was notified. The FISC .
revised the ordersl ! s (b)(1)

(b)(3)-P.L. 86-36

. . . . L . fes . ) b)(3)-50 USC 3024(i
R Unintentional dissemination of U.S. identities. During this quarter, ®F) 0
L_ISIGINT products were cancelled because they contained tl

ie identities of U.S. persons,
organizalions, or entities. In all instances, the reports were either not reissued or were
reissued with proper minimization.

“(b) (1)
: o ' (o) (3)-P.L. 86-36
e’ . | ‘ Iaii‘NSA/Central Security Service (CSS) field site
learned from ] . ‘ :
was 1nstructed to destroy the files. Destruction was confirmed:| |
\ - — (B) (1)
(U) Counterintelligence Activities. (b) (3)-P.L. 86-36
(b) (3)~18 USC 798
(U) Nothing to report. (b) (3)-50 USC 3024 (1) B0
: . L (b)(3)-P.L. 86-36

(U) Intelligence-related Activities. S

(b)(3)-50 USC 3024()

I

=S5 Practicing due diligence, NSA has improved internal controls 10 reduce the risk of
unauthorized collection. As a preventative measure !

2, (U/FFEYHO) NSA OIG Intelligence Oversight Inspections, Investigations, and
Special Studies.

(U/fFOYO) During this quarter, the Office of Inspector General reviewed various intelligence
activities of the NSA/CSS to determine whether they were conducted in accordance with
applicable statutes, Executive Orders, Attorney General procedures, and Department of Defense
and internal dircctives. With few exceptions, the problems uncovered were routine and showed
that operating elemenis understand the restrictions on NSA/CSS activities.

(U/H20y) NSA/CSS Hawaii. Although progress has been made in intelligence oversight

training, the program still requires work. Some of the intelligence oversight training and testing
materials contained inaccurate information. Annual refresher training was at 69.5 perc
database to track training for those with access to raw SIGINT databases and their aud

litors was
not accurate. The NSA/CSS Inspector General will update in a future report actions taken by

NSA/CSS Hawaii to correct the inspection findings. A highlight of the inspection was the
| [database and Standard Operating Procedure developed by[i—:':

| ___|section. The procedure has reduced the detas (ng fime
Trom| | and has helped to prevent collection violations.

ent. The

by (1)
(b) (3)~P.L., 86-36
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A 1

3. (U) Substantive Changéé 1o the NSA/CSS Iintelligence Oversight Program.
(1) Nothing to report. o

4. (U) Changes to NSA/CSS published directives or policies concerning

intelligence, counierintelligence, or intelligence-related activities and the reason
for the changes.

(U) Nothing to report.

5. (U) Procedures governing the activities of Department of Defense (Do)
intelligence components that affect U.S. persons (DoD Directive 5240.1-R,
Procedure 15) inquiries or Matters Related to Intelligence Oversight Programs.

(U) Nothing to report.




