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NATIONAL SECURITY AGENCY 
CENTRAL SECURITY SERVICE: 

F"ORT GEORG!i: G. MEADE, MARYLAND 20755-6000 

2 June 2008 

MEMORANDUM FOR THE CHAIRMAN, INTELLIGENCE OVERSfGHT BOARD 

THRU: Assistant to the Secretary ofDdense (Intclligem~e Oversight) 

SUBJECT: (U//f'OUO) Report to the Intelligence Oversight Board on NSA Activities-
INFORMATION MEMORANDUM 

(U/W01:JO) Except as previously repor1ccl to you or the President, or oth~o:nvise staled in 
the endosurc, we have no reason to helievc that any intelligence activities of the 'National Security 
Agency during the quarter ending 31 March ,4008 were unlawful or contrary to Executive Order or 
Presidential Dirccti vc and thus should have h,e~n r~p01ied pursuant to Section I. 7 .(d) of Executive 
Order 12333. 1 ·~ •· 

(U//f'OCO) The inspector General and the General Counsel continue to exercise oversight 
of Agency activities by inspections, surveys, training, rcvicv,. of directives and guidelines, and 
advice and counsel. These activities and olher data requested by the Board or members of the staff 
of the Assistant to the Secretary of Defense (Intelligence Oversight) are described in the enclosure. 

(b) (3)-P.L. 86-36 

· (U/ff'OCO~ I concur in the report of the Inspector Gent~ral and the General Counsel and 
hereby make it our combined report 

~ ~;k. (;~ /. ~1{2 Ki~l~LL :· fJER 
Lieutenant GeneraL U. S. Army 

Director, NSA/ChieC CSS 

Encl: 
Quarterly Report 

Th1s d<>cunlt:lll may be declu~sificd und marked 
"UNCLASSIFIED//Fo• Oftkiul List Oiily 
upon removal of enclo:;urc(s) 

Derived From: NSA/CSSM l-52 
@ipproved for Release by NSA on 12-22-2014. FOIA Case# 70809 (Litigation) 
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1. (UI/FOU6) Intelligence, courrteli"intelligence, and intelligence-related activities 
that violate law, regulation, or policy substantiated during the quarter, as wei! as 
actions taken as a result of the violations. (b) ( 

1
) 

) (b) (1) 
OJ Intelligence Activities (b)1( 3 )-P.L. 86-36 

(b) ( 3) - P, L. 8 6-3 6 
(b) (3)-18 usc 798 
(b) (3)-,50 usc 3024 (i) 

-fl~'tHT+H:i~+H+.f;t~:itl;;!±i;;=#r~~H*;-N6_.bTJ Unihtentiona! collection against United 
States persons. in~;tanccs in which Signals Intelligence (SIGINT) analysts. 
inadvertently collected communications to, from, or about ll. S. persons while pursuing f·{1reign 
intelligence tasking were reportrcl t:h1squarter. I I 
I J all collection has been tenninated. All intercepts and reports 
have been deleted or destroyed as required b'y \.lnited States SIGINT Directiv~;: (USSID) SP0018 . 

. ... . . . ' ~ 

fbl {1) 

(b) (3) P.L. 86 36 

(g/,tSIHREL) There were CJinf;t~nces of uriintenti~nal collection resulting from poorly 
constmcted database 'jueries. All re~i.11ts were deleted from! 
I - ~-------------~ 

~g,(1£T//REL) On Ooccasions, targets initially thought tc:i he lt;gitimate and foreign were found to 
hold U.S. citizenship or pcm1anent resident .~:~atus. In one instance;CJintcrcepts were retained 
and repmied as authorizeil hy USSlD SP0018 because the calls contained information related to 
criminal activity. The remaining coll<.~ction \y#s: ddetcd from the database for audio, I I 
and pre-release transcripts. 

(T§!V£1//W') Onl learned that a 
foreign target held dual U.S. and Citizenship. The target's s.electors were immediately 
dctasked. A retroactive and future dissemination waiver was granted by the Attomey Cencrnl on 
I l 

(b) (1) 
(bl (3)-P.L. 86-36 (b) ( 1) 

(b) (3)-P.L. 86-36 
(b) (3)-50 usc 3024(i) 

Derived From: NSA/CSSM l-52 
Dated: 20070108 

TOfl :SECt<ET/iC:OlviFNTNNOFORN 
Declassify On: 2(r:l2010g 
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{h.). (1) 
(b) . (3·) -;- P • L 

(8·~8J'lRE~3 ~rlOoccasi~ns~ targets I· .'!,; . '· •. . hJ1e United States .. Another 
legt\lma1e fore1gn target was found to have an address m the l.JnJted States. In allmstances the 
coll~::ction was terminated.· 

(TSI/SINfJF) 

L-------~~------------------------~ 

(8//SI//R:I:L TO USA, FV'CY) were inadvert.ently targeted during._! ~--' 
· Unkuqwnto the system testers, tlle0sdec.:tors were o\vned by 

a .:). and should have beer) removed prior to the query. The analysts removed 
the from the query and checked the remaining selectors to avoid future testing 

(h) (1) 
(b) (3) -P.L. 86-36 

,_ _ __.,;._._.....,..._...,0, usc 3 0 2 4 ( i ) 
smce 

1cn t 1c violation was recognized. It \vas returned to service 
..._---:-~ ..... 1 aller the problem was diagnosed, cornxted. and tested. All related collection was 
purged from the database and related analysis tool. 

(TSNSI//NF)I I prior to appi·oyed consensual colle.ction, an NSA analyst 
q~cried on a U.S. telephone number retroactively! . ... . I The. am~lyst 
chd J1(Jt understand he could not search for data pnor to the consensual colleclJOn aulhonzatwn 
daf..e'. The query and results were deleted the same day. 

(b) (1) 
(b) (3} -P.L. 86-36 

(b) (1) (b) (3) -50 usc 3024 (i) 

(b) ( 3 l -P · L. 8 6 - 36 TOF SECKETI/COM!NT//NOFORN 
2 



(llf,))X:JI>O. : ..... 41 6 52 6 1 
(b) (3) -P.L. "66~36 · (b)(1) 
(b.l ( 3l -18 usc 798 TOP SECRET//CO~AFNT/.0~0FORN .. 

(b)(3)-P.L. 86-36 10 

l 

13 

l -

50

(T:~S::: ~ US•\ FVE-Yll ....... · ... ....• . ·• ••....... I ;.;iliieftisCiii'<>hingr-1 .. --------,] 

·1 . Inn NSA analyst uncovered the name, addrc~s~; I [1f 
aU. S. person. Two and a halfhours later, when the analyst learned of the unintentional 
collection, he deleted all data related to the'-!::.~. p~rson. The analyst terminated ~...1 ___ _, 

I I cancelled tht: database queries, nnd discontinued an<~l ysis . .-------------___;; _____________ 
1
rh·\ (3)-P.L. 86-36 

/l"'~l 

(b) (1) 
(b) (3) -P. L. 86-36 

(.b) ( 1) 

(b) (3)- P. L. ~~~~::t!,~~~~ 

. ,, I 
1 I"L. jmtercepts colle.,:;tcd on I I were purged from the database when they were 
ldtmtitiedl I A temporary solution or system checks has been irnplem~::ntd while 

··rti)::fll . . ·the permanent resolution is addressed. (b)(
1
) 

(b\ ;3)-P L. 86-36 ... (b)X3)-P.L. 86-36 
• • 

1 

· • ·{TSiiSlf1!2liLTQU£A, F\'fX) On I I a translation mistake resulted in collcdR)£13)-18 USC 798 
on a taroet whii~:; he was in the Unite l S · ·· 

, .......... (b)(1) 
(b)(3)-P.L. 86-36 

(TS//8 INREL TO USA, FVEY) On I\VO occasiuns NS,t\ analysts tasked e-mail selectors thnt lrad 
hcen incmTcctly typed. Tasked I lthc selectors were invalid and no col ~ · · 
resulted. The selcctvrs \vere rcmovccl when the mistakes wen;: recognized 
respectively. Alsollan NSA analyst lcamcd that he hac~ta_!'.,... ,-c-rd-a-t-·a-rp.-~c~·t';-s-c')l-td 
e-mail address I I 'n1cre was no collection on that sdcctor, and it was removed 
from tasking! I 

(5//SJ//Nf) Last qnartq· we rcnwrd .one insta11ce i,h which a valid target was wron.gly l.a~1kcd from 
I .f:urtl)er an~lysis ofthc incident revealed that the target's 

(b)(1) 
(b)(3)-P.L. 86-36 TOfl :SECRL:Ti/COMIJHHNOfOR?<I 

3 
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"'(p)(1) 

(b)(3)-P.L. 86-36 
(b){3)-50 usc 3024(i) 

L.,_-..,-------:--:--:--:--:----:---JL----:----~ We also reported all Oincidenls 
from last quarter as "violations,'' an incorrect term, since no violation of the tenns ofthe PAA or 
of the procedures designed to detennine the target is reasonably hclieved to be located outsit.le the 
United States took place. (b) ( 1) 

(b) (3)-P.L. 86-36 
(U//FOUO) Foreign Intelligence Surveillance Court (FISC)·authorized collection. 

, ........ (b) (3) -P.L. 86-36 

L-,...,...~~~·n a .. ms ances, 1e ca s were deleted immediately upon recognition in accordance 
with US SID SPOOlS gqid~~lincs, .and no repo~1·.~ .we,te issued. Additionally, benveenf I 

Tli')'"'('if'.. ! I t~ere werepincid~nl:s in .w~icl} the targeting of foreign te!c hone numbers _ 
\b) (J) -P,L. ~ob\5cl§eas resulted m collectwn of calls that !T (b) 3)-P.L. 86 36 

·r~\ ( 1) 

en t c ca · origination location was identifit~d on those d<iys, I he 
intcrceptwasdeletedfi·omthedatabase. Noreportswereissued. (b)( 1 l 

86 36 (b) (3)-P.L. -
(b) (3) -50 usc 3024 (i) 

(TE.IHfJl//Nr) NSA incum.:~d violations on0FISC-authorized targets this gum1er. All collection 
has been terminated, and all intcrct:pts have been deleted or destroyed a:'> required by USSID 
SPOOlS. . ...... (b) (ll 

· · · ·. .... (b) (3)-P.L. 86-36 
(T5W!i!J,t,'N:P') I I an NSA am1ly$t retained an inadvertently acquired 
communication ot a U.S.I ~:vhilc targeting a FISC-authmized telephone number. 
The U.S. person had been called from the targeted number I I 
I I The transcript and associated yojcf intercept ':ere .deleted fi'Om tl:c database 
nncl the data management sysicml . _when the V10lat10n was reCOl::,'l11Zed. 

(TSHST//W") On an NSA team leader · ·' 

in the United StatesL-~,...---.,.-:-~:-:-:--:---~-----------...1 
with itsOestimate resu ts was deleted the same day. 

':, I' 

(Sh'3!jNSA retainec1 k1ata longer th~m th~ retention period authorizt;d by the fiSC 
Unaware thatthe retention period was a condition of the do<;ket versus a technicallimjtatjpn nf 
thel' · 

(b) ( 3) - P. L. 8 6-3 6 
(b)(1) 

TOP SECRET//COMfNT/.'flKlFOR~J 
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{b) ( 1) 
(b) (3)-P.L. 86-36 

I 
revised the orders! 

I The data was sequestered and the court was notred. The FISC . 
. (b)(1) 

(b)(3)-P.L. 86-36 

, , 71 nm en 1ona 1ssemmalion o .. 1 ent1t1es. Durmg t 11s quarter, [f~f' 'ftt!t) U · t t" 1 d' · · f u s 'd · . . l . (b)(3)-50 usc 3024(i) 

· SIGINT products were cancelled because they contamed the identities of U.S. persons, 
organizations, or entities. In all instances, the reporis were either not reissued or were 
reissued with proper minimization. · ( b l ( 1 l 

(b) ( 3) - P. L. 8 6-3 6 

a:n NSA/Centml Sccmitv '· 

to estroy the files. Destruction was cqnfirmed 
'--------' 

(b) ( l) 
(b) (3)-P.L. 86-36 (U) Counterintelligence Activities. 
(b) (3)-18 usc 798 

(U) Nothing to report. (b) (3)-50 usc 3024 (i) 

(b)(1) 

(U) Intelligence-related Activities. .'(b)(3)-P.L. 86-36 
.· (b)(3)-50 usc 3024(i) 

· (SHSI/.'HF) Practicing due diligence, NSA has h~ptovcd inte.rnal controls to rP-rlnN~ th~ /,.k of 
unauthorized collection. As a oreventatlve measure.! J 

I 

2. (U/IFOUO) NSA OIG Intelligence Oversight Inspections, Investigations, and 
Special Studies. 

(U/fFOUS) During this quarter, the Office of Inspector General reviewed various inteliigen<~e 
activities of the NSA/CSS to dete1minc whether they were conducted in accordance with 
applicable statutes, Executive Orders, Attorney General procedures, and Department of Defense 
and internal directives. With few cxr;eptions, the problems um:overed were routine and sht)wed 
that operating elements understand the restrictions on NSA/CSS activities. 

(U/fi'OU~) NSA/CSS Hawaii. Although progress has been made in intelligence oversight 
training, the program sti11 requires work. Some ofthc intelligence oversight training and testing 
materials contained inaccurate infonnation. Annual re!rc~her training was at 69.5 percent. Tht.\ 
database to track training for those with acce~s tQ rav·/ SJGINT databases and their auditors was 
not accurate. The NSA/CSS Inspector General will update in a future report actions taken by 
NSNCSS Hawaii to correct the inspection tindings. A highlight of the ins ection was the 

database ani , ·I arcl Operating Procedure developed by 
L-..--,---,--_,.......1 sect·ion. The procedure has reduced ttie c etas ·mg tune: 

Lro-I-11..----------,-a-n-;d-:-'ha.<; helped to prevent collection violations. 

(b) (1) 
(b) (3)-P.L. 86-36 

T0¥1 3ECRETh'CO!cfft~"f/;N0FOR1< 
5 
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3. (U) Substantive Changes to the N$AtCSS Intelligence Oversight Program. 
\ 

(U) Nothing to report 

4. (U) Changes to NSA!CSS published directives or policies concerning 
intelligence, counterintelligence, or intelligence-related activities and the reason 
for the changes. 

(U) Nothing to repmt. 

5. (U) Procedures governing the activities of Department of Defense (DoD) 
intelligence components that affect U.S. persons (DoD Directive 5240.1 GR: 
Procedure 15) Inquiries ·or Matters Related to Intelligence Oversight Programs. 

(U) Nothing to rcporl. 

', I ,,:" 

TOP SECRET/.'COMJNTHNOFORN 
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