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INTRODUCTION 

The Tran::,portation Security Adr11in1stratio11'::. (TS/\) Behu\ior Detection and Analysi::. (Bf)/\) 

Progrun1. part nf thL' l'hr..::a! A:.ses-.:.1nent ('ap:1bilitic-< Branch of the ('hcekpoint l'echnologies 
J)i\'i~H)lt in thr ()ffici.::: of Sreurity C'apahilitil's (()S('J, i::, currently opti111i;1.ing the detl'l'tinn and 
analysis procc:-:s to improve security, efficiency. and effectiveness. In ~upport of 1'SA 's behavior 
detei.:lion L·apabiltLie~ .. the 1\n1eril'.<.u1 ln::,litult'\ fot Re ... earl'.h (AIRJ i ... engi.lgeJ in rese;,1rch with 
BDA tu help !_.?Uide thi; progr<t111'" perl'onnance evaluation efforts and exaniine the -.cicntific 
evidence base for the heha\·iorally hascd approach th;..lt has hecon1c central to the layered security 
a11proach. In Y car I, along \\'ith conducting a 'fcchnical Advisory (:on1111ittcc (f /\(') tnccting, 
AIR co111pk~tcd three 1najor studies [(1 fulfill this cngagc1ncnt 

The first study, lhc BcrH.:hn1arking Study, cxa1nint•d the extent to \Vhich t.lisparitit~s bu'>c<l nn 
pa-.Sl'ngcr dc1nngraphics (race. ethnicity, g1.~nder, age, .ind n:ligion) 1nay exi:--1 i11 !he selection of 
pasSl.'llg:Crs ror se(11ndary referral S\.'l\'l.'ning. 1\Jf{ CX<llllilll.'d lh1.• fl.'a:-.ihi!ity \lf (.'\llldUl.'till,!! SU\.'.b a 
study :ind then designed nn opcra110nnl d:ita collection. In addition, /\JR conducted literature 
rcvicv.·s. held fn~·us groups \Vith Br.·ha\·inr l)ctc~·tinn ()ffi~~~·r,s \R[)()sJ. ~·ondl1ctcd inli:rvi~'\VS v;ith 
SP( fl' ·r1·a11spurta\10Jl Sccuri1y M:111<1gcf'i (S'l'SMsJ, and dl'signcd quanlilalivc and ql1alita11vc 
-.tudh:s and data i..:ullectiuns. In addition, AIR dcveluped a research dc~ign plan for cxa111inin~ 
\Vhclher religious uppearani.:c factnr'> have an i111pai.:t on <lisparily in the referral proi:ess. The 
research goal wa::, to syste1natii.:ally collccl several sources of inforrnation Lo help TSA exan1inc 
\vhethcr any cvidL'11ce exists ror sy:-.tt:n1k· disparity aLTOs:-. uirports that ha\'l' in1pl\.'n1rntcd the 
hehavior detection progrnrn. or across indiYidurd BD()s. 

"f'hc Sl'l'OIHI ~ludy, the Rt:filll'11le!ll or Suspiciuus lndiL'.a\ors Study. :.1it1led lo 1efi11e lilt: b(,.·bav1ur 
dete<.:lion pn.it.:t:ss and suspicious indicator content. Alf< '>llllllnariLed th..: available evid.:n ... :..; for 
each indicator and worked \Vith Subject l\1allcr Experts (Sl\1E~) to develop a refined list and 
a:-.:-.nciateJ operational definitions. AIR also \\'orked v.:ith the l3f)1\ Progra111 leadership \o 
develop new training 111ateriuls for the revised indit."iitor' and to design an npcrational rilot :-.tudy 
to teq the utility or the indic:.1tor Ji.-.:(. Finril ly. AIR designed <-tnd conducted '>t~1die'> \O ('.'Ollnine 
1sstll~-" nf cognitive \Vorkload and kiuguc l'l'lalt~d lo Hf)() p{~rrorlllH!lce. l~indings infnrnh~d tht' 
tk•\'L'lopr11c111 of :t rnad111ap t'or the training .b well .1:-; the contc111 :tnd org:1ni1atio1111f the revised 
indicator lisL Thi: tntining dcvck1p1nent inci1rporated bc'it practices to effectively present the 
n:vi::,ed infunnalion and p1ut.:cs::, tu BDOs. 

In the third study, the Pcrforn1ancc 1\1,'trics Study. AIR suppo1tcd TSA in developing: 
pt>:rfonnan<:e n1etrH;s to rneasun: the effcctivt!ness of the behavior Jete1:t1011 progra1n. AIK 
reviev•ed i.:urrr:11t :ind pole111ial 111elrh:~: \.'n:ale<l an organiting fru1nt:\\'Ol'k for further developing. 
dcrining. and prl(lritiling n1ctric'.-.: 1Jcv.:lopcd nev.' 1111.:lric-. and a~so1.:iated cali.:ulatiun~; rc\'h.:wed 
cxi~ting data ~ourcc~; and 1n;;idc rccon1111cndatinns about data collection tn ~uppo1t c\'aluations. 
·rht: goal wa~ to optin1lze pcrforr11ancc n1anagc1ncnt and data accessibility for th~ HDA progran1. 

ii AIR 
r 'Ii •·i iii Inf 11t1 ti n lfi'll 
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1"·inally. the 'rechnii.:al Advisory ('on11nittet.: rl'AC_') v.1as invited to condul·t an independent rev[e\.V 
or O!lt,:()ing and planni:d v.·ork l\.:lated [() Bf)/\ Pn1gra111 rL'Scan:h. A. IR invi!L'd individuals V.1ilh 
cxpi:rtisi.: in a variety or an.'as, including racial and ethnic disparity research, sclcctinn instrun1c11t 
hias, research 111cthods. study design. progran1 evaluation, pcrfPr111<-1ncL' rnctrics, and hchaviur 
dL'lCl'lion, to partii.:ipate. 

l'his report presents the background, goals. rnethodology. and progress to date of the SP()'f 
ln<lt:pcn<li..:nl Subjt::ll tv1alti:r Expert Panel r..:scan:h for Year l fro1n 25 St:pte111ber 2012 through 
27 March 201-L 
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STUDY 1: BENCHMARKING STUDY 

Background 

In recent year.\, there has heen heightened a\vareness and public scrutiny of TSA 's behavior 
detection progran1 ste1n1ning rro111 allegations of racial anti ethnic profiling in the airport 
screcning pni!.·css. Jn TSA 's hehavi11r detC!.'li~1n appn1ai.:h. BD(J-.: 1nu~e judg111!.'lll." ah!lllt 
pas-.engcr behavior at th~~ chcckpoinl. ha.'i~~u on a li'>1 of i,,uspicious indicators. BDC)s arc .'ipl'cially 
LraincJ Lo U:-.1: this set oC lndicalors-u 'i1:l of nonvcrhaL VL~rbal, anti physiulog:icaJ bo:ha\·iurs 
thought to bc ;i_~sociated \.vith fcar of Uis<.:o\'cry-to guidc and tT<.:ord thcir obsi.:rvations and 
ck~cis1ons. In response fl) the nllegations of profiling, Secretary l)f Homeland Security J ::inet 
Napolitano issued a rncn10 in August 2011 requesting: that the l'SA and the Depar11nent of 
Ho111cland Sc!.·urity\. ('ivil l{ight" and ('ivil Libcrtii:"' ()ffj!.·c (()HS ('R('LJ \\·ork together to 
pr.cvcnt any .">u1:h profiling. C'onscqui.:ntly. l)llS C'RC'L colldltctcd an ini1ial rcvic\V and 
devclop1.xl n:con11nc11dt11ions and a1.:tion ik•rn~ for '!'SA to 111itigate potential rai.:ial pro riling. 

T'h..._• r)J IS ('R('L rci:o1n111cndatio11s roi:uscd n11 llllltlifying aspc\'.ts or fS.L\ and hchavior dct\..'\'.tion 
poli!.'y and training: n.>\..'tuphasiLin.g the behavior det\..'\..'tiun progrutn's fol'.u.-. un aviation security 
(as oppo-;cJ tu ]u\v cnfurl'.c1ncnt); <.1nJ highlighting the nccJ tu furth.:r cxu1ninc the rui:iu[ un<l 
1~thnic unpact.~ of the hl'havior dctet:t1on approach. 'fhc last fncus \\';JS prec1p1lah:d hy r)l4S 
('R('l.'s :111alysis nf fisc.il year (F'l'l 2012 data fron1 TS.I\ 's Tacticdl Jnfonnation Sharing Systcn1 
( ·r1ss ), \\l'hiL·h consisted llf t.lcn1ogr<1phil' in forn1a1ion entered j()r tho-.e passengers :-.uhje!.·ted to 
additit111al :-.crccnint! and n::fcrrcd 10 law e11forccr111211t uffic12r~ (LE()s). Ahhuu~h these da!a ha\'c 
their lin1itatio11s-partieularly th<.it TJSS does not contain infonnation nn passengers v.ho v.·cn.: 
subjected to aUditiona! screening but ultinnttely 1101 referred to u LEO-analyse~ suggested Lhat 
the racial distribution uf this group inay in fact be skc\ved LOVv'<trd non-\1,:hiLc pass1.:ngers (/vi. 
Schlanger & T. Ke-.slcr. personal cnn1n1l1n1cat1011. 12 Scpten1hi:r 20 I 2: K. Walton, personal 
con11nunication. 13 Novcn1hcr 2012). ,i\lthong:h thc~c extant data arc not rcprcscntativl~ of the 
larger traYeling population subjcctctl to additional scrcening. this analysis did indicate that 
further investigation of the issue \Vas needt'd. 

As a t'l~sulL 'T'SA ·~ 8[)A Prograrn contractl'd v.·11h AIR hi d1~sign a study h\ rigoruusly cxan1i11e 
the pre'>ell!.'!.' llf disp;irity in thi: ~clceti1in of passcngi:ts for ~!.'cnndary n.~l'l'rral si:rccning-ha~cd 
on ral'l\ ~thniL·ity, gL'nJer. ag~. anti religi(1n-Juring thi..: behavil1r di..:1cction pn1c~:-.~. To do :-.o, 
AIR first cxa1nincd the fea.,ibility of such a study. \Vhich rc~ultcd in a study design and ~a1npling 
plan. 'J'he goal., outlined hcln\\' guided this process. 

3 ii AIR 
1· 'I' :· ·1 I f !' 1!'!'1 
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Goals 

·rhL' fnllo\ving rL'scarch !!oal:-. IHlVL' _\!Uidl'd lhL' fl'a,,,ihility analysis and rt'\l'arrh dl''-ign ror thl' 
Benl'h1narking Study. 

• (Joa/ I: Dl''-l.'t"i hl.' { hl' dellltl_graphit' l'haral'(l.'("ist ics of pw ... si:n gers si:lccti:d ror Sl'l'Ol\dary 
n:ferral ~creening u"i ng l'i.1\V fn.:qucneies lo coin pare "electl'e Jen1og:raphit:.~ aero"s tint I.'. 
an<l loc<.1tiun. 

• (loaf 2: Exan1inc 1hc pn~senl·e of systcrnic disparity in the hehavior dt'1cctinn progran1 hy 
co111p~ring the pattern of dc1nographic:-.. for those p:ts:-..cngcr~ selected for si:condary 
n:fl'rral ~creening using op1..•r:1tional prorcdun:s to those pas.,cngcrs randon1ly selected for 
secondary l"L'l'erral 'iereening using the Be11ch1nurk J)alt1 ('olle1..·1io11 proloeol. 

• Gaal 3: Exan1ine the presence of disparity in referrals for i11di\'idual BDO" u'ing the 
itlll.'rnal benehn1arking JHl.'lhotlo!ogy, v"hi<.:h <.:01npan.::... the r<.:fi:rral patterns of intlivitluul 
Bl)Os 'Nilh thosl.' tJf other BDOs pi:rfonning the s1.une -w\.irk ussign1nen1 in the ~<.llllt.' 
('OV1fOltl1)l'l1(. 

• (}aal 4: Exan1inc BD() accuracy in selecting pa'-Sl~ngcrs for secondary referral .:;crccning 
hy using a threat injc..:tinn 111i:th0Jology. \.vhirh as-;c..;scs !hi: aerura<.:y of 80()s in 
applying the hl.'havioral dl.'tcetion prnel.'ss to identify a ..;l.'curity threat that i" i11tl'ntionully 
injected inlu the e11\·iro111ni:nt. 

111-eorporating thesl' goal!-. i11tu the Bl.'l1L'h1narking Study cn.~un:i.; that it i.;ysten1at1t:a1ly t:ollcct~ 
several sources of infor111ati0n tn help TSA exa1nine v.·hcthcr any evidence for sy•acn1ic tlisparity 
t:\ i-.ts in !ht: progr1;1nt <.tnd \Vht:thi:r l:t:rtain 8!)0s nuiy bt: disproportionut1;:ly ~clt:c:ting passengers 
frun1 u pal'ticulul' de111ogruphic: category for \eL'OlHiary 1'eferrul serecni11g. 

Approach 

1\IR l'OlldUL'\ed four task~ to infonli a resL'an:h design that ultiinately providL's the nece~~ary data 
fur cvaluat1ni_! thk' presence nf disparity in the hcharinr dctcetion prog:.ran1 that is hascd on race, 
ethnic:ity. gL~rH.lc:r. agc. and relig,ion. Each task i" described hclo\v. 

Task 1.1: Data Collection Feasibility Study 

'T'hc gon! of this task v>as 10 cvaluatL' the fcasihility of ohtaining and using the datn rtquircd t() 
conduct meaningful analyses related to the extent to \Vhich disparity-as a function nf pa~senger 
rat.:e, ethnil"ily. gender. age, and religion-1nay exist in !he behavior Ueleclion prognnn. Exhibit I 
sht1\!,'S the suh1asks c:o1npleted ftir the l"ea.~ihili1y analy!-.is. 

4 iii AIR 
h 'f' )' ., I f o' l)'>'I: 
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Exhibit I. Sun11nar~' of Feasibility Study Suhtn~ki.. 

# Stµdy Element Dest:ription 

3 

4 

Validity data 

Behavior detection process 
ll)Odifications 

Behavior detection operational 
database modifications 

I 

Examin.at1on of internal benchmark and external baseline data and 

>tratcg1es 
ACClJracy of BOO passenger ~election and justification for 
referrals-by video or observation 

Changes to Referral Report and re[ated procedures in order to collect 
required 1nformat1on for the operational study 

Modifications to behavior detection operation;il database in order to 
collect required information for operational study and analyses 

Statistical power analysis to determine required sample s11e for 

~~~~·~Po~w~e~c~"".!.::C:~~~~~~·!.'"""ireorts! BD02J and~~"~'~"~'~~~~~~~~~~~~~­

6 Study design 

Development of design pl::in for full·scale implementation, including 
protocols, data collection instruments, and training materials 

Bc11ch111arking /)ata 

The literature rcvie\.v (described in ·rask I .21 identified two n1elhodolngics fnr exa1nining the 
potenliul for disparity lo exist in the hehuvior detet:tion prog:n.un-exlernal and intern~tl 
hcnrhtnarking. r\n external hcnchn1<1rking data L"llllecli1lll 1nelhlldlll1lgy evaluates the presl'tlCC 1ll 

disparity hy l'Otnpuring the nun1bi:r of passenp.crs within cui:h de1no!!raphic catcgory v.·ho arc 
t'l..:f..crri.:J to secondary referral s..:rccning \\lilh Lh1.: populalion cstiinalc of passengers in each of 
those de1nographie categurie-s. Thi: internal benchn1arki11g data collection 111...-thodulogy C\'aluatcs 
th(' prC'scnci.' of disparity h) co1nparing referrals of nn indi\'idual Bl)() t1gninst a "si111ilc1rly 
situated" Bl)(). That is, internal henchtnarkin~ ident1fie-: 11onconforn1crs an1ong on~duty 
i3DC)s-this type 1)r disparity inay \)I" n1ay not iinply bia,.., in thl! HDC)s" referrals but certainly 
\Vl.lrrant.~ further ill\'e'>tiga1in11. 

Validity /Jata 

In addititin. AIR investigated '>lratcgies for cvaluating the dcgrcl' of ae...-uracy in BDO.\' dCL'i.~ions 
concerning the sclcL·tion of pthscngers for secondary scrL'Cning:. The accuracy nr BD()..., in their 
detcnnin;1tion of \vhcthcr p;1sscngers cxhihit hch;1vinral indicators :and require sccond;1ry 
screening (other\\ i'>e referreJ to as validity dataJ provide., a direct as ... essntent or \Vhether 
prorillng due lil pa.~.~l'llf'Cl" dcn1ngrapbiL·~ is nccurring on thL~ part \If th..: BJ)()..,. It' the vulidi1y data 
find that BD(}., n1;1kc acL"ur<Hc scle-ctilln~. lhl'll profiling is not lhc cause of the disparity. In 
cnntrast, if it is <lctcnuincd thal disparity exists and 80().., al'C not 1uaki11g accurate referrals, v.e 
!llll'>! consider \\·hether protlling is Lll'ClllTing or whether olher caus-es fur \UCh disparity l'\.ist. 
AIR'-; research on tht: ditl,•rcnt \tnitct~if'\ indicnrcd chat rhe Jive nh\t"l'\'fltion incthnd an.-1 the 
threat injection method arc rhe most viahlc. TSA is cuircntly planning the i1nplcn1cntation of a 
thri:at 111ject ~tudy. 

Behavior Detectio11 l'roce~;~· a11d Operatiu11a/ Databa~·e lt1od11i'cation~· 

To cxa1ninc the extc111 Lo which dispanty tnay exist in lhc behavior detection prognun, specific 
niodiril"<t!i<Hl'> to the RefC'rnd Rcpo11, prol"l'durc\, and :t'>"ol·i;1tcd opl'rutional ,!;1t:1ha'>e arc 
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rcqllircd. Most in1porta11t. it is lll'Ct:ssary to dncu1nc11t selected passl'ngers' dc111ographic 
i11ron11atio11, V1'hi1.:h is 1111t curn:11tly coll..:ctcd hy th..: heha\'ior d..:tcetion prngra111 (i.e .. r<1..:e and 
clhnicity, ,µender. and <-1.[!C .[!l"\)UpJ. To achlcvc this objective, AIR rcco1nn1c11dcd that pas..;cngl'r 
dc1nugraphic categories he clearly dl'fined. The dcnH)graphi..:: catcgnries arc to be do..::un1cnted on 
the basis of the pen:eptions of thi.: BO()'..: obsi.:rvation only: pas.\i.:n,ger~ \Vill not bi.: asked to self· 
report nr ~uhn1it identifi<..'ation {e.g .. a driver'..; li<..'ensel 1\lR also r<..~con1n1cndcd ~on1c additional 
protocol modifications. sun1man1ed in Exhibit 2. 

Exhihit 2. ()\'('l'\'i('\\ of l{('comn1cnd('d i{('havioral l>('t(•c,.·tion Procc!'ls l\'1odifications 

Protoi;;ol Ch~nge Desi;;riptio11 

Report on P<.1~senger P('rce1vi;d r;:ice ;ind ethnicity, gender, <.1nd <.1ge growp of e<>ch referred 

Demographics passenger 

Report on Where Indicators Prior to selettee secondary referral screening or during secondary referral 

First Observed screening 

Completion of Referral Report Completio11 of the Referral Report in1n1ediately following resolution of referral 

Sa111pli11g /l/011 a11d Jlo»'t'r .4110/y.ris 

AIR prl'St'J1ll~d tht' ft:'Sllhs or the re:1s1hilily .\ludy to the 'J'j\(_' [ti obtain µuidance on lht~ various 
data L'Ollcl'liilll llll'lhildologirs ex pit lrl'd. Thl' T ;\(' ~upportcd 1\ JR':-.. rci.:nn1 rncndat i1111 h 1 U\l! tlll 
l'Xternal ht:nl'.hn1arki11,µ data colli.:i.:tion 1111.:thotlology and atlvi"\e<l thal it he i1nplcn1cntcJ using, a 
n1odiJ'icd de:-iign of the 13ase Rall' Study conductl'<l as part of AIR' s pre\·ious research on the 
bL•havinr detect inn progr;11n las used in thl' SPO'r \1,ilid<Hion S1udy ). 1 ()n thl' basis ol' this 
guid::1nee. AIR outlined the' proposed 1nethnd for developing a 'illl11pling plnn to en~ure thnt the 
study cnni:Jusinns arc gcncrali1,ablc tn all airports in which this progran1 i~ i1nplcn1cntcd. In 
addi1ion to sa111pling airports, the da!a collection design accounts rur those factors likely lo affect 
11bser\·cd diffcfl.'lll'l'S in passl..'ngcr Uc111t1graphi-.·s. Passenger lh.•111og:raphit:s arc llko._;ly to tluo._·tuute 
due to Hight :->chcdulcs, tcrn1inal assig111ncnts for airlines, high travel tin1cs for business and 
leisur..-: travel..-:rs. seasons l)f the year. and other factors. 1\lR also enndu..::te<l a statistical po\ver 
analysi" hascd Ptl th..-: proposed study design for the external hcnchrnarking data collcctlon The 
.:hullengi;" is 1n ~pecifying n1inin1un1 detectable differenL·ts for the pri111ary re'ie:trth qlll;':s\ions; 
tha1 is. detennining the s1nal lest Ji !Terence tha1 could he considered or practical in1portunce to 
observe i r it occur.~. 

Stt1dy /Jesign 

AIR captured all thl' inforn1a1io11and1.k~l·i~ion~ 1ha1 rl'sultcd fnun l~ach of the pn~\ious subtasks 
ln dcvclop a research <l..:sign f1ir the Bl'nchtnarking Study. whiL"h i11corp1lratc~ cxtcr11,1l and 

1 CP'>11µrn1. T. E .. r.t1h.11m1~·11. Z. r~ .. T11ylnr. T. S. S;iY.ycr. K .. l\l~L·r~. T L .. & ToplilL f\1. 12011 l. S!'Ol' rc/e,.ral 
n·port l'(lfidarinn Slltd\' f'ina/ 1"1'/lr!rl: \/0/11111('\' 1--1 \\/ n~hill!,!lnn. ))C: An1c•ric1n l n~tit(ll\.'' rnr R~'''';1n:h 

6 ii AIR 
1· ·r ·1 I f !' 1!'!'11 

Jl{IH 111\l'\l~\\I l\~111\l·~l('I kl!\ l~l!ll~;l,111'11\ 111\I l'i<'IOl\ll!!lll I l>l'\lllJ( l'>l Ill 1'\l~1'1 I'. 

I' \ll I 01· 1111\ RI t P \ ll lo J 1'11'~·' JI\\ \ITl'llOl "I .~-·\'I l·ll I'll I\\<\\\.· 1\- 111 1 ~ I< /\ 'Jfl I <Cri 

l·\(11'11'1111111111\Hll'll'il'Ll\~llC.'illll\lll I 1~11 , 1lr>.'il.lll(ll\ \Jl\ll\l~IJl,\l-llll\l1Killl 

.'iUKI l\~.\'\JI- IR-'.1\11'\Jfll\ll<l'J l'\Al I I-.:\ -'.I.I ILS olfl () l'Hl:k A(· 1'101\ HJR I --~ 

< ;n\ I I~ I', "vll 



TSA 15-00014 - 009317

Uc 11.liti o c , it ca: it ; I 11f1;; 11anhio11 1I·:iI1 

internal benchinarking data colh.•ctions. '!'he .'rtudy design outlined the data l.:\lllcct1on procedures, 
n:quit\:d b1.:ha\·it1r di:1c1.:lillll pr()1.'l.'Ss rnodificati(lll:-., san1pling plan. po\\·cr anu]y..,is, and data 
analy:-.is plan. 

Task 1.2: Literature Reviews 

'l'his task <.:\lll'iisted of two !iterullire reviews to provide cnnlext fpr the Benchn1arking Study and 
ensurl' that fllL'n1hcrs or the SME Panel and TSA an: v.'ell versed in the latest di:-.parity i.lnd 
prnfilin~ research. 

l'hc first lilcra1ut'l' rcvil'\v cxa1nincd dispafily n.~"L'an:h in vari(ltls fields-la\\· l.'nforct:tlit'IH, 
p~yehology, htalth1.:an:. and edur:ation. 'l'he goal of Lhis effort \lia~ lo develop a better 
undi.:r::.tanding ofthl.! 1nclhoJologiL·al appt\Jacbl.!s u~c<l in the '.'lludy of racial ;,u1d ethnic {and ~ilhcr 
dL"n1ographic) di'iparity in :-.clcctio11 and dcci..,il)ll-111aking pn1cC'i'iC'>. Literature 'icarches 
specifically focused nn identifying succcssful 1nethodologic'i that can he used f<'r evaluating the 
pre~ence of dispari1y during: !he secondary refernil proce'>s. As indicated ahove, lhe external and 
inh:rnal h1:nrhn1arking llll~lhlidolugics usvd in Ll\\' l:nfon.:c1ne11t 1\'Scan:li l)ll disparity \\'Vn: 
identified <ls viablL' and explored furtlu:r in thi.: Fi.:a..,ihility Study (Ta.~k 1.1 ). 

·rhc second literature rcviev.: i.:xan1i11cd potential disparity in the su'ipicious indicators or the 
Referral Rcpnrt. The !!Oill v.1as tn identify any n:search literature .~ug!!o.::stin!! that certain 
su.~piciou'> indi~'ators 1c~ult in u11in1c1llk·d bi11" or dispatily in thl' behavior <k~tcction pr(lrl.!1:iS. Tb:H 
1s, i.:l.'rtain indical\if~ n1ay b1: Jin!..l.'d to \.'.Uhural !l\lnns in appi.!<ll'<-lll\'.l'. i,.;on11nun1i.:ation. ur 
inh:r:11.'tions Vv)th :iuthnrity; (hllS, 1.'t.'rlUil1fl<l~St:ngers111<1)' ht' 1110l't: lik1.•ly \O ~\i,play ~Olllt or the 
indicators naturally as part of their haseline appearance nr heha\·ior. 1\IR hegnn a revie\\-' of the 
literature un cros.\~cultural V~lt"iations in ernotional express inn, nnn\'crhal co1nn1unication. 
displ<lY" nr hchavlnrs rcl<1tcd to sig.n" nr deception, and tht: inllucncc of context un cultural 
di ITcn:necs. 

Task 1.3: Focus Groups and Interviews 

l'hc focu:-. groups \Vere condtK'tcd 10 gather infonnation l'ro111 Bl)()~ rcg:ird111g their perspective 
on thc hchuvi11r <k·ti:ction progr<llll, its applicotion \Vithin each l'C'>Pt'1,:tivc airport, and whc1ht•r or 
hO\V disp:.i.rily n1ay exist. Like\vise. inlerviev.:s v.·ere co1ulu\.'.led \Vith STSMs to t·ollei:t si1nilur 
1nl'nn11ation. 1\IR developed a li~t of 411estio11::. dc~igncd to clici1 i11fo1111atio11 fron1 BOC)~ und 
STSMs on the rolln\\'ini; 1opirs: 

• Pcrccptilin~ <ibllut 1;1,·hether L'l'rtJin indieatllrs incrcu~c the probability l)f selecting 
pa\sengcrs 

• Perceptions nf w·hcthcr pa1;scngcrs frorn particular dcn1ographi\.'. hackp:rounds arc hcing 
disprnportionatcly selected_ for 'il'cnndary referral screening_ :ind/or LE() rcfcrn1l 

• Pi..:rci.:ptions or whether dcviutio11\ an.: occurring in the Standard Opera!ing ProcL·durcs 
(SOPJ and \Vhether they irnpact the ..,election of passeng.e1s frn1n particular de111ographic 
backgnJunds for secondary n:fcrral "crccning and/or LE() referral 
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• Pcn;eptions that ccnain indicatnrs incn.'asc the prohability of selecting pa.,scngcrs front a 
partit:ular dcnH1graphic huckgroun<l l'or scc(lndary n:li:rral screening and/or LE() rel"crral 

• Perceptions of \vhether certain charactcristit:s nr passenger dress or appcarant:c incn.~asc 
the probability of selection by the hchavior detection proo;.\_'~s or "Cl'ondary rcfcrral 
M.Tccning an<l/(lr LE() n:fcrral 

Note lhat the fneu-; groups and intcrvic\vs were not designed lo conclude -whcthcr disparity exists 
in thi..: hL•havior <lL'tcc1io11 prograrn. lnslead, thcy \Ver\~ Clll1ductcd as an initial step toward 
understanding the potential for disparity to exist and the factors that n1ay contrihutc to such 
disparities. 'fhis under~ianding \Vas used to inforn1 the overall design nf the Bench111arking 
Study 

Task 1.4: Religious Appearance Factors Study 

Rccau-:e of methndological consideration~, AIR recnn1111cnded th:ir the presence of disparity 
h;v;cd on n:ligion he cvuluatcJ inderendtntly fron1 the hcnch111arking duta collection efforL~. As 
such <1nd in a .'icparatc task. AIR deVl'IOJll'd a ~tudy dl~~ign tu cx:an1inc th(; extent tu \\'btrli 
di:-;paril)· ill lhi: sclcctinu a11d n:fcrrul prncc~:-. 111ay Ol'.l'lll a'i ~1 fuut:linu nf rcligiou'i bal'k~ruund or 
religion appearunl'c f;ictl)r:-.. 

T1) <H.:hievc thi" ~iltd, AIR designed a data collel'tio111hat in..:nrporates \\VO different 1nethods~ 
(~heckpoi111 Ob:-.l'tvutio11'i and a T1uvelcr Expcricnci.: Survey with Pullo\~·-up lntl~rv1vw·..,, Tiil) 
Ji.;~1gn and intplClllCillation or the data C()[lt;(liol\ clTorts \Viii hi: Colltillgl'lll Oil Jl'\'C]oping lll'arly 
dcfinL·d ro;.•Jig,ion categories :111d religious appcar:1ncc factors that c~in he r1.:li;1hly dncun1cntt'd on 
rhe hnsis of ohservation_ As a first step, "\IR recon1n1ends reviewing l'SA' s passenger comp!;:iinr 
datahasc to identify. IP the extent specil'icd in the cnn1plaint, the dcn1ographies (race and 
Cthnk·ity, gl'ndcr, agc, and l'l'Ji~iOtl) <llld religiou ... a\tirc 01' pas.~Cll)_!Cl's \Vho ba\'C ..,Uhlllitlcd a 
cun1plaint of profiling \!.·ithin the [Xtst year. AIR also n.:col\1111enth cot1dt1(ting follo\v~up 
n1cctings -w·ith DHS CRCL, ll) diseu-;s the findings fro1n the database rcvicv.· und specify the 
t'i..:ligioL!~ Sl'C\s or types of 1\•lig10Us uppeafallcl' faL'lofs that arc of cu11L'Cfl1, cspl·cially if any exi.~t 
rh:it were nnt c-.iptured hy passenger co111plaints. Experts in the area of religion and (lllture as 
\.Vell as stakeholders concerned \Vilh ri:ligious di'iparity also will he valuable resources for 
iJ~ntifying (a1egories and reliably defining the111. 

In addition. it v.'ill he critical to huikl the confidence of stakeholders in the "tudy and g<.1rner their 
l'(•lllnlilnll'lll to pr(lvidl' lhl' 111.'l'l''i'i<ll'Y dula ~o s\1ppon thc data ,:nlk'l'lions. ·ro thl' l'Xl•'llt possihk'. 
it 111ay bc udvantage11u~ lo in vile rcprc~cnt~1\ivc~ rron1 tbc ..:t<1keholder groups In participate: in the 
observational data collection. For cxan1ple, rcpre.\cntativcs fron1 stakeholder groups rnay be 
a~kc<l to pruvidL• guidance t)n ..::alcgori1.ing religion tir rL•ligi~_)Uc. appearance factors during 
observer training lo ensure acl·uratc illld reliable codillg ,It thc (hL'CkpiiinL ln addition, giving 
them an opportunity to colle('t oh,erva1ion;1l data, or :;it least oh,erve the dat<l collection proces~. 
tnay be uscful 111 providing: thcn1 grcatl'r insight into the 80() role. Each of these oppor1unitics 
\\ i I l Ii k.:I y 1ni ni 1nizc staki.:bu Ider critil·is111 or th.: 1ni.:lhudo logy and cnL·ou ragc L·on t'ideni.:i.: in the 
ri..:sul\s or th.: study. 
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Progress to Date 

Task 1.1: Data Collection Feasibility Study 

AIK C\\lHpk·ted all suhtw.;ks <!1''\\lCiuted \Vitb the Fea-;ihility Study in '{i.::ar I 'l'hl' r('u1'ihility 
;1n;dysis idt:ntifit:d viable 1nethodologii:s ltl i:n~un~ 1hal sullil'ient dttlit ;in: i,;nllei.:lt:d lo i:v;i!uatt.' 

the n:scan:h goals for Study l (Deliverahlt: 1.1. t ). AIR proposi::J u suinpling pla11 and t:o11du1.:teJ 
a power analysh to i:nsun.: that thi.: study \:oncluslons are gi.:ni.:ruli1:ubh.: Ln all airports in \~·hk'.h 
this progran1 is in1plL'llll'lltl'd <ind th;1t sullicienl data ;u-e colk·ctl'd l\l 1.~valua\t' the n:"carch goal-: 
(Delivcrahle 1.1.2). Thi: results of tht' Feasibility Study and the Power Ana!ys1s inforn1ed the 
dc,ign of the BC'11ch1n:1rking Study, \Vhich consists of an airpnrt~ha..,cd fic!d study to cxan1inc the 
pr.,,..,cni...·c uf di..,parity-at thi...· progr;1n1 !t:vcl ;111d <.l\ thc individual 8J)() k·vi...·1-in thi...· -;ck·i:tion of 
pa\sengers rtir rererral 'icrcc11ing ;ind LEO rererral" (Dt'liverahle l. l .3 }.The prin1ary hehavi(ir 
J.ete1,:tion prutorul 1110Jlfi1,:ations necessary l'or the Bcnchtnarking Study includi.: cllllcctlng 
pa:-.scngcr <lc1nographir:-. {rat:i: and l.)thnii.:ity, age gr~lup, and gi:nder) and indicating \\'hi..:n.:: 
in(lic;ltors \Vl'rc fir:-.t a:-.'iL'S\l'd. ltnplctncntation of the protlll'(1[ niodification-; en:-.urc-; tluit thi.: 
required reft'rr;il da1a arc ('nllected for tbi: Hi:nch1narking: Sn1dy analyse~. 

Task 1.2: Literature Review 

AIR revicv.·cd and :-:u111111arizcJ relevant 111craturc on evaluating di~parity 'A'ithin the fil·lds of 1:1\V 
enl'orci::rnenL indu~trinl and nrgani1a1ional ( 1/0) psychology. het11lh, tlnd i::duc;niun, which was 
Jocun1ented in Deliverahle 1.2.1. 'Thi.~ literature revie\v inforrned the selection of external and 
11Hcrnal he11cl11narking as appliL'ahle 111ethndoln.~!ies fnr evaluating d1sparity a:-. thl'y have been 
111ron11ativi.: 111 the field ofla\\' Cnf1ircc1111.:nt. ·rhcsc 1ncthodologii:s usi.:d in Jaw cnfon:crncnl 
rcscarl.'h on Jisp;.nity arc t:xplure<l further in the Fcusibility Study {Task I. I l. Tht: pruui:\i\·c 
!llC\bods u[' J/0 psychology useJ Ill prc\·CJl!, identify. UJHJ lllitigutc bia:-. \V)tbin \.'.lllployec 
111;_1nugcrnent \Vill also infonn /\IR's n('\V hirl' training rl'co1n1ncndation.'-. 

AIR c'l~viev.-ctl l'l'sean.:h lill'raturc on cro ... s-culLural \'ana1ion" in t::lllotional cxprc ... sion, nonVl'!'hal 
o;,·on1111unicution, di.,pluys of heha\ ion. related to sign-. of deceplinn. and the 1nlluenL'C' nf l'onk'Xl 
on cultural differences. AIR .;;uhn1itted a draft of f)eliverahle [ .2.2. 1'he intent \.\'as to link the 
literature findings tu the indicator'i: ho\.\·l'ver. priorities ~hifted and !he final stage in this n:,·ic\v 
\.\'~ts postponed. 
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Task 1.3: Focus Groups and Interviews 

AIR cnnducted focus groups \.Vith 70 8J)()'i recruited using :-.tra1ified randon1 ~umpling \Vith 
replace1nents to represent the six Federal Airport Reginns, ,tirpnrt category (X. I, llL and HI)() 
i.:.xpi:rii:nci.:. AIR also i.:onducti:d inti.:rvic\.\'S \.\'ith 8 STSl\1s ;lLTO:-.'i l'ivi: nf thi.: six <lirport ri.:ginns. 
These interviews and focus g1'oup'> covered l'our core topics: pi.:n.:eplions of sy.'iletnatic disparity. 
pcro.:cplions of pcrron11a11<.:1.: pressures, pcri:cptions of indicator r.:ont:crns. t1nd pcrr.:cplions of th:\V 
BJ)() rcadinc..;s. 

Dwlivi.:rabl..: [ .J. I sunHnariLcs the nH.:thodology, f1 ndings, and rcco1111nendation:-. ri::\ulti ng front 
the roL'llS group-; ;uul inti::rvic\\'S, Gi:nL'r<.dly spi:>lking. the fOL'LIS grnup .ind inh.·rvii.:\.\· pur1ii:ip;.u1ls 
did nnt heliev0 thnt the prest~nce nt nny of the c-01\~ topics ahn\'l~ had :-in in1pncr on the 
disproportionate sclci:tion of passengers as a functi1111 of race and ethnicity, gender. age, or 
religion. The n1ajority of the- participants slated that they had not personally \Vllrkcd \Vilh a Bl)() 
\Vhn \.\·as profilinj.! un the ha~is of these !'actors; hov,icver, they u1Hk.•rstood thaL the potential dl1es 
i.:xist for it to occur if a B[)Q is not follo\.\'in,g SOP. Pcn.:cption" of pcrforrnancc pn:'>surcs exist, 
but <I consisti:nt 1ness1.-1gc hc;.u·d during the focus groups '.!.'a'i that BDOs ;ire con11nitti.:d to ;i high 
level of integrity and \\'nuld not 111akc a referral 1,vithoutjustifil::ation. 'fhc BD()s also indicated 
th:1t thi:y can still conduct heha,·ior detect inn anaJy1,is for passengers dressed in rel1ginu" clothing: 
that eith~r is lonse or bulky or L'o\·ers the 1najority of the b<1dy (e.g .. burqas. n.~liginus robes). ·rhe 
SC)P states that BD()s are ltl assess on Lhc basis of the indii:ators the 'i:an ohser\T. (bJ(3l 49 

) ) ' s 1 r) 

(b)(3)49USC §114(r) 

Task 1.4: Religion Study 

AIR ..;ub111iUed a research design for evaluating dispdri!y based nn rc!igi11us appearani:c fai:tors 
(Dclivcrablc t .4. l ). Thi.! 111.!Xl :-.tcps arc to i.:oll<iboratc with TSA to finalize the -~Ludy dc~ign and 
idi.~ntify religious sc<.:ts of 111osl inti:res1. Then. it \A--· ill b,; (;fitiL"al to itk:nl ify cxpcrts ;ind ~1 i:.:on1pk·ti.: 
l isl or st:lkl'holdcrs to ini:.:orpora\e i 11 thi.: final sc[ei:.:tion ;u1d dcfi nition or L'Jll.'.gt1rics. 

10 ii AIR 
:·ca.ii':· ·1 If ti111fi'l1 

0(1\)(IHll~l'll~\\IS~lli\l-~l('l i<ll\ l'>H!ll~~l-\llllS 111\l l'i<'IO[\ll!!ill lll\'\lllR '"'ill l'\lj 

I' \ll I Ill· 1'111\ RI t <l~l ll Ju 1'11'~" Ji'>\ \ITl'llnl "I ./\ -·\'l-T·ll TO !\~'()\\ IS /\I< 1 ~ I< /\ 'Jfl I <Cri 

I·\( I l'I 1'11111 1111 \\Jll 1'11 'I l'Lll\llS~l<lr-- I> \I 1.~l l' Ii'> 'ii I I 'I;! I\ \Jl\11:<.l~IJl.\ 1·11,r-, 111\ 1111 
~U i<I I -IP.Y UC I R-'.i'>'il'\)~ I 1'1 l<l'I l'~ \ I·\ -'.I. I ILS ()).t () l'Hl:k A(· 1'101'> HJR I --~ 

1;n\I 



TSA 15-00014 - 009321

.Jc11.dti:c ,itca:it; l11fo11L:nhio: 1t'!'l1 

STUDY 2: REFINEMENT OF SUSPICIOUS INDICATORS 

Background 

Study 2 focused nn refining the Referral Report indicators through the expertise nf AIR staff 
\Vitb re[e\ <Ull lechnic<il kno'N·l0dge and w0ll-es(ahlisbed and respected SM Es. Rerin1ng tbe\e 
in(lic<1!1ir\ also involvi:d di:si~ning 1andi:111 stud it:\ to t:xan1ini: BJ)() pi:rrnr111ani:i: allt:i:tcd hy 
current Referral Report indicatnrs .and the SOP. 

Goals 

·rhe Refine1nent of Suspit:ious Indicator., Study 1,va, designed to focus on four research goals, a\ 
outlined he[o\\'. 

• (Joa//: ()ptin1izc Referral Rcpo11 indicator-; and the hchavior detection proccs .... 
• (;oal 2: L)c:-.ign studit•:-. that cx:an1i11c 81)() pl'rl'orn1ancc a.s <tffl'c!ed hy hu1nan factors 

sl11.:h as coguitivc 1,.vnrkloud and !~ttigUL'. 
• Goal 3: Develop training roadn1ap/dcsign rceo1111ncndations in preparation for updalin,µ. 

BO() tniining to relle.;1 the opti111i/.Cd heha\'ior <leteclion pro.;c.,~ anJ incurporute hu111;.111 

fai:tors issue:-.. 

Approach 

·rh1..• \\111rk conductt•d in this study wa:-. it1..•ruti\'t.' and dr1..'I,),' upon the l.'Xpcni"e of SME1, \Vho 
provided the necessary guidance 11..lr the \\·urk. !Vlen1bers of the Sl\1E Panel inr.:luded :\IR stall 
v.·ith rcJt:\'U\l\ \t:chuil_:aJ and r..'.IJfl\t:lll k11vwJeJg<: :.lS v.·clJ :.lS fautiJiarily V.'i\h the beb<.!\'[\l[' Jctcction 
progra1n: 1,1;ell-l''it<.thli1,hcd und n:spcctcd SM Es in hchavinr dctcctiun 11\l'lhuJs. threat as ... cs~incnt. 
research n1cthodolngy. interviewing. and forensics: and TS1\ staff \Vith deep kno\vlcdgc of 
hehavior detection, the S<>P, and daily progran1 in1ple1nentation. 'l'he SMic: Panel 1nen1hers 
prnvidcd suppDrl and guidance through1Htl the lifr 1ifthr study. (A 1nort' dL'La1led tk~si.:ripllon of 
the SME Pant.:1 roh: and runi:ti()n is disi.:usst.:d under Task 2.2.J 

·ro :tl'(,:onipl1~h the study goals, AIR conducted four t:1:-.ks. For ·rask 2. I. AIR ..;[aff n.·v1i.:wcd and 
syntht:si1:ed all previous \vork n:l:iled lo St.:ctiou 2 (Qb-;,.;rvation and Bt:bavior :\naly~is) J{t:fcrra[ 
Report indicators, conducted aJJilional analyses to incorporate thl' latest avuilable data. anJ 
Jcvel\lp1..•d a ~un1n1ary dl1cun1c11t frir p1\~s1..•ntutio11 to the larger i.::xpl'rl ri.:\·ic\v panel. Ta.sh. 2.2 
i.:nnsistcd of a SME rcviL"N of this s11n11nary dncu1ncnt to elicit input on lndicati)!' v•nrding and to 
finali/.e the operational definition J'or each indicator. 'l'hi., ta"ok \\;.ls expanded later in the )ear 
fron1 the onginal focus on Scctinn 2 indicators only to include Scct1011 4 {Signs t)f Dci.:cpllonJ 
<tnd Sci.:iion S (Pos~ihh: Suicide Bo1nhcr lndic;Horsl indicators us ~'Cll as process Ppli1ni1,ath111 of 
all othL·r s..:cli11ns of the Referral Rcporl. Task 2.J in\·ol\·cd studies that i:xan1incd BOO 
pi..:rfunnancl' as iL relah.:s lo hurnan faclorl> ~ui:h a~ <.:ugniLivi.: wurkloaJ and fatiguc. Task 2.4 
l'lilailcd creating ,1 training dl'\'l'lop1nent niad1nap. Eai.:h ldsk is di:si.:rib1.:J in gn.:ati:r dctall hclo\v. 
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Progress to Date 

Task 2.1: Review Existing Materials and Update Analyses 

l>oct1'1lCt1I Review 

As a first step. the project ti.:an1 rcvic\·Vi.:d all Jocu1111..:11ts and n.:port:- ri:lati.:d tP thi.: bchavior 
detection progn1n1. su.,picious indica\oL~. and o1her i11dicators or deception and .~uicidc a11acl-.. 
l'hc study tca111 also fL'ViCWL'd Jnd incorporated infonnation fro1n various sources pro\'ided by 
·rS/\, including the current SOP, otbi:r prngran1 dncu1nents. and a r\:[a\cd study co1nplctcJ hy the 
[)cp:1111ncnt of Ho1ncland Security's Science and ·rcchnology IJircctoratc (IJHS S&'I'). Exhihit -~ 

on11ines the type nf docun1e11Ls rev[e\ved during this task. 

Exhibit J. l~thavior Jlctl·ttion llocun11 .. •111s l{l'\'il'\Vl'd to ldt·ntify Suspil'ious lndh:'.ators 

Category Reviewed Documents 

Behavior detection program documents . Current Referral Report 

• Current SOP 

• Training materials 

SPOT Validation Study results . Descriptive analyses 

• ltem"level analyses 

• Factor analyses 

• Consistency analyses 

Susp1i::ious Indicators work • Literature review (AIR) 

• Suspicious indicators report (DHS S&T) 

• Addit1on<.Jl 1nterview d<.lt<.J (AIR) 

Operational Coding . Current Behavior Reference Guide 

lJpdating :1nfllyse.'ii 

GiYt..'11 lhul the pn:viou-; oper.ational ana]y\eS und the pre-ini.:idt'rH i11dlcator~ lilcnnurt' ri:vit:\V \.VU~ 
con1plctcJ in 2011 a11<l carbcr. it \vas 11Cl'Cssary to L1pdatc lhi~ \\-·oJ'k. Fii·~t. thc pru_icct h.:a111 
updated lhc analy~c.~ r.:onducti.:J for the SP()T Validatiun Study. U.-:ing (lpL'rationa[ data that 
i1u .. 'luded progra111 n:feiTal" through !he end or 2012. the project 1ean1 updated the descriptive 
analyse~ In e.xan1ine frequency of indicator use hy ti1ne, location. and other ::ittrihutes and 
updated Jtr1n-li.:vi:I prcdil:tivl! validity analy~c~ hl i::xa1nin~ thi: i:x1i::n1 til \\'hll'h individual 
11Hlica!or~ an: n:lutl'd to itk:ntificution nf high-risk travi:lt:r~. u~i11g lht: san11.' outco1nl' Jlll'a~un:~ u~ 
in thr SPOT V;J!idation S1u<ly. In addi1ion, th1.: pro.ii.:ct lcan1 condLH.:ll:d thi.: sallll: analys~s for 
Sl'i.:tio11 4 in<lii.:alor~, v.·hi('h v,:1.:n: not part of the original SPOT Validation Stu<l)" an<l con<lul'tc<l 
a factor analy~i' f1)r Section.+ indi1..·ator~. which had nnt been done prcviou~ly {Dclivcr:iblc 
213) 

St!cond. i\.IR ('Ornplctcd it~ 111os1 recent literature revic\.\· 11n indicators nf '-llicidc attack in 2010. 
This rcvie\v cxo:uninccl the current acadcn1ic and applied literature 011 specific prcrincidcnt 
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i11d1L·ators of suicide attack. 'J"hc goals of the literature rcvic\\< \Ven.: to detcnnine the current state 
or kno\.V h:dg..: about ob~crvabk: i ruJi •• :ators of "lllicidc allac k just pri(ir lll d..:to11at i1111 (pre· i n~:id..:nt 
in(licatPrs): lo explore the extent to \vhich indicators contained in 1J1e Referral Rcpnrt arc 
exhibited hy suic1d..:: attackers a~ reported in the existing literature; and to gather inforn1ation tu 
support concrete, operational dcfinllions of idcntifhxl prc~ineidcnt indk:;itors For lhe current 
1,.vnrk. thi: revit.:\V V.'<l' updati:d tn ini.·hide n1on: ri:i.·erlt liti:ratun.·. <111d "' \\'ith the pri:viou' 
literature rcvie\\', result-. \Vere n1apped to the Referral Report indicators to identify the degree of 
ovi.:rlap bctwc..:n bcha\·iors and appearuni.:c fa..:tors iJcntifii:rJ in the literature rc\il'\\' and the 
i..:urn.'nt lli..:l'erral Repnrt ind1i..:ator ... {l)l'liverahlc 2.1 l ). 

Su u1111arizatiou 

1\:-> 1n..:nlioncd, /\IR. syuthl.''>iLcd and ~ununariz..:d inforn1ation froni all Uocunicnt:-.. r..:purt~, and 
ttrdatl'd analyses th<11 arc rl'l('\'a1H to thi~ l'ITon. 1\IR dl'\'Clopl'd a ci1ntprl'be11siVl' and casy"IO· 
naYigatc volun1c that allows .A.JR staff and tne1nhers of thr S:vtE Panel to cxan1inc all aYailahlc 
data and pro\'idc reco1nrnendatinns for pos~iblc rcv1sions to the indicator lisL AIR '>l'lll the final 
sunnna1y docu111cnt !n lhc SME P<1111..·l 111l.'IHhi .. 'I"" priur !n lhc fir.;\ 111ccling (l)c[ivcrahh: 2.1.2). 

l"hc sun1111ary docun1cnt consi~tcd of n1ultiple set.:tions that present related inforn1ation and 
finding:-. fro1n pn:viou:-. \Vlnk. For cxa11tple, one '>cctio11 included upd:l!cd tuhlc" l'ru111 the SP<rr 
\/odidathlll Study lh<it prr.:st'll! opl'ratiuna[ data 011 lht'. rreqUl'llCY and 1.·o~oClU!Tt'.'lli..:C (lf indicah1rs 
rei.:ordc<l by BDC)s tl!l the Referral Rc~1ort. ,.\dJiLinnal analysl.'.s allD\\:cJ t\IR to include 
inf11nn~1tion on indicator us~1gc s1x1nning fron1 the :-.tan of progn.1111 i1nplc111cntation in ~007 to the 
pr{'~cnt. 

Task 2.2: Expert Review 

The su1nn1<1ry Joi.:uuii:nt i.:01npili:J l11 Tash. 2. [ v.·a~ prcscutc<l tu the SJ\tlE P;u1i:l f1Jr i.:un~i<li:rati~,n 
a~ part of th..: indicatnr n:finl.'.111e111 pruccs~. Tbc panel tlll'l l\ViLl'. once nn ~ovcntbcr l+ and 15, 
2013. and once on Fchru;iry l I and 11. 2014. FnJloµ·ing each SME Pnncl n1ccting, 1\IR 
Jll('orpnnt1ed all inp11t 10 develop a proposed refined indicator list. A dral"t li:-.1 of refined indicat11r 
lahcl'> rcvicv.cd 111 thc first SME PHncl \Vas suhn1illcd tn TSA in DL•livcrahlc 1.2.1. A draft !i~L nl 
rcrin1.,•d indicator lahcl~ rcvic\~.:ed durin!J the second SME Panel n1eclin,µ \Vas suhn1illed to TSA in 
Di.::ll\'crublc 2.2.+. SME Pancl 1nc1nbt.:rs arc listed in Exhibit 4. 
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Exhibit 4. Si'\'IJ<: P;u1el 1V1t>mhers 

51.Jsan Brandon, Ph.D Chief of Research, High Value Detainee x 
Interrogation Gr·oup 

Paul Ekman, Ph.D. Professor Emeritus in Psychology at x x 
University of C;;iliforni;;i, San Francisco 

Christian Meissner, PhD Professor of Psychology at Iowa State x x 
Un.iversity 

Helene Mullaney, M.A Deloitte Consulting x x 
Annalioe Whittaker·, M.Phil Defense Science ~nd Technology x 

Laboratory, United Kingdom 
John Monahan. Ph.D Professor of Law, Psychology, and x 

Psychiatric Medicine at University of 
Virginia 

I '°''' D'odo, Ph.D. Consultant Foren>it Psychologist and x 
Reader in Applied Cognition at University 
of Wolverhampton, United Kingdom 

... !.~.~~P..~~~!!~.~.~~~!!.t:!.~.~.~~!!!.~!~~'5.~~.~ .. 
Jennifer King Blanchard TSA, Offite of Security Capabilities, x x 

Threat Assessment Ca pa bi I ities Branch 

Donnie Mancusso TSA1 Office of Security Capabilities, x 
Threat Assessment Capabilities BrJnch 

Sarah Moeller TSA, Office of Security Capabilities, x 
Thre.;it Assessment C;;ipabilities Branch 

Patrick Burns TSA. National Instructor, SPOT Program x 
Ion Carter TSA, Expert Behavior Detection Officer, x x 

SPOT Progr<'lm 

Lori McCullough TSA, Transportation Security Manager, x x 
SPOT Progr.;irn 

Alvin Brooks TSA, Expert Behavior Detection Officer, x 
SPOT Program 

Amerltan ln~E!!e! /Dr Reiearth 
Tracy Cost1gan 1 Ph.D. AIR, Principal Research Sc1ent1st, BDA x x 

Program Research Principal lnvest1g(ltor 

zodie Makonnen, M.E:d. AIR, senior Research Sc1ent1st, Indicator x x 

Ph.D .. ~~~·'·~.€~~.~E~.~.~0.~.~Y.~! ... x x 
Emil't_ Baumann, M.A. AIR, Research Associate x x 
Michele Toplitz, B.A. AIR, Research Associate x x 
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Panel discussions focused ()11 the h1lln1,vi11g topics: 

• C'onsidering: comhining: cun·ent indicator:.. that represent the san1e construct 
• Kc1nnvi11g u1d1cJlors not linked to i1nportarH nulcotncs in the literatun: or in relevant 

sludit..:s 
• Rr:vi~ing indicator litles/hcadings lo clafif_y the collslruct(s) they fCJ)fCsc1ll 
• Adding in<lh:ator~ !inked to itnportunt outi.:on1c~ that arc nllt tHl the current list 
• Exan1ining indiratPr gr(iuping:-. (i.i..:., factors) per the SJ>{)T Validation Study 
• Ocvc[oping specifications for docun1cntation and stand:irdization nf each indicator 

(i.e., operational defini1ion:-.J 
• (~on:-.idering. npproaclH~s to n:\'ise curn.::1H i11d1cator v.·eights 
• Considering. uthi.:r hcha\'iPr dctei.:tion proi.·cdural chang.cs tn ri.:fine the proci..:ss 

Fullo1A'ing all SME Panel ntcc1ings. AIR incorpvratcd all input to develop a n:viscJ indicator li!-.t 
1A'ith npl'rational definition~ for caL"h indic~1tor. 'J'hesc dcrini!ions inclulk·d l'XL'nlplar;., and 
dcci~1on rule:-> to dctenninc the presence or ~ihsrnrc of each indicator. Thi:-> infonnation \\'a~ 

dncun1ented in a L'on1prehens1ve tuanual rnr reference and training use in Deliverable 2.2.4.1 
along v.·ith refinl.'d behavior Uete..:tion pnii.:..:ss re1.:un11ni:ruJati\111~. 

Task 2.3: Human Factors Studies 

During Year 1, AIR designed and executed a study tn exanlinc the operational contexts in which 
IJIJ()s experience fluctuations in their cogniti\'l' 1,vorkload 1u;d fatigue and to 1.:xan1ine the 
'pccil"ic f;1clofs that affL'C! lhl' dt:111and l"or nh:ntal l't:sourl'!..''-.- 1\IR solLghl inpu1 l"ron1 vanou.' 
stdkchnkl..:rs throuf'hlllll this p!"i.li.'l..~:-.s, including SMEs. TSA stall, and TAC 111c111bcrs. This study 
involved conducting. focus groups \vith tnorc than 70 BDOs ti) gather infonnation on the nature 
or their tasks and ho\v it afftcts cognitive v.·orkload and l'ati1;uc ( Dcllverahlc 1..J. l ). 'fhc result;. 
in<lic:Hed that 8[)()\ helieve that the jClh den1ands a high ll:'vel of mental effort and result-; in a 
high level of rnenud and physicnl fatigue. P;!l'ticul;:!l'ly during h\1-;y period'>, Hl1<)s find it difficult 
to inanagc si.:vcral coucurri.:ut 1nc11tal ta:-.ks. BOC)s also bclii.:vc that the high cognitive \Vorkluad 
is 1.'.0l!lpoundcd by low staffing: levels and diff'il·uhic~ intcractillg: \vllh TSA airport personnel V.'ho 
do not have a solid understanding uf the job and its deinands. The nu111bcr of indicutors on the 
Referral Report is al'>o bclie\"cd to be a contributory factor to cognitive \Vorkload. RD()" al'>o 
rcportc<l a h1.~h risk of physil·<d injury rrsult1ng frnn1 the prolonged sta11d1n.~ and \Valking 
n:qui red. The n:cenl i ntn idUi."I i1 Hl or tv1;1naged In.:! us ion ( 1\11 J ha-: reported I y ;u.:celer<lled the nnset 
of n1ent<d fatigue. A JeutileJ report on the Hutn;.111 Fuctor." Study was subn1it1ed in Deli \'erable 
2.J.~. This study \V<b Lhl' first ~tcp in Lhl' rcscarl'h an<l ... ought Lll gain a high-level perspective of 
thl.' range and poti.:nllul n1agnin1di..: of the hu11Htn f:1i.:1ors risks. 1\IR :1nti1.:ipate" that lhi.: result~ or 
the ::-.1udy \Vil! provide TSA \.vith infonnation that v.·itl enable hu1nan factor." risks \l) be 
prioritized for further research. 

1\llhuu11h ,.\JI{ (1ril,'.inally prupll'-l'd 1P l'011duvl \v.o ~q1ar,\l(.' '111d1.:,, ·1 SA and ,\IK agr.:o:d to rvn,olid<tll' tlw 
rl'~t:in:h to ;1 'ingk initi:il >1udy )!i\'l'll th;n \'c'ry littk 1\'~0:;1r.:h h'1" ho:L'll (.'nndn•·1cd tu d;itc rc·gnrding .:n~1 nitil'l' 
wu1kload or la1iguo: 111 thc [i[)() ,·nntcxt. 

15 ii AIR 
:·ca.iii c.·cc:ni11 l::fo:L1111ti LLl.','I: 

i lll\IH 111\l"llf\\\I f\~111\1-~l('l l<ll'\ l'il!ll~~T-\ll'lf\ 111\1 l'i<'llf\ll!!ill I l>\'\1111! I''.' I 11 l'\ln 
I' \ll I 01· 1111\ RI ' (0 \I ll I• J 1'11'~-· Jf\~ \\Tfll(ll "'I ./\"'\'I l·ll rn f;f\()\\ \\- ll /\I< 1 ~ I< /\'if) , ,,,, 

I·\( 1.1'1 1'11111 1111 \\Jll 1'11 'I l'Lll\llS'illlf\ Ill I~ 11 ,\I ~11r-, 'iii I I(! I\ \Jl.lllSl~l'H I l'li>f\ 111\ 1111 
I,\.>,[, I ILS l)J.t () l'Hl:U A( l'l()i"- HJR I .. ~ 

< ,n\ l·~i"o. 



TSA 15-00014 - 009326

!'tit.dti cf cca:it; l1Lft1LiLLtthioli 1t_'/il1 

Task 2.4: Training Development for Revised Indicator List 

(liven that the opti111i/ation proce<,s prnduced a con1plt>ted refined Jndicator <,el and behavior 
detection pr11ces.-., updated training: is nov.· needed. ·ro this end. Alk developed a training 
d1,,.·\·elopn1e111 ruadn1ap to cnsun: appropriate i111ph:rncnlalio11 of th!.' refined i11di1..·•nor.~ in th1..· 
operational cnvinu11ncnt fDl'.'livcrahlc 2 . .+. l ). This n:pur! Sl'!S out n;con1111cndations for cffcctiYl' 
[~[)()training for 111..:\V hire;-. and al~o provide!'> infonnation to guide stak..:holders in rnaking 
tci..:hnil..'al dcl..'ision:-. that inl\Xll..'\ training r1.1'tt:-. and quality. l'hi:-. report pruvided a ri.:vit:\V nf 
cvidencc-hased he:-.t practices and other releYant research for the cnnceptual fn1111e\vork for a 
training approach designed to addres<, the specific challenges as~ociated \Vith the expert 
a11plirations of beha' ior indicators. 1·11..: report 111adc the follo\ving ri:ro111111endations: 

• Training rcquiren1cnt:-: archest expressed as training objectives that can he ohjcctivcly 
1ncasunxl. 

• "!'he !->pir;1l l.'.urriculun1 1nud1.•l 1 l..'an he us1.•d as the hasis for organi1ing the SL'qucncc or 
training content anJ uctivitie~. 

• Sclcl'tion pn11:cdures ran he n:viscd to better n1uti:h truinccs t~i ln.tining rcquin:111cnts. 
• Training is often hest achicvcd hy in.:orp(1rnting cvidcncc-hascd training n1cthods into the 

process. 
• E~learning te...:hnolngy i:-. reco1ntnended for n1e1nori1ation of su:-.piciou:-. indicators and 

vocabulary as a pre-training activity. 
• Training should include n1ccha11is111:-. to ensure that trainlnf! i~ transrcrrcd to the 

workplace. 
• Tr.iinc-rs 11u1st h:.ive e'-11n1nand of the L.11:ili!<.1ti0n skills requi r1..·d for trainee-centered 

i111cructivc learning. 

'rhc resulting training dc:-.ign reco1111nendatio11s allov.· continuous evaluation and in1pr0Yc1ncnt 
bccau:-.c the train in~ objective\ arc a~sociatcd \Vlth specific. \Veil-defined n1c<1surc111cnts. Thus. 
Ln1incl':-.' k1u1v.·ll·<lgc and pcrforn1a11ee l'Ull he evaluated pre- and post-training. An cxan1i1u1tion of 
these d::itu cun be the b;:isis for the cvaluution of the strengths :u1d \\.:cukncssc~ of the truining 
prngran1 and the individual lrainl'cs. ·rhis l'Valua!ion can also extend lo assess the pcrfor111ancc o! 
Hl)()s throughout thL•ir ca1'l:cr to assi:s~ thL' effects ol' practice (11' experil•ncL' on e:1ch lc1lrni11g 
ohjcrtive. 
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STUDY 3: PERFORMANCE METRICS 

Background 

The unique ohjective of the hefi<tYior detrction rrogran1 pre..;ent~ challenges to those atten1pting 
to n1easure the effecti \'en es;. of the progrun1. In 20 l 0, the. lJS (Jp\·ern111e111 r\CL'ountuhi 1 i I y ()lfice 
!Gi\()J rcp11ncd 1111 its n.:vicw (If the hchavi1ir drti.:l'li1in pn\~tran1 and l\~l·11n1111C'1ldC'd thal TS.A 
rnntract with an indL·pendL·nt panel of e\pl~rt~ to \-~1Hdull' the prngru111, to provide si:il"ntiric 
evidence 1hat the prog1a1n is indcc(l ~Ln:ngthl"ning uvialion sc1.:uri1y, and to <l:Yi.:lop 1norc 
outcoine-orientL'd n1casurc~ to gauge prugra111 cffcclivcncs~ . .J 

In 20 I l. AIR conducted the SPC>T Valiclaunn Study, \vhich exatnincd the extent to which the use 
of ihc SP<rr Referral Report lc<1d-.: to ;;01TC't.:l scn;i.:ning dL·..:isions. Although the rc..;ults of this 
:-.!Udy found that SpQ·J' ill OJ)Cfatioll \A:as .significantly llillfl' l'ill'cliVl' thall !'alldot\l pas\l..'llgl't' 
si.:reening (i.e .. the allernativc if SPC)'T were not in effect). '!'SA recognill'd the need to condut.:! a 

n1on: coniprehcnsi,·c prograin cvaluati\\11 an<l lo pcrfonn other activities tn nica\urc prngra111 
l'ffc..:tiven.::ss. 

Goals 

The gnu! of the Perforr11a11ce !\-1etrie' t,l\k ha\ been tu \Upport BDA in dcvelnping a perfonnancc 
n1casuren1ent syste1n that extunines progrun1 effectiveness. This task included dctcnnlning the 
a1)prop1·ia1cnc.\s (lf various li1l'tfi..:s, prioriti1..ing 1nctrics, and identifying data availahility and 
requirr111cnts to dL'\'elop l'"llin1ates for 111etric...;. 

Approach 

·ro develop a \Ct of pcrronnanec 1netril:' and cxaniinc pn1g:ra1n elTci.:tivcne~"· AIR ;1dnpted a 
stepped 11ppro<1ch. us hrictly dcscrlhcd helov.·. 

Develop Conceptual Framework 
• /)evelop a data collection p/011: \Vork1ng closely \Vi ch OSC, identified potential \ources 

of infonn<11io11 (TSA personnel and contractors. data souri.:cs. etc.) fnr n1c<1~unng the 
pl·rfiinnani.'l' of till' h1.•ha\'i~1r <ll'li.'rtion progran1. 

• Col/e(·f i11for111atio11 ab""' Ille pra;:rau1: lnll'rVil'wt:d 'fSt\ pcrsunncl ;ind cuntracllll\ an<l 
1-evic\.\-'cd reports, planning docun1cnts, and related 111<.ltcrials. 

• /Jcvelop a co11ccptua/ft·a111ework: Llsc<l results of data col!cctiun to develop a Ltigit: 
l\-11Kk•I, 111c!uding a 'f'llc11ry of ('hangc and ( \in1poncnt M(idcl, through an iterative 
process \.\-'ith input frnn1 ()~(' ;ind other "takeholders. 

1 (iov.:11111wul Alr11u11l,1hilil) (JI'! i~·..:. 1.21! I() J. l;//orr 1 10 1•11/1d,11r TS.-\ · 1 1111,,'\<'ll.lf<' 1 .1crct'11111i; /!t'/1111 ior dclt'! 1io11 
11ro.~ra111 u11rl1•tu·oy, h111op1u)rtl/Hilif1'1•1h·1 Ill 1·/!'l'll.~f/l('il \'Olidoti1111 dlld addr1·1·1· 01w1·11tionol l'l1all1'/lg(',1 

( (i A() .. 1(k76J ). \.\' asl1111g1n11. DC: thi\ ~rnnwnl Pn111ing Off1rc 
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• (iather j'eedhackjffJJ11 the J'Al': Share Logic Mode! Vvith the 'l".t\(' to gather feedback 
and l'i1111111cnt' 

Develop and Prioritize Metrics 

• JJrioritize pe1:for111ance 111etric.-.; by do111ai11: Developed a "et of criteria to prioritized 
prngr;,un 111Cll'iC\ (O l.'.'11'\lln: th<ll the fin;1] 1nelrll''i ror each do1nain have 01 l'!lllllll~lll 

purpt1sc. en1phasi1.ing outco1nc~haM.:d 111easun.:n1cnts directly aligned \Vith don1ain 
objectives, 

• Develop reco11une11datio11sfor i11tprol·i11g perj(1r111a11ce 111etrics: Further develop 
c!l\.'CtivcnL'Ss n1ctrics. in<.:llKling d<.:fining data rL·quircn1cnts and ;.1ssu1nptions 

• /)eVt'lop reco1n1ne11datio11s for data collectit1n.o:: Identify data sources. data cnl lection 
n..::..xls. and related analysis considerations for effectiveness 1nctries. 

RcsLilts of !his \\'ork arc su1n1nari1.l'd in DcliYcrablc ~.I .J. the Pcrforrnancc Mctrii;:s 'r\:1.1r 
Report. 

Progress to Date 

In May 20 I J, 1\lR ~ubn1ltto..·J to TS.I\ u Druft Pt·rfonnunet'. Mctrii.: Rcpurl that Jis1:us~cd tltt~ 

<ll'IJVilil.'.'.s and pnlgrc~s n1adt:: in di.:vi.::lnping pl'rfonnanci.:: nit•trii:s of thl' hl'haviur dl'tl.'.'.L'tion 
approach (l)cJ1Ycrahlc ;I, l, I), In May. AIR developed and priontizcd progran1 n1ctrics in the 
Draft Perforn1ance Metrics Revievv and Re~'on1n1endations Report (Deliverable J, 1.2). These 
report" pn.:sented the fra111ev.:nrk l(1r calegori1.ing !he prioriti1atinn criteria anti identifying 
perfonnancl' nK'I ric"' for n1ca ... uri ng the effo..·cti veno..'s"' 1 lf thL' be ha\ i( lf dctcL'\i(ln approach. 
'rhrough ongoing i.:onsu!tatinn \!.-'ith 'fSA .. AIR furtbi.:r n::fined the logic n1odel and propo..,cd 
pcrfonuancL~ n1ctnL·s. Tiu: final fn.unC\V!>rk and rcc~11tu11cndatiuns rclali:d lo pcrfonnan1.:c 1nctri1:s 
and n1casu1t:1nc1ll \lil'l'i: sub1ni1ti:d in the Pi.:rf(_irn1nnt.:c J\1t:trk:,~ Year I Rt:purL 

Develop Conceptual Framework 

Tht: nnulizt:d Vt:r~ion or th~ Logic Modi: I itH . .']Ud~s four crilii:al don1:.1ins: ~~Jt:t.:tion. training. BI)O 
111di\ i<lual an<l lt:Ulli pcrforn1<UlL·c. ~u1<l i111plc111i.:11tatiutl. Exhibit 5 pn;\clll\ the l'il\<1111.e<l Theory of 
('hangc flnw chart th<ll includes the opcratlPtHtl Jn1nain~ ;1nd their objective:-. (in hluc hoxc~) and 
assu1nption<; ahnut the behavior dctcctii)n approach (in green h(lXC'i). Pnlgran1 metric<; (outputs 
and outcon1es) ror each of the~t' donut in" and their objeeti ve~ are found in the finalL·ed 
('onip1i1JL'llt Model. A'i dc-.:cribcd in the "L'Ctinn hL•ln\V. in it-; n:vil·~- of the approaeti to 
developin~ the perfonn<.tn<.:-c n1casi1rc1ni.;-n1 fnune\vork and nic1rics, the TA(' cn1ph<.1si1cd the 
11nponc11\i.;l.' of distinguishing_ BOO pcrfurinu1lcc fro111 1no!'l.' gl.'llcfal prograttl t.:fftecliVt:1lcss. 
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1<:xhihit 5. ·r11e SP<rr ·rheory of (:ltange \lodel 

BEHAVIOR DETECTION OPERATIONAL PERFORMANCE 

Program Out<:ome: The behavior detection technique reliably, efficiently, and effectively routes 
passengers who exhibit suspicious indicators to a higher level of screening. 

ASSUIVlf'flCNS 

' 
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Develop and Prioritize Metrics 

\,\forking frn1n the conct'ptual fra1nework, Alk devt;>loped itnd prioriti1_ed performance 1ne1ric:... 
\.\'ith an cn1phas1s nn exanlining pr(Jgn1n1 etlectJvencss. AIR hegan hy developing priorilitatinn 
i:ritcri:1 for ....-ai:h do111ain of the Lotti\: l\1ndcl. \1:ith !he purpose of i:11suri11g that thi.: M:\ of final 
1nc1ric"> for each Joil1ain \vould have a con11l1on purpose. In ac.kliLion. the LTitcria help ensure Lhut 
the ou1<:01nc~bas..:d 111t'lrics arc d1rcr.:tly alig:n..:d lo the do1nain obj..:r.:tivc and thal Lhc inh.::nt of Lhc 
rn..:tri.:' \V,1s con:-.istcn!ly und....-rstond by i\IR and the Bl)/\ Prngra1n. J\nadditinnal aJv;,,111\ag<.' or 
first having a set of prioriti7.ation criteria is that it kcrps the n1ctric.-. grounded and aligned to the 
domain objective. The prioritization criteria \Vere included 1n Dellvcrah!c ~ 1.2. 

()nee tht• rnetrics \\·ere prioriti1cd .. .'\JR rt•vie\\'t'd avnil:ible inforrn;uion conraincd inn range of 
availahlc databases. AIR also intcrYicwcd Bl)A Progran1 personnel for specific infonn.ation 
ahout the \.'.\lllll'nls or lhl' 130() Efficicnr:y and ACC\llllllabllity Mctril''\ d;Habasc ( BEAJ\1) because 
thi" ncv.· ... ys1c1n records da!a ahuut Lhl' all•icatiun of BIJ()s. In close con:-.ultalil)n 1,1..:ith ·rs!\. 1\ll{ 
developed a set of n1ctries that "pcclfically exan1incs opcratlonal prot?r<-1111 cffcctiYcncs:-: 
(Delivernblc 3. 1.~ ). The i;111pbasi~ 1,v:.is on con\iJering the definitions of. t:~tk:u!ation:-. for, unU 
assu1nptions involved in the 1nea~urcn1en1 or operational i1npll'n1entation clTcctivcness. Exhibit 6 
lists the prin1;iry perfnrn1ancc n1ctrics related to cffcctivcncs". 

Exhibit 6. l•:11·r,·tivl'lll'ss :vt(•tri('S 

Metric Description 

1. Measures the proportion of total passengers sub;ected to behavior detection processes, and serves as the 
basis jot effectiveness measurements. 

P(e) The probability that a BOO will meaningfully observe a passenger at a checkpoint. 

Coverage Proportion of p<issenger thro1,1ghput covered by BDOs. 

1. Measures the consistency of in1pleme11tatio11 within and across the system. 

Referral R<ttes Ratio of refenab to passenger activity. 

Frequencies, ranks, and distribution~ for indicators used in referral~ (and other report 

Relative Usage attributes). Further metrics are derived from these to make comparisons within and 

across the system. 

3. Measures how often the program makes correct routing decisions for high ·risk outcomes (HROs). 

P(x) 
The probability ot a BOO correctly e>!cluding passengers from the Managed Inclusion (Ml) 

lane and routing them to the standard screening lane. 

P(r} 
lhe probability of a BDO routing an adversary to secondary referral screening, based on 

existing suspicious ind1ctors and SOP 

False Alarm Rate System alarnis incorrectly because threshold for secondary scree11ing was not met 
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Metric Description 

4. Measures how often the program makes correct screening decisions resulting in the 1dentificat1on of a 
HRO. These measures examine the relationship between front .. end screening and back-end outcomes. 

P(d) 
The prob.ibil1ty that .in adversary will be 1dent1fied, routed to secondary referral 
screening, and correctly referred to a LEO. 

Nuisance Alarm 
Proportion of cases in which system al<Jrms correctly but the case is resolvable. 

Rate 

Positive and 
Negative PPV: Of those selected by for ~econdary referroil screening, how many are HROs? 

P red1ctive Values NPV: Of those not selected for second:iry referral screening, how many are not HROs' 
(PPV/NPV) 

F.alse Positive 
For every correct routing decision, how many are incorrect (i.e., overselection errors)? 

lnde~ (FPI) 

True and False 
Of the total HROs. how rnany were correctly selected for secondary screening? 

Positive Rates 
(TPR/FPR) 

Of the total non,HROs in the population, how many are correctly not selected? 

Odds Ratios (OR) OR, ratio of odds of HRO among those selected compared with those not-selected 

Finully, 1\IR developed recor111ne11datiun~ regarding dutu eolleetiun tu support the prugru111 in 
csti1nating thr~i: 1111.:tric~ \Vith prl'ci-:ion. Three n1cth(lds 1,.verc identified to produce the 111i:tric.' 
ahovc: (I} .ina!y,es of extant dntll (i.e .. u'ing existing data or routinely collected data to run 
anal y:-.e:-. or deveh 1p es ti 1nate\ ), (:?.) anal y:-.e\ of open.1tional I y col lt"L'!t'd data developed l'ron1 

tc:-;ting in the fil'ld (i.e .. cnnducllnt! cxpcrin1cnts or quasi-cxperi1ncnt'I). and (.1J atl<d}\Cs nf 
ex.perin1en1al duta (i.e .. (onducting cxperi111cnts to co\le(t li:.:itu that eannot he done in the 
operal ional selling). Nearly al! 1nctries ean b(: cxan1incd through analyses (if extant data and 
opcr:1\iUH<Lll) L'OIJcclcd <lala. l-:lt1Jll;,][l !'al'!Or~ i~Slll:~ (e.g .. L"OgnitJve \VOrkload, fatigue. 1JlllC 011 
task. pa..,senger prnces"ing tirncJ, ~hich arl." nssu111ption\ en1hcddcd intn certain n1etrics (e.g .. 
P(e)), \Vil I largely require collecting and analy1ing data frorn experi1nents. 1\IR \Viii continue to 
consult 1,.vith 1'SA 1\~gard1ng da1a e(1lll~e1iun and <1nalys1s l'or n1c1rie:--. 
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STUDY 4: TECHNICAL ADVISORY COMMITIEE 

Background 

('nnsidering the critical nature of /\JR' s research progratn for TSA and the potential in1pact the 
results will have on policy for 'rS1\, AIR proposeJ that a '1'1\l' hi¢ 111\·iteJ to condut:t an 
ill(k·pcndcnt 1\'Vil'\\' of the \York. 1\IR invited individuals \vilh expertise in a varicty of";.1n:as. 
int:luding racial and ethnic dispurity rt:scarch, selection in-.trun1cn1 hia'>, n:scun:h n1~~1hods, s1udy 
design, progr~un cva!uation, p1:rfor1nac1cc n1clrics. and behavior detection to participate (sl:c 
Exhihit 7J . 

. Exhihit 7, 'l'el'hnic.:;.il Arlvi-.ory ('onunittee l\len1he1·s 

Attendees Affiliation 

Rnhin Engel. Ph.D. 

P,;ul Lehner. Ph.D. The Y1llR1:. l\1rpor;1tioll 

I Cynlhta Lun1. Ph.D. 

l~~l'\'.i~.~~~rphy~.~~1.~D~~~~~~"-' "'~"'-•nnnda Cnn .. ultinp I.LC. CnlPL1do Stall:" I lniver,lly 

I SL';)ll ()ppkl'. PhJ) A''"l'lati1•n nl ,,;;;;:;;;;;;;M; Mc::Jd,_,;;;".,[l""(\,~""';,:;;;0,~ ,~~~~~~~~~~~~1 

I \\'illia111 Rc:c:J, J•h_I) U Iii 1 c:r~ltj \11' \tl;iryl.111d. Qua111a11<dy.'i-" I J .(' 

I Chii~lt)phc:r Wc:i~-;, Ph.D. 

A OllL'~day lllL'eLing \\'<!!-.held on JunL' 18, 2011. to review ongoing ;.ind planned \Vork related to 
th.: ri.'SL':tn:h progrant. l"hc tlll'L'ling Look plaCL' ut All\'s corporati.: beadquartl'r!-i in Wa:-.hill2!ton. 
DC'. A con1prehensi\'e meeting agcndu \Vas planned to cover nil current AIR task~ \Vhile ~uving 
tin1c for discu~sion and TAC' report planning. Pnor to the 111ecting, each TAC' n1c1nher received 
an inl'onn:Hion p:tckc! that includctl lhc agenda and an ovcrv1c\v ol ;\[l{'s behavior detection 
n.:scan.:h agenda. 

'J)r \\'hitt;1k<:rori~inally '''rvcd "' :i TAC nli'n1hcr ht111.1:1' then invi1i.·d 1ti p:1r1i1:ipatl' nn the Sl\1E P:tni.·I l"n1 
Jndk;1l\•r Opli111in1t1u11 given hi:1 ~P•'l'ifk cxpertL'c: 111 heh a\ ior dl'll'Ll!On i 11dir~lt{)rs. 
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Goals 

·rhL' prinH1ry goal ilf thi.: ·r Al 1ni.:etin_\! y,·as for ·r AC n1L·1nh..:rs \(1 rL'Vit'\V and ..:11n11ni..:nt 1.tn AIR ·s 
Study Jcsign plans and lo present f111d111g~ and rei..:Otllllll'ndations. 

Approach 

AIR prnv1ded background on the hchavior detection prngran1 and retcrral prol'CS'\ and on 
pr'l.'violls n:l<lled 1\IR n:searL·h. in"luding the 201 I :)P<rr V;1lidatio11Stl1dy.1\IR pn.:si.'.nted <111 
oVt.:fViC\V on i:aLh ofthn.~t· prin1ary !\;search studies in\olvLd 111 the ..:urfe1ll V..·ofk. l'hi..: l'AC 
engaged in a bruud-ranglng di~cu~~ion. \Vhii.:h included u nu1nbcr of question>:> und suggestion<;. 

Progress to Date 

In general. the 'rA<: found that AIR 's propnscd rc-;carch \voukl provide a thorough an<l valid 
assessn1ent of the proi.:cdures used in TS1\ "'behavior Uetee1io11<1ppn1<u.:h1t1 identifying high·risk 
tra \ elers. f<urther, the T/\C pt\)\ ided speci fie n:conHDendations ror COtH.lueting the propo~ed 
rescan:b and identified whether each of these represents a high ·priority endca\·or or a Jov,:cr 
priority activity that 1s likely to benefit, hut is nol L'sscntial tn lhe n:."·;carch progl'an1. 1\IR 
suh111ittcd the 1'/\(' Initial IVlccting Ri:port to TSA in l)clivcrahlc .+. l.1 "rhc follo1,.ving 
'illn1n1ari1.es the ·rt\C"'s finding:-. and n:co1nn1end:.ttio11s. 

Findings and Recommendations 

t\1uch nf thl' ·r,\C' n1ccting discus~ion centered 011 thl' Bcnchrnarking Study. ·r,l\C' n1c1nhcrs 
agre('d '"' ith t\ IR'-, :1pproach f1)f hehavior dctevtion 1nod1fications and de1nngraph1t' cl<Ha 
l;U]lection. ·rhey <-d~o Agreed that the internal benl;hn1arki11g i'i feA'>ible <.tllJ dJ<-tl <.i<-1\a .'ihould be 
1.'.t•llc.:tcd fron1 all airport.~ in v•hiL'h hchaviur Jctt::L'tion i:-. L'lnployt::tl but thtlse V.'ilh t1ll 
insufficii.:nt nun1hi.:r nf ri.:fcrrals should he droppL'd frorn thi.: anul)sis_ TAC' n1L'n1hcrs highlighted 
th<11 the data collection option . .., an~ feasible for the external bench1narking, but they highly 
n.:co1111nenclcd the need to conduct a data collcction that rcplic:1tc:-. the 201 l Base Rate Study that 
\VC\S pat1 of th(' srcrr Validatinn Study. ·r11c ·rAC' ('ll1phasit.cd that it wil I h(' l'Xll'C'lllCly i1nportant 
to addrcs:-. the li1nitations identified in the original Hase Rate Study 1ncthodology. 'l'he "!'AC' 
stres~ed lhe advantages of this 111ethodology: it elin1inales the need lo establish a passenger 
population t:sti1nate and get" at a n1un: preci:-,c cxh.~r11al ht::lll.'hlll<trk. With n::-.pcct lo evaluating 
thc options for colk·1.:tl11g validity data. the Ti\C' <lgrccd th:1t the thrL'at injection 1n~·thndolngy 
would have the n1o~t utility in spite of its potential lirnitations. l'he "rA<' al"o found that 
i.::1npl11y111g: highly 1;1.\pcrit•11ci.::d Bl){)~ tn cnnduct ob:-:~rvations o!' 011~duty Hl)()s V.'as a viahli.: 
rn~·\h(ldohigy. 

l'AC n1cn1ber~ acknn\vli.:Llged the potential for cultural bias in the inslruJ11c11t and therefore 
ag:rci.:d that the Jitcruture ri.:vicv.: \!,-'HI> ncccs:-.ury. In additio11. l'1\(' 111i.::111bcrs :-.trongly 
rccon1mi)ndcd cnnduc:ting focus groups nnd (~n1phnsizcd thl~ir potcntinl for eliciting the mns1 
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u:-.cful infonnation. With rcspcl't to the datahasi.: analysi:-. task, thcy agrci.:d that there 111.ay he 
'lon1e hL·ncfil to co1npari11g dcn1ographic:-. or LEO rcl't:rrals rc ... ultill,\: rrn1n thc hi.:havilir tleu.: .. :tion 
prog,ra111 \Vilh thi.: de111ngraphic:-. or LEO n:fcrra].., resulting frnn1 other progn.1n1s. 

'l'hi.: "1'1\C 1ncn1bcr:-. :-.upportcd AIR· s approach to indiL·ator ri..:fincnii.:nt, agrcc1ng about the 
i1npnn11ncc of reducing the indicator Ji..,1 and n.:fining the prnL·es .... ·rhe l\~'n 111.iin di~cu..,..,i1111 
points during this prcscntati0n \Vere approaches to exatnining: the rc\vcighting of indicators and 
ilJJprow.:hcs to cxan1ining hutnan factors issues (e.g., fatigue, cogniti\C workloatl). For 
rcV\'L'ighting !he inJiratuc..,, the TAC su~i;e~leJ con~idcring thl' lll'l'lllTL'lh:l' (1r intlicaloL'i in lhl' 
randn1n :-.arnplc :i:-. \Yell as using the Base Rate Study dat;.i to conduct a range restriction type 
infcrl'nce bet\l.·een th<tt inforrnatio11 and the restrictl'd satuplc, It \Va'> pointed our chat the 1n11re 
cognitivt~ lo;.1d a ta\k rcquin~s, thL' nion' likl'ly it is 1hat a HI)() V•ill rely on olher ractor\ (l'.g .. 

ht"uristk's. lH!nL'ht"s. bia:-.t:~). Thi:ri:fllrt". it ""b ri:i.:on1n1cndt"d tha! it is ht"s! tn kt:i:p tilt" ohsi:rv,Hion 
<ln<l anul)"i' tusk\ .. .., -.i1npli: a\ po!->sihlt'. again 111aking the argu1ni:nt for u redueed indicatnr :-.et. 

Rci;ardini; the pcrforn1ancc 111e1rics \l.1ork. 1\IR pn::-.ented its apprnach .ind 1ncthudolngy. 
including dC'vl'loping the Logic ModeL \vi th th(' Th0l)f}' of Chang(' lll)Wt:hart and the C'o111ponent 
tvlodcL The discussion during thi~ pre~cntation focused on three pri1nary issues. First AIR and 
lhl..' c[";\(' dist:US"L'd the in1port;11)1,.'L' llf L'O!lsidl'ring hO\V to n..'pt'l'SCf11 lhc diJTCrCtl~'l.' hL'~\l.'L'l'll 
ro~iti\'e outcnn1cs o\erall and outcon11:s spl'Lific to the prog.ra1n'~ pn1nury goal. that is, to 
itlcntify high-risk pa~si.-:ngi.-:rs (i.i.-: .. indiFiduals H'f10 11rt' /..no1~·i11g/v uni/ i111e11rio11ally alfe111p1i11g to 
dl'./eat the llilJiort scc11ri1_1· 11rocess). For cxa111ple, a L.EO 1.u-resl resulting lron1 an outs1an<li11g 
do1ne:-.til.' v1ulencc \.Varrant is a positive outl.'on1l' (/.£() t\rre.;t). hut it is not the: intended goal DI 
the hchaviordctcction progr<1n1. Although this i~·n1c is i1nportant, the TAC' agreed that it is very 
di llicult to dra\\' Lhe line in the range of po.~sible reasons for positive outcorne~ tn separate those 
tha1 arl' dlrl'rLly l111ked to -rs A's hcha\·iur dc1cction n11s~io11 frn111oLhen,111;11 <lfl' tnon.· <incillary. 

S..;cond, the in1portancc \if thi..: di~tinclillll bi..:t\vi..:i..:n BDO pcrfonnan..:c <HH1 progra111 validity \\·as 
discussed. 'l'h:.it is. v.:hl'n con~idL"ring prugra1n LJlectivl'nl's~. llll'asurcnll'llt nlll\l include bu1h (a) 

!ht' cxtc1H to v"hich BDOs all' corrC'ctly in1plc1ncnting thC' progra1n SOP and thl' Rcfcrriil Repor! 
and {h) the C\tcnt to \l.'hich the correct applicatinn of the S()P [cads to pritnary progr.:in1 goal~. 
AIR noted that this point \Vas con_1,isten1 \Vi th the effort to develop n1ca_1,urcn1cnts fnr probahility 
of encounter. P(1'l: prohahi!ity ur rcfL'ITal. P{r): and probahiliLy of th:tc.:lion, P(t/). wi1h the fir:-.! 
t\VO 1nctric~. P(e) <ind P(r). n:hltL·d l\l BDO joh pcrfnrnuuH.:c und the li-1."I one. P(d). rcl;.itcd to 
broader progran1 validity. Finally. it was suggested that the TSA con1plaints data be consiJercd 
a:-. a :-.ourcc ot' infonnati(ll\ for 1nca:.uring. progra1H L'ffcctivene:-.~. 
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YEAR 1 DELIVERABLES 

Exhihi1 X li~t~ the de!ivcrahk~s cn1nplctcd in Year 1 organized hy t;i-;k und .suh1nission date. 

Study 
Deliverable 

Oeliverilble Subm1:>:>ion Oate File Name 
Number 

N/A N/A Updated Timeline and Work Plan 03/22/13 
AIR· SPOT Work Plan 
2013.03.22.xls~ 

Feasibility Study Report: 

Volume I Benchmarking 
Draft 06/07 /13 

AIR OdiverJble 1.1.l RNO 
1~1 11.1 Volume II Validity Data 

Final 07/08/13 
Feasibility 

Volume Ill SPOT Protocol and Report_FI NAL_2013,07 .08.pdf 

Database Modifications 

Draft 06/28/13 
AIR Deliverable 1.1.2 RNO Study 

H 1.1.2 Power Analy>i$ 
Final 07/11/13 

Powt'r 

Analys1s_FINAL_2013 07.11.pdf 

AIR Deliverable 1.1.3 Study 

11 1.1.3 Study Design Plan Draft 07/31/13 Design 
Plan_ ORA~ T _ 2013.07.3 Lpdf 

Racial/Ethnic Bias and Profiling in 
AIR Deliverable 1.2 Disparity 

j.2 L2.1 
Selection Literature Review 

Final 04/30/13 litf•rature Review 

Final_2013.0LL30.doc 

Cultural Bias 1n Suspicious 
AIR Deliverable 1.2.7 Disparity in 

1 ~2 1.2.2 
lndic;itor:. Literature Review 

Draft 06/28/13 Suspicious Indicators Literature 

Review_ 2-013.06.28 

AIR Deliverable 1.3.1.1 

1-3 1.3.1 Focus Group Study Report 
Draft 07/31/13 Benchmarking Study Focus 

Fin.ii 02/28/14 Group:. and Interviews Result:. 

Report_ 2014. 02. 28 .pdf 

Research Design for Evaluating AIR Deliverable 1.4.1 Religious 

1-4 1.4.1 D1sp;;irity B;;ised on Religious 03/26/14 Appear<.1nce Factors Study 

Appearance Factors Dcsign_2-014. 0 3. 26. pdf 
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.. 
File Name .. 

Draft 05/31/13 
AIR Deliverable 2.1.l Updated 

2·1 2J 1 Updated Literature Review 
Final 06/25/13 

SB Literature 

Review. Final_2013.06.25.pdf 

AIR Deliverable 2.1.2 Summary 

z.1 2.1.2 
Summary Document for Expert Draft 05/31/13 Document for Review of 

Panel Final 06/25/13 Susp1c1ous 

lndicator>_2013.06.25.pdf 

H 2.1.3 Updated SPOT Validation Analysis Draft 06/24/13 
DRAFT_SPOT Referral Report 

Updated Analyses.pdf 

DRAFT SME Panel Meeting 

2 ' 2 2.1 Draft lndkator List Oraft 12/20/13 Repor\: Draft Section 2 Indicator 

List. pdf 

AIR Deliver;;ible 2.2.4 TSA SME 

1-1 1.14 Draft Sr:>ction 4 Indicator List ~inal 03/03/14 P;;inel Report_Sr:>ction 4 

Indicator List_2014 3 03.pdf 

Fin<lliied Revised lnd1ccltor List 
AIR Deliver;;ible 2.2.4.l 

' ' 2.2.4.1 
and Milriual 

Final 03/27/14 Expanded Optimization 

Report_2014.03. 2 7 .pdf 

Draft 07/31/13 
AIR Deliverilble 2.3.1 Cognitive 

2·3 2.3.1 Hl1man Factors Study Design 
F1nill 02/23/13 

Workload arid Fatigue Study 

Design_DRAFT _2013 07.31.pdf 

Human Factors Focus Groups 
AIR Deliverable 2.3.3 Human 

2-3 23.3 Fin<ll 02/28/14 Factor~ Study Focu~ Groups 
Report 

Report_ 2014. 02. 28 .pelf 

AIR Deliverable 2.4.l Tr;:iining 
2-4 2.4.1 Training Development Roildmap Final 03/27/14 Development 

Roadmap .. 2014,03.27.pdf 

26 ii AIR 
,lta.dllcc .lttc::il ILLfoLL:a:t· 1!'!'1 

'1l(IH flf\l'.11\\\I f\~lll\1·~1('1101\ 1~1!11~;1-lll'lf\ lll\l'l'i<'llf\11!!11111>\'\llll( l'>t Ill I" !l 

l'\lrl'll llll\ld(P \ ll'f•il'll'~·''f\\\ITl'llnl"I./\ \'IT·lll'Of;\'01\"\\. P/\1<1~1</\'Jfll<Cri 

l·\(ll'll'lllllllilllllll'll'il'LR\ll~'il<lf\1>11 I •ll.\ll'lf\\lllflll\ \Jl\ll\l\lll\1-lilf\11flllll 
.'il·.(1<11-'.~.Y\ll· IR-'.l'-11'0fll\llO'J ll\ \1A 1-.:\-'.l.llLSOflUl'Hl:kA( 1101'- IORI S 

< ;n\ I I~ Bl II 1>19 I fl',llHI r;ll\11~\l l>H\ <I \< "i<~ lf\ll.I' 



TSA 15-00014 - 009337

a: it_; I 1Lft;; iiittlitill I, L II I 

• c 

File Name 
• c 

Performance Metrics Review Draft 05/31/13 
AIR Deliverable 3.1.l 

)cl 3.11 Performance Metrics Interim 
Interim Report Final 07/2/13 

Report_Final_2013.07 .02.pdf 

Draft Performance Metrics AIR Deliverable 3.1.Z 

H 3.12 Review and Recon1mendations Draft 08/30/13 Performance Metrics 

Report Review_DRAFT _2013.08.30 pdl 

Performance Metrics Year 1 
AIR Deliverable 3.1.3 -

H 3.1.3 
Report 

Final 03/27/14 Performance Metri~s - Year 1 

report 2014.03.27.pdf 

AIR Deliverable 4.1.l TAC Initial 

Meeting Report_FINAL (with 
·r AC Reviews Summary of Draft 07/18/13 slides)__ 2013.09.18.pdf and AIR 

H 4,1.1 
Findings Final 09/18/13 Deliverable 4.1.1 TAC Meeting 

Report (Appendix 

F)_FINAL_2013.09.1B.pdf 
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