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INTRODUCTION

The Transportation Security Administration”s (TSA) Behavior Detection and Analyxis (BDA)
Pragram, pant of the Thear Assessment Cagabilities Branch o e Checkpoint Technologies
Division i the Office of Security Capabilities (08T, 1s currently optanizing the detection and
analysis process to improve security, efficiency. and effectiveness. In support of TSA's behavior
detection capabililies, the Anwrican nstiotes for Reseorch (AIR) is engaged in research with
BDA to help guide the program’s performance evaluation effarts and examine the scientific
evidence base for the behaviorally based approach that has become central to the layered security
appronch. [n Year 1, along with condacting a Techmcal Advisory Committee (TAC) meeting,
AIR completed three major studies to Aullill this engagement

The tirst study, the Benchmarking Stidy, examined the exient e which disparities based on
passenger demographics (race. cthnicity, gender, age, and religion)y may exist in the selection of
passengers for secondary referral sereening, AIR exionined the feasibility of condueting such o
study and then designed an operanonal data collection. I addition, AR conducted hterature
reviews, held tocus groups with Behavier Detection Officers {RDCk), conducted interviews with
SPOT Transportation Sevurity Managers (STSMs), and designed quambitative and gualinatve
studies and data collections, In addition, AIR developed a rexearch design plan for examining
whether religious appeurance fuctors have un fmpact on disparity in the referral provess, The
reseirch poal was to systemutically collect several sources of information w help TSA examine
whether any evidence exists for systemic disparity ucross airports thut have implemented the
hehavior detection pragram. or acrass individual BDOs.

Thie second study. the Refinerment ol Suspivious Tndicators Study. aimed 1o refine the behavior
detection process and suspicions indicitor content. AIR summarized the available evidenee for
each indicator and worked with Subject Matter Experts (SMEs) to develop a refined list and
associuted operational definitions. AR alse worked with the BDA Program leadership o
develop new training mateniwds for the revised indicators and to design an eperational pilot study
to test the utility of the indicator s, Finally, AIR designed and conducted studies 10 examine
ssties of cognitive workload and faigue related o BDO perlformance. Findings informed the
development of i readmap For the raining as well as the conlent and erganization of the revised
idicator list, The training development incorporated best practices to effectively present the
revised infurmation and process 10 BDOs.

In the third study, the Performance Metrics Study, AIR supported TSA in developing
performance metrics to measure the effectiveness of the behavior detection program. AIR
reviewed current and pelential medrics: crsaled an organizing tramework Tor [urither devetoping.
delining, and priovitizing metries: developed new metries ind assoviwed caleulations; revicwed
cxisting data sources; and made recommiendations about data collection to support evaluations.
The goal was to optimize performance management and data accessibility for the BDA program.
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Finally, the Technical Advisory Commuttee (TAC) was invited to conduct an independent review
of ungoing and planned work welated o BDA Program rescarch, AR invined individuals with
expertise in a variety of arcas, including racial and ethnic disparity research. selection instrument
bias, research methods, study design. program evaduation, performance metrics, and tehavior
deteetion, 1o purticipute.

This report presents the background. goals, methodology. and progress to date of the SPOT
Independent Subject Malter Expert Pane] research for Year | from 25 September 2012 through
27 March 201 4.
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STUDY 1: BENCHMARKING STUDY
Background

In recent years, there has heen heightened awareness and public scrutiny of TSA's behavior
detection pragram stemnming From allegations of racal und ethnie profiling in the arport
sereching process, In TSA™S behavior detection approach., BDOs naake judgments abowt
passenger behavior at the checkpoint, based on a list of suspicious indicators. BDOs are speciully
Lztioed Lo use this set of indicators—a set of nonverbal. verbsal, aod physiological behaviors
thwught to be associated with fear of discovery—1to guide and record their observations and
decistons. In response to the allegations of profiling, Secretary of Homeland Security Janet
Napoiitano issued a miemao in August 2012 requesting that the TSA and the Department of
Homeland Seewrity™s Civil Rights and Civil Libertivs Office (DHS CRCL) work together to
prevent any such profiling, Consequently, DHS CRCL conducted an mitial review and
developed recomnendations and action iterms for TSA 1o qutigate potential racial praliling.

The DHS CRCL recommendations eused on modifying aspects of TSA and behavior detection
policy and raimng: re-emphasizing the behavior detection program’s focus on aviation security
(ax opposed to law enforcement): and highlighting the need o further examine the rucisl and
cthnicaimpacts of the behavior detection approach. The last focos was preciptated by DHS
CROL s analysis of fiscal year (FY) 2012 data from TSA s Tactieal Information Sharing System
(T158). which consisted of demoegraphic information entered for those passengers subjected 1o
additional sereening and referred 1o law enforcement officers (LEOs). Although these data have
their limitations—particularly that TISS does not contain informiation on passengers who were
subjected to additional sereering but ultimately nof referred 10 4 LEQ-—analyses suggested that
the racial distribution ol this group may i fuet be skewed wowird son-white passengers (M.
Sehlanger & T, Kessler, personal communicanon, 12 September 200120 K. Wallon, personal
communication, |3 November 201 2), Although these extant data are not representative of the
larger traveling population subjected to additional screening. this analysis did indicate that
fusther investigation of the issue was needed.

As aresult, TSA™S BDA Program contriacted with AIR 1o design a study w sigarously examing
the presence of disparity in the seleetion of passengers Tor secondary relecral sereening—hased
on ruee, ethnicity, gender, age. and religion—during the behavier detection process. To do so,
AIR first cxamined the feasibility of such a study. which resulted in a study design and sampling
phan. The goals outlined below puided this process.
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Goals

The following research goals huve guaded the feasibility amalysss and research design Tor the
Benchmarking Study.

B Goal I: Describe the demographic characteristics of pussengers selected Tor secondury
referral sereening using raw frequencies to compare selectes demographics across time
and location,

B Goal 2: Examine the presence of systemie disparity in the behavior detection program by
comparing the pattern of demographics for those passengers selected for secondary
referral sereening using operational procedures to those passengers randomly selected for
seeondury referrul sereening using the Benchimark Data Collection protocol.

W Goal 30 Examine the presence of disparity i referrals for individual BDOs using the
el benchmarking nethodology, which compares the refereal patierms of individual
BDOs with these of other BDOs performing the sume work assignment in the same
CTIVITOANMIeNL.

W Goal 4 Examine BDO accuracy in sclecting passengers for secondary referral sereening
by using # threat injection methodology. which assesses the accuracy of BDOs in
applying the behavioral detection process o identify o seeurity threat that is intentionally
injected intw the environment,

Incorparating these goals intwe the Benchmarking Sty ensures that it systematieally collects
seversl sources of information to help TSA examine whether any evidenice for systemic disparity
exists in the program, and whether certain BRCOs may be disproportionately selecting passengers
from & purticular demographic calegory lor secondary referral screening.

Approach

AIR conducted tour tasks to inform a research design tha ultimately provides the necessary. datu
for evaluating the presence of disparity in the behavior detection program that is based on ruce,
ethnicity. gender, age. and religion, Each task is described below,

Task 1.1: Data Collection Feasibility Study

The goal of this task was to evaluaie the feasimlity of obtmning and vsing the data required o
conduct meaningful analyses related to the extent to which disparity—as a function of passenger
race, ethnicity, gender. age, and religion—muy exist in the behavior delection program. Exhibit |
showsy the subrasks completed for the Teasibility analysis,
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Exhibit 1. Summary of Feasibility Study Subtasks

& Study Element Description

Examination of internal benchmark and extarnal baseline dats and
1 ~ Benchmarking data strategies
Accuraty of BDO passenger sgection and justification for
Z ~ Validity data referrals—lby video or observation
Behavior detection pracess Changes to Referral Report and refated procedures in order to colleet |
2 _ maodifications required infarmation for the operational study ‘
Behavior detection aperational Modifications to behavior detection opsarational database in order to
4 datahase maodifications callect required information for gperational study and analyses
Statistical power analysis to determine required sample size for
5 Fower analysis airports, BDQs, and selecteas
Development of design plan for full-seale implementation, including
[  Study design protocols, data collection instruments, and fraining materials

Benchmarking Data

The literature review (described in Task 1.2} identified two methodolngies for examiaing the
potential for disparity (o existin the behavior detection program-—extemal snd internal
benchmarking, An external benchmarking data collection methodology evaluates the presence of
disparily by comparing the number of pussengers within cach demeographic category whe are
referred 1o secondary referval sereening with the population estinuts of passengers 1 cach of
those demographic categories, The internal benchmarking data collection methodology evaluates
the presence of disparity by comparing referrals of an individual BDO against a “similarly
situaged ™ BIDO, Thai is, internal benchmarking identifies nonconformers ameng on-duty
BDOx—this type of disparity may of may ool imply bias in the BDOs™ referrals but certainly
warrants further investigation.

Validity Data

In addition, ATR investigated strategies tor evaluating the degree of aecuraey in BDOs devisions
concerning the selection of passengers for seeondary sereening. The accuracy of BDOs n ther
determination of whether passengers exhibit behavioral indicators and require secondary
sereening (olherwise referred to as validity data} provides a divect ussessment ol whether
profiling due w passenger demagraphics is occurring on the part of the BDOs. TF the validity data
{ind that BDOs make accurate selections, then profiling is not the cause of the disparity, In
contrast, il it 1s determined that disparity exists and BDOs are not making wccurate referrals, we
must consider whether profiling is occurring or whether other cuwses Tor such disparity exist.
AIRs research on the different strategies indicared that the live ohservation method and the
threat injection method are the most viable. TSA is currently planning the implementation of a
threst inject study.

Behavior Detection Process and Operational Database Modifications

To examine the extent Lo which disparity niay exist in the behavior detection program, specitic
madiNcatiens 1o the Reterral Report, provedures, and associated operational database are
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required. Most important, it is necessary to docoment selected passengers” demographic
mlormation, which is not currently collected by the hehuvior detection program (e, race and
ethnicity, gender, and age group). To achieve this objective, AIR recommended that passenger
demographic categeries be clearly defined. The demographic categories are o be documented on
the biwis of the perceptions of the BDO < observation only: pussengers will not be askeid 1o sell-
report or submit identification (.o o driver’s license). AIR also recommended some additional
protocol modificatinns, summanzed m Exhibic 2.

Fxhibit 2. Overview of Recommended Behavioral Detection Process Modilications

Protocol Change Description

Repart on Passenger Perceived race and ethnicity, gender, and age graup of each referred
Demaographics pazsenger

Repart on Where Indicators Prior to selectee secondary referral screening or during secondary referral
First Dhserved sEreening

Completion of Referral Report | Comgletion of the Referrsl Report immediately following resolution of refarral

Sampling Plan and Power Analysis

AIR presenied the resnlts of the Teasibility study 1o the TAC (o abtain gurdunce on the various
data collection methodelogies explored. The TAC supported AR recommendation 1o use an
external benchimarking data collection methodology and advised that it be implemented using a
maodilied design of the Base Rate Study conducted as purt of AIR s previous tesearch on the
behavior detechon program (s used in the SPOT Validation Sucdy).' On the busis of this
guidance, AIR outlined the proposed wethod for developing a samypling plan to ensore that the
study conclusions are generalizable o all airparts in which this program is implemented, in
addition oy sumpling airports, the data collection design sccounts Tor those factors likely o affect
obiserved differences in passenger demographics. Passenger demographics are likely to fluctiate
duc 1o [light schedules, terminal assignments for airlines, high travel times for business and
leasure travelers, seasons of the year, and other fuctors. ATR also condocted u statistical power
avalysis based oo the proposaed study design For the exiernal henchmarking data collection. The
challenge s specifying minimum deteclable differences for the primary research questions:
that 15, determining the smallest dilference that could be considered of practical importance te
abserve il it oceurs,

Srudy Design

AIR captured all the informiion and decisions that resulted from cach of the previous sublusks
tor develop i research design for the Benehmarking Siudy, which incorporates exteenal and

Y Costigan, T, E.L Makongen., 2, 1 Tuvka T8 Sawyer, Ko Myers, T Lo & Toptite, M, Q000 SPOT refersat
vepart validarion seedy final reporr: Volwmes [ Washinglon, DO American Tnstitules Tor Rescarch,
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internal benchmarking data collections. The study design outlined the data collection procedures,
ceqquiredt behavior detection process modilications, satipliog plin, power analysis, and data
analysis plan.

Task 1.2: Literature Reviews

This tusk consisted of two literiiure reviews to provide context Tor the Benchmarking Study and
ensure that members of the SME Panel and TSA are well versed in the Latest disparity and
profiling research,

The first lileratare review examined disparity rescarch in various fields—law enforcement,
prychology. healthcare. and education. The goal of this effort was to develop a betier
understanding ol the methedological approaches wsed in Use stuely ol racial and ethnie (and other
demographic) disparity in selection and decision-making processes. Literature scarches
specifically focused on identifying successful methodolagics that ¢an be used for evaluating the
presence of disparity during the seeondary referral process. Ax indicited above, the external and
tnwernal benchmarkiog methodologies used in L enforeement research vn disparity were
ientified as vinble and exployed further in the Feasibility Study (Task 1.1,

The second literature review examined potential disparity in the suspicious indicators of the
Referral Report, The goal was toidentily any research leritare suggesting that certain
sispicious indicators tesattan ynintended bias or dispaeny o ihe behavior detection progess. That
1w, certain mdicators oay be Iinked to culiural dorms in appearance. conmuonication, or
interactions with awtharity: thus, certain passengers may be more hikely 1o display some of the
indlicators naturally as part of their baseline appearance or behavior, AIR began a review of the
literature on cross-cultural variations in emotional expression, nonverbal caommunication,
displays of hehaviors related to signs of deception, and the inflluence of contexl on culiural
dilferences.

Task 1.3: Focus Groups and Interviews

The focus groups were condocted 1o gather information fron BROs regarding their perspective
an the betivior detection program, its apphcation within each cespective airport, and whether or
how disparity may exist, Likewise. mterviews were conducted with STSMs 1o collect similar
mivrmation. AIR developed a list of guestions desizied to elicit imfermation from BDOs and
STSMs on the lallowing topics:

W Pereeplions abeul whether certain indicators increase the probability ol selecting
PASSENIETS

®  Pcreeptions of whether passengers from particular demographic backgrounds are heing
disproportionately selected. for secondary referral sereening and/or LEC referral

B Pereeptions of whether deviations sve occurring in the Standard Operating Procedures
(SOP) and whether they impact the selection of passengers from particular demographic
buckgrounds for secondary refenal screening und/or LEQ referral
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W Perceptions that certain indicators increase the probability of selecting passengers from a
prarticular demographic background for secondary referral sereening andfor LECY relereal

B Pereeptions of whether certain characteristics of passenger dltess ar appearance increase
the probability of selection by the behavior detection process or secondary referral
sereenimg anddoe LEC relerral

Note that the focus groups and intervicws wers 1ol designed o conclude whether disparity exists
i the behavior detection program. Instexd, they were conducted as an inatis] siep toward
understanding the potential tor disparity to exist and the factors that may contribute to such
disparities. This understanding was used to inform the overall design of the Benchmarking
Study.

Task 1.4: Religious Appeatance Factors Study

Because of methadological considerations, AIR recommended that the presence of disparity
based on rehigion be evalnated mdependently from the benchmarking data collection efforts, As
such and in o separte tisk, AR developed o siudy design (o examine the extent (o which
disparily in the selection and refertal process may oceur s a fuetion of religious back geound or
veliginn appearunes Tactors,

Tov achieve this goal, ATR desizned a data collection that incorporates two different methods—
Checkpolnt Observistions and o Traveler Experience Survey with FFollow-up huerviews, The
duesizn and implementation ol the data collection efforts will be contingent on developing clearly
defined religion cutegories and religious appearance Factors that can be reliably documerited on
the basis of observanion. As a first sep. AIR recommends reviewing TSA s passenger complaint
database 10 identity, to the extent specified in the complaint, the demographics (race and
ethnicity, gender, age, and religiont and religions aitire of passengers who bave submitted a
complaint of profiling within the past year, AIR also reconumends conducting follow-up
meetings with DHS CRCL o discuss the {indings from the databasc review and specify the
religious seets or types of religious appearance fuctors that ure of concern, espectadly if uny exist
that were not captured by passenger complaints, Experts in the area of religion and culture as
well us stakehplders concerned with religious disparity also will be valuable rescurces tor
wenafying categories and reliably delining them,

In addition, it will be critical io build the confidence of stakeholders i the study and garner theix
conmmitment o pravide the necessary data to support the dats collections, To the extent possible,
1 may be advaotageous to invite represeotatives lran the stakeholder groups o participate in the
observational data collection, For example, representatives from stakeholder groups may be
asked to provide guidunce on categorizing religion or religious appearance factors during
observer training (o ensure aceurate and reliable coding at the checkpoint. Inaddition, giving
them an epportunity 1o collect ohservational data. or at least observe the data callection process,
niaty be wsetul in providing them greater insight into the BDO role. Each of these oppottunitics
will likely muimize stakeholder eriticism ol the methudology and encourage confidenae in the

results of the study.
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Progress to Date

Task 1.1: Data Collection Feasibility Study

ALK completed all subtasks sesociated with the Feasibility Study in Yeur 1, The leaxibility
analysis identifieed viable methodologies o ensure that sullicient duti are collected o evaloate
the: rescawrch goals for Study | (Deliverable 1110 AIR proposed a sampling plan and conducted
a power analysis to ensure Uit the stady conclusions are generalizuble o wll airports in which
this program 1s implemented and that sufficient data are collected to evaluate the rescarch gouls
(Deliverable 1.1.2). The results of the Feasibility Study and the Power Analysis informed the
design of the Benchmarking Stody, which conxists of an airport-based field study to examine the
presence of disparity—at the program level and at the individual BDO level—in the selection of
passengers for referral sereering aod LEO referrals (Deliverable 1133 The privarey behavior
distection protoeo] modilications necessary (or the Benchimuking Sty inelude collecting
passenger demoegraphics (race and ethnieity, age group, and gender) and indicating where
indicators were first assessed. Implementation of the protocol modifications ensures that the
required referral darg are collected for the Benchmarking Stady imalyses,

Task 1.2: Literature fleview

AIR reviewed and summarized relevant hiterature on evatuating disparity within the fields of law
enlorcement, industrial and organizational (/) psychology, health, and education, which was
documented in Debiverable (2.1, This literature review informed the selection of external and
niernal benchmarking as applicable methodologies for evaluating disparity ax they hive been
mlormative i the field of Taw eoforcement, These methodologivs wsed i law enforcement
research on disparity are explored further i the Feasibility Study {Task 1.1). The proactive
methads of VO psychology used 10 prevent, identily. und mitigute bias within enmiployee
management will also inform AR new hire wraining recommendations,

AR reviewed ceseacch Hiteraare on eross-cultural variations in emotional expression, sonverbal
cemmumication, displays of behaviors celated to signs of deceplions, and the mtluence of contexl

literature findings to the indicators: however. priorities shifted and the final stage in this review
was postponed,
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Task 1.3: Focus Groups and Interviews

AIR conducted tocus groups with 70 BIXOs recruited using stratified random sampliong with
replaceinents o represent the six Federal Avpart Regions, aicport category (X, 1, 1), and BDO
expericnes, AIR wlso condugted interviews with 8 STSMs aeross [ive of the six airport regions,
These inlerviews and focus groups covered lour core topics: pereeplions of systematic disparity.
pereeptions of perlormance pressures, pereeptions ol indicator concerax, and pereeptions ol new
BDO readiness,

Dwliverable 130 sumimiarizes the methodology, Dndings, and recommendations resultisg rom
the Tocus groups and interviews, Generally speaking. the focus group and interview participants
did not believe that the presence of any of the core tapics above had an impact on the
disprapertionate selection of passengers as a function of race and cthnicity, gender, age. or
religion. The majority of the participants stated that they had not personally worked with a B1XO
who was profiling on the basis of these Getors; however, they understood thal the polential doees
exist for it to oceur i a BDO s not following SOP. Perceptions of performance prossures oxist,
but a consistent message heard during the Focus groups was that BDOs are commitied to a high
level of integrity and would nol make a refeeral without justification, The BDOs also indicated
thatt they can still conduct hehavior detection analysis for passengers dressed in religious clothing
that either s loose o1 bulky or covers the majonity of the body (e.g.. burgas. religious robes), The
SOP states that BDOs are to assess on the basis of the indicators they can observe, [PRST49°
AR IR e |
O U5 G § 114 [

Task 1.4: Religion Study

AIR submatied o reseurch design for evaluating disparity based on religious appearance factors
(Deliverable LA 1), The nextsteps are to collaboraie with TSA o Nnalize the study design and
identaly religious sects af most iterest. Then. it will be eritical o identily experts and & complete
lixt ol stakeholders 1o incorporite in the linul seleetion and definition of categaries.
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STUDY 2: REFINEMENT OF SUSPICIOUS INDICATORS
Background

Study 2 focused on refining the Referral Report indicators through the expertise of AIR staff
with relevim technical knowledgs and well-established and respected SMEs. Relining these
bidicators also mvalved designing tokdent studies 1o examine BDOY perlormanee aflected by
current Referral Report indicwers and the SOP,

Goals

The Retinement of Suspicious Indicators Study was designoed to focus on Four research goals, as
outlined helow.

B (roal I: Optimize Reterral Report indicators and the behavior deteetion process,

B Goal 2: Design studies that examine BRCO perlormance as affected hy human factors
such as cognitive workload and fatigue.

W Goal 3: Develop training roadmap/design recommenditions in preparation Tor updating
BDO training to reflect the optimized behuvior detection process and incorporate human

factors issues,

Approach

The work condueted in this study was iterative and drew upon the expertise of SMES who
provided the necessary guidunce for the work, Members of the SME Panel included AIR. stadl
with relevant technical and content knowledge as well as Tuniliaity with the bebavior detection
program: well-established and respeeted SMEs tn behavior detection methods, threat assessment,
rescarch methadolegy, interviewing., and forensics: and TSA staff with decp knowledge of
behavior detection, the SOP, and dily program implementation. The SME Panel members
provided support angd goidance threughout the life of the study. (A more detaled deseription of
the SME Panel role and lunction is discussed under Task 2.2.)

To accomphish the study goals, AIR conducted Tour tasks. For Task 210 AIR staff reviewed and
synthesized wl previous work related (o Section 2 (Observation and Behavior Analysis) Referral
Report indicators. conducted additional analyses to incorporate the latest available data. and
developed aosummary document for presentation to the larger experl review panel. Task 2.2
consisted of a SME review of this summary document te chicit input on indicator wording and to
inalize the operational definition l'or each indicator. This task was expanded later in the year
from the original focus oo Section 2 indicators vbby w include Section 4 {Signs of Deception)
aned Sevtion 5 (Possible Soicide Bomber hdicators) indicators as well as process optimization of
all ether secliems. of the Referrad Report. Task 2.3 involved studies that examined BDO
performance s il refates to human Lactors such as cognitive workload and futigue. Task 2.4
entailed creating 4 raining development roadmap, Bach task is described i greater detail below,
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Progress to Date

Task 2.1: Review Existing Materials and Update Analyses

Dacument Review

As a it siep. the project leam reviewed all documents and reports related 1o the behavior
duetection program, suspicious indicutors, and other mdicators of deception and swicide attack.
The study wam alse reviewed and incorporated information from various sources provided by
TSA mehuding the current SOP, other program documents, and a related study completed by the
Zepartment of Homeland Seeurity s Science and Technology Directorate (DHS S&T). Exhihit 3
omlines the iype of documents reviewed during, this task.

Exhibit 3. Behavior Detection Documents Reviewed to Identify Suspicious Indicators

Category Reviewed Documents

Behavior detection program documents | »  Current Referral Report
s Currant SOP
v Training rmaterials

SPOT Validation Study results »  Descriptive analyses

¢ ltem-level analyses

v Factor analyses

+«  Consistency analyses

Suspicious Indicators work »  Literature review (AIR)

v Suspiciows indicators report (DHS 5&7)
+  Additional interview data (AIR)

Operaticnal Coding «  Current Behavior Reference Guide

Updating Analyses

Ciiven that the previous operational analyses and the pre-incident indicators llerawure review was
completed in 2001 and carbier, iU was necessary to update this work, Firsl, the project team
updated the analyses conducted for the SPOT Validation Stady. Using operational data than
included program relerrals through the end ol 2012, the project team updated the desceriptive
analyses to examine frequency of indicator use by time. location. and other attributes and
updated Jwem-level predictive validity analyses to examing the exient w which individual
mhicators wre reluted to adentufication of higherisk ravelers, using Lhe $ame ouleome Ieasuies is
1 the SPOT Validation Study. Tn addition, the project team conducted the same analyses Tor
Section 4 idicators, which were not part of the originut SPOT Vulidation Study, and conducted
a Factor analysis for Section -4 mdivators, which had not been done previously {Deliverable
213

Second, AIR completed its most recent literature review on indicators of suictde attack in 2010,
This review examined the current academic and applicd Lierature on specific pre-incident
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indicators of suicide attack. The goals of the literaturs review were to determine the current state
of knowledge about observable indicators of suicide wtack just prioy o detonation (pre-incident
indicators): 1o explore the extent te which indicators contained in the Relerral Report are
exhibited by suicide attackers as reported in the existing literatwee; and to gather inforntation to
support concrete, eperational definitions ol identificd pre-imeident indicators. For the current
work, the review was updiated to include more recent literature, and as with the previous
Hterature ceview. results were mapped to the Referral Report indicators o identify the degree of
averlap between behaviors wnd appeuaranee factors identilied in the Tierature review and the
current Relerral Report indicutors (Deliverable 2,113

Suwunarization

As mentivned, AIR synthesized and summirized infurmation from all documents, reports, und
updated analyses thar are relevant 1o this effort. AIR developed a comprebensive and casy-1o-
navigate volume that allows AIR staff and memhets of the SME Panel to examine all available
data and provide recommendations for pessible revisions to the indicator list. AIR sent the final
summary docyment 10 the SME Panel members prior o the Tirst meeting (Deliverahle 2.8,2).

The summary document cansisted of multiple sections that present related information and
fmelings from previous work, For exaumple, ane section included apdated tbles (rom the SPOT
Validation Study that present operational data on the frequency and co-occurrence of indicators
recorded by BDOs o the Referral Report, Addinonal analyses allowed AIR (0 welude
infurmation en indicator usage spaneing from the start of program implementation in 2007 o the
present.

Task 2.2: Expert Review

The sumary document compiled in Task 2.1 was presented (o the SME Pasel for consideration
as purt of the indicwtor refinement process. The panel met twice, once va November 14 and 15,
2013, and ance an Fehroary L and 12, 2014, Following cach SME Panel mecting, AIR
mearported all inpat 160 develop a proposed relined indreator list. A dralt hst of refined indicator
Libels reviewed mthe first SME Panel was submited to TSA m Deliverable 2,201 A dradt Lisc ol
refined indicator labels reviewed during the second SME Panel meeling wis submitled to TSA in
Deliverable 2.2 4. SME Pancel members are listed in Exhibit 4.
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Exhibit 4. s ME Panel Members

Attendees Affiliation Nov 2013 Fab 2014
Externol Subject Matrer Experty
Susan Brandon, Ph.D Chief of Research, High Value Detainee X
Intecrogation Grouwp
Paul Ekman, Ph,0. Frofassar Emigritus in Psychology at X X
University of Califarnia, San Francisco
Christian Maissnar, Ph.0. Frofessor of Fsychology at lowa State X X
L Unpersity ”
|. Helene Mullaney, M.A. Deloitte Consulting X 4
Annalise Whittaker, M.Phil. Defensa Scignce and Technology X
Laboratory, United Kingdom
| tohin Monahan, Ph.D. Frofessor of Law, Psychology, and X
Fsychiatric Medicine at Univarsity of
Virgiria
| Coral Darnda, Ph.0. Consultant Forensic Psychologist ard X
Reader in Applied Cagniticn at University
of Wolverhampron, United Kingdom
Transportation Security Administration
Jennifer King Blanchard TSA, Oftice of Security Capabilities, X X
Threat Assessment Capabilities Branch
Donnie Mancusso TSA, ffice of Security Capabilities, X
Threat Assessment Capabilities Branch
Sarah Mogller TSA, Oftice of Security Capalilities, X
Threat Assessment Capabilities Branch
Patrick Burns T84, Natianal instructor, SPOT Program X
lon Carter T8A, Expert Sehavior Detection Officer, X X
SPOT Program
Lori McCullough TSA, Transportation Security Manager, X X
SFQT Program
Alvin Brooks TSA, Expert 8ehavior Detection Officer, X
SPOT Program
Amertican Institutes for Research
‘ Tracy Costigan, Ph.D. AlR, Principal Research Scientist, BDA X X
I Pragram Resegrch Principal Investigator
| zodie Makonnen, M.Ed. AIR; Senior Research Seigntist, Indicator X X
Optimization Task Leader
Tanya Taylar, Ph.D. AlIR, Research Analyst X X
_Emily Baurnann, M.A, AIR, Research Associate X X
[ Michale Toplitz, B.A, AlR, Rosearch Associate X X
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Pancl discussions focused on the following topics:

m  Considering combining current indhcatars that represent the same construct

M Removing indicators not [inked to unportant outcomes incthe litecatare orin relevant
slulies

®  Revising indicator ttles/headings (o clarify the constructs) they represent

W Adding indicators Hoked to important outcomes that are ot on the current List

M Examining indicator groupings tias, factors) per the SPOT Validation Study

B [eveloping specitications for documentation and standardization of ench indicator
(i.e., operational definitions)

B Considering approaches to revise cwrent indicator weights

® Considering other behavior detection procedural changes to refine the process

Following all SME Puncl mectings. AIR ineorporated all input 1o develop a revised indicator list
with operational definitions for cach indicator, These definitions included exemplars, and
decixion rules to determine the presence ar absenee of cach indicator. This information was
documented in a comprehensive manual for reference and training use in Deliverable 2.2.4. 1
along with refimed behavior detection process recommenditions,

Task 2.3: Human Factors Studies

Cring Year 1, AIR designed and executed a study o examine the operational contexts in which
BLXOx experience fluctuations in their cognitive workload dml fatigue and 10 ¢xamine the
specilie factors that affect the demand Tor mental resources, ©AIR sotght inpun fram vagiots
stakeholders theoughout this process, including SMEs, TSA staffl, and TAC members. Thix xtudy
invotved conducting focus groups with more than 70 BDOs 10 gather information on the nature
of their tasks and how it affects cognitive workload and Tatigue (Deliverable 2.3.1). The rosults
indicated that BIOs helieve that the job demands o high level of mentil etforl and results ina
high level of mental and physical fatigue, Particularly during busy peniods, BDOs find it difficult
to manage several concurrent mental asks. BDOs also believe that the high cognitive worklowd
Is compounded by [ow stalfing kevels and difhoultics interacting with TSA airport persosnel whe
da not have a solid understanding of the job and its demands. The number of indicators on the
Referral Repert is also believed ta be a contributory factor to cognitive workload. BDOs also
reported o high risk of phyxsical injury resalting from the prolonged standing and wadking
required. The recent introduction of Managed Inclusion (M) has reportedly accelerated the onset
of mental Tatigue. A detiled report on the Human Factors Study was submitted in Deliveruble
2,33 This study was the Girst step i e research and sought w gain i high-level perspective of
the range and potential magnitude of the human Fictors risks, AIR anticipates that the results of
the study will provide TSA with information that will enable human factors visks 1o be
prioritized tor further reseurch,

Although AIR originally proposed to canduet teo sepanite studies, TSA and AR sgreed to conselidite the
research to o single initinl study given that very little research has been canducted 1o dine regarding cognitive

warkload or I.'.l]iléll.llf in the BIX) contesw
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Task 2.4: Training Development for Revised Indicator List

Given that the optimization process produced a completed refined indicator set and behavior
detecton process, updated traming s now needed. To this end, AIR developed o tratning
development roadmap to ensure approprinte implementation of the relined indicimors inthe
operational enviroment {Deliverable 2.4, 1), This report sets out recommendations for effeetive
BIO training for new hires and wso provides information o guide stakeholders in making
teehnical decisions thal impact truining vosts and gquality, This report provided a review of
evidence-based best practices and other relevant resenrch for the conceptuat framework for a
truining approach designed to address the specific challenges associated with the expert
applicitions of behavior indicators, The report made the following recommendations:

m Training requirements are best expressed as fraining objectives that can be objectively
muisured, .

B The spical curricalum model” can be used as the basis for organizing the seguence of
Training content and activities.

B Sclection procedures can be revised to better mateh trainees Lo raining requirements,

B Training is often best achicved by incorporating evidence-based training methods into the
JHrOCess,

B E-learning technology is recommended for memorization of suspicious indicators and
vocuhuliry ws a pre-training activity,

o Truining should inelude mechanisngs 1o ensure tat training is ansferred to the
workplace.

® Trainers muost hitve comnzand of the Tacilitation skills required For trainee-centered
interactive karaing.

The resulting training design recommendations allow continuous evaluation and improvement
becuuse 1he traming obgectives are associated with specilic. well-defined measurements, Thus.
irnnees” knowledge and performimer cun be evaduated pree and post-trianing, An examination of
these data can be the basis for the evaluation of the strengths and weaknesses of the training
program and the individual trainees. This evaluation cuan also extend (o assess the pertormanee of
BDOs throughout their carcer to assess the etfects of prictice or experience on cieh learming
ahjective.

3 a . ) . _—
Bruner, 1. 8.01996), The cultore of eiducation, Cambridge, MA: Harvard Tniversiy Prese
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STUDY 3: PERFORMANCE METRICS

Background

The unigue objective of the bebavior detection program presents chiallenges to those attempting
to measure e elfectiveness of the program. In 20100 the US Government Accovataility Office
(GAO) reported on itk review of the behaviot detection program and tecommended that TSA
contract with an independent panel of experts 10 validate the progrum, to prisvide sctentihe
evidence tha the progran is indecd strengthening aviation sceurity, and 1o develop morc
aulcome-oriented medasures Lo gauge program effectivencss.*

In 2011, AIR conducted the SPOT Validation Sindy., which examined the extent 10 which the use
of the SPOT Referral Report leads to corvect sereening decisions. Although the results of this
study found thut SPOT e operationt was significinitly more ellective than randony passenper
sereening (1.¢.. the alternative if SPOT were not in effect), TSA recognized the need to conduct a
more comprehensive progrium evaluation wnd (o perform other Getivities [0 measure program
cffectiveness.

Goals

The ool of the Performance Metrices task has been to sapport BDA o develoging a pedformanee
measurement system that examines program effectiveness, This task included determining the
appropriaieness of various netrics, prioritizing metrics, and identifying data availability and
reguirements o develop estimates for metrics,

Approach

Tos develop a serof performance metres and examine program effectiveness, AR adopted a
stepped approach. as bricfly described below,

Develop Conceptual Framework

W Develop a data cellection plan; Working closely with OSC| identified potental sources
of information ITSA personnel and contractors, data sources, ¢te,) for measurimg the
performance of the behavior detection program,

W Collect suformation about the program: Inlerviewed TSA personne] am) contractors and
reviewed reports, planning documents. and reluted materials,

B Develop o conceppual framework: Used results of data colleetion to develop a Logic
Madel, meluding » Theory of Change and Component Maodel, theaugh aniterative
process with input from OSC and other stakeholders.

Ciovertnment Accountabilivy O, (20005, Bifuers to validale TSATS passenger sereeming belwvier detection
frragrai nedeay, bur opportuniiies exist s srengihen validation and address opergrional challonges
(GAD-10-763), Washingon, DO Governnient Prinung Orfice
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W Gather feedback from the TAC: Share Logic Model with the TAC to 2ather feedback
and comments,

Develop and Prioritize Metrics

W Prigritize performance metries by domain: Developed a set of criteria to prioritized
program metries o ensure thal the final metries for each domain have a common
purpeose. emphasizing outcome-basetl measturemems directly aligned with domain
objectives.

W Dovelop recommendations for improving performance metrics: Further develop
eflectivencss metries, including defining dita requirements and sissumptions,

W Develop recommendations for data collections: Tdentity data sources, data collection
needs, and related analysis considerations for effectiveness metrics,

Results of this work ure summarized in Deliverable 31,3, the Pertormance Metrics Year
Repaort.

Progress to Date

In Muy 2013, ALR submitited to TSA a Droft Performance Mewie Report that discussed the
detivities and progress made i developing performsance mieteics of the behavior detection
approach (Defiverahic 3,.1.1), In May, AIR developed and prioritized program metrics in the
Dalt Pertormance Metnes Review and Recommendations Report (Deliverable 3.1.2), These
reports presented the framewnrk for categorizing the prioritization criteria and identitying
performance metrics for measuring the effectiveness of the behavior detection approuch,
Through vogoing consultation with TSA. AIR further refined the logic model and proposed
performance metnes, The nal fraamework and recomuendations relied w performance metrics
and measurernent were subioted i the Performance Metries Year 1 Report.

Develop Conceptual Framework

The linalized version of the Logic Mudel includes four erilical domains; selection. waining, BDO
mdividusl and team pecfornuance. and implemeatation. Exhitne 5 presents the linalized Theory of
Change flow chart thut ineludes the apecatonal domains und theiv ohjectives (in blue boxes) and
assumptiens about the behavior detection appreach tin green hoxes), Program metrics {outputs
and outcomes} [or each ol these domuins and their objectives ure found in the finalized
Compeatent Model, As deseribed in the section el inits review of the approuch 1o
developing the performance measurement franework and metrics, the TAC emphasized the
unportance of distinguishing B3O pedoniance from more general program effectiveness.

; FAAIR

T AR~ s il
bl ZECOR T CONTALSS SERSUTIA L NFCURUY TNRORMATTON THAT IS 00N TROUT EBUNDER J5UTE B UL Lo pibiempamye=
mm O THIR REE O idnaali L 55 10 PR SENS WITHOUT 4 XIT0 10 RIOW 4Lk et METARTS 15 AN 1500,
FNCT T W THE WRIFTLN IAMIRSE I DT T . " TATLOR SECURITY ADMINIS URA Ulon OR £
KECKRELARY OF THARSPORTATION, LN " el E N AL TTES GR O FHER AUTHOR, FOR LS.
GOV R Y ot TR 1ISUE GLIRE CON RS 1Y 30054 55 A e b i1 1

TSA 15-00014 - 009328



Exhibit 5. The SPOT Theory of Change Model

BeHAVIOR DETECTION OPERATIONAL PEREORMANCE

Program Qutcome: The behavior detection technigque reliably, efficiently, and effectively routes
passengers who exhibit suspicious indicators to a higher level of screening.

IMPLEMENTATION

. " . . ASSUMPTIONS
QOblectlye; Implementation of the bhehavior

datectioh approach at each site facilitates 7 ™\
BOOs' ability to identify high-risk passengers
and resolve each referral,

BIXO INDIVIDUAL & TEAM PEREORMANCE - A

Objective: BDOs correctly employ the SOP,
tools, and equipmentt to jdentify and route
high-risk passengersand resclve each referral, \. v

TRAINING
Oblective: Training provides trainees with the
knowiedge and skills necessary to.identify and N
appropriately route high-risk passengers.

~

~
J

SELECTION
Dbisctive; The selection process Identifies and .

recrults Individuals with the KSAOs necessary \ /
W be effective BOOs, .

; WAIR

Ao o
Yo I ORI NSS SERNTTA - SFCCRITY PNEORRMATTON THA T IS CORTROEE FIVUSDI A U F P UCLS, Lot
BART 0L THIS REC T i ol (31 08 PERFEING WITHET A 1T 0 KN A5 DL ke W reore
FNCHPLWIEE LHE WRITTLN PERMSSION OF Ty . )

- ATLOR SECT RTEY ADSINIR TRA RN R EIN,
1AV Tl U E N AL TS GROTHER ACTHDN, FOR LS.
MEDPIY A S0 SR e LR RN

oIV TR T L LT 1 IS0 OSLIR] GONER

TSA 15-00014 - 009329



Develop and Prioritize Metrics

Working from the conceptual tramework, AIR developed and prioritized performance metries,
wilh an emphasis oo examinmg progrnm effectiveness. AIR began by developing prioritizotion
critgria Tor each donwin of the Logic Model, with the purpose of ensuring that the st of fingl
metries for cach domain would hive u common purpose. In addition, the eriteria help ensure thia
tha: outcome-based metrics are directly alighed 1o the domain objective and that the intent of the
metrics was consistently understoad by AIR and the BDA Program. An additional advantage of
tirst having a set of prioritization eriteria is that it keeps the metrics grounded and aligned to the
damain ohjective. The prioritization criteria were included in Deliverable 3012

Once the metrics were prioritized, AIR reviewed available informtion conrained m a range of
available databases. AIR alxo intervicwed BDA Program persennel tor specific information
abous the contents of the BRO Efticiency and Accountability Metrics datahase (BEAM) bacause
this new system records dita about the allocation of BDOs. [n close consultation with TSA, AIR
developed a set of metrics that specifically examines operational program cffectivencess
(Deliverable 3.1.3). The empbasis was on considering the definttions of. caleulations tor, sud
assumptions involved in the measarement of operational implementation eftectiveness. Exhibic 6
lists the primary performance metrics related to effectiveness.

Ixhibit 6. Effectiveness Motries

Metric Description

1. Measures the praportion of total passengers subjected to behaviar detection processes, and serves s the
basis for effectiveness measurements.

Ble) The probability that a BDO will meaningfully observe a passenger at a checkpoint.

Coverage Proportion of passenger throughput covered by BDOs.

2. Megsures the consistency of implementation within and gcrpss the system.

Referral Rates Ratio of relerrals 1o passenger activity,

Freguencies, ranks, and distributions for indicators used in referrals {and other report
Relative Lsane atribuites). Further metrics are derived from these to make comparisons within and
across the system.

3. Measures how often the program makes correct routing decisions for bigh-risk outcomes (HROs).

The probability of a 80O correctly excluding passengers from the Managed Inclusion (M1}

F X .
(x) lane and routing them to the stapdard screening lane,

The prabability of a BDO routing an adversary to secondary referral screening, based on

bl existing suspacious indictors and SOP.

False Alarm Rate | System alarms incorrectly because threshold for secondary sereening was not met.
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Metric Description

4. Mensures how often the program makes correct screening decisions resulting in the identificovion of @
HAQ, These meosures examine the refationship between front-end screening and back-end outcomes,

The probability that an adversary will be identified, routed to secondary referral

Pld).
@ screening, and correctly referred to a LEO,

Nuisance Alarm

Rate Froportion of cases in which system alarms correctly but the case is resolvable.

Fositive and
Negative FPYV: Of those selected by for secondary referral screening, how many are HROs?

Fredictive Values | NPV: Of those not selected for secondary referral screening, how many are not HROs?
(PPV/NPV)

False Positive

Index (FPI) For every carrect routing decision, how many are incorrect [i.e., overselection errors}?

True and False
Positive Rates
{TPR/FPR)

Of the total HROs, how many were correctly selected for secondary screening?
0f the total non-HROs in the population, how many are correctly not selected?

Odds Ratios (OR) | OR, ratio of odds of HRO among those selected compared with those not-selected,

Finally, AIR developed recommendations regarding data collection te support the program in
estimating these metries with precision. Three methads were identified to produce the metries
abave: (1) analyses of extant data (i.e., using existing data or rontinely collected data to run
analyses or develop estimates), (2) analyses of operationally collected data developed rom
testing in the ficld (e, conducting experiments or quasi-experiments), and {3 apalyses of
experimental data (e, conducting experiments w callect data that canaat be done in the
operational seting). Nearly all metrics can be examined through analyses of extant data and
operationally collected dauta. Human lactors issues (¢.g.. cognitive workload, Tatigue, ime on
task. passenger processing time), which are assumptiens embedded inte certain metrics (e,
P(e)), will largely require collecting and analyzing data trom experiments. AIR will continue to
cottstlt with TS A regarding daa collection ad analysis for metries.
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STUDY 4: TECHNICAL ADVISORY COMMITTEE
Background

Considering the critical nature of AIR s research program for TSA and the potential impact the
rexulis will have oo pelicy for TSALCAIR proposed thar o TAC be mvited 1o conduet an
tidependent review of the work. AIR invited mdividails with expertise i varsety of s,
including racial and ethnie dispurity research, selection instrument bius, rescarch methods, study
design, program eviduation, performaance metries. and behavior deleetion to participate (see

Exhibi 7).

Exhikit 7, Technical Advisory Committee Members

Attendees Affiliation

Robu Gngel, Ph.0D. University of Chwinnati
| Loric Eridell, Ph.D. h University ol South Florida
Paul Lehaer, PhY, The MITRE Curpuralion
Cynthia Lam, Ph(3. eorge Mason University
Kevin Murphy. PhD. Lamorinda Consuiting LEC, Colorwdo Stae University
SSean Oppler, PR Assoviation of Abericin Mudical Cotleges
Williat Reed, PPhI3. ' University of Maryland, Qruanianalysis 11,0
Christopher Weiss, LD, New York University
Annalise Whinuker. M Phil, * Defence Seience and Technology [aboratory, Lnited Kingdom

A one-day mecting wis held o June 18, 2003, to review ongoing and plinned work related 1o
the: reseireh progrant, The meeling look place af AIR's comporate headguarters in Washmyton,
XC. A comprebensive meeting agenda was planned to cover all current AIR tasks while saving
timge for discussion and TAC repoet planning. Prior to the meeting, each TAC member received
ancinlformation packed that iscluded the wgenda and un overvies of AR s behavior detection
research agenda,

*or. Whittaker originally served as o TAC member but was then invited 1o partivipate on the SME Panel for
Inclicator Optirization given her specilic expertse w behavior detecuion indicutors,
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Goals

The primary goal of the TAC meeting was for TAC members to review and comment on ATR s
study design plans and 1o present Nimdings and recommendations.

Approach

AIR provided background on the Behavior detection program and reterral process and on
previous related AIR rescarch, inchuding the 2011 SPOT Validation Study. AIR presented an
overview on cach of three primary tesearch studies ivoelved in the current work. The TAC
engaged i o brosd-runging discussion. which included a number of questions and suggestions.

Progress to Date

In general, the TAC found that AIR s propased research would provide a thorough and valid
assessient af the procedures used in TSA S behavior detection approach o identifying high-isk
trivvelers. Further, the TAC provided specidic recommendations for conducting the proposed
research and identificd whether cach of these represents a high-priority ¢odeaver or a lower
priority activity that is likely to benetit, but is not essential to the research program. AIR
submitted the TAC Initial Mecting Report to TSA in Deliverable 4.1.1. The fallowing
summarizes the TAC s findings and recommendanons,

Findings and Recommendations

Much of the TAC meeting discussion contered on the Benchmarking Study, TAC members
agreed with AIR’s approuch for behavior detection madifications and demographic data
cellection. They alvo agreed thit the internal benchmirking is feasible and that data should be
codlected from all airporis in which behavior detection is employed, but those with an
msufiicient numbier of referrals should be dropped from the analysas. TAC members highlighted
thait the dala collection eptions are feasible for the external benchimarking, but they highly
recommended the need to conduet a data collection that replicates the 2011 Buse Rate Swidy. that
was pit of the SPOT Validaton Swady, The TAC enphasized that it will be extremely important
to address the linitations identified in the original Base Rate Study methodology. The TAC
stiessed the advyntages of this miethodology: it ¢liminates the need Lo establish o pussenger
paptlition estimate and gets at o more precise external benchimark. With respect 1o evaluating
the options for collecting validity data, the TAC agreed that the threat injection methodology
would hitve the most utlity in spite of its potential limitations. The TAC also found thas
employing highly experieticed BDOs o conduet observations of on-duty BDOs was a viable
methodalogy,

TAC meubers acknowledged the potential lor cultoral bias in the instument and there lore
agreed (hat the Mterature review wis aeeessary, T additien, TAC membars strongly
recommended conducting focus groups and emphasized their potential for eliciting the most
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wseful information. With respect to the database analysis task, they agreed that there may be
sune benefil to comparing demogeaphics of LEG referrals cesalling (from the behavior detection
program with the demuographics of LEO referrals resulting from other programs,

The TAC members supporied AIR™s approach 1o indicator refinement, agreeing about the
importanee of reducing the indicator list and refining the process, The two main discussion
paints during this pregeatation were approaches to examining the reweishting of indicators and
approwches W exanining huran Tactors dssues (e.g., fatigue, cognitive woerkload). For
reweighting the indicators, the TAC suggested considering the oceurrence ol indicators in the
random sample as well as using the Base Rate Study duta to conduet o range restriction type
inference between that information and the restricted sample. ft was pointed out that the more
cognitive load @ task requires, the mare likely it1s that a BDO will rely on other factors (e.g..
heuristios. hunches. binses), Therefore, it was recommended that it is best (o keep the observation
ane analysis tasks as simple as possible. sgain making the argument for a redoced indicator set,

Rugarding the performance metries work. AIR presented its approach and methodology.
ineluding developing the Logic Model, with the Theory of Change (owehatt and the Component
Madel. The discussion during this presentation focused on three primary issues. First. AIR and
the TAC discussed the importance of considering how to represent the differenee between
pasitise cuteomes overall and outcomes specific to the progean’s primary goal. that is, 1o
tdentify high-risk passengers (ie.. individuals who are kneseingly and intenrtonally afrempting to
defeat the airport secarity process). For example, a LEO arrest resulting from an vutstanding
damestic violence waerdnt is a positive outeome (LEQ Arpest). but it is not the mtended goal of
the behavior detection program, Although this issue s important, the TAC agreed that it s very
dilTicult to draw the line in the range of passible reusons for positive oulcomes to separate those
ihat are directly linked to TSA™s bebuvior detection mission from others that are more ancillary.

Sccond, the importance of 1he distinetion between BDO perlomuance and program validity was
discussed. That is, when considering program clicetiveness, measurement must include both (u)
the extent 1o which BTXOs are correctly implementing the program SOP und the Referral Report
and (b the extent to which the correet application of the SOP lcads to primary pragram goals,
AIR noted thut this point was consistent with the effort o develop measurements tor probability
of encounter, Pley: prohatlity of eelerral, P{e): and probability of detection, Pred), with ihe first
two metrics, Ple) and P(A. related 1o BRO job performance and the Tust one, P(ef), related w
broader program validity. Finally, it was suggested that the TSA complaints data be considered
as asource ol information for mewsuring progrant offectivencss.
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YEAR 1 DELIVERABLES

LExhihit B lists the deliverables completed in Year T organized by task and submission date.

LIxhibit 8, Year 1 Deliverables

Daliverable

Study Deliverable Submission Date File Name
Number
. AR - SPCT Wark Plan
N/A N/A Updated Timeline and Wark Plan | 03/22/13 50130327 1lsx
Feasibility Study Report:
h i elive 1
Volume | BenF 'markmg Drafs 06/07/13 AlR E‘}evlu.verable 1.1.1 RNO
1-1 1.1.1 Valume 1 Validity Dara Final 07/08/13 Feasibility
Volume (11 SPOT Protocol and Report_FINAL_2013.07.08.pdf
Database Modifications
' Draft 06/28/13 AlR Deliverable 1.1.2 RNQ Stucly
1-1 1.1.2 Power Analysis Final 07/11/13 Fower
Analysis FINAL_2013.07.11.pdf
AlR Deliverable 1.1.3 Study
1-1 1.1.3 Study Design Plan Draft 02/31/13 Deasign
Plan_DRAFT_7013.07.31.pdf
. N AlR Deliverahle 1.2 Dispartty
17 |121 z:g:x;;hﬂgz:':r:"s;i';:""g ™| Final 04/30/13 Literature Review
Final_2013.04.30.doc
. . AIR Deliverable 1.2.2 Disparity in
13 122 &”d':““f' B'ii:‘fﬁ"'gc’”ﬁ Draft 06/28/13 | Suspicious Indicators Litarature
caters Lerature Review Review_2013.06.28
AlR Deliverable 1.3.1.1.
. , _ Draft 07/31/13 Berchmarking Study Focus
13 131 Focus Group Study Report Final 02/28/14 Groups and Interviews Results
Report_2014.02.28.pdf
Research Design for Evaluating AlR Deliverable 1.4.1 Religious
1-4 141 Disparity Based on Religious 03/26/14 Appearance Factors Study
Appearance Fackors Drersign_2014.03.26.pdf
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Beliverable

Study Deliverable Submission Date File Name
Number
7 Draft 05/31/13 AR !.’Jelwerabla 2.1.1 Updated
2-1 211 Updated Literature Review Final 06/25/13 58 Literature
Review Final_2013.06.25.pdf
AlR Geliverable 2.1.2 Summary
2.1 312 Summary Docurment for Expert Draft 05/31/13 Bocument for Review of
o Panel Final 06/25/13 Suspicious
Indicataes_2013.06.25 pof
. , DRAFT_SPOT Referral Report
2-1 21.3 Updated SPOT Validation Analysis | Draft 06/24/13 Updatad Analyses.pelf
DRAFT SME Panel Meeting
3.2 221 Graft Indicater List Draft 12/20/13 Report: Draft Section 2 Indicator.
List. paf
AlR Deliverable 2.2.4 T3A SME.
2-2 2.24 Praft Section 4 Indicator List Final 03/03/14 Panel Report_Section 4
Indicator List_2014 3 03 pdf
o . - AIR Deliverable 2.2.4.1
22 | 2241 F'{:’:'r'\;‘f R_el"‘sed IndicatorList | v\ 103/27/14 | txpanded Optimization
ane Mamid Report_2014.03.27 pdf
AIR Deliverable 2.3.1 Cognitive
7
2-3 231 Human Factors Study Design El:‘:é)g;;;//j; Workload and Fatigue Study
Design, DRAFT _2013.07.31.pdf
Hufman Factors Facus Graups Al Deliverable 2.9.3 Human
2-3 233 Report P Final 02/28/14 Factors Study Focus Groups
b Report_2014.02.28.pdf
AIR Delivarable 2,41 Training
2-4 24.1 Training Development Readmap Final 03/27/14 Devetopment
Readmap 2014.03.27.pdf
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Beliverable \
Study Deliverable Submission Date File Name
Number

AIR Deliverable 3.1.1

Perf Metrics Revi [raft 1
31 311 |ni;?i;:nlzgcce;rt etrics Raview F:afl g;f;/lglg Performance Metrics Interim
P Report_Final_2013.07.02.pdf
Draft Performance Metrics AlIR Deiiverable 3.1.2
3-1 3.1.2 Review and Recommendations Draft 08730713 Performance Metrics
Rapurt Review DRAFT _2033.08.30.pdf

Performance Metrics Year 1 AIR Deliverable 3.1.3 -
31 3.1.3 B Final 03/27/14 Performance Meatrics - Year

Report
P report 2014,03.27 pdt

AIR Deliverable 4.1.1 TAC tnitial
Meeting Report_FINAL (with

4t Al TAC Reviews: Summary of Draft 07/18/13 slides) 2013.09 18 pdf and AIR

o Findings Final 09/18/12 Deliverable 4.1.1 TAC Meeting
Report {Appendix
FY_FINAL_2013.09.15. pdf
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