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NATIONAL SECURITY AGENCY 
CENTRAL SECURITY SERVICE 

FORT GEORGE G. MEADE MARYLAND 20755-6000 

28 September 2011 

MEMORANDUM FOR THE CHAIRMAN, tNTELLIGENCEOVERSIGl-IT BOARD 

THRU: Assistant to the Secretary of Defense (Intelligence Oversight) 

SUBJECT: (U//~ Report to the Intelligence Oversight Board on NSA Activities­
INFORMATION MEMORANDUM 

( U/irOlJO) Except as previously reported to you or the President, or otherwise stated in the 
enclosure, we have no reason to believe that intelligence activities of the National Security Agency 
during the quarter ending 30 June 20 II were unl.awful,.·9r contrary to Executive Order or Presidential 
Directive and thus should have been reported pursuant to Section 1.6(c) of Executive Order 12333, f!s 
amended. · 

(U/t'rOUO) The Inspector General and the General Counsel continue to exercise oversight of 
Agency activities by inspections, surveys, training, review of directives and guidelines, and advice and 
counsel. These activities and other data requested by the Board or members of the staff of the Assistant 
to the Secretary of Defense (Intelligence Oversight) are described in the enclosure. 

/lffl~~~ ~~ 
GEORGE EIJi.ARD 
Inspector General 

p~~~ 
Acting General Counsel 

(U//FOUO) I concur in the report of the Inspector General and the General Counsel and hereby 
make it our combined report. 

Encl: 
Quarterly Report 

General, U. S. Army 
Director, NSA/Chiet~ CSS 

This document may be declassified and marked 
'·UNCLASSIFIED!/rot Official Use Only .. 
upon removal of enclosure(s) 

1!\pproved for Release bv NSA on 12-22-20'14. FOIA Case# 70809 (Litigation) 

TOP SECRBTHSlh'NOFORN 
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(b) ( 1) 

rOP 2HZCRET//SI//NOFOR:N 

I. (U) Intelligence, Counterintelligence, and Intelligence -Related Activities that 
Violated Law, Regulation, or Policy and Were Substantiated during the 
Quarter, as well as Actions Taken as a Result of the Violations 

A. (U) Intelligence Activities Conducted under Executive Order (E.O.) 12333 
Authority 

(U) Unintentional Collection against United States Persons (USPs) or Foreign 
Persons in the United States 

(U/iFOU9) During the seconc! cjuarte(ofc.alendar year 2011 (CY2011 ). signals 
intelligence (SIGINT) analysts inc:J instancddnadvertently targeted or collected 
communications to. from. or about USPs while ptil"suing foreign intelligence tasking. Unless 
otherwise specified. all intercepts and repot1s have been deleted or destroyed as required by 
United States SIGINT Directive (USSID) SPOOI8. . ... ;, .. ,~(bl (3 )-P.L. 86_ 36 

1. (U) Targeting 

(U/If/OUO} I I during a review of tasked selector~. an NSA analyst 
discovered that selectors had been tasked for 

~~~~--~~~~~~~~~~~~ 

(U//FOUO) I I NSA analystsl'earned that the selectors tasked on behalf of 
an Intelligence Community (IC) customer were associated with a USP. The1error occurred 
because NSA analysts did not research•tl)e selectors before submitting them for tasking. The 
selectors were detasked I land all collection was purged.from the IC customer's 
databases. 

(UlffOUO) OnQccasions NSA analysts learned that 
selectors for valid foreign intelligence t~rgets;; rep1a!ned on task while the targets were in the 
United States. The selectors were detasked in,nll i.t1stances exceptD for which the targets had 
already depatied the United States. No collectiot1 'occurred. 

-#~~~t=Hmr~-:'t"t't1."t...;;;..;.;---=o;..;;c;.:.c;:::as:.:.;io::;.:n.;.::s...;b;..;e:.:.;t\;.;.Ve.;;.;;et1 I Sf GI NT 
analysts discovered that associated with a U.S military 
installation had been targetec. was e eted by I I and no repotis 
were issued . 

.--_jj~~~~~4.-~~~-L===:;:~J an NSA analyst learned that the selectors 
to1 ence targets remained on task while the targets were in the United 

~--------------~ 
The selectors were detasked I I and no repotis 

(b) (3)-P.L. 86-36 
(b) (3)-50 usc 3024 (i) 

.• (b) ( l) 

(b) ( 3) - P. L. 8 6-3 6 

·' :'·i '· 

Derived From. NSA/CSSM 1-52 
Dated 200 70 I OS 

Declassi(v On: 20320 I OS 

''. 
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(b)(1) 

TOP SECRETh'SII/HOFORN (b) (3) -P. L. 86-36 
(b) (3)-50 usc 3024(i) 

were issued. 

'·. 
I 

( Sl/Itt::L 'fO USA FVEY) I I an NSA analyst learned that the selector for a 
valid foreign intelli renee target remained on task while tl1e'target.w(ls in the United States fi·om 

Th .. nat . t erl keel th selec r vhile · · king, I L 
~:-;o:-;o.,..-----..,..-:-;o;-:-:-----;-;-:-~~~~-=~___,=,.......,.~ !:h~ ~~leCtOE,:tY.n~(b)(1 ) 

'--------" collection· was deleted aiid 'iib tepoi'fs were"isstled. 
(b)(3)-P.L. 86-36 

(UiffOUO) I I an NSA analyst learned that a USP had been targeted. The 
error occurred because the tasking analyst was ui1aware ofthe target's USP status. The selector 
was detasked I · I The amount of collec.tion I I· No.r~Po.:.t:s were issued. 

(Sh'REL TO USA. FVEY) NSA''(bl (3)-P.L. 86-36 

analysts discovered that selectors for valid foreign intelligence targets remained on task after the 
targets had traveled to the United States. The targets' selectors under the Foreign Intelligence 
Surveillance Act (FISA) Amendments Act Section 702 (FAA *702) authorit had been detasked 

Collection resu te 
~~~~~----~ 
detasked. and no reports were issued. {b)(1) 

(b)(3)-P.L. 86-36 (TS//Sf//NF) 
(b)(3)-P.L. 86-36 

an NSA analyst targeted the e-mail c(b!)l(3)-50 usc 3024(1) 
tele )hone selectors ot a ' ~ !·:,: 

:·:'····in accordance with USSID SPOOlS. The 
~--------~~~----~~--~~--~--~ error was caused by the analyst's confusion about :SIGINT authorities. No collection occurred. 
The analyst also incorrectly targeted See a related 
incident under "Reverse Targeting'' on page 9. 

(U//FOUe'l I an NSA analyst discovered thatOUSPs had been targeted 
and that their identities were contmned in a presi;mtation. Analysts detasked the selectors and 
removed the USP information from the presentation slides I I 

(U//~)j I an NSA analyst discovered, tharselectors for a Valici''(b) ( 3 l -P. L. 86-36 

foreign intelligence target remained on task while the t ai'get was in the United States fi·om 
I I No detasking occurred because the target had already left the United States 
when the incident was discovered. No reports were produced from the data collected while the 
target was in the United States. 

2. (U) Database Queries 

I I 

(b)(1) 

I 

(b)(3)-P .L. 86-36 
(b)(3)-50 usc 3024(i) 

TOP SECRET//SI//NOFOftN 
2 
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(b)(1) 
(b)(3)-P.L. 86-36 
(b)(3)~50 usc 3024(i) 

(S/f.REL TO USA. FVEY) On Ooccasions during this qumier. analysts performed 
overly broad or Joorly constructed database ··ueries that· otentially targeted USPs. These 
c ueries used 

that prodllced imprecise results. On 
~.-o_c_c-as...,.i-o ,-, s-. -t 1=-,e-q -u e-r-:-i e_s_r_e-tu-n-,e-d=--re_s_u l,...ts__,..fr_o_m_,t he cl at a base. The query results \.Vere del et eel. and no 
reports were issued. Analysts who performed these queries were counseled by their 
management. 

(b)(1) 

(U) P d I 'b d I fi II . . . 'd (b)(3)-P.L. 86-36. . roce ura errors contn ute to t 1e o owmg tnCl ents. · ·· 
(b){1) 
(b)(3)-P .L. 86-36 
(b){3}-50 usc 3024(i) 

• (SNR:EL 'fO USA. FVE)')l I an anal st lurSuiJ;g information on a valid 

II 

.. 

a 

forei n intelligence target attem ted to.. confirm 

~-~--r-------~ 
The query and results were deleted. and no reports 

were 1ssuec. 

(U//FOUO)~..I_-=:----_.1 an NSA anQlyst queried a raw traffic databasd~.. ____ _. 
as a query term. The query and results were deleted l land[lor~ports 
were issued. . .... · :;;.!''(b)(3)-P.L. 86-36 

(U/trOUO) 

(U/!FOUO) NSA analysts performed 
queries in raw traffic databases without 11rst performing the required research on the 
selectors. Dqt1eries returned results. which were deleted.and n6 repoiis were issued. 

(b)(1) 
(b)(3)-P.L. 86-36 

• (S//REL TO USA. F'I?'"EY) I l a database auditor discovered that an NSA 
analyst queried selectors associated wi1h a FISA §705(b) target for which the Foreign 
Intelligence Surveillance Court (FISC) ··Order had expired I I The error 
occurred because a previous analyst had: created a query for valid FAA §705(b) targets 
using an outdated list of selectors. A ne\v arialyst ran the queryl~..-_______ __, 
without verifying the selectors: the query returned no results. 

• (~t/Rf!:L TO USA. FVEY)I I an NSA analyst queried I I 
j lin a raw traffic database. The error occurred because the analyst did nof use 

a 

available tools before pertorming the query. No trat11c was 
retained from the queries. . another NSA at1alyst queried~~-=~--' 

/
The analyst He resu ts without viewing them. No t'eports'\wy~) 

....... ,s-s-u-ed"T"""'l'ti,...·o-n-1-:-ft 1e data. (b)(3)-P.L. 86-36 
(b)(3)-50 usc 3024(i) 

(TSNSl//tW) ~:::1 :---:--:::-:-:::-:::----:-:---:-'1 an NSA analyst ran[=:Jqueries in a raw traffic database 
containing E.O. 12333 collection. using selectors associated with foreign 

TOP SECRET//SII/NOFORN 

'· . 

. I'll' 

.., 

.1 

' . 

.(b)(1) 
(b)(3)-P .L. 86-36 



DO~)fiP: 4165278 
(b){3)-P :L.. 86-36 
(b)(3)-50 usc 3024(i) 

"fOfl S"EC!tJ:iff//8If7N0¥0ltN 
,(.; . 

. I I 'l'he queries and results were deleted! ~and no 
reports were issued. ...._ ____ ___,J 

11 (8/IREL TO USA. FYl3Y)I. · ... ·· 1. an NSA analyst queried the name of a valid 
toreign il.l(elligence target while the tanret was in the United.States ft·oml I 

.. :. C:::l While perfornlii1£fCsearc.h the United States. the 

(6}(1) 
·· · .... analyst p·ertbi'Ihed the query in a raw traffic database 

~~--~--~----~~ The error was identified the same day. and query results 
(b)(3)~P.L 86-36 

...._ __ ~~~~--~--~ 
were deleted. No selectors were tasked or queried. and no reports were issued. 

II (U/,iFOUQ.}j lan NSA analyst queried a selector for a valid foreign 
(b)(3)-P.L. 86~36 intelligence target while the tanret was in the United States. The query result was deleted I I ~ 

II (~/"Reb TO H£A. F\'EY) I I an NSA analyst queried I I in 

(b)(1) 
a raw traffic database. The error occurred because the anal 1St. who \vas unfamiliar with 
the database: 

(b)(3)-P.L. 86~36 . 
(b)(3)-50 usc 3024(1) ...._ ____________ ...,.j No results were returned by the t\vo queries. 

11 (SNREL TO, USA, F'v'EY)I · .. ·· · · ::) '· 'l an analyst -in-training performed a query on 
. . ..... ... .. .. ··EJUS. telephone selectors in a raw traffic database. The error occurred because the 

(b)(1) analyst had not bee11 fully trained to validate the selectors before submitting queries to 
(b)(3)-P.L. 86-36 raw traftlc databases. The results were deleted. and no reports were issued. 

a IC'//D'CI 'Tf'\JT('A 'C\IC'VI 

(b)(1) 
(b)(3)-P.L. 86-36 
(b)(3)-18 usc 798 
(b)(3)-50 usc 3024(i) 

~--------------------------------------------------------~ 
II ( SNREL TO usA . .vveY) 

database 
(b}(f) .. f~COg Iiizea.....,..ii'""'ii""'"ti"""a(,.,...()'-.. -th-a-rt --,..f,.,...-t..,..h_e_s....,el"'""e-Ct-O-fS~.;;.;....----_.__-=;....;;;;;.-;;;;...~-..;.;~.;;;,.:;;.;;;-"i 

(b)(3)-PLB6-~6 subseqiletitly deleted .the results and modified the query on (b)(3)·50.USC 3024(i) ......... ___ __. 
were issued. 

(b)(1) 
(b)(3)-P .L. 86-36 

(S/IREL TO USA. FYP{)I I database auditor discovered that!._ __ _, 
L--.,.._,.....,-'lassociated with a U.S. territory were included on a list of selectors that were 

" 

• 

queried in a raw traffic databnse. 

(~//REL TO U~A. fVk:Y)j I an NSA analyst discovered that the e-mnil 
selector associated with a USP had been queried in a raw traffic database. Although the 
selector had been removed ft·om al lqueiyl !after the 
target traveled to the United States, the selector! II a... __ ___. 

(b)(1) 
(b)(3)-P .L. 86-36 

(b)(3)-SO usc 3024(i) TOP SECRET//Sih't~OFORH 
-! 

(b)(1) 
(b)(3)-P.L. 86-36 
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(b)(1) 
(b)(3)-P .L. 86-36 
(b)(3}-50 usc 3024(i) 

20 II, an NSA analyst mistakenly ..,.l ___ .,.._-----.-----------11 The 
query and results were deleted. and no reports were tssued. 

• (U//FOUO) an NSA anal st learned that a USP had been targeted in 
raw tr~t'fic data.base The error occurred despite the fact 

(b)(3)~P.L. 86-36 
· that the that should have prevented the 
targeting ofthe USP. The release of a new version ofthc tool has resolved the problem. 

(b)(1) 

No repotis were issued. · 

3. (U) Overcollection 

~8,'~!::'!:... "!'8 "!:;8 , ;'' '::::") I.NSA/CSS discovered that an 

(b)(1) 
(b)(3)-P.L. 86-36 
(b)(3)-18 usc 798 
(b)(3)-50 usc 3024(i) 

overcollection ofE.O. 12333-acquired data occul:i·edl Iafler an upgrade had 
been installed. I I 

4. (U) Detasking Delays 

jE~~~~~~~~~=====:Lc~luring a review ofdetasking requests at an 
E.O. 12333 collection site. NSA/CSS. found that selectors associated with USPs had not 
been detasked. There was no collection f01 ofthe selectt)rs. TI1e remaining ~selectors 
had collection results at various sites. NSA/CSS is analyzing. ihe collection toci~tennil)t;! whether 
purging is required. 

, .: , ; , , ~·· :,:,; I• 

. .. '""''"'' :(b) ( 1) 
. (b)(3)-P.L. 86-36 

(8//REL TO USA: FVE't')l· I an NSA analyst discovered that a selector 
associated with a valid foreign intelligence target who had traveled to the United States had 
remained on task even though the analyst had submitted a request to 
detask the selecto .... r'. r--------"'----__:; ___ _.;;_ _______ ..:....__, 

mtercept co ecte rom 1 1e target s amval 
1:--------.....J(the date ofthe last collection) was deleted. 

and no reports were issued. 
(b)(1) 

5. (U) System Errors (b)(3)-P.L. 86-36 

(Si/REL TO USA. FVEY)I I \vhil~ participating in a test and evaluation 
session tor a development system. an NSA analyst performed a search tor._l ____ ___,_.;;.......~ 

(b)(1) 

(b)(3)-P .L. 86-36 
(b)(3)-50 usc 3024(i) 

TOP SECRET//$Ih'NOFOR:N. 
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(b)(1) 
(b)(3)-P .L. 86-36 
(b)(3)-18 usc 798 
(b)(3)~so usc 3024(i) 

.__...,..,.._,....I The analyst submitted a ,~equest to the system developer to correct the problem and 
notit1ed other test and evaluation participants ofthe software error. The analyst did not view the 
results. : · · · · ' · (b)(1) ... , :> · ' . (b)(3)-P.L. 86-36 

fShREL 'fO U~A, F\i E)' Jl· . . · ·. . I ail NSA analyst performed a query in a raw 
traffic database that returned U.S. data. The error was caused by a software feature! I 

The analyst 
~--~~----~~~--~~--~--~~--~------~~~~ immediately recognized the mistake and reported the system error tti the database developers. 
The query returned results tluit have aged off No rep~rts were produced. The software problem 
is under review by the developers. (b)(1) (lJ)(1) 

(b)(3)~P .L. 86-36 (b)(3)-P .L. 86-36 

6. (U) I (b)(3)-50 usc 3024(i) ~~~~~~:~~ ~~g ~~~4(i) 
(TSHSIHREL TO USA FVEY) I 'I 

7. (U) Data-Handling Errors 

(U//FOUO) an NSf\. analyst dissen~~~~~t.ed)J.I, ari.IC. agency: atY~'Iysi""i:~l:\(6)(3)-P.L. 86-36 
SIGINT containinuL:-trhe_,...,Idre-nt~Jt:""'Je_s_o-;f,...a....,. USP~:. The analyst verified recall oft he informatio1i on. I I ~ . 

; \ 

(8//REL TO USA. FVEY)j . · jan NSA analyst discovered that a target was 
a USP. re uirincr all collection bein r shared with an IC agenc' toceaseJ I 
'----.~---.-~~~---~~-.--:--~-.--=-'The data sharing was 
terminated the same clay. The IC agency confirmed that all information received on the target., 
was purned I I · ··· ·· ·· . · · (b)(1) 

(b)(1) e .. . .. / (b)(3)-P.L. 86-36 

(b)(3)-18 usc 798 (TSHSIHREL TO US.'\. FVEYH I an NSA analyst learned that a target 
selector cited in an NSA/CSS re ort and used in a raw traffic database ue 'vias beinu used b 

estruct.Jon wmver IS emg requeste 

(~//R:I!L TO USA. FVEY)I I an NSA analyst forwarded an e-mail to an 
IC agency analyst and an NSA analyst containing the identity of a U.S. company without going 
through proper identity release procedures: Both the IC and NSA analysts contlrmed deletion of 
the communication as ofl I There was no targeting or collection. 

TOP SECRET//81//NOFOR:N 
6 
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B. (U) Dissemination of U.S. Identities 

(3//R:EL TO USA. FVEY) The NSA/CSS enterprise issued I I SlGTNJ f)l'bdtlct : ... •::'(6)(1) 
reports during the second quarter of CY20 II. In thfse reJorts, SIGINT a11i.d),:sts included (b)(3)-P.L. 86-36 

information that identified USPs or US. entities on · · occasions \vhile pursuing foreign 
intelligence tasking. Jn0SJGINT p1·oducts, such disseminations were fourid to be improper. 
and the rep_ort~ were canceled ?~ NSA/CSS I janaly.sts learned ofUSPs. 
U.S. orgamzatlons. or U.S. entrtles named Without authonzat10n. All data 111 the canceled reports 
was deleted as required, and the reports were not reissued or were reissued with proper 
minimization. It should be noted that the majority of the U.S. entities' names identi11ed were 
those of Internet service providers in e-mail s~lectors. 

C. (U) Foreign Intelligence Surveillance ,Act'{FISA) 

1. (U) N SAICSS Title I FISA 

a. (U) Tasking Error 

(S//REL TO USA. FVEY) I I NSA/CSS determined that a FISC Order 
contained an incorrect telephone number for a targeted entity. The error occurred because the 
source ofthe information was inaccurate. The tele hone number was detaskedl l 

.__ ____________ ..._ ____ __,was deleted, ancl no reportEiwere issued. 

)''(b)(1) 
b. (U) Detasking Delays .. "" (b)(3)-P.L. 86-36 

(8//R:EL TO USA. FVEYH I aii NSA analyst discovere9 .. ~n e-mai'l 

~~-~--="":"""'":=~--:-~~----:----:---~~--:----:---:-:-~I'The e-mail 
selector tor this FISC-authorized target remained oq task atler the target had left the United 
States. The selector was detasked another analyst . 
documented this as an instance ofovercollection. Data that was coll.ected and retained! I 

dcHa was purged I I while the incident was under 
~-----:------:-~-~~--~ 
discussion with oversight pers01mel. No repo1ts were issued. 

(S//REL TO USA. FVEY) I . : . . I a\1.[\JSA database auditor discovered that 
the selectors to1 toreign tan~ets authorized under FISC Orders remained on task after the 

departedthe l)nitbd States. of the targets had departed 
....;.;.;.~;.;;J,.--....... --:-r----.-;departed The se!ect9r~, w~r.~. ~t~!.~~~~~cl 
on 2 March 2011. and no collection occurred. ...... (b)(1) 

(b)(3)-P.L. 86-36 

(S//Ri:L TO USA. FVEY) I I an NSAanalvst learned that the selector 
for a Fl SC -ap~roved tar[.!et remained ontask aftei· the targ:etj • ~eparted the 
United States f 1. Improved procedures for tracking the tam.et selectors have been 
formulated. The selector was detasked I ·I and collection I I 
I I has been purged. No reports were issued. 

(S/fREL TO USA.· FVEY) I . I an NSA analyst discovered that the 
selectors tor0toreign targets authorized under FISC Orders had remained on task after the 

(b)(1) 
(b)(3)-P .L. 86-36 

TOP SECRET//SI/!HOFOR~o/ 
7 
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targets I ~eparted thi;: .. United States I Traffic fi·om 
tl.1e 1;el.ectors coll~cted after the @~gets' dcpar~urc dates was purged I I 

~g~g~~~:·~·:,~6~~~·" ......... (8/iftEFTO BSf(. FVeY}I ·,·': .. ,I an NSA analyst learned that the e-mail 
selector for a FISC -authorized tar.get had remained on task after the target had left I 

,Ounited States on or aboud I The e-mail selector was cletaskeL.d-o-n"'"l--~ 
L__j Collection from the e-mail selector has been marked tor purging. 

(SI/REL TO USA. FVEY)I I during a review of selectors for the renewal 
of a FISC Order. an NSA analyst learned that e-mail selectors tor FISC -authorized targets 
remained on task after the targets' departure The 
selector for one ofthe tar ets remained on task three cia s atler thelarget's de E)rture fmm the 
United States 

collected fromL.-------------'was purged. and po r~ports were issued.' · ... 

c. (U) Data-Handling Errors 
. (b)(1) 
(b)(3)-P.L. 86-36 

(U/!ffOUO~ I I tiles containing FISA records were downloaded into an 
E.O. 12333 database. Within three hours ofthe download. the error was discovered. and the 
FISA records were deleted from the database. No FISA records were accessed during the time 
the data was in the database. 

(6)($)-P.L. 86"36 (U//~1 l a. SIG!Nf'an.~lyst posted FISA information to a chat 
wit1dow tl1at was not authorized fof'FISA dat-a:· Thi,analyst notifted his overseers of his mistake. 
Ch()t posts age off after 48 to 72 hours. i 

d. (U) Unauthorized Data Retention 

(U/IFOUO)j ~ystem developers .discovered system errors that had 
prevented the purging of records containing FISA data after the one-year retention The 
system error was corrected. and a new automated script was implemented to 
delete FISA .files older than one year. 

(U/~I I previously misidentified files were processed and found to 
contain FISA data from I lthat was no longer approved tor retention 
under expired FISC Orders. Although the data was authorized under FISC Orders when it was 
collected. the data was processed and retained in the database after the Orders had expired. All 
data had been purged as on l and no rep011S were issued. 

2. (U) 
L...------------------------~-----~----~ 

(ll) Nothing to report 

3. (TSIISI/fi'IF) Business Records (BR) .Order 
',I , J 

(U) Nothing to repo11 

TOP SECRET//Sl//NOfORJ'~ 
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4 . .ff3h/€W/~dFT Pen Register/Trap. and Trace (PRITT) Order 

(b)(1) 
(b)(3)-P.L. 86-36 
(b}(3)-18 usc 798 
(b)(3)-50 usc 3024(i) 

!TCII~ 1 /~~\lr-~--------------------------------------------------~ 
'· 

{T8//Sl//NFJ 

5. (U) FISA Amendments Act (FAA) 

a. (U) Section 702 

'~ :, . ; 

L....:--:-:---:-:----~-:-----:~------:~~--------~~o idenli/.i' noncompli ani della thai should be purged 
All collection thai has been marked for purging 1rill he purged. 

i. (U) Unauthorized Targeting 
(b)(3)-P .L. 86-36 

(~//RBL TO USA. FVEY) I I NSA/CSS detasked a selector associated 
w·ith a valid foreian intelliuence target after it was determined that the target was in the United 
States. The selector was i71itially ta~ked I I The error oc~urred because the 
analyst overlooked information that the target had arrived in the United States sometime afterD 

~--~------~------~~ 
the tratllcfrom after 

(b)(1) 
(b)(3)-P .L. 86-36 

(~//RJii], TO U~A. FVIi!Y) I I an NSA anal st discovered that the e-mail 
account associated with a valid tbreign intelligence taroet the United 
States. ( )(1) 

L---------------------------Th)(3)-P.L. 86-36 
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ii. (U) Reverse Targeting 
... '(b)(1J 

(b)(3)-P.L. 86-36 

.(b)(1) 
(b)(3)-P.L. 86-36 
(b)(3)-50 usc 3024(i) 

(TS//~1//~W) I fNSA/CSS learned of' an instance of reverse targeting. For 
the purpose of collecting information on a foreign! .·. · · !located in the United States. 
an analyst targeted selectors associated viith the target's family members. There was no 
independent foreign intelligence interest in the familY. members. The selectors.! I. 

I hvere detasked · I I 
associated with the selectors were deleted Collection resulting tt·om the 
FAA §702 selectors has been marked for purgtng. No repons were issued. 

iii. (U) Tasking Errors 

(U/i'FO~J&) Onc=Joccasions tJ·oml I NSA analysts discovered 
that incorrect e-mail selectors had been tasked because oftypographical errors. The selectors 
were detasked, and all noncompliant collection was marked tor purging. 

(U/tFOU~ J an NSA analyst discovered that a previously tasked selector 
had been retasked Oil] fwithout having gonethrough the required pre-tasking 
approval process. The selector was not detasked .. but th~ tasking information was updated. and 
the tasking was re-approved I I Collection tor the period!.__. ~--------~ 
was purgedl I · 

U//FOUO} I I an NSA analyst cli~covere9 that a selector lutd bei;:ntasked 
L---....-r--..L··..;;;u.;;;n.;;;..de;;.;;r....;t~h..;.,e incorrect FAA·§702 Certitlcati?n·. •Theii1coi'rect tasking.~~s ..• : ... ::::'!:i:::::;mv··· _ _ 

..._ ____ ........~ and all results wei'e pui'gedl ...... .. . . ......... ··I· · ·. · . . .. ·· • ,b)(3) P.L. 86 36 

(U/tfi'OUOi OnO occasions tl:oml I NSA ai1alysts tc.1sked 
selectors without providing sufticient proof that the targets \vere .located outside the United 
States. All selectors were detasked. On~ccasions. noncompliantdata was collected. and it 
has been marked tor purging No reports ·were issue~. · 

(U//fOU~tl . . lse!ec'tors were tasked under FAA §702 authority in 
error as part of a[ I Procedures tori lc!o not require pre-tasking 
review: so the error was not discovered before tasking. NSA analysts discovered the error on 

and detasked the selectors from FAA §702 collection the same day. Collection was 
~------~~~~ 

and no reports were issued . .__ ____ _..... 

(lJI.LFOtJ'(J)j I an NSA analyst discovered that a selector had been tasked 
without having gone through the required pre-tasking review process. The error occurred 
because the target's selector was similar to one that was already tasked. The selector was not 
detasked. but was updated and approved! I Collection! I I I has been marked tor purging. No reports \vere issued. 

TOP SECRET//Sii!NOFORN 
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(U//FOUO)I I a selector was etroiieot!sly iii eluded ir1 a Hst:ofselectoi's (6)(3)-P.L. 86-36 

being processed for transfer to another NSA analyst. The s~lector was iiieligible for tasking 
under FAA §702 because ofoutdated information aboutthe target's location. The selector was 
detasked I I Therewei·~no results. ~ · 

(SII9~b TO USA:. FVEY) an NSA analyst incorrectly tasked an e-mail 
selector. The selector was detaske":-dr-----......., when the correct selector was tasked. All 
collection 

(8//R:Et TO USA. FVEY) I ... I an NSAanalyst attempting to submit 
selectors for FAA §702 collection incorrectly tasked non-FAA §702 sites .and routed the 
collection to an IC customer. While FAA §702 minimization procedure!? qllow collection to be 
routed to other IC members. this is not tme of all SIGINT collection. The selectors were 
detasked I I· Collection I · I has be.en:1;r,,~rked for 
purging. .. '·(b)(1) 

(b)(3)-P.L. 86-36 
iv. (U) Database Queries 

(U//FOUO) Onc:Joccasions fromL I NSA analysts queried the . ..'(6)(3)-P.L. 86-36 

selectors tor valid foreign intelligence targets'iJia raw traffic database witJ10uHirst conducting 
the required research on the selectors. The queries returned results that f!Ssociated the selectors 
with USPs. The query results we1:e deletedj ........ ·· · · · ·· ~ arid no reports were issued. 

(U/fFDUOT 010occa'sicms fi·om NSA analysts submitted 
overly broad queries that could potentially return LISP data to databases containing FAA *702 
datil. The query results were deleted. and no repo1is were issued. 

(5/i'tti:!L 'fO U~A. FVE't1 Froml I an NSA analyst performed a 
query in the FAA §702 raw traffic database using the e~mail selector tor a USP 
associated with the U. . government. The error o.ccurred because the analyst was not aware that 
the account was associated with the US government. No results were returned by the query. 

(S//REL TO USA. fVEY) I I a database auditor discovered !hat an analyst 
had queried FAA p02 data using selectors as$ociated with FAA *704 and FAA *705(b) targets. 
The auerv results were deleted! I ··· ··· ' .... ,.(b)(1) 

( g,' I R:EL \PO UOA, J!"rffl'f) (b)(3)-P.L. 86-36 

(U//FOUOj I a database auditor discovered that an NSA analyst had 
erroneously que1; an FAA §704 se ector in the FAA § 7021 !raw traffic database. 
The query and results were deleted. 

v. (U) Detasking Delays 

(U/lFOUOJI lit wasdiscovered that an FAA §702 selector remained on 
task atler a detask request had been issued! .. I The error occurred because a 
collection system processed the detasking requests out of order, thereb leaving the selector on 
collection. The selector was removed from collection a 
system patch updated the collectiori system to prevent future errors. On records 
collected tor the selector! jwere marked for put'ging 

TOP SECRET//81//NOFORN 
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( S/ /PH?) 

(UNFOUO) I I it was discovered that an NSA analyst failed to detask the 
selectors for a valid foreign intelligence target at1er receiving instructions! I to 
detask because! I The st;:lector wasdetasked I 
Dand the traffic froml ···· ·· . ... . .................. . ........ .. . .. ..was m(lrked tbi·.purgii1g. No~-.-.re_p_o""':'rt-:-s -...1 

were issued. ·· ··· · · ·· ...... ';:'l'"''(b)(1) 

(b)(3)-P.L. 86-36 

~~..:.:.:.:.~ ........ _,.,.llected on 

been marked 1br purging. No reports were issued .. 

(5/tltE:L TO USA. FVEY) I I an NSA analyst discovered that a selector 
remained on task for routing to an IC customer even though it had been detasked by NSA/CSS 
I I because .. . . : · the ~Jnited States I I The 
selector was completely detasked on . CollectiO!lilp~~~~ ···.. .. . l(the date the 
target entered the United States) to ' has been marked tbr pt.'irgi11g::.. ..... . ... :: ..... 

(b)(1) 

vi. (U) Data-Handling Errors (b)(3)-P.L. 86-36 

(U/Ifi'OUO) On[:=JoccasiOI1S fi:o.ml I, FAA, §702 data was tbrwarded 
by fax and e-mail to personnel not authorized toreceive EAAJ702 data. The recipients 
confirmed that the data was not fmther disseminated and that tlie faxes a:nd e-maHs h~dbe.en 
destroyed. .::)::'''(b)(3)-P.L. 86-36 

(U/fffltle) I I t\Ii NSA analyst raised concerns about the appropriateness 
of sharing FAA §702 traffic with an NS.A. analyst who was detailed to anotl}er IC agency and 
was not cleared tbr FAA no2. The sharing arrangement began in 2009. The agreement on the 
sharing activity with the IC agency did not cover sharing FAA-derived information. I 
CJtlie analyst ceased infonnation -sharing 1111til appropriate i:'n~thorization could bel-o-:-b-ta-:-i,-,e-:d-. _, 
The analysts confirmed that at no time had source information for the FAA-
derived intbnnation been shared. As o . NSA/CSS had not created a new memo 
on sharing information with the IC agency. 

(U/ff0l:JB)L.I_....------"I-9an NSA analy?t forwarded unminimizecl USP information 
in FAA §702 tral'fic to al Jecipie~1t:. Tl~·~ lr(lffic was destroyed. and no repo11s were 
issued. 

vii. (U) Overcollection 

~==1/~TI/~~dr--------------------------------------~~ 
1 ...,,._,., u 'I 
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b. (U) Section 704 

i. (U) Unauthorized Dissemination 

(b)(1) 
· (b)(3)-P.L. 86-36 

'(b)(1) 
(b)(3)-P.L. 86-36 
(b)(3)-50 usc 3024(i) 

(S//REL TO USA. Flv'EY)I .. ·· l an NSA software engineer discovered that 
the identities ofvarious USPs collected under FAA 8704 and FAA '705 b had been shared with 

D. (U) Other 

1. (U) Unauthorized Access 

(U/iFOlJO) an NSA analyst detailed to an IC agency accessed an 
NSA/CSS tool and ran queries using an NSA/CSS account instead of an IC agency account.. 
as required by an agreement between NSA/CSS and the IC agency. The accounts tbr NSA/CSS 
employees accessing: NSA/CSS database~ at the J'C agency were to have been de-activated by 
~SA/Cssl . land activ~tedoytl1e IC agency I I No data from the 
Improper access of the tool was used 1t1 rep01ts. 

2. (U) Consensual Collection 

(U//~ ~ . I an NSf\ analyst requested th~t a selector for a USP be 
detasked because the t Pet h d rescin ed consent for l11011itoringl ' · ... , ' ', .. · ' I The 
selector was detasked -The selector had been tasked by NSA/CSS on behalf of 
an IC customer The IC customer coiifitiiled that he had no collection tor 
the selector after 1. . .. :::,;,;;:;,,(b)(3)-P.L. 86-36 

(U/ /FOUO) I I a~· ~SA 'iril~l;~t, discovered tl1at targeting of a USP 
continued beyond th~ period appi'6ved by a consensual agreement. The error occurred because 
I ~he selectors tor the target had been incorrectly tasked and had not been removed when 
the agreement expired. No collection occurred between the time of expiration and the time of 
removal. and no reports were issued. {b)(1) 

(b)(3)-P .L. 86-36 
3. (U) Computer Network Exploitation (CNE) (b).(3)-18 usc 798 

{b)'~3)-50 usc 3024{i) 

+f~//SIHNF) ·1 

(T£kSiki>W) I 

TOP SECRETH~l/mOfOitN· 
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(b)(1) 
E. (U) Counterintelligence Activities 

(U) Nothing to report. 

(b)(3)-P.L. 86-36 
(b)(3)-18 usc 798 
(b)(3)-50 usc 3024(i) 

F. (U) Intelligence -Related Activities (b)(1) 
(b)(3)-P.L. 86-36 

(S/iSI/iNF) To reduce the risk of unauthorized telephony collection and prevent (b)(3)-SO USC 3024(i) 

violations. NSA/CSS instituted a process that gives analysts greater and faster insight inio a 
target's location. I 

I Collected 
~--------------~~~~~~~~~~~-----~----------~~--~-------~~~ data was purged from NSA/CSS's principal raw traffic repositories where required. 

~~ ,,..., "~' 
\'-"''-'" ~J. I 

I 
I NSA analvsts found I le-mail selecto.rs I I 

jthis qtlatier Collected data.\Yas 
'-p-u-rg-ed......-!f-:-ro-m--.-N""'S .... A~/~C~S""'s.,...· s-pi.,..'ll-1c.,..ip-a.;,..ll .-~,.-a., ... v~tt-·a""ff,..lc-.... re_p_o...,.si-~o-ri=-e--'s where required. (b)(1) 

. (b)(3)-P.L. 86-36 

(U//FOUO) lnc:Jinstan~e~. databas~ i1bcess was not terminated when access ,J~~<~t50 usc 3024
(i) 

longer r~quired. Although not viol~ ofE.O 12333 or related directives. the accesses were 
.tennii1ated. Ina~clitio,n .. there \~ereL_jinstances of unauthorized access to raw SIGINT anQ 

....... .J j1ccount shanng dunng the qum1er. ·· 
(b)(3)-P.L. 86-36 

II. (U) NSAICSS Office of the Inspector General (OIG) Intelligence Oversight (10) 
Inspections, Investigations, and Special Studies 

(U//FOUO) During the first quatter ofCY20 II. the OIG reviewed various NSA/CSS 
intelligence activities to determine whether they had been conducted in accordance with statutes. 
Executive Orders. Attorney General procedures. and Department ofDefense and internal 
directives. With few exceptions. the problems uncovered were routine and showed that 
operating elements understand the restrictions on NSA/CSS activities. 

A (U) Expeditionary Operations Reviews (EORs) 

(U/tfl"'f:rQt~-U-ffO~lfl------------,hhe NSA/CSS OIG and the NSA/CSS Representative to 
...._ ________ ___.jproposecl EORs offorward cryptologic elements to enhance cryptologic 

j ' ; ' 

,,j i' 
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(b)(3)-P.L. 86-36 

operations and provide Agency leadership an independent. on-site assessment of in-theater 
operations. A review was conducted of mission o erations and IO Jcrformed b 'C1y Jtolocric 
Services Groups and Cryptologic Support Teams 

~~~~~--~~~~~--~----~~ The JO review highlighted the need for development ofJO guides that detail JO procedures and 
tbr better guidance on TO ti.mctions tbr Otlicers in Charge. 

B. (U/!FeUO)I ·•· 1.. .... ·;::::· ;:,:::0(~} (3)-P. L. 86-36 
,•'' 

.,.•~''' ,. I.._ _____ ..... I 
(C//REL TO USA. FVEY) As part of the joint IG inspectioi}.J>fl'··· ..... ::.····· · .. ··"" .l·fi~e 10 . 

inspection team reviewed the 10 program, 10 training. and tl)e.:app1ication·ofl0 standards in the 
SIGINT mission activities performed at the t\vp site~,: The· TO p1~9gnfillS ad I arc 

included under thel ·.· ·lf0 1Progr~J}Jaf'id arynanagedl by th~ l10 
Program Manager (JOPM). who also serves as'fhelO. ~fficer JIOO) . The IO programs 
at both sites are well docun1ented ai1d sustainable. ·The Program is healthy. and inspectors 
highlighted as an area ofsttel1gth thel ·· hoo·s commitment to adherence to compliance 
standards: 1 .. / /!mission-related 10 training is ti.mely. rrrrorrTe. and responsive to1_1eeds of 

I I personnel. ThBIOPM has worked w1th the IOPM. and theDIOOto 
raise IO awareness at · (b)(1) 

"(b)(1) (b)(3)-P .L. 86-36 
C (U) Misuse of the U S SIGINT System (b)(3)-P.L 86-36 (b)(3)-18 usc 798 

. . . . . (b)(3)-50 usc 3024(i) 

(TSHSI/Ill'W) I I NSA/C$S learned that a SIGINT analyst at a collection 
site used the US. SIGINT System to target atbreiun national i The 
analyst tasked the telephone selector ofthe 

The incident is under investigation by the OIG's Office oflnvestigation. The analyst 
""':h-a-s-:-b-ee_n_r ... emoved from the site. · 

(TSNSI//HF) I I NSA/CSS learned that a SIGINT analyst at a collection site 
pertbrmed a que1y in a raw tratlk database using a personal U.S. telephone number and the 
telephone number of a tbreign nationaH . I The analyst viewec! the (o)(1) 
metadata results returned by the query. No tasking. collection. or dissemination occuri'ed durint,fb)(3)-P.L. 86-36 
this incident. The incident. 1 ;r · is und.er investigation by the OIG's 

(b)(1) Office oflnvestigation. ··r' ·' · 
(b)(3)~P.L 86-36 . 
(b)(3)-50 USC 3024(i)-fTS//St//1<!PJ During an audit review I I NSA/CSS learned that a military 

analystl .lhad queried the U.S. telephone number ofthe son of a persona;-!-----. 
acquaintance in a taw traftlc database! I The query results were deleted ~'---___. 
D· The analyst has been barred from the secured work area an h s h cl clearanc s 
suspended. An investigation ofthe incident is being launched by The OLG's 
Office ofinvestigation will also investigate this incident. 

D. (U) Congressional and 10 Board Notifications (b)(1) 

F£/.'SII/Nf) I I NSA/CSS notified the Congressional intelligence 
committees ora matter involving the NSA/CSS ''upstream" collection under FAA *702 In 
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(~}(3)-P.L. 86-36 
(b)(3)-18 usc 798 

addition to acquiring Internet communications under FAA §702 to or fr61l1 a foreigl1 targUf).~3)~?0 USC 3024(i) 
electronic communications account from U.S. companies that maiJ1tain such accounts. NSA/CSS 
ac uires Internet communications to. from. or about a foreiun taruet 

These collection 
methods sometunes acquire multiple. logically separate Internet communications that cannot be 
divided by technical means · 

~----------~~~ 
This matter has been described to the FISC, which expressed concerns 

about upstream collection. This matter also surfaced during the Court's consideration of 
applications tor renewal ofaiiOFAt\_ §702 Certifications. which were to expire in June and 
Augu~. · · 

(TS//SI//~W) The FISC granted a request;ed extension ofall0fthe current 
certifications until 20 September 20 II to permit time for the FISC to complete its review of the 
Government's responses to questions and issue orders on this matter. 

E. (U) Other Notifications 

(b)(1) 
(b)(3)-P.L. 86-36 
(b)(3)-50 usc 3024(i) 

13//NF} NSA/CSS has notified the Attorney General ofOconsensual and nonconsensual 
intelligence -related collection activities tbr USP hostage and detainee cases. 

Ill. (U) Substantive Changes to the NSAICSS .10 Program 

A. (U) Database Access Control Tool 
(b)(1) 
(b)(3)-P.L. 86-36 

(U//FOUO) NSA/CSS is creating a tailored data management tool to maintain access 
control of SIGINT data in registered repositories. In the future. NSA/CSS hopes to be able to 
supply more precise information about repositories. users. and the number of queries made in a 
given quarter. 

B. (U) 
~--------------------------~ 

·' ··'""(b.)(3)-P. L. 86-36 

(Uf. NSA'sDirector ofCom'l.iance and the IGjointly hosted a 
town meeting to introduce the new · .. qesigned to automate the 
process of submitting mission conipl'iance incictenf reports across the worldwide NSA/CSS 
enterprise. ThQwill become the Agency's ce'ntral tool for reporting all potential mission 
compliance incidents and will provide such benefits as a streamlined management process. a 
central repository. and metrics data to SIJDDO!i root cause identification and trend rnalysis. lhe 

c=Jis expected to be implemented inl land fi.llly operational for 

IV. (U) Changes to NSAICSS Published Directives or Policies Concerning 
Intelligence, Counterintelligence, or Intelligence -Related Activities and the 
Reason for the Changes 

(U) Nothing to repo11. 
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V. (U) Procedures Governing the Activ'ities ~9f DoD Intelligence Components that 
Affect USP (DoD Directive 5240.1-R,.:f~ocedure 15) Inquiries or Matters Related 
to 10 Programs . ' ·~· ··. ·~ · 

(U) Nothing: to repor1. 

'.'i) 

·r: ~ .. 
' ~ ' j;. '1 ' 

·;;.:,. ... 

,;: .. 
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