NATIONAL SECURITY AGENCY

CENTRAL SECURITY SERVICE
FORT GEORGE G, MEADE MARYLAND 20755-6000

28 September 2011
MEMORANDUM FOR THE CHAIRMAN, INTELLIGENCE OVERSIGHT BOARD
THRU: Assistant to the Secretary of Defense (Intelligence Oversight)

SUBJECT: (U/Fet0) Report to the Intelligence Oversight Board on NSA Activities -
INFORMATION MEMORANDUM

(UHFSBO) Exceplt as previously reported to you or the President, or otherwise stated in the
enclosure, we have no reason to believe that intelligence activities of the National Security Agency
during the quarter ending 30 June 2011 were unlawful ‘or contrary to Executive Order or Presidential

Directive and thus should have been reported pursuant to Section 1.6(c) of Executive Order 12333, as
amended.

(U/AOBOY The Inspector General and the General Counsel continue to exercise oversight of
Agency activities by inspections, surveys, training, review of directives and guidelines, and advice and
counsel, These activities and other data requested by the Board or members of the staff of the Assistant
to the Secretary of Defense (Intelligence Oversight) are described in the enclosure.

Looae €0l

Inspector General

S0 .

PATRICK J. REYNOLDS
Acting General Counsel

(U/fFOFOY-1 concur in the report of the Inspector General and the General Counsel and hereby

make it our combined report. .
KEI'TY B. ALEXANDER

General, U. S. Army
Director, NSA/Chief, CSS

Encl:
Quarterly Report

This document may be declassified and marked

“UNCLASSIFIEDAFor-Bffictat-tseOniy™—

upon removal of enclosure(s)
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I. (U) Intelligence, Counterintelligence, and Intelligence -Related Activities that
Violated Law, Regulation, or Policy and Were Substantiated during the
Quarter, as well as Actions Taken as a Resuit of the Violations

A. (U) Intelligence Activities Conducted under Executive Order (E.O.) 12333
Authority

(U) Unintentional Collection against United States Persons (USPs) or Foreign
Persons in the United States

(U/FOH61 During the second quarter f'calendar year 2011 (CY201 1). signals
intelligence (SIGINT) analysts in[__Jinstances"inadvertently targeted or collected
communications to. from. or about USPs while pursuing foreign intelligence tasking. Unless
otherwise specified. all intercepts and reports have been deleted or destroyed as xequued by

United States SIGINT Directive (USSID) SP001S. “P.L. B6-36

1. (U) Targeting

(U/IFeE6H| | diifing a review of tasked selectors, an NSA: z’mﬁlysr
discovered that selectors had been tasked for foremn mtelh"ence targets located in the
United States. The error occurred ' i The
selectors were detasked nd were entexed mto a database contammr7 selectors
that should not be tasked. No collection occuued

(UIrreHey| ' INSA analysts- leamed that the selectots tasked on behalf of
an Intelligence Community (IC) customer were associated with a USP. The ierror occurred
because NSA analysts did not research/the selectors before submitting them for tasking. The
selectors were detasked | and all collection was purged. from the IC customer’s
databases. i o

(U/FOHOY On[_occasions | [NSA analysts learned that
selectors for valid foreign intelligence targets; xemamed on task while the targets were in the
United States. The selectors were detasked in all instances except|__] for which the targets had
already departed the United States. No collection occurred.

SH occasions betweerf | SIGINT
analysts discovered that ' associated with a U.S military

installation had been targeted.” All data collected was deleted by| | and no reports
were issued.

| an NSA analyst learned that the selectors

for vahd foreign mte!h rence targets remained on task while the targets were in the United
States The selectors were detasked | ] and no reports
(b (1)
(b} (3)-P.L. B86-36
b} (3)-50 USC 3024 (i) . : X . e .
(b1 13) ’ ) b) (1) Derived From. NSA/CSSM [-32
{b) (3)-P.L. 86-36 Dated: 20070108

Declassify On: 20320108
“TOP SECRETHSHANOFORMN-
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HEHNO! (b) ) P.L. 86-36
(b) (3)-50 USC 3024 (i)
were issued. | o . 1
‘TS#RE'E“I‘OT*SR‘F‘\FE*‘)I I an NSA analyst lemned that the selector f‘01 a

«The selectm was

detasked | }-collection was deleted” and 16 Feports were issued. b)(1)
(b)(3)-P.L. 86-36
(U869 | I an.NSA analyst learned that a USP had been targeted. The
error occurred because the tasking analyst was unaware of the target’s USP status. The selector
was detasked | ‘ | The-amount of collection No r__@portc; were issued.
“(SHREE-FO-HSA—TVEY) | l NSA ~P.L. B6-3%

analysts discovered that selectors for valid foxewn intelligence targets remained on task aﬁer the
targets had traveled to the United States. The targets’ selectors under the Foreign Intelligence
Surveillance Act (FISA) Amendments Act Section 702 (FAA §702) authority had been detasked

e | Collection resulted trom one of'the selectors. The selectors were
s detasked. and no reports were issued. R0
By - . . (b)(3)-P.L. 86-36
(b)(3)-P. L 8636 CFSHSHAE | - |an NSA amly\%t targeted the e-mail -ail(3)-50 USC 3024(i)
telephone selectors of a foreign | ‘ VS |
| R R ]m accordance with USSID SPO018. The

error was caused by the analyst’s confusmn about SIGINT authorities. No collection occurred.
The analyst also incorrectly targeted|

incident under “Reverse Targeting” on page 9.

| See a related

(U/FeHo) an NSA analyst discovered thatI::]U_SPs had been targeted
and that their identities were contained in a presentation.. Analysts detasked the selectors and
removed the USP information from the presentation slides|

(U//E0H) | | an'NSA analyst dlscovelegl“ that sélectors: for a vahd 3)-P.L. 86-36
foreign intelligence target remained on task while the target was in the United States from ,
| | No detasking occurred because the target had already left the United States

when the incident was discovered. No reports were produced from the data collected while the
target was in the United States.

2. (U) Database Queries

., N

(b)(1)
(b)(3)-P.L. 86-36
(b)(3)-50 USC 3024(i)
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. , (b)(1)
—TFOP-SECREFASHNOTORM— } (b)(3)-P.L. 86-36

' (b)(3)-50 USC 3024(i)
—(SHREE-FO-HS5A—FYEY- On [ Joccasions during thi’s‘s’quaner analysts perfouﬁéd

ovexly broad or poorly constructed database quencs that potentially targeted USPs. These
queues used| |
| ' |that pxoduced imprecise results. On]__jof those
occasions, the queries returned results from the database. The query results were deleted. and no
reports were issued. Analysts who performed these queries were counseled by their

management. :
(U) Procedural errors contributed to the following incidents. ' . (b))~
. i (b)(3)- 50 Usc 3024()
s ~(SHREEFOUSAFYER] : |an analyst pmsum0 mtounatlon ona V"thd v
foreign intelligence target attempted to conﬁzml ' |
I _ |
| ] 'T ié query and results were deleted. and no reports
were issued.
s (U/FeHO)| | an NSA analyst queried a raw traffic dambasel ‘
as a query term. The query and results were deleted | }and.no.reports
were issued. , o L Z’"‘*"(b)(S)-P.u_. 86-36
= (U/FeYey| an NS‘A amlys( dlsw\fexed thdt| S |
| jthat 1 ad been detasked] |
] [when it was detel mmed to be assouated with 'a USP. [he analyst was
not aware that. in addition to. the selector being detasked | : |
| ‘ | The query and results were del etedl | and no reports

were 1ssued.

(UIFOH6Y| . |NSA analysts performed ~ (6)(1)
queries in raw traffic databases without first performing the required research onthe (®)(3)-P.L. 86-36
selectors, unéries returned results. which were deleted. and no reports were issued.

' ASHREFO-HS AR | la d'ltdbdse auditor discovered that an NSA

analyst queried selectors associated .with a FISA §705(b) target for which the Foreign
Intelligence Surveillance Court (FIQC) Order had expired] | The error
occurred because a previous analyst had created a query for valid FAA §703(b) targets
using an outdated list of selectors. A new analyst ran the query| |
without verifying the selectors: the query returned no results.

s SHREL-TFO-HSA—EY, | an NSA analyst queried [—_—_]
[ lin a raw traffic database. The error occurred because the analyst did not use
available tools| Ibefore performing the query. No traffic was
retained from the queries. | l another NSA analyst queried

! | The analyst deleted the results without viewing them. No reports wEje)
1ssued from the data. (b)(3)-P.L. 86-36
' (b)(3)-50 USC 3024())

® (FSHSHAEY | | an NSA analyst 1an[::]querieq in a raw traffic database
containing E.O. 12333 collection. using selectors associated with foreign| |
“FOP-SECREFHSHAMOFORN (0)(1)

(b)(3)-P.L. 86-36

[F%)
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(b)(3)-P'L..86-36 —~FOP-SECRETHSHANOFORN-

(b)(3)-50 USC 3024()) '
l e | The queries and results were deleted } and no
reports were issued. '
—(-S:’v‘-RE-l:-:FG—HS-Ar—F‘c‘E*r-)I | an NSA analyst queried the name of a valid
- foreign intelligence target while the target was in the United States from
T . ‘While per fmmmfv research| : |the United States. the
o O analyst-perfoiied the query in a raw traffic database| |
(b)(1) 1 | The error was identified the same day. and query results

(b)(3)-P.L. 86-36  were deleted. No selectors were tasked or queried. and no reports were issued.

(U ,,‘PGHQ-)I |an NSA analyst queried a selector for a valid foreign '
intelligence target while the target was in the United States. The query result was deleted

{b)(3)-P.L. 86- 36

" W)l | anNsA analyst-queried | lin
()15 - a raw traffic database. The error occurred because the analyst. who was unfamiliar with
(b)(3)-P.L. 86:36 ilie database:] .
(b)(3)-50 USC 3024(i) | | No results were returned by the two queries.

" {SREEFOHSATWEY] ) Lan analyst -in-training pelfouued a query on

-U S. telephone selectors in a raw traffic database. The error occmred because the
{0)(1) analyst had not been fully trained to validate the selectors before submitting queries to
(b)(3)-P.L.86-36  raw traffic databases. The results were deleted. and no reports were issued,

By
(b)(3)-P.L. 86-36
(b)(3)-18 USC 798
(b)(3)-50 USC 3024(j)

s ASHREE-FO-USA—EVEY) [ l" SIGINT analyst queried a raw traffic ~ (0)(1)

e databasel 1 The analyst. who did not. (b)(3)-P.L. 86-36
OI ... recognize initially that] _ pf e selectorsl |

Egggg EOLUg%S:?OZ 4G) subsequentty deleted the lequltq and modified the query onl ‘No reports
were issued.

~SHREL-FO-HSA—FVEY)| l database auditor discovered that[ ]
associated with a U.S. territory were included on a list of selectors that were
queried in a raw traffic database. [ - |

| The results were deleted. and xio reports were issued.

v ASHREL-TOUSA EVEYY | an NSA analyst discovered that the e-mail
selector associated with a USP had been queried in a raw traffic database. Although the
selector had been removed from a| [queiy] |atter the
target traveled to the United States, the se ectm] H ]
(b)(1)

(b)(3)-P.L. 86-36 o)1)

(b)(3)-50 USC 3024(j) REFHSHNOFORN (b)(3)-P.L. 86-36

4
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. . (b)(1)
—TOP SECRETUSHANOEORMN (b)(3)-P.L. 86-36

’ {(b)(3)-50 USC 3024(j)

2011, an NSA analyst mistakenly | : A | The
query and results were deleted. and noreports were 1ssued.

= (U/HeYe)| fan NSA analyst learned that a USP had been targeted in
- raw traffic database. quenesl | The error occurred despite the fact
s o o thiat ghel {that should have prevented the
(0)@)-P.L. 86-36  (argeting of the USP. The release of a new version of the tool has resolved the problem.
” - No reports were issued. ‘ ‘

- U (b)(1)
o IR (b)(3)-P.L. 86-36
3. (U) Overcollection .. MR (£)(3)-18 USC 798
SHREETFOHSA—FYEY] | NSA/CSS discovered that an )50 USC 30240)
overcollection of E.O. 12333 -acquired data occuried| lafter an upgrade had

been installed. |

4. (U) Detasking Delays
RO A sy ’ | during a review of detasking requests at an

E.O. 12333 collection site. NSA/CSS. found that |qelecto1s associated with "USPs had not
been detasked. There was no collection fof __|ofthe selectors. The. femaining :lselectms
had collection results at various sites. NSA/CSS is analyzxm, the collection ta’ detennme whether
purging is required.

L o)1)
) N  (b)(3)-P.L. 86-36
S HRELFO-H S A ) __ Jduring a meetmw with IC personnel. an . -
NSA analyst learned that a target had been in the Umled States singe| __Another NSA
analyst.|, I s |had det‘lslxed]
selectors [ H'owever l Felecton remained on task until] |
| l'T heié was no collection or reporting on the target between | |
ASHREEFO-HSA—FVEY | |an NSA analyst discovered that a selector
associated with a valid foreign intelligence target who had traveled to the United States had
remained on task| Jeven though the analyst had submitted a request to
detask the selector. | |
All intercept collected from the target's arrival
in the United States from| |(the date of the last collection) was deleted.
and no reports were issued. ‘
: (b)(1)
5. (U) System Errors (b)(3)-P.L. 86-36
ﬁ%b%ﬁﬁ#?’v‘ﬁﬁ‘ﬂ I while participating in a test and evaluation
session for a development system. an NSA analyst performed a search for] R
; (d)(1)
(b)(1) . . .
(b)(3)-P.L. 86-36 ~“FOP-SECRETFASHAROTFORN- Eggggﬁé‘bgﬁé?’% g
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TSR CRETHSHNOFORN—- (b)(3)-18 USC 798
v : o (b)(3)-50 USC 3024(i)

“The analyst submitted a request to the system developer to correct the problem and

notified other test and evaluation parncnpants ot the software error. The analyst did not view the
results, DRI (L)1)
S ;,w : (b)(3)-P.L. 86-36
~ lauNSA analyst pelfoxmed aquery ina raw
traffic datdbase that letumed U. S data. The error was caused by a software feature

| | The analyst
immediately recognized the mistake and reported the system error 10-the Talabase developers,

The query returned results that have aged off. No reports-weré produced. The software problem
is under review by the developers.

(b)(1) e T ES%%% P.L. 86-36
(b)(3)-P.L. 86-36 AR I
. (b)(3)-18 USC 798
6. (U)] I (b)(3)-50 USC 3024(i) (b)(3)-50 USC 3024()

7. (U) Data-Handling Errors

(U/HEHe1| | an NSA analyst disseminated 1o, i IC agency analy& ravb)(3)-P L. 86-36
SIGINT containing the 1dentmes otl I USPb The analyqt verified recall of the informationi on.

—+SHREE-TFO-USA—TFYEYT - Jan NSA analyst discovered that a target was

a USP. requiring all collection being shared with an IC agency to-cease,| |

| | The data. sharing was

terminated the same day. The IC arrency conf xmcd that all 1m‘o1mat10n received on the tms.et

was purged | | _ R ()
o) (b)(3)-P.L. 86-36
(b)(3)-18 USC 798 —FSHSHREE-FO-HSA—FVEY | lan NSA analvst learned- that a target
selector cited in an NSA/CSS report and used in a raw traffic database query: was being used by

| | A destruction waiver is being requested.

—(SHREL-TO-US A | | an NSA analyst forwarded an e-mail to an
IC agency analyst and an NSA analyst containing the identity of a U.S. company without going

through proper identity release procedures: Both. the IC and NSA analysts confirmed deletion of
the communication as m“[:t] There was no targeting or collection.

6
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B. (U) Dissemination of U.S. ldentities

—(SHREETFO-F5A—FVEYY The NSA/CSS enterprise issued l_—_:] SIGINT prodact ™ {B)(1)
reports during the second quarter of CY2011. In those reports, SIGINT nalysts mcluded (b)(3)-P.L. 86-36
information that identified USPs or U.S. entities ond occasions while pursuing “foreign
intelligence tasking. In[__JSIGINT products. such disseminations were found to be improper.
and the reports were canceled as NSA/CSS [ |analysts learned of USPs.
U.S. organizations, or U.S. entities named without authorizafion.All data in the canceled reports
was deleted as required. and the reports were not reissued or were reissued with proper
minimization. It should be noted that the majority of'the U.S. entities” names identified were
those of Internet service plowders in e-mail seleclors

C. (U) Foreign Intelligence Survemance Act (FISA)
. (U) NSA/CSS Title | FISA '

a. (U) Tasking Error

A SHREE-FO-HS A | | NSA/CSS determined that a FISC Order

contained an incorrect telephone number for a targeted entity. The error occurred because the

source of the information was inaccurate. The telephone number was cletaskedl::_—_:]
‘ , |was deleted, and no reports” were 1ssued

b. (U) Detasking Delays I %83 P.L. 86-36
~SHREE-TOUSA—TFEY - Jan NSA analyst d]SCOVCI ed” an e-mail

l ’ T The e-mail

selector for this FISC -authonzed target 1ema1ned on task aftel the target had left the United

States. The selector was detasked | o ] another analyst -

documented this as an instance of avercollection, Data that was collected and retained 1

| | data was purged| |while the incident was under

discussion with oversight personnel. No reports were issued.

[ . -, Jan NSA database auditor discovered that
the selectors tod Ifoxemn targets - authorized under FISC Orders remained on task after the
targets| ]depmted the United. States, | of thie targets had departed

| -and| [departed| |- The selectors, were. detasl\ed

on 2 March 2011, and no collection occurred. ' "(b)(1)
: ' (b)(3)-P.L. 86-36
~SHREE-FO-HEAFVEYY | | an NSA analyst learned thal the selector
for a FISC-approved target remained on task after the target| departed the
United States | Improved procedures for tracking ihe farzet selectors have bee
formulated. The selector was detasked | | -and collection

[ lhas been purged. No reports were issued.
—SHREEFO-HS A Y| » | an NSA analyst discovered that the

selectors tbr[]foreign targets authorized under FISC Orders had remained on task after the

®)(1)
(b)(3)-P L. 86-36

o]

—FOP-SECRETASHAMNOEORN—
7
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taroe(sl Idepalted the United States| | Traffic from

“the selectors.collecied -after the talgcts dcpartulc dates was purged |

United States on or aboutl
Collection from the e-mail selector has been mml\cd for purging.

Idumw a review of selectors for the renewal
of a FISC Oldel an NSA analyst learned that e-mail selectors for| |FISC -authorized targets

remained on task after the targets” departure | | The

selector for one of the targets remained on task three days afler the target’s departure from the

United States | |

| |Tra1°ﬁc

collected from| [was purged.. and no reports were issued.

c. (U) Data-Handling Errors ” (bm)

. g (b)(3)-P.L. 86-36

(U//F@b‘@')l I files containing FISA records were downloaded into an

E.O. 12333 database. Within three hours of'the download. the error was discovered, and the
FISA records were deleted from the database. No FISA records were accessed duung the time
" the data was in the database.

<b)(3) P.L. 8836 (u/EeHey] | l a SIGINT“'uﬁiyvst posted FISA infonmtion to a chat

,,,,,

Chat posts agé off. after 48 to 72 hours

d. (V) Unaut_honzed Data Reten-tlo‘n‘

('U//FGHO‘)‘{ kystem developers discovered system errors that had
prevented the purging of records containing FISA data after the one-year retention period. The
system error was corrected. and a new automated script was implemented I |t0
delete FISA files older than one vear.

(U/ESEOT I | previously misidentified files were processed and found to
“contain FISA data from| {that was no longer approved for retention
under expired FISC Orders. Although the data was authorized under FISC Orders when it was
collected. the data was processed and retained in the database afier the Orders had expired. All
data had been purged as of:j and no reports were issued.

2. ()| | ] (b)(3)-P.L.86-36
(b)(3)-50 USC 3024(j)

(U) Nothing to report
3. {TSUSHINE}-Business Records (BR) Qrdar

(U) Nothing to report o »
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—FOP-SEERETSHINOFORNT

4. {TSHSHMNFF Pen Register/Trap. and Trace (PR/TT) Order

(b)(1)

(b)(3)-P.L. 86-36
(b)(3)-18 USC 798
(6)(3)-50'USC 3024())

/1

1.

1

5. (U) FISA Amendments Act (FAA)

a. (U) Section 702

(UIROEOS-Note: As previously reported in the 2010 Second Quarter Report, NSA (SS has
implemented a new process lo_ensure the purging a/’ FAA 8702 collecrion that is wquucd o be purged

from NSA C'SS databases, 4|

A‘?

S

Vo identify noncompli ant data that should be purged.

All collection that has been marked jor purging will be purged.

i. (U) Unauthorized Targeting

ASHREL-FO-HSA—FVEY |

(b)(3)-P.L. 86-36

| NSA/CSS detasked a selector associated

with a valid foreign intelligence target after it was determined that the target was in the United

States. The selector was initially tasked|

| The efror occurred because the

analyst overlooked information that the target had arrived in the United States sometime after[::]
| | the traffic from|
detasking. ensuring removal of all data from Agency databases) was quarantined. pending """(b)(1)
approval of a destruction waiver. No reports were issued.

|after

~SHREL-TOUSA—EVEY) |

} an

4 NSA analvst discovered t
account associated wuh a valid tmeu.n mtellwence tawetl

(0)(3)-P.L. 86-36

hat the e-matl
the United

States. [

P

b)(3)-P.L. 86-36
(b)(3)-18 USC 798

—~
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(D)(3)-P L. 86-36

. R ETHSTNOFES
(b)(3)-18 USC 798
1 o | The selector was detasked on
I |~and_ collection from| ' __{had been marked for purging. No reports
were 1Ssue e .
' oo B —
ii. (U) Reverse Targetin . (b)(3)-P.L. 86-36 o wr.L. 90
() rgeting - (  (0)(3)-50 USC 3024(i)
TSHSIUNEY | | NSA/CSS Jearned of an instanice of reverse targeting. For
the purpose of collecting information on'a foreignj .~ flocated in‘the United States.

an analyst targeted selectors associated with the target’s family members. There was no

independent foreien intellicence interest in the family_members. The selectors,l I
[ were detasked| I 1

associated with the selectors were deleted | | Collection resulting from the
FAA §702 selectors has been marked for purging. No reports were issued.

ii. (U) Tasking Errors

(U/IPOHE) On[__Joccasions from| | NSA analysts discovered
that incorrect e-mail selectors had-been tasked because of typographical errors. The selectors
were detasked, and all noncompli ant collection was marked for purging.

(Ui an NSA analym discovered that a previously tasked selector

had been retasked on without having gone through the required pre-tasking

approval process. The selector_was not detasked. but the tasking -information_was u dated . and

the tasking was re-approved| ‘ | Collecnon for the penodl I

was pmfced| [ . e .
(UL | |-an NSA ana!yst dlSCOVCICd that a selectox had been tasked

| | under the incorrect FAA §702 Celllhcatlon The incoirect tasking:y

corrected | | and all results wete: puu_edl R | e b)(3)-P.L. 86-36
(U/FFOB0Y On[__J occasions hom| l 'N@A anally"'sLs tasked

selectors without providing sufficient proof that the targets were located outside the United
States. All selectors were detasked. OnDccasmns noncompli arit data was collected. and it
has been marked for purging. No reports were, issued. ‘

(U/FegoT] |seleuo:s were tasl\ed under FAA §702 authority in
error as part of a ‘ [ Procedures for do not require pre-tasking
review; so the error was not discovered before tasking. NSA analysts discovered the error on

and detasked the selectors from FAA §702 collection the same day. Collection was
purgedf l and no reports were issued.

U/EOHe)| | an NSA analyst discovered that a selector had been tasked
without having gone through the required pre-tasking review process. The error occurred
because the target’s selector was similar to one that was already tasked. The selector was not
detasked. but was updated and approved| Collection| |
has been marked for purging. No reports were issued.
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U//F@'U@‘)l Ia selector ‘was erroneously mcluded m a Tist of selectoxs (D)(3)-P.L. 86-36

under FAA §702 because of outd'ued mfmmatmn ﬁbout the tan,et s Iocatlon The selectox was

detasked I I There were no results.

_(.SZIB.E-L-I-O-H%—F"V‘E’Y‘)'] | an NSA analyst incorrectly tasked an e-mail
selector. The selector was detasked] | when the correct selector was tasked. All
collection| _|has been marked for purning

—SREFO-HS A " lanNSA analyst attempting to submit

selectors for FAA §702 collection incorrectly tasked non-FAA §702 sites and routed the
collection to an IC customer. While FAA §702 minimization procedures allow collection to be
routed to other IC members. this is not true of all SIGINT collection. The selectms were
detasked | |-~~ColleCtion| : |has been mall\ed for
purging. ‘ “(o)(1)
’ (h)(3)-P.L. 86-36

iv. (U) Database Queries

(U/AOH-On[___ Joccasions homl | NSA analysts‘queried the "~ “{B)(3)-P.L. 86-36
selectors for valid foreign intelligence targets’ m a raw traffic database without- first conductuiu
the required research on the selectors. The guéries 1etmned results that associated the selectors
with USPs. The query results were deleted] . - and no reports were issued.

(U/AeHoT O!D occasions from | INSA analysts submitted
overly broad queries that could potentially return USP data to databases containing FAA §702
data. The query results were deleted. and no reports were issued.

T?fkﬁt“l‘@'ﬁ%ﬁ‘v‘ﬁ"ﬁ'ﬁonﬂ : : Ian NSA analyst performed a

query in the FAA § 702! I aw tratfic database using the e-mail selector for a USP
associated with the U.S. government. The error occurred because the analyst was not aware that

the account was associated with the U.S. government. No results were returned by the query.

—{SHREETFO-HSA—EVEYS | . | a database auditor discovered. thal an analyst
had queried FAA §702 data using selectors associated with FAA \704 and FAA {\703(b) targets.
The auerv 1esults were deleted| . | ' o N (1))

(b)(3)-P.L. 86-36

(U//F‘OH@% a‘datab'ase auditor discovered that an NSA analyst had
erroneously queried an FAA {704 selector in the FAA §702L_—_—_:|raw traffic database.
The query and results were deleted.

v. (U) Detasking Delays , ‘

(U/ﬁ‘@b‘@ﬂ Iit was’diScovered that an FAA §702 selector remained on
task afler a detask request had been issued - The error occurred because a
collection system processed the detasking lequests out.of order, thereby leaving the selector on
collection. The selector was removed from collection| |a
system patch updated the collection system to prevent future errors. On| | records
collected for the selectorl were marked for purging.
—FOP-SECREFHSHNOFORN- (B)(3)-P.L. 86-36
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(U/»‘Fﬁb‘@')'l ‘ | it was _diséovered that an NSA analyst failed to detask the
selectors for a valid foreign intelligence target after receiving instructions| |to
detask because| The selector was detaskedl |
nd the traffie from]. .. ..o |wasmarked. for purg

were issued.

' "<b)<1>
- (b)(3)-P.L. 86-36

3. Because of a conmnumcation erfor information_collected on
[the Umted States ‘was niissed
and the selector was nof detasked until] | -Collection from | , |has

been marked for purgmg No reports were issued. :

ISIREE-FOHSA—FVEYS | | an NSA analyst discovered that a selector

remained on task for routing to an IC customer even though it had been detasked by NSA/CSS

| because] ... i |the United States] ] The
selector was completely detasked onl }-Collection txom e ( he date the
target entered the United States) to ‘|has-been marked- for purmn(r

o)1)
vi. (U) Data-Handling Errors ®)(3)-P.L. 86-36
(U/FEE6Y On[___Joccasions from| | FAA $702 data was forwarded

by fax and e-mail to personnel not authorized o receive FAA 702 data. “The recipients
confirmed that the data was not ﬁmhel disseminated and that the faxes and e-mails’ had been
destroyed. o

(U/FeEe) | fait NSA analyst raised concerns about the appropriateness
of sharing FAA §702 traffic with an NSA analyst who was detailed to another IC agency and
was not cleared for FAA §702. The sharma arrangement began in 2009, The agreement on the
sharing activify. with the IC agency did not cover sharing FAA-derived information.

e analyst ceased information -sharing until appropriate- authorization could be obtained.
The analysts confirmed| " Jthat atno tlme had source information for the FAA-
derived information been shared. As 01| O ].NSA/(.SS had not created a new memo
on sharing information with the IC agency.

(UMFFOYE) "an NSA analyst forwarded unminimized USP information
in FAA §702 trafficto a ecipient. | The traffic was destroyed. and no reports were

issued.

vii. (U) Overcollection

~FSHSHA

(b)(1)
(b)(3)-P.L. 86-36
~FOP-SECRET/SHNOFORN— (b)(3)-18 USC 798
: (b)(3)-50 USC 3024(j)
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Eg;g; P.L. 86-36
b. (U) Section 704 ; )1 | (b)(3)-56 USC 3024()

i. (U) Unauthorized Dissemination = (P)(3)-P.L.86-36

>

| an NSA software engineer discovered thar
the 1dentmes ofvauous USPs collected Under FAA §704 and FAA §705(b) had been shared wi h

1C agency analysts l .

|The software revision was

implemented on| | Kecall ot the mlormat:on from the TC agency was not feasible
because of'its volume and lack of unique identifiers for the FAA records.

D. (U) Other

1. (U) Unauthorized Access

(U/fFGHG-)I l an NSA analyst detailed to an IC agency accessed an
NSA/CSS tool and ran queries using-an NSA/CSS account instead of an IC agency account,
as required by an agreement between NSA/CSS and the IC agency. The accounts for NSA/CSS
employees_accessing NSA/CSS databases at the TC agency were to have been de-activated by
NSA/CSS Iand activated by- the 1C aﬁencyE:l No data from the
improper access ofthe tool was used- in reports.

2. (U) Consensual Collection

(U/IFOHe4 ‘ | an NSA analyst requested that a'selector for a USP be

detasked because the target had rescinded consent for. monitoring| . | The

selector was detasked ~The selector had been tasked. by NSA/CSS on behalf of

an IC customer| | The IC cu%tomex confirined that he had no. collectl . for

the selector aﬁerl . I TR : i ’ L “(b)(S)-PL 86-36
(U//FeHS ]én NSA analy%t dlscovexed that targeting of a USP

continued beyond the period approved by a consensual agreement. The error occurred because
the selectors for the target had been incorrectly tasked and had not been removed when
the agreement expired. No collection occurred between the time of expiration and the time of

removal, and no reports were issued. oY1)
(6)(3)-P.L. 86-36
3. (U) Computer Network Exploitation (CNE) (B)(3)-18 USC 798

(b)(3)-50 USC 3024()

LFSHSHANFY |
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E. (U) Counterintelligence Activities '~ P 86.36

S S (b)(3)-18 USC 798
(U) Nothing to report. . . {b)(3)-50 USC 3024(i)
F. (V) Intelligence -Related Activities | (OI0)

(b)(3)-P.L. 86-36

~(&HSHANET To reduce the risk of unaulhonzed telephony collection and prevent . (B)(3)-50 USC 3024()
violations. NSA/CSS instituted a process that gives analysts greater and faster insight info a
target’s location. |

| Collected

data was purged from NSA/CSS’s principal raw traffic repositories where required.
. ' |
[ NSA analysts found ] le-mail selectors] |

fthis ‘quaiter> Collected .data was

: T T , (b)(1)
purged from NSA/CSS’s pnnclp'll 1aw traffic xepoqntones where required. (b)(3)-P.L. 86-36

(U050 ln[::]mstances database access was not terminated when access M‘%’of’o use 3024(')

longer required. Although not violgtions of E.O 12333 or related directives. the accesses were
terminated. In addition. . “there were instances of unauthouzed access to raw SIGINT anD

iceount sharing during-the quarter. -

(b)(3) P, L 86 36 ‘ _
Il. (U) NSA/CSS Office of the Inspector General (OIG) Intelligence Oversight (l10)

Inspections, Investigations, and Special Studies

(U/FOUOT During the first quarter of CY2011. the OIG reviewed various NSA/CSS
intelligence activities to determine whether they had been conducted in accordance with statutes.
Executive Orders. Attorney General procedures. and Department of Defense and internal
directives. With few exceptions. the problems uncovered were routine and showed that
operating elements understand the restrictions on NSA/CSS activities.

A. (U) Expeditionary Operations Reviews (EORs)

(U/FeHer Jthe NSA/CSS OIG and the NSA/CSS Representative to
| [proposed EORs of forward cryptalogic elements to enhance cryptologic

FOP-SECRETHS :ff IOFORN
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(b)(1).

(b)(3)-P.L. 86-36

- : (b)(3)-P.L. 86-36

operations and provide Agency leadership an independent, on-site assessment of in-theater
operations. A review was conducted of mission operations and 1O performed by Cryptologic
Services Groups and Cryptologic Support Teams| |
The 10 review highlighted the need for development of 10O guides that detall 10 procedures and
for better gmclance on IO functions for Officers in Charge.

B.‘(U//FGHG-H .

~EREETFOHSATYEYS As part of the joint 1G mqpectmnﬂpﬂ |the 10
inspection team reviewed the 10 program, 10 training. and the. appllcatmn ot IO standards in the
SIGINT mission activities performed at the twp sites,. . Thé IOplogmms 1t| lare
included under the| lIO Plo"ram afid are managed by thel 10
Program Manager (IOPM). who also serves as'the: IO Officer (IOO)! I The 10 programs
at both sites are well documented and sustamable The[ [Program is hewllhy and inspectors

highlighted as an area-of strength the IIOO s commitment to adherence to complmnce

standards. [~ Jmission-related IOtlalmmC is timely. appropriate. and responsive to needs of
| [per sonnel. The 1OPM has worked with the[fP:_L_:]I'OPM and the 100 to
raise 10 awareness at BN (16
o, T e,
. i D, b)(3)-P.L. 86-36 - - AT
C. (U) Misuse of the U.S. SIGINT System ¢ ); ) 36 (5)(3)-50 USG 3024()
CESHSHNE) | |"NSA/CS"S learned that a SIGINT analyst at a collection
site used the U.S. SIGINT System to target a foreign national| i1 The
analyst tasked the telephone selector of thel |

1 The incident 1s under investigation by the OIG’s Office of Investigation. The analyst
has been removed from the site.

CFSHSHANF) | . | NSA/CSS learned that a SIGINT analyst at a collection site
performed a query in a raw traffic database using a personal U.S. telephone number and the
telephone number of a foreign national | | The analyst viewed the “B)(1)
metadata results returned by the query. No tasl\mu collection. or dissemination occurred dunnu(b)(3) -P.L. 86-36

this incident. The incident ) ot | is under investigation by the OIG’s
Office of Investigation. C o

(b)(3)-50 USC 3024(0-(—'-1‘-6—#317’7‘1‘1‘!’7 During an audn rewew[:_—____—_____] NSA/CSS learned that a military

analyslr , Ihad queried the U.S. telephone number of the son of a personal
acquaintance in a raw traffic database| | The query results were deleted

[:]. The analyst has been barred from the secured work area and has had clearancis
suspended. An investigation of the incident is being launched by The OlG’s

Office of Investigation will also investigate this incident.

D. (U) Congressional and 10 Board Notifications | ®)1)

28 | NSA/CSS notified the Congressional intelligen ce
committees of a matter involving the NSA/CSS “upstream™ collection under FAA §702. In




DOCID: 4165278

~“FOP-SECRETHSHAVOFORN— T
: g (b)(3)-P.L. 86-36
. . (6)(3)-18 USC 798
addition to acquiring Internet communications unclel FAA §702 to or. from a fo;ewn tamé@@ -50 USC 3024()
electronic communications account from U.S. companies that maintain such accounts, NSA/CSS
acquires Internet communications fo, from. or about a foxewn um.etl

| These collection
methods sometimes acquire mulnple 10g|cally sep’uate Internet communications that cannot be
divided by technical means]

|

| { ‘This matter has been described to the FISC, which expressed concerns
about upstream collection. This matter also surfaced during the Court’s consideration of
applicatio ns for renewal of allDFAA §702 Certifications. which were to expire in June and
August. o

~FSHSHAIY-The FISC granted a requgjfé;ifed ‘extension of all‘l:})f‘the current
certifications until 20 September 2011 to permit time for the FISC to completé its review of the

Government’s responses to questions and issue orders on this matter. (1)
e (b)(3)-P.L.. 86-36
E. (U) Other Notifications (b)(3)-50 USC 3024()

S+ NSA/CSS has notified the Attomey General of Dcomensual and nonconsensual
intelligence -related collection activities for USP hostaﬂe and detainee cases.

lll. (U) Substantive Changes to the NSA/CSS 10 Program oY)

A. (U) Database Access Control Tool (b)(3)-P-L. 86-36

(U//Fe56Y NSA/CSS is creating a tailored data management tool to maintain access
control of SIGINT data in registered repositories. Inthe future. NSA/CSS hopes to be able to
supply more precise information about repositories. users. and the number of queries made ina
given quarter. ‘

B. (U)] | | (b)( )PL 86-36

(U6 lNSA S Duectm of Compliance and the IG jointly hosted a
town meeting to introduce the new{ ) Ideswned to automate the
process of submitting mission compliance incident reports across the worldwide NSA/CSS
enterprise. Th will become the Agency’s céntral tool for reporting all potential mission
compliance incidents and will provide such benefits as a streamlined management process. a
central repository. and metrics data to sunnort root canse identification and trend analysis, The

[::jis expected to be implemented in and fully operational For[:Y—:_]

IV. (U) Changes to NSA/CSS Published Directives or Policies Concerning
Intelligence, Counterintelligence, or Intelligence -Related Activities and the
Reason for the Changes

(U) Nothing to report.
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V. (U) Procedures Governing the Activities: ‘of DoD Intelligence Components that

Affect USP (DoD Directive 5240. 1-R Procedure 18) Inquiries or Matters Related
to IO Programs ,

(U) Nothing to report.

TOP SECRET//SI//NOFORN
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