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EXECUTIVE SUMMARY

OVERVIEW

The Department of Homeland Security Science and Technology (DHS S&T) Directorate coordinated an
independent effort to review and recommend enhancements ta a study being planned hy the
Transportation Security Administration (TSA) to assess the effectiveness and efficiency of an enhanced
behavior detection protocol known as Behavioral Assessmient Level () {BA2), or "Assessor,” DHS S&T
assembled an independent panel of experts representing multiple organizations and disciplines to
review and comment on 1SA’s research methodology, data collection efforts, analysis plan, and
preliminary results. The review panel was charged with two goals: (1) review the emerging operational
assessment process and provide recommendations to strengthen it; and (2) review the evaluation
protocol and data collected from the Boston and Detroit screening pilot studies and make
recommendations related to lessons learned and to the analyses that can be meaningfully conducted to
support effectiveness and efficiency questions.

CONCLUSION

At a high-level, there was unanimous concemn among review panel members that the limitations
presented by the design of TS5A's proof-of-concept studies were too severe to recommend using the
tata produced by the studies to assess the detection capability of the Assessor pratocoel. in genersl, the
review panel felt that the design of the proof-of-concept studies produced data that were too
confounded to allow meaningful interpretation of the effectiveness of the protocol. Panel members
were more optimistic, however, that the proof-of-concept studies could provide information that would
be meaningful for assessing the operational impact (i.e., efficiency data) of Assessor.

Ta address members' concerns, the pangd recommended two new field experimants to deal with the
confounding variakles problem (Study 1) and to mitigate the risk posed by the axtremely low incidence
of high-risk outcomes (Study 2). Recommendations for Study 1 specified a detailed new design for an
aperational study of Assessor. Study 2 outlined a supplemental red team approach, and recommended
that another group of subject matter experts be convened sometime in the near future to address
complexities presented by the second experiment.

Detailed recommendations are made throughout the report in relation to specific design concerns. Each
recommendation is embedded in o discussion of the nature of the concern and its potential impact on
the conclusions that can be drawn from the current study, Specifically, recommendations address
muodifications to experimental and control groups, procedures for the random assignment of both
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passengers and TS50s, concomitant operations of SPOT, the configuration of checkpoints,
conceptualization of autcome measures, the utifization of particwlar metrics and statistical technigues,
and methods to manitor protocol compliance, amang others. The panel also raised concerns about the
guality of the data being used to evaluate the protocols, and followed with a recommendation that
madifications be made to future data collection instruments and to the computer systerns being used to
solicit and store the data.
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1 Charge to the Panel

The Department of Hormeland Security Science and Technology (HS S&T) Directorate was charged with
coordinating an independent effort to review and recormmend enhancements to a study being planned
by the Transportation Security Administration (TSA) to assess the effectiveness and efficiency of an
enhanced behavior detection protocol known as Behavioral Assessment Level Il (BA2), or “Assessor”.
DH5 5&T assembled a panel of experts from multiple organizations and disciplines to review and
comment on TAA's research methodology, data collection effarts, analysis plan, and preliminary results.
The review panel was charged with two goals. {1} review the emerging operational assessment process
and provide recommendations to strengthen it; and {2) review the evaluation protocol and data
collected from the Bostan and Detroit screening pilot studies and make recommendations as ta lessons
learned and to what analysis can be meaningfully conducted 1o support effectiveness and efficiency
tuestions,

2 Independent Panel Review Process

The review panel was comprised of subject matter experts representing the following substantive areas:
behavioral research, transportation security, law enforcement, security-based targeting applications, job
and occupational analysis, and program evaluation {see Appendix B for & list of members). Two face-to-
face meetings and one conference call were conducted in support of the effort, At the first panel
meeting on November 7, 2011, TSA presented an averview of the agency's risk-based screening efforts
to the panel. The presemtation included the Assessor and Screening Passengers by Observation
Technique {SPOT) protocols, along with their research abjectives, metrics, and preliminary results.
Following the first meeting, additional documents were disseminated to the commitiee with the
gxpectation that members would review and comment on the materials.

Panal members met face-to-face a second time on Nevember 22, 2011 in canjunclion with TSA staff to
discuss the evaluation and to consider alternative study designs. A draft report was compiled from
these discussions, and returnad to the panel for comments.  Comments were received from all panel
members by lanuary 18, 2012, This information was reviewed and incorparated inte a second draft of
the report. The second draft was transmitted to the panel on February 4, 2012 with a request that
panal mermbers conduct a second review and to confirm that the report attended to panel members’
comments and other concerns. A final conference c¢all was held on February 15, 2012 o discuss
members' review of the second draft and to address any issues still outstanding.  Recommendations
were finalized on February 22, 2012.

The report from the Independent Reviaw Panel for Assessor Evaluation synthesizes the members’
comments and suggestians for strengthening the design of future evaluation efforts. The report is
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organized around commaon themes expressed by panel mermbers in the areas charged. In cases where
members' opinions were unanimaously in faver of a particular option, & recommendation 15 presented
without alternative. When opinions from panel members diverged, a primary recommendation is paired
with an alternative approach. The issues identified during the debate are discussed.

3 Limitations

The raview panel report represents a surmmary of issues identified by panel members that confound the
results of the Behavioral Assessment Level [l evaluation currently being considered by TSA
Recommendations are made for impraving the design and implementation of future studies. The report
is not intended to be a definitive, in-depth review of all of TSA's behavior detection programs, but rather
it represents @ compilation of design cansiderations for the evaluation of a particular behavior detection
protocol (Assessor) as implemented within the TSA operational arena. While a specific proposal is put
forward for an Assessor Evaluation pilot, its design is specific to a particular context, and will not be
appropriate for all behavior detection evaluation studies.

4 Background
4.1 SCREENING PASSENGERS 8Y OBSERVATION TECHNIQUE {SPOT)

In fiscal year 2007, the TSA began a broad-scale implementation of a behavior-kiased air passenger
screening program known as Screening Passengers by Qbservation Technigue (5POT). The program
employs Behavior Detection Officers (BDO) to observe passengers moving through airport security
checkpoints, and to compare their behaviors against a set of known risk indicators. SPOT indicators
were derived from belavior analysis progeams emplayed by law enforcement and security pecsanngl in
the U5, and abroad. Passengers who are observed by BDOs 1o exhibit a threshold number of high-risk
behavioral indicators are referred to secondary screening for additional scrutiny and questioning. The
purpose of further screening is to investigete the observed behavior in more depth in an effort to either
corroborate or dismiss the concern. If a BDO is unable to dismiss the behavior, the case is escalated and
the passenger is referred to a Law Enforcement Officer (LEQ}.

During fiscal year 2010, the TSA partnered with DHS S&T to conduct a large, year-long evaluation of the
SPOT program with a goal of formally assessing screening accuracy. The SPOT Referral Report Validation
Study was conducted in 43 airports between Oecernber 1, 2009 and Qctober 31, 2010, and included
over 70,000 random referrals and approximately 23,000 Operational $POT referrals. Findings from the
study indicated that the SPOT hehavior detection method identified mare high-risk passengers and
ingonvenienced fewer innocent travelers than would be achieved by flagging passengers at random.
Specifically, the SPOT pratocol was shown to be 4 10 9 times more likely to identify passengers engaged
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in illicit activity than a random protocol. This seemingly strong result must e tempered, however, by
noting that the true positive rates estimated by the study ranged between 0.09% to 1.13% across the
four outcomes investigated, suggesting that under the current implementation, pver 98% of illicit actors
escape detection altogether. This result is likely explained by several factors, including the rareness of
the event, and low instrument sensitivity in the context of sparse staffing levels.

4.2 BEHAVIORAL ASSESSMENT LEVEL I {ASSESSOR)

In tune 2011, the TSA implemented an enhanced behavior detection capability known as Behavioral
Assessment Level Il [Assessor) at selact aicports, The enhanced protocol utillzes SPCT program BDOs for
its implementation, and includes imteraction of BDOs with 100% of passengers at the Travel Document
Checker {TDC) station.  Assessors ask approximately 3-6 questions of each passenger near the initial
document check and checkpoint queue. Assessars receive SPOT training {or refresher training) and
undergo Aviation Passenger Assessor (APA) training, which includes a five-day instructional course
taught by a security contractor followed by an on-the-job-training certification process. The on-the-job-
fraining procedurg requires an additional 8-32 hours of focused practical application under the direct
supearvision of mentors to achieve cartification. H the Assessor-certified BDD observes a suspicious sign,
more time is spent engaging the passenger in an effort to resolve concerns. |If concerns are resolved,
the passenger is allowed to continue through the standard screening protocol; if the BDG is unable to
resolve concerns then the passenger will be reguired to underge more intrusive screening procedures
and, like SPOT, may he referred to a LEQ.

A major difference between the SPOT program and the Assessor model is that SPOT observes behaviors
from a distance. Assessar engages passengers in face-to-face conversation, using direct questioning
techniques and document review to uncover suspicious indicators. The behavioral indicators deerned
"suspicious” by each technigue are generally different, although some averlap exists,

5 Assessor Evaluation: Proof-of-Concept Studies

In order to ensure that the added demands of Assessor are worth the investment invelved, TSA is
engaged in an evaluation of the efficiency and efficacy of the Assessor program. The Assessor program
was recently piloted as a Proof-of-Concept (PoC} at two airport checkpaoints: Terminal A chackpoint at
Bastern-Logan International Airpart {BOS) and Red-1 checkpoint at Detroit Metropolitan Wayne County
Airport {DTW). Data to evaluate the sssessment were collected at Boston-Logan between lune 6 and
December 15, 2011, and at Detroit between luly 18 and December 15, 2011,

A detailed discussion of the PoC studies designs, measures, and results are presented In the remainder
of this section. The PoC studies are discussed in detail here in order to provide context and information
relevant to the Fanel's recommendations for a stronger evaluation study design (see section 6). The
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detailed discussion and presentation of results that foillows is not intended to imply endorserment of the
Pol studies by the independent review ponel. Rathar, the review panel noted a number of limitations in
the PoC studies. These limitations are mentigned throughout the remainder of this section.

The design of the Proof-of-Concept is probably best described as a quasi-exgerimental, non-equivalent
group study. Quasi-experimental designs are often used when it is difficult or impractical to randomize
the assignment of subjects to treatment and control groups. Random assignment 15 @ desired stody
characteristic because it minimizes the differences between the treatment and control groups. Without

Figure 1: Study Timeline

6/6 7731 B/ G/12 12715
Boston Study

|
|

7/18 10/17 11/16
Detroit Study

|

randomization, confounding vaciables are less likely to he evenly distributed between treatment and
control graups, making causation difficult to establish.

Groups in the Assessor PoC are judged to be non-equivalent because subjects were allocated to
treatment and control groups through a non-random time -based procedure. Figure 1 above provides a
graphical depiction of the time-based group allocation method vsed by the Pol studies. For example,
the Assessor PoC implemented at Boston-Logan Internatianal Airport assigned passengers to control and
treatment groups hased on the time of transit through a single checkpoint {Checkpoint A). The group
that moved through the checkpoint between June 6 and July 31 is referred to as the "Baseline" group.
The "Baseline” group was subjected to current standard screening procedures and serves a3 the control
group for the study. The group referred to as the "Proof-of-Concept group” transited the same
checkpoint (Checkpoint A) at a separate point in time {Aug 15 through December 153), The “PoC group”
served as the experimental group and received standard and Assessor-based screening.

Several changes were made to the Detroit-based study protocol as a conseguence of preliminary results
observad in Boston prior to the implementation in Detreit. These differences, as well as the differences

. .
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generated by the varigus "Options” tested (noted in Figure 1), are discussed in more detall in Section
9.2

5.1 STANDARD TREATMENT [BASELINE)

The standard operating procedures (SOP} implementad at checkpoints inclutle the following:

s TDCSOP: Passengers' travel documents are examined by a Transportation Security Qfficer {TS0)
serving at the TDC position. If discrepancies cannat be resolved, a supervisor is notified” and
Selectee Screening is conducted. Checkpoint SOP LEO notification guidelines are followed.

e SPOT 50P; Passengers are observed for checklist behaviors, A passenger exhibiting greater than
a threshold number of behaviors s sent to secondary screening where SPOT Referral Screening
is conducted. SPOT S0P LED notification guidelings are followed. The SPOT SOP reguires LEC
notification when additional items are uncovered during the bag search and/or if signs of
deception are observed.

& Secondary Security Screening Selection ($555, or Quad-3) SOP. Passengers who have not passed
pre-screening checks are referred to secondary wheare Selectee Screening s conducted.

All SPOT Referrals and TDC/5555 Referrals are subjected to the following identical screening procedures _

»  Advanced Imaging Technclogy (AIT) sereening or Walk-through Metal Detector (WTMDY o ¢ &
TAG US0 §

o [DIE)49 lpat.Dawn

* Explosive Trace Detection (ETD) of accessible property

s Physical search of accessible property

In addition to the procedures described above, passengers who are referred based on 5POT scores
receive additional scrutiny by BDOs. 8D0s continue to observe individuals during the referral screening
procedures for indications ot stress, fear, and deception. SPCT BDOs also engage in a "casual
conversation” with passengers in an effort to elicit information that may serve to resolve the case. If
SPOT scores reach the SPOT SOP thresholds for LEQ notitication, the passenger will become 2
mandatory LEO referral. 5555 referrals are screened by TSQ5, not BDOS.

! Conflicting information was received from TSA with regarsd to the referral protocols wiilized by TROs serving as the TDC, One
version stated that a supervisor must be rotified before a TS0 serving as a TDC could refer 4 passenger for additional sereening
[or to a Low Enforcement Officer). & second version stated that TS0k had latitade te make referrals independent of supervisor

appraval.
P

Casual conversatian” is & specific sub-protocsol of the sverall SPOT protocal,
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5.2 EXPERIMENTAL TREATMENTS ( PROOF-OF-CONCEPT)

Treatment Design

The primary experimental treatment consists of modifying operational screening procedures such that
100% Behavior Assessor interaction with passengers is added at the TOC position. Behavior Assessors
are responsible for deploying the new behavior detection technigue. BDOs who participated in the
operational assessment were reguired to complete the following training courses in preparation for
serving in the Behavior Assessor role:

s Aviation Passenger Assessor [APA] training

*  On-the-job (QJT) training

¢ Screening of Passengers by Gbservation Techniques (SPOT) refresher training

s Travel Document Check (TDC) training

The highest performing participants in the APA training course were designated as Assessors during the
PoC and were used to canstitute the PoC group (treatment group).

In terms of implementation details, the Assessor protocol excludes TSA employees, air crew, and airport
employees fram guestioning,  Instead, the standard treatment was applied to these individuals, In
addition, SPOT and Quad-S processes continued without change during the PoC,

As shown in Figure 1, four different screening options were tested in the PoC. The two options tested in
Boston assessed optimal placement and function of the BDO at the checkpoint:

o Option 13 Assessors interact with each passenger in proximity to but independent of the TSO
conducting travel document checks. The BDO asks the passenger 3-6 questions after the TS0
completes the travel document check.

o Option 2 Assessors observe and engage each passenger while 2lse performing TOC duties. A
separate TSO serving as the TDC does not operate in this scenario,

Preliminary assessments at Boston suggested that passengers reacted more favarably to Option 2,
possibly because of its similarity to standard TOC operations. Discussions with the Boston Assessor tearn
indicated that passengers were confused and annoyed by having Lo wait in two different lines and show
their documentation twice, once to the TRC and once 1o the Assessar.  As a result of these
considerations, Option 1 was discontinued in Boston and was not used in Detrolt. Instead, Option 2 was
vsed during the entire Detroit PolC.

During the first 15 days of the Boston pilot study, Assessors referred suspicious passengers to other
Transportation Security Officers (TSOs) for Selectee Screening. Beginning September 1, Assessors began
to conduct Selectee Screening on their own referrals, presumably utilizing a combination of SPOT- and

Assessor-based indicators to resolve the case.  Assessor-conducted screening occurred in Boston
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through the end of the Proof-of-Concept [mid-Decermnber), Detroit employed a more structured
approach (see Options 3 and 4 below), employing both sets of tactics during different timeframes to
formally assess whether Selectee Screeming or SPOT Referval Screening procedures produced more
optimal results,

Back-end screening procedures were manipulated in Detroit in the following manner:
o Option 3. Assessor-based refercals are screened using Selectee Screening procedures, Selectess
receive Advanced Imaging Technology (AIT) screening (if available), Walk Through Metal

Detector WTMD] screening, Property X-Ray, |‘b)("‘) E Pat-Down, Explosive Trace Detection
(ETDETD search, and physical search of accessmle property.

o Option 4 Assessar-based referrals are screened using SPOT Referral Screening procedures
wheraby BDOs engage in a non-custodial interview {casual conversation) with the passenger,
and a comprehensive search of the referred individual's property is conducted. During 5P0T
Referral screening procedures, BDOs closely observe individuals and mentally calculate any
additional SPOT point accrual. BDOs also make notes about the case and formally document the
points and cther notes in the SPQT Referral database,  Otherwise, SPOT referrals receive AlT
screening, WTMOD screening, X-Ray of property, % 11 PAt-Down, and ETD and physical
search af progerty. T

Comparisons between the experimental and control groups are of primary interest. $pecifically, within
each airport the PoC group was compared to the Baseline data. There is alse interest in comparing
results between Qptions 1 and 2 {especially for the efficiency measures), and between Options 3 and 4
{espetially for the effectiveness measures). However, notwithstanding problems of interpretation, the
aspecially low base rates of illicit activity observed in Detroit made this comparison unachievable,

Variations in Treatment Implementation

In addition 10 seme of implementation differences described above, TSA's assessment team
documented several zdditional variations in how the pratocols were implemented across the two PoC
sites.  Variations between the sites were noted in terms of. (1) the type of personnel utilized as
Assessors, (2) procedures bsed for implementation and secondary screeming, (3) the days and times
Assessor shifts were scheduled, and (4) the length of the shift scheduled. Table 1 provides more detail
about implernentation variance,

i T | L LLEL

may be dfsclosed 1o persgns without a . & writlen permrsslon cl' the
admmistrator of the Transortat an e _ . gthorized release mav result in civil
- . CFor LLE, Gavernment Agencies Pubnc disclusure is governed hv S UA.C 552 and 49 CFR P ove

TSA 15-00014 - 009986



Table 1. Comparison of Assessor Experimental Designs

BOSTON DETROIT

BA?:S;(S(;E:SO?J':\ID * BDOs | « BDOs, TSls, and FAMSs

s Assessor conducted according to

TREATMENT Ciption 1 (8/15/11-9/11/11)
OPTIONS » Assessor conducted according to

Optian 2 {9/12/11-12/15/11)

» Assessar conducted according to
Option 2 far the entire PoC period
(10/17/11-12/158/11)

 BDOs
¢ Checkpoint Selectes Screening
(10/17/11-11415/11)
* SPOT Referral Screening with a BDQ
partner (11/16/11-12/15/11)

s Checkpoint Selectee Screening
SECONDARY {8/15/11 - 8/30/11)
SCREENING * SPOT Referral Screening with a BDO

OPTIONS artner {9/1/11-12/15/11
partner (9/1/11-12/15/11) TSls and FAMS
+ Checkpoint Selectee Screening as only
~ option _
WEEKLY s PoC conducted several hours per day PoC conducted svery day from 0400-
SCHEDULE per shift . 1800
SHIFT LENGTH « Entire AM or PM Assessor shift » Entire AM or PM Assessar shift (7 or 8
! {usually 3-4 hours) ~ hours)

Other personnel, in addition to BDQs, functioned as Assessors in Detroit during the PoC. These
individuals included Federal Air Marshalls (FAMs) and Transpertation Security Inspectors (TSls). FAMs
and TSIs were trained in the Assessor program alongside the BDOs. Unlike their BDO counterparts,
though, FAMs and TSIs had not received SPOT training prior to Assessar training.  8oston used only
BDOs, who all have SPOT twraining and behavior detection experience.

One exception not addressed in Table 1 relates to the configuration of the checkpeint utilized in Detroit,
Boston implemented the Assessor protocol at ene checkpoint feeding one sterile area. The checkpoint
chosen for use in the Detroit Assessor Pol. [Red-1) reprasented just one of four checkpoints feeding a
common sterile area. As a result, passengers were allowed to bypass the PoC checkpoint and to enter
the sterile area through an alternate route (Red-2, Red-3, or Red-6). This problem severely limits the
interpretation of results from Detroit, and is discussed in Section 5.4. A final difference between the
two sites is that TSA conducted a "Pre-chack™ pilot project at one of the three gther checkpoints (Red-2)
during the Proof-of-Concept timeframe.

5.3 ASSESSING OPERATIONAL IMPACT

T5A's assessment team collected data to construct throughput and efficiency metrics 1o addrass the
guestion of whether the Assessor implementation was feasikle given the structure of checkpoint
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operations at Boston and Detroit. Several aspects of checkpoint operations were measured during the
Baseling and PoC assessments, including throughput and staffing rmeasures, nambers of selectees,
average processing times, average wait times, and passenger refusalsfcomplaints. In this section, we
report the data as provided 1o the review panel by TSA, and add interpretations as required. The resulis
of the PoC studies serve as context for design considerations.

Throughput and Staffing

Information about passenger volume and the staffing provided for each of the PoC checkpoints is
provided in Table 2. These data show that the average passenger throughput in Detroit on a daily basis
is about half the throughput in Boston. Thus, Boston employs & greater number of lanes (8 versus 5),
BDOs (66 versus 37), and Assessor personnel (66 versus 47}

Table 2. Key Measures of Throughput and Staffing for Boston and Datroit

Checkpoint Terminal A (8 lanes) Red 1 (5 lanes)

Year of SPOT Program Implementation 2004 2006

Baseline Period 6/6/11-7/31/11 7/18/11-9/16/11

Preof-of-Concept Period 8/15/11-12/15/11  10/17/11-12/15/11
Total Availoble Certified Assessors 66 B0 37 BDO, 5751, 5 FAM
Passenger Throughput

Total Throughput (foll) 360,281 323,383

Total Throughput (Baseline) 597,550 327,640

Total Spoken to by Assessor 313,293 (87%) 287,805 (89%)

Efficiency

Key operational measures for the Pol are provided in Table 3. These data demonstrate that by the
middle of December, the Assessar PoC had screened over 600,000 passengers. Assessors referred 639
passengers to selectee screening {0.11%), resulting in 142 referrals (20.6%) to Law Enforcement Officers
{LEQ). The number of passenger refusals and formal complaints was very low (0.03%).
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Table 3. Key Operational Measures for Bostan and Detroit during Preof-of-Concept

Total Passengers Spoken to by an Assessor 313,293 287,803 601,098
Pas;engers Receiving Additional Questioning at 2456 2,461 6.957
Podium

Passenger Refusals 8% Ag 143
Total Formal Complaints 3 8 11
Total Assessor Referrals (Selectees) 506 153 689
Tatal LEQ Referrals (from Assessor Selectees) 137 5 142
Percent of Assessor Selerters Referred to LEQ 28 0% 2.7% 20.6%

Table 4 shows that passenger processing time was reducet from B3 sgconds 10 44 seconds when the
Assessor also handles TOC dutles [Boston), suggesting that thig conf guration is more efficignt than
Qption 1. On averags, the Assessor program adds an additional 25 seconds of processing time to gach
passenger (44 vs, 19 seconds!, increasing average processing Limes by approximately 140%.

Table 4. Passenger Processing Times during Prook-of-Concept

PROCESS TIME MEASURES (seconds)

Baseling - TDC Cyele Time 12.6 17.0

Option 1 - TOC Cycle Time 222 NN
Option 1 - Assessor Cycle Time 40.5 Q\Q\\
Option 1 - THC + Assessor (22.2+40.5) 627 o

Option 2 - Assassor s TOC 44.1 44.0

Given the increase in processing times, It is parhaps surprising t1at passengers did not experience
significant increases in wait times, Table 5 provides aevidence that the overall average wa't time was
weaentialy unchanged between the Baseline period and the Option 2 period.  During ron-peak hours,
passenger wait times actually declined on average oy about 30 seconds; during morning peak hours,
wait times were unchanged. During afternoon peak peripds, wait times increased by approximately a
minute on average.  This seemingly counterintuitive result was trog even though the number of
passengers processed per staff hour was similar berween the groups {see Table 3, far rght column),
Assgssors who served as TDCs processed on average only 2 fewer passengers per hour than TDCs did
during the Baseling periad.
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WAIT TIME MEASURES PM Peak "“:‘fs';g"”
{minutes) i | iosso-17a0) || Pe"
Hour
Baseling 0:10:40  0:10:5% (:09:12 0:171:44 19.3
Option 1 - TODC + Assessor m10:25 00924 0:09:12 o125 151
Oplion 2 - Assessor g TDC 0010:38 010021 0:09:18 0:12:55 171

A multivariate analysis of one month of data from the Boston PoC’ suggested that TDC officers
proceaded mare slowly when more TOC pasitions were aper. This result Implies that officers may slow
dowrt br speed up depending Upon quaue eonditions--imnlying that cyale timas may be endogenaus 1o
queLe wait times, not the raverse, Another explanation may relate 1o the fact that other botilenecks in
the process drive wait times, For example, the speed av which passengers can progress through the x-
Ray and WTMD stations may at times be limited by valume, creat' ng situations where TDCs [angtien
their cyile times Because the passenger canaot yat be sent to X-Ray/WTMD, Corsequently, the degres
to which ryele times can be used to predict staffing reguirements is unelsar.

Table 6. Passenger Pracessing Times during Proof-of-Concept
For Selected Risk-hased Traveler Characteristics

RISK GROUP

Military Personnel (N=58) \‘\_ N 318 3.7
passengers Lver bS (N=R71} RN - 43

Passengars Traveling with Childran (N=GA8) }.\‘\\\s 245 4.2
All Other Travelers (N=8,717) AN a1t 41

The Detroit Propf-of-Concept gothered dats on average processing and trangit times for several
different categories of passengers as presented in Table 6, The first three catepories represent low-risk
travelers,  Asscssors were instructed to expedite the screening of low rish passengers.  Passengers
traveling with children ware processed the quickast, Fallowed by uniformed military personnel. Both

Tsee The Sureening of Passengers by Observation Techniques Program's Behavioral Assessment Level | Proof-of Cancept
Baselinz Report, cated August 8, 2011
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figures suggest that Assessor standard operating procedures are being followed. Passengers over 65
werre processed na more quickly than general travelers—a finding that is inconsistent with the SOP,

The final report noted that slightly longer transit times (the time required to mave from the front of the
gueue to the podiurn) were observed for passepgers over 65 (far right column of Table 5). However, the
difference in transit time was not large enough to account for the increased cycle time observed. it is

possible that operational pressures or nther factors may influence |{DJ(3)-49US.C.§M4(H |
DA US L. s 1140

5.4 AsSESSING DETECTION CAPABILITY

Measures of effectiveness in the PoC studies are necessarily proxy measures. Few actual terrorism-
related incidents are available for analysis. The original measures reported for the Pol included: (1)
Serious prohibited and illegal items {SPII), (2) Artful concealmants, (3) LEQ arrests, and (4) High-risk
putcomes representing membership in any of the previous three categories. These measures are used
to estimate the effectiveness of the new Assessor procedure as compared to standard checkpoint
procedures and SPOT referrals.

Two different proportions are evaluated for each type of illicit activity: {1} a checkpoint metric: the
number of illicit actors detected per number of passengers transiting the checkpoint, and (2) a referral
metric: the number of dlicit actors detected per number of referrals to secondary. Pol results are
compared to Baseline results through the use of the checkpoint metric. Assessor results are compared
to SPOT results via the referral metric. The four original measures described above were later
supplemented with additional information on referrals (referrals to secondary and subsequent referrals
to a LEQ) and the types of illicit activities observed.

Confounding Influences

The quasi-experimental design associated with the PoC studies allocates subjects to experimental and
control groups through a non-random, time-based procedura. Lack of an appropriate control group has
made it difficult to be certain that ohserved differences between the groups are due to the Assessor
implementation alone. The data collected to address the effectiveness of the Assessor protocol may be
affected by a number of uncontrolled and unobserved confounding influences. Systeratic bias has
been hypothesized to impact results in a numbker of ways. Examples include:

1. Experimental and contral groups are comprised of different passenger populations, collected
during different months, different seasons, and pessibly for different flight destinations,

may be dfsclosed 10 gersons without g oo with the writlen permrsslon cl' me
admmistrator of the Transorta AT ¥ ized release may result in civil
fao L FGr L 5‘ Gavernment Agencies, Pubnc disclosure is gnverned hvs U4.C 552 and 44 CF.R, Farts 1o an :

TSA 15-00014 - 009991



13

2. Inherernt differences exist in Assessor and 5PCUT protocols such that opportunities exist for
Assessors to resolve suspicions before referval, while SPOT must first refer passengers to receive
a similar opportunity.  The outcome of this practice is that comparisons to SPOT may show
Assessor to be proportipnally higher than expected or justified.

3. The structure of the Proof-of-Concept likely ¢reated differences between the Assessor and SPOT
groups in terms of resource and capability inegualities. Maore qualified BDOs were assigned to
Assessor. Consequently, it is not clear that higher rates of detection are dug to the Assessor
protacol rather than to officer capabilities.

4. Manth-to-moenth variation in detection rates under the Assessor program may fall within the
standard range of variation observed for checkpoints without Assessor invelverment. Extremely
low base rates given the current design and implemertation period make an analysis of the
imsue difficult, iIf not impossitle,

5. Given the checkpoint configuration, the Detroit implementation allows high-risk passengers to
“shop” for iower risk checkpoints—rendering the Detroit results un-interpretable.

The effectiveness data are, therefore, too problematic for panel members to be confident in the
meaningfulness of the resuits. While the data are reported below, the Independent Review Panel
recommends that interpretations of effactiveness data be made cautiously {observed differences
might not be due to Assessor), and that future designs attempt to resolve confounding factors
(Recommendation #1).

Effectiveness Measures

From Table 7 the reader can see that approximately 2 high-risk passengers per 100,000 were detected
during the Baseline time period compared to 15 high-risk pessengers during the Boston PoC period.
These data suggest that the high-risk passenger detection rate is nearly & times greater during the PoC
time period than the Baseline time period. As a point of informatian, a Fisher-lrwin "Exact” test of
significance was applied to evaluate whether the difference between the twe groups in detecting high-
risk passengers could have been generated by chance.' The results of this test are presented in columns
4 and 7 of Table 7,

Fleiss, Lewir, & Paik (2003} arglue that the Fisher-rwin Exact tests o Better test to use than the chi-squared test when
expected cell sizes are small {typically < 5. By this criteria, expected cell sizes for Baseline results across all outcomes are
striall, I addition, the Fisher-rwin Exact tast may arguably be mare useful than a chi-squared test when a cell contains a
zero count. Because the exact test is "discrete” in nature and because significance levels are usually fixed (e g., p< 03], the
fisher-Irwin test has been argued to be a more canservative test {Fleiss et al., 2003),

5 [RCDr
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Tahle 7: Number of lllicit Actors Detected per 100,000 Passengers
Transiting Checkpoint

UWI

Number Assessed 597,550 360,281 327,640 323,383

Number of High-Risk 1.8 15.0 0.000 0.0 2.8 s,
Passengers per 100K {11} (54} 0y {3

Number of Serious

Prohibited / Negal Items (%l.f) {i'f) 0.001 ?0? fz? n.s.
{SPI) per 100K

Number of Artful 0.2 0.6 s 0.0 0.3 s
Concealments per 100K {1 (2) o 0 {1) -
Number of LEQ Arrests 0.0 9.7 0.000 0.0 0.3 s
per 100K {0) {35) ' (0 (1) -

Statistically significant differences were observed between the Baseline and PoC outcomes for Boston.
As a result, one might be tempted to conclude that Assessor is effective at identifying unknown high-risk
passengers. However, such ¢ conciusion is not warranted on the basis of these findings. As was
discussed earlier, there are a number of other potential explanations for this patiern of results that
cannot yet he ruled out. The low incidence of illicit activity viewed in combination with an unaccentably
high potential for systematic bias make the interpretation of sighificance testing difficult at best, and
possibly even unwise. Even small degrees of measurement error may vield results in which the
magnitude of the effects are grossly over or underestimated, or even in the wrong direction. This means
that a finding of improvement in Assessor accuracy aver current procedures by a factor of 10 could
actually be 5 or 15. Even worse, the finding could actually be a decrease in accuracy by the same
magnitude(s).

Il the error introduced into the study is random, ie, not systemalic, there would be no negative
consequences te the application of inference (statistical testing}. Minimizing the potential effects of
systematic error through random assignment and a strong experimental design is vitally important to
ensuring that appropriate conclusions can be drawn from a sample or a comparison of samples. Yet, it
may be important to note that even a committed adherence to experimental best practices cannot fully
overcome all of the challenges native to the problem with which TSA is wrestiing. Even in a situation
where the Assessor protocol was judged to be 99.9% specific to the illicit activity it was designed to
datect, the very low incidence of the outcome nearly guarantees that secandary referrals will still mostly
be judged to be false positives.

[ n I Ll it
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In addition, at this low Incidence rate small errors in classification {even if rantom) tend 1o result In
significant over-estimation. Considering the number of passengers that are processed per day and the
sample sizes observed, there could be a real and large measurable difference in the actual outcomes
and expected cutcomes of a program, The use of the odds ratios to calculate expested outcomes in
terms of cost, accuracy, ete. without formally computing expected popelation values would still depend
on those population values and would likely be misleading. This is an issue that even the reporting of
traditional confidence intervals cannat avercome. In fact, Hemenwsy (1397) has argued that these
types of rare event problems call for more infarmative confidence intervals that incorporate the impact
of incorreet classification. For example, if you accept a 5% chance that as few as 1.5% of passengers
were randomly misclassified, a 95% confidence interval for the accuracy of the impact of Assessor might
show that the corfidence intervals for the Baseling and Pol estimates overlap {suggesting no
difference). The panel recommends that these types of issues be considered in future analyses.

Fimally, it is noted that the magnitude of the difference between Baseling and PoC periods observed in
Bostan was not abserved in Detroit, and was not judged to be significantly different from what might be
expected due to chance. The establishment of the Assessor PoC at only one of the four checkpoints
feeding the cormmaon Detroit sterile ared may have allowed high-risk passengers to "shap” for lower risk
checkpomts, diminishing the Red-1 base rate of illicit actors. No illicit actors were detected during the
Baseline period.’ It is not known if Detroit's low rates are due to very low rates of malfeasance or to
Detroit's inability to detect high-risk passengers.

Table 8. Percent of Referrals Correctly Identified at Boston and Detroit

— N N
jpasioe |

Number Referred 74 506 48 183

Number of High-Risk (HR) 4 52 e 0 3 s
Outcomes {(5.41%) (10.28%) - 0.00% 1.64% o
Number of Serious Prohibited / 4 20 N Q 2 n.s
Illegal items (SP11) (5.01%)  (3.95%) T 000%  1.09% .
Numbert of Artful Concealments ! L n.s 0 ! n;s

{1.35%)  (0.20%) T 000%  0.55% >

0 35 0 1

Nurtber of LEO Arrests (0.00%)  (6.92%) 0.007 0.00% 0.55% n.s.

The fact that no it activities were detected during the Baseline period in Detroit complicates the computation and
interpretation of odds ratios, improvemeant rates, and statistical tests,
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The data shown in Table 8 provide information about positive outcames per referral. No significant
differences were shown to exist batween SPOT-based referrals and Assessor-based referrals with regard
to finding seripus prohibited and llegal iterns, ~lowever, Boston showsd evidence of an increase in the
number af LEQ arrests. A Fisher Irwin Exact test syggests that arrest counts for the Assessor time perlod
are sufficiently diffarent from baseline SPOT counts as to be urtlikely Lo be generated by chance. As with
the statistically significant differences presented in Table 7, we offer the same caution. While the
Fisher-lrwin Test can calgulate the probability of gene-ating a four-fold table by chance where one cell
containg zero counts, it cannot address whesher the Assessor protocol is respensible for the differences
pbsgrved, One allernative explanation that has been offered is that the Massachuselts State Police
(VISP stationed one local LEOQ at Terminal A far the duration of the PaC, whick likely improved LEO
response.  On the other hand, approximately 80% of the Boston arrests were for immigrations
violations, which fall under the jurigdiction of Customs and Border Protection (CBP) and Immigration and
Customs Enforcement (ICE). None of the Detroit differences were significant,

Table O provides information about the number and type of illicit actors detected at a given chackpoint
during the Baseline and PoC podods. As noted eatlicr, the Assessar protocol was only operated at the
Red-1 eheckpaint in Detrait. Further, TSA conducted another security program pilot project [called "Pre-
check”) at the Red-2 checkpoint al the same time the Detroit Assessor PoC was being carried out at Red-
1.5

Table 9. Number and Type of lllicit Actors Detected at Checkpaoint

Boston Detroit

High Risk Passenger |
SRR
= NN ¢
Red 6 &\k w0 ¢

TOTAL 1 54 0 18

DR Ae U SC.§ 1140

* Detected through any method (ingludes SPOT and X-Ray screening).
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During the Pol, BDOs were responsible for the implementation of both the SPOT and Assessor
protocels. A large majority of BDOs served in the Assessor Pol and may have been unavailable to staff
the SPOT program. As a result, there has been speculation that the actual deployment of SPOT during
the Pall may have been [imited by resource availability. This hypothesis is not supparted by the $PQT
referral rates abserved in Boston between the Baseline period and the PoC period (see Table 10
below).  The SPOT referral rate increased from 12.4 to 26.4 per 100k passengers (p <.001); SPOT-
generated LEQ referrals mcreased from 1.3 to 3.9 per 100k passengers (p <.05). No increase was
observad in Detro't (see Table 10bB). This increase likely reflects che increased prasence of SPOT at
Checkpoint A, Prior to the PoC, SPQT operated at Checkpaint A about 50% of the time,

Tahle 104, Freguency of Referrals at Boston Checkpoint A

BOS Baseline
(O ——— T——
Metric SPOT  Assessor All SPOT  Assessor All
Throughput 597,550 360,281

Total Referrals 74 \\‘:‘\\ N/A 95 506 ?

Referrols per 100k passengers 124 \{\&\Y N/A 26.4 140.4 ?
LEQ Referrals 8 14 137 156

LED Referrals per 100k passengers \\‘\\\‘\\\\ 13 39 130

Fotal LEO Heferrals

Metric SPOT  Assessor All SPOT  Assessor All

Thraughput 327,640 323,383

Total Referrals NSNS a6 183 ?
Referrals por 100k passengirs 7 W 56,6 2

LED Referrals 0 \‘S\Q 4 3 5 21
LEQ Referrals per 100k possengers a0 k NEEE: 09 15 6.5

It is impartant to note that TSA palicy does not allkew BDOs to serve Tn ar Assessar capatity until they
pass a qualitying test designed 1o evaluate acquired Assessor capabilities. Individuals why did not pass
the test continued to serve as BROs in the SPQT program during the PoC, This pelicy may have resulted
in imporsant differerces hetween the capabilities of the twa BDO populations, with more gualified BDOs
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serving as Assessor and less gualified BDOs serving as SPOT Officers. While data regarding each
program are being collected separately, resource inequalities and selectivity effects may make
comparisons between Assessar and S$POT difficult to interpret. The Assessor program may show higher
effectivenass than SPOT simply hecayse less capable officers may be serving in the SPQT program,

Table 11 compares the frequency of and reason for LEQ referrals for SPOT, Assessor, and Other
Checkpoint personnel during the baseline and PoC periods for each airport. These data suggest—not
unexpectedly—that Assessor-based referral reasons both differ from and overlap with 5PQT-hased
referral reasons, The most cammon reasons for LEO referral by SPOT Offigers[t2))+9 a0 5 114D
OEHPUS L3 T | The most common reasons for referrals by Assessory
OUEAY US.C. 8 1140 | Other checkpoint personnel were rrore likely to make LEO referrals for
possession of prohibited/illegal items, Assessor training provides supplermental docurnent training,

(O LRI SRETG) —‘|

Table 11. Frequency of and Reason for LEQ Refarrals

Total LEQ Referrals

 Early data collection did not allow for collection of this metric.
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A different pattern was observed in Detroit. SPOT and Assessor reasons for referral were fairly similar.
In Detroit, other checkpoint personnel were[LIE149 USG5 114(1 |
[FlEHae U 5 T4 | 1t is also interesting o note

that in Betreit, other checkpoint personnel made 5 times the number of LEQ referrals than did either
SPOT or Assessor.

The data shown in Tahle 12 describe the types of serious pronibited and illegal items detected in Boston
during the Baseline and PoC time frames. While both airports increased the number of SPIl detections,
the increase was not significantly different when measured in terms af concomitant ingreases in
passenger volume. in addition, a large proportion of SPI was discovered by other checkpoint personnel,
nat BDOs.,

Table 12. Frequency and Type of SPII Discovered at the Checkpoint

during both the Baseline and Proof of Concept Periods

TOTAL 5PII 11 21 0 9

5.5 RECOMMENDATIONS FOR USE OF CURRENT DATA
Assessing Detection Capability with the Current Design

There was unanifmous toncern ameng review panal members that the limitations of the current study
design are too severe to recommend the use of the effectiveness data for assessing the datection
capability of the Assessor program. These data are likely to be useful only in tarms of providing
preliminary estimates of referral rates in the context of analyses to support other study design activities
{e.g., power analyses). Referral rates in Detroit were much lower than Boston, potentially providing
same information about the range of referral rates that might be observed if the study moves into other
airports. The data rnay also serve as 2 future comparison point {with important caveats).
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Assessing Operational Impact with the Current Design

Review panel members were more optimistic that the operational impact data could provide useful and
valid information. However, the interpretation of the cycle and wait time data in light of additional
potential confounds may require some caution.  Confounding influences may include passenger
throughpat, the number of open TDC posttions and lanes, type of ling (standard or first class), queug
load at time of measurement, mix of documentation type typically presented by passengers {e.8.,
passports versus driver's license), time of day, and other staffing issues. Fortunately, the current study
collected data on many of these influences. Preliminary analyses suggested that while cycle times were
significantly longer under the Assessar protocol compared 10 standard security practices, passenger wait
times did not increase overall, This seemingly counterintuitive result was true even when staffing levels
were controlled (i.e., the number of passengers processed per staff position was equivalent in both

groups).

As discussed in Section 5.3, further analysis revealed that TDC officers may have proceeded more slowly
when more TDC positions were cpen, suggesting that officers may slow down or speed up depending
upon guede conditions,  Because the current study collected data on s0 many of the potentially
confounding influences, panel members believe that multivariate anatyses of the operational impact
data are likely to yield useful and impoartant information and should he fully analyzed. In addition,
understanding the endogeneity issue described earlier (i.e., queue conditions may drive tycle times, not
the reverse) is important for grofitable use of the data.

As a final point, the panel notes that no data on operational efficiency were reported for the pracesses
that accurred subsequent to the Assessar encounter. While these data may he routinely collected by
other areas of the crganization, it seems important to point cut that to the extent that different levels of
identified risk are likely to be associated with different risk mitigation practices, understanding the cost
of each mitigation type will be important to the calculation of operational impact as TSA moves forward
with proposed changes to the risk assessment process.

6 Assessor Evaluation: Two Field Experiments

In order to overcome the limitations described above, the Independent Review Panel recommands two
field experiments, as described helow, The majar challenges addressed by these recommended studies
are the confounding variahles problem and the extremely low incidence rate for SPIL and other high-risk
Qutcemes,

6.1 STuDY 1-~NEW DESIGN FOR AN OPERATIONAL STUDY OF ASSESSOR

In arder to evercome the limitations of the work that has been conducted at Boston Logan and Detroit
Metropalitan Wayne County Airparts, we recommend a field experiment wherein passengers wolld be
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randomly assigned to queues that are either operating Assessor or are not operating Assessor. The
general assumption in this approach is that if passengers are randomly assigned to gqueues, given a
sufficieritly large sample, the actual rate of high-risk passengers transiting each queuve type (Assessor or
non-Assessor) should be about equal or at least suffer from less systematic selection biases, If the
detected rate of high-risk passengers varies as a function of queue type, then it would support the
conclusion that one gueue type is more sensitive than the other queue type at detecting high-risk
outcomes. Obviously, the hypothesis would be that detection rates of high-risk cutcomes are higher in
the Assessor queues than non-Assessor queues, If the opposite pattern were indicated, or no difference
was found, the conclusion would ke that the Assessor protocol Is not more effective at detecting
unknown high-risk passengers than the comparison protocol.

Fundamentally, this approach is straightforward, The challenge, of course, 15 that implementing such an
experiment in the field will require attention to numerous details, including treatment and control group
selection, randomization procedures, outcome measures, location selection, duration, other
implemeantation procedures, and statistical analysis of resulting data.  Recommendations regarding
these details are made below. But first, the assumptions that guided the panel's review and
recommendations are outlined.

Review Panel Assumptions

The review panel employed a set of assurmptions to provide boundaries for the review and to frame
recommendations. Several of the guidelines were provided by S&T program staff, For example, the
panel was instructed to (1) impose the least complex design possible while ensuring the study remained
scientifically defendable, and (2) defer potential operational concerns untll after the scientific design
phase has been completed, Resource constraints were addressed by setting study boundaties in terms
of time and location. Other guidelines were adopted by the panel to provide clarification of an
approach or other concern. For example, the panel felt the need to be clear in defining its preferred
approach to measuring "effectiveness” (see 2a and 2b below).

Guiding principles included:

1. The Assessor [valuation Study's primary goal is to estimate the overall effectiveness of the
Assessor protocol for identifying high-risk passengers, Efficiency concerns are of secondary
importance and are not addressed by Tthe panel at this point in time,

2. The preferred measures of effectiveness are defined in terms of the following:

a. Of those passengers selected by Assessar, what proportion results in high-risk outcomes
{Pasitive Predictive Value] compared to those selected by standard security procedures?
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b. Of the estimated true positives, what proportion was selected by Assessor {Est.‘maref True
Positivie Rate) as comparad to those selected by standard security procedures?

rates cannot be estimated without inspection results collected from a random samgple of
passengers referred to secondary screening. Compliance Measurement (CM) programs are
often implemented in targeting domains ta suppart such neads (among other purposes).

It concutrently collected random data cannot be made available, panel members noted that
the data available from the FY2010 SPOT Base Rate Study could arguably be used to support
the requirement. However, differences in the data collection timeframes make these data
less than ideal for this purpose (and violate principle #6& below). Thus, use of the Base Rate
Study is not recommended without some reservation, However, given analytical issues that
may arise if random comparative data are not used, the Base Rate Study dara may
canstitute the better option.  These issues are discussad in more detail in the section
entitled Metrics and Statistical Analysis (page 32).

3. A future evaluation study should be able to complete within 3 to 6 months from the point in
time It begins.'’ Realistically, however, the extremely low incidence of illicit activity increases
thie risk that a 3- to 6-month data collection period would be an insufficient timeframe in which
1o be able to provide within-airport estimates with a sufficient level of confidence. This risk may
possibly he mitigated through higher random sampling rates, however.

4. Resource constraints make it unlikely that g future evaluation study will include more than 10
ajrports.

5, Geals of secondary impartance, but which are of deep interest’ include:

3. Estimating the effectiveness of Assessor as compared 10 SPOT,
b. Understanding the extent to which Assessar and SPOT identify different types of illicit
activities.

6. A future evaluation study's contral group(s) needs to be representative of the same ponulation
from which experimental group data are collected, In the current context, this requirement s
achievable through the use of methods that randomly allocate passengers to treatment and
control groups,

7. Afuture evaluation study will not require airport- or checkpoint-level camparisons to be made.

"Im absence of 100% inspaction of the traveling public, true positive rates must be estimated

o The panel notes that this choice may make findings less generalizable. Far example, if drug smugglers are especially active
during the fall, and the study only includes data from the spring and surmmer, the study will have bttle to say abowt drug,
smugglers, Howewer, if best practices are feollowed with regard to random assignment of passengers and T50s to the
experiment and control groups, this fact should not atfect our conclusions about the etfectivensss of Assessor with regard to
say "fraudulent document” detection, There is also the potential that efficiency observations will be impacted. For example,
wiritgr coats through secunty, surges in travel sroungd holidays, spring braak, ele. will be hkely to vary greatly depending on
the airport,

' The panel arknowledges that the questions stated here do not reprasent the entire array of research questions that exist.
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8. Although the importance of the topic is noted, the study will not address methods for
determining an optimal implementation strategy if staffing levels will not support the
interaction of Assessars with 100% of passengers.

%, Due ta the nature of a future evaluation Study, it is assumed that blinding" will not be possikie,

19. It is assumed that outcome measures can be re-evaluated and potentially changed going

forward.  Specific recommendations are made regarding the principles that should be

considered when making changes to outcome measures (see the section entitled Qutcome

Meuasures on page 30),

Given the effect sizes observed In the original SPOT Referral Repart Validation Study (i.e., odds

ratios between 4 and 9), it 15 assumed that a future Assessor evalustion study should plan for

sample sizes that provide an 80% chance of detecting an odds ratio {power=0.80) of at least 3,

but with other aptions provided. The study should wtilize decision testing that resuits in ng

more than a 5% probability of making a Type | error.

11

Treatment and Control Group Selection

To achieve the Assessor Evaluation Study's primary goal—estimating the effectivenass of the Assessor
protocal for identifying high-risk passengers as compared to standard security procedures —the review
panel recommends a study design that compares targeting results for two groups: (1) Standard T50s
serving as the travel document checker (TDC) [Control Group], and (2) Standard TSOs trained in
Assessor serving as the TOC [Experimental Group}—{Recommendation #2). When serving as the TDC,
TSOs freely enpage with passengers while remaining at a stationary padium, SPOT-trained BDOs, on the
other hand, typically roam through the checkpoint, observe passengers mostly from a distance, and
engage in a “"casual conversation" only upon setondary referral, The job function assumed by a
Transportation Security Officar trained in the Assessor techrigue micre closely resermbles the TOC
function than the currently configured BDO function. This similarity in job function argues for the use of
the Standard TS0 serving as the TDC as the primary contral group in the design of the experiment.

The experimental group should be comprised of Standard TSOs whe have been trained in the Assessor
technique. Two purposes are served by this proposal. First, by using TSOs in both groups, therg is
greater assurance that the control and experimental groups originate from the same population.
Second, by removing BDOs from consideration, potentially confounding influences introduced by SPOT
training and behavior detection experience are eliminated from the study.

In the PoC, BDOs were prohibited from becoming Assessors until certified. A consequence of this
practice is that more experienced and capatle BDOs were placed into the Assessor program; less
capable BDOs remained assigned to the SPQOT protocol.  This practice raises the possibility that
differences observed between SPOT and Assessor may have been due to officer capability differences

12

In a double-bling study, neither the research subjects nor the persons administering the experiment are aware of the graup
{contral ar experimental) to which the subject has been assigned.
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rather than to the superiority of the Assessor protocal for identifying high-risk passengers. Random
assignment of THSOs to experimental and control groups should ensure that unmeasured differences are
spread across the two groups, mitigating the risk of bias. Thus, the review panel recommends that
T50s be randomly assigned to each group (Recommendation #3), i is further recommended that the
recjuiremnent for Assessor certification be eliminated in future studies. 1t would be valuable to still
conduct the Assessor skill assessment, but the scores should simply be recorded and made availzble
for analysis, not used for selection (Recommendation #4). In addition, the panel recommends that
additional skill assessments be provided to both groups of T50s (Assessor-trained and nan-trained)
subsequent to—and possibly prior to—teaining for later analyses of performance {Recommendatian
#5). An added benefit to administering skill assessments specifically to the Assassor-trained group and
keeping track of performance is that the information may be used to validate the threshaold used for
Assessor certification, and to also validate the use of the BDO selection instruments® far the Assessor
pasition. Examples of useful metrics to compare between the groups inciude: referral rates, compliance
rates'’, and effectiveness measures (sample sizes permitting),

The experiment will require that both the control and experimental groups operate similarly. Both
groups must be provided equivalent latitude to refer passengers to secondary—a possible change to
current procedures“. In addition, secondary screening procedures must be equivalent. If secendary
screening  practices are

altered from current Figure 2; Potential Experimental and Control Groups QOperating as Designed

praclices, training will need to in Relation to Effects of Interest

be provided to bath groups
about the secondary referral
process.  If TDC refresher
training is deemed useful to
provide, it should be made
availzble to  both  groups.
Finally, because good data

Cantrol Group )
Standard T90
aparating as TOC

Lffectof A Ffectof i

Exp Group 1:

Exp Group 2.

are  critical to the  risk A:ﬁ;inr-h?innd O
operating "
assessment process, panel 2 T0C aparatng SPOT

avdesigned
members recornmend that

(1) all data collection

instruments be tailored to Nute: Avsuimes thal offieers uperste the A peotolsl g the TR wick the SPOT proteol
each officer's role in the through the checkpont, it SPOT training i provided to a standard 750, the potential ettect of

price Brehavion deteetfion expotience can be contrallad,
experiment, and (2} all

Y BOO selection mstrumants represent a recantly developed assessment toolset designed to select highly capable BDOs,
Compllance maniters shoyld be blind as to Assessor test results.
Y Itis not clear it all dirports require supervisor natification before g TS0 servirg in the TBC capacity can refer a passenger for
additional sereening. Conflicting infor mation was received from TSA an this point. Regardless, this requivement should be
eliminated tar all airparts participating in the study.
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officers undergo in-depth training on data collection and submission procedures. It is especially
important to make sure that officers understand how to document outcome measures through the
use of structured database fields. (Recommendation #6).

As a point of information, the review panel considered a second experimental group (see Figure 2}. The
previously discussed groups {Control Group 1 and Experimental Group 1) were conceptualized to
nperate in the TDC position. SPAOT, on the other hand, operates in a physical space much larger than the
local vicinity of the TDC podium,

Sirce the design recommended by the panel focuses on 1505 and operates without the use of 800s,
BDOs remain available to serve in their traditional rale. To the extent that the three groups can operate
wdependently, a potential exists to make maore valid comparisons of the effectiveness of Assessor as
compared to SPOT, and to better understand the extent to which Assessor and SPOT identify different
types of illicit activities, However, since SPOT training—under this conception—is net provided 1o a
standard 750 within the same timeframe as the other two groups (BDOs likely received SPOT training
prior to the experiment and have been operating as BDOs for some time), the potential effect of prior
behavior detection experience {and other unmeasured factors) cannot be controlled. As a result, the
panel would be reluctant to attribute all of the effect observed between experimental group 2 and the
control graup ta SPUT. In addition, by aliowing SPOT officers to continue to pperate concormitantly with
the other twao groups, the risk increases that SPOT BOOs may consciously {or unconscicusly) adopt some
of the guestions and questioning techniques utilized by the Assessors. There would be a natural
inclination for this situation to accur. Therefore, in order to further reduce the risk of study confounds,
the review panel would prefer that SPOT not operate during the same time frame that an Assessor
evaluation Is running {Recommaendation #7).

If TG/ Assessar/SPOT comparisons are judged to be essential requirements, SPOT must be operated so
that it does not impact the TSO's referral decision or the allocation of passengers to the Assessor-trained
TSO or the Standard T80 lines. in addition, if a TSO decision to refer overlaps with a BDO decision to
vefer, appropriate data mast be captured through both processes, and must be recorded independently
of the other officer's data collection. It will also be important that both sets of information share a
common identifier so that the two targeting events can be linked during the analysis,

Randomization Procedures

The prior section framed the importance of randamly assigning T505 to control and experimental
groups. The review panel similarly recommends that passengers be randomly assigned to treatment
and control queues {Recommendation #8). This requirement must be implementaed carsfully as
operatipnal effects may have been generated by the randomization protocol chosen, and negatively
affect the imternal validity of the esperiment. The strengths and weaknesses of two methods of
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implementation are discussed below. We refer to one method as "Random Allocation,” and to the other
as "Random Rotation.”

Random Allocation

The first randomization procedure envisions a scenaric whereby passengers enter the security
checkpoint and are assigned by a TSA representative to a particular gueue. The passenger would not be
allowed to select the queue he or she wishes 1o pass through'®. One path at the divide will lead to a TSQ
wha has been trained in Assessor, while the other divide will lead to a TSO who bas not been trained in
Assessar. Inthis scenarin, the contral and treatment groups oberate sitmultaneously at each checkpoint.
The panel judged the scenario where control and treatment groups operate simultaneously as the best
method available to ensure control equivalence, Qut of all potential methods, this method best ensures
that no differences will exist between the treatment and control groups in terms of time, passenger mix,
volume, or other factors. Although the initial concept would entail passengers entering a single
checkpoint who are then randamly assigned to Assessor or standard TOCs at a fork or branch, the key
element is random assignment of passengers to TDC type (Assessar or non-Assessor) during the same
timeframe,

In this scenario, it may be necessary to account for the probable difference in wait times for Assessor
versus non-Assessor queues. Data from the PoC studies suggested that the Assessor interaction process
takes approximately 2.4 times longer, on average, (Boston: 44.1 + 18.6 = 2.37; Detroit: 405 + 17.2 =
2.35) than the traditional TRC. Ultimately, the panel's preference would bea to increase staffing so that
more Assessors are available to account for lengthier cycle times, However, if only a fixed number of
padiums is available at a given checkpoint, in order 1o ensure that the TDC and Assessor |ines maintain
aquivalent congestion patterns, cycle time differences may need to be considered when randomly
assigning passengers to gueues. Figuras from the PoC studies suggest that it may be necessary 10 make
approximately 7 random TDC assignments for every 3 random Assessor assignments {called "biased
coin” allecation). It is important ta note, however, that the 7:3 requirement may disappear when the X-
Ray / AIT machine queues are full. When X-Ray / AIT machines are driving wait thmes, 1:1 allocation may
be pussible,

The panel agreed that it will be important to maintain a constant allocation ratio. This requirement is
simplified if staffing of experimental and control groups can be adjusted as needed, However, in the
event that the number of podiums is fixed, the requirement to maintain 2 constant allocation ratio wil
be difficult to fulfill. If the allocation rati is implemented at 7:3 across the board, when gueues are full
and the x-ray/AIT lines are driving wait times, the TDC lines are likely to be longer (receiving 70% of
passengers), leading to increased wait times. Passengers randomly selected to wait in the TR line are
likely to watch the Assessor line Flow mare quickly, increasing stress and/or frustration. If a 1:1

¥ It is envisioned that all parties in a traveling group (fo-travelers) would be assighed (o the same random gqueve. Groups
wotld nat be split.
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allocation ratio is implemented across the board, then when queues are nat full, the Assessor lines will
be longer, again increasing anxiety, stress, and frusteation for those passengers, With a fixed number of
podiums and a constant allocation ratio, variability will simply be transferred to another point in the
system to unknown effect,

Reviewers discussed the potential of separating the groups by a partition so that wait-time differentials
could not be observed by passengers. Partitions were hypothesized to serve an additional benefit by
minimizing the potential for control group contamination by the Assessor-trained TSQs, While random
allocation is the gold standard for achieving control equivalence, an appropriate implementatian
strategy was not straightforward. To the extent that staffing can be increased to account for the
lengthier cycle times associated with the Assessor group, panel members recommend random
allocation as the method to be used for ensuring passenger randomization, A gate-keeper will need
to he employed with the random allocation method to ensure the protocol is administered
appropriately. However, it will also be important to have a third party monitor randomization rates
to ensure that they remain constant and that they produce expected passenger counts and
distributions. {Recommendation #9} As a final point, it is important to note that under the random
allocation method, throughput for each treatment and contral queue will need to he captured
separately.

Assessor Rototion

The second potential implementation procedure—Assessor Rotation—is achieved by randomiy rotating
TS50 graups ta serve at a security checkpoint during specific time periods. In this scenario, the control
and treatment groups operate separately—never at the same checkpaint at the same time (see Figure
3L All padiums curing a selected timeframe would either be staffed by Standard T50¢ or hy Assessor-
traingd TSQs, Since timeframes, and also potentially passenger volume and mix, will always be different
between treatment and control groups, this methad was judged by the panel to be less effective at
gnsuring control equivalence. Howewver, there are s number of other advantages with this method that
rmay be important to consider, including:

1. The method does not require a TSA representative to direct passengers to an appropriate line.
As a consequence, allocation procedures cannot be affected by velume fluctuations. A constant
randomization rate is maintained regardless of variations in gueue load conditians,

2. Experimental and comtrol groups never operate in the vicinity of the aother. The method
eliminates the need to separate TDC-trained TSO stations from Assessor-trained TSO stations in
order to avoid contaminatian.

3. While the methad regquires adherence to a pre-programmed random rotation schedule, it is not
necessary to track throughpat measures separately by Assessor vs. TDC line. Throughput can be
tracked more simply at the level of the checkpoint,
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4, Passengers are treated equivalently on any given day. By eliminating differential treatment, the
patantial for passenger complaints is unlikely to materialize. Consequently, Assessors may be
less likely to alter their guestions or the length of the interview If gueue conditions change.

5. If SPOT operations are required, it can be aperated with less complication under this method.
Only one protecol outside of SPOT will be gperated at a time.

6. The method more easily allows for multiple experimental groups to be included in the study.
Implementation of even two groups may be a configuration challenge for many checkpoints
under the random allocation design.

If the use of the Assessor Rotation method i3 requirad, the panel notes that shorter rotation periods are
preferred. For example, day-on / day-off procedures are preferable to week-on / week-off methods.

Figure 3: Graphical Depiction of Passenger Rotation with
2 Groups [Experimental and Control Groups) and 1 Checkpoint

One Checkpoint / 2 Groups

Srandird

Stardard ASseSHO Assesu00-

™0 trained TDC trained TOC

T

Tune 1., ... Time n

Groups dare assigned to random days

While the rotational design addresses many of the operational challenges Inherent in using a method
that requires the maintenance of a constant allocation rate, it introduces the patential for uncontrolled
{and unmeasured} differences between the graups in terms of time, passenger mix, volume, or other
factors. These differences may also creste an envirgnment that encourages passengers to select
checkpoints (passibly in combination with timefvolume effects) to influence detection rates,  The
mavement of the TDC groups between checkpoints (especially in cases where two checkpoints lead into
a common sterile area) may encourage passengers to “shop” for less congested screening portals, or in
the case of high-risk passengers, for a less invasive screening portal, 1if rotations are made 5o that the
same group type is placed in both locations on random days, the risk of "checkpoint shopping” can be
mitigated. However, staffing constraints may make the implementation of the random rotation method
infeasible in cases where multiple checkpaints lead to one sterile area,
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Location and Implementation Procedures

There was not a unanimous opinian on the part of panel members regarding the ideal location for this
axperiment. Several felt the idesl location would be & small or medivm-sized airport with few security
checkpomts., These members believed that this would allow the maximum degree of control over the
experiment and would mast likely ensure adherence to protocol. While most members agreed that the
advantages presented by this scenaric were appealing, ather members questioned whether the
experiment could achieve the number of referrals and positive cases required from a smaller airport
over a 3- to B-month period, It was anticipated that a higher volume airport might be required.

Despite these differing views, all agreed that in order to be included in the study, an airport must meet
one of two criteria: (1) it must have a checkpoint configuration where a one-to-one relationship exists
between the checkpoint and its sterile area, or (2} the study must be implemented at all of the
checkpaints leading to a given sterile area [Recommendation #10).  Additionally, there was general
agreement that a simuRaneous implementation or evaluation of a new security procedure (e.g., TSA
Pre-Check) should not be allowed to occur during the evatuation af Assessor. Such parallel efforts may
present a challenge to the integrity and interpretability of the Assessor evaluation. The panel was not
asked to consider an Assessor evaluation in the context of the newly proposed Risk-Based Security (RBS)
approaches; however, 10 the extent that TSA makes significant changes to the currently used checkpoint
process, the proposed design of the Assessor evaluation may need to be reconsidered in light of altered
processes, priorities and/or budgets.

with regard to SPOT operations, several members felt that the preferred aporoach would be to
implement the Evaluation Study in an airport where TSOs are nat trained in 5POT. There was concern
that when SPOT is aperational, some number of prohibited items or high-risk passengars would be
detected through SPOT. As a result, the number of incidents that could be detected by either TDC
would be further reduced from an already low base rate. Other panel members falt that a reguirement
to implement the study in s non-SPOT airport might be impractical in terms of requiring longer data
collection periods, and might also limit the generalizability of the resufts of the study. It was argued that
the most importart airports in terms of risk and volume are likely to have already implemented $POT. [t
was felt that if the Assessor Evaluation Study was implemented in an airpart without SPQT, it might not
have the volume or number of threats necessary 1o support the study in a reasonable timeframe, On
the other hand, if implemented in a non-SPOT airport, the evaluation would he conducted in a situation
where persannel have little experience with behavior detection. This scenario would reduce importam
confounds likely to be introduced by $POT.

Several additional data points may be important to this debate. First, only a small number of referrals
occurred in the PoC where a passenger was identified as both a SPOT and an Assessor referral (N=4 in
Bostan and Nzl in DTW). None of the five invelved a high-risk outcome. This small nurnber of
overlapping cases suggests that SPOT would not remove a significant number of incidents from the
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already low base rate, On the other hand, the small number of cases may be surprising from the point
of view that the behavioral indicators used by SPQT and Assessor overlap to some degree. This result
may be explained by the fact that Assessors engaged 100% of passengers, while the $POT team was not
always present during the PoC, and even when present, was unable to observe all passengers at all
times. If both programs were fully staffed, the overlap may haye been higher, making the concern
about an already low base rate more pressing.

Second, base rates of illicit activity can only he estimated for airports where $POT was in operation
during FY2010, Recall that this estimate is required for an estimation of the propartion of true positives
identified by Assessor’”. it is not clear whether base rates of illicit activity in non-SPOT airports will ke
representative of SPOT airports. Thus, utilizing base rate data collected from SPOT airports to derive
estimates for non-SPOT airports data seems especially problematic,  Finally, a secondary goal of the
Assessor Evaluation Study is to evaluate the extent to which SPOT and Assessar identify different types
of illicit activities. Should this goal's priority be raised, it cannot be achieved without access to officers
whao bave SPOT training. Evaluated as a whole, there may be good reasons to implament the Assessor
evaluation in airports that currently operate SPOT,

Compliance Monitoring

In order to ensure the success of the implementation of the experiment, the review panel noted the
criticality of making sure that steps are taken to monitor compliance with the Assessor protocol
(Recommendation #11). If Assessors are not following the protocel consistently, any lack of an effect
could be due to either the Assessor protocal, or 1o T5Qs nat adhering 16 performance expectations, For
instance, it could be that TS0 become fatigued very guickly and are unable to sustain the necessary

dapree of vigilance, or that T50s develop favored questions that they ask of all passenpers and refrain
e

The panel recommended a two-pronged approach to compliance monitoring, First, supervisars should
pericdically observe TS50s to ensure that TSOs are administering TDC and Assessor functions
appropriately and effectively. The benefits of this are that it is natural and convenient for supervisors to
observe their staff. The drawback is that employees might exert greater effort when they know they are
being observed. As such, the sample of performance observed by the supervisor might reflect TSOs’
maximum, as apposed to typical, level of performance, One way to overcome this is to alse include a
sample of performance monitoring by confederates who would proceed through the Assessor queus as
though they were travelers, Following their interaction with the TDC officer, they would complete a
checklist reflecting the officer's adherence to protocol. Althpugh this would be a more labor and
resource intensive approach to menitoring compliance, it would maximize the likelihood that the

g . . ' , . )

Y The true positive rate can only bie estimated for those outcomes that were defined similarty in bot studies. For example,
“artful concealment” was not coded in the £Y2010 Base Rate Study and so this measure could not be evaluated in this
wontaxt.
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observed performance reflects the TS0s typical performance, (A related option would be for
confederates to proceed to the TDC while wearing a micraphone or other audio recording device, This
would obvigusly allow TSA to capture the interaction and code it at later time to ensure the TS
adhered to the Assessor pratocel, ™)

One of the hypotheses that has been praposed for non-compliance is that TS$Os become fatigued or are
otherwise unable to maintain the attention required. Some information could likely be provided on this
topi¢ if compliance monitors keep track of the time at which contact is made with the TDC, This data
paint can be compared 1o the timing of the start of the TSO's shift or to the start of the TDC assignment,
Lower compliance rates might be oberved for encounters made at later points ih a TSO's shift. As a
timal irnplementation detail, the panel recommended that groups of passengers traveling together be
randomly assigned to the same queue,

Outcome Measures

The outcome measures of interest in the PoC studies were: {1) Serious prohibited and illegal items (SPII),
i2) Artful concealments, (3) LEQ arrests, and (4] High-risk outcomes representing membership in any of
the previous three categories, and (S) LEQ Referral. Several panel members noted that the "artful
concealment” measure did not previously appear in the SPOT Referral Report Validation Study. 1t has
been presumed {although nat confirmed) that the TSA research team is continuing to refine measures in
an attermnpt to address specific criticisms that bave been leveled at the outcome measures used in the
SPOT Validation Study,  For exarrple, "artful concealment”—a new measure— is presumed to show
evidence of "intant” 1o smuggle, a useful thegretical distingtion,

Im an effort to address previous criticlsms, the panel recommends (Recommendation #12) that each
outcome measure proposed should be considered and justified in terms of the following elements:

1. The outcome should demanstrate a reasonable level of face validity with regard to an “intent”
to smuggle or to deceive. For example, the detection of an illegal drug has & higher likelihood of
being associated with the "iotent to smuggle" than say, pepper spray (which may have been
simply forgattan}.

2. Aninfraction should be sufficiently sericus.

a. A sufficiently serious infraction will not allow for the return of an dem 10 a passenger
after questioning.

b. LEO referral data may be useful to consider as an indicator of the seriousness of the
suspicion,

3. The outcome should he attributable to the program under study. For example:

a. A serious prohibited/illegal item should not be credited to the program under study if
found via the X-Ray or other screening device.  The premise behing this

'™ The suggestion to use a microphone may not be permitted if 2 potantial exists that passengers' conversations could
inadvertently be recorded.
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recornmendation is that non-bebavioral-based security procedures would have detected
this tem without BDO involvement, 1tis important to understand the additional benefit
gained by employing BDOs, not the overlap. TSA must he focused on understanding
effectiveness within the context of both monetary and apportunity costs,

b, ltems or persons detected by employees not trained in behavior detection {e.g., the
TRC} should not be attributed to the behavior detection group (a potential problem with
chackpoint-level comparisons).

¢.  The program under study should not be credited if the passenger surrendered the item
prior to screening (although, it may be useful to track these items as a3 potential
measure of deterrence).

4. The outcome should reflect a confirmed finding, not merely a “suspicion” of an illicit activity.
That is, to the extent possible, all recarded data—including BDQ remarks—shauld be used to
confirm that the record contained an actual confirmed finding.19

5. Measurement involving fraudulent documents should be refined to distinguish:

a. Fraudulent documents used at TDC for authentication {potentially detectable by TDC
without Assessor},

b, Fraudulent documents discovered during bag search,

The above recommendations were communicated to program analysts during a discussion held at about
mid-point in the review process. TSA provided an analysis addressing the tapic in a section of the final
report {excerpt provided in Table 15 helow).

Metrics and Analytical Considerations

The independent review panel evaluated a number of metrics that could be used to analyze the dota
generated by a future Assessor Evaluation Study, including:

1. Positive Pradictive Value (PPV) - Of thase selected by the Assessor, the proportion that results
in high-risk outcomes as compared to those selected by standard security procedures.

2. Estimated True Pasitive Rate (TPR)* - The fraction of high-threst passengers detected from
those expected to be detected. Also referrad to as the Probability of Detection P(d).]

3. Estimated False Positive Rate (FPR)* - The fraction of expected low-threat passengers targeted
as high-risk.

4. Estimated Odds Ratio (OR)* - The ratio of the odds of an Assessor detecting a high-threat
passenger to the odds that a tigh-threat passenger was detected by the control group.

5. Referral Rate - The fraction of the traveling population that was referred to secondary
screaning.

6. Probability of Encounter / Engagement

1" In the SPOT Validation Study, numerous instances were found where BDOs marked for example, "fraudulent dacument” as
the outeame of the referrat fusing the structured data fields) even when this desigration was refuted by their own commaents
in the narrative, This situation is simitar to 3 physician who grovides an Interrational Classification of Diseases code for a
specific diagnosis, when in reality, she was only ruling it cut-—and it fact, it WAS ruled out.
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a. PiEncounter) = The fraction of the traveling population receiving a specifically defined
baseling level of sceutiny by behavior detection program staff,

b. P{Engagement) =The fraction of the traveling population more significantly engaged by
hehavior detection program staff,

The panel noted that each of the metrics marked by an asterisk (*} above requires having access 1o a
method allowing the estimation of expected rates of positives and negatives in the population. This
requirement sparked debate among panel members., A number of panel members felt that the
Estimated True Positive Rate {TPR}, Estimated False Positive Rate (FPR), and the Odds Ratio (OR) shauld
ba removed as recommendations for a future Evalugtion Study since there was discomfort with making
a recommendation to either (1) implement & stratified randorm compliance measurement program or (2)
use the SPOT FY2010 Base Rate Study® to estimate these metrics. This group felt that the definitional
issues inherent in using the Base Rate Study, viewed in combination with the rareness of the event, the
nan-concurrent data coliection periods, and the uncorrected complex sample design made the data too
problematic 1o consider using for this purpose. Members from this contingent instead recommended
the use of the positive predictive value [PPV) as a primary metric to evaluate differances between the
experimental and control groups in a future Assessor Evaluation. The TPR and OR were only
recommended for use by this group in the Red Team Study, implying the need to generate both
positives and negatives in the context of the Red Team.

The other group was comfartable with the idea of evaluating the random sample of data collected
during the SPOT Referral Report Validation Study, and potentially using it to estimate the other metrics
of interest, This group noted that severe problems may attend the use of the PPV alone, 1t was argued
that one could encounter 3 situation where a comparison of the PPV across two targeting regirmes can
appear 1o be fairly large in magnitude and significantly different in a statisticat sense {see Table 13), but
neither targeting method performs any hetter than a simple flip of the coin. The reason for this is that
the PPV is highly dependent upon the prevalence of iflicit activity in the population. As an illustrator of
this relationship, one might consider that as the prevalence of threat decreases, the less likely it
becomes that a person exceeding threshold is a threat, and the more likely it hecaomes that the case will
be judged a false positive. The number of threats and non-threats identified in relation to referrals is
the primary essenca of the PPV metric.

rho Base Rato Study collected a random sample of 71,589 passengers distributed across 43 airports over the course of a
year-long period corresponding clesely to FY2010 {12/1/09 - 10/31/10), Of these, 30 passengers were judged to be engaged
in some form of serious illcit activity (0.3 26%, CU=0.095%, 0.166%). Whilg the threat rate can be judged to be vary low, the
samptle size is likely to be sufficient for cortain aspects of the proposed analyses. However, it is important to note that while
A3 airperts partiopated, only 24 callected data throughout the entice 11-ranth period, Eighteen pacticipated from 2/16/10 -
10/31/10.
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The PPVs in Table 13 represent actual PPVs for Boston Baseline SPOT (5.41%) and Boston PoC Assessor
(10.28%). Using an overly simple example 1o make the point, one could generate a PPY that is twice the
rate of regime 1, but neither is any betier than randem [note that the estimated true positive rate
equals the false positive rate and the OR=1),

Table 13. Comparing PPV Across Two Random Targeting Regimes

Excerds | Targeting Regime 1 Exceeds Targeting Regime 2
Threshald | Positive | Negative Total Threshold | Positive Negative Tatal
Yes 4 70 74 Yes 52 454 506
No | 20 | 350 370 C No 100 870 970
Total | 24 | 40 a44 ~ Total 152 | 1,324 | 1476
Metrics Metrics
TFR 16.67% | PPV 5.41% TPR 34.21% | PPV 10.28%
FPR 16.67% | RPF 1.00 FPR 34.29% | RPF 1.00
FPt 18 Refer Rate | 16.67% FPI 9 Refer Rate | 34.28%
0K, 1.00 | Specificity | 83.33% 0OR, 1.00 | Specificity | 65.71%
Threat Rate 5.41% Threat Rate | 10.30%

Conversely, one could obiserve a scenario where the PRVS are exactly the same under each regime (see
Table 14), but one regime is three times bettar than random [OR=3.21}. In both examples, it is
important to understand the role of the base threat rate in generating these outcomes, The important
counterargument is that the design of the Assessor Evaluation has been staged to hold constant the
underlying base threat rate. To the extent that TSA deviates from the panel-proposed design in a
manner that allows base threat rates to vary between the populations being compared, comparisons
utilizing the PPV may be rendered non-interpretable,

Table 14. Comparing PPV Acress a Predictive and Random Targeting Regime

Exceeds Targeting Regime 3 Exteeds Targeting Regime 4
Thresheld | Positive | Negative Total Threshold | Positive | Negative | Total
Yas 4 70 74 Yes 60 1,050 1,110
No 20 350 370 No 160 9,000 9,160
Total 24 420 444 Total | 220 9,050 10,270
Metrics Metrics
TPR 16.67% | ppv 5.41% [ | TPR | 27.27% | pev  5.A41%
FPR 16.67% | RPF 100 | |FPR | 10.45% | RPF 261
FPI 18 Refer Rate 16.67% FPI i 18 Refer Rate | 10.81%
O.R. 100 | $pecificity 83 33% O.R | 3.21 | Specifitity | 89.55% |
ThreatRate | 541% Threat Rate i 2.14%
Sirbiodssnisminksrmptiomr P
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The second group raised another issue with using the PPV alone that relates to the need to compare
targating regimes 1o random targeting—a fundamental and standard baseling. Table 15 provides twu
sets of real data from the Boston Assessor Evaluation Study. The tables detail the results of two
different targeting regimes; (1) targeting by SPOT of high-risk passengers in the Boston Baseline Study,
and (2) targeting by Assessor of high-risk passengers in the Boston Proof-of -Concept Study.

Table 15. Comparing PPV Across Boston's SPOT and Assessor Study Segments

Exceeds HR Passengers - Boston Exceeds HR Passengers - Boston
Threshold Baseline - SPOT Threshold Pol - Assessor
Positive | Negative Total Positive | Negative Total
Yes 4 70 74 Yas 52 454 306
No 747 996,729 | 597,476 No 4am 359,374 | 359,775
Total 751 996,799 | 597,550 Total 453 359,828 | 360,281
Metrics Metries
TPR \ 0.5325% | PPV 5.41% PR 11.481% | PRV 10.28%
FPR Q.0117% | RPF 45,40 FPR 0.1262% | RPF 90,49
FPI |18 | ReferRate | 0.0124% | |FPI | 9 |ReferRate | 0.1404%
Q.R. 4563 | specificity | 99.99% Q.R. 102.66 | Specificity | 99.87%
Threat Rate 0.13% Threat Rate | 0.13%

Classification matrices are standardized using the estimated Base Threat Rate of 0.13% as estimated in
the SPOT Validation Study (90/71,586} if the EPR for SPOT is 0117%, then under a random regime the
TPR would also be .0117%. HMowever, the TPR that waould be ohserved in the SPOT baseline population
assuming a base threat rate of 0.13% s 0.5325%. Therefore, the RPF is 45.40. This compares to an RPF
of 90 99 under a similarly adjusted Assessor targeting regime,

A comparisan of the PPV for Assessor compared to SPOT demonstrates that the Assessor targeting
regime is 1.9 times botter than SPOT. However, if you compare both regimes to random, you see that
the Assessor regime is 91 times better than random and the SPOT regime is 46 times bettar than
random. While Assessor can still be interpreted as being about 2 times better than 5POT hased on a
cormparison of the RPF {ar OR}, by comparing both against a random floor, targeting effectiveness looks
very different (very pood)™ in light of the extremely low base rates. Even if the random sample should
have found double the number of actual positives (only 90 were found), RPEs wauld still be 23 and 45,

! 4p0yrs oveeall base threat rate of 0.13% is utilized in each table, allowing ore to compare theegt adjusted motrics, Since the
study was conducted at the same airport and ot Lhe same checkpomt (although at different pointsin time}, it would not be
unteasonable to expect simitar base threat rates for each sagment of the study. Hawever, itis nor clear that SPOT's overall
base threalk rate is reflective of Boston's threat rate. Without Boston's theeat rate, absolute comparisens will be less
meaningful than relative comparisons (e.g., comparisaons made between the two study segments).

"* Pripr stated concerns regarding the interpretation of the Assessor results still stand. The data are being used to illystrate a
methadological peint.
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These views of the data are not available with the PPV zlune, or without estimates of the threat rate in
the population.  However, the panel noted that there may be danger in presemting artificially
constructed TPRs and FPRs (as presented Figure 4. Example of a Receiver Operating

in Table 15}. Some members felt that a Characteristic (ROC) Curve

reader  might  interpret  the figures
inappropriately--and might even go so
tar as to guote them inappropriately in a ¢
public venue, This is a real and vaiid
concern, especially given the political
concerns that surrounded the first SPOT
Validation  Study. However,  the
alternative concern 15 that one might
also be misled by viewing comparisons

0.5

without an understanding of the larger
targeting context, These interpretations
to could manifest inappropriately in a
public venue.

Sensitivity {True positive rate)
"y

In the above example, descriptions of
estimated True Positive Rates were

always discussed in the context of 0
estimated False Positive Rates. There is 0 0.5 L
little value in reporting the TPR without 1”Spemﬁcjty (Faise positive rate)

the attendant FPR. One way to think

about this is to consider that the TPR and FPR serve as the two axes of the receiver operating
characteristics (ROC) curve. ROC curves plot true positive rates against false positive rates for every
threshald value {see Figure 4). The blue line that runs from corner-to-tarner at a 45-degree angle
represents the results that would be generated by a random targeting process. In this case, the TRR
would equal the FPR at every threshold, If you include two targeting regimes on one ROC plot, it s
important to hold the FPR constant in order to make the TPR comparison appropriately, and vice versa.
In Figure 4, the points on the Y-axis associated with each point A, B, and { can be compared because all
oecur at one constant FPR. In arder to compare the TPR of B te the TPR of D, one must consider that the
TPR of D was attained with a FPR that was a fraction of the FPR of B,

It may also be important to point out that data from Assessor will not allow for the constructian af a Full
ROC curve because only one threshold is used for making referrals; and scores are apparently not
generated. However, the performance of one targeting regime can still be compared against another
through the use of a relative performance factor [e.g., RPF=TPR/FPR]. Relative performarce factors are
best interpreted when each rate used in the calculation is well-understood. This can be appreciated i
you consider that when you capture 8% of the estimated threats by referring 2% of the traveling
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population, the RPF is 4, If you capture 10% of the estimated threat by referring 5% of the traveling
population, the RPF is 2. The first targeting regirme is twice as efficient {4 versus 2), yet you actually
capture more of the threat under the second targeting regime (8% vs. 10%), possibly because more of
the population is referred, So, while a relative performance factor’”” supplies useful infarmation, it will
not provide a complete targeting picture. As gne pvaluates Assessor, even though it is assumed that the
base threat rate is constant, because the protocols being evaluated either have only one threshold
(Assessor) or are treated as having only one threshold (SFQT) it is important to keep in mind that aother
factors can vary, For every comparison made, throughput will be different, referral rates will vary, and
measures of targeting effectiveness witl vary; and while the estimated true and false positive rates may
nat be meaningful in an absolute sense (or might be depending upon ene's evaluation of the base rate
data), as demonstrated, they can be standardized to make better relative comparisons, Conseqguently, it
will be impartant to quantify all of these dimensions in order to evaluate the entire context,

One of the issues raised by parel members ralates to the fact that positives are not defined in an
idantical fashion in both the Base Rate Study and the Assessar Study. Table 16 shows that a significant
overlap axists between the definitions utilized by the two studies. Approximately 80% of Assessor-
identified positives would have also been identified as a positive in the SP0T Validation Study (44 out of
55=.80). Because the overlap is not 100%, one could approach the issue by making one of two
assumptions. One might first assume that the definitions were close enough to simply use the SPOT
base rate to estimate the number of positives in the population. The alternative approach might chogse
tn revise the Assessor definition to correspond to the SPOT results. If a comparison of results suggests
the same conclusion, then confidence in the findings may increase.

Table 16, Potential Migh-Risk Definitions

BOS DTW
Definition of High-Risk Passengers (N=506) | {N=183)
Freq Freq

(Percent) | (Percent)

Current Assessor definition: Expanded 5Pl list, artful concealment, or
LEO arrest

SPOT Volidation Study definition:[P)) 10U 5 &4 T C41(8.10%) | 3(1.64%)

Proposel 1; Expanded 5P ist, artful cancealment, LEQ arress or
Suspicious Packaging

Proposal 2; Expanded 5Pl iist, artful conceatment, LEOD arrest or NCIC h|t 54 {10.67%) 13 [WA"/{})

Proposal 3: Expanded SPI) list, local SPIl rules, artful concealment, or
LEQ arrest

Proposal 4; Expanded SPU list, tocal P rules, artful concealment, LEQ 57 {11.26%) | 3(1.64%)

57 (10.28%) | 3 (1.54%)

53 {10.47%) | 3(1.64%)

54(10.67%) | 3 {1.64%)

23 Lo s . . . . . .
Nota that the adds ratio is nearly e quivalent tg the RPF in TSA's targeting context, The RPF is used as anillustrator because it
is mare intuitively understandable, but the odds ratio is recommended.
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arrest, NCIC hit, or Suspicious Packaging
Proposal 5; “Smuggiing”: expanded SPIl list or artful concealment 21 (4.15%) | 3(1.64%)

Qrher assumptions that may be impartant to examine inchude variations in the base threat rate, rates of
misclassification, and estimates of the probability of encounter for SPOT.  There are good reasons to
balieve that the base rate of illicit activity as measured in the SPOT Validation Study s underestimated.
Subsequent 1o the SPOT Referral Report Validation Study, another DMS S&T team conducted an exercise
that manually dredged through all of the Operational 5POT remarks made by BDOs. The outcome of the
exercise showed that 60 positives were previously misclassified as negative, and 3 negatives were
inappropriately classified as positive, Leaving aside the base rate guestion for the moment, this resulted
in no change 1o specificity but the O.R, wert from 9.27 1o 1126, and PPV went from 1.15% to 1.40%, If
it is assumed that the base rate was also underestimated (arhitrarily it was half of what it should hava
been}, PPV and specificity are unchanged, the OR is reduced from 9.27 to 4.63, and TPR goes from 2%
to 1%, If it is independently assumed that the SPOT population is 7 times too high [DHS S&T produced
another analysis suggesting that a different $£0T population may be more appropriate), the OR goes
from 9.27 to 9.51, TPR goes from 2% to 2.94%, and PPV remains unchanged.

Making corrections for all three problems simultaneously causes the QR to decrease from 9,27 {0 5.71,
the TPR to decrease from 2% to 1.78% and the PPV to decrease from 1.15% 1o 1.40%. Taken at face
value {without appropriate confidence intervals), none of thase rasults altered general conclusions from
the study--i.e, SPOT is reliably better than random, but at the observed inspection rate, the vast
majerity of estimated positives are still missed. This set of results provides an example of using a
multitude of metrics under a variety of assurnptions to test the robustness of findings.

These scenarios, when considered jointly, bring to light the attendart prohlems with relying on one
metric alone and with taking the Y2010 Base Rate Study at fare value. As a result, panel members falt
that in order to mitigate some of these risks, it would be important to collect as many measures as
possible, and to apply as many analytical methods as were falt te be appropriate and reasonable in an
effort to evalugte the results for concurrence in findings. To the extent that the conclusions implied by a
particutar set of findings are not altered under a range of different assumptions, confidence in the
results could be expected to increase. A compromise positicn was chosen that recommended that to
the extent possible, TSA should utilize a broad array of metrics {at least the PPV, the estimated TPR,
the estimated FPR, OR, and Referral Rate) and a range of assumptions (at least consider differences in
the hase threat rate, rates of misclassification, and definitional differences) to evaluate the
performance of the targeting protocol, keeping in mind the limitations presented by the Base Rate
data (Recommendation #13).

Randoem Selection Processes

The panel does not recommend the implementation of a stratified random selection process at this
time. However, it is noted that a permanent stratified random selection process serves several

c P PP | A LLpl
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functions and is considered an accepted best practice by many organizations with irpartant targeting
programs (e.g., CBP, IRS, etc 1M Examples of functions served by a stratified random selection process
include:

« 1t allows for the estimation of the true positive rate, the false positive rate, the odds ratio and an
ability to make comparisons specifically against random targeting.

= It allows for an assessment of the types of illicit activities missed by the targeting regime, if any.
There is no other way to know this in the TSA context,

+ 1t offers a potential for making risk adjustments between groups to allow for better comparisons,
For example, if airports vary in terms of underlying threat rates, performance comparisons will be
unfair if made without adjustment. This practice addresses the argument that “My airpert finds
fewer bad guys because there are fewer bad guys to be found.”

* Random data collection is the gold standard data collection practice for the empirical validation
{nrin a best case, optimization) of the weights assigned to targeting indicators.

+  This strategy s less straightforward in & context where proxy data are used-—that is, one
would not want to aptimize one's targeting mathods to target activities that are not the actual
activities that should be targeted. However, this is not an argument for declining to examine
the data.

« The validation process goes beyond a focus on the threat base rate; it also requires data
collection related to bebaviors (the independent variables).

= Randam screening alse serves as a deterrent and allows for the potential of observing changes in
underlylng threat rates in response to TSA interventions,

It may also be worth noting that an operational compliance measurement program can be made more
efficient and cost-effective by utilizing a design that varies selection probabilities according to risk.
Travelers in high-risk strata would be assigned a higher chance of selection, with travelers in lower risk
strata receiving a lower grobability, Population estimates can then be constructad by reweighting the
sample 1o correct for differential sampling probabilities. Because the higher risk strata are likely to
generate higher numbers of high-risk passengers, fewer passengers need to be evaluated
{inconvenienced) as would be required by a method that relies on simple random sampling.
Consequently, the panel further recommends that in the absence of an appropriately structured CM
program, TSA consider the utility and cost of implementing a risk-stratified probability sample to
appropriately estimate baseline threat rates (Recornmendation #14),

9 There is evidence to suggest that TSA engages in some farm of random targeting. However, the details of this program
(.45, the methodalpgies wsed and sutcomes collecied) werg not available to the review panegl. noaddivgn, itis not clear if
results from the inspections are maintained electronically and are available for analysis.
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Statistical Tests and Confidence Interval Estimation

A number of hypothesis tests can be conducted to determine whether ar not the abserved performance
is statistically significant. For example, one can test for differences between Assessor and Non-Assessor
in the proportion of secondary referrals that resulted in a positive outcome, or the proportion of
secondary referrals subsequently referred to law enforcement. While these two tests are likely to serve
as a minimum testing requirement, onz might also test the TPR against the expected performance of
random targeting that has the same FPR as the Assessor method to determine if there is a significant
difference, As described earlier, under random targeting, the TPR is equal to the FPR, Thus, one could
also test if the observed TPR proportion is equal to the FPR proportion.”” A different approach might
alse consider computing the probability that a randorn targeting practice would achieve the observed
TPR or better if it targeted the same number of passengers.

In addition to decision testing, confidence intervats can and should be constructed. For example, the
confidence interval surrgunding an estimated odds ratio would be important to understand, [n addition,
by knowing the likely range of the estimate st some level of confidence, one can bound a range of
assumptions to be tested. For example, the combined outcome from the original SPOT Referral Report
Validation Study has an observed rate of occurrence of 0.126%. A 99% wilsen confidence interval (with
Continuity Correction} suggests that the proportion of high-risk passengers based on this outcome is
likely to be in the range [0.095%, 0.166%], Without a confidence interval, one might decide to use an
arbitrary range of fixed multipliers to evaluate the sensitivity of metrics to vanations in the base threat
rate, If the same level of confidence is not represented by each multiplier chosen, then this choice
might not vield the results expectad. A multiplier of 2 may be sufficient for one outcome, but may he
too small for another. This examp\e uses confidence intervals as a way to bound the assumptions being
|mpact of certain assumptlons. Confldence intervals typlcally |nc|ude only the impact of samp\lng error
on the range of estimates likely 1o be observed. A confidence interval could also be constructed to
incorporate not only sampling error, but also misclassification ercor {or cther types of error), For
gxample, we previously described the suggestion from Hemenway {(1997) for how Lo evaluate the effect
of a percentage of passengers who were randomly misclassified on the chances that Assessor and non-
Assessor confidence intervals overlap,

Duration of Study

The independent review panel considered the size of the samples that would be required 10 ensure that
a future evaluation study collects enough data ta make inferences about aviation risk in the traveling
population. Size reguirements were based on a number of assumptions. First, it was assumed that

S Note that since both targeting methods are evaluating the same population, a paired test o correlated progortions should
be used (e.g., McNemar's test or Liddell's exact test), The latter is probably favored because of its exact nature.
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100% of passengers would encounter Assessor-trained T50s. Second, requirernents assume an 80%
chance of detecting a true difference {power=0.80} with 95% confidence (alpha=0.05, two-sided).
Decision testing assumes Fisher's Exact Conditional Test for two proportions at different ingidence levels
and effect sizes, Using the SPIl incidence rates from Boston's Baseline period {.002%) and Proof-of-
Concept perind (.006%) as a gauge of the incidence rates that are likely to be observed, the analysis
evaluated sample size requirements based on incidence rates of 0.001%, 0.002%, 0.005%, and 0.01%.
Effect sizes are assumed to be odds ratios and are allowed to vary between 1 and 1¢ (the SPOT
Validation Study observed odds ratios that were typically between 4 and 9).

From Figure 5, if one assumes an incidence of 005% and a 1 to 1 allocation of passengers between the
two queues it would be necessary to process approxirmately 170,000 passengers through each queue
(340,000 passengers total} to detect a statistically significant difference between an odds ratio of 3 and
1 (no effect). In terms of the duration of the study, assuming that Assessor/T3O staffing levels would
permit approximately 3000 passengers per day to he processed, the study would need to run for
appraximately 4 months, To the extent that additional lacatians can be included, the amount of time
required to complete the study will decrease,

Figure 5: Sample Size Requirements per Group to Detect
& 2x to 10x Difference at 4 Different Base Rates
Assuming a 1 to 1 Allocation Ratie
Statistical tast basad on Fisher's Exact Conditional Tast
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One may arrive at a different set of conclusions about sample size reguirements if using referrals as the
denaminator, Table 17 provides a number of parameters estimated from the Boston and Detroit Proofs-
of-Concept.  On average, Boston screened approximately 700 passengers for every referral made;
Detrgit screened nearly 1800 passengers per referral. One out of every 10 Assessor referrals in Boston
resulted in detection of a high-risk passenger. In Detroit, one out of every 50 referrals resulted in
detection of a high-risk passenger. If we assume {for the sake of argument} that the non-Assessor
trained TSO detection rates can ke expected to operate at the 5% Boston SPOT rate and Assessor rates
operate at 2 times the hase rate (Boston Assessor rate is 10%), one is likely to have an 83% chance of
detecting the effect (with 95% confidence) with a sample size of approximately 500 referrals per graup
{N=1000).
Table 17. Characteristics of the Boston and Detroit Proofs-of-Concept

Begin Date 8/15/2011 10/17/2011

End Date 12/1%/2011 1271572011
Pilot Days 120 58
Throughput 360,281 323,383
Refarrals 506 183
Number of Passengers Seraened per Referral 712 1,767
Number of High-Risk Passengers Detected 52 3
Pervent of HRP (per Referrals) 10.3% 1.6%
Avg. Number of Passengers / Day 3,002 5,575
Avg. Number of Referrals / Day 4.2 32
Referrals Required (Power=.80) 500 500+
Pilot Days Required 119 156

If one can assume that referral rates will remain similar to the referral rates seen above™, Boston would
reed 119 days of Assessor referrals (357,000 passengers) and Detroit would need 156 days of Assessor
referrals {870,000 passengers) to generate the referral numbers required for the Assessor group alane
(N=500). Assuming an equivalent number would be reguired for the non-Assessor tramed TSO group
waould result in a requirement of 715,000 and 1.7 million for Boston and Delroit, respectively. Results
from the PoC studies have suggested that it is unlikely that the non-Assessor trained TSC will maintain
referral rates as high as the referral rates of Assessor-trained T%0s. Consequently, these sample size
requirements are likely too low. The magnitude of the difference in the estimates praoduced under the
first power analysis compared to the second is surprisingly large. This investigation demonstrates how

" Mote that the panel stressed the importance of making certain that secondary screening referrals only reflect reasonably
suspiciouns passengers. Reterrat rates should not be altered to ncrease sample sizes [Recommandation #15).
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srall differences in study parameter assurnptions can create very large differences at the population
lewel.

From Figure 6, the sample size required per group {x-axis) to detect a given odds ratio {y-axis) is plotted
for three different reference proportions. Sample size requirements decline as base rate proportions
move claser to 0.5. Note that the availabitity of staff has not been factored into estimates of the
number of study days required.  All of these estimates are tenuous at hest; sample size
recommendations should be interpreted as "hallpark” estimates,

10
Figuee 6 Samgle Site Requiraments per Group to Detect
9 a2x to 10x Difference at 3 Different Base Rates
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Benefits and Limitations of Study 1

Although the Proof-of-Concept studies have provided valuable information and have yielded numerous
lessons about the implemeantation of Assessor, the presence of confounding varishles has made it
difficult to isolate the effectiveness {or lack thareof) of Assessor. A new experimental design for an
Operational Study of Assessor has been proposed to more effectively control confounding influences—
the panel's primary concern.  Additional benefits of the new design include an ability to evaluate the
protocol in an aperational context that allows for the cbservation of real {rnot contrived) passenger
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behavior, and an increased potential for a more valid comparison of SPOT results to Assessor resuits.”’

The new design also supports a crossvalidation of the BDO selection instruments as applied 1o the
Assessar positian.

The new design will not overcome all known limitations. Sampte size requitements—driven by low base
rate events—will need to be attended to through the implementation of a large-scale study {i.e., a long
implementation period or a multi-airport study). In addition, the most effective design calls for the
concurrent estimation of hase rates of illicit activity, and requires that a random selection of passengers
be referred to secondary for more intensive screening, While the design will inconvenience a large
number of innocent travelers, in the absence of this design feature, key effectiveness measures cannot
be estimated. At the end of the day, though, even if all other recommendations could be carcied out
perfectly, the risk remains that known serious data gquality problems will introduce mare error into the
study than can be reasonably telerated. This limitation is not unique to the proposed new design; but,
rather becomes increasingly important in studies of low base rate phenamena and consequently, must
be addressed. Key changes to TSA's information technology {IT) infrastructure and training programs
will be required.

6.2 STUDY 2~ A FIELD EXPERIMENT UTILIZING RED TEAMS

An ongoing challenge is the fact that the outcome of interest is a low base rate event and is generally
unknown (i.e., undetected events are never known). Although itis possible 1o identify the rate at which
“Hlagged” individuals are discovered to be high risk or in possession of SPII, it remains unknown how
many "non-flagged” individuals might have been high risk or in possession of $PIl. Two approaches are
usually taken to overcome this limitation. The first—random sampling—has bean discussed in the
context of the first study, The secand—a covert or "red team" approach~is recommended by the
review panel to serve as a supplementary study. A field experiment utilizing red teams will serve to
address the rare event problem, and also allow for a better understanding of the strengths and
weaknesses of the security measures currently in operation (Recommendation #16).

Purpose of Red Teaming

Red teaming is a relatively generic term that encompasses a broad range of activities that often depend
on context and operational needs. At a high level, red teams are typically estabiished to test or
challenge a system or plan, as viewed through the eyes of an adversary. Red teaming provides an
operational team an opportumity to better understand the environment, to identify vulnerabilities, and
to reveal how adversaries might adapt or create counter measures to evade detection, The practice
allows one to generate hypothetical adversarial behavior for analysis, and to challenge deliberately
assurnptions held by the operational team, These activities as @ whole have the potential to reduce risk

" As noted previously, in arder to lessen the risk of additional canfounders entering a new study, the independent panel
prefers that PO not be operated concurrently with a future Assessor evaluation.
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through the aveidance of some of the pitfalls associated with "groupthink,” a style of thinkirg that may
be employed when individuals are deeply involved in a cohesive group {Janis, 1972),

T5A has a history of engaging in "red teaming" exercises (e.g., Aviation Screening Assessment Program
(ASAR)). "Artful concealment™ has besn an important component of threat insertion in this context.
Examples of threats that have been simulated by ASAP include: [P12)48 Uha G 8 1T4Y)

LA USG5 114N

The intent of the proposed red teaming effart is not to duplicate ASAP efforts. Rather, the goal would
be to design a supplementary study capable of modeling behavioral and document components that
could be detected by Assessor. The Assessor protocol has been designed to achieve the related goals of
deterring and detecting threats to a flight, and assuring that all items making it onto the plang are safe.
To realize these goals, Assessors are instructed to focus on three sets of signature events: (1)
appearance and behavior signs, (2) documentaticn signs, and (3) guestioning strategies that allow for
the detection of deception and other inconsistencies (1505 Aviation Security Program, 2011). Of these
three types of events, documentation may be the most straight-forward to implemant.  All panel
members agreed that evaiuating the extent to which fraudulent documents andfor documents
exhibiting various threat signatures can be detected by Assessors would be valuahle to assess.
Behaviaral compenents were judged to be more challenging. Citing research that has investigated the
extent to which an increase in cognitive load is associated with deception and whether reliable
indicators exist that would allow its detection (Vrij, Granhag. Mann, & Leal, 2011, Vrij, Granhag, &
Forter, 2010), panel members generally agreed that attention should be paid to appearance and
behavior signs, and an attempt should be made to detect items that would not be detected by the TDC
or the WTMUB/AIT eguipment.

Panal members suggested that the design of the red tearm study should intreduce some type of
smuggling, whether it be drugs, knives, or documents. The term "smuggling” implies that there would
be some attemipt at concealment. There was also discussion of not only sending through persons who
were instructed to smuggle something, hut also sending through "innocents” to understand the extent
w which confederates with nothing to hide might be detected. 1t was imagined that confederate
passengers who were not engaged in concealment may still need to lie as a by-praduct of the red team
study—for example, most will not actually fly to the destination indicated on the boarding pass, and if
asked, a story might need to be constructed. In this regard, they may not actually be “true negatives.”
Such issues would need to be addressed, and potential effects evaluated.
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O A DS G S o) The analogy to this In the Assessor
context 15 that if Assessors are using the Assessor protocal appropriately, and if test items exhibit the
appropriate signature or the signature can be elicited by the Assessor, the test should be a fair ope [0 |

ST AG US L g 11440
b)e2)4B USG5 1140 [ ince the Assessor protocol looks for
signals that are outside of the SPOT protocel, it is possible that Assessor will ultimately demonstrate a
higher rate of detection than SPQT. However, at the present time, the existence and potential size of
this effect is unknown, Considered as a whole, these facts call into question the idea of eguating

Assessor-based red teaming to ASAP red teaming, [PX5)49 U2 0.5 T140) |
(A US.CE 1740 |

Ta make the Assessor red team analogous to the ASAP red tearn, changes would need to be
incorparated into the test. Signs present in the documentation offered to the TDC should be objectively
detectable. However, other items are not fikely to be detectable by the TDC or by the WTMD/AIT
equipment. Fraudulent documents stashed in the carry-on, for example, would reguire that other signs
{appearance, behavior, deception, and inconsistencies) be available for detection. In order for a red
team exercise to be effective at detecting non-documentation-based threats, it would be necessary for
confederates to engage in seme type of lie or to respand with some form of inconsistency in arder to
establish a signature that could be detected.  Ultimately, panel members preferred the idea of
attempting to generate situations that would be likely to spawn authentic reactions on the part of
confederate passengers. However, this desire would need to be balanced against the need to generate
detectable signatures,

Confederate Selection

Panal members evaluated two approaches to the recruitment of confederates. The first method sought
10 recruit airport passengers into the study, asking the subject to conceal an item through security. |t
was envisioned that passengers would be randomly assigned a concealment status. The argument for
using passengars is that they would be untrained and inexperienced and would hgve certain heightened
anxieties while participating. In addition, such passengers were thought to be more representative of
the target population. Howaver, several panel members imagined that many passengers waould almost
certainly refuse to participate based on not being able to alfay concerns that recruiters were illegitimate.
Ultirnately, this issue drove the panel to abandon the idea of recruiting passengers and move toward
recommending a design that recruited confederates who are unaffiliated with TSA and the airport
{Recommendation #17). Again, panel members noted the importance of attempting to build realism
inta the experiment. 1t was argued that by randomly assigning passengers to different roles, the
strategy may serve to increase natural anxieties. Participants would also be incentivized to successfully
complete the screening pracess without detection,
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The panel discussed the extent to which red teamers could truly be expected to act the part. There was
concern that it might not be reasonable to expect red team marnbers to be able to sirmulate terrorist
behavior or to portray specific emotions. Responses to this gquestion focused on the extensive array of
research in spcial psychology and sacialogy that documents the precedent for the use of confederates in
studies where information is concealed or withheld from others. In addition, it was pointed out that
even in the case of fraudulent document detection, red teamers, by definition, must lie about their trip
stories, and respond with lies when answering questions. These lies are real. Thus, there may be logic
to support the idea that an authentic signature would be present and detectable, On the other hand,
past research bas found that there are individual differences in hutman abilities to conceal emotions,
with individuals high in self-monitoring [Snyder, 1974) better able to conceal their emotions than
individuals low in self-monitaring (Friedman & Miller-Herringer, 1981), Since it is vital that reliable
signatures be available for the test, panel members stressed the importance of suitable confederate
recruitment and careful development of the study protocol.

Study Protocal

A full study protocol was not developed by the review panel at this time. Most panel members felt that
the experimental design for Study 2 was sufficiently complex that the group would need additional time
to work through the many issues that were likely to arise. Instead, panel members detided to describe
as much of the discussion as possible in the review panel report, while recommending that a group of
subject matter experts be convened to continue working on the red team study design in the near
future {Recommendation #18},

In terms of the red team protacel, it was generally envisioned that confederates would be recruited
from outside of TSA, and randomly assigned to one of a couple of different groups. Some would be
assigned 1o a control greup {would be asked to carry nothing), some would be assigned to a group that
was instructed to smuggle items, and others would be assigned to a group that would carry problem
documents, The pane! anticipated that the manipulation of the documents would be relatively easy to
accomplish. The manipulation of behaviors was felt to be the larger challenge, but importance was
placed on resisting the urge to train actors Lo behave in certain ways. Additionally, it was noted that
there might be some value in assigning actors to carry problem documents, but also leaving them
unaware that the decuments were problematic. Members of this group would be told that they were
assigned to the "innocent" group.

As with Field Experiment 1, panel members recormmended that research confederates be randomly
assigned to queue type.™ Under this design, the effectiveness of Assessor is determined by comparing
the rate at which the Assessor correctly identifies confederates to the rate at which the standard TDC
correctly identifies them. The panel expects that the standard TRC will be likely to detect some of the

*r Since the experimental and control queues must be aperating under the proposed design, Field Experiment 2 would be most
efficiently administered if it was conducted concurrently with Field Experiment 1.
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threats seeded into documertts, so smaller differences might be observed between the TDC and
Assessor groups than would be expected with other indicators, The Assessor group is expected to
detect higher rates of concealed items, behavigral signs, and inconsistencies than the TOC group.

Lacation and Implementation Procedures

The red team approach as currently conceived does not reguire a modification to the layout of Assessor
and non-Assessor gueues. The only important factor is that research confederates be randomly assigned
to an Assessor gueue or non-Assessor queug.  For this reason, the Study 2 protocol could be
implemented in a setting where Assessor 5 already in place, such as Boston or Detroit. This would
prevent the need to train an entire airpart lacation in Assessor just for the purpose of the second study.
Alternatively, the panel suggested that the red team study could be operated concurrently with the
onerational study; however, a small pilot in one airport was suggested as & starting point,

As with Field Experiment 1, in order to ensure the integrity of the experimental manipulation {i.e., the
implementation of Assessor) it is critical that steps be taken to monitor compliance with the Assessor
protocol. If Assessors sre not following the protocol in a consistent manner, then the apparent lack of
an effect could be due to Assessar not being effective, or to TS0s not adhering to performance
expectations. The same approach taken to maonitor compliance in Study 1 is alse recommended for
Study 2. As described above, supervisors and/or confederates should periodically observe TSOs to
ensure TSOs are administering Assessor appropristely and effectively.  If confederates are used to
manitor compliance with the Assessor protocol, these individuals should not alse serve as red team
research confederates, In fact, it may be iImportant 1o limit the number of observers (compliange

monitors or otherwise) altogether, [PHE149USC.5T140)
TSI

(Al U S LU s 1T

| Other issues such as pilot
program signage and staffing issues were not discussed, but are likely to be important to consider.

Duration of Study

In terms of the duration of the experiment, the panel anticipated that it would take place over the
course of appraximately two months. Thegretically, the study only needs to last long enough to send a
sufficient number of corfederates {approximately 60, assuming 2 groups) through the gueues.
However, if all red team members were sent through during a one-week pericd, and a significant
number were detected, it would be apparent to TSQs that an unusual number of passengers with false
documents (for example) were attempting to traverse security. As such, the red team members would
need 1o be sufficiently spaced out so as not to make the observation obvigus to the TSOs (and BDOs if
SPOT is in opecation). The panel discussed sending one confederate through every three to four days.
However, if there are existing TSA guidelines on red teaming, panel members suggested deferring to

 personal conversation with g BOG.
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such guidelines for the frequency and procedural details, 1F 60 red team atternpts are made, and they
are spaced out by a few days between each attempt, the study could take at least six months to carry
out in ang airport. If several airports are used, then time to completion can be reduced, but the scale of
the study then becomes larger. The panel felt that a smaller pilot study would be preferable as a first
step, Ultimately, however, the costs and benefits of various stuty choices would need to be weighed.

Statistical Analysis

In terms of the statistival analysis, the approach to analyzing Study 2 should look fairly similar to Study 1.
Specifically, it s anticipated that the data would be reported in a contingency table (2 x 2 table) format
and a Fisher-Irwin Exact Test of the association hetween gqueye type (Assessor or non-Assessor) and
disposition {Red Team Mermber Flagged versus Not Flapged) would be conducted. Because the panel
recommended that the experiment be seeded with both threats and non-threats, a full 4 x 4
classification matrix can be used in the assessment {(Recommendation 419},

It may be useful to note that Fisher's exact test assurnes that the row and column totals are fixed. In
most experiments, row and column totals are free to vary. Red teaming exercises require that the
marginals of the classification matrix remain fixed, creating a situation where sampling error simply does
not apply; all of the population parameters are understood o prior.  Consequently, it was naot
completely clear that a statistical approach would be warranted. However, since one will still be
interested in understanding the extent to which the patterns penerated could have been generated by
chance, the context may be nearly ideal for the application of Fisher-lrwin's Exact test. [n practice,
though, a larger number of cases may make the chi-square results indistinguishable from the exact test,
nepating the need for the exact test, To the extent that additional groups are examined or other
comparisons made, additional statistical tests or analytic approaches may need to be considered,

Benefits and Limitations of Study 2

All prior work {the SPOT Validation Study and the Roston and Detroit Proofs-of-Concept) has been
limited hy the extremely low base rate of illicit activity. The primary purpese of the red team study is to
address the low base rate issue through an alternative method of analysis.  Using this approach,
evaluators can control the base rate of illicit activity allowing a precise calculation of true and false
positive rates. It should be noted, however, that while precise true and false positive rates can be now
be calculated, these data cannet establish validity, By serving as an alternative method of analysis,
important insights can nevertheless be gained. In this regard, Study 2 may identify previously unknown
strengths and weaknesses of the Assessor protocol, as well as highlight instances of unanticipated
effects or other bias. To the extent that different threat signatures with overlapping indicators can be
inserted into the study, the study may also be able to address the reliphility of specific indicators. At a
high level, the study may indeed suppaort an assessment of the Assesser protocol from an adversary's
point of view, and lead to the development of a more robust security protocol.
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Despite its many advantages, the proposed red tearmning exercise should be viewed as exploratory—
parhaps even as a proof-ofconcept—and as a complament to the Opegrational analysis proposed as
Study 1. The red teaming study evaluates the Assessor protoeol in the context of expermentally
manipulated behaviors, 1¢0is not clear how well the results of the study can be generalized from the
unique experimental setting to the required operational setting. There are many current unkhowns
associated with Study 2; consequently, it will be important to take the time to thoroughly vet the
protocol finally chosen. The quality of the information cbrained from Study 2 will be highly dependent
on the quality and experience of the team, and the approach taken,

6.3 A SUMMARY OF REVIEW PANEL RECOMMENDATIONS

The Independent Review Panel made nineteen recommendations with regard to two new field
experiments. Recommendations primarily covered topics relating to the design of the study and the
analysis of data produced by the study. Recommendations are summarized below.

Study 1 Recommendations

1. The Independent Review Panel recommends that interpretations of the effectiveness data
vollected in the Boston and Detroit Proofs-of-Concept be made very cautiously {observed
differences might not be due to Assessor), and that future designs attempt to resolve
confounding factors.

2. The review panel recomnmends a study design that compares targeting results for twe groups:
{1) Standard T50s serving as the travel document checker [TDC) (Contral Group), and (2)
Standard TS0s trained in Assessor serving as the TDC (Experimental Group).

3. The review panel recommends that T50s be randomly assigned to each group {Experimental
and Control groups),

4. It is recommended that the reguirement for Assessor certification be eliminated in future
studies. It would be valuable to still conduct the Assessar skill assessment, but the scores
should simply be recorded and made available for analysis, not used for selection. Compliance
manitors should remain blind as to Assessor test results.

5. The panel recommends that additional skill assessments be provided to both groups of TSOs
{Assessor-trained and non-trained) subsequent to—and possibly prior to—training for later
analyses of performance,

6. The review panel recommends that (1) all data collection instryments be tailored to each
officer's role in the experiment, and (2) all officers underga in-depth training on data collection
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and submission procedures. 1t is especially important to make sure that officers understand
how ta document outceme measures through the use of structured datahase flakds.

7. In order to further reduce the risk of study canfounds, the panel would prefer that SPOT not
operate during the same time frame that an Assessor evaluation is running.

8 The review panel recommends that passengers he randomly assigned to treatment and control
queues.

4. To the extent that staffing can be increased to accourt for the lengthier cycle times associated
with tha Assessor group, panel members recommend random allocation as the method to be
used for ensuring passenger randomization. A gate-keeper will need to be employed with the
random allocation method to ensure the protocol is administered appropriately. However, it
will also be important 10 have a third party monitor randomization rates 1o ensure that they
remain constant and that they produce expected passanger counts ang distributions.

10. The panel recommends that to be included in the study, an airport must meet one of two
criterla; (1) it must have a checkpoint configuration where a one<to-one relationship exists
between the checkpoint and its sterile area, or {2) the study must be implemented at all of the
checkpoints leading to a given sterile area,

11. To ensure the irtegrity of the implementation of the experiment, the review panel noted the
criticality of making sure that steps are taken to manitor compliance with the Assessor protocg),

12. The panel recommends that each autcome measure propcsed should he ronsidered and
justified in terms of the following criteria. (1) the measure should demonstrate a reasonable
“intent" to smuggle or deceive; {2) the infraction should be judged sufficiently serious, (3) the
autcormne should be attributable to the program undec study, {4) the outcoms should reflect a
confirmed finding, and (%) the outcome should reflect multiple refined definitions of frauduient
documents.

13, The panel recommendls that to the extent possible, TSA should utilize a broad array of metrics
{at Jeast the PPY, the estimated TPR, the estimated FPR, OR, and Referval Rate} and a range of
assumptions {at least consider differences in the base threat rate, rates of misclassification, and
definitional differences) to evaluate the perforrmance of the targeting protocel, keeping in mind
the lirmitations presented by the Base Rate data.

14, The panel recommends that in the absence of an appropriately structured CM program, TSA
consider the utility and cost of implementing a risk-stratified probability sample to appropriately
estimate baseline threat rates.
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15. The panel stressed the importance of making certain that secondary screening referrals only
reflect reasonably suspicious passengers.  Referral rates should not be altered to increase
sample sizes,

Study 2 Recommendations

16. A covert or “"red tearm” approach--wherein confederates attempt to pass throogh security
undetected-is recommended by the review panel as a supplementary study.

17, The panel recommended the yse of actars nat affiliated with TSA or the airport in the red team
study.

18. The panel acknowledged the complexity of designing the red team study appropriately, and
recommended that a group of subject matter experts be convened to continue working on the
red team study design in the near future.

18. The panel recommended that the red team experiment be seeded with both threats and non-
threats to allow for analysis of the full 4 x 4 classification matrix.
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APPENDIX A: ACRONYMS AND ABBREVIATIONS

Table 10--List of Acronyms and Abbreviations used in the Report

T

AlT Advanced Imaging Technology

ANGVA Analysis of Variance

APA Aviation Passenger Assessor

BDAD Behavior Detection and Analysis Division
BDO Behavior Detection Officer

BOS Boston Logan International Airport
CONOPS Concept of Operations

CRP Customs and Border Patrol

DeL Data Collection Lead

DHS 5&T Department of Homeland Security Science and Technology
DTW Detroit Metropolitan Wayne County Airport
ETD Explosives Trace Detection

FAM Federal Air Marshal

FTD Fraudulent Travel Document

HRP High-Risk Passengers

1CAD International Civil Aviation Qrganization

{¥] Identification

ISDS International Security Defense Systems

JFK iohn F. Kennedy International Airpart

LEC Law Fnforcement Officer

NCIC National Crime infarmation Center

NOF National Deployment Force

QT On-the-Job Training

PASS Fassenger Assessmant Screening System
PMIS Performance Measurement Information System
PoC Proof-of -Concept

QUAD-S Secondary Security Screening Selection

RBS Risk-Based Security

SME Subject Matter Expert
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A2

S0P
sPOT
sPi
5855
5T50
TDL
TSA
TSI
TSM

TS0
WTMD

administrator of the Transpprta
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Standard Operating Procedures

Screening of Passengers by Observation Technigues
Serious Prohibited or llegal ltems

Secondary Security Screening Selection

Supervisory Transportation Security Officer

Travel Document Checker

Transportation Security Administration
Transportation Security Inspector

Transportation Security Manager

Transportation Security Officer
Walk Through Metal Detector
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APPENDIX B: POTENTIAL AIRPORTS FOR A FUTURE STUDY

Airport throughput data were availahle for the 43 airports represented in the FY2010 Base Rate Study.
These data were used to examing ap airport’s potential for inclusion in a future Assessor evaluation
study. Data were collected from the 43 airports hetween December 1, 2009 and Qctoher 31, 2010. The

analysis assumed a passenger sample size of 800,000 and a 3 to 6 month study completion constraint.

Table 12—Daily Passenger Throughput and Number of Checkpoints for 18 Airports Meeting
Volume and Data Consistency Requirements
[Numbers in brackets express the 95% confidence interval]

Baltimore-Washington BWI 5 26,508 25,891, 27,125] 31(30,31)
International :
Logan International S BOS 11 4337842614, 44,141] 19119, 19) \
Burbank-Glendale Pasadena , BUR 2 6,780 [6,662, 6,897] 119[116,121] |
Cincinnati/Northern Kentucky CVG 3 7,312 (7,187, 7,438] 110 [108, 112] ‘
International _
Denver International . DEN 3 ' 38,559 37,892, 39,226] 21(21, 22) \
Detroit Metro Wayne County nTw 7 _ 25,249 (24,847, 25,651] 32 (32, 33) ‘
Honolulu International ~ HNL 6 21,119 (20,875, 21,363] 38 (38, 39] |
Mouston Hobby  HOU 1 9,478 (9,281, 9,675] g5 (83, 87) \
Memphis International ' mEM 4 6,259 [6,144, 6,370] 1281126, 133] |
Newark International ' EWR 9 ' 43,848 (43,124, 44,513] 1818, 19] |
Metropolitan Dakiand " OAK 2 14,395 [14,114, 14,676] 56 [55,57]
International ,
QOrlanda International - MEO 4 49,866 (49,179, 50,553] 17 [16,17]
Philadelphia International . PHL 7 32,063 (31,417, 32,708) 25 (25, 26)

' Phoenix Sky Harbor . PHX ' 7 ' 37,349 {36,746, 37,952] 221(22,22)
International :
Portland International " PDX 3 16,650 (16,328, 16,972] 49 (48, 43]
San Antenio International ©SAT 2 10,941 {10,749, 11,132] 74 (72, 75)

" San Diego Intl-Lindbergh Field SAN 6 23.875([23.471,24,279) 4433, 35]
Tampa [nternational TPA 4 24,543 (24,144, 24,942) 3333, 34)
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While 25 of the 43 airports reported passenger throughput for at least 200 of the 335 available days, 20
of the 25 consistently reported passenger throughput for at least 300 of the 335 available days at each
checkpoint as weil, Of the 20 airports with consistent checkpoint data, 18 have enough passenger
throughput between the care hours of operation {Sam to 9pm) to achieve the 800,000 passenger mark
within a & mornth timeframe. The airports that met both the volume and data consistency requirements
are listed in Table 11 above. 1t is important to note, however, that to be eligible for inclusion, airports
must also have at least one available checkpoint where a one-to-one relationship exists between the
checkpoint and its sterile area—or ermough staff need ta be available to run the study simultaneously at
all checkpoints feeding the common sterile area. Hence, this list may be reduced upon further review.

Additional checkpolnt information is provided in Table 12.

Table 12--Check point Information on the 18 Potential Airports

Airport Name L : Checkpoint

Baltimore-Washington International BWI Pier A
Pier B
Pigr ¢
Pier D
| Pier £
Logan International BOS Al
B1
B2
B5
B&
B7 Rassenger (Alr Canada)
¢l
2
€3
El
E2
Burbank-Glendale-Pasadena ‘ BUR BUROL
_ BURDZ
Cincinnati/Northern Kentucky International VG FIS
T2-MCP
; _T3-MCP
Denver International DEN A Bridge
‘ North
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Checkpolnt

Airport Name Alrport ‘

Code
_] Sputh
Detroit Metro Wayne County ' DTW Blue-1
Blue-2
Red 1
Red 2
Red 3
Red 5
AAAAAAAA Red§
Honolulu International HNL " Checkpoint 1
COMMUTER TERMINAL
CPT 2
HNLD3
HNLD4
) _HNLOS
Houston Hobby ' HOU CENTRAL
Memphis International MENM Int’l Arrivals
MEM-A
MEM-B
MEM-C
Newark International ‘ EWR Terminal Af1
Terminal A/2
Terminal A/3
Terminal B/1
Terminal B/2
Terminal B/3
Terminal C/1
Terminal C/2
_ ) ~ Terminal C/3
Metropolitan Qakland International OnK TERM1
 TERM2
QOrlande Internatianal MCO EAST Checkpoint
EAST FIS
WEST Checkpoint
_WESTFIS
Philadelphia International ' PHL A East
A West Sec 5
A West Sec /
Checkpoint 8
Checkpaint C
Checkpoint D\F
- Checkpoint F
Phoenix Sky Harbor International FHX T-2
T-3 North

. .
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Alrport ‘ Checkpolnt

Airport Name Code

T-3 South
T-4A
148
T-4C
, T4D
Portland International PDX PDX A/B/C
DX D/E
. PDXFIS
San Antonio International ) SAT SATO1
' SATO2
San Diego Int)-Lindbergh Field SAN " Checkpaint 1
Checkpoint 2
Checkpoint 3
Checkpoint 5
Checkpoint 6
. Commuter
Tampa International TPA TPA A
TPAC
TPAE
TPAF

. .
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APPENDIX CERROR!I NO SEQUENCL SPECIFILD.: INDEPENDENT REVIEW PANEL

VIEMBERS

Dr. Kevin Bradley: Dr. Kevin Bradley is a Senior Scientist at the Human Resources Research Organization
(HUmMRRQY, His expertise is in the area of test development and validation, His primary areas of research
and experience are in the development, administration, and maintenance of job knowledge tests; the
implementation of job analysis and competency modeling projects; and the validation of personality
1ests and structured interviews for making emplayee selection and promaotion decisions, In addition, he
has extensive experience managing complex databases and utilizing various statistical analysis
technigques. He has conducted and presented research in job analysis and the use of structured
interviews and personality inventories in employment decision-making, and the impact of faking on the
psychometric properties of personality inventories, He earned his master's degree from Rensselaer

Palytechnic Institute and his PEH.D. from Vieginia Tech,

Dr. Karen Carver: Dr. Karen Carver is an independent statistical consultant and systems analyst with
over 20 years of experience supporting government and cammarcial clignts with statistical requirements
on high-performance, mission-critical systeens, Dr. Carver is a demographer by training, completing an
MICHO-funded post-doctoral research fellowship st the Caroling Population Center {CPC) of the
University of North Carolina (UNC) Chapel Hill. She has beld several academic positions, including
pasitions at the Washington State University and the Population Research Institute (PRI} at the
Fennsylvania State University. Much of her work has focused on the development of statistical
approaches 1o rvisk-assessment in security-related contexts, with services provided to the New York
Stack Exchange (NYSE), the Department of Homeland Security [DHS), the United States Agency for
International Development [USAID), the Naval Research Laboratory (NRL), the Defense Advanced
Research Projects Agency (DARPA), the Transportation Security Administration (T5A), and Customs and

Border Protection (CBF), among others,

Dr. Cheryl Hendrickson: Dr. Cheryl Hendrickson is a Principal Research Scientist at the American

Institutes for Research (AIR). She provides human capital consulting services to clierts in the areas of
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jot and cccupational analyses, cormpetency modeling, test development and validation, performance
management, organizational surveys, workfiow analysis, and training needs assessment and evaluation.
Dr. Hendrickson is currently leading a large-scale, criterion-related validation study for DHS$ and NRL for
the purposes of improving the hiring system for a specialized, security-related job. Dr. Hendrickson is
also currently conducting competency modeling work for a Department of Defense agency, and
conducting a strategic job analysis and training needs assessment for the Federal Aviation
Administration, The goal of the work is to identify the job and training requirements for the job of air
traffic controller in the year 2018, Dr. Hendrickson is a member of the American Psychological
Association (APA), the Society far Industrial and Organizational Psychology {SIOP), the Hurnan Factors
and Ergonamics Society (HFES), and the Personnel Testing Council of Metropolitan Washington
(PTC/MW). She received her PA.D. in Industrial and Organizational Psychology fram the University of
Nebraska.

Dr. Kathleen Kiernan: Dr. Kathleen Kiernan is a 29-year veteran of Federal Law Enforcement and is the
CEO of an international consulting firm that supports federal and civil clients. She serves as a Senior
Feliow at the George Washington University Homeland Security Policy Institute, and as the Director of
Intelligence Analysis Programs at Johns Hopking University. She currently chairs the National Board of
Directors of the InfraGard MNational Members Alliance, an FBl-affiliated public-private partnership
representing aver 26,000 nationwide members whose mission is infrastructure protection. Dr. Kiernan
previously served as the Assistant Director for the Office of Strategic Intelligence and Infermation for the
Bureau of Alcohol, Tobacco, Firearms, and Explosives. She is a senior member on the International
Association of Chiefs of Police {IACP) Terrorism subcornmittee, an Intelligence Fellow (2001} and
graduate of the FBI's National Exetutive Institute, and a gratduate of DNI's SHARP Prograrn. She has
presented training on Critical Incident Management and Explosives response protocol on a worldwide
basis, and is currently serving as a special advisor to the Director of the Combating Terrorism Task Force

within the Department of Defense.

Dr. Richard Legault: Or. Richard Legault is the Program Manager for Social and Behavioral Modeling in
the Human Factors / Behavioral Sciences Divisian of the Stience & Technology Directorate at the US.
Department of Homeland Security,  Prior to this pasition, he was an associate research scientist and co-

director of the Terrorism and Preparedness Dsta Resource Center (TRORC), Empiricel Analysis of
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Improvised Explosive Devices Project, and a statistical and methodological advisor for a number of other
projects at the National Consartium for the Study of Terrorism and Responses to Terrorism {START) at
the University of Maryland. Dr. Legault has published several scientific research articles, book chapters,
and reports as well as one beok on a range of issues addressing guantitative analyses of social science
data including terrorism, survey analysis, policy evaluation, data usage and measurement, and violence-

reduction strategies.

Dr. Christian Meissner: Dr. Christian Meissner is the Program Director for Law and Social Sciences at the
MNational Science Foundation, and an Assotiate Professor of Psychology at the University of Texas at Et
Paso, Dr. Meissner’s research examines the social and cognitive psychological precesses that underlie
the interviewing of individuals in forensic settings, including: (1) factors that influence eyewitness
mermory and lineup identification; {2) the detection of deception in forensic interviews; and (3)
techniques emplayed in the interrogation of suspects and other non-cooperative individuals that lead to
confessiens. He is interested in understanding how best to apply basic theory in social and cognitive
psychology to develep interview protocols and identification methods that will improve the diagnostic

value of information oktained by faw enforcement and intelligence personnel.

Elizabeth Sparano: Elizabeth Sparano is an Engineering Research Psychologist at the US Naval Resaearch
Laboratory. Currently she is the Principal Investigator on the Person Borne Imgrovised Explosive Device
Indicatars study, aimed at developing a scientifically greunded fist of pre-incident behavioral indicators
of suicide attacks that can be used by Government-employed security personnel to identify potentially
"high-risk" individuals. Additionally, she is working with various performers on deception detection
maodels and simulation efforts, as well as @ behavior detection course for povernment clients, Elizabeth
is certified in the Facial Action Coding System and has extensive experience working with and analyzing
Action Units, particularly related to deception. Prior to her work at the Naval Research Laboratory, Ms.
Sparano worked a5 a human factors analyst, writing profiles for a federal chent, in addition to
conducting classified research and analysis for numerous government agencies. Ms, Sparano has a
concentrated educational background including B.5. in Psychology and Criminal Justice from Baldwin-

Wallace College znd an MLA. In Forensic Feychalogy from Maryimount University,
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Br. Amber Story: Ur. Amber Story currently serves as the Deputy Director of the Division of Behavioral
and Cognitive Scignces (BCS) at the National Science Foundation (NSF). Prior to this positicn, she served
for six years as the director of NSF's social psychology program. Dr. Story received her Ph.D. in social

psychology from Cornell University and held several academic positions befare joining NSF.

Dr. Ruth P. Willis: Dr. Ruth P. Willis is the Head of the Adversarial Modeling and Exploitation Office
within the Information Technology Division of the Naval Research Labioratory [NRL), Washington, D.C.
She is responsible for formulating scientific goals for adversarial madeling and collaborating with a
community of interest to conduct long-range research. Dr. Willis holds a Doctorate in
Industrial/Organizational Psychology from the University of South Florida with a concentration in
selection and performance appraisal. Previous assignments include Technical Lead for the Human
Behavior Representation Program at the Defense Modaling and Simulation Office, Evaluation Team Lead
for the Synthetic Theater of War-Ffurope, Principal Investigator for Uistributed Teamwork, She is on the
editorial board for the Journal of Defernse Simulation, a previous Chair of the Computer Generated
Forces and Behavior Representation Conference [1999-2001), the U.S. reprasentative on multiple NATQ
and TTCR teams focusing on human behavior issues, and a US Patent holder.  Awards include
Department of the Navy Top Scientist for 2006, the Office of the Secretary of Defense Award for
Excellence, Meritorious Unit Citation in support of NGA’s Human Terrain and Socio-Cultural Dyramics

Inttiatives, as well as an NRL Award of Group Merit for the Clearwater/TINA program.
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