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EXECUTIVE SUMMARY 

OVERVIEW 

The Department of Homeland Security Science and Technology (DHS :S&T) Directorate coordinated an 

independent effort to review and recommend enhancements to a study being planned by the 

Transportation Security Adm1n1stration (TSA) to assess the effectiveness and efficiency ot an enhanced 

behavior detection protocol known as Behavioral Assessment Level II (BA2), or "Assessor." OHS S&T 

assembled an independent panel of experts representing multiple organizations and disciplines to 

review and comment on lSA's research methodology, data collection efforts, analysis plan, and 

preliminary results. The review panel was charged with two goals: (1) review the emerging operational 

assessment process and provide recommendations to strengthen it; and (2) review the evaluation 

protocol and data collected from the Boston and Detroit screening pilot studies and make 

recon1mendations related to lessons learned and to the analyses that c.an be meaningfully conducted to 

support effectiveness and efficiency questions. 

CONCLUSION 

At a high-level, there was unanirnous concern among review panel rnerr1ber~ that the lirnitations 

presented by the design of TSA's proof-of-concept studies were too severe to recommend using the 

data produced by the studies to assess the detection capability of the Assessor protocol. In general, the 

review panel felt that the design of the proof-of-concept studies produced data that were too 

confounded to allow meaningful interpretation of the of the protocol. Panel members 

were more opt1m1stic, however, that the proof-of-concept studies could provide information that would 

be meaningful for assessing the operational impact (Le., efficiency data) of Assessor 

To address members' concerns, the panel recommendo?d two new field experiments to deal with the 

confounding variables problem (Study 1) and to mitigate the risk posed by the extremely low incidence 

of high-risk outcomes (Study 2). Recommendations for Study 1 specified a detailed new design for an 

operational study of Assessor. ShJdy 2 outlined a supplemental red team approach, and recommended 

that another group of subject matter experts be convened so1neti1ne in the near future to address 

cornplexilies presented by the second experin1ent. 

Detailed recommendations are rnade throughout the report in relation to specific design concerns. Each 

recommendation is embedded in a discussion of the nature of the concern and its potential impact on 

the conclusions that can be drawn from the current study. Specifically, recon1mendations address 

modifications to experimental and control groups, procedures for the random assignment of both 
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passengers and TSOs, concomitant operations of SPOT, the configuration of checkpoints, 

conceptualization of outcome measures, the utilization of particular metrics and statistical techniques, 

a rod n)ethods to monitor protocol compliance, among others. The panel also raised concerns about the 

quality of the data being used to evaluate the protocols, and followed with a recommendation that 

modifications be made to future data collection instruments and to the computer systems being used to 

solicit and store the data. 

Sl!n~ltiv"' ~e~urity lnform<1ll<m th~t 1~ i:ontrolled 1.mde~~<~9~C~.F~.A~·~"~rt~F~l~S;•~•d;l~;~~~~~~~ mav be d+stloscd to person~ without a n wt the written permission of the 
administrator of thl! lran~ o r I! Sl!cretary o ~e may result In civil 

on. ~or U.~. Government Agencies, Public dlsd(lsure is governed by S U.S.C. 552 and 49 C.f.R. Parl115 1u1 



TSA 15-00014 - 009978

iii 

TABLE OF CONTENTS 

l CHARGE TO THE PANEL ........................................................................................... 1 

2 INDEPENDENT PANEL REVIEW PROCESS ....................................................................... l 

3 LIMITATIONS ........................................................................................................ 2 

4 BACKGROUND ...................................................................................................... 2 

4.1 SCREENING PASSENGERS BY OBSERVATION TECHNIQUE (SPOT) ......... ,,,,,,,,,,,,,,,,.,,,,,,,,,,,,, ............. ,,,,,,,,, •• 2 

4.2 BEHAVIORAL ASSESSMENT LEVEL II (ASSESSOR) ,,,,,,,,,,,,,,,,, .............. ,,,,,,,.,,,,,,,,,,,,,,.,,,,, .. ,,,,,,,,,,,,,,,,,,,,,,3 

5 ASSESSOR EVALUATION: PROOF·OF·CONCEPT 5TUDIES ................................................... 3 

5.1 STANDARD TREATMENT (BASELINE) ................................................................................................... S 
5.2 EXPERIMENTAL TREATMENTS (PROOF•OF•CONCEPT) ............................................................................. 6 

Treatment Design ...................... ., ....................................... ,,........ ..., ....... , ... .,6 
Variations In Treatment Implementation. . . 7 

5.3 ASSESSING OPERATIONAL IMPACT ..................................................................................................... 8 
Throughput and Staffing ... 9 
Efficiency . 9 

5,4 ASSESSING DETECTION CAPABILITY,,,,,,.,,,,,,.,,,,,,,,,,,,,.,,,,,,.,,,.,,.,,,,,,,,,,,,,.,,,,,,.,,,,,,..,,,,,,.,,,,,,,,,,,,.,,,.,,, 12 

Confounding Influences . .12 
Effectivenes> Meo>ures.. . , , , ... .... , , , 13 

S.5 RECOMMENDATIONS f:°OR USE OF CIJRRENT 0ATA .,,,,,,.,,,,,,.,,,.,.,,,,,,,,.,,,,, .. ,,,,,.,,,,,,.,,,,,,.,,,,,,,.,,,,,,,.,,,,.19 

Assessing Detection Copobil1ty with the Current De~1gn, . .19 
Assessing Opetut1ono/ lrnpacl with the Current Design............... ,.,_, ... ,. ..... 20 

6 ASSESSOR EVALUATION: Two FIELD EXPERIMENTS ..................................................... 20 

6.1STUDY1-NEW DESIGN FOR AN OPERATIONAL STUDY OF ASSESSOR •.... ,,, .. , .. ,.,,, .. ,,,, .. .,,.,, .• ,.,., .. ,,., ......... 20 

Review Pone/ Assumptions,,, 
freotment and Control Group Selection ... 
Rondomiiotion Procedures., .. 
location and Implementation Procedures., 
Complionce Monitoring ..... 
Outcome Measures-.'""' ... '""' ... , 
Metrics and Anulyt1co/ Considerations .. 
Random Selection Processes 

.21 
.. .23 

" ....... 25 
......... 29 

. ... 30 

' "' ' "31 
. ........... . 32 

....... 38 
Statistical Tests and Confidence Interval Estimation . 40 

Duration of Study.... .. ... 40 
Benefits and Lin1itatio11s of Study 1. ...... """' ""'""' '""'"", "'"'"', "'"""' '"'""'"". ""'"""' ""'""'' .......... , .43 

6.2 STUDY 2-A FIELD EXPERIMENT UTILIZ1NG RED TEAMS ""'"""'"""'"'""'"""""""""'""""""'"'"""""""""'""44 
Purpose of Red Teaming. 
Confederate Selection .. 
Study Protocol .. 

Qntain$ sen$ltiv"' ~l!~urity Information that 1~ i:ontrolled under 49 C.F.R. Part~ 15 and 1520. No art 

.44 
..46 
.47 

may be d1sdosed to person~ w1 " in 49 Cf.I'! wr en permis~lon of the 
adminlstr<1tor of the Tran~ o ecre lied rel<1<1$<! may r<1sult In civil 

on. ~or u.~. Government Agencies, Publk disclosure Is governed bys u.s.c:. 552 and 49 Cf.R. a 



TSA 15-00014 - 009979

1 iv 

Location and Implementation Procedures .. , .. 48 

Duration of Study .48 
Statistical Analysis . 49 
Benefits and Limitations of Study 2.. . 49 

6.3 A SUMMARV OF REVIEW PANEL RECOMMENDATIONS ........................................................................ 50 

Study 1 Recommendations.. .. ....... 50 
Study2 Recommendations ................................. , ...................................................................... , .52 

7 REFERENCES ....................................................................................................... 52 

APPENDIX A: ACRONYMS AND ABBREVIATIONS .......................................................... A·l 

APPENDIX 8: POTENTIAL AIRPORTS FOR A FUTURE STUDY .............................................. 8-1 

APPENDIX C: INDEPENDENT REVIEW PANEL MEMBERS .................................................. (-1 

ACKNOWLEDGEMENTS ........................................................................................... (-4 

l!n~ltiv"' ~e~urity lnform<1ll<m th~t I~ i:ontrolled under 49 C.F.R. Part~ 15 p ij 
mav be d+stloscd to person~ without a ne , e~tept with the written permission of the 
administrator of thl! lran on or thl! Sl!cretary o r <l may result In civil 

act on. ~or U.~. Government Agencies, Public dlsd(lsure Is governed by S U.S.C. 552 and 49 C.f.R, Parl115 1u1 



TSA 15-00014 - 009980

I Charge to the Panel 

The Department of Homeland Security Science and Technology (OHS S&T) Directorate was charged with 

coordinating an independent effort to review and recommend enhancements to a study being planned 

by the Transportation Security Administration (TSA) to assess the effectiveness and efficiency of an 

enh;:inced behavior detection protocol known as Behavioral Assessment Level II (BA2L or "Assessor". 

DHS S&T assembled a panel of experts from multiple organization5 and disciplines to revil"w and 

comment on TSA's research methodology, data collection efforts, analysis plan, and preliminary results. 

The review panel was charged with two goals. (1) review the emerging operational assessment process 

arrd provide recommendations to strengthen it; and (2) review the evaluation protocol and data 

collected from the Boston and Detroit screening pilot studies and make recommendations as to lessons 

learned and to what analysis can be meaningfully conducted to support effectiveness and efficiency 

questions. 

2 Independent Panel Review Process 

The review panel was comprised of subject n1atter experts representing the following substantive areas: 

behavioral research, transportation security, law enforcement, security-based targeting applications, job 

and occupational analysis, and program evaluation (see Appendix B for a list of members). Two face-to­

face meetings and one conference call were conducted in support of the effort At the first panel 

meeting on November 7, 2011, TSA presented an overview of the agency's risk-based screening efforts 

to the panel. The presentation included the Assessor and Screening Passengers by Observation 

Technique (SPOT) protocols, along with their research objectives, metrics, and preliminary results. 

Following the first meeting, additional documents were disseminated to the committe-e with the 

expectation that members would review and comment on the materials. 

Panel members niet fate"to-face a second lime on Novernber 22, 2011 in conjunction with TSA std ff to 

discuss the evaluation and to consider alternative study designs. A draft report was compiled from 

these discussions, and returned to the panel for comments. Comments were received from all panel 

members by January 18, 2012. This information was reviewed and incorporated into a second draft of 

the report. The second draft was transmitted to the panel on February 4, 2012 with a request that 

panel members conduct a second review and to confirm that the report attended to panel !neinbers' 

comments and other concerns. A final conference call w;;is held on February 15, 2012 to discuss 

members' review of the second draft and to address any issues still outstanding. Recommendations 

were finalized on February 22, 2012. 

The report from the lr)dependent Review Panel for Assessor Evaluation synthesizes the members' 

comments and suggestions for strengthening the design of future evaluation efforts. The report is 
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organized around comn1on thet<ies expressed by panel members in the areas charged. In cases where 

members' opinions were unanimously in favor of a particular option, a recommendation 1s presented 

without alternative. When opinions from panel members diverged, a pr1n1ary recon1mendatio11 is paired 

with an alternative approach. The issues identified during the debate are discussed. 

3 Limitations 

The rsview panel report repre;;ents a "ummary of issues identified by panel members that confound the 

results of the Behavioral Assessment Level II evaluation currently being cons1'dered by TSA. 

Recommendations are made for in•proving the design and implementation of future studies. The report 

is not intended to be a definitive, in·depth review of all of TSA's behavior detection programs, but rather 

it represents a compilation of design considerations for the evaluation of a particular behavior detection 

protocol (Assessor) as implemented within the TSA operational arena. While a specific proposal is put 

forward for an Assessor Evaluation pilot, its design is specific to a particular context, and will not be 

appropriate for all behavior detection evaluation studies 

4· Background 

4.1 SCREENING PASSENGERS BY OBSERVATION TECHNIQUE (SPOT) 

In fiscal year 2007, the TSA began a broad-scale implementation of a behavior-basf!d air passenger 

screening program known as Screening Passengers by Observation Technique (SPOT). The program 

employs Behavior Detection Officers (BDO) to observe passengers moving through airport security 

checkpoints, and to compare their behaviors against a set of known risk indicators. SPOT indicators 

were derived from behavior analysis programs employed by law enforcement and security personnel in 

the U,S. and abroad. Passengers who are observed by BDOs to exhibit a threshold number of high,risk 

behavioral indicators are referred to secondary screening for additional scrutiny and questioning. The 

purpose of further screening is to investigate the observed behavior in more depth in an effort to either 

corroborate or dismiss the concern. If a BOO is unable to dismiss the behavior, the case is escalated and 

the passenger is referred to a Law Enforcement Officer (LEO). 

During fiscal year 2010, the TSA partnered with DHS S& T to conduct a large, year-long evaluation of the 

SPOT program with a goal of formally assessing screening accuracy. The SPOT Referral Report Validation 

Study was conducted in 43 airports between Decernber 1, 2009 and October 31, 2010, and included 

over 70,000 random referrals and appro>dn1ately 23,000 Operational SPOT referrals. Findings from the 

study indicated that the SPOT behavior detection method identified more high-risk passengers and 

inconvenienced fewer innocent travelers than would be achii:?ved by flagging passi:?ngers at random. 

Specifically, the SPOT protocol was shown to be 4 to 9 times more likely to identify passengers engaged 
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in illicit activity than a random protocol. This seemingly strong result must be tempered, however, by 

noting that the true positive rates estimated by the study ranged between 0,09% to 1,13% across the 

four outcomes investigated, suggesting that under the current irnplementation, over 98% of illicit actors 

escape detec:tion altogether. This result is likely explained by several factors, including the rareness of 

the event, and low instrun1ent sensiOvity in the context of sparse staffing levels. 

4.2 BEHAVIORAL ASSESSMENT LEVEL II (ASSESSOR) 

In June 2011, the TSA implemented an enhanced behavior detection capability known as Behavioral 

Assessment Level II (A$Sessor) at select airports. The enhanced protocol utilizes SPOT program BDOs for 

its implementation, and includes interaction of BDOs with 100% of passengers at the Travel Document 

Checker {TDC) station. Assessor:-. ask approximately 3·6 questions of each passenger near th(' initial 

docuinent check and checkpoint queue. Assessors receive SPOT training (or refresher training) and 

undergo Aviation Passenger Assessor (APA) training, which includes a five-day instructional course 

taught by a security contractor followed by an on-the-job-training certification process. The on-the-1ob­

train1ng procedure requires an additional 8-32 hours of for.used practical application under the direct 

supervision of mentors to achieve certification. If the Assessor-cert1f1ed BDO observes a suspicious sign, 

more time is spent engaging the passenger in an effort to resolve concerns. If concerns are resolved, 

the passenger 1s allowed to continue through the standard screening protocol; if the BDO is unable to 

resolve concerns then the passenger will be required to undergo more intrusive screening procedures 

and, like SPOT, niay be referred to a LEO. 

A major difference between the SPOT program and the Assessor model is that SPOT observes behaviors 

from a distance. Assessor engages passengers in face-to-face conversation, using direct questioning 

techniques and document review to uncover suspicious indicators. The behavioral indicators deemed 

"suspicious" by each technique are generally different, although some overlap exists. 

5 Assessor Evaluation: Proof-of-Concept Studies 

In order to ensure that the added demands of Assessor are worth the investment involved, TSA is 

engaged in an evaluation of the efficiency and efficacy of the Assessor program. The Assessor program 

was recently piloted as a Proof-of"Concept (PoC) at two airport checkpoints: Terminal A checkpoint at 

Boston,Logan International Airport (BOS) and Red,1 checkpoint at Detroit Metropolitan Wayne County 

Airport {DTW). Data to evaluate the assessn1ent were collected at Baston~Logan between June 6 and 

December 15, 2011, and at Detroit between July 18 and December 15, 2011. 

A detailed discussion of the Poe studies designs, measures, and results are presented In the remainder 

of this section. The Poe studies are discussed in detail here in order to provide context and information 

relevant to the Panel's recommendations for a stronger evaluation study design (see section 6). The 
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detailed discussion and presentation of results that follows is not intended to imply endorsement of the 

Pac studies by the independent review pone/. Rather, the review panel noted a number of limitations 1n 

th€ PoC studies. These limitations are n1entioned throughout the remainder of this section. 

lhe design of the Proof-of-Concept is probably best described as a quasi-experimental, non-equivalent 

group study. Quas1~experimental designs are often used when it is difficult or impractical to randomize 

the assignment of subjects to treatment and control groups. Random assignment is a desired study 

characteristic because it minimizes the differences between the treatment and control groups. Without 

Figure 1: Study T1mellne 

6/6 7/31 8/15 9/12 12/1 s 
Boston Study 

7/18 10/17 11/16 

Detroit Study 

randotnization, confounding variables are less likely to be evenly distributed between treatrnent and 

control groups, making causation difficult to establish. 

Groups in the Assessor PoC are judged to be non-equivalent because subjects were allocated to 

treatment and control groups through a non-random time-based procedure. Figure 1 above provides a 

graphical depiction of the time-based group allocation method used by the PoC studies. For example, 

the Assessor PoC irnplernented at Boston-Logan International Airport as.signed passenger~ to control and 

treatment groups based on the time of transit through a single checkpoint (Checkpoint A). The group 

th.at moved through the checkpoint between June 6 and July 31 is referred to as the "Baseline" group. 

The "Baseline" group was subjected to current standard screening procedures and serves as the control 

group for the study. The group referred to as the "Proof"of-Concept group" transited the same 

checkpoint (Checkpoint A) at a separate point in tirne (Aug 15 through December 15), The "PoC group" 

served as the experimental group and received standard and Assessor-based screening. 

Several changes were rr1ade to the Detroit-based study protocol a& a con~equence of prelirninary results 

observed in Boston prior to the implementation in Detroit These differences, as well as the differences 

rec(lrd (l)ntain~ Sl!ll$ltivli' ~e(urity lnfo•m~llon that 1~ i:ontrolled under 49 C.F.R. Part~ 15 and 1520. 
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generated by the various "Options" tested (noted in Figure 1), are dis.cussed in more detail in Section 

5,2, 

5.1 STANDARD TREATMENT (BASELINE) 

The standard operating procedures (SOP) implemented at checkpoints Include the following: 

• TDC SOP: Passengers' travel documents are examined by a Transportation Security Officer (TSO) 

serving at the TDC position. If discrepancies cannot be resolved, a supervisor is notified 1 and 

Se/ectee Screening is conducted. Checkpoint SOP LEO notification guidelines are followed. 

• SPOT SOP: Passengers are observed for checklist behaviors. A passenger exhibiting greater than 

a threshold number of behaviors is sent to secondary screening where SPOT Referral Screening 

is conducted. SPOT SOP LEO notification guidelines are followed. The SPOT SOP requires LEO 

notification when additional items are uncovered during the bag search Jnd/or if signs of 

deception are observed. 

• Secondary Security Screening Selection (SS$$, or Quad·S) SOP. Passengers who have not passed 

pre~screen1ng checks are referred to secondary where Se/ectee Screening is conducted. 

All SPOT Referrals and TDC/SSSS Referrals are subjected to the following identical screening procedures: 

• Advanced ln1aging Technology (AIT) screening or Walk·through Metal Detector (WTM0JCT 1~3b 4~ I 
l(b)(3)49USC § I 

• l(l:iJS3b 4; 
1 

lrat·Down 

• Explosive Trace Detection (ETD) of accessible property 

• Physical search of accessible property 

In addition to the procedures described above, passenger~ who are referred based on SPOT s.cores 

receive additional scrutiny by BDOs. 8DOs continue to observe individuals during the referral screening 

procedures for 1ndication5 ot stress, fear, and deception. SPOT BDOs also engage in a "casual 

conversation"' with passengers 1n an effort to elicit information that may serve to resolve the case. If 

SPOT scores reach the SPOT SOP thresholds for LEO notification, the passenger will become a 

mandatory LEO referral. 5555 referrals are screened by TSOs, not BDOs. 

1 
Conflicting inforrn;,t1on wa; received from TSA with regard to the referral protocol; utihzed by TSO\ ~erving J\ the TDC One 

version st;1ted that a supervisor must be notified before a TSO 1erving as a TDC lould refer ;J p;:issenger for dddit1orh1I surening 

(or to ;:i L;iw Enforternent Officer), A second ver11on stated that TS01 hJd la t1tude to make referral> independent of superv11or 

~pprov;il 
1 "Caswell conversation" i:; a specific &I.lb-protocol of the overall SPOT protocol. 

<Qntai11$ se11$ltiv"' ~l!~urity Information that 1~ i:ontrolled under 49 C.F.R. Part~ 15 and 1520. 
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5.2 EXPERIMENTAL TREATMENTS (PROOF-OF-CONCEPT) 

Treatment Design 

The primary experimental treatment consists of modifying operational screening procedures such that 

100% Behavior Assessor interaction with passengers is added at the TDC position. Behavior Assessors 

are responsible for deploying the new behavior detection technique. BDOs who particip<ited in the 

operational assessment were required to complete the following training courses in preparation for 

serving in the Behavior Assessor role: 

• Aviation Passenger Assessor (APA) training 

• On°the,job (OJT} training 

• Screening of Passengers by Observation Techniques (SPOT) refresher training 

• Travel Document Check (TDC) training 

The highest performing participants in the APA training course were designated as Assessors during the 

PoC and weri~ used to con~titute tht,> PoC group (treatment group). 

In tern1s of implementation details, the Assessor protocol e;:cludes TSA employees, air crew, and airport 

employees from questioning. Instead, the standard treatrnent was applied to these individuals. In 

addition, SPOT and Quad-S processes continued without change during the PoC. 

As shown in Figure 1, four different screening options were tested in the PoC. The two options tested in 

Boston assessed optimal placement and function of the BDO at the checkpoint· 

• Option 1: Assessors interact with each passenger in proximity to but independent of the TSO 

conducting travel document checks. The BDO asks the passenger 3-6 questions after the TSO 

completes the travel document check. 

• Option 2: Assessors observe and engage each passenger while also performing TDC duties. A 

separate TSO serving as the TDC does not operate in this scenario. 

Prelirninary assessments at Boston suggested that passengers reacted more favorably to Option 2, 

possibly because of its sirnilarity to standard TDC operations. Discussions with the Boston Assessor team 

indicated that passengers were confused and annoyed by having to wait in two different lines and show 

their documentation twice, once to the TDC and once to the Assessor. As a result of these 

considerations, Option 1 was discontinued In Boston and was not used in Detroit. Instead, Option 2 was 

used during the entire Detroit PoC. 

During the first 15 days of the Boston pilot study, Assessors referred suspicious passengers to other 

Transportation Security Officers (TSOs) for Selectee Screening. Beginning September 1, Assessors began 

to conduct Selectee Screening on their own referrals, presumably utilizing a combination of SPOT· and 

Assessor·based indicators to resolve the case. Assessor-conducted screening occurred in Boston 

tai11$ se11$ltiv"' ~l!~urity Information that 1~ i:ontrolled under 49 C.F.R. Part~ 15 and 
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th rough the end of the Proof-of-Concept (mid-December). Detroit employed a more structured 

approach (see Options 3 and 4 below), employing both sets of tactics during different timeframes to 

formally assess whether Selectee Screening or SPOT Referral Screening procedures produced more 

optimal results. 

Back"end screening procedures were manipulated in Detroit in the following manner: 

• Option 3: Assessor·based referrals are screened using Selectee Screening procedures. Selectees 

r!;'ceive Advanced lrr1aging Technology (AIT) srre!;'ning (if available), Walk Through Metal 

Detector WTMD) screening, Property X-Rav,l\~l.~31_4~, I Pat-Down, Explosive Trace Detection 

(ETD 1 ~ '~ .. ETD search, and physical search of accessible property. 

• Option 4: Assessor"based referrals are screened using SPOT Referral Screening procedures 

whereby BDOs engage in a non"custodial interview (casual conversation) with the passenger, 

and a comprehensive search of the referred individual's property is conducted. During SPOT 

Referral screening procedures, BDOs closely observe individuals and mentally calculate any 

additional SPOT point accrual. BDOs also make notes about the case and formally document the 

points and other notes in the SPOT Referral database. Otherwise, SPOT referrals receive AIT 

screening, WTMD screening, X-Ray of property, l\~ 1$:;b 4~ 11 f at·Down, and ETD and physical 

search of property. 

Con1parbons between the experirnental and control groups are of prirr1ary in1ere~1. Specifically, within 

each airport the PoC group was compared to the Baseline data. There is also interest in comparing 

results between Options 1 and 2 (especially for the efficiency measures), and between Options 3 and 4 

(especially for the effectiveness measures). However, notwithstanding problems of interpretation, the 

especially low base rates of illicit activity observed in Detroit made this comparison unachievable. 

Variations in Treatment Implementation 

In addition to some of implementation differences described above. TSA's assessment team 

documented several ctdditional variations in how the protocol5 were implemented across the two PoC 

sites. Variations between the sites were noted in terms of- (1) the type of personnel utilized as 

Assessors, (2) procedures used for implementation and secondary screening, (3) the days and times 

Assessor shifts were scheduled, and (4) the length of the shift scheduled. Table 1 provides more detail 

about implen1entation variance. 

in$ sen$ltiv"' ~l!~urity lnform;itloo tl1;11 1~ i:ontrolled 1.mder 49 C.F.R. P;irh 15 and 1520. No 
may be d1sdosed to person~ without a " in 49 (.f,1'! wr en permis~lon of the 
adminlstr<1tor of the Trao~ ort~t ecre oriied rele<1~<1 may result In civil 

or u.~, Goverriment Agendes, Publk disclosure Is go~erried bys u.s.c:. 5S2 and 49 <.. .. 
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Table 1. Comparison of Assessor Experimental Designs 

, __ Variable__ BOSTON _I DETROIT 

ASSESSOR 
BACKGROUND 

TREATMENT 

OPTIONS 

SECONDARY 
SCREENING 

OPTIONS 

WEEKLY 
SCHEDULE 

SHIFT LENGTH 

I ·BOOS 

• Assessor conducted according to 

Option 1 (8/15/11-9/11/11) 
• Assessor conducted according to 

Option 2 (9/12/11-12/15/ll) 

• Chei::kpoint Se!ectee Screening 
(8/15/11 . 8/30/11) 

• SPOT Referral Screening with a BDO 
partnec (9/1/11-12/15/11) 

I 

• PoC conducted several hours per day 

per shift 

I

, • Entire AM or PM Assessor shift 

{usually 3-4 hours) 

• BOOS, TSls, and FAMs 

•Assessor conducted according to 

Option 2 for the entire PoC period 

I 10111 /1M211s1111 

BO Os 
• Checkpoint Selectee Screening 

(10/17/11-11/.1 S/11) 
• SPOT Referral Screening with a BDO 

partner I 11/16/11-12/15/11 I 
TSls and FAMs 

• Checkpoint Selectee Screening a~ only 

option 

• PoC conducted every day from 0400- ' 

1900 

• Entire AM or PM Assessor shift (7 or 8 
hours) 

Other personnel. in addition to BDOs, functioned as Assessors in Detroit during the PoC. These 

individuals included Federal Air Marshalls (FAMs) and Transportation Security Inspectors (TSls). FAMs 

al"ld TSls were trained in the Assessor program alongside the BDOs. Unlike their BDO counterparts, 

though, FAMs and TSls had not rec-eived SPOT training pnor to Assessor training. Boston used only 

BDOs, who all have SPOT training and behavior detection experience 

One exception not addressed in Table 1 relates to the configuration of the checkpoint utilized in Detroit. 

Boston implemented the Assessor protocol at one checkpoint feeding one sterile area. The checkpoint 

chosen for use in the Detroit Assessor PoC (Red·l) represented just one of four checkpoints feeding a 

com1non sterile area. As a result, passengers were allowed to bypass the PoC checkpoint and to enter 

th(:> sterile area through an alternate route (Red·2, Red-3, or Red·6). This problem severely limits the 

interpretation of results from Detroit, and is discussed 1n Section 5.4. A final difference between the 

two sites is that TSA conducted a ''Pre-check" pilot project at one of the three other checkpoints (Red·2) 

during the Proof~of~Concept timeframe. 

5.3 ASSESSING OPERATIONAL IMPACT 

TSA's assessment team collected data to construct throughput and efficiency metrics to address the 

question of whether the Assessor implementation was feasible given the structure of checkpoint 

in~ Sl!n$ltivli' ~e(urity lnlormallon that 1~ i:ontrolled under 49 C.F.R. Part~ 15 an 
rnav be dtsdosed to person~ without a pt w th the written permis~lon of the 
adminlstr~tor of the Tran5 orta I! Secretary o , lea;<! may result in civil 

or U.~. Go11errimen1 Agencies, Publk d!sdosure is g011erried by S U.5.C. SSZ and 49 C.f.R. Parts 
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operations at Boston and Detroit. Several aspects of checkpoint operations were measured during the 

Baseline and PoC assessments, including throughput and staffing measures, numbers of selectees, 

average processing times, average wait times, and passenger refusals/complaints. In this section, we 

report the dat<i as provided to the review panel by 'fSA, and add interpretations as required. The results 

of the PoC sn;dies serve as context for design considerations. 

Throughput and Staffing 

lnforn,ation about passenger volume and the staffing provided for each of the PoC checkpoints is 

provided in Table z. These data show that the average passenger throughput in Detroit on a daily basis 

is about half the throughput in Boston. lhus, Boston employs a greater number of lanes (8 versus 5), 

BDOs (66 versus 37), and Assessor personnel (66 versus 47). 

Table 2. Key Measures of Throughput and Staffing for Boston and Detroit 

!I a- i l lllmdl\ ~. 

Checkpoint Terminal A (8 lanes) Red 1 (S lanes) 

Year of SPOT Program Implementation 2004 2006 

Baseline Period 6/6/11-7 /31/11 7/18/11-9/16/11 

Proof-of-Concept Period 8/15/11-12/15/11 10/17 /11-12/15/11 

Toto/ Available Certified Assessors 66 BDO 37 BDO. 5 TSI, 5 FAM 

Passenger Throughput 

Total Throughput (PoC) 360,281 323,383 

Tota! Throughput (Baseline) 597,550 3271640 

Total Spoken to by Assessor 313,293 (87%) 287,805 (89%) 

Efficiency 

Key operational measures for the PoC are provided in Table 3. These data demonstrate that by the 

middle of December, the Assessor PoC had screened over 600,000 passengers. Assessors referred 689 

passengers to selectee screening {0.11%). resulting in 142 referrals (20.6°/a) to Law Enforcement Officers 

(LEO). The number of passenger refusals and formal complaints was very low (0.03%). 

t in~ Sl!ll$ltlvt' ~e(urity lnlormallon that 1~ i:ontrolll!d under 49 C.F.R. Pa 1~ reci>rd 
rnav be dtsdosed IP person~ wit ou 'n , e~(ept with the written permis~lon of the 
adminlstr~tor of thl! Tran5portat or thl! Secretar I ed relea;<1 may result in civil 

or .~. Go11errimen1 Agencies, Publk d!Sd(lsure Is gl)llerried by S U.5.C. 552 and 49 C.f.R. a 
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Table 3. Key Operational Measures for Boston and Detroit during Proof"of·Concept 

PROOF·OF·CONCEPT OPERATIONS I 
~ ~ ~ ~ ~ ~ ~ ~ ~~ ~ ~ ~ ~ ~ ~ llllJfi·§§ill§b'' 

Total Passengers spoken to bv an Assessor 313,293 287,805 601,098 

Passengers Receiving Additional O.uestioning at 
4,496 2,461 6,9.11 

Podiun1 
Passenger Refusals 95 48 143 

Total Formal Complaints 3 8 11 

Total Assessor Referrals {Selectees) 506 183 6$9 

Total LEO Referrals (from Assessor Selectees) 137 s 142 

Pertent of Assessor Selectees Referred to Ll:.O 21.1% 2.l'lb 20.6% 

Table 4 show~ tha: pa~~enser prtices~ini; tin11:? was n~:duced fro1n 63 ~ec(.)nds to 44 s1;1co11d~ vvhe11 the 

Asse~sor al~o handles TDC duties (Boston), suggesting th:it this conf gur~1tiof'l ii> more effitier1t th<in 

Option l. On average, the Assessor program adds an additional 25 seconds of processing time to each 

pas~enger (44 vs. 19 seconds], increasing a11erage p·ocess1ng limes by a pproxirnolelv 140% 

Table 4. Pai:;senger Processing Times during ~root-of-Concept 

PROCESS TIME MEASURES (seconds) 

Baseline -TDC Cycle Time 

Option 1 ·TDC Cycle Time 

Option 1 "Assessor Cycle Tirne 

Option l ·TDC+ Assessor (22.2•40.5) 

Option 2 ·Assessor as TDC 

t''@l "l,1!1•@$1"1 
18.6 17.0 

22.2 ~ 
40.S ~ 
62.7 ~ 
44.1 44.0 

G1v@n the increase in processing times, it is perhaps surprising t1at passengers did not experience 

~i~nificant incrcaJcs in wciit ti1nes. 'Table 5 provides evidence that the ovcrJll nvcragc Wi'.lit time was 

cz-:::entiallv u11changcd between the B~scllnc period ;;ind the Option 2 period. Ourir1g r~on peak hours, 

pilssenger wait times actunlly dec:linP.d on i1verag~ 'JV about 30 ~econd~; during morning peak hol~rs, 

wait times were ur1i::hariged. During afternoon peak periods, wait times increased by approximately a 

rninute on ;:iver<ige, Th1$ :seen1ingly t:ounter·intuitive rer,ult Wi1S true even though :l·1e 11urr1ber of 

pas~f-!nger~ proces5ed pt-;r 1taff hour WclS ~irnilar bf:!tween the groups \'..et! T,1ble .3, far right r.ol1.1n1n). 

Assessors who served as TDCs processed on average only 2 fewer passengers per hour than TDCs did 

during the B;;;iseline period. 

$¢1$\144$34.U:ltii ,I ltd¢ ;.;SI) 

......... ~ 11>Jtivo :;e~vrity i11l.;orolh>li1.in th~~ i$ o:r11t1oiled und.;r -19 C,f.A. P..,il> 15 0t1d 1 
may be d1stlo:;ed to ~er~m11 w1thllut a 1 4 wit t e wnnen perrn1~~1or1 of the 
aclmini>tflltt;lr Ill thl! Trnns llrt?lt' e e~r~tury i 11d r~lcas<l m~v re~ult in civil 
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Table 5. Average Passenger Wait Times in Boston during Peak and Non-Peak Hours 

I 

wArr TIME MEASURES I 

(minutes) 

B.:iscllnc 0:10:40 0:10:53 

Option 1 ·TDC+ Assessor 0:10:25 0:09:24 

Oplion 2 - A~~essor as TDC 0·10:38 0:10:21 

••• 0:09:12 

0:09:12 

0:09:18 

0:11:44 

0:17:25 

0:12'55 

19,3 

18,l 

17,1 

ll 

A multi'v'il'iJtc an;;ilysis of one: month of dJtil fron1 the Boston Poe' suggested that TDC officers 

proc~~eded rnore <;lowly wht'i1 1nor1~ TDC posilions ~vrre npen. Thi~ re,.ult irnµlif·s that nffir:er~ rn;,iy _;low 

down or \pP.0d up dP.pt':nrling upo'I qul'!Uf! conditinns-imply1ng ·hat .:'ytlP. tim!!s m11y bt~ P.n<iogrncu5 to 

queue wait times, not the reverse. Another expl;;ination may relate to the fact that other bot:lenecks in 

the process drive wait times. For ex.ample:, the speed a: which passengers can progress throueh the X· 

Ray and VVTMD stations may at times be limited by volume, creat'ng situations where TDCs lengt'"len 

t~1e1r cycle times bec:au!:C thi;; p;;iss~nger r.<ln1ot yet be> s0nt to X·R<iy/WTMD. Corsequelitly, th1;> degree 

tri whic:h rvrlr time-<; tan bti ust'>d tl"J prt"d1c:t .~tafflng ri?qui~rm~nt~ i~ untl<!i'lr. 

Table 6. Passenger Processing Times during Proof-of-Concept 

For Selected Risk-based Traveler Characteristics 

l'~SSf:t"ig~r~ Oller 65 (N::.~71) 

Pa$sengert Traveling with Children (N=G48) 

All Other Travel~r~ (N=fl,7171 

I Detroit I 

24 s 
411 

The Detroit Proof-of-Concept gather.:>d dall'I on :average proces~i11g ;ind transit lirr1e$ for 5eve1·al 

different categories of passengers as presented in Table 6, Th~ first three categories represent low·ri~k 

Lr·avclcrs. AS$CSsors were instructed to expedite the $Cfccning of low· risk pzisscngcr~. PJ$$Cngcrs 

lr:!l\/Cling with childre1\ wcr·e processed the quickest, rollowcd by uniforrncd military personnel Goth 

1 Sec lh1• Sme('nin~ of P~1~eng~·r\ by Ob~~r11;itio11 l ~chnique', Progr<1rn'5 Bt:h<iviPrJI A,;;oes>,nt:rit Li:·~el I r'roof of Concept 
llac,el1ri~ Report, oated Augu'it 8, i'.l11 

w:,•~.f.!!':1.1!'~,tg, "" :;e~vrity i11l.;irolh>li1,in th~~ i$ (011t1olled und.;r -19 C,f.A. P<'!•l> 15 0t1d 1520 
may be d1stlo:;ed to ~er~m11 w1lhllut a "nee o e wnnen perrn1~~1or1 of the 
aclmini>tflltt;lr Ill thl! Trnnspllrt?lti e e~r~tury r~lcas<l m~v re~ult in civil 

or U.S. Government Agendes, Pub lie dfsde>surc is c.w~rried by 5 u.s,c:. bSl ond 49 t.F.Ft, P~ , 
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figures suggest that Assessor standard operating procedures are being followed. Passengers over 65 

were processed no more quickly than general travelers-a finding that is inconsistent with the SOP. 

The final report noted that slightly longer transit tirnes (the time required to move from the front of the 

queue to the podium) were observed for passengers over 65 (far right coh.Jmn of lable 5). However, the 

difference in transit time was not large enough to account for the increased cycle time observed. It is 

nossible that onerational oressures or other factors mav influence l(bJ(3) 49 USC § 114(r) 
(b)(3)49USC §114(r) 

5.4 ASSESSING DETECTION CAPABILITY 

Measures of effectiveness in the PoC studies are necessarily proxy measures. Few actual terrorism· 

related incidents are available for analysis. The original measures reported for the PoC included: (1) 

Serious prohibited and illegal iterns (SPll), (2) Artful conceal1nents, (3) LEO arrests, and (4) High·risk 

outcomes representing membership in any of the previous three categories. These measures are used 

to estimate the effectiveness of the new Assessor procedure as compared to standard checkpoint 

procedures and SPOT referrals 

Two different proportions are evalu.ated for each type of illicit activity: (1) a checkpoint rnetric: the 

number of illicit actors detected per number of passengers transiting the checkpoint, and (2) a referral 

metric: the number of 1ll1cit actors detected per number of referrals to secondary. Poe results are 

compared to Baseline results through the use of the checkpoint metric Assessor results are compared 

to SPOT results via the referral metric. The four origin.;il measures described above were later 

supplemented with additional information on referral" (referrals to $econdary and sub,,equent referrals 

to a LEO) and the types of illicit activities observed. 

Confounding Influences 

The quasi-experimental design associated with the PoC studies allocates subjects to experimental and 

control groups through a non-random, time-based procedure. Lack of an appropriate control group has 

made it difficult to be certain that observed differences between the groups are due to the Assessor 

implementation alone. The data collected to address the effectiveness of the Assessor protocol may be 

affected by a nu1nber of uncontrolled and unobserved confounding influences. Systernatic bias has 

been hypothesized to impact reS(Jlts in a number of ways. Examples include: 

1. Experimental and control groups are comprised of different passenger populations, collected 

during different months, different seasons, and possibly for different flight destinations . 

.llllt:tstttlli llllll&COI Cl.Iii 
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2. Inherent differences exist in Assessor and SPOT protocols such that opportunities exist for 

Assessors to resolve suspicions before referral, while SPOT n1ust first refer passengers to receive 

a sin)ilar opportunity. The outcome of this practice is that comparisons to SPOT may show 

Assessor to be proportionally higher than expected or justified. 

3. The structure of the Proof·of·Concept likely created differences between the Assessor and SPOI 

groups 1n terms of resource and capability inequalities. More qualified BDOs were assigned to 

Assessor. Consequently, it is not clear that higher rates of detection are due to the Assessor 

protocol rather than to officer capabilities. 

4. Month-to-month variation 1n detection rates under the Assessor program may fall within the 

standard range of variation observed for checkpoints without Assessor involvement. Extremely 

low base rates given the current design and implementation period make an analysis of the 

issue difficult, if not impossible. 

S. Given the checkpoint configuration, the Detroit implementation allows hieh·risk passeneers to 

"shop'' for lower risk checkpoints-rendering the Detroit results un-interpretable 

The effectiveness data are, therefore, too problematic for panel members to be confident in the 

meaningfulness of the results.. While the data are reported below, the Independent Review Panel 

recommends that interpretations of effectiveness data be made cautiously (observed differences 

might not be due to Assessor), and that future designs attempt to resolve confounding factors 

(Recommendation #1). 

Effectivenes!> Measure!> 

Fron1 Table 7 the reader can see that approximately 2 high-risk passengers per 100,000 were detected 

during the Baseline time period con1pared to 15 high,risk passengers during the Boston PoC period. 

These data ~uggest that the high-risk passenger detection rate is nearly 8 tin1es greater during the PoC 

time period than the Baseline time period. As a point of information, a Fisher-Irwin "Exact" test of 

significance was applied to evaluate whether the difference between the two groups in detecting high­

risk passengers could have been generated by chance.4 The results of this test are presented 1n columns 

4 and 7 of Table 7. 

Fle1ss. Lev1ri, & Paik 12003) argue that the F1sher·lrw1ri Exact test•> ii better tr:;t to use than the chi·>quared test when 

e~pected cell s11e~ are small (typically< 5), By thi5 criteria, expected cell si1es for Bas('line resl1lts acro5> all outcome~ are 

small. In ;iddition, the fr;her-lrwin Exact test may arguably be more useful thdn a chi-squared test when a cell contJins a 

zero tount BecJu~e the ex.:itt te~t 1> "di>vrte" 111 n.:iture Jnd becJU\e 1igr11fic,1nce level> Jte u>u~lly fixed leg., p < .05), the 

f1sher·lrw1n test ha> been argued to be a more conservative test {Fle1ss et al, 2003) 

.~~~~m~~~;,;."~"~'"~'~";';"'~"~' ~'"~"t:'m~;11100 1h;11 ,~ i:on1ro11ed uoder 49 c.F.R. P;irh 15 ecPr may be d1sdosed to person~ without a 'nee , ex(ept with the wrltteo permis~lon of the 
adminlstr<1tor of the Trao~ o or the Secretary of Tr~nsp result In civil 
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Table 7: Number of Illicit Actors Detected per 100,000 Passengers 

Transiting Checkpoint 

Boston Detroit ' 

14 

1b.21Ji9l•~mii:.t<.Bo• T.: 'SI ~~1~.Pll 
Number Assessed 

Number of High-Risk 
Passengers per 100K 

Number of Serious 
Prohibited I lllegal Items 
(SPiii per !OOK 

Number of Artful 
Concealments per 100K 

Number of LEO Arrests 
per lOOK 

11 I I 

597,550 360,281 

1.8 15 0 
(11) (541 

1.8 5.8 
(11) 1211 

0 2 0 6 
Ill 121 

0.0 9.7 

IOI {351 

327,640 323,383 

0.000 
0.0 2.8 

IOI 131 
n.s. 

0.001 
0.0 2.8 
IOI 121 

n.s. 

0.0 03 
n.s. IOI 111 

n.s. 

0.000 
0.0 0.3 
(DJ {!) n.s. 

Statistically significant differences were observed between the Baseline and PoC outcomes for Boston. 

As a result, one might be ternpted to conclude that Assessor is effective at identifying unknown high·risk 

passengers. However, such a concJusion is not warranted on the basis of these findings. As was 

discussed earlier, there are a number of other potential e)(planations for this pattern of results that 

cannot yet be ruled out. The low incidence of illicit activity viewed in combin<ition with an unacceptably 

high potential for systematic bias make the interpretation of significance testing difficult at best, and 

possibly ever~ unwise. Even small degrees of measurement error may yield results in which the 

magnitude of the effects aro? grossly over or underestimated. or even in the wrong direction. This means 

th.at a finding of improvement in Assessor accuracy over current procedures by a factor of 10 could 

actually be 5 or 15. Even worse, the finding could actually be a decrease in accuracy by the same 

magnitude(s). 

If the error introdl1Ced into the study is randorn, i.e., not systernatic, there would be no negative 

consequences to the application of inference (statistical testing). Minimizing the potential effects of 

systematic error through random assignment and a strong experimental design is vitally important to 

ensuring that appropriate conclusions can be drawn from a sample or a comparison of samples, Yet, 1t 

may be important to note that even a committed adherence to experimental best practices cannot fully 

overcome all of the challenges native to the problem with which TSA is wrestling. Even in a situation 

where the Assessor protocol was judged to be 99.9% specific to the illicit activity it was designed to 

d~tect, the very low incidence of the outcome r;early guarantees that seco11dary referrals will still mostly 

be judged to be false positives. 

WA n$ltivli' ~e(urity lnlormallon that 1~ i:ontrolled under 49 C.F.R. Part~ 15 
rnav be dtsdosed to person~ without a ne , ~(ept with the written perrnis~lon of the 
adminl>tr~tor of the Tran5 o or the Secretary riied relea;<1 may result in civil 
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In addition, at this low incidence rate small errors 1n classification (even if random) tend to result 1n 

significant over-estimation. Considering the nun1ber of passengers that are processed per day and the 

sample sizes observed, there could be a real and large measurable difference in the actual outcomes 

ar.d expected outcomes of a program. fhe use of the odds ratios to calculate expected outcomes in 

terms of cost, accuracy, etc. without formally computing expected population values would still depend 

on those population values and would likely be rnisleading. This is an issue that even the reporting of 

traditional confidence intervals cannot overcome. In fact, Hemenway (1997) has argued that these 

types of rare event problems call for more informative confidence intervals that incorporate the impact 

of incorrect classif1cat1on. For example, 1f you accept a 5% chance that as few as 1.5% of passengers 

were randomly misclassified. a 95% confidence interval tor the accuracy of the impact of Assessor might 

show that the confidence intervals for the Baseline and PoC estimates overlap (suggesting no 

difference). The panel recornn1ends that these types of issues be considered in future analyses. 

Finally, it is noted that the magnitude of the difference between Baseline and PoC periods observed in 

Boston was not observed in Detroit, and was not 1udged to be significantly different fron1 what might be 

expected due to chance. The establishment of the Assessor PoC at only one of the four checkpoints 

feeding the common Detroit sterile area may have allowed high-risk passengers to "shop" for lower risk 

checkpoints, diminishing the Red"! base rate of illicit actors. No illicit actors were detected during the 

Baseline period.5 It is not known if Detroit's low rates are due to very low rates of malfeasance or to 

Detroit's inability to detect high-risk passengers. 

Table 8. Percent of Referrals Correctly Identified at Boston and Detroit 

Boston Detroit 

1g]1rr!: • 111.all.£1, .tH"lf1:~1•11lr:nt:-ir.1i1,.s11 '" 
Number Referred 

Number of High·Risk (HR) 

0\Jtcomes 

Number of Serious Prohibited/ 

Illegal Items (SPiil 

Number of Artful concealn~ents 

Number of LEO Arrests 

74 506 48 183 

4 52 0 3 
(5.41%) (10.28%) 

n.S. 
000% 1.64% 

n.s. 

4 20 0 2 
(5.41%) (3.95%) 

n.s. 
0.00% 1.09% 

n.s. 

I 1 0 I 

(1.35%) (0.20%) 
n.s. 

0.00% 0.55% 
n.s. 

0 35 
0.007 

0 I 
(0.00%) (6.92%) 0.00% 0.55% 

n,s. 

The fact that no dlic1t act1v1t1t'> were detected durinP, tht> Ba'iel1ne period in Dt>tro1t complicates the compt1lat1on and 

inrerpretation of odd~ rntio~, improvement r cltes, and st<iti:;\1cal te~t& 

~~~~~~~~~< ~'"~'~";."~"';'";';";';"'~"~v~lo~fo~,m~;ition tl1;11 1~ i:ontrolled under 49 C.F.R. P;irh 15 a"d lS may be d1sdosed to person~ wit ou " din 49 ( w t e written permis~lon of the 
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The data shown in Table 8 provide inforrnat1on about positive outcomes per referral. No significa1t 

differences ~vere shown to exist between SPOT ·based reterrals arid Assessor-based referrals with regard 

to finding ;.erious prvhibited and illt?gal iterns. -lowever, 60:..ton sfioweJ evldenc~ uf i;;1Jl increa;.e in the 

number of LEO arrest~. A Fi:-;her Irwin Exact te;it s1,1p,g(~St~ thqt arrest collnts for thP. As:1es~or tirr,~ pf'rlod 

are s1,1fficientlv different from baseline SPOT counts f!S to b~ unlikely to be generated by ch;:ince. As wlth 

the statistically significant d1ffe'ences presented 1n Table 7, we offer the same caution. While the 

F1sher·lrwin Test can calcul:;ite the probability of gene··ati11g a four··fold table by chance where one cell 

coritairis zero counts, it cannot address whe:her the A~sessor protocol is responsible for the tlitferences 

observed. One ;;1lten1at1ve explaniit1on that has been off!:!red is I.hat: the Ma~so1ch,1$et:1.s State Polii'.e 

(MSP) stationed onr local LEO at Tern1inal A for thQ duration of thr PoC, which likt!IV improved LEO 

ri?:>ponsP On thr oth~r hand, ;ipproxir11att':!ly SO% ot the Bo~ton ;:irrests were for immigration<; 

viol<1tioris1 whir:h f ~ 11 under lhe j urii>d iction of Customi> and Border Ptotcttion (CBP) a nU I rr1mi gr a lion iii nd 

Custo1n5 Enforr.:e1nent (ICE). None of the Detroi: difference~ were significant. 

Ta bit! 9 providf!s inform;ition about the numbnr and typ~ of illk:it -'lCtors detected .;it a given ch.r,ckpoint 

during the Busclinc .:ind PoC periods. As noted earlier, the Assessor protocol wus only operntcd ut the 

Red· 1 checkpoint i1~ Detroit Furthe;, TSA conducted anothe1· security program pilot p1·oject (called "Pre:· 

check") ;it the Red-2 cr1eckpoi11t at the ~ame time U1e Detroit A~sessor PoC was being carried out Jt Red­

L' 

llb)(J)49USC §1141c) 

Table 9. Number and Type of llllclt Actors Detected at Checkpoint 

~~~~~~~~~~~~ 

C~e<k Int 
Outcome 

High Risk Passengi'.!r 

Term A 

R<d I 
Red 2 

Red 3 
Red G 

TOTAL 

Bo stun OetrDlt 

'' 

11 54 0 18 

\~!}:\Fl!':l.I~. ' ', Jtivo :;eevrity i11l.;irolh>li1,in th~~ i$ o:r11t1olled und.;r -19 C,f.A. P<'11l> 15 0t1d 1520 NI\ 
may be d1stlo:;ed to ~er~m11 w1lhllut a "nee C..f.R. P wnnen perrn1~~1or1 of the 
aclmini>tflltt;lr Ill thl! Trnnsptirt?ltir>n Seeurl ury h11rix11d r~lcas<l m~v re~ult In civil 

I · , , overnment Agendcs, f'ublle dfsde>surc is Ct>v~med by 5 u.s,c:. bSl ond 49 
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During the PoC, BDOs were responsible for the implementation of both the SPOT and Assessor 

protocob. A large rr1ajori:y of BDOs served 1n the Assessor PoC and n1ay have been unavailable to staff 

th1:: SPOT progra1n. As a re~ult, thi:rie ha~ bt!en ~µei..ulcltion ~lii.ll Lhe a1..lual deployrnenl of SPOT dul"ing 

the roe tlli'IY hilVP, ber.n limited by rl,"SQ(Jr(~ av.1il11bility. Thi;, h~·p,1the.si~ 1~ 'lOt s11pportr~d by the Sf'OT 
refer(al rates observed i1 Boston between the Baseline period and the Poe period (see Table lOa 

below). fhe SPOT refefral rate increased from 12.4 to 26.4 per 100k passengers (p <.001).: SPOT~ 

generated L~() referrals 1ncre::ised from 1.3 to 5.L9 per 100k passengers (p <.US). Na increase was 

observed in Detro·t (see Tilble 10b). This increase likely rt!flects tl'e increJsed pr~se'lce of SPOT at 
Checkpoint A. Prior to the Poe, SPOT opl:'nited ;it Ch!:!rkpC11nt A about 50% 1Jf th!:! tirne. 

Tabla lOa. Fr~t1uency of Referrals at Boston Checkpoint A 

Throughput 

Total Referrals 

Metric 

Metric 

Referrals per 100k passengers 

L[O Referrals 

LEO Referrof1· per 100k pa~·sengers 

rota I LEO Referrals 

SPOT 

74 

11.4 

8 

13 

BOS Baseline 

Assessor All SPOT 

S97,5SO 

~ N/A 95 

~ N;A 26.4 

~ 
20 14 

~ 33 3.9 -

BOSPoC 

Asser;:;or 

360,281 

506 

140.4 

1:r1 

38.0 

Table 10b. Freque:n(y of Referrals at Detroit Che:i::kpoint Red-1 

~~~~~~ 

DTWBaoellne 

Metric SPOT Assessor All SPOT Assessor 

Throughput 321,640 323,383 

Total Referrals 48 1 46 183 

Referrals per lOOk pusseng0;y:; 11/.,7 I 14 . .? 56,6 

LEO Referrals 0 4 3 5 

LEO Referrals per 100k passengers Q,O 1,2 09 1.5 

Total LEO Referrals 

All 

156 

43.$ -
All 

21 

6.5 -
It is Important to note that TSA policy docs not .Jllow BDOs to ~crvc ir1 <ir Assessor Cl;lpacity until they 

p'1s~ a quali'ying test de:;igned to evalu.;ite acquired Asse:;sor c.;ipabilitie:.. Individuals wh~1 did not pa5:i. 

the test contlri1Jed tc1 serve a5 BDOs in the 'SPOT progr<ifn d\1ri11g lhe PoC. T~L; poli(.'y rnay hol'VC result~d 

in impor~ant differerces between the capabilities of the two BOO populations, with more qualified BDOs 

SU l,1\IV@ SSi.llll\Q hll.Jllll$ll011 \SJIJ 

\'Y:1'~.Fl!':L~ :;eevrity i11l.;irolh>li1.in th~~ i$ o:r11t1olled und.;r -19 C~F~."~· ~'>~-'~>~15~»~4;'5~2~0;~~~~~[~_ may be d1stlo:;ed to ~er~m11 w1lhllut a "nee o e wnnen perrru~~lot1 of the 
actmini>tflltt;lr of thl! Trnnsptirt?lti e e~retury of Tn;f'l~por re~ult in civil 

or U.S. Government Agendes, f'ublle dfsde>surc is c.w~med by 5 u.s,c:. bSl ond 49 t.F.Ft, P~rH 1$ ;:in 
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serving as Assessor and less qualified BDOs serving as SPOT Officers. While data regarding each 

program are being collected separately, resource 1nequal1ties and selectivity effects may niake 
cornparisons between Assessor and SPOT difficult to interpret. The Assessor program may show higher 

effectiveness than SPOl simply because less capable officers may be serving in the SPOT program. 

Table 11 compares the frequency of and reason for LEO referrals for SPOT, Assessor, and Other 

Checkpoint personnel during the baseline and PoC periods for each airport These data suggest-not 

une)(pectedly-that Assessor-based referral reasons both differ from and overlap with SPOT-based 
referral rea~ons. The most co mm on reasons for LEO referral by SPOT Officersllb1(3) 48 U '.,, c ~ 114(r) I 
l l 

1 

s 1 rJ The most common reasons for referrals by Assessor~ 
~~~~~~~~~ 

\b)(3J 49 Us C § 114\r) . Other checkpoint personnel were more likely to make LEO referrals for 

items. Assessor training provides supplemental document training. 

Table 11, Frequency of and Reason for LEO Referrals 

Boston Detroit 

' 

' Early data collectmn did not allow for colled1011 al th1S metnc 

tain$ sen$ltiv"' ~l!~urity Information that 1~ i:ontrolled under 49 C.F.R. Part~ 15 and 1520. 
may be d1sdosed to person~ wit o " in 49 (.f,1'! e written permis~lon of the 
adminlstr<1tor of the Tran~port~tlon ec thoriilld rele<1~<1 may r<1sult In civil 

or .~,Government Agencies, Publk disclosure Is governed by S U.S.C:. 552 and 49 
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A different pattern was observed in Detroit. SPOT and Assessor reasons for referral were fairly similar. 

In Detroit, other checkpoint personnel were J( ~ 1~(r 

(b)(3J 49 LI s c § 1I4(r) It is also interesting to note 

th.at in Detroit, other checkpoint personnel made S times the number of LEO referrals than did either 

SPOT or Assessor. 

The data shown in Table 12 describe the types of serious prohibited and illegal items detected in Boston 

during the Baseline and PoC time frames. While both airports increased the number of SPll detections, 

the increase was not significantly different when measured in terms of concomitant increases in 

passenger volume. In addition, a large proportion of SPll was discovered by other checkpoint personnel, 

not BDOs. 

Table 12. Frequency and Type of SPll Discovered at the Checkpoint 

during both the Baseline and Proof of Concept Periods 

TOTAL SPll 11 21 0 

5.5 RECOMMENDATIONS FOR USE OF CURRENT DATA 

Assessing DeteLtiun Capabilily with the Cu11ent Design 

9 

There was unanimous concern arnong review panel members that the limitations of the current study 

design are too severe to recommend the use of the effectiveness data for assessing the detection 

capability of the Assessor program. These data are likely to be useful only 1n terms of providing 

preliminary estimates of referral rates in the context of analyses to support other study design activities 

(e.g., power analyses). Referral rates in Detroit were much lower than Boston, potentially providing 

some information about the range of referral rates that might be observed if the study moves into other 

airports. The data rnay also serve as a future comparison point (with important caveats). 

ntai11$ se11$ltiv"' ~l!~urity Information that 1~ i:ontrolled 1.mdl!r 49 C.F.R. Part~ l p 

may be d1sdosed to person~ wit ou , ex(ept with the written permis~lon of the 
adminlstr<1tor of the Tr 11on or th(' Secretary o I "~"may result In civil 

tr action. ~or U.~, Government Agencies, Publk dlsd(lsure Is go~erried by S U.S.C:. 552 and 49 Cf.R. Parts l an 
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Assessing Operational Impact with the Current Design 

Review panel rnernbers were rnore optirnistic that the operational irnpact data could provide useful and 

valid information. However, the interpretation of the cycle and wait time data in light of additional 

potential confounds may require some caution. Confounding influences may include passenger 

throughput, the number of open TDC positions and lanes, type of line (standard or first class), queue 

load at time of measurement, mix of documentation type typically presented by passengers (e.g., 
passports versus driver's license}, time of day, and other staffing issues. Fortunately, the current study 

collected data on many of these influences. Preliminary analyses suggested that while cycle times were 

significantly longer under the Assessor protocol compared to standard security practices, passenger wait 

times did not increase overall. This seemingly counterintuitive result was true even when staffing levels 

were controlled (i.e., the number of passengers processed per staff pos1t1on was equivalent in both 

groups). 

As discussed in Section 5.3, further analysis revealed that TDC officers may have proceeded more slowly 

when more TDC positions were open, suggesting that officers rnay slow down or speed up depending 

upon queue conditions. Because the current study collected data on so many of the potentially 

confounding influences, panel 1ne1nbers believe that rnultivariate analyses of the operational 1n1pact 

data .;ire likely to yield useful .;ind irnport.;int inform01tion and should be fully an.;ilyzed In addition, 

understanding the endogeneity issue described earlier (i.e., queue conditions may drive cycle times, not 

the reverse) is importarit for profitable use of the data. 

As a final point, the panel notes that no data on operational efficiency were reported for the processes 

that occurred subsequent to the Assessor encounter. While these data may be routinely collected by 

other areas of the organization, it seems important to point out that to the extent that different levels of 

identified risk are likely to be associated with different risk mitigation practices, under5tanding the co~t 

of each mitigation type will be Important to the calculation of operational impact as TSA moves forward 

with proposed changes to the risk assessment process. 

6 Assessor Evaluation: Two Field Experiments 

In order to overcome the limitations described above, the Independent Review Panel recommends two 

field experiments, as described below. The major challenges addressed by these recommended studies 

are the confounding variables problem and the extremely low incidence rate for SPll and other high-risk 

outcomes. 

6.1 STUDY 1-NEW DESIGN FOR AN OPERATIONAL STUDY OF ASSESSOR 

In ord~'r to overr.ome thf.> limit.;itions of the work th.;it has bef.'n i;onductr~d at Boston Log;;in <;ind Detroit 

Metropolitan Wayne county Airports, we recommend a field experiment wherein passengers would be 

WARNING' 1 ~l!(urity lnlormallon that 1~ i:ontrolled under 49 C.F.R. Part~ 15 and d 
rnav be dtsdosed to person~ without a "nee o wt the written perrnis~lon of the 
administrator of the Tran5 o , t e Secretary o r relea;<1 may result in civil 

on. for U.~. Go11ernmen1 Agencies, Publk d!Sd(lsure Is gl)llerried by S U.5.C. 552 and 49 C.f.R. Pa 
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randomly assigned to queues that are either operating Assessor or are not operating Assessor. The 

general assumption in this approach is that 1f passengers are randomly assigned to queues, given a 

sufficiently large sample, the actual rate of high-risk passengers transiting each queue type (Assessor or 

non-Assessor) should be about equal or at least suffer from less systematic selection biases. If the 

detected rate of high-risk passengers varies as a function of queue type, then it would support the 

conclusion that one queue type 1s more sens1trve than the other queue type at detecting high~risk 

outcomes. Obviously, the hypothesis would be that detection rates of high-risk outcomes are higher in 

the Assessor queues than non-Assessor queues. If the opposite pattern were indicated, or no difference 

was found, the conclusion would be that the Assessor protocol is not more effective at detecting 

unknown high-risk passengers than the comparison protocol. 

Fundamentally, this approach is straightforward. The challenge, of course, is that implementing such an 

experiment in the field will require attention to numerous details, includine treatment and control eroup 

selection, rondomization procedures, outcome measures, location selection, duration, other 

implementation procedures, and statistical analysis of resulting data. Recommendations regarding 

these details are made below. But first, the assumptions that guided the panel's review and 

recommendations are outlined. 

Review Panel Assumptions 

The review panel employed a set of assun1ptions to provide boundaries for the review and to frarne 

recommendations. Several of the guidelines were provided by S& T program staff, For example, the 

panel wr;.s instructed to (1) impose the least complex design possible while ensuring the study remained 

scientifically defendable, and (2) defer potential operational concerns until after the scientific design 

phase has been completed. Resource constraints were addressed by setting study boundaries in terms 

of time and location. Other guidelines were adopted by the panel to provide clarification of an 

approach or other concern For exan1ple, the panel felt the need to be clear in defining its preferred 

approach to measuring "effectiveness" (see 2a and 2b below) 

Guiding principles included: 

L The Assessor Evaluation Study's primary goal is to estimate the overall effectiveness of the 

Assessor protocol for identifying high"risk passengers. Efficiency concerns are of secondary 

in1portance and are not addressed by the panel at this point in time. 

2. fhe preferred rneasures of effectiveness are defined 1n terrns of the following· 

a. Of those passengers si:lected by Assi:s~or, what proportion results in high-risk outcomes 

{Positive Predictive value) compared to those selected by standard security procedures? 

en$ltiv"' ~l!~urity lnform;itloo tl1;11 1~ i:ontrolled 1.mder 49 C.F.R. P;irh ~ l!CPrd 
may be d1sdosed to person~ without a n , ex(ept with the wrltteo permis~lon of the 
adminlstr<1tor of the Trao~ ion or the Secretary o r le<1~e may result In civil 

on. ~or u.~, Goverriment Agencies, Publk disclosure Is governed bys u.s.c. 552 and 49 <..f.R. Parts 
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b. Of the estimated true positives, what proportion was selected by Assessor {Estimated9 True 

Positive Rate) as compared to those selected by standard security procedures? 

(A.V.£!!1."[: In the absence of data enumerating the entire population of interest, true positive 

rates cannot be estimated without inspection results collected from a random sample of 

passengers referred to secondary screening, Compliance Measurement (CM) programs are 

often implemented in targeting domains to support such needs (among other purposes). 

If concurrently collected random data cannot be made available, panel members. noted that 

the data available from the FY2010 SPOT Base Rate Study could arguably be used to support 

the requirement. However, differences in the data collection timetrames make these data 

less than ideal for this purpose (and violate principle #6 below). Thus, use of the Base Rate 

Study is not recornn1ended without some reservation. However, given analytical issues that 

may arise 1f random comparative data are not used, the Base Rate Study data may 

constitute the better option. These issues are discussed in more detail in the section 

entitled Metrics and Statistical Analysis (page 32). 

3. A future evaluation study should be able to complete within 3 to 6 months from the point in 

time it begins.w Realistically, however, the extremely low incidence of illicit activity ir1creases 

the risk that a 3· to G·month data collection period would be an insufficient timeframe in which 

to be able to provide within-airport estimates with a sufficient level of confidence. This risk n1ay 

possibly be rnitigated through higher randon1 sampling rates, however. 

4. Resource constraints make it unlikely that a future evaluation study will include more than 10 

airports, 

5. Goals of secondary importance, but which are of deep interest11 include: 

a. Estimating the effectiveness of Assessor as compared to SPOT. 

b. Understanding the extent to which Assessor and SPOT identify different types of illicit 

activities. 

6. A future evaluation study's control group(s) needs to be representative of the same population 

from which experimental group data are collected. In the current context, this requirement 1s 

achievable through the use of methods that randomly allocate passengers to treatment and 

control groups. 

7. A future evaluation study will not require airport" or checkpolnt·level comparisons to be made. 

' In absence of 100% inspection of nie traveling public, ttue positive rJtes must be e>timated 
10 

The panel notes th~t this choice may make firidings less gerieralizable. For e.~ample, if drug smugglers are especially active 

dur1nf1 the foll, and the :;Hidy only 1ricludes dJtJ from the spr111R and su1nmer, the :;tudy will have little to sJy about dru11 
5muggler~. However, 1f best practices are followed with regard to r<.1ndom assignment of pas~enger~ .ind TSOs to the 
e~pcr1ment ~nd control group$, this /Jct >hould not alfect our conclusion~ about the ctfoct1venes$ of As~c:;,or with regard to 
sJy "frJudulent document" detection. There is Jlso the potent1JI thJt efficiency observJtions will be impJcted For example, 
w1n\er co~t~ throug~1 ~o:Kur1ty, ;urge> m tr ~vel ;iround hol1d~vs. spring bre,1k, etc will be likely to v~ry greatly depending on 
the J1rport 

11 rhe panel acknowledges that the questions stated here do not represent the entire array of research questions that e~1st. 

J~~~§z~~~"~"~"~'"~'~'~··;·~"~'";'~";';"'~"~'~'"~"~'~m§;111on that 1~ i:ontrolled under 49 c.F.R. P;irh is and 1s20. may be d1sdosed to person~ w1 ed in 49 (.f,1'! e written permis~lon of the 
adminlstr<1tor of the Tran~port~tlon e thoriilld rele<1$<! may r<1sult In civil 
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8. Although the importance of the topic is noted, the study will not address methods for 

determining an optimal implementation strategy if staffing levels will not support the 

interaction of Assessors with 100% of passengers. 

9. Due to the nature of a future evaluation Study, it is assumed that blinding]) will not be possible. 

10 It is assumed that outcome measures can be re·evaluated and potentially changed going 

forward. Specific recommendations are made regarding the principles that should be 

considered when making changes to outcome measures (see the section entitled Outcome 
Measures on page 30). 

11, Given the effect sizes observed 1n the original SPOT Referral Report validation Study (i.e., odds 

ratios between 4 and 9), 1t 1s assumed that a future Assessor evaluation study should plan for 

sample sizes that provide an 80% chance of detecting an odds ratio (power""0.80) of at least 3, 

but with other options provided. The study should utilize decision testing that results in no 

more than a 5'}0 probability of tnakine a Type I error. 

Treatment and Control Group Selection 

To Jth1eve the Assessor Evaluation Study's primary goal-estirnating the effectiveness of the Assessor 

protocol for identifying high.risk passengers as compared to standard security procedures-the review 

panel recommends a study design that compares targeting results for two groups: (1) Standard TSOs 

serving as the travel document checker (TDC) [Control Group], and (2) Standard TSOs trained in 

Assessor serving as the TDC [Experimental Group)~(Recommendatlon #Z). When serving as the TDC, 

TS Os freely engage with passengers while remaining at a stationary podium. SPOT ·trained BDOs, on the 

other hand, typically roam through the checkpoint, observe passengers mostly fron1 a distance, and 

engage in a "casual conversation" only upon secondary referral. The job function assumed by a 

Transportation Security Officer trained in the Assessor technique more closely resembles the TDC 

function than the currently configured BDO function. This similarity in job function argues for the use of 
the Standard TSO serving as the TDC as the primary control group in the design of the experiment 

The experimental group should be comprised of Standard TSOs who h<ive been trained in the Assessor 

technique. Two purposes are served by this proposal First, by using TSOs in both groups, there is 

greater assurance that the control and experimental groups originate from the same popl1lation. 

Second. by removing BDOs from consideration, potentially confounding influences introduced by SPOT 

training and behavior detection experience are eliminated from the study, 

In the PoC, BDOs were prohibited from becoming Assessors until certified. A consequence of this 

prac:tice is that niore experienced and capable BD05 were placed into the As:.essor program; lt;>s:. 

capable BDOs remained assigned to the SPOT protocol. This practice raises the possibility that 

differences observed between SPOT and Assessor may have been due to officer capability differences 

12 
In a doublt;.blind 1tlldy, neither th<i' res<i';iri;h ~ubiects nor tlie person> ildrninistering the experiment ore ilw;ire of the grol'P 

(control or eKper1rnent~I) to which the >Ubj eel ha5 bt>en <JS>igned. 

ntain$ sen$ltiv"' ~l!~urity Information that 1~ i:ontrolled under 49 C.F.R. Part~ 15 and 1 
may be d1sdosed to person~ wit o " in 4 w the written permis~lon of the 
adminlstr<1tor of the Tran~ ort~ e ec thoriil!d rele<1~<1 may result In civil 
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rather than to the superiority of the Assessor protocol for identifying high-risk passengers. Random 

assignment of TSOs to experimental and control groups should ensure that unmeasured differences are 

spread across the two groups, n)itigat1ng the risk of bias. Thus, the review panel recommends that 

TS.Os be randomly asslgned to each group (Recommendation #3), It is further recommended that the 

requirement for Assessor certification be etimtnated in future studies. It would be valuable to still 

conduct the Assessor skill assessment, but the scores should simply be recorded and made available 

for analysis, not used for selection (Recommendation #4). In addition, the panel recommends that 

additional skill assessments be provided to both groups of TSOs (Assessor-trained and non·trained) 

subsequent to-and possibly prior to-training for later analyses of performance {Recommendatlon 

#5). An added benefit to adm1n1ster-1ng skill assessments specifically to the Assessor-trained group and 

keeping track of performance 1s that the information may be used to validate the threshold used for 

Assessor certification, and to also validate the use of the BDO selection instrumentsu for the Assessor 

position. Examples of useful metrics to co1npare between the groups include: referral rates, con1pliance 

rates14
, and effectiveness measures (sample sizes permitting). 

The experiment will require that both the control and experimental groups operate sirnilarly. Both 

groups must be provided equivalent latitude to refer passengers to secondary-a possible change to 

current proceduresi,. In addition, secondary screening procedures must be equivalent. If secondary 

screening practices are 

altered from current 

practices, training will need to 

be provided to both groups 

about the secondary referral 

process. If TDC refresher 

training is deemed useful to 

provide, it should be made 

available to both groups. 

Finally, because good data 

are critical to the nsk 

assessment process, panel 

members recommend that 

(1) all data collection 

Instruments be tailored to 

ea-ch officer's role jn the 

experiment, and (2) all 

Figure Z: Potential Experimental and Control Groups Operating as Designed 
in Relation to Effects of Interest 

j 

I 
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P"O' behov;o, dernu;o11 e•rm•eMce ld" lw tomrolled. 

11 
BDO sf:'lection in~t1uments repre~i:>nt a r~cently developed ilsse$1me~t tool<:t't designed to select highly capdble BDO>. 

M Complia11cr monitors should be blind~> to Assessor test results 
1
" It is not dear ii all airports reciuire supervisor notification before a ·rso serving in the TDC capacity ca11 refer a passenger for 

,1dditio11.il screening. Conflicting inform<Jtion WJ\ received horn TSA on th;s point. Reg.:i1dle~1. thi~ requirement ~hould be 

el1mmated for all a1rporh part1c1p;1tmg m !he ~tudy . 
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officers undergo in-depth training on data collection and submission procedures. It is especially 

important to make sure that officers understand how to document outcome measures through the 

use of structured database fields. (Recommendation #6). 

As a point of information, the review panel considered a second experimental group (see Figure 2). The 

previously discussed groups (Control Group 1 and Experimental Group 1) were conceptualized to 

operate in the TDC position. SPOT, on the other hand, operates in a physical space 1nuch larger than the 

local vicinity of the TDC podium, 

Since the design recommended by the panel focuses on TSOs and operates without the u5e of BDOs, 

BDOs remain available to serve in their traditional role. To the extent that the three groups can operate 

independently, a potential exists to make more valid comparisons of the effectiveness of Assessor as 

compared to SPOT, and to better understand the extent to which Assessor and SPOT identify different 

types of illicit activities. However, since SPOT training-under this conception-is not provided to a 

standard TSO within the same timeframe as the other two groups (BDOs likely received SPOT training 

prior to the experiment and have been operating as BDOs for some time), the potential effect of prior 

behavior detection experience (and other unmeasured factors) cannot be controlled. As a result, the 

panel would be reluctant to attribute all of the effect observed between experimental group 2 and the 

control group to SPOT. In addition, by allowing SPOT officers to continue to operate concomitantly with 

the other two groups, the risk increases that SPOT BDOs may consciously (or unconsciously) adopt some 

of the questions and questioning techniques utilized by the Assessors. There would be a natural 

inclination for this situation to occur. Therefore, in order to further reduce the risk of study confounds, 

the review panel would prefer that SPOT not operate during the same time frame that an Assessor 

evaluation is running (Recommendation #7). 

If TDC/Assessor/SPOT comparisons are judged to be essential requirernents, SPOT must be operated so 

that it does not impact the TSO's referral decision or the allocation of passengers to the Assessor-trained 

TSO or the Standard TSO lines. In addition, if a TSO decision to refer overlaps with a BDO decision to 

refer. appropriate data must be captured through both processes, and must be recorded independently 

of the other officer's data collection. It will also be important that bath sets of information share a 

common identifier so that the two targeting events can be linked during the analysis. 

Randomization Procedures 

The prior section framed the importance of randomly assigning TSOs to control and experimental 

groups. The review panel slmilarly recommends that passenger$ be randomly assigned to treatment 

and control queues (Recommendation #8). Thrs requirement must be implemented carefully as 

operational effects may have been generated by the randomization protocol chosen, and negatively 

affect the internal validity of the experiment. The strengths and weaknesses of two methods of 
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implementation are discussed below. We refer to one method as "Random Allocation," and to the other 

as "Random Rotation." 

Random Allocarlon 
lhe first randomization procedure envisions a scenario whereby passengers enter the security 

checkpoint and are assigned by a TSA representative to a particular queue. The passenger would not be 

allowed to select the queue he or she wishes to pass through 1u. One path at the divide will lead to a TSO 

who has been trained in Assessor, while the other divide will lead to a TSO who has not been trained in 

Assessor. In this scenario, the control and treatment groups ope(ate simultaneously at each checkpoint. 

The panel judged the scenario where control and treatment groups operate simultaneously as the best 

method available to ensure control equivalence. Out of all potential methods, this method best ensures 

that no differences will exist between the treatment and control groups in terms of time, passenger mix, 

volurne, or other factors. Althoueh the initial concept would entail passengers entering a sine.le 

checkpoint who are then randomly assigned to Assessor or standard TDCs at a fork or branch, the key 

element is random assignment of passengers to TDC type (Assessor or non-Assessor) during the same 

timefran1e. 

In this scenario, it may be necessary to account for the probable difference in wait times for Assessor 

versus non~Assessor queues. Data from the PoC studies suggested that the Assessor interaction process 

takes approximately 2.4 times longer, on average, (Boston: 44.1+18.6 2.37; Detroit: 40.5 + 17.2 

2.35) than the traditional TDC. Ultimately, the panel's preference would be to increase staffing so that 

more Assessors are available to account for lengthier cycle times. However, if only a fixed number of 

podiun1s is available at a given checkpoint, in order to ensure that the fDC and Assessor lines maintain 

equivalent congestion patterns, cycle time differences may need to be considered when randomly 

assigning passengers to queues. Figures from the PoC studies suggest that it may be necessary to make 

approximately 7 random TDC assignments for every 3 random Assessor assignments (called "biased 

coin" allocation). It is important to note, however, that the 7:3 requirement may disappear when the X­

Ray /All machine queues are full. When X~Ray /All machines are driving wait times, 1:1 allocation may 

be possible. 

The panel agreed that it will be important to maintain a constant allocation ratio. This requirement is 

simplified if staffing of experimental and control groups can be adjusted as needed. However, in the 

event that the number of podiums is fixed, the requirement to maintain a constant allocation ratio will 

be difficult to fulfill. If the allocation ratio is implemented at 7:3 across the board, when queues are full 

ar)d the x-ray/AIT lines are driving wait times, the TDC lines are likely to be longer (receiving 70% of 

passengers), leading to increased wait times. Passengers rando1nly selected to wait in the TDC line are 

likely to watch the Assessor line flow more quickly, increasing stress and/or frustration. If a 1:1 

16 
It i> env1>ioned th.:it ~II par tie> in~ t1.1veling group (i:o-tr<1vcler>) would be J>~igned to the 1.:in1r r~ndo1n queue Groups 

would not be ~pl1t. 
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allocation ratio is implemented across the board, then when queues are not full, the Assessor lines will 

be longer, again increasing anxiety, stress, and frustration for those passengers. With a fixed number of 

podiums and a constant allocation ratio, variability will simply be transferred to another point in the 

system to unknown effect 

Reviewers discussed the potential of separating the groups by a partition so that wart-time differentials 

could not be observed by passengers. Partitions were hypothesized to :serve an additional benefit by 

minimizing the potential for control group contamination by the Assessor-trained TSOs. While random 

allocation is the gold standard for achieving control equivalence, an appropriate implementation 

strategy was not straightforward. To the extent that staffing can be increased to account for the 

lengthier cycle times associated with the Assessor group, panel members recommend random 

allocation as the method to be used for ensuring passenger randomization. A gate-keeper will need 

to be employed with the random allocation method to ensure the protocol is administered 

appropriately. However, it will also be important to have a third party monitor randomization rates 

to ensure that they remain constant and that they produce expected passenger counts and 

distributions. (Recommendation #9) As a final point, it is i1nportant to note that under the random 

allocation method, throughput for each treatment and control queue will need to be captured 

separately. 

Assessor Rototion 
The second potential implementation procedure-Assessor Rotation-is achieved by randomly rotating 

TSO groups to serve at a security checkpoint during specific time periods. In this scenario, the control 

at\d treatn1ent groups operate separately-never at the same checkpoint at the sarne time (see Figure 

3). All podiums during a selected tirnetrame would either be staffed by Standard TSOs or by Assessor· 

trained TSOs. Since timeframes, and also potentially passenger volume and mix, will always be different 

between treatment and control groups, this method was judged by the panel to be less effective at 

ensuring control equivalence. However, there are a number of other advantages with this method that 

may be important to consider, including· 

1. The method does not require a TSA representative to direct passengers to an appropriate line. 

As a consequence, allocation procedures cannot be affected by volume fluctuations. A constant 

randomization rate is maintained regardless of variations in queue load conditions. 

2. Experin1entzil and control groups never operate in the vicinity of the other. The tnethod 

eliminates the need to separate TDC-trained TSO stations from Assessor-trained TSO stations in 

order to avoid contamination. 

3. While the method requires adherence to a pre-programrned rar1dor11 rotatio11 schedule, it is not 

necessary to track throl1ghput measures separately by Assessor vs. TDC line Throughput can be 

tracked more 5itnply at the level of the checkpoint. 
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4. Passengers are treated equivalently on any given day. By elin1inating differential treatment, the 

potential for passenger complaints is unlikely to materialize. Consequently, Assessors may be 

less likely to alter their questions or the length of the interview if queue conditions change. 

S. If SPOI operations are required. it can be operated with less c::on1plication under this method. 

Only one protocol outside of SPOT will be operated at a time. 

6. The method more easily allows for multiple experimental groups to be included 1n the study. 

Implementation of even two groups may be a configuration challenge for many checkpoints 

under the random allo<:ation design. 

If the use of the Assessor Rotation method 1s required, the panel notes that shorter rotation periods are 

preferred. For example, day-on I day-off procedures are preferable to week-on I week-off methods. 

Figure 3: Graphical Depiction of Passenger Rotation with 

2 Groups (Experimental and Control Groups) and 1 Checkpoint 

One Checkpoint I 2 Groups 

•• T11ne l . . T11ne 11 

Group~ ;1re Js::.1gneci to rancion1 days 

While the rotational design addresses many of the operational challenges inherent in using a method 

that requires the maintenance of a constant allocation rate, it introduces the potential for uncontrolled 

(and unmeasured) differences between the groups in terms of time, passenger mix, volume, or other 

f;:ictor5 These differenc::es may also create <1n environment th<it enc::ouriJlges p;:issE>ngE>rs to select 

checkpoints (possibly in co1nbination with time/volume effects) to influence detection rates. The 

niovcrTil'rlt of the TDC groups bctWt'en checkpoints (especially in cast's where two checkpoints lead into 

a common sterile area) may encourage passengers to "shop" for less congested screening portals, or in 

the case of h1gh~risk passengers, for a less invasive screening portal. If rotations are made so that the 

same group type is placed in both locations on random days, the risk of "checkpoint shopping" can be 

mitigated. However, staffing constraints may make the implementation of the random rotation method 

infeasible in cases where multiple checkpoints lead to one sterile area, 

<Qntain$ sen$ltiv"' ~l!~urity lnform;itlon that 1~ i:ontrolled under 49 C.F.R. P;irh 15 an p 

may be d1sdosed to person~ w1 'n 49 pt w th the written permis~lon of the 
;1dminlstr<1tor of the Tran~port~tlon e ecretar r le<1~e may result In civil 

, , Government Agencies, Publk disclosure Is governed by 5 U.S.C:. 552 and 49 Cf.R. Parts 



TSA 15-00014 - 010008

29 

Location and Implementation Procedures 

There was not a unanimous opinion on the part of panel members regarding the ideal location for this 

experirnent. Several felt the ideal location would be a srnall or medium-sized airport with few security 

checkpoints. These members believed that this would allow the maxinium degree of control over the 

experirnenl and would most likely ensure adherence to protocol. While rnost rnernbers agreed thal the 

advantages presented by this scenario were appealing, other members questioned whether the 

experiment could achieve the number of referrals and positive cases required from a smaller airport 

over a 3- to 6-month period. It was anticipated that a higher volume airport might be required. 

Despite these differing views, all agreed that in order to be included in the study, an airport must meet 

one of two criteria: (1) it must have a checkpoint configuration where a one-to-one relationship exists 

between the checkpoint and its sterile area, or (2) the study must be implemented at all of the 

checkpoints leading to a given sterile area (Recommendation #10). Additionally, there was general 

agreement that a simultaneous implementation or evaluation of a new security procedure (e.g., TSA 

Pre-Check) should not be allowed to occur during the evaluation of Assessor. Such parallel efforts may 

present a challenge to the integrity and interpretability of the Assessor evaluation. The panel was not 

asked to consider an Assessor evaluation in the context of the newly proposed Risk~Based Security (RBS) 

approaches; however. to the extent that TSA makes significant changes to the currently used checkpoint 

process, the proposed design of the Assessor evaluation may need to be reconsidered 1n light of altered 

processes, priorities and/or budgets. 

With regard to SPOT operations, several members felt that the preferred approach would be to 

implement the Evaluation Study in an airport where TSOs are not trained ir1 SPOT. There was concern 

that when SPOT is operational, some number of prohibited items or high-risk passengers would be 

detected through SPOT. As a result, the number of incidents that could be detected by either TDC 

would be further reduced from an already low base rate. Other panel members felt that a requirement 

to implement the study in a non·SPOT airport might be impractical in terms of requiring longer data 

collection periods, and rnight also lirnit the generalizability of the results of the study. It was argued that 

the most important airports in terms of risk and volun1e are likely to have already in1plernented SPOT. It 

was felt that if the Assessor lvaluation Study was implemented 1n an airport without SPOT, it might not 

have the volume or nun1ber of threats necessary to support the study in a reasonable tirneframe. On 

the other hand, if implemented in a non-SPOT airport, the evaluation would be conducted in a situation 

where personnel have little experience with behavior detection. This scenario would reduce important 

confounds likely to be introduced by SPOT. 

Several additional data points may be important to this debate. First, only a small number of referrals 

occurred in the PoC where a passenger was identified as both a SPOT and an Assessor referral (N=4 in 

Boston and N=l in DTW). None of the five involved a high-nsk outcorne. This small nurnber of 

overlapping cases suggests that SPOT would not remove a significant number of incidents from the 
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already low base rate. On the other hand, the small number of cases may be surprising from the point 

of view that the behavioral indicators used by SPOl and Assessor overlap to some degree. rhis result 

may be explained by the fact that Assessors engaged 100% of passengers, while the SPOT tean) was not 

always present during the PoC, and even when present, was unable to observe all passengers at all 

times. If both programs were fully staffed, the overlap may have been higher, rr1aking the concern 

about an already low base rate more pressing. 

Second, base rates of illicit activity can only be estimated for airports where SPOT was in operation 

during FY2010. Recall that this estimate is required for an estimation of the proportion of true pos1t1ves 

identified by Assessorn. It 1s not clear whether base rates of illicit act1v1ty 1n non-SPOT airports will be 

representative of SPOT airports. Thus, utilizing base rate data collected from SPOT airports to derive 

estimates for non-SPOT airports data seems especially problematic. Finally, a secondary goal of the 

Assessor Evaluation Study is to evaluate the extent to which SPOT and Assessor identify different types 

of illicit activities. Should this goal's priority be raised, it cannot be achieved without access to officers 

who have SPOT training. Evaluated as a whole, there may be good reasons to implement the Assessor 

evaluation in airports that currently operate SPOT. 

Compliance Monitoring 

In order to ensure the success of the implementation of the experiment, the review panel noted the 

criticality of making sure that steps are taken to monitor compliance with the Assessor protocol 

(Recommendation #11). If Assessors are not following the protocol consistently, any lack of an effect 

co1Jld be due to either the Assessor protocol, or to TSOs not adhering to performance expectations. For 

instance, it could be that TSOs become fatigued very quickly and are unable to sustain the necessary 

degree of vigilance, or that TSOs develop favored questions that they ask of all passengers and refrain 
fro~(bJ(31'49 USG § I 14(rl I 

The panel recommended a two·pronged approach to compliance monitoring. First, supervisors should 

periodically observe TSOs to ensure that TSOs are administering TDC and Assessor functions 

appropriately and effectively. The benefits of this are that it is ntitural and convenient for supervisors to 

observe their staff The drawback 1s that employees might exert greater effort when they know they are 

being observed. As such, the sample of performance observed by the supervisor might reflect TSOs' 

maximum, as opposed to typical, level of performance. One way to overcorne this is to also include a 

sample of performance monitoring by confederates who would proceed through the Assessor queue as 

though they were travelers. Following their interaction with the TDC officer, they would co1nplete a 

checkli5t reflf?cting the officer's adherence to protocol. Although this would be a more labor and 

resource inten$ive approach to monitoring compliance, it would maximize the likelihood that the 

11 The true po;1t1ve rate uin only be estimated for those outcome~ that were defined $irnilarly 1n both ;tud1e!>. for example, 
"Jrtful conce~lr11ent' w~1 not coded iri the fY2010 BJ~e RJ\e Study Jnd >P thi> 1T1e•1>ure could not be evJlu<1ted in thi~ 
c:::ontext 
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observed perforn1ance reflects the TSOs' typical performance. (A related option would be for 

confederates to proceed to the TDC while wearing a microphone or other audio recording device. fhis 

would obviously allow TSA to capture the interaction and code it at later t1n1e to ensure the TSO 

a cf he red to the Assessor protocol, is) 

One of the hypotheses that has been proposed for non~compliance is that TSOs become fatigued or are 

otherwise unable to maintain the attention required. Son1e information could likely be provided on this 

topic if compliance monitors keep track of the time at which contact is made with the TDC. This data 

point can be compared to the timing of the start of the TSO's shift or to the start of the TDC assignment. 

Lower compliance rates might be observed for encounters made at later points 1n a TSO's shift. As a 

final implementation detail, the panel recommended that groups of passengers traveling together be 

randomly assigned to the same queue. 

Outcome Measures 

The outcome measures of interest in the PoC studies were: (1) Serious prohibited and illegal items (SPll), 

(2) Artful concealments, (3) LEO arrests, and (4) High~risk outcome!. representing membership in any of 

the previous three categories, and (S) LEO Referral. Several panel rnembers noted that the "artful 

concealment" measure did not previo\Jsly appear in the SPOT Referral Report Validation Study. It has 

been presumed (although not confirmed) that the TSA research team is continuing to refine measures in 

ar. attempt to address specific criticisms that have been leveled at the outcome measures used in the 

SPOT Validation Study. For example, "artful concealment"-a new measure- is presumed to show 

evidence of "intent" to smuggle, a useful theoretical distinction, 

In an effort to address previous criticisms, the panel recommends (Recommendation #12) that each 

outcome measure proposed should be considered and justified in terms of the following elements: 

1. The outcome should demonstrate a reasonable level of face validity with regard to an "intent" 
to smuggle or to deceive. For example, the detection of an illegal drug has a higher likelihood of 
being associated with the "intent to smuggle" than say, pepper spray (which may have been 
simply forgotten). 

2. An inf ruction should be sufficiently serious 
a. A sufficiently serious infraction will not allow for the return of an item to a passenger 

after questioning. 
b. LEO referral data may be useful to consider as an indicator of the seriousness of the 

suspicion. 
3. The outcome should be attributable to the program under study. For example: 

a. A serious proh1bited/1llegal item should not be credited to the program under study 1f 
found via the X"Ray or other screening device. The premise behind this 

1 0 Thr >t1ggrst1on to use J microphone mily not be permitted if il potentiJI exists thilt pJssenger1' ronversations could 

inJdvtntently be recorded 
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recon1mendation is that non-behavioral-based security procedures would have detected 

this 1ten1 without BDO involvement. It is important to understand the additional benefit 

gained by employing BDOs, not the overl<;Jp. TSA m\1st be fo(l.JSed on understanding 

effectiveness within the context of both monetary and opportunity costs 

b. Items or persons detected by employees not trained in behavior detection (e.g., the 
TDC) should not be attributed to the behavior detection group (a potential problen1 with 

checkpoint-level comparisons). 
c. The program under study should not be credited it the passenger surrendered the item 

prior to screening (although, it may be useful to track these items as a potential 
measure of deterrence). 

4. The outc.on1e should reflect a confirmed finding, not n1erely a "suspicion" of an illicit activity. 

That is, to the PJ<tent possible, all recorded data .... including BOO remarks···· should be used to 
confirm that the record contained an actual confirmed finding. 1 ~ 

5. Measurement involving fraudulent documents should be refined to distinguish: 

a. Fraudulent documents used at TDC for authentication {potentially detectable by TDC 

without Assessor). 

b. Fraudulent documents discovered during bag search. 

The above recommendations were communicated to program analysts during a discussion held at about 

mid~point in the review process. TSA provided a11 analysis addressing the topic in a section of the final 

report (excerpt provided in Table 15 below}. 

Metrics and Analytical Considerations 

The independent review panel evaluated a number of metrics that could be used to analy:ze the data 

generated by a future Assessor Evaluation Study, including· 

1. Positive Predictive Value (PPV) - Of those selected by the Ass~ssor, tht;> proportion that rest,.1lts 

in high·dsk outcomes as compared to those selected by standard security procedures. 

2 Estimated True Positive Rate (TPR)* - The froction of high-threat passengers detected from 

those expected to be detected. Also referred to as the Probability of Detection P(d).J 

3. Estimated False Positive Rate (FPR)"' - The fraction of expected low-threat passengers targeted 

as high-risk. 

4. Estimated Odds Ratio (OR)* The ratio of the odds of an Assessor detecting a high ·threat 

passenger to the odds that a high·threat passenger was detected by the control group. 

5. Referral Rate • The fraction of the traveling population that was referred to secondary 

screening. 

6. Probability of Encounter I Engagement 

1 '' In the SPOT VJlidJtion Study, numerous instances were found where BDOs mJrked for exJmple, "frJudulent dorument" JS 

the outcome of the referral (using the structured data fields) even when this designation was refuted by their own comments 
in the 11JrrJtive. Thi~ $ltu~tior1 i> ~i1nilJr to J phy~1~iJn who provide> ~11 lnternJtionJI Cla~>ific~tion of Di>eJ>e~ code for a 
~pecif1c d1agnos1s, when 111 reality, she wa> only ruling 1t out~and 1t fact, it WAS ruled out 
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a. P(Encounter) =The fraction of the traveling population receiving a specifically defined 

baseline level of scrutiny by behavior detection program staff. 

b. P(Engagernent) =The fraction of the traveling population more significantly engaged by 

behavior detection program staff. 

The panel noted that each of the metrics marked by an asterisk(") above requires having access to a 

method allowing the estimation of expected rates of positives and negatives in the population. This 

requirenient sparked debate among panel members. A number of panel members felt that the 

Estimated True Positive Rate (TPR), Estimated False Positive Rate (FPR), and the Odds Ratio (OR) should 

be removed as recommendations for a future Evaluation Study since there was discomfort with making 

a recommendation to either (1) implement a stratit1ed random compliance measurement program or (2) 

use the SPOT FY2010 Base Rate Study10 to estimate these metrics. This group felt that the definitional 

issues inherent in using the Base Rate Study, viewed in combination with the rareness of the event, the 

non-concurrent data collection periods, and the uncorrected complex sample design made the data too 

problematic to consider using for this purpose. Members fron1 this contingent instead recon1mended 

the use of the positive predictive value (PPV) as a primary metric to evaluate differences between the 

experimental and control groups in a future Assessor Evaluation. The TPR and OR were only 

recommended for use by this group in the Red Team Study, implying the need to generate both 

positives and negatives in the context of the Red Team. 

The other group was comfortable with the idea of evaluating the random sample of data collected 

during the SPOT Referral Report Validation Study, and potentially using it to estimate the other metrics 

of irHerest. This group noted that severe problen1s may attend the use of the PPV alone. It was argued 

that one could encounter a situation where a comparison of the PPV across two targeting regimes can 

appear to be fairly large in magnitude and significantly different in a statistical sense (see Table 13), but 

neither targeting method performs any better than a simple flip of the coin. The reason for this is that 

the PPV is highly dependent upon the prevalence of illicit activity in the population, As an illustrator of 

th is relationship, one might consider that as the prevalence of threat decreases, the less likely it 

becomes that a person exceeding threshold is a threat, and the more likely it becomes that the case will 

be judged a false positive. The number of threats and non-threats identified in relation to referrals is 

the primary essence of the PPV metric. 

1 ~ The Base Rate Study collected a rJndorn sample of 71,589 pas,enger1 distributed across 43 airports over the course of a 
vrar-long period corr<-spond1ng closely to FY2010 (12/1/09 10/31/10), Of these, 90 p<.1s5rnger1 wrr\.' judged to br O"ng<.1grd 

in some form of >cnou> 1ll1cit activity 10-126%, c.1.~o 095%, 0.166%). While the thrcJt rate tan be JUdged to be very low, the 
sJmple size is likely to be sufficient for certain Jspects of the proposed JnJlyses However, it is important to note that while 

43 ~1rpor\$ p~rliopated, only 24 lollected d~t;i throughout the entire 11-rnonth period. Eighteen part1tip~ted from 7 /16/10 · 

10/31/10 
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The PPVs in Table 13 represent actual PPVs for Boston Baseline SPOT (5.41%) and Boston PoC Assessor 

(10.28%). Using an overly simple example to make the point, one could generate a PPV that is twice the 

rate of regime 1, but neither is any better than random (note that the estimated true positive rate 

equals the false positive rate and the OR::l). 

Table 13. Comparing PPV Across Two Random Targeting Regimes 

Exceeds Ta~~eting ~egime 1 Exceeds TarJeting Reg~.'!1.e 2 
Threshold Positive Negative Total Threshold Positive Negative Total 

Yes 4 70 74 Yes 52 454 506 

No 20 350 370 No 100 87D 970 

Total 24 420 444 Total 152 1,324 1,476 

Metrics Metrics 

TPR 16.67% PPV S.4lo/o TPR 34.21% PPV 10.28% 

FPR 

+ 
16.67% RPF I.OD 

FPI 18 Refer Rate 16.67% 

FPR 34.29% RPF I.DO 

FPI 9 Refer Rate 34.28% 

O.R 100 Specificity 83.33% 0.R 1.00 Specificity 65.71% 

Threat Rate 5.41% Threat Rate 10.30% 

Conversely, 011e could observe a scenario where the PPVs are exactly the san1e under each regime (see 

Table 14), but one regime is three times better than random (OR=3.21). In both examples, it is 

important to understand the role of the base threat rate in generating these outcomes. The important 

counterargun1ent is that the design of the Assessor Evaluation has been staged to hold constant the 

u11derlying base threat rate. To the e>etent that TSA deviates from the panel-proposed design in a 

manner that allows base threat rates to vary between the populations being compared, comparisons 

utilizing the PPV may be rendered non-interpretable. 

Table 14. Comparing PPV Across a Predictive and Random Targeting Regime 

Exceeds Targeting Regime 3 Exceeds Targeting Regime 4 
Threshold Positive Negative Total Threshold Positive Negative J Total 

Yes 4 70 74 Yes 60 1,050 I 1,110 

No 20 350 370 

Total 24 420 444 

No 160 9,000 I 9,160 
, .......... r ... 0 ......... 1 ........... , ........ 2 ... 2 ... D ........ , 9;osii T 1D.21D 

Metrics Metrics 

TPR 16.67% PPV 5.41% TPR 27.27% PPV ! 5.4l~K) 
··~ 

FPR 16.67% RPF 1.00 FPR 10.45% RPF I 2.61 
FPI 18 Refer Rate 16.67% FPI 18 Refer Rate I 10.81% 

O.R. 1.00 Specificity 83.33% O.R. 3.21 Specificity I 89.55% 

Threat Rate 5.41% Threat Rate : 2.14% I 

~~~~~~~~~~'~'"~"~"•~•;•;"~";rit;y;l"~lo~•~m~.o~io~"~that 1~ i:ontrolled 1.m~•~·~'~';'·;'·;'~';•rt~F;l~S;•~ed~l~S~20~[§~~~~ rnav be dtsdosed to person~ without a " 'n 49 (., • t e written perrnis~lon of the 
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The second group raised another issue with using the PPV alone that relates to the need to compare 

targeting regirnes to random targeting-a fundamental and standard baseline. 1able 15 provides two 

sets of real data from the Boston Assessor Evaluation Study. The tables detail the results of two 

different targeting regimes: (1) targeting by SPOl of high-risk passengers in the Boston Baseline Study, 

a~d (2) targeting by Assessor of high-risk passengers in the Boston Proof-of-Concept Study. 

Table 15. Comparing PPV Across Boston's SPOT and Assessor Study Segments 

Exceeds 
HR Passengers~ Boston 

Exceeds 
HR Passengers· Boston 

Threshold 
Positive 

Baseline· SPOT 
Negative Total 

Threshold 
Positive 

Poe • Assessor 
Negative Total 

Yes 4 70 74 Yes 52 454 506 

No 747 596,729 597,476 No 401 359,374 359,775 

Total 751 596,799 597,550 Total 453 359,828 360,281 

Metrics Metrics 

TPR 1 0.5325% PPV 5.41% TPR 11.481% PPV 10.28% 

FPR 0.0117% RPF 45.40 FPR 0.1262% RPF 90.99 
- - - - -- -- - -- - - - - - -

FPI 18 Refer Rate 0.0124% FPI 9 Refer Rate 0.1404% 

O.R. 4S.63 Specificity 99.99% 0.R. 102.66 Specificity 99.87% 

Threat Rate 
I 

0.13% Threat Rate 0.13% 

Classification matrices are standardized using the estimated Base Threat Rate of 0.13% as estimated in 

the SPOT Validation Study (90/71,589)21 If the FPR for SPOT is .0117%, then under a randorn regirne the 

TPR would also be .0117%. However, the TPR that would be observed in the SPOT baseline population 

assuming a base threat rate of 0.13% 1s O.S325%. Therefore, the RPF is. 45.40. This compares to an RPF 

of 90 99 under a similarly adjusted Assessor targeting regime. 

A compari$Or'l of the PPV for Assessor compared to SPOT demonstrates that the Assessor targeting 

regime is 1.9 times better than SPOT. However, if you compare both regimes to random, you see that 

the Assessor regime is 91 times better than random and the SPOT regime is 46 times better than 

random. While Assessor can still be interpreted as being about 2 times better than SPOT based on a 

comparison of the RPF (or OR), by comparing both against a random floor, targeting effectiveness looks 

very different (very good)ll in light of the extrernely low base rates. Even if the randorn sample should 

have found double the nun1ber of actual positives (only 90 were found), RPFs would still be 23 and 45. 

11 SPOT'~ ov!'rall bas!' threat rate ol O 13% is ut1l12Qd in each table, allowing one to compare threat.adjusted metrics. Since the 

study wa~ conducted .. t nie qm11 a•rport J11d J\ the Siltrie ctwckpo1nt (illthough at d•flerent 001111~ 111 lnne). it would no! be 

uriroeasca'lable to expoet! s1rnil~r b~se threat ratt!S for .each ;oegmt!rit of the study How.ever, it 1; riot cl.ear 1hat SPOT\ ovoerall 

b<1>c thrcJt r<1tc '-' rcflcttive of Bo~ton':. threat rJtc. Without Boston's !hreJ\ rate, absolute comparison:; will be le% 

111ean1ngful than relative comparisons (e.g., comparisons madf' between the two study segme11t1) 

'-'Prior stJted concerns rcgvrd1ng the interpretation of the Assessor resl1its still stand The dvtJ ~re being used to illu;;trJtc ~ 

methodolog1cal point. 

WARN n$ltivli' ~e(urity lnlormallon that 1~ i:ontrolled under 49 C.F.R. Part~ 15 an 
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These views of the data are not available with the PPV alone, or without estimates of the threat rate in 

the population. However, the panel noted that there may be danger In presenting artificially 

constructed TPRs and FPRs (as presented 

in Table 15). Some members felt that a 

reader might interpret the figures 

Inappropriately-and might even go so 

far as to quote them inappropriately in a 

public venue. This is a real and valid 

concern, especially given the political 
concerns that surrounded the first SPOT 

Validation Study. However, the 

alternative concern is that one might 

also be misled by viewine comparisons 

without an understanding of the larger 

targeting conte)(t. These interpretation; 

too could Jl)an1fest inappropriately in a 

public venue. 

In the above example, descriptions of 

estimated True Positive Rates were 

always discussed in the context of 

estimated False Positive Rates. There is 

little value in reporting the f PR without 

the attendant FPR. One way to think 
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Figure 4. Example of a Receiver Operating 
Characteristic (ROC) Curve 
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1-Specificity (False positive rate) 

about this is to consider that the TPR and FPR serve as the two axes of the receiver operating 

characteristics (ROC) curve. ROC curves plot true positive rates against false positive rates for every 

threshold value (see Figure 4). The blue line that runs from corner-to-corner at a 45-degree angle 

represents the results that would be generated by a random targeting process. In this case, the TPR 

would equal the FPR at every threshold. If you include two targeting regimes on one ROC plot, it is 

important to hold the FPR constant in order to make the TPR comparison appropriately, and vice versa. 

In Figure 4, the points on the y,axis associated with each point A, B, and C can be con1pared because all 

occur at one constant FPR. In order to compare the TPR of B to the TPR of D, one must consider that the 

TPR of D was attained with a FPR that was a fraction of the FPR of B. 

It may also be important to point out that data from Assessor will not allow for the constn.1ctio11 of a full 

ROC curve because only 011e threshold is used for making referrals; a11d scores are apparently not 

generated. However, the performance of one targeting regime can still be compared against another 

through the use of a relative performance factor [e.g., RPF=TPR/FPR]. Relative performance factors are 

best interpreted when each rate used 1n the calculation is well-understood. This can be appreciated if 

you consider that when you capture 8% of the estimated threats by referring 2g11 of the traveling 

1.!n$ltivti' ~e(urity lnlormallon that 1~ i:ontrolled under 49 C.F.R. Part~ 15 and 1520. 
rnav be dtsdosed to person~ without a n t e written perrnis~lon of the 
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population, the RPF is 4. If you capture 10%, of the estimated threat by referring 5% of the traveling 

population, the RPF is 2, rhe first targeting reg1n1e is twice as efficient {4 versus 2), yet you actually 

capture more of the threat under the second targeting regime (8% vs. 10%), possibly because more of 

the population is referred, So. while il relative performance factor11 supplies useful information, it will 

not provide a complete targeting picture. As one evaluates Assessor, even though it is assumed that the 

base threat rate is constant, because the protocols being evaluated either have only one threshold 

(Assessor) or are treated as having only one threshold (SPOT) it is important to keep in mind that other 

factors can vary. For every comparison made, throughput will be different, referral rotes will vary, and 

mea.sure.s of targeting effectiveness will vary; and while the estimated true and false positive rates may 

not be meaningful in an absolute sense (or might be depending upon one's evaluation of the base rate 

data), as demonstrated. they can be standardized to make better relative comparisons. Consequently, it 

will be important to quantify all of these dimensions in order to evaluate the entire context. 

One of the issues raised by panel members relates to the fact that positives are not defined in an 

identical fashion in both the Base Rate Study and the Assessor Study. Table 16 shows that a significant 

overlap exists between the definitions utilized by the two studies. Approximately 80% of Assessor­

identified positives would have also been identified as a positive in the SPOT Validation Study (44 out of 

55=.80). Because the overlap is not 100%, one could approach the issue by making one of two 

assumptions:. One might first assume that the definitions were close enough to simply use the SPOT 

base rate to estimate the number of positives in the population. The alternative approach might choose 

to revise the Assessor definition to correspond to the SPOT results. If a comparison of results suggests 

the same conclusion, then confidence In the findings may increase. 

Table 16. Potential High-Risk Definitions 

BOS DTW 

Definition of High~Risk Passengers (N = 506) IN= 183) 
Freq Freq 

(Percent) (Percent) 
Current Assessor definition: Expanded SP II list, artful concealment, or 

52 {10.28%) 3 (1.64%) 
LEO arrest 

SPOT Validation Study de/initian:1'~"~'! ,v w ~.~. ~ 1 1 <+1rJ I 41 (8.10%) 3 (1.64%) 

Proposal l: Expanded SPll llst, artful concealment, LEO arrest or 
53 {10.47%) 3 (1.64%) 

Suspic;ious Packaging 
-- - --

Proposal 1: Expanded SPll list, artful concealment, LEO arrest or NCIC hit 54 (10.67%) 3 (1.64%) 

Proposal 3: Expanded SPll list, local SPll rules, artful concealment, or 
54 (10.67%) 3 (1.64%) 

LEO arrest 

Proposo/4: !;xpi:lnded SPll list, local SPll rules, Qrtful conceQlment, l.EO 57 (11.26°!,,) 3 (1.64%) 

23 Note thilt the odds r~tio is nearly eqt•ivalent to the RPF in TSA'~ targeting conte~t. The RPF i5 used as ~n illu>tr~tor l:lec~t15e it 
is more 1ntu1t1v!:"ly understJndable, but the odd> rJtio 1~ re(ommended 

n ~l!n$ltlve ~l!(urity lnformallon that 1~ i:ontrolled undl!r 49 C.F.R. Part~ 15 and lS 
mav be d1stlosed lo Pl!tson~ without a wt t e written permission of !hi! 
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Proposol 5: "Smuggling": expanded SPll list or artful concealment 21 (4.15%) 3 (1.64%) I 

arrest, NC!C hit, or Suspicious Packaging 

Othel' assumptions that may be important to exa1nine include variations in the base threat rate, rates of 

misdassif1cation, and estimates of the probability of encounter for SPOT. There are good reasons to 

believe that the base rate of ill1c1t activity as measured 1n the SPOT Validation Study is underestimated. 

Subsequent to the SPOT Referral Report Validation Study, another DHS S& T team conducted an exercise 

that manually dredged through all of the Operational SPOT remarks made by BDOs. The outcome of the 

exercise showed that 60 positives were previously misclassified as negative, and 3 negatives were 

inappropriately classified as positive. Leaving aside the base rate question for the mon1ent, this resulted 

in no change to specificity but the 0. R, went from 9.27 to 11.26, and PPV went from 1.1S% to 1.40%. If 

it is assumed that the base rate was also underestimated (arbitrarily it was half of what it should have 

been}, PPV and specificity are uncha11ged, the OR is reduced fron1 9.27 to 4.63, and TPR goes fro111 .2% 

to .1%. If it is independently assumed that the SPOT population is 7 times too high (OHS S& T produced 

ar.other analysis suggesting that a different SPOT population may be more appropriate), the OR goes 

from 9.27 to 9.51, TPR goes from .2% to 2.94%, and PPV remains unchanged. 

Making corrections for all three problems simultaneously causes the OR to decrease from 9.27 to 5.71, 

the TPR to decrease from .2% to 1.78% and the PPV to decrease from 1.15% to 1.40%. Taken at face 

value {without appropriate confidence intervals), none of these results altered general conclusions from 

the study-"1.e-, SPOT is reliably better than random, but at the observed inspection rate, the vast 
niajority of estimated pos1t1ves are still tnissed. This set of results provides an example of using a 

multitude of metrics under a variety of assumptions to test the robustness of findings. 

These s(enarios, when (onsidered jointly, bring to light the attendant problems with relying on one 

metric alone and with taking the ~Y2010 Base Rate Study at face value_ As a result, panel members felt 

that in order to mitigate some of these risks, 1t would be important to collect as many measures as 

possible, and to apply as many analytical methods as were felt to be appropriate and reasonable in an 

effort to evaluate the results for concurrence in findings. To the extent that the conclusions implied by a 

particular set of findings are not altered under a range of different assumptions, confidence in the 

results could be expected to increase. A compromise position was chosen that recommended that to 

the extent possible, TSA should utilb:e a broad array of metrics (at least the PPV, the estimated TPR, 

the estimated FPR, OR, and Referral Rate) and a range of assumptions (at least consider differences in 

the base threat rate, rates of misclassification, and definitional differences) to evaluate the 

performance of the targeting protocol, keeping in mind the limitations presented by the Base Rate 

data (Recommendation #13). 

Random Selection Processes 

The panel does not recommend the implementation of a stratified random selection process at this 

time However, 1t is noted that a permanent stratified random selection process serves several 

tain$ sen$ltiv"' ~l!~urity lnform;itloo that 1~ i:ontrolled 1.mder 49 C.F.R. Part~ 15 and 1 
may be d1sdosed to person~ wit ou " in 49 w the written permis~lon of the 
;1dminlstr<1tor of the Trao~port~tl e ec thoriilld rele<1$<! may result In civil 

or .~, Goverriment Agencies, Publk disclosure Is governed by 5 U.S.C:. 552 and 4 



TSA 15-00014 - 010018

39 

functions and is considered an accepted best practice by many organizations with important targeting 

programs (e.g., CBP, IRS, etc,). 14 Examples of functions served by a stratified random selection process 

include: 

It allows for the estimation of the true positive rate, the false positive rate, the odds ratio and an 

ability to make comparisons specifically against random targeting. 

It allows for an assessment of the types of illicit activities missed by the targeting regime, if any. 

There is no other way to know this in the TSA context. 

• It offers a potential for making risk adjustments between gro1.Jps to allow for better comparisons. 
For example, if airports vary in terms of underlying threat rates, performance compari5on5 will be 

unfair it made without adjustment. This practice addresses the .argument that "My airport finds 

fewer bad guys because there are fewer bad guys to be found." 

Random data collection is the gold standard data collection practice for the empirical validation 

(or in a best case, optimization) of the weights assigned to targeting indicators 

This strategy is less straightforward in a context where proxy data are used-that 1s, one 

would not want to optimize one's targeting methods to target activities that are not the actual 

activities that should be targeted. However, this is not an argument for declining to examine 

the data. 

The validation process goes beyond a focus on the threat base rate; it also requires data 

collection related to behaviors (the independent variables). 

Random screening also serves as a deterrent and allows for the potential of observing changes in 

underlying threat rates in response to TSA interventions. 

It may also be worth noting that an operational compliance measurement program can be made more 

efficient and cost-effective by utilizing a design that varies selection probabilities according to risk. 

Tr.:ivelers in high-risk strata would be assigned a higher chance of selection, with travelers in lower risk 

strata receiving a lower probability. Population estimates can then be constructed by tewe1ghting the 

sample to correct for differential sampling probabilities. Because the higher risk strata are likely to 

generate higher numbers of h1gh~risk passengers, fewer passengers need to be evaluated 

(inconvenienced) as would be required by a method that relies on simple random sampling. 

Consequently, the panel further recommends that in the absence of an appropriately structured CM 

program, TSA consider the utility and cost of implementing a risk·stratlfted probability sample to 

appropriately estimate baseline threat rates (Recommendation #14), 

There is evidence to suggest that TSA engages in some form of random taq;:eting However, the det;,ils of this program 

{e g,, the n1ethodologics used ~11d outn.irne; lollened) were not av~1IJble to the review p~neL In ~ddit1on, it is not clear 11 
results from the inspections <Jrf' rn;iintained electronic;illy and ;ire av;i1l;iblr for ;in;ilvs1> 
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Statistic<1I Tests <1nd Confidence lnterv<JI Estimation 

A number of hypothesis tests can be r;onducted to determine whether or not the observed performanr:e 

is ~tatistically significant. For exarnple, one can test for differences between Assessor and Non-Assessor 

in the proportion of secondary referrals that resulted in a positive outcome, or the proportion of 

secondary referrals subsequently referred to law enforcernent. While these two tests are likely to serve 

as a minimum testing requirement, one might also test the TPR against the expected performance of 

random targeting that has the same FPR as the Assessor method to determine if there 1s a significant 

difference. As described earlier, under random targeting, the TPR is equal to the FPR. Thus, one could 

also test if the observed TPR proportion is equal to the FPR proportion.'" A different approach might 

also consider computing the probability that a random targeting practice would ar:hieve the observed 

TPR or better if it targeted the same number of passengers. 

In addition to decision testing, confidence intervals can and should be constructed. For example, the 

confidence interval surrounding an estimated odds ratio would be important to understand. In addition, 

by knowing the likely range of the estimate at some level of confidence. one can bound a range of 

assumptions to be tested. For exan1ple, the combined outcome frorri the original SPOT Referral Report 

Validation Study has an observed rate of occurrence of 0.126%. A 99% Wilson confidence interval (with 

Continuity Correction) suggests that the proportion of high·risk passengers based on this outcon1e is 

likely to be in the range [0.095%, 0.166%]. Without a confidence interval, one might decide to use an 

arbitrary range of fixed mult1pl1ers to evaluate the sensitivity of metrics to variations in the base threat 

rate. If the same level of confidence is not represented by each multiplier chosen, then this choice 

might not yield the results expected. A multiplier of 2 may be sufficient for one outcome, but may be 

too small for another. This example uses confidence intervals as a way to bound the assumptions being 

tested. However, as mentioned earlier, confidence intervals c:an also be used to better (f!JlQIJ the 

impact of certain assumptions. Confidence intervals typically include only the impact of sampling error 

on the range of estimates likely to be observed A confidence interval could also be constructed to 

incorporate not only sampling error, but also misclassification error (or other types of error). For 

exarnple, we previously described the suggestion frorn Hernenway (1997) for how to evaluate the effect 

of a percentage of passengers who were randomly misclassified on the chances that Assessor and non~ 

Assessor confidence intervals overlap. 

Duration of Study 

Th!? indP.pendt?nt review panel considered the size of the samples that would be required to E>nsure that 

a future evaluation study collects enough data to make inferences about aviation risk in the traveling 

population. Size requirements were based on a number of assumptions. First, it was assumed that 

Note that s•nce both targetll'il method~ are evaluating the same populat101i. a paired te"t ot rorrelated proportions should 

be usrd (e.g., McNcmar's test or Liddell's exact test], The IJtter is probably favored becau1e of its rxJct n;,ture 

~
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100% of passengers would encounter Assessor-trained TSOs. Second, require111ents assume an 80% 

chance of detecting a true difference {power-"0.80) with 95% confidence (alpha-"0.05, two-sided). 

Decision testing assun)es Fisher's Exact Conditional Test for two proportions at different incidence levels 

and effect sizes, Using the SPll incidence rates from Boston's Baseline period (.002%) and Proof-of­

Concept period (.006%) as a gauge of the incidence rates that are likely to be observed, the analysis 

evaluated sample size requirements based on incidence rates of 0.001%, 0.002%, 0.005%, and 0.01%. 

Effect sizes are assumed to be odds ratios and are allowed to vary between 2 and 10 (the SPOT 

Validation Study observed odds ratios that were typically between 4 and 9). 

From Figure 5, 1f one assumes an incidence of .005% and a 1 to 1 allocation of passengers between the 

two queues, it would be necessary to process approximately 170,000 passengers through each queue 

(340,000 passengers total} to detect a statistically significant difference between an odds ratio of 3 and 

1 (no effect). In tern1s of the duration of the study, assun1ini;: that Assessor/TSO staffine levels would 

pern1it approximately 3000 passengers per day to be processed, the study would need to run for 

approximately 4 months. To the extent that additional locations can be included, the amount of time 

required to complete the study will decrease. 
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One may arrive at a different set of conclusions about sample size requirements if using referrals as the 

denominator. Table 17 provides a number of parameters estimated from the Boston and Detroit Proofs· 

of·Concept. On average, Boston screened approximately 700 passengers for every referral made: 

Detroit screened nearly 1800 passengers per referral. One out of every 10 Assessor referrals in Boston 

resulted in detection of a high-risk passenger. In Detroit, one out of every SO referrals resulted in 

detection of a high~risk passenger. If we assume (for the sake of argument) that the non~Assessor 

trained TSO detection rates can be expected to operate at the 5% Boston SPOT rate and Assessor rates 

operate at 2 times the base rate (Boston Assessor rate is 10%), one is likely to have an 83% chance of 

detecting the effect (with 95% confidence) with a sample size of approximately 500 referrals per group 

(No!OOO) 

Table 17: Characteristics of the Boston and Detroit Proofs·of·Concept 

·ttt~•1 
Begin Date !0/!7/201! 

End Oate 12/15/201! 12/15/2011 

Pilot Days 120 58 

Throughput 360,281 323,383 

Referrals 506 183 

Number of Passengers screened per Referral 712 1,767 

Number of High-Risk Passengers Detected 52 3 

Percent of HRP {per Referrals) 10.3% 1,6% 

Avg. Number of Passengers I Day 3,002 5,575 

Avg. Number of Referrals I Day 4.2 32 

Referrals Required (Power=.80) 500 500• 

Pilot Days Required 119 156 

If one can assume that referral rates will remain s1m1lar to the referral rates seen above'", Boston would 

need 119 days of Assessor referrals (357,000 passengers) and Detroit would need 156 days of Assessor 

referrals {870,000 passengers) to generate the referral numbers required for the Assessor group alone 

(N"'SOO). Assuming an equivalent number would be required for the non-Assessor trained TSO group 

would result in a requirernPnt of 715,000 and 1.7 rnillion for Bo:,ton and Detroit, reo;ppctively. Reo;ulto; 

from the PoC studies have suggested that it is unlikely that the non-Assessor trained TSO will maintain 

referral rates as high as the referral rates of Assessor-trained TSOs. Consequently, these sample size 

requirements are likely too low. The magnitude of the difference in the estimates produced under the 

first power analysis compared to the second is surprisingly large. This investigation demonstrates how 

'r, Note that the parirl 1tressed the 1mportJnce of makin~. certain th;;it >erond~rv screen 1ng rrferral> only re fl en reJ>onably 

susp1c1ous pJ»engers. Relerral rates should not be altered to increase sample s11e:; (Recommendation #15) 
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small differences in study parameter assumptions can create very large differences at the population 

level 

From Figure 6, the sample size required per group (x-axis) to detect a given odds ratio {y-axis) is plotted 

for three different reference proportions. Sample size requirements decline as base rate proportions 

move closer to 0.5. Note that the availability of staff has not been factored into estimates of the 

number of study days required. All of these estimates are tenuous at best; sample size 

recommendations should be interpreted as "ballpark" estimates. 
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Benefits and Limitations of Study 1 

1400 

Although the Proof-of-Concept studies have provided valuable information and have yielded numerous 

lessons about the implementation of Assessor, the presence of confounding variables has made it 

difficult to isolate the effectiveness (or lack thereof) of Assessor. A new experin1ental design for an 

Operational Study of As~essor has been pnJposed to rnore effectively control confounding influence~­

the panel's primary concern. Additional benefits of the new design include an ability to evaluate the 

protocol in an operational context that allows for the observation of real {not contrived) passenger 
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behavior, and an increased potential for a more valid comparison of SPOT results to Assessor results. 27 

The new design also supports a cross-validation of the BDO selection instruments as applied to the 

Assessor position 

lhe new design will not overcome all known limitations. Sample size requirements-driven by low base 

rate events-will need to be attended to through the implementation of a large~scale study (i.e., a long 

in1plementation period or a multi-airport study). In addition, the most effective design calls for the 

concurrent estimation of base rates of illicit activity, and requires that a random selection of passengers 

be referred to secondary for more intensive screening, While the design will inconvenience a large 

number of innocent travelers, in the absence of this design feature. key effectiveness measures cannot 

be estimated_ At the end of the day, though, even if all other recommendations could be earned out 

perfectly, the risk remains that known serious data quality problems will introduce more error into the 

study than can be reasonably tolerated. This limitation is not unique to the proposed new design; but, 

rather becomes increasingly important 1n studies of low base rate phenomena and consequently, must 

be addressed Key changes to TSA's information technology (IT) infrastructure and training progran;s 

will be required. 

6.2 STUDY 2-A FIELD EXPERIMENT UTILIZING Rm TEAMS 

An ongoing challenge Is the fact that the outcome of interest is a low base rate event and is generally 

unknown (i.e., undetected events are never known). Although it is possible to identify the rate at which 

"flagged" individuals are discovered to be high risk or in possession of SPll, 1t remains unknown how 

n1any "non··flagged" individuals rnight have been high ri~k or 1n possession of SPll. Two approaches are 

usually taken to overcome this limitation. The first-random sampllng-·has been discussed In the 

context of the first study. The second-a covert or "red team" approach-is recommended by the 

review panel to serve as a supplementary study. A field experiment utilizing red teams will serve to 

address the rare event problem, and also allow for a better understanding of the strengths and 

weaknesses of the security measures currently in operation (Recommendation #16). 

Purpose of Red Teaming 

Red teaming is a relatively generic term that encompasses a broad range of activities that often depend 

on context and operational needs. At a high level, red teams are typically established to test or 

challenge a system or plan, as viewed through the eyes of an adversary Red teaming provides an 

operational tea1n an opportunity to better understand the environn1ent, to identify vulnerabilities, and 

to reveal how adversaries might adapt or create counter measures to evade detection. The practice 

oillows one to generate hypothetical advers<irial behavior for analysis, and to challenge deliberately 

assumptions held by the operational team. These activities as a whole have the potential to reduce risk 

- As noted previously, 111 order to lessen the risk of odditionJI confounders i.;ntering ~ new study, the independent pone I 
prefer~ that SPOT not be operated ron(urrently with a future Assessor !:'Valuation 
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through the avoidance of some of the pitfalls associated with "groupthink," a style of thinking that may 

be employed when individuals are deeply involved in a cohesive group (Janis, 19 72). 

TSA has a history of engaging in "red teaming" exercises (e.g,, Aviation Screening Assessment Program 

(ASAP)) "Artful concealment" has been an important component of threat insertion in this context 

Examples of threats that have been simulated by ASAP include: l(bJi_:J.<+ll u::,; G Ii 11 4\rJ 
ib)(J)49USC §1141r) 

The intent of the proposed red teaming effort is not to duplicate ASAP efforts. Rather, the goal would 

be to design a supplementary study capable of modeling behavioral and docun1ent components that 

could be detected by Assessor. The As~essor protocol has been designed to achieve the related goals of 

deterring and detecting threats to a flight, and assuring that all items making it onto the plane are safe 

To realize these goals, Assessors are instructed to focus on three sets of signature events: (1) 

appearance and behavior signs, (2) documentation signs, and (3) questioning strategies that allow for 

the detection of deception ar1d other inconsistencies (ISDS Aviation Security Program, 2011). Of these 

three types of events, documentation may be the most straight~forward to implement, All panel 

members agreed that evaluating the extent to which fraudulent documents and/or documents 

exhibiting various threat signatures can be detected by Assessors would be valuable to assess. 

Behavioral components were judged to be more challenging. Citing research that has investigated the 

extent to which an increase in cogn1t1ve load is associated with deception and whether reliable 

indicators exist that would allow its detection (Vrij, Granhag, Mann, & Leal. 2011; Vrij. Granhag, & 

Porter, 2010). panel members generally agreed that attention should be paid to appearance and 

behavior signs, and an attempt should be made to detect items that would not be detected by the TDC 

or the WTMD/AIT equipment. 

Panel members suggested that the design of the red team study should introduce some type of 

smuggling, whether it be drugs, knives, or documents The term "smuggling" implies that there would 

be some attempt at concealment. There was also discussion of not only sending through persons who 

were instructed to smuggle something, but also sending through "innocents" to understand the extent 

to which confederates with nothing to hide might be detected. It was imagined that confederate 

passengers who were not engaged in concealment may still need to lie as a by-product of the red team 

study-for example, most will not actually fly to the destination indicated on the boarding pass, and if 

asked, a story rnight need to be constructed. In this regard, they may not actually be "true negatives.'' 

Such Issues would need to be addressed, and potential effects evaluated. 
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14(r 

14(r lhe analogy to this in the Assessor 

context is that if Assessors are using the Assessor protocol appropriately, and if test items exhibit the 

appropriate signature or the signature can be elicited by the Assessor, the test should be a fair one. (bl 

(bj(:,.,j 49 u ~ ~ 14(r) 

(b)(3).49 USC § 114(r) 
~~~~~~~~~~~~~~~~~~~~~~~~~ 

Since the Assessor protocol looks: for 

signals that are outside of the SPOT protocol, it is possible that Assessor will ultimately demonstrate a 

higher rate of detection than SPOT. However, at the present time, the existence and potential size of 

th 1s effect is unknown. considered as a whole, these facts call into question the idea of equating 

Assessor-based red teaming to ASAP red teaming. )(L 4 4(r 

To make the Assessor red team analoeous to the ASAP red tearn, changes would need to be 

incorporated into the test. Signs present in the documentation offered to the TDC should be obJei:tively 

detectable However, other items are not likely to be detectable by the TDC or by the WTMD/AIT 

equipment Fraudulent docun1ents stashed in the carry-on, for example, would require that other signs 

(appearance, behavior, deception, and inconsistencies) be available for detection. In order for a red 

team exercise to be effective at detecting non-documentation-based threats, it would be necessary for 

confederates to engage in some type of lie or to respond with some form of inconsistency in order to 

establish a signature that could be detected. Ultimately, panel members preferred the idea of 

attempting to generate situations that would be likely to spawn authentic reactions on the part of 

confederate passengers. However, this desire would need to be balanced against the need to generate 

detectable signatures. 

Confeder;;ite Selection 

Panel members evaluated two approaches to the recruitment of confederates The first method sought 

to recruit airport passengers into the study, asking the subject to conceal an item through security. It 

was envisioned that passengers would be randomly assigned a concealment status. The argument for 

using pas5engers is th.it lhey would be untrained and inexperienced and would have (ertain heightened 

ar.xieties while participating. In addition, such passengers were thought to be more representative of 

the target population. However, several panel members imagined that many passengers would almost 

certainly refuse to participate based on not being able to allay concerns that recruiters were illegitimate. 

Ultimately, this issue drove the panel to abandon the idea of recruiting passengers and move toward 

recommending a design that recruited confederates who are unaffiliated with TSA and the airport 

(Recommendation #17). Again, panel members noted the importance of attempting to build realism 

into the experiment. It was argued that by randomly assigning passengers to different roles, the 

strategy may serve to increase natural anxieties. Participants would also be incentivized to successfully 

complete the screening process without detection. 
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The panel discussed the extent to which red teamers could truly be expected to act the part. There was 

concern that it niight not be reasonable to expect red team members to be able to simulate terrorist 

behavior or to portray specific emotions. Responses to this question focused on the extensive array of 

research in social psychology and sociology that documents the precedent for the use of confederates in 

studies where information is concea.led or withheld from others. In addition, it was pointed out that 

even 1n the case of fraudulent document detection, red teamers, by definition, must lie about their trip 

stories, and respond with lies when answering questions. These lies are real. Thus, there may be logic 

to support the idea that an authentic signature would be present and detectable. On the other hand, 

past research has found that there are individual differences in human abilities to conceal emotions, 

with individuals high in self-monitoring (Snyder, 1974) better able to conceal their emotions than 

individuals low in self-monitoring (Friedman & Miller-Herringer, 1991). Since it is vital that reliable 

signatures be available for the test, panel members stressed the importance of suitable confederate 

recruitment and careful developn1ent of the study protocol. 

Study Protocol 

A full study protocol was not developed by the review panel at thi~ time. Most panel rnernbers felt that 

the experimental design for Study 2 was sufficiently con1plex that the group would need additional time 

to work through the many issues that were likely to arise. Instead, panel members decided to describe 

as n1uch of the discussion as possible in the review panel report, while recommending that a group of 

subject matter e>cperts be convened to continue working on the red team study design in the near 

future (Recommendation #18). 

In terms of the red team protocol, it was generally envisioned that confederates would be recruited 

from outside of lSA, and randomly assigned to one of a couple of different groups. Some would be 

assigned to a control group (would be asked to carry nothing), some would be assigned to a group that 

was instructed to sn1uggle items, and others would be assigned to a group that would carry problem 

documents. The panel anticipated that the manipulation of the documents would be relatively easy to 

accomplish. The manipulation of behaviors was felt to be the larger challenge, but importance was 

pl<iced on resi~ting the urge to train actors lo behave in certain ways. Add1l1onally, 1t was noted that 

there might be some value in assigning actors to carry problem documents. but also leaving them 

unaware that the documents were problematic Members of this group would be told that they were 

assigned to the ''innocent" group. 

As with Field Experiment 1, panel members recomn1ended that research confederates be randomly 

assigned to qlJeue type.28 Under this design, the effectiveness of A~sessor is determined by comparing 

th;;> rate at which the Assessor correctly identifies confederates to the rate at which the standard TDC 

correctly identifies them. The panel expects that the standard TDC will be likely to detect some of the 

' 0 Since the experimental arid control queues n1ust be operating under the proposed design, Field Exprrirnrnt 2 would be 11101\ 

Efficitmtly adm1n1>tered 1f it Wil> conducted concurrently with Field Experiment 1 
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threats seeded into documents, so smaller differences n1ight be observed between the TDC and 

Assessor groups than would be expected with other indicators. The Assessor group is expected to 

detect higher rates of concealed iten1s, behavioral signs, and inconsistencies than the TDC group. 

Location and Implementation Procedures 

The red learn approach as currently conceived doe~ not require a rnodification to the layout of Assessor 

ar.d non~Assessor queues. The only important factor is that research confederates be randomly assigned 

to an Assessor queue or non~Assessor queue For this reason, the Study 2 protocol could be 

implemented in a setting where Assessor 1s already 1n place, such as Boston or Detroit. This would 

prevent the need to train an entire airport location in Assessor just for the purpose of the second study. 

Alternatively, the panel suggested that the red team study could be operated concurrently with the 

operational study; however, a small pilot in one airport was suggested as a starting point. 

As with Field Experiment 1, in order to ensure the integrity of the experimental manipulation (Le., the 

implementation of Assessor) it is critical that steps be taken to monitor compliance with the Assessor 

protocol. If Assessors are not following the protocol in a consistent rnanner, then the apparent lack of 

an effect could be due to Assessor not being effective, or to TSOs not adhering to performance 

expectations. The same approach taken to monitor compliance in Study 1 is also recommended for 

Study 2. As described above, supervisors and/or confederates should periodically observe TSOs to 

ensure TSOs are administering Assessor appropriately and effectively. If confederates are used to 

monitor compliance with the Assessor protocol, these individuals should not also serve as red team 

research con federates. In fa ct it rn='~Y ~b~e,,.,.1 m,,,,po~r-'~'~n t,,,,-to;_l_im--it_t~h~e_n_u_m;_b~e_r _o~f_o~b~s~e_rv_e~r~s~(~c~o~m~p-1 '~'-n~ce, 
monitors or otherwise) altogether. (bJ(3l 49 us c § 114(rJ 

program signage and staffing issues were not discussed, but are likely to be important to consider. 

Duration of Study 

In terrns of the duration of the experirnent, the panel anticipated that 1t would take place over the 

course of approximately two months. Theoretically, the study only needs to last long enough to send a 

sufficient number of confederates (approximately 60, assuming 2 groups) through the queues. 

However, if all red teJm members were sent through during a one-week period, and a significant 

number were detected, it would be <"lpparent to TSOs that an unusual number of passengers with false 

docun1ents (for example) were attempting to traverse security. As such, the red team members would 

need to be sufficiently spaced out so as not to make the observation obvious to the TSOs (and BDOs if 

SP-OT is in operation). The panel discussed sending one confederate through every three to four days. 

However, if there are existing TSA guidelines on red teaming, panel members suggested deferring to 

"'Personal conversation with a BOO 
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such guidelines for the frequency and procedural details. If 60 red team attempts are made, and they 

are spaced out by a few days between each attempt, the study could take at least six months to carry 

out in one airport. If several airports are used, then time to completion can be reduced, but the scale of 

the study then becomes larger. lhe panel felt that a smaller pilot study would be preferable as a first 

step. Ultimately, however, the costs and benefits of various study choices would need to be weighed. 

Statistical Analysis 

In terms of the statistical analysis, the approach to analyzing Study 2 should look fairly similar to Study 1. 

Specifically, it is antrcipated that the data would be reported in a contingency table (2 x 2 table) format 

arrd a Fisher-Irwin Exact Test of the association between queue type (Assessor or non-Assessor) and 

disposition (Red Team Member Flagged versus Not Flagged) would be conducted. Because the panel 

recommended that the experiment be seeded with both threats and non-threats, a full 4 x 4 

classification matrix can be used in the assessment (Recommendation #19). 

It may be useful to note that Fisher's exact test assumes that the row and column totals are fixed. In 

rnost experirnents, row and column totals are free to vary. Red teaming exercrses require that the 

marginals of the classification matrix re1nain fixed, creating a situation where sa1npling error simply does 

not apply; all of the population parameters are understood a priori. Consequently, it was not 

completely clear that a statistical approach would be warranted. However, since one will still be 

interested in understanding the extent to which the patterns generated could have been generated by 

chance, the context may be nearly ideal for the application of Fisher·lrwin's Exact test In practice, 

thol1gh, a larger number of cast.•s may make the chi-square res\Jlts indisting\Jishable from the exact test, 

negating the need for the exact test. To the extent that additional groups are examined or other 

comparisons made, additional statistical tests or analytic approaches may need to be considered, 

Benefits and U1nitations of Study 2 

All prior work (the SPOT Validation Study and the Bo~ton and Detroit Proofs·of·Concept) t1a~ been 

limited by the extremely low base rate of illicit activity. The pr1n1ary purpose of the red team Stl1dy is to 

address the low base rate iSs\Je thro\Jgh an alternative method of analysis. Using this approach, 

evaluators r.an control the base rate of illicit activity allowing a precise calculation of true and false 

positive rates. It sho\Jld be noted, however, that while precise true and false positive rates can be now 

be calculated, these data cannot establish validity. By serving as an alternative method of analysis, 

important insights can nevertheless be gained. In this regard, Study '2 may identify previously unknown 

strengths and weaknesses of the Assessor protocol, as well as highlight instances of unanticipated 

effects or other bias. To the extent that different threat signatures with overlapping indicators can be 

inserted into the study, the study may also be able to address the reliability of specific indicators. At a 

high level, the study may indeed support an assessment of the Assessor protocol from an adversary's 

point of view, and lead to the development of a more robust security protocol. 
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Despite its n1any advantages, the proposed red teatTiing exercise should be viewed as exploratory­

perhaps even as a proof·of·concept-and as a complement to the Operational analysis proposed as 

Study L The red teaming study evaluates the Assessor protocol in the context of exper1n)entally 
manipulated behaviors. It is not clear how well the results of the study can be generalized from the 

unique experimental setting to the required operational setting. There are many current unknowns 

associated with Study 2; consequently, 1t will be important to take the time to thoroughly vet the 

protocol finally chosen. The quality of the information obtained from Study 2 will be highly dependent 

on the quality and experience of the team, and the approach taken. 

6.3 A SUMMARY OF REVIEW PANEL RECOMMENDATIONS 

The Independent Review Panel m<.1de nineteen recommendations with regard to two new field 

experiments. Recommendations primarily covered topics relating to the design of the study and the 

analysis of data produced by the study. Recornmendat1ons are surnmariled below. 

Study 1 Recommendations 

1. The Independent Review Panel recommends that interpretations of the effectiveness data 

collected in the Boston ar;d Detroit Proofs-of-Concept be rnade very cautiously {observed 

differences n1ight not be due to Assessor), and that future designs attempt to resolve 

confounding factors. 

2. The review panel recommends a study design that compares targeting results for two groups: 

{1) Standard TSOs serving as the travel document checker (TDC) (Control Group), and (2) 

Standard TSOs trained in Assessor serving as the TDC (Experimental Group). 

3. The review panel recommends that TSOs be randomly assigned to each group (Experimental 

and Control groups). 

4. It is recommended that the requirement for Assessor cert1ficat1on be eliminated in future 

studies. It would be valuable to still conduct the Assessor :skill a:sses:sment, but the scores 

should simply be recorded and made available for analysis, not used for selection. Compliance 

monitors should remain blind as to Assessor test results. 

5. The panel recommends that additional skill assessments be provided to both groups of TSOs 

(Assessor-trained and non-trained) subsequent to-and possibly prior to-tr<1ining for later 

analyses of performance. 

6. The review panel recommends that (1) all data collection instrurnents be tailored to each 

officer's role in the experiment, and (2) all officers undergo in-depth training on data collection 
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and submission procedures. It is especially important to n1ake sure that officers understand 

how to docun1ent outcome measures through the use of structured database fields. 

7. In order to further reduce the risk of study confounds, the panel would prefer that SPOT not 

operate during the same time frame that an Assessor evaluation is running. 

8. The review panel recommends that passengers be randomly assigned to treatment and control 

queues. 

9. To the extent that staffing can be increased to account for the lengthier cycle times associated 

with the Assessor group, panel members recommend random allocation as the method to be 

used for ensuring passenger randomiiation. A gate~keeper will need to be employed wrth the 

random allocation method to ensure the protocol is adrninistered appropriately. However, it 

will also be important to have a third party monitor randomization rate-; to ensure that they 

remain constant and that they produce expected passenger counts and distributions 

10 The panel recommends that to be included in the study, an airport must meet one of two 

criteria: (1) it must have a checkpoint configur.;ition where .;i one-to-one relationship exists 

between the checkpoint and its sterile area, or (2) the study must be implemented at all of the 

checkpoints leading to a given sterile area. 

11. To ensure the integrity of the implementation of the experiment, the review panel noted the 

criticality of making sure that steps are taken to monitor conipliance with the Assessor protocol. 

12. The panel recommends that each outcome measure proposed should be considered and 

justified in terms of the following criteria: (1) the measure should demonstrate a reasonable 

"intent" to smuggle or deceive; (2) the infraction should be judged suff1c1ently serious, (3) the 

outcome should be attributable to the program under study, (4) the outcome should reflect a 

confirmed finding, and (S) the outcome should reflect multiple refined definitions of fraudulent 

documents 

13. The panel recommends that to the extent possible, TSA should utilize a broad array of metrics 

(at least the PPV, the estimated TPR, the estimated FPR, OR, and Referral Rate) and a range of 

assumptions (at least consider differences in the base threat rate, rates of misclassification. and 

definitional differences) to evaluate the performance of the targeting protocol, keeping in mind 

the lirnitations preser;ted by the Base Rate data. 

14. The panel recommends that in the absence of an appropriately structured CM program, TSA 

consider the utility and cost of implementing a risk-stratified probability sample to appropriately 

estimate baseline threat rates. 
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15. The panel stressed the importance of making certain that secondary screening referrals only 

reflect reasonably suspicious passengers. Referral rates should not be altered to increase 

sample sizes, 

Study 2 Rccommend<itions 

16. A covert or "red team" approach-wherein confederates attempt to pass through security 

undetected-is recommended by the review panel as a supplementary study. 

17, The panel recommended the use of actors not affiliated with TSA or the airport in the red team 

study. 

18. The panel acknowledged the complexity of designing the red team study appropriately, and 

recommended that a group of subject matter experts be convened to continue working on the 

red tearn study design in the near future 

19 The panel recommended that the red team experiment be seeded with both threats and non" 

threats to allow for analysis of the full 4 x 4 classification matrix. 
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APPENDIX A: ACRONYMS AND ABBREVIATIONS 

I= " 
AIT 

ANOVA 

APA 

BDAD 

BOO 

BOS 

CONOPS 

CBP 

DCL 

DHSS&T 

DTW 

ETD 

FAM 

FTD 

HRP 

ICAO 

ID 

ISDS 

JFK 

LEO 

NCIC 

NDF 

OJT 

PASS 

PMIS 

Poe 

QUAD•S 

RBS 

SME 

Table 10-List of Acronyms and Abbreviations used in the Report 

Advanced Imaging Technology 

Analysis of Variance 

Aviation Passenger Assessor 

Behavior Detection and Analysis Division 

Behavior Detection Officer 

Boston Logan International Airport 

Concept of Operations 

Customs and Border Patrol 

Data Collection Lead 

Department of Homeland Security Science and Technology 

Detroit Metropolitan Wayne County Airport 

Explosives Trace Detection 

Federal Air Marshal 

Fraudulent Travel Document 

High~Risk Passengers 

International Civil Aviation Organization 

Identification 

International Security Defense Systems 

John F. Kennedy International Airport 

Law Enforcement Officer 

National Crime Information Center 

Nation.oil Deployn1ent Forte 

On-the-Job Training 

Passenger Assessment Screening System 

Performance Measurement Information System 

Proof,of,Concept 

Secondary Security Screening Selection 

Risk-Based Security 

Subject Matter Expert 
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SOP 

SPOT 

SPll 

ssss 
STSO 

TDC 

TSA 

TSI 

TSM 

TSO 
WTMD 

Standard Operating Procedures 

Screening of Passengers by Observation Techniques 

Serious Prohibited or Illegal Items 

Secondary Security Screening Selection 

Supervisory Transportation Security Officer 

Travel Document Checker 

Transportation Security Administration 

Transportation Security Inspector 

Tran$portation Security Manager 

Transportation Security Officer 
Walk Through Metal Detector 
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APPENDIX B: POTENTIAL AIRPORTS FOR A FUTURE STUDY 

Airport throughput data were available for the 43 airports represented in the FY2010 Base Rate Study. 

These data were used to examine an airport's potential for inclusion in a future Assessor evaluation 

study. Data were collected from the 43 airports between December 1, 2009 and October 31, 2010. The 

al)alysis assumed a passenger sample size of 800,000 and a 3 to 6 month study completion constraint 

Table 12-Daily Passenger Throughput and Number of Checkpoints for 18 Airports Meeting 

Volume and Data Consistency Requirements 

[Numbers in brackets express the 95% confidence interval] 

Baltimore·Washington BWI 5 26,508 [25,891, 27,125] 

International 

Logan International BOS 11 43,378 [42,614, 44,141] 

Butbank~Glendale Pasadena 6UR 2 6,780 [6,662, 6,8971 

Cincinnati/Northern Kentucky CVG 3 7,312 [7,187, 7,4381 
International 

Denver International OEN 3 38,559 [37,892, 39,226] 

Detroit Metro Wayne County DTW 7 25,249 [24,847, 25,651] 

Honolulu International HNL 6 21,119 [20,875, 21,363] 

Houston Hobby HOU 1 9,478 [9,281, 9,6751 

Memphis International MEM 4 6,259 [6,148, 6,3701 

Newark International EWR 9 43,848 [43,184, 44,513] 

Metropolitan Oakland OAK 2 14,395 [14,114, 14,676] 
International 
Orlando International MCO 4 49,866 [49,179, 50,553] 

Philadelphia International PHL 7 32,063 [31,417, 32,708] 

Phoenix Sky Harbor PHX 7 37,349 [36,746, 37,9521 
International 

Portland International POX 3 16,650 [16,328, 16,972] 

San Antonio International SAT 2 l0,941[10,749,11,1321 

San Diego Intl-Lindbergh Field SAN 6 23,875 [23,471, 24,279) 

Tampa International TPA 4 24,543 [24,144, 24,9421 

WARNIN ' I ""~l!(urity lnlormallon that 1~ i:ontrolled under 49 C.F.R. Part~ 15 and lS 

31 [30, 31] 

19 [19, 19] 

119 [116, 1211 

110 [108, 112] 

21 [21, 22) 

32 [32, 33] 

38 [38, 39] 
85 [83, 87] 

128 [126, 1311 

19 [18, 19] 

56 [SS, 57] 

17 [16, 17] 

25 [25, 26] 

22 [22, 22] 

49 [48, 49) 

74 [72, 75) 

34 [33, 35] 

33 [33, 34) 
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While 25 of the 43 airports reported passenger throughput for at least 300 of the 335 available days, 20 

of the 25 consistently reported passenger throughput for at least 300 of the 335 available days at each 

checkpoint as well. Of the 20 airports with consistent checkpoint data, 18 have enough passenger 

th rough put between the core hours of operation {Sam to 9pm) to achieve the 800,000 passenger mark 

within a 6 month timeframe. The airports that met both the volume and data consistency requirements 

are listed in Table 11 above. It is important to note, however, that to be eligible for inclusion, airports 

must also have at least one available checkpoint where a one-to-one relationship exists between the 

checkpoint and its sterile area-or enough staff need to be available to run the study simultaneously at 

all checkpoints feeding the common sterile area. Hence, this list may be reduced upon further review. 

Additional checkpoint information is provided in Table 12. 

Table 12-Checkpoint Information on the 18 Potential Airports 

Airport Name I A~~:.rt 
Baltimore-Washington International BWI Pier A 

Pit:".'r B 
Pier C 
Pier D 
Pier E 

Logan International BOS Al 
Bl 
B2 
BS 
66 
B7 Passenger (Air Canada) 

Cl 
C2 
CJ 
El 
E2 

Burbank-Glendale-Pasadena BUR BURDI 
BUR02 

Cincinnati/Northern Kentucky International CVG FIS 
T2·MCP 
TJ-MCP 

Denver International DEN A Bridge 
North 
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Airport Name Ag::ert I Checkpoint 

___________ J ___ _ 
Detroit Metro Wayne County 

Honolulu International 

Houston Hobby 

Memphis International 

Newark International 

Metropolitan Oakland International 

Orlando International 

Philadelphia International 

Phoenix Sky Harbor International 

DTW 

HNL 

HOU 
MEM 

EWR 

OAK 

MCO 

PHL 

PHX 

South 

Blue-1 
Blue-2 

Red 1 
Red 2 
Red 3 
Red S 
Red 6 
Checkpoint l 
COMMUTER TERMINAL 
CPT 2 
HNL03 
HNL04 
HNL05 

CENTRAL 
lnt'I Arrivals 
MEM-A 
MEM-B 
MEMC 
Terminal A/1 
Terminal A/2 
Terminal A/3 
Terminal B/1 

Terminal B/2 
Terminal B/3 

Terminal C/1 
Terminal C/2 

Terminal C/3 

TERM! 
TERM2 
EAST Checkpoint 
EASTFIS 
WEST Checkpoint 
WEST FIS 

A East 
A West Sec 5 
A West Sec l 
Checkpoint B 
Checkpoint C 
Checkpoint D\E 
Checkpoint F 
--- -------

T-2 
T-3 North 
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Airport Name Ag::ert I Checkpoint 

T ·3 South 
T-4A 
T ·4 B 
T-4 C 
T-4 D 

Portland International PDX PDX A/B/C 
PDX D/E 
PDXFIS 

San Antonio International SAT SATO! 
SAT02 

San Diego Intl-Lindbergh Field SAN Checkpoint 1 

Checkpoint 2 
Checkpoint 3 

Checkpoint 5 
Checkpoint 6 

Commuter 

Tampa International TPA TPAA 
TPA C 
TPA E 
TPA F 

'er •· 's i' 'o'o atis 'HI! 

n$ltivli' ~l!(urity lnlormallon that 1~ i:ontrolled under 49 C.F.R. Part~ 15 and 1520 
rnav be dtsdosed to person~ without a 'nee t e written perrnis~lon of the 
adminl>tr~tor of the Tran5 ortat e ecretary of Trar11p result in civil 

or U.~. Go11ernmen1 Agencies, Publk d!Sd(lsure Is gl)llerried by S U.5.C. 552 and 49 C.f.R. Parts 15 and 15 



TSA 15-00014 - 010039

IC- 1 

APPENDIX CEKROKI NO II.QUINCI SPICllllLl INDEPENDENT REVIEW PANEL 

MEMBERS 

Dr. Kevin Bradley: Dr. Kevin Bradley is a Senior Scientist at the Human Resources Research Organization 

(HumRRO). His expertise is in the area of test development and validation. His primary areas of research 

ar.d experience are in the development, administration, and maintenance of job knowledge tests; the 

implementation of Job analysis and competency modeling projects; and the validation of personality 

tests and structured interviews for making employee selection and promotion decisions_ In addition, he 

has extensive experience managing complex databases and utilizing various statistical analysis 

techniques. He has conducted and presented research in job analysis and the use of structured 

interviews and personality inventories in employment decision~making, and the impact of faking on the 

psychometric properties of personality inventories. He earned his master's degree from Rensselaer 

Polytechnic Institute and his Ph.D. from Virginia Tech. 

Or. Karen Carver: Dr. Karen Carver is an independent statistical consultant and systems analyst with 

over 20 years of experience supporting government and commercial clients with statistical requirements 

on high~performance, mission~crit1cal systems. Dr. Carver is a demographer by training, completing an 

NICHD·funded post·doctoral research fellowship at the Carolina Population Center {CPC) of the 

University of North Carolina (UNC) Chapel Hill. She has held several academic positions, including 

positions at the Washington State University and the Population Research Institute (PRI) at the 

Pennsylvania State University. Much of her work has focused on the development of statistical 

approaches to risk·assessment in security·related contexts, with services provided to the New York 

Steck Exchange (NYSE), the Department of Homeland Security (DHS), the United States Agency for 

International Developrnent (USAID), the Naval Research Laboratory (NRL), the Defense Advanced 

Research Projects Agency (DAR?A), the Transportation Security Administration (TSA), and Customs and 

Border Protection (CBP), among others. 

Dr. Cheryl Hendrickson: Dr, Cheryl Hendrickson is a Principal Research Scientist at the American 

Institutes for Research (AIR). She provides human capital consulting services to clients in the areas of 
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job and occupational analyses, competency modeling, test development and validation, performance 

management, organizational surveys, workflow analysis, and training needs assessment and evaluation. 

Dr. Hendrickson is currently leading a large-scale, criterion-related validation study for DHS and NRL for 

the purposes of improving the hiring system for a specialized, security-related job. Dr. Hendrickson is 

also currently conducting competency modeling work for a Department of Defense agency, and 

conducting a strategic job analysis and training needs assessment for the Federal Aviation 

Administration. The goal of the work is to identify the job and training requirements for the job of air 

traffic controller in the year 2018. Dr. Hendrickson is a member of the American Psychological 

Association (APA), the Society for Industrial and Organizational Psychology {SIOP), the Human Factors 

ar.d Ergonomics Society {HFES), and the Personnel Testing Council of Metropolitan Washington 

(PTC/MW). She received her Ph.D. in Industrial and Organizational Psychology from the University of 

Nebraska. 

Dr. Kathleen Kiernan: Dr. Kathleen Kiernan is a 29-year veteran of Federal Law Enforcement and is the 

CEO of an international consulting flrn1 that supports federal and civil clients. She serves as a Senior 

Fellow at the George Washington University Homeland Security Policy Institute, and as the Director of 

Intelligence Analysis Programs at Johns Hopkins University. She currently chairs the National Board of 

Directors of the lnfraGard National Members Alliance, an FBl,affiliated public,private partnership 

representing over 26,000 nationwide members whose mission is infrastructure protection. Dr. Kiernan 

previously served as the Assistant Director for the Office of Strategic Intelligence and Information for the 

Bureau of Alcohol, Tobacco, Firearms, and Explosives. She is a senior member on the International 

Association of Chiefs of Police (IACP) Terrorism subcommittee, an Intelligence Fellow (2001) ond 

graduate of the FBl's National Executive Institute, and a graduate of DNI'$ SHARP Program. She has 

presented training on Critical Incident Management and Explosives response protocol on a worldwide 

basis, and is currently serving as a special advisor to the Director of the Combating Terrorism Task Force 

within the Department of Defense. 

Or. Richard Legault: Dr. Richard Legault is the Program Manager for Social and Behavioral Modeling in 

the Human Factors I Behavioral Sciences Division of the Science & Technology Directorate at the U.S. 

Department of Homeland Security. Prior to this position, he was an associate research scientist and co~ 

director of the Terrorism and Preparedness Data Resource Center (TPDRC), Empirical Analysis of 
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Improvised Explosive Devices Project, and a statistical and methodological advisor for a number of other 

projects at the National Consortium for the Study of Terrorism and Responses to Terrorism (START) at 

the University of Maryland. Dr. Legault has published several scientific research articles, book chapters, 

ar.d reports as well as one book on a range of issues addressing quantitative analyses of social science 

data including terrorism, survey analysis, policy evaluation, data usage .and measurement, and violence-

reduction strategies. 

Dr'. Christian Meissner: Dr. Christian Meissner is the Program Director for Law and Social Sciences at the 

National Science Foundation, and an Associate Professor of Psychology at the University of Texas at El 

Paso. Dr. Meissner's research examines the social and cognitive psychological processes that underlie 

the interviewing of individuals in forensic settings, including: (1) factors that influence eyewitness 

memory and lineup identification; (2) the detection of deception 1n forensic interviews; and (3) 

techniques employed in the interrogation of suspects and other non-cooperative individuals that lead to 

confessions. He is interested in understanding how best to apply basic theory in social and cognitive 

psychology to develop Interview protocols and Identification methods that will Improve the diagnostic 

value of information obtained by law enforcement and 1ntell1gence personnel. 

Elizabeth Sparano: Elizabeth Sparano is an Engineering Research Psychologist at the US Naval Research 

Laboratory. Currently she is the Principal Investigator on the Person Borne Improvised Explosive Device 

Indicators study, aimed at developing a scientifically grounded list of pre-incident behavioral indicators 

of suicide attacks that can be used by Governn1ent-employed security personnel to identify potentially 

"high-risk'' individuals. Additionally, she is working with various performers on deception detection 

models and simulation efforts, as well as a behavior detection course for government clients. Elizabeth 

is certified in the Facial Action Coding System and has extensive experience working with and analyzing 

Action Units, particularly related to deception. Prior to her work at the Naval Research Laboratory, Ms. 

Sparano worked as a human factors analyst, writing profiles for a federal client, In addition to 

conducting classified research and analysis for numerous government agencies. Ms. Sparano has a 

concentrated educational background including B.S. in Psychology and Criminal Ju5tice from Baldwin-

Wallace College and an M.A. in Forensic Psychology from Marymount University. 

WAR tiv'-' ~l!~urity lnform<1llQn th~t 1~ i:ontrolled under 49 C.F.R. Part~ 15 and 1S2Cl 
may be d+stloscd to person~ without a "nee o t e written permission of thl! 
administrator of thf lran~ '-' $fcretary of Tr~n <l may result In civil 

on. ~or U.~. Government Agencies, Public dlsd(lsure Is governed by S U.S.C. 552 and 49 C.f.R, Parl115 an 



TSA 15-00014 - 010042

I' 4 

Or. Amber Story: Dr. An1ber Story currently serves as the Deputy Director of the Division of Behavioral 

ar.d Cognitive Sciences (BCS) at the National Science Foundation (NSF). Prior to this position, she served 

for six years as the director of NS~'s social psychology program. Dr. Story received her Ph.D. in social 

psychology from Cornell University and held several academic positions before joining NSF. 

Dr. Ruth P. Willis: Dr. Ruth P. Willis is the Head of the Adversarial Modeling and Exploitation Office 

within the Information Technology Division of the Naval Research Laboratory (NRL), Washington, O.C. 

She is responsible for formulating scientific goal5 for adversarial modeling and collaborating with a 

community of interest to conduct long·range research. Dr Willis holds a Doctorate 1n 

Industrial/Organizational Psychology from the University of South Florida with a concentration in 

selection and performance appraisal. Previous assignments Include Technical Lead for the Human 

Behavior Representation Program at the Defense Modeling and Sin1ulation Office, Evaluation Team Lead 

for the Synthetic Theater of War-Europe, Principal Investigator for Distributed Teamwork. She is on the 

editorial board for the Journal of Defense Simulation, a previous Chair of the computer Generated 

Forces and Behavior Representation Conference (1999·2001), the U.S. representative on multiple NATO 

ar.d TTCP teams focusing on human behavior issues, and a US Patent holder. Awards include 

Department of the Navy Top Scientist for 2006, the Office of the Secretary of Defense Award for 

Excellence, Meritorious Unit Citation in support of NGA's Human Terrain and Socio-Cultural Dynamics 

lnFtiat1ves, as well as an NRL Award of Group Merit for the Clearwater/TINA program. 
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