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Production Support Analysis and Production Central Tasks and
Modernisation

= Situation Center (BND) « HUMINT + Security

* Foreign Affairs * Proliferation * IT Support
* SIGINT Directorate * Terrorism « Technical R& D

« OSINT / IMINT « Administration
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Legal Issues

Abteilung Technische Aufklarung

SIGINT Directorate

SIGINT

Admin. Support

Collection

= Strategic Collection
* Mobile Collection
* Warranted Interception

 Project Support

Analysis

* Language Support
* Selection & Tasking
* IT Service and Support

« Analysis / Production

Cryptanalysis

* Cryptanalysis
« Signal Analysis
* IT Support

* Projects

Cyber
Intelligence

* Production
= Cyber Technology

* Cyber Operations
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Abteilung Technische Aufklarung

SIGINT Directorate / Branches
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Cyber Intelligence

Cryptanalysis
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Production Technology Dperation

T4YA
Administrative Support

T4AA T4BA T4CA
\—— Al Source Analysis CND Softwareanalysis T HUMINT CND
' Liaison NCAZ Reversa Engineering
T4AB
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Law, Software Development
SSCD
T4BC T4CC
IT-Service Insourcing
T4ED
———  Web-Fora-Operation
SIGINT-Synergy

1 SECRET 07.03.2013



Dol

Co-operation Model for Germany
BSI

Modus operandi,

new exploits, |dentify victims,
C&C / botnets, assess impact
hop points,

SSCD

BND Attribution, discover new BfV
actors, doctrine
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