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High-Speed Internet Processing

Bulk events key to SIGINT success on Internet

Event types that are valuable for Intelligence change (quickly)
— 2000 SMTP/POP3
2001 Webmail s

2007 vBulletin =
2008 Social Networks,...,? —
- =

GCHQ's Applied Research are pioneering ways of dealing with this:
— Presence Events (TDI)

— Very large scale high speed flat file storage to bulk store TDls

— Just enough data marts




|IP Packet Information

* Many possible types of information

* Many techniques available i

e HTTP Get requests dominate cuttingieésige
techniques =

e To get Intelligence value Information must
_relate to a person or device... a TDI _
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Fundamental atom of the Internet age.
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Target Detection Identifiers

DEFINITION

— TDls are definite indicators of presence, that are unique and persistent
for a user/machine.

Built on the familiar

— Telephony +44 — international phone code
— Signalling tells us this phone user is ‘onling’

_i
Target Detection Identifiers =
— Started with the Internet, mobile networks too.

TDl is a ‘SIGINT standardised code’.

Not a standard managed by the ITU/ETSI.

Extraction from packets much more complex.




TDI sources
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Target Detection ldentifiers

70 distinct TDI types discovered.
2500 TDls/sec (GET, de-duplicated)
=> 200 Million per day per 10Gbps
De-dupe rate ???

Cost — 250 hours per TDI

Automated discovery prototype
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Bl GET data

Report is for the T-day penod from 04,/10/08 (16:20) to 11/10,/08 (16:20)

A cross-subnet threshold of £ 10% has baen applied S ECRET

& maan user transmissian threshold of & 10 has bean applad.

Putative selectors hoop: /), photoss, images/, tilea/ are blacklisted from this plot.

Click B to zart by 3 given colume

Technology n e WY S TR -2

H Domain M Condsar M ;@_:ﬁﬂ H Example vabs 1T ﬁr: o ﬁjﬁ: i) 7} ?:\::i-, RS M .:{:?::wr‘im
facabook Cockia datr= a8 &671 12.98 3.51
racebook Copkia o_uEar= a 651 iz.09 3,51
facebook Cookia utmz= 7 609 12.14 4.25
facebook Copkia utma= 7 10 12,44 3,56
facebook Cockia usar= 7 &bl 12.37 374
facebook Copkig -] Lo 10,38 4,97
reEuters Cookie =] 324 1087 D.24
facabinnk Cogkia -] 33 1863 B.18
liwe Cockia 7 EES 10481 324
rauters Copkia -] 3z 21,59 0,45
google URL 7 a1l 15.02 £481
rauters Cookaa & 3 16383 0.39
yahao Copkia e an? 10,76 276
yahao Cockie =] 30 10,680 T.79
woLaony Cookia 5 260 24,90 196
youponm Cookia 5 282 24.23 L.&5
WOLEONT Copkia 5 281 22,92 4,60
reuters Cockie -] 2T 16.22 D.48
WO Cookia 5 277 24,40 1692
vahao LRL r 277 31.1e B.99
beba Cogkia * 275 2719 .06
google Cookia ) o] 16485 Ta1
google Cookia T 271 16,80 373
google Copkia 7 2T 1r.o7 B.57
beba Cookia T 263 2718 2.21
beba Copkia & 268 2r.67 .24
yahao Cockie 4 264 TE.AL =.00
gongle Conkia & 264 39,35 3,82
yahao Cockia 3 2E3 14.24 2.54
yieldmanages Cookie 0 251 66,03 1.01
neuters Cockie =] 242 14.24 O.48
yahao Rafarer 4 242 17.85 7.19
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TDI Applications

Bulk store of all TDIs seen in last 6 months [MUTANT BROTH]

Bulk store TDI correlations (6 months) [AUTO ASSOC]

Bulk store TDI <-> website correlations (6 months) [KARMASRSLICE]
Bulk store TDI vBulletin activity [INFINITE MONKEYS] =

Bulk store TDI Social Networking Site activity [SOCIAL ANIé}
Bulk store web search requests [MEMORY HOLE]

Bulk store Google Earth requests [MARBLED GECKO]
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SECRET

IUTANT BROTH

Tidernifer Searth IF Adrress Search *pevene] Sesrch

Welcome

Logged in n-ll quenas logged for audit

Catabase currenty contains identifiers from the period Tue Dec 25 16:26:40 2007 o Fri Jun 20 22:13:19 2008 |18.41 billlon rows of as 07-1UN-0&),
Warning: data for period{s)

= FriJun 20 22:13:21 2008 - Tue Jun 24 09:33:20 2008
is loaded, but enthly unavailable for guery due to index [ Iding v rest of the database can be gquernied as usual during the rebuild

Search for ldentifiers

= Il allow wildcards Is ticked, = and  are mult-character (babt) and single-charactar (b bihatnail.con) wildcards,

+ Queries are always case-sensitive (bobotnail.cos * BCBEDoTRall, con ¥ BORAHOTMALL.COM), There is an option to automatically convert to lowercase.
= For bulk quernes, paste in a listof identfiers separated by newlines (ona per lne).

+ You can enber & minimum /maximum date for the search: default iz to search all avallable selactors

MIRAKDA 20135

ac |1
Furposa NS j
Reason |cema
F Allow wildesrds Exerube
¥ Canvert to lowercase belore searching

Matching |dentifiers

The fallowing identifiars hava been found in the MUTANT BROTH databasa.
Salart those that mateh your margans) o generabe a summary of @mrget actviky.

TOT value
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SECRET

UTANT BROTH

Teksrfuer Saarch 1P Addrass Search tmmeaned] Seandhy

Welcome

Logged in as-all quaries logged for audit,

Catabasa currenty contains identifiers from the period Tue Dec 25 16:26:40 2007 to Fri Jun 20 22:13:19 2008 (1841 billlan rows of as 07-JUN-08).

Pl
et 1or wendd { 18,41 billion rows of as 07-JUN-08). ‘

« If allow wildcards |d . - — — —

T
* Quaries are always cese-sansitive (sobdbstneil.con # popfhoteail oo # poalucmrmIn.cod), Thare is an option to automatically convert to lowercase,
= Far bulk queries, peste in & list of identifiers separated by newlines (one per line).
« You can entar @ minimumy/maximum date for the search: default 5 to search all available selectors

MIRANDA [20135

e i
Purpose NS E
Reason |damn
= allow wildeards Exetile
F Convart to lowercasa bafore searching #
Matching Identifiers

The follawing identliers have baan found in the MUTANT BROTH dambase.
Select thase that match your target{s) to genemte a summary of arget ackivity,

TV iype TEH value
T Chat-MS-Megsanger e
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Save as CSV SECRET

Date Time Source [P HHFF Source IF Gag :_['yi';u_r.‘“.'er Idantifiar Valua Lasen
’ [
17/05/2008 17:08;44 Ede32bb0 41,02;28.06;ISTANBUL; TR; SMMM His-Email-Cooki« [ Rotmail com

1770 W H E N 6de32bb0 41.0 WH E RE gl HI5-Emfli|-Cookl e 1 W H O

ede3zbbo 41.9022,-87.6726;cricacousis] W HAT h'hotmall-wm

L7/0a/2008 16:55:21

17/06/2008 15:55:16 6de3Zbb0 41.02;28,56;1STANBUL; TR: SMMM "||.'1-E'|||.-.||-[:L.||kr-uh-:-l‘lll.ul.l.r:-nl

17/06/2008 16:54.47 6de3zbbl 41.9022;-87.6726;CHICAGO; US: SMMM Hi5-Email-Cook :-ﬂh-)Lllull COm

17/06/2008 16:52:13 GBde3zhbl 359.94;32 B6;ANKARA: TR; SHMMM Hi5- Email-Cook :'-jh-:-l mail com

15/06/2008 15:20:33

deBbdc48 33.5;36.3; DIMASHG, SY, SMLY Hi5-Email-Cookie -LiJh",'-tITIJH com




Other Bulk Event Applications

Most events that can be associated back to TDIs:
File Transfer Signature (eg proof of life videos)
Detection by Internet profile — eg ‘Dead Letter Drop'.

Yahoo webcam images

-
=
Airline reservation confirmation emails #




