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Behavior Detection Oflker Tmgcted Conversation (RTC) 
Jlroof or CoJ\CCpt (l)oC) 

T11 gain <iPJWOvnl to move forward with the Behavior Detection Officer Tnrgctcd Conversation (BTC) 
Proof of Concept (Por) which is intended to enhance behavior detection cilpabilities and to provide 
an additional layer of security to enhance 11nd strengthen ~1irport security crtectiwness at screening 
checkpoints and to mitigate potential in~idcr threats. 

Bncl<gl'ound 

The Behavior Detection & Analysis Progrmn (BDA) dcvclopcd a PoC introducing BTC to further 
cnlmncc Behavior Dett:ction Onicer (BDO) skills and C(~pubilitics. BTC, nnnlogous to the A~-;essnr 
Concept, increases BDO engagement opportunities and affords BDOs a way to develop and maintain 
pro!icicncy in areas of engagement, active listening and questioning techniques. 

•' 'I hi~ rt·runlt'OUI<lins Sl"tllilll'l' Srruril)' lnform~llnll th~l i~ rotUnllletl uutltr 49 C.F.U. Pitrl• l:"i ~n11l:"i20.Nu p!lrt <Jf I hi~ rtrurd nt.ay 
hr dl,dmtd to fMSUil~ 11lllum1 n u~r< In uuw, 111 1 ' 1 • , 

,\dmluislrllltli' of lilt Tnoll~port.llion Sr•'ltrll~· ,\tlmhlhlrnlinnur Surotnry uf rnrnsporr~Hnu. tlnaulhurittll rdrRsr muy rcmll iu ril·il 
prunUir~ ur ulhu Ht·lluu. Fur~ I,S. ( '"''frmurliltt~rlldro~, l'uhllr dbrh'1UI'f ~uwnrrtll>y !i \I,.'!,(·, S!il tuul.f'll'.I-',H. l'~rt, l!i uud 1 ~10. 
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One of the five original principles of risk based security was that behavior detection and analysis 
capabilities should be strcngdtCJLCd. To that end, the A~SC;JSOr PoC wus part of the risk based .security 
rollout at airports in Boston nnd Dett'oit. Jn July 2012, the Assessor flltt('tion was incorporated into 
Pl8yhook Ptay(s), which allowed for pH:;:-;cngcr engagement during specific !irnetfames n~ indicated 
by the scheduled Play activity. Approximately llll!IJOs at both lloston and Detroit received 
A~~l.l:s~or training. Since thit-1 tmining~ no additional personnel have beCJ11raincd in Assessnr as 
CQnccrns over tmplcmctltation and sustahunent were identified. BTC Rddrc~lle~ and oven;;mnes the 
com:ems identified wi1b the Assessor program. 

Discmsio•l 

During the pilot, BDOs will conduct ETC a$ an unprGdictablc play activity at screening checkpoints 
engaging hoth pa:5scnge,·s ~md employees, AdJ.ition(.tlly, BTC v.•ilt be conduct.;;d ut din:c.;t ac;c<.-'llS 
pt)irtts (DAP) 011 ~ rumlom cuntimwus basis to engage airpoti employees as an insider threat 
mitigationtneasure. BDOs wiH ~1sc an established list of predetermi1\ed questiows developed in 
coordination with T8A's Security Services and Asse9s1n~nt T1ivlsion to guage passt:Jngers'JWd_, 
emr')loyccs' reactions and to observe for signs of d~ception, <ts outlined Jn the SPOT SOJI. ~ 
signs of deception are observed, the BDOil will initiate a referral and CQnduct scc0ndary screening 
pl.utiuant to the SPOT SOP, The :;crce!ling mt;Jasures will be l'll':flective oflol..)ation: 

Engt1gement at the TDC: 

• Pa~sengcrs willl'eceive questions based mt document review~ travel amltq~emett.ts attd 
ncces~ible propr1i>', 

• Employ(X~s will receive questions based on employment, mute in the nirport, posse~skms and 
prohibited items. 

Direct Access Points: 
. , (b)(3)49 U S.C.§ 114(c) 

• BDOs wtll rondm.:t casual conversation 
(b)(3):49 U S.C.§ 114(t) 

The Oilice of Security Oper~;J.tions (OSO) in coordination with the Office of Security Capabilities 
lOSC), identified metrics. to v~Hdl\te and mcaSllJ'c the security cflCctiveness ofBTC. OSC has 
propu~ed the fhl\owing criteria: 

• 
• 
• 
• 

What percentage of cmployc.cs aud passc..'ngc.rs :we being ::~crccnei.l during the a~,;tivlty 
(employee exposure rate) compared to a h4lseline current ~tatus'? 
How often i~ the activity being run and what is the resource tqj'ircmcnt'/ 
Ht)W many questions arc being asked by the BlJO to assess (b)( signs of dcceptl(]n'? 
Was a referral ot.mductcd) and if so. time frame of the referr-al? 

W.arniQj:: lti\'t SrcHit)' Jnf~rnulfjM rh1t 1.~ ecmtrolled tmMr 49 C.F,It, l'arls I !I M\d 15lll.Noplll't (lflhis r~ord tUn) 
bt tli!.tlo'lltd 10 (lfr!!Qttl nJthQut n 11 !1~t (I - , '.I',R Plll"h IS llt1~1510, t~tf~l wilt1 II if llrtl1~fi lltfiHISJ!iQII ot' thr 
A.,!miui~lralur 1of tile Tl'>ln~ptll'latlou Sr«urlt:y Admtnlsh·ntlon Ol' ~t~rtUU')' o • tllorhtd nltut ni:Oy r~•nll ir1 d•·il 
pcnAlllu ill' <llhtr ~tllo~. I' or 0.8. G!l\'~ntiii~IH .tgtudu, Pu~li~ ~~~tlu~ur~ g1W~n1~~ by S IJ.fi.t. 553 ~nd ~9 t:. , , 



TSA 15-00014 - 007159

In coordin::~tion with OSC conduct the I:HC' pilot all3altirnore Washington lnlewatimml Ai•·porl 
(BWI) at both DAPs and the screet1ing che~kpoint to ti111her determine HTC's potential sccnt·ity 
effcctivcnl~ss,/ 
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