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Purpuse

To gain approval to move torward with the Behavior Detection Officer Targeted Conversation (31'CY)
Proof of Concept (PoC) which is intended o ¢nkance behavior detection capabilities and 1o provide
an additional layer of security to enhance and strenglhen airporl scewity effectiveness al screening
cheekpoints and 1o mitigate potential insider threats.

Background

The Behavior Delection & Analysis Program (BDA) developed a PoCC intreducing BTC to further
enhane Behavior Detection Officer (BDO) skills and capabilities. BTC, analogous to the Axsessor
Coneept, increases BDO engagement opportunities and affords BDOs 4 way 10 develop and maintain
proficieney in areas of ongoagement, active listening amd guestioning techinigues.
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One of the five original principles of risk based security was that behavior detection and analysis
capabilities should be strengihencd. To thal end, the Assessor PoC way part of the risk based security
rollout af airports in Baston and Detradt, {n July 2012, the Agsessor function was iugorporated into
Playbook Play(s), which allowed tor passenger engagement during specific timeframes as indicated
by the scheduled Play activity, Approximaicly 131 BDOs at both Boston and Delroil received
Ansussor training.  Since this training, no additional personnel have been trained in Assessor as
concerns over implementation and sustainment were identified. BTC addresses and overcomes the
concerns identified with the Assessor program.

Discussion

During the pitot, BDOs will conduct BTC as art unprediciable play activity at screening checkpoints
engaging hoth passengers and employees, Additionatly, BTC will be conducted at divect ageess
points {DAP) on & random continuous basis to engage airport employees as an insider threat
niitigation mwasare. BDOs wiil nse an cstablished list of predetermined guestions developed in
coordination with THA’s Security Services and Assessment Divigion to guage passengers’
employees' reactions and to observe for signs af dewptlun is outlined in the SPCT 8OP.
signs of deception are observed, the BDOs will initiate o reforral and conduel sceondary scrccmng
puarsuant 1o te SPOT SO, The screening measares will be reflective of location:

Engoagement at the TDC:

e DPassengers will receive questions based on document review, travel anangements and
aceessible propeity.

»  Erployees will receive questions based on employment, route in the airport, possessions and
prohibited items.

Direct Access Poinis:
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The Office of Security Operstions (OS0} in coordination with the Office of Security Capabilities
LOSCY, dentified metrics to validate and mcaswie the sceurtty effectiveness of BTC. O8C has
proposed the fllowing criteria:

o What prrcentage of employees and passengers are being screened dusing the activity
(employee exposure 1ate) compared to a haseling cucrent status?
How often 13 the activity being run and what is the resource requirement?
How many questions are being asked by the BDO to assess signs of deception?
»  Was 2 referral vondueted, and if vo, tme frame of the referval?
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In coordination with O8C conduct the BIC pilor at Ballimore Washington Inlernational Airporl
(BWI1) at both DAPs and the sereenting checkpoint 1o frther determine BTC's potential secuiity
effectivencss. //
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