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Bachgromnd

Stiee it ereations, PN hus continuous]y refined and evolsved vor secority approach by
wwaining the eilectisences i organizationand ellicieney ol how we achiove ol transporition
security mession, In 20120 the Department of Homeland Secority (DHS) Office of the Inspoctor
Gieneral (O1GH condueted an audit of the Visible Intermaodal Provention and Respanse (VPR
trogran. The DS O1G concluded that the cureent placement of the VIPR Program sathin
EMATS organtzational steuctore tunders the aeeney s abilice oo leveraga opetational capabiiitges,
potentially diminishing its transpartalion seeurity posture. The DEES O16 recommended 1hat
TSA desienate VIPR Program decision-making authority to one TRA headguarters office (o
ensure that overall field operations, program activity and engagentent, and oversight are

coordinated ettectively

Proprim Leadership Alignment
After pevigwing the OIG Report recammendation amd considering options for its implementation.

I'SA senior teadership concurred amd direeted the consolidanon of the operational responsibiliy
and wdministraove oversight of the VIPR Program (o the Assistint Admindstrator, OFfce of [aw
L ntoreement Federad ar Mursdul service COH T PANS Y See anched memorodgam from
Deputs Adwinistuator John Flalinskis dined March T8, 2013, Cinder this new construet, the VIPR
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Program will be wmedse the strategic purvies of the vetstant Administator for OLLFAMS, with
the consolidation of the VIPR program ofTice w be Tullv implenented by October 1. 20013

VYIPKR Progvan Office
e Joint Coordimation Center (GOCT sall continue o provide operahional guidinee and osersiyhit

for alt proposed VIPR operationg, [he 1O wall hesve the antharmy w approse operations, hised
o the maodal focus ol the TS counterterrar=nt imssion.

Update to VIPR Cuncepl ol Operations (Conpy

the VIPR Program inili;.ll_\ Fogused anwgnenting low enforgement ad security aperations in
Al mosdes of ransportation ssstentis, The current VIPR coneept of apevations, gs capiurad in the
PROZIam missdon statciiont, spectties these capabilities as lisy enloteenent, sereening, and
tspection. A the program bis s olved ieosthaerholder elationships, VIPR operations have
Toctsed on L enlorcement and sereening. 1Theretore. the VTR comeepl ol aperations is heing
upeduted G reTeer it tocts, T he s heng done i parallel sorh 35 A s muoiatse w abien
program federship into ooe alfice as reqomiended by the DHS OIG Thisdocoment omlines
s the progean <truetire and teporting relatomshins will be updated w relleet e

orgainization: !l aligrunent and ConOps updie.

VIR Teams in the Field

Currently. the VPR Mrosrany deploss s entorcement. sereentng, and mspection aipabilities 1o

Achicv g 1S mikstan oF famartm rskeation, Meving foraaed. VIPI ey sall Jeserage the
faw endiravinent aned soreening vapabulities of Federal Ao Starshids o8 AM S Beluavior Detechion
ONcers (B0 and Fransportation Seourity Ofheers CESOs The primars role ol the
Lransportion Sectirity Inspectors-Sartacee NS TSEAvEmen CESEAy and Transportation
secnreity Speetlistsalplasives CUSSFrsall e toeapply therr <object nuinler espertise in the
et nt and planning stages for VIPR operations as swell as parpeipaiog i siakehoelder
ontreach activittes, However, thoy cay be doploa oo o support the operabional missison as

NEELSHAry.

Staffing: The 37 VIR wwans an the 26 Geld Tocations sl consist ol e nsinimum ol
s ] Supervisory Federal Adr Maeshal (51 AN
o 0 AM;
23D

Uhe tollosing OSCY pursorne] will proside subipocUmmiter eapertise und will be assigned o gach
of the 26 Beld Tocations:

e | [S-A
LI T B
o | TSN
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The allocation o all VIPR personnel as determined by o rish-bissed asscssiment ol the

tramnsportation inGrastructore ineagh area al tespansibiling CAOR) Is detailed in Atlachment A

YIPR-Tunded TS0 will continge to be iesigned to (9)(3):49 U.5.C. § 114(1)

(BN USC S 14N Jhoderal Security Direvior 11810 at ench bocition o support (he mass
fransit sereening operations i those drcas See Atachment A for these allocatons. Al T8Os

will remain assigned b the S

In addition to the tunded positions on the TR woms. both PSS and SACs o continue (o use
other personnel in their oflices tconduet VIPR operations in their ACRL Egpupiment purchases

and consmmables can be requested though the Tocal FAM SAU S olfive,

Selections, Duties and Respensibilitios: OSO VIPR personnel (1S40 TSESC RS- and
BEOY will be selected by the FRDL detailed from ther OSO R aieparts, and consolidaned inte
the VPR wims based e the Mocteam tocations. Snnilar tothe noodel establi<hed tos the
sdministranion of Assistant Federal Sevariy Dizector]sss Falerecment LAFSD L3 personmel.
GG persannel assigned o 8V I ams will receive dav-to-tay direction s leidership e
the OFFEANS SAC or his her designed, and will ranain nltimately acesutiable to their
respeetive IS A oversiew o dutios and responsabilities Tor all asaigned VIPR personpel is
bisted an Attachment T4

AL persomnel assigied ot VIR Pragran sall be oftivially desiled sotherr sssagmmems Lo
mininunt at ot sean s iestoudared form (8B S20 T he requirenmwent Tor g mminnm ol i ene sear
detinl s nocessary i onder o naximize he eflicionvies associated swith iening, equipping s
deplosing VIPR persomicl B steusions can be comsadercd, but are ot 1o eseeed tan years The
VIPR Program recepuizes these persannct live mandaters srimimg and vertineation
regquirements it must be meinGuoed dueing theie VIPR assignments. | oval OS0 and FAMS
fewdership will sank wogether G ensue ernploasees assivned to tie VPR eam shadl speid
appeasimatels ¥0Taor their work perforatag VIPR doties, Addiienalis, FSDs aond SACs wall
crsure all ol the oming. vertilioativn el proticiency regquoresients e sanbained foe all
personnel ansioned 0 VPR teams wd o locationsc J0 due e operational requirements, the SD

eeds the OO personnel. courdination will T done o the loval level o honor the request.,
Operational Flanning: 1 he aporational plannniy provesses Tor VIPR apecations will remain

wnchanged, cominaing to rely oncollabargnon hetween the PSP and 540 and coordinaung with

the transportation system stakehalders i eaclvarea o responsibiling,
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Attachment A

Phe proposed 1500 and BROY adigsenc dor 15 200> pelledts arishebased isessment ol

Imsportation infrastroeure o caely wren ol responsibilite, with a focis on nuss transit and

I sy slems,
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Attachment B

Phese are the primars rodes and responsibilioes for personie] assigned w o assocrated with the

VIPR Program.

 Personnel Raoles and Responsibilities
THI-AL werves on detadl assignment to VIPR for 2 mimimunt of one vear
151-5, Functions as modal and local subjectmalter expert to:
TSS-T Initicte md nuintin stahehobder ineraetions
v Develop deploviment operation plans
Develop aod share venue proliles
o Plan VIPR operations
Peplavs on apertions as subject inatter expert and stakeholder Daison
Pravides modal and Location-specilic rielings 1o TSA and stukeholder
persanned
EREIRLY serves o detal assignment to VIPR for aomianihnum ol one ver
., Deploys hehavior-focused screening capabifities on VIPR operations
50 serves on detafl assignment w VIFR Tor a minimum of vne vear
Deplays sereening capahilities on VIPR operations
Depliys cxplosives race detection sereening capabilitics on VIPR
. aperalions
FAMS serves on detail assisnment o VIPR (or a mininum of one year
Deploys law enforcement and sereening capahilities on VIPR operations
Uhilives Preventative Radiological Nucleur Detection (PRN)
cotiipment on VIPR operations
Functions as logal subject matter expert w:
lititime and maintain siakeholder interactions
! o Devedop deployment operntion plans
| Develop and share yvenue proliles
- i o Phan VIPR operations
STEAMS Subiect to detepution by GLEFAMS SAC, operationally supervises O8O
_ andd O F/FAMS VIPR team memlwrs
IFS1) Administratively supervises all OS50 VIR personne] including awards.

NS il disciplinary aelion
Operationally supervises VIPR TS0 al ‘
Operationallv supervises all OSO and OLE/FAMN VIPR personnel except
150 ofBEH A TET§ 1140 |

BIETAT UECT§ 1140

Prosades feedback 1o O8O regarding performance of all OS0 VPR
Persenne]

Fosures availability of SO personnel o meet wainimy and cersification
vegulirements and ¢npeclatipns

Supports avilubilits ol 0N personme] o meek alrper! surde cegquirements
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Personncl
VITR Program
Maniger

(R | jaison

&+

Roles and Responsibilities
Respensibie Tor ovecall VIPR program perlormance
lateracts with TRA leadership reparding program topies
Responds 1o requests Tor information W inciude GAD, Congressional and
1N requests, ete.
supervises Joint Coordination Cemer and progeam personicl
Munages development, docomentation, and management of VIPR Program
administrative and operational processes
Positioned in the organization 1 be able to etfoetively obtain and chare
mirmabon feeessars Tor successiul program operation
Addresses OSO personne] Jevels, OSO pavrafl utilization. SOP-approval
stalws, and operational ncidents
Courdinates and lacilitates information sharing between the VIPR Program
atied ks OS50 persannel
Ensures timely. properly vetted response (o OSO-focused portions of
reguests for information from imernal {ESA) and esternal (DHS and other
federal agencies) stkcholders
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LS. Department of Homena Secatity
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Adluepten, VA 20395
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MAR 18 2013

ALTION
MEMORANDUIN FOR: J W Halinski Det‘
Tleputy Adminifirator
FROM: Clits MoLaoghlin e

Assislant Admingstralor
OMlice of Security Operidions

Juhin Smvion A
Asgintant Adwimstentor
Oflige of Secunty Palivy and industey Hagapement

Fulid Bray &
Assistant Adrimstrada
CHTTee of Luw Tnforcentent/Pederal Air Matshal Sevvice

SLHRIECT Visthle liermodal Prevention and Response (VIPR)
Program

PPurpnse

Taseek your approval 1o conselidate operational and admimstrotive responsibility of the VIPR
Program with the Office of Law Inforcement/ bederal Alr Marshal Service (DLETFAMS), A
propoesal sl the aperional focus of VPR wanis also s included,

[Background

Thiz proposal i< premised on a recommendation from the 118, Department of Homeland Security
FHIS) O Tee of the hispector General's (OLG recent audit of 1he VIPE Program. DIUS OfG
characterized VIPR s organiztional placemunt within T5A as 2 hindrmee tao the VIPR
Program’s effectiveness and ciled bifurcated decision making as an obstucle to efficiency.

DI O1G conciuded that doe 1o current placement within 1SA, “Ineffective coordination

hinders TSA’s ability to leverge opesational cupabilitics, potentially dininishing its

tsportation security pastore.”” DES LG recummuendued (hat TSA Dasignate VIPR Progrmm

decision making muthority 10 one USA headquarters office (o ensure that overal] tield operations, :
progran aetivily and engagement, ind oversipht aee conrdinaded ofTechively.”
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Ihsewssion

M present, the responsibility Tor progeant management resides administratively with
QLEFFANMS, but operatiomally sz mangged joiatly by OLLEFANMS avd the Office of Sceority
Opersiions (RO,

We propase that 1 promote organizational cfticienyy, TSA consolidale aperational respansibiliny
and administrative oversight over the YIPI Progeam o OLE/FAMS. The VIR Program would be
under the strategic purview of the Assistun Administator Tor OLLATAMS, wath oprationy)
respensibility delegated (o the Faetd Opaations Division, Regivhal Director for Field Programs.

The VIPR Program will continue to giantum regolar coniesnications with field leadership in
bothvoffices at the Regiomal Prircetor and Federal Seenity Direstor (FSDYSupervisory Alr
Marshal in Chavge (SACY levels, | hese communications will provide on-going stutus

e nmtion rezanding spegific operations amd perlonamee.

VIRR Slannyg Poocess

The VIFR planning process will ecmain anchavged. VIPR opurattons planning at the local level
with be conduetad in conjunction with stukelinlders such as tacility operators, transporiation
systery entifies, and Lw enforeement, FSDs will work collaboratively with these sospective SAC
low the ares of responsibility o ovder to oxeate » joint anpuat plan. FSDys and SACs will work
ogether to deternnng e most elivctive deployment locatiuns o maximize risk mitigation
ellorts o the event conetreenee eanant be delnewed, F8Ds and SACS will coocdinate through
their Regional Directors, whe will m twen work codiabotidively with the OLEACAMS Regional
[hreetor tor Field Programs w obtalca resalution,

VIPR Opprasinnad Suthoriny

The Jaint Coordination Canter (OO will continue to report Io the VIR Program Manager and
will consist of representation reny OLIVEFAMS and OS6G. The JCC will have operational
responsibility snd provide opermional guidance, sversight and approval for all proposed VPR
operations. The JCC responsibiltly and oversipht will be puided by policies established by VIPR
trogram leaderstip,

VIPR field resources, currently managed separately by OS0) and OLEAAMS, will be
consolidated into DLEFAMS VIPI tearae, The ase of representalionsl allocation will by
climinaied, YIPR personne! will be specilically sssignad o the VIPR Program and will maintaiv
their pragrar assiphment(s for a miimnm of one year.

The wviilability of stheholder vufioatslity diti and anolysis scrozs all ansportation modus is
naperant 1o the suceess of the VIPR Progam, driving the alignment and deployment of
rescnrees. Currently, the OSPLE VIPR Linison by assigned o the GSPITE Mogs Transi snd
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Passenger Rail Division, OSPLE will review ow suppotl s provided to tie YIPR ropgram (o
ensure that the support Fioctions withor OSPH effuctively support the ¥ PR mifssion,

perntiztd fons

Ihe VAP Prograss deploys law enlowement, seteenmg, aid inspection capabilitics Lo achieve
its mixsion of werrorism visk mitigdion, However, the role ol inspeetion assels deployed o
VIPR operatinns has been seratinized by DS O the Governnnent Aceountability Office
FGAOY, and inermadly swithin TsaL Dheretone, wa recammend il e fitere VIPR teams will
primacily leverade luw cnforcctnent dned sereening cipabilitios [Tragpottanon Security Ofticers,
Hehavior Dretection Officers, ind Pederal Air Mueshal), We svill namtai the curvent yole for
the Transpartation Sewnrity fospectors amd Toapsnortation Seenrity SpecialisteExplosives as
sibjast-mitter expors st the Assessient and phanaing dages and for stakehalder amreach.

Pecuuse TSA S cipabililiva s nost effegtive whoen visibly deploved i the piesence ol Liege
numbers of the tsebng paddic ibese capabilitios will be gargenad i e miss aosivand
ntarttnne suades T Jighevask systents valionwade. The VR Progine anticopates elining
depliyrent strategies hased oo visk aradysis, copabibly aiigneen and s lakeholder wsessmeo
within the other aviarion and airtace mwades, meltedhng aie corpe, wencval aveation, Treiphi rnl
liglivaty inlrastractine, s papelne

Recammendaiion

We recommnend you apprase the consalidation of VIPIGmanagement, ineluding vperahonal and
wlaministrative resgonsibility, with OLEFAMS We tudher recommsd o shifl in VIPR
opcstamal focug o primarily leverage L cofarceommt gnd sereermy capabilitics with an
smphitsis o ass innsit cod smanitane odes in highensk systens.

Approvy i ‘.ﬂiﬁf(z!/fj Disapprove _ _ 4

[ i D:nc

Muadify ) _ ' Nevads more diseassion |
Date D
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