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INTRODUCTION

The Screemng of Passengers by OQbservation Technigues (SPOT) by the behavior detection
program implemented by (the Transportation Security Administration’s (TSA™S). The SPOT
Pragram is housed within the Behavior Detection and Analysis tBIJA) Program, part of the
Thremt Assessment Capabilities Branch of the Checkpoint Technologies Division in the Oftice of
Scenrity Capabilities (OSC). This program is unique frem TSA's other Jayers of seeurity because
1t uses behavier-based obscrvation technigues to identify individuals who may pose a threat to
aviation snd/or transportation security.

Al the core of the program, Behavior Detection Officers (BDOs) who are specifically trained vn
the SPOT approach, observe and assess passengers for certm pre-speciied incdicalopsm—
nonverbal, verbal, and physiolegical reactions that are thought 1o be associaled with fear of
discovery. The BDOs conduct operattens primarily at sceurity checkpeints. positioned where
they car optimally observe travelers throughout the area as well as at stress points (e,
upprosching or near the travel documen checker [ TRC), canines, wmdfor explosive trace
detecton |[ETR swabs). Tnaddition, BDROs can function as siress potnls themselves by engoging
with passengers. Observing and interacting with passengers at checkpoinis, BDOs are looking
for behavioral patterns thal are anomalous o the environmental baseline and may signal a need
for [urther screening. Because behavior detection technigues are vnobtrusive, threat agnostic,
applied in real time, and free of large equipment. BDOs may implement these methods in a
variety of seftings and checkpoint contigurations to help identify potentially high-risk travelers
and route them towsard a higher level of sereening. The privnury instrument that BDBOs use i this
process is 1the SPOT Referral Report, which lists ihe indicators of interest and is steuctared 1o
re(Tect the SPQT process related B the identification ol passengers Tor lurther sereening,

In support of TSA™S behavior detection capabilities, the American Institutes for Researeh {AIR)
is engaged ina study w belp BDA reline and aptimize its behavior detection method. Focusing
primarily an the SPOT Referral Report, the first step in optimization is possible refinement of
suspicious indicators from Section 2 (Observation and Behavior Analysis), used to observe
passengers wating inclne al the ¢heckpoint, To do so, AIR developed o Summary Dogument
(AIR Deliverable 2.1.2; ATR. 2013) that presents information on all indivators from Section 2 of
the SPOT Referral Report. The document is a synthesis of the current indicators, operational
delimtions (deseriptions and exemplars), und related research findings, In November 20130 AIR
organized o two-day Subject Matter Expert {SME) Panel meeting. which brought together o
group of SMEs with deep knowledge of hehavior detection methods. threat assessment and the
SPOT Program. Meeting participants included ascademic exports, operations persotinel and select
AR s, SME Pane] membsers were presented with the Sunumoy Docament, which informed
discussions around specific indicatars. indicator and instrument utility, and how these might be
relined to enhunce program effectiveness, AIR subsequently analyzed and applied this fecdback.
developing a revised Section 2 indiciter set.
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This repott describes AIR s efforts to date regarding indicator refinement and presents a revised
Section 2 osdicator list, Fiest, o the Methods seclion, we present information on the SME Paned
mwmberss i deseription of midenials developed Tor the two-day meeting, including the Summiry
Document: and an overview of the process used to examine and elicit mpul on the Section 2
indicators. Next, in Kesults, we present praposed changes o parnewlar indicators and an

organized ramework of coneeptual clusters that may be useful in BDO training on the new
inelicator set, Last, we discuss Nexy Steps in e indicator oplimizion progess and how these
prelinnary results imay inform larger SPOT Program cvaluation efforts.

METHODS

This secton provides an everview ol methods used in the indicator optimization process th date,
Here, we present the st of SME punel meambers as well as malertls developed and processes
followed during the two-day mecting.

Participants

The SME Panel included o diverse gronp of individuals with expertise in behuvior detection,

rexearch methodology, and/or the SPOT Program. Exhilat | hsts the panel membecs and their
aflihations. Select ATR stafl with expertise v the SPOT indicator Tist and process, unalysis ol
SPOAT operational data, and behavior observation/coding also partcipated,

ixhibit 1. SME Panel Members

Attendess Aftiliation

External Subfect Matter Experts

Susan Brandon, Ph.D

Chief of Research, High Value Detainee Interrogation Sroup

Payl Ekman, Ph.0.

Professor Emeritus in Psycholagy at University of Califernia, San Frandsco

Christian Meissner, Ph.O.

Professor of Psyehology at lowa State University

Heleng Mullaney, MLA,

Reloitte Consulting

Annalise Whittaker, M.Phil.

Defence Stience and Technalogy Laberatory, United Kingdom

Transportation Security Adminisiration

Jennifer King Blanchard

T5#, Office of Security Capabilities, Threat Assessment Capabilities Branch

Patrick Burng

TSA, Natiomal Instructor, SPOT Program

| Jan Certer

| T5A, Expart Behavior Detection Officer, SPOT Program

e MeCullaugh

TSA, Tramsportation Security Manager, SPOT Program

Ameticon Institutas for Research

Tracy Costigan, Ph.D,

AIR, Prinzinal Research Seientist, BDA Program Research Principal Investigator

Zacdie Makonnen, M. Ed

AR Semior Research Scientisy, Indicator Optimization Task Leader

Tanya Taylor, Ph.D.

AIR, Research Analyst

Erndly Baumann, NLA,

AR, Research Associate

NiGhete Taplivg, B.A,

AR, Resparch Assoriale

Note tokers

Lugnn Jahnson, MLA,

AR, Research Associaty

Claire 8acape, B.A,

AIR, Research Assistant

Far bivgraphical sketches of SME Panel members, see Appendix A,
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Materials

In preparution for the SME Panel mecting, AIR stafl developed several dusuments (o fucilitale
productive discussion and gather input on all 43 Section 2 indicators, Materials included a list of
Section 2 isdicalons, a note-takimg grid, and the Summary Document. The note-taking grid is
included below, inthe Frocess section. A dexeription of the Smnmary Document is presented
here,

Summary Document

Ax mentioned, the Summary Docunnent functioned as a comprehensive record ol all Section 2
indicator-specilic inlormation arownd which group discussions occurred during the panel
meeting, We have included the introdoctory langeage from the Summary Docunwent heve (o
serve is an explunution of the vanous elements included lor each indicator.

Introduction

The Summary Document serves as o relerence ool that presents comprehensive, cwrrent and

research-Pased information on suspicions indicators from the SPOT Referral Report. 1t is the
primary documient used in the ongoing indicator refinement process.

Below. we provide o guide 10 help the reader navigate the Summary Document, For each
indicator, we present the same information i astandacdized, wo-page format. Here we lay oul
this format and provide back ground on sources of information and the significanee of the
analyses conducted.

Page I Indivaror nformation

The Nirst page of each indicator-specific section presents information from TSA s SPOT Relerral
Report and the accompanying SPOT Behavioral Indiciutor Reference Guide (BDA, 201 1), Each
fickd amd its corresponding description are listed bere:

W [ndicater Label: The indicator werding as it appears on the SPOT Relerral chnrt,'

B feferral Beporr Seotionis ) Lists of the seclionts) where the indicator can be found on the
SPOT Referrad Report, Tromddition, it the indicator is part of Section 2, the type of Rastor
{i.e., stress, foar. er decoption) is listed.

B Poimt Vafue: The nwmber of points assigned to the indicator when ahserved. (BDOs add
point values for indicators exhibited by an individual and diveet a passenger o additional
sereenmg il the sum exceeds an estublished threshold.)

B Descriptionr: The behavioral description or operatiomal definition that corresponds 1o the

"This document references the SPOT Referral Repert (Version 441 revised 23 February 20093, Sinee the release of
thin version, e SPCYT Program hivs implemented pwe newer versionas 08 Yersinn 305 rovised T8 April 2013,
implementation began in May 2013 and (2) Version 3.0 revised 15 November 2013, However, since operational
dutg used inahe updated analyses span 2006 through 2012, we reterence Version b0 which was in use during this
thnaw, Thespite e rewens revisions, e vomient of G screening instinmene o 1he suspivions indicatorsd for ooy

prrpeses remain largely unchanged. ﬁ ! IR
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indicator label on the SPOT Referral Report. The SPOT indicator deseriptions sre part of
a standardized manual meit 1o ginde the BDO on assessing passenger points,

B Asvessale wnd Non-Assesyable Evemplars: Exaples of imstances in which the indicanor
miay aned may not be assessed. These are ot comprehensive but imeant Le provide the
BDO with relevanl und common examples of how the indicalor may teok in the
operatonal seiing.

Exhibit 2 presents cutrent indicator information used by the BRO Program. extracted Trom the
SPOT Pragram’s Behavioral Reference Guide (BDA, 2011,

Exhibit 2, Template of Indicator Label, Delinition sind Exemplars

Indicator Name

Referral Repert Sectiontsy: Point Value:
Section 2 Fuctor:

Description
Duseription of hilicator

Asscssable Exemplars - Non-Assessable Exemplars
Exanple | Example |
Example 2 Examplc 2

Example 3

Porge 20 Research Evidence |

The second page of each indicator-specific section presents resulis of varons analyses from
several different sources, From AIRs previous work on Project Hostile Intent (2003-201 11, we
draw on findipgs (rom the SPOT Validaton Swady (Costigan, Makonnen, Taylor, Suwyer,
Myers, & Toplite, 207 1y, anadyvses updated here o inclade operational data throogh 20127 o
literature review on behavioral indicators of suicide attack, for which results were mapped to the
SPOT Reterral Report (Taplitz, Costigan, Mukonnen, Bauntann, & Mullaney, 2013): und
prefiminary results from intervicws with SMEs and eyewitnesses to suiciele attack iMakonnen,
Taoplitz, & Mullaney. 20103, We have also included findings from @ workshop report on
bebavioral indicators of swicide attuck identfied through an examination of proaxy crimes (DHS,
2011,
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For cach ndieator, this second page consists of wmultipart table, which presents results from
thwse varkous anilyses. Below s brict deseription of cach section of the tahlg;

B Freguency of Oecwrrence: The pereentage of time the particular indicator occurred. in
proportion to all indicators observed. as well as the trend in indicator vecurrence (up,
down, stuble). The reported resnlts in this table section were updited from (he SPOT
Validation Study 1o include operational data from 2006 1o 2012,

B Ronks: o the SPOT Validation Study analyses. the degree of variation in the ase of
indicators was exumined across i sel of stible setting characteristics (Year, Quarter,
Location, and Hub Size). The imdicators were ranked from most freguent o least frequent
overall. This table also includes results of indicator wse by hub size as one example of
potential consistency or variation in indicator use. Hub sizes included in the analyses
were Large. Medium, wnd Small. (Now-Hub Primary was excluded from analyses due to
small sample sizes) Runks were designated indo o quartile: quartile 1 (e the 25% most
frequently ebserved indicators); quartile 2 (the middle 50% of the indicators ),
guartile 3 (25% least freguently ocenrring indicators). The reponed cesults in this table
section were updated from the SPOT Vahdation Study, winclude operational data [rom
200610 2012,

W lem-Level Predictive Uritine. The predictive unlity of individual indicarors seas examingd
By caletlating the assoctation between the presence/absence of cach SPOT mdicator and
the presencefibrence of each of the four outconwes (LEO Arrest, Possession of
Profiibited/lilegal ems, Passession of Frawdident Documents, and the Contbined
Cutcone). Signilicance lests that assessed the associations between indicators and
ouleomes were computed foreach 2x2 table e, cach indicator s oucome pain,
Corresponding i’carsqn‘s ¢ " values and significance lexts were compuied: in instances
when the Pearsan’s ¥ ~ assumption (thit ounimum expected cell connts are greater than 3)
wits ot met, Fisher's exact test statistics and signiBeunce levels were reported imstead
(Fisher, 1922).

Odds ralio (OR) statistics were also produced Tor each pair inorder to deseribe he ratio
of the odds of & positive cutcomye among those exhibiting a given indicator to the odds of
a positive ontcame among those not exhubiting a given indicator. Confidence Intervals
(Clsy associated with each OR were slso produced. Note that the analyses were one-
directional und fovused on positive ORs only, indicating the extent to which the presence
ol indicators inereased the odds of o given owteoms,

These aralyses were conducted with stratilicd subsets (e, the Operational SPOT ditaset
wis rundemly sphit oo twe subsets, balaneed by year). This allewed Tor an examinanon
of stability in the results. [n the tables, we present only resudts from the first subset to
simplily tie mformation presented. The reparted results in this table section were updated
from the SPOT Validwion Soudy w include operational dali from 2006 10 2013,
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W Fuetor Analysis: As pact of the SPOT Validation Study analyses, AIR also conducted so
exploratory factor analysis (EFA) of the SPOT Relerral Report Section 2 indicators. This
anddysis served as an initial step in the examination of construct-refated validity. Results
of the HEFA produced a four-factor model, which appeared to represent four prototypical
traveler prodiles: Nevveous and Fidgety, it (iherwise Seemingly Unremuarkable: Late and
Furried, Arragont, Uncooperative, and Comtemptaons; andld Tervified. Again,the EFA
was conducted with stratified subsets (1.2, the Operational SPOT datasct was randomiy
sphit inte two subsets, balaneed by year), This allowed an examination of stabilny in the
results, The sesulis for the two subsets are presented o the summary table. Factor
[oadings greater than approximately 40 are considered strong: Bwtor Toadings between
approgimitely (15 amd A0 are considered moderate. Because the SPOT indicalors are
binary {i.c., presence/absence), for the purpase of Lthis review the absolute magnitude of o
factor is more inyportant than the direction of the loading (e positive/negatve), Factor
anadysis resulls inthis tble are based on 2006 10 2010 Validation Study data only.

IUis mteresting 10 note that two of these fuctors correlated sigmificantly to the SPOT
Vididation Study outcomes. Spectfically, higher scores an Factor 3 (Arrogeant,
Uncooperative, und Coptieinptiony) were associued with positive findings oo all four,
stuely outeenies (LEO Arrest, Presence of Sevions Probibited/itlepal Tems, Presence of
& (Terrified) were associated wih three study outeomes {(Presence of Serious
Protubitedsiflegal lewms, Preserce of Fradilent Docioments, and the Combined
Onteente) whereas higher scores on Factor 4 were associated with LEO Arrest,

W Relationship te Pre-incident Swicide Atiack Indicators: Presence of the indicator in the
AR literature review on behavioral indicitors of suicide altack was histed os the
percentige of imes an indicaror appeared i the overall findings. with the rank of |
signifying that the incicator appeared the most in the overall findings.

B Prexence in SME wul Evewitness {merviews: Information that is bused ona peeliminary
review of data Irom interviews with 12 Israeli SMEs and four eyewitnesses. Behavioral
indicators of suicicde attuck mentiened by participants were mappaed to indicators on the
SPOT Reforral Report. Presence of the SPOT indicator in interview dati wis noted with
a “yes, " and absence of the SPOT mdicator in interview duta (1.e., no mention) was noted
with a “ne.”

B Prosence in SME Warkshop: Information that i based on an SMIE workshop on
imdicutors of suicide attack dentificd through un examindion of proxy crimes (DHS
S&T. 20011 Behaviars identihed woere wappes e indicators on the SPOT Relesral
Repowrt 1o the Lxient possible, Mention of & behavier exhibited by suicide wtackers thn
was also a SPOT indicator was noted with a “yes™ no mention of a particular SPOT

mdicutor was noted with o "no.”
: AAIR
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Exhibit 3 presents a sample table of rescarch evidence, similar to that inctuded for cach indicator
i the Summary Document.

Exhibit 3. Sample Research Evidence Tuble

Rescarch Evidence

Legend Indicator Name (BEHO0}

Frequency of Occurrence

Average frequency of nceurrence across years 14%

Teending f 0%

5%
10%
Hewe fraquantly is 5%
this indicatoer used? N%
2006 2007 2008 2009 2010 2010 2012
Ranks
Quartile rank across Years L |Quartile Rank Informatian
Fiank by Hub $ire - Small 1 1=tap 25%
Rank by Hub Size - Wedium 1 2 = interguartile {imiddle G0%)
Rark by Hub Size - Larpe 1 3 = bottom 25%
Item-level Predictive Utility
Hetw well does this r UdSs Ratto
indigatur help BDOs EUWE; Eppe; )
Identify dangerous o aun aun Sty
illagal activities? |10 5#rious Prohibited ar lingal [rems 0&L | 10 NS
To Fraudulent Documents 0.75 098 <01
To LEQ Arrest 096 1.34 NS
Factor Analysis
Factar Loadings
Subset | Subset | Best
How does this 1 2 Fit Notes
indicator group with (e ue ang Fidgety 015 0.0 Stromg loading on Factor 2, but
other indicators? |y drharwise Seemingly Unremarkabli) ) reversed loadings between this o
Late and Hurried 044 NAB . subsets sugRests unstable results
Arvogant, Uncoaper ative and Cantemptuons 0.27 0.28 Yes
Terrified 00| -0
Has this indicator Relationship to Pre-incident Sufeide Attack Indieatars
hean pramined in
roseatch ot Presence im Literature Review G10% | Rank ¥ 21
identified by experty |Presence in SME and £yewitness Interyiews No
as important? Presence in SME Workshop Mo
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Process

In preparution for the SME Panchimeeting, AIR developed o process G structurs the two-day
meeting and maximize productivity, Again, the goal was to faster rich discussion and pather
members” inpat on all 43 Section 2 indicators.

Panel members were divided into lwo working groups. Each group bad a mix of research and
operations-oriented SMEs 10 encourage productive discussion where muhiple viewpoints were
cotstdered, During the Lirst day. the majority of the tme was devousd to three rounds of
colluborative breakout sessions: 90-minute blocks where cach working group discussed o
pacticular set of tive to eight indicators and provide recommendations om whether o remove or
retain cach mdicator, If the group decided 1o retain an indicator. members note whether changes
should be made o any partis) of the indicator wsell (e.g., Tabel, operational definition,
duscription, exemplars).

To facilitate the group discussion, working proups were given instroctions on how o
systematically provide recommendations for their assigned indicators (see Exhibit 4 tor the
tenplite). The process s described here:

M Sep 1 Select one:
o Remove
o Retuin as is
o Retain with chunges™®
W EStep La U selected Retain with changes, select all that apply:
o Combine
o Separate/split
o Revise indicator name
W Siep 2 Detail changes and indicate relative importance {optionaly — Sclect further
changes that apply. IF you have background knowledge or opimions on the importance
o wilily of a particular indicator inidentilving somcone whoe s trying o deceive,
pleuse rdicate this here, I you do not have strong feelings aboul this, leel free w
Ieive it blank,
Derail Changes
a  Revise indicaior definition
o Ruevise acvessible exemplurts)
¢ Ruevise non-aceessible exemplans)

Relative hiparrance

o High
o Medam
o low

Following cach breakout session, all members veconvened to present an overview of their
imdicator set, explain decisions made, and bring up any issues or guestions

8 AAIR
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for discussion among the whole group. Discussion during both the breakout and plenary sessions
wure captored by AIR note takers for Jater analysis and to inforny AIR's recommended changes

to the Scetion 2 indicaors, Ax mentioned previously, note takers completed a pro-developed grid
for each mdicator discussed, s seen in Exhibic 4,

Exhibit 4. [ndicator-Specific Note-Taking Grid

#

INDICATOR LABEL

Step L. Select ane

X Notes

Rurasve

Retain as i

Re:in with chaiges

*Step La, If selected Retain with changes . select alt thut apply and fnsert notes

Combine

Separaespli

Rervingy mdicator nanw

Step 2 Detail changes and indicate relative importanee (OPTIONAL)

Revise indicator deliniton

Revise acvedsible exce g

Revise maccessith exenpl

Relative Importance

Lavw

Medm

Lligh

Following the SME Panel mecting, AIR analyzed and processed the information presented and
the comclusions drawn to develop o preliminary indicator list. This preliminary indicater Iist was
presented to THA threat assessiment/behavior detection experts [or review and comment. This
Tewdback Trom the TSA experts wax incarporated inte the development of the propased Ninal
version of the revised indicitor Tist.,
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RESULTS

Ax a result of panel work. the proposed new list includes 27 indicators organized into seven

clusters, These clusters are designed Lo organize the indicaors inte groups of related constryets

angd will serve g a hearistic 1o case the cognitive workload of BDOs during behaviorsl

observation. These clusters will also help structure BDO training becawse the indicators can be

presented inthe groupings of related vongepts. The clusters follow:
T Ao TS g T

Undike the curremt indicators on thwe SPOT Referral Reports  stress, fear, and deception
factors  that serve s a weighting schene with differentiz] points assigned to cach Tactar, the
new indicator clusters do not represent particular scoring approaches. Indicator weights and
scoring will be considered i ker phases of the optimization process,

Exhibit § shows the proposed Sectiaon 2 indicator set organized by closters. Appendix B includes
a crosswalk of the new clusters, new mdicater Jabels that fit within each. and the original
indicators on which these were based. Indicator lubels were carelully eralted w ensure
standardization ol terms across indicators, and precise wording was selected to represent the
concepls os discussed o the SME Panel meetings. For example, each indhcator thal eeters (o
behavioral changes arvund stress points is labeled ™. near stress point.” The assaciated
operational definitions will then deseribe the teem “iear steess paint ™ 1o reprosent behuvior us
the pussenger is approaching. al, interacting with., or immediately alter stress poiat). In addition,
matny indicator labels thatl used to include the verb form of displays have been chunged w
“Behavior signals.. " because this was thought o bew more precise wording that cun be mere
readily operationally defined. In acddition, the SME Panc] tried 10 nainimize the use of subjective
terms such as excessive and repetitive; however, in some instances these words could not be
avorded. These subjective 1evms will be carefully addressed und precisely detined in the updided
aperational definitions of the Behaviord Relerence Guide (BRAL 201D 1o minimize subjectivity.
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Exhibit 5. Proposed Section 2 Indicators

AR L)

The two indicators with an asterisk in Exhibat 3 require further consideration and discussion o
address coneerns abowt the wording stemming from the BRA s review, In the first indicagor,
XA G T [ cancern wus expressed about the use of
the word “[PXSTASVS G A A recommnendidion was made o change 1t 1o
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something that BDOs will better unders cnsure that passengers are selected only when
there is a deviation from thear baseline )(_3;43 114 [0 the second. the issue was about the full
Jabg) [RIEASLS G5 T4 again beeiuse of concerns about selecton for seeeplable individual
artahion. The AIR pesearch team and BDAL 1o conjunction with SME Panel members. will

continue o work on these two indicater labels.

It is tmportimt 1o note that certain Seetion 2 indivators are repeated inthe SPOT Referral Ripont
Section 4 (Signs of Deception), Section 3 (Possible Suicite Bomber Clster). and Scetion 6
(Poysible Survelllance Activity), Forexample, an element of the Section 2 0 dicimor R0 |
(D) 48U SL 3T i repeated in Section 4 in[PXATVSES L pygine the current
optimization effort, the primary fieus wis on Section 2 only: however, the nverlap seross
seclions wils acknowledyed. This will be given further consideration during eelinement of 1he
other sections as well. In particular, Section 5 indicators were considered during optimization,
andd the mapping of several of these indicators to the new indicator set is included in Appendix B,
A full review of all indicators in all sections will be completed during the nest phase of
oplimization with the goal of having no overlup across sections,

Removal from Referral Report Section 2

O the 43 originad Section 2 indicators, the SME Panel recommended the removial ol only one:
I{b){&):d@ USGC § 114 I(BF’:H?), In
addiuon, the pagel recommended that twe indicators be reroved from Section 2 and placed into
Saction § (Possible Suicide Bomber Cluster). Exhibit 6 ilso summarizes these changes. The
SPOT Relerral Report Section 8 (Possible Suicide Bomber Chustery will be addressed mere
cornpletely m laer indicator optintizition work,

lixhibit 6. kndicators (o Drop or Move

Original Indicator Label Recommendation

Al this stage of the optimization etfort, the teum has focused on the indicator Jabels-aiming for
¢lequ, precise, wnd standardized wording. As pant of the next phase of optimization. indicator
aperational definitions and exemplinrs will be Tinalized on the basis of the recommendations of
the SME Panel meeting and TSA stakeholders.
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SUMMARY AND NEXT STEPS

Ax deseribed above, the goal of this task wis o optimize the set of Section 2 indicators, using &
structured and stanclardized methodology with input from the SME Panel and TSA/BDA
program leadership. The results of the SME Panel neeting in November 2013 reduced the
current set of 43 Section 2 indicators 1o 27 indicators, Only one indicator was recommeneded for
complete removat fromm the behavior detection process and two were removed from Seetion 2
angd moved into the category of automatic LEO natitication for possible suicide hombing
ihcators, In gddition. discussions aboot optimization of other indicators. process optimization.
aned 1rnining development began during the SMLE Panel mecting,

The results presented above include the new set of propesed Section 2 indicator labels. Indicator
labels wore erafted 1o be elewr, concise, precise, and standandized. In the nest phase ol the
optimization work, cach new indicator’s operational delinitions ¢i.c.. descriptions and exemplars)
will be further relined to ensure that all recommended SME Panel changes are captured in
revised training materials. The resulting operational definivons will be precise and specitic with
the goal of achieving reliable coding by BDOs trained and proficient in the indicator set. By the
eid of Yeur T ilebruary 20040 AIR anticipates that Section 2 indicator label wording will be
finalized and the associated operational definitions and exemplars will be in draft Torm and
wsable for pilot testing.

Sharing Refined Indicators with Operational Staff

Becuuse most of the new indicitors in the relined set represent one or more of the original SPOT
indicators (as shown in Appendix BY, the operationul definitions (L., deseriptions angd
exemplars) will be substantiaily changed o develop more prevision, clarification. and
standardiztion for i revised Behavioral Reference Guide, To avoid confusion, we recomimiend
that only the new indicator Tist be shared with B1IXOs, not the linkiges to the old indicators. In
adddition. BDOs in the Geld should view this revised mdicator set wlong with the revised
Behaviorul Reference Guide only when it is completed. I BDOs are given the new indicatoer list
without the delinitions, they will likely make assumptions made about the meaning and wse of
the labels and possibly have concerns about the “roissing” indicators {which, in fagt, are really
combined with other indicators). Thus, AIR strongly emaphasizes the importance of training on
the new indicator delinitions and careful palol testing and rollout of the revised procedures.

o addition. we recommend that BI¥Os have the opportunity 1o provide fecdback on the new
inehicator set during the pilot test phase of the optimization work. BDOs should be allowed to
anenymausly provide positive amd negative feedback about indicators, provesses, ind changes o
referral patterns that may eccur as a result of implementation of the new indicator set. TSA
should addinonaily consider whether more formalized, although still confidential. feedback
should be collected through terviews or [ocus groups,
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Further Indicator and Process Optimization

In uddition o SPOT Reteral Report Section 2 aptimazadion, it is anbicipaied that further behavior
detection indicator and process optimization activities will occar by February 2014, The goal is
(o produce u folly vefined behavior detectivn process that fits into evolving checkpoind
configurations snd procedures, To that end, Further optimization aetivities will inglude review
aned refinement of indicaters in SPOT Referral Report Sections 4 (8igns of Deception} and
Section & (Possible Suicide Bomber Cluster). Process optimization will also be considered and
e luds refinement related 1o Section 6 (Possible Surveillonee Activity) and Section 7 {Auw
LEQ notification), as well as evaluating reweighting indicator values, changing decision
theesholds, and determining which information should be included on the revised SPOYT Referral
Report. Using the same method and procedures for refinement, including SME Pancl input,
avitilable operational data, and related threat assessment research findings, AIR will ensure (hat
the resull of this work will be a Tully refined behuvior detection process. Onee accomplished. the
refined process can be tested in the field and furthee optimized as new operational and test and
evaluation data e collected.
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APPENDIX A:
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Susan E. Brandon, Ph.D.

D, Susan E. Brandon s Chiel of Besearch lor the High Value Detames Intervogation Group, s
multiageney group formed by Excautive Ovder 134910 (Ensuring Lawiul Interrogations ), She
previousiy served as Chief for Research of the Behavioral Science Research Program at the
Detense Intelhgenee Agency (Department of Defense [DoD )Y which focuscd on evidence-based
methods 1o support Human [ntelligence and Counterintelligence operations., analyses and
investigations. Previously, she was at the Nagienal Institutes of Health, Office of Scienee and
Teehnology Policy and Visiting Scientist ot the American Psychological Association. She spent
S yeurs as a Faeulty member of the Department of Psychology (Behuvioral Neuroseienee ) at
Yale University. where her primary rescarch anterests were the development and evaluation of
reil-time, computational models of learning and behavior,

Paul Ekman, Ph.D,

With more than 100 articles published, and several bonorary doctoral degrees in addition to his
own distinguished 30-yewr academic career, Dr. Paul Ekman, Professer Emeritus in Psychology
al the University of Califormia—San Francisca, 15 the researcher and author best known for
Tfurthering our uaderstanding of humin facial and gestural expression, A pre-cminent
pyyehelogist and codiscoverer of microexpressions with Friesen, Hapgard, and Isaacs, Dr.
ERman wis namned one of (he most influential psychologists i ihe 201 century by ihe American
Psychological Association and one of the 100 most influential people in te world in 2000 by
TIME Magazine.

Christian Meissner, Ph.I).

Dir. Christian Meissner 1s Prolessor of Psychalogy at lowa Stvte University. He holdys a doctorate
in cognitive and behavioral science lrom Florida State University (2001) and conducts empirical
studies on the psychological processes underlving investigative interviews, mcluding issues
surrounding sowrcefwitness recall and identification, deception detection, and isterrogations and
canfessions. He has published numercus peer-reviewed journal articles and book chapters, and
his research has been funded by the National Science Foundition {NSF). the U5, Department of
Detunse (Dold), the LS, Departmen of Justice (Do), and the U5, Depariment of Homeland
Scourity (DHSY. He has seevad on advisory panels Tor the NSF, the Nutional Academy of
Sciences, Dol and DHS. and currently serves on the editorial board of several prominent
academic journals, From 2010 (o 2012, he seeved as Progeam Director of Law & Social Sciences
at the NSF. In 2008, Dr. Metssner received the Salcem Shah Award for Early Career Exeellence
m Psychology und Law frem the Amencan Psychology-Law Society and the American Academy
of Forensic Psychology. In 2011, Dirs. Meissner and Lassiter were awarded the American
Pxychology-Law Society Book Award and the American Publisher’s PROSE Award fur
Professional and Scholarly Excellence in Psychology for their wdited volume, Pofice
Interrogations and False Confessions: Current Research, Practice, and Policy
Recommendations, MosUreeently. Dr. Medssoer ceceived the 2003 Academic Bxeellence Award
from the knternational Investigative Interviewing Rescarch Group,
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Helene Mullaney, MLA,

Mx. Helene Mullaoey, trom Delorte Consulting LLP, has over 24 years of prefessional
experience conducting behavioral analyses i applied seitings. Since 2000, her work has focused
om identifying patterns of terronst taraeting and threat behaviors in support of sceurity
operations, She designed and led a multimethed, muoludata collection eltort (o identity and
vadidate predetonation suicide attack indicators, which ingluded interviewing world-renowaed
subject matter and security experts. She has 4 years of experience conducting training needs
analysis and training evaluation for imelligence community and Dol chents and currently
provides pracess unprovement support 1o an ittelligence agencey,

Annalise Whittaker, M. Phil.

Dr. Annalise Whittuker has worked in the arca of counterterrorism Tor 7 years at the Defence
Science and Technology Laboratory (Dstl). Previous to that. she spent 8 years in acadenna
working i the field ol haman rmemory, including conducting depression and suicide assessments
of patients i the National Health Service in support of w large chineal trial. Dr. Whittaker hay
heen the Human Factors Liaison (o the Depaciment for Transport for 6 years and advises the
analysis and development team that coordinates counterterrorism research and applied research
aerosy all nmodes of ransport. She lemds a wide range of research projects in support ol UK
defense wnd security but s a particular intecest in applying clinical psychology and evidence-
hased experimental appraaches t© the tssue of human behaviors in counterterrorism, Dr.
Whittaker has an M, Pl in eognitive neuroseience.

Transportation Security Administration (TSA)

Jennifer King Blanchard, MLA.

M. Jenniler King Blanchurd is the Behavior Detection and Analysis Lead within the Threa
Assessment Capabilities Branch of the Office of Security Capabilities ar the Transportation
Security Administration (TS A). She joined TSA in 2009, first as the Training Manager and then
as the Braneh Chiet for the Steategic and Technical Braneh. Currently, her role centers on
Banilcling v research foundation for behavior detection capabilities i the aviation covironment,
Prior to coming (o the TSA. Ms, King worked at the ULS, Naval Reseioch Laboratory (NRL) as
an Engineering Rescarch Psycholagist in the Adversarial Modeling and Simulation Branch,
While there, she worked closely with IDHS's Science and Technelogy Directorale on various
elements of Project Hostile Intent (PHI), including datn collection, sensor evaluation, literature
reviews, and the developiient of micro expression training and animation wols. She also served
on the Behavior Representation in Modeling & Simulation conference commitled for 4 yeurs
during her time at the NRL. She bolds an ML inindustrial organization psychology and o B.S,
in criminad justice from East Carelina University.
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Patrick Burns

M. Patrick Burns has beeo working (or the TS A since 2006, In 2008 e began working as o
Boehavior Detction Ollcer (BDOY in the Seecening of Passengers by Observation Techniques
(SPOT) Program. Mr. Burns was invalved in geveral pilot programs and studies within the SPOT
Progran, including the Validation Study. BDO hiring process study. and the Deciion Gates
program. Since Qctober 201 1, he has been o National Instructor for the SPOT Program and has
been involved with curriculum, training material, und On-the-Job (OJT) process reviews aml
development,

John Carter

Mr. John Carter has been working for the Transportation Security Administration sinee 2002,

He worked as a Screener, Lead Screener and Screening Supervisor unbl being laterally promoted
to un Expert Behavior Detection Gificer. While working as 4 sereener Mr. Carter was trained
angd provided training o perform dual function sereening operations, He co-developed an in-
house mentoring systern for mentors and newly trained TSO's. In the spring of 2005 John was
selected to puwrticipute in the PASS program which is now SPQT, Mr. Carter was among the Tirst
selected wnd hired o be ETSO-BOC and BDOY instructor. He was a member ol the Nitional
Training team from Ootober 2006 uptl February 200120 My, Carter carrently works at Portlamd
internatiomal Alrport (PRX) and routinely provides support for Head Quarter inbiatives,

Lori McCullongh

M. Lori F. MeCullough w o SPOT Treamsportation Scoanity Manager at Sall Lake Ciry
fiternational Airport (S1C). Previously. she served as a Supervisory Transportation Security
Officer at SLC [rom February 2003 (o April 2007, Before that she served as o Lead
Transportation Security Offiver at SLC, Ms, MeCullough came (0 the TSA in September 2002,
She served on the Surge Capacity Foree in New York City from November to December 2012,
supporting the efforts of the Federal Enoergency Management Agency aller Hurricane Sandy.
Prior 1o joining TSA. My, MeColiough served in retail and ditect sales as branch/division
mi@nager.

American Institutes for Research

Treiey Costigan, Ph.1D,

Or. Tracy Costigan. Principal Rescarch Scientist at AIR. has nearly 20 yeurs of experience in
hehavioral science research. Technical areas of focus include research design, quantitative
methodelogy, predictive modeling, test development and validation, training evaluation, survey
dusign, hehavieral micasurement, and Targe-svale duta analysis, Rescarch areas include workloree
aned national seeurity 1ssucs, behavioral analysis, mental headth, and education. Dr. Castigan
served as Principal Investigator for PHI (2005 201 £, which was jointly funded by the NRL und
DS Science and Technology Directorate (DHS S&T). Inthis capacity, Dr. Costigan provided
project direction for all tasks, interacting with clients and Government cepresentadives. Related o
the SPOT Program. Dr. Costigan developed the methodology for and led the implementation of
the SPOT Validation Study ax well us led the data analysis efforl. Sha has briefed the study to (he
project™s independent review panel as well as to the TSA, the DHS, sand ibe LS, Government
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Accountability Office. As Principad Tnvestigator, she also led work on the Bdentitication of
Suwetde Allack [odicators, a study that mvolved conducting seomstructured intervicws with
subject matter experts (SMES) wnd eyewitnesses o suicide altacks. Her PH] work also incloded
developing complex statistical models of nonverbal indicators of deception; developing
knowledge tests to evaluate BDOs in a supplemental training course: conducting literature
reviews on suicide attack indicators, the casuil conversation interyivw approach, and cross-
cultural Gietors in deception detection: wnd developing standardizee definitions of SPOT
mdicators to support traming development. In 2011, Dr. Costigan was invited to serve on a SME
! ansportaon Sceurty
Oflicers (TS8O, She recently published o book chapter on validation netheds Tog secnnty
meastures in Evidenre-Based Cowmprerterrorism Poliey (2012, pant of the Springer Series on
Evidence-Based Crime Policy. Dr. Costigan hulds a Ph.D. in

Zodic Makonnen, Ed.M.

Ms. Zodie Makonnen, Senior Research Aradyst at AIR, has over 20 years of experience in
program evaluation and research, Most recently, Ms. Makonnen served as Deputy Project
Director for PHI and played o central role in the SPOT Validation Study and the Identificinion of
Suicide Attack Indicators tasks, Responsibilitios included developing and refining behavior-
based measures of deception and hostile intent through the development of in-depth interview
protacols Tor qualitative interviews with SMEs: conducting imerviews and focus groups with a
varicty of sespondents: and conducting extensive literature reviews on a range of issues relared to
deception and hastile intent, Coreently, she serves as Project Divector for a grant that invalves the
melependent evaliation of a classroom-based eacher pecformance evaluation systent, Specific
project activities include developing evaluation designs and appropriate data colleetion
measures, including surveys and vhservation, interview., and focuxs group protecols, Ms.
Makomnen holds an EdM. in education from Harvard University.

Tanya Taylor, Ph.D,

. Tanya Taylor. Research Analysl at AIR, bas over a decade ol experience in the arena of legal
psyechology. inchuding researeh relaled to interviewing lechsiques, interrogations, deceplion
detection, Tdse confessions, and judicial decision making, She has program evaluation and Reld
andd luboratory research experience and has had ample training in research design and
methodulogy and advanced statstical procedures, D Tavior led the PHI Deception Modeling
team, engaging in fondamental research on deception detection using facial expression and body
maovement data and applymg innovative statistical methadology, In addition, she was a senjor
st tember [or the SPOT Validation Study, mvolved i data anal ysis, design, and
implementation. D Taylor holds o Ph.DL in human behavier and orpanizations, with an
emphasis in legal psychology, from the Lniversity of Texas at El Paso,

Emily Bavmann, MLS,

M. Enuly Banmann, Research Associaie ut AR, bas been invalved im DHS- and TSA -
spansored research since 20008, She has supported PHI in the past by assisting the hehavioral
analysis tewm with duta preparation, conducting statistical analyses. coding and synthesizing
gualitative data, somducting wnclassilicd and ¢lassilied literature reviews ralated o behavioral
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indicators of suicide attack. collecting duta through site visits and monitoring other data
collectors, and contnbuting 1o reports. Ms. Bauniam has worked for the last several years on
sondocting strategie job sl yses and supporting program evalwations and behavioral analyses,
Additiona research responsibilities have included organizing and conducting SME focus groups
and intervicws, eolleeting observanon data, contributing 1o technical reports. and maintaining
project budgets and monthly elient reports. Ms, Bawmann holds an M.S. in applied sociology
from Clemson University.

Michele Toplitz, B.A.

Ms. Michele Toplitz, Rescarch Associale a1 AIR, has been involved i DHS- and TSA-sponsored
research since 2005, Mozt recently, she served as a member of the SPOT Validation Study (e
ber involvement mchuded developing data collection procedures Tor BDOs. conducting, airport
monitoring visils, and analyzing results for the final report. Ms. Toplitz was alse an integral part
of the PHI Identification of Suicide Aunack Indicators tusk, Purticipation included developing
mterview protoeols and traimng guides and conducting literature reviews on behaviors of suicide
altackers with respect o the SPOT. indicators, As. partof the BDO Selection System
Development project, she administered pilot and Field tests with BDOs at a number of ULS,
airports, Certified in the Facial Action Coding System (FACS), Ms. Toplitz applicd this expertise
o coding experimenial videe data and in support of TSATs devielopment ol @ supplemental
trtining course for BDOs. Ms. Toplitz holds o B AL in anthropolug y/sociology and Spanisht from
Lafayette College.
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