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INTRODUCTION

The Screemng of Passengers by Observation Technigues (SPOT) by the behavior detection
program implemented by the Transporiation Security Acimimsteation {TSA)Y, The SPOT Program
15 housed within the Behavior Detection and Analysis (BI2A)Y Program, part of the Theeat
Assessment Capabilities Branch of the Checkpoint Technologies Division in the Citice of
Scenrity Capabilities {OSC). This program is unique frem TSA s other Jayers of seeurity because
1t uses behavier-based obscrvation technigues to identify individuals who may pose a threat to
aviation snd/or transportation security.

Al the core of the program. Behavior Detection Officers (BDOs), who are specifically trained vn
the SPOT approach, observe and assess passengers for certm pre-specified indicalors—
nonverbal, verbal, and physiolegical reactions thid are thought 1o be associaled with fear of
discovery. The BDOs conduct operattens primarily at sceurity checkpeints, positioned where
they ¢an optimally observe triuvelers throughout the arca as well us at stress points (e,
upprosching or near the travel documen checker [ TDC), canines, wmdfor explosive trace
deteenon [ETDR] swabs). Inaddicon, BDOs can funclion as stress poinls themselves by engaging
with passengers. Observing and interacting with passengers at checkpoinis, BDOs are looking
for behavioral patterns thal are anomatous 1 the environmental baseline and may signal a need
for [urther screening. Because behavior detection techunigues are unobtrusive, threat agnostic,
applied in ceal time, and free of lurge equipment. BDOs may implement these methods ina
variety of seftings and checkpoint contigurations, The primary instrument that BIDOs use in this
process is the SPOT Referral Report, which lists the indicmors of mterest and 18 struetured to
reflect the SPOT provess and how passengers are wemified for furthee sereening.

In support of TSA™s behavior deteation capabilitics, the American Institutes for Rescareh (AIR)
is engaged in a stedy to help BDA reline and eptimize its behavior detection method. As part of
s process, AIR organized and ted two Subjeet Matter Expert (SME) Punel mectings in
November 2013 and Febrnary 2014, Participating SMEs included academic experts, operations
personmel. and select AIR stalt with deep knowledge of behavior detection methods, threat
issessnient and the SPOT Program. Following the November 2013 meeting, AR workaed closely
wilth TSA threat assessment/behavior detection experts o analyze and apply Panel] feedback,
developing a revised Section 2 (Observation and Behavior Analysis) indicator set as the first step
in the indicator refingment process,

This report describes AIR’s subsequent eftorts regarding indicator relingment, following the
Fobruary 2014 SME Papel mecting. Here, we presenta sumnuary of oor efforts before, during,
et alter the most reeent twasday meeting as well as the proposed revised Section 4 (Signs of
Decepiion) indicator set. First. in the Mesthods section, we present information on the SME Panel
mwembers, some of whom are new 1o the Panel; a deseription of materials developed for the
mweting: and an overview of the provess used to examine and ehat nput on the Section 4
indicators. Next. in Resnlts. we prosent propoesed changes to particular indicators from Section 4.
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Last. we discuss Next Stepy in teems of both indicator and process optimization, and hisw these
prelimimary results may inform larger SPOT Program evaluation eftorts.

METHODS

This section provides an overview of methods used in the indicator optimization process w0 date.
Here, we present the st of SME Panel members us well av materials developed and processes
followed during the two-day meeting.

Participants

The SME Panel ineluded a diverse group of individuals with expertise in behavior detection,
rexcarch methodalegy, undfor the SPOT Progran. Exhabiz | lsis the members and their
affiliations, Select AIR sl with experise in the SPOT indicator Tist and process, analysis ol
SPOT operational data, and behavier observationfeoding also participated.

Exhihit 1. SME Pancl Members

External Subject Matter Experts
Coval Dando, PhoD.

Aeadet in Cognitive Psychology, University of Walverhampron, United ingdom

Paul Ekman, Ph.D.

Professor Emeritus in Psychology, University of Califarnia, Sen Francisco

Christian Meisshar, PR

Prafassar of Peyehology, lowa State University

Jokn Manahan, Ph.D.

Prafessor of Paychology, Professar of Law, University of Virginia

Helone Mullaney, MoA

Doloitte Consulting

Transportation Security Administratian

Jennifer King Blanchard

T5A, Office of Security Capabilities, Threat Assessmenl Capabilities Branch

Alwint Brooks

TSA, Office of Security Dperations

Jon Carter

TSA, Expert Behavior Detectian Officer, SPOT Program

Donald Mancuso

T84, OFfice of Security Capabilitios, Threat Assessment Capabilities Branch

Lasri MeCullaugh

Sarah Moeller

TSA, Office of Security Capabilities, Threat Assessmant Capabilities Branch

American Institutes for Research

Tragy Costigan, Ph.D,

AIR, Principal Research Sciantist, 8DA Program Research Principal Investigator

Zodie Makonnen, M.£d.

AlR, Senigr Research Scientist, Indicator Optimization Task Leader

Tarwya Taylor, Ph,[)

AlR, Research Analyst

Emily Baumann, M. A

AR, Research Associate

Michete Taplivg, B.A,

AIR, Research Asstociate

Note takers

Kaylie Clark, B.4,

AR, Resaarch Assistant

Claire Bocage, B.A.

AIR, Research Assistant

Biographwal skeiches Tor cach SME Panel member are mcluded in Appendix A
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Materials

In preparution for the seeond SME Panel mecting. AIR stall prepared several docoments,
adapting materiats developed for the indtial mecting that proved to be useful tools in fostering
productive discussion. Matenals inclhided o note-taking grid (included below., in the Proecess
seetion ko list of Section 4 indicators, aud an expanded Summary Document. ninally developed
for the first SME Puanel meeting, the Summary Document (AIR Deliveruble 2.1.2: AIR, 20 3)
presented information on afl Scetion 2 indicators, including opermional delinitions (descriptions
amed exemplars) and related ceseareh findings. For the secund meeting, we expanded the
Summary Document o include this same mfornution for indieators from Sections 3. A
descriprion of the Summary Document is presented here.

Summary Document

During the Panel mesting. the Summary Bocument functioned sis ool around which group
discussions specitic (o Secunn 4 indicators occurred. We huve included the intraduetory
language from the Summiary Document here to serve as an explanation of the various picces of
infvrmation provided for cach indicator. While this is very similar to what members received for
the initiu] meeting, some elements have changed; Tor example. we conducted an explocatory
factor analysis {EFA)Y with the Scction 4 indicutors as was done with the Scetion 2 set previcusly,

The tollowing lextis extracted trom (he introduction of the expanded Summary Document,
Introduction

The Summary Document serves as o relerence 1ol that presents comprehensive, current, and
research-hased information on suspicious indicators from the SPOT Referral Report. Tt is the
pringuy docurnent used inthe ongoing indicator refinement process,

Below, we provide o guide to help the reader navigate the Sommary Decument. For cach
mdicator, we present the same infarmation in o standardized, two-page tormat, Here we lay oul
this [ormal and provide buck ground on sources of informution and the significance of the

anal yses conducted,
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Page 1: Indicator Information

The first page of cach mdicator-specific section presents informistion from TSA's SPOT Referral
Report and the accompanying SPOT Behavioral Indicator Reference Guide. Each field and its
corresponding deseription are listed here:

, i . . . . - 1
o Inidicetor Name: The ihicator wording as il appears on the SPOT Referral Report,

o Refervad Report Section{s ) Lists the section(s) where the indicator can be Tound on the
SPOT Referral Report.

o ndicator Nuarber: Number assigned to the indicator by the research team to facilitate
simulneous review of multiple mdicaror-specitic docaments,

v Description: The behavioral descriplion or operalional definition that correspenids o the
indicator label on the SPOT Referral Report, The SPOT indicator deseriptions we part of
a stindardized manual meam (o guide the BDO on ussessing passenger points.

o hwsessable amd Non-Assessable Exemplars: Examples of instunces in which the indicator
iy and muay notl be assessed, These are not comprehensive bul meant to provide the
BDO with relevanl and common examples of how the indicstor may look in the
opeitional seiting.

Exhibit 2 presents current indicator informabion used by the BDO Program, extracted from the
SPOT Program’s Behavioral Reference Guide (BDAL 2011).

Ixhibit 2. Template of Indicator Label, Definition and Exemplars

Indicator Name

Referral Report Secliondsk: Indicator Number — DEC XX
Description

[Description of indicator. |

Assessable Exemplars Non-Assessable Exemplars
Example | Example |

Exiumple 2 Example 2

Lxample 3 Example 2

Uik document veferonees e SPOT Relerral Report (Version 4400 pevised 23 Febrary 20001, Sinee Febrsary
2000 the SPOT Program began using newer versions of lwe instrument {Version 3.0; revised 19 April 2003 and
agann e 15 Novemiber 200 3, However, since operationad duta used i the updated analyses span brom 2006 w 2012,
wer etereney the previows version C¥ersion 403 that wais inoase doring this e, Despite the reeent revisions, the
content of the screening instrument (Le., the suspicwns indicators) for our purposes rematn largely unchanged.

!
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Page 2: Research Evidence

Forall Section 4 (Signs of Deception) indicators. the seeond page of cach indicator-specific
section presents results of various analyses fromn several different sources. From AIR's previous
work on Peoject Hostile Intent (2005-201 1), we draw on findings from the SPOT Validation
Sludy(w’ Amdyses were updated here w inelude operational data threegh 200 2,

For each indicator, this second page consists of a muli-part table. which presents results from
various analyses. Betow is a briet description of each section included in the table;

W Freguency of Ocetrvence, The percentuge of time the partculur indicator oecurred, in
propunion o wllindicaors observed, as wellas the trend i indicator oceurrence (up,
down, stable ), Nove that for alf Scetion £ indicarors, frequency vafires wee extreniely long,
aften fesy than 1O%  witlifn and across vears.

B Renks. This represents the degree of variation in Lhe use of indicators ucross @ sct of
stuble setling characteristics (Year, Quarter, Location, and Hub size). The indicuators were
ranked Irom most frequent 1o feast frequent overall. This table wlxo includes results of
indicator use by Hub size ws one example of polenlial consistency or varialion in
indicator wse. Hub sizes included in the analyses were: Large, Mediwn, and Simall. (Non-
Hub Primary was excluded from analyses duc o small sample sizes.) Ranks were
designated it a quartile: quartile 1 {i.e., the 25% most frequently observed indicators);
guarhile 2 {ie., the middle 504 ol the indicidors); and quuartile 3 (e, the 25% leust
frequenly vecurring indicators),

B frem-Level Predicrive Ditiey, The prediciive wility of individuad indicators was exanined
by calonlating the association between the presence/absence of cach SPOT imdicator and
the presence/absence of each of the four outcomes (LEOD Arvest. Passession af
Prohibited/legal hems, Passession of Frawdulent Daciomenis, and the Conthined
Outeonie). Significance wsts that assessed the sssoctiations between indicators and
oLicomes were computed [“u: vach 2x2 table Gi.e., cach indicator x outcome pair).
Corresponding Puawon S1” "values und sigaificunee were compuied: in instanees when
the Pearson’s 3 ° ‘mumptm o (that mimimum expected call counts are greater than "3] was
ot met, Fisher's exact st statisoes and signiticance levels were reported instead.”

Odds ratio (OR) stutistics were also produced Tor each pair in order to deseribe the rutiv
of the odds of a positive oulcome amang those exhibibng o given indicator to the odds of
a posilve outvome among Those not exbibiting a given indicator, Conlidence Tntervals
(Cls) ussociated with cach OR were ulso produced. Note thal the analyses were one-

’ Costigan, 1, L, Makoosen, 2. L Tavlor, ToSL Sawyer, Ko, Myvers, U L & Toplita SO0 1L SPOT referiad
roperet vadiclittion sty finad ropost: Volpmes 14, Washington, TIC) American Institutes for Research
"Fisher, R, AL (19220, On the interpretativn of 22 from contingeney tables, and the caleulation of P, Jewrnal of the

Rervedd Stotistival Sociey, 8587 04,
Tl'li
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directional and focused on positive ORs only. or the extent to which the presence of
mdicitors incressed the sdds of 2 given ontcome.

These analvses were conducted with stratified subsels (1.e., the Operationzl SPOT datasel
was randomly split into two subsets, balanced by year). 'This allowed for an examination
of stability in the results, [t wbles, we present only resadts Tron the Tivst subset o
simplif'y information presented.

W Focior Analysis, AR slse condueted an explotatory factor anglysis ¢EFA) of the SPOT
Reterrul Report Section 4 indicators, This analysis served as an indial step in the
examingtion of comstruet-telated validity, Results of the EFA produced a two-tacuw
model, which appeared (o cepresent Lwo prototypical traveler profiles: Scripted bt
Ferrificd and Strategically Verbally Avoidun. Agan, the EFA was conducted with
stratificd subsets (Le., the Operational SPOT dataset was randormiby split into two subsets,
balunced by year). This allowed for an examination of stubility in the results, The resulls
for the two subsels sre presented in the summary table. Factor loadings greater than
approxintuely 40 are considered strong: factor leadings between approximately .15 and
A0 are considered moderate. Becanse the SPOT indicators are binary {ie.,
presencefabsence), for the purpose of this review the absolute magnitude ol o factor is
nore imporiant than the dizection of the loading G.e.. positive/negative),

W Overlap wirli Secifon 2 {Qhservation and Behgvior Amadysis) 1Eapplicable,
docamientation of overlap between Sections 2 and 4 of the SPOT Referral Report.
Information provided includes the current indicator Tabel (Current SEOT Refervid Repert)
and the new indicator label (Proposed Refined Indicaror) based on feedback provided
during the first SME Panel mecting

Fxhitnt 3 presents 1 sample table of research evidence, sirmilar to that included for each indicator
m the Summary Document.
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Exhibit 3. Samiple Research Evidence Table

Research Evidence
Indicator Label

Frequency of Occurrence
Awerape Frequency of Qoourrence Aoross Years | 0.12%

Trending i 0.20%

r .

0.15% - |
0.10% L
= 11
poos - . . . . . .
2006 2007 2008 2000 2010 2011 2012
Ranks
Quartile Rank Across Years 3 Quartite Rank Infarmation
Rank by Hub Size - $mall Hub 3 1=top 25%
Rank by Huh Size - Medium Hub 3 2 = interguartile (middie 50%)
Rank by Hub Size - Large Hub 3 3 = hottam 25%
Item-level Predictive Utility
Odds Ratio
Lower | Upper
Bound | Bound Sig. Notes
To Serious Prohibited or |llegal Items 3.8% B35 <001
Ta Fraudulent Documernts £.39 14.2% | <0012
To LEQ Arrest 1806 | 39.61 | <0n2
Te Combined Qutzome 7.12 13,27 | <00)
Factor Analysis
Factar Loadings
Subset | Subset | Best
1 2 Fit Notes
Seripted, but Terrifigd 0.29 0.26
Stratepically Verbally Avoidant 0.25 025

Overlap with Section 2

Current SPOT Referral Report
Proposed Refined Indicator

7

FAAIR

[VPTITVIT EOWIL VOPRTVPRE DU ROV pmowmwe wms e s B T

T RTT bl FCTIN ANS SN L s TR ISR A IO TTIA T ES CONTIROLE TR E NI R 0] R L b T
PARY O 1NN RECEHET ST T T bbbl LS 0 5 W T TIOALEE A N 1Tt it WPPPTRETE O B PAR IS 1 & AN [0,
PEXCENT WITIE THE WHRITTEN PERMISSHIN OF THE AT ST SEPOR TATION SECURITY ABRMINISTRATION OR TIHID

SEURET ARY 03F TR AL il EOTTIORTA LD R ART S EAY RESUT T IR T M bbbl L8 AL EION LN
O RPN U VG ENCTR S, PURLIC PISULOSUR] GOV ERMEIT Y 4 150 382 ANl R, PATS 1N e ———

TSA 15-00014 - 009373



heipprpletmeiimeprb bt ttenyiiidy
DRAFT

Process

In preparution for the SME Panel meeting, AIR developed o process G structurs the two-day
meeting and maximize productivity, Again. the goal was to faster rich discussion and pather
members” input on the Section 4 indicators.”

Panel members were divided into two working groups. Each group had a mix of research and
operations-oriented SMEs 10 encourage productive discussion where muhiple viewpoints were
constdered, During the st day, the majarity of the tume wis devoted to theee rounds of
colluborative hlt,tl]mm sessions: 9G-minute blocks where cach working group discussed a
pacticular set of tive to cight indicators and provided recommendations on whether to cemove or
retain cach mdicator, If the group decided 1o retain an indicator, members note whether changes
shouldd be made 1o any partis) of the indicator itself (e.g.. Tabel, operational definition,
duscription, exemplars).

To facilitate the group discussion, working groups were given instroctions on how o
systematically provide recommendations for their assigned indicators (see Exhibit 4 tor the
tenplite). The process 15 described here:

M Sep 1 Select one:
o Remove
o Retuin as is
o Retain with chunges™®
o tStep La IF selected Retein with changes, setect all thit apply:
o Combine
o Separate/split
o Revise indicaor name
W Step 2 Detar] changes and indicate relative importance (optionaly — Sclect further
changes that apply. IF you have background knowledge or opinions on the importance
of ulilily of a particular indicator inidentilving somcone whoe s trying o deccive,
please nrdicate this here. I you do not have strong feelings about this, el free w
lewve it blank,
Derail Changes
o Revise indicator definition
o Ruvise uoceswible exemplurts)
¢ Ruevise non-aceessible exemplans)

Reluative hiparrance

o High
¢ Medam
o low

Ten Fection 4 indicatars overlapped with Section 2 indicators, The SME Fanel members provided inpud en w10
averlapping indicatars dunng the Birst SME Panel meeting tn Movember 2010 3.

8 AAIR
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Following each breakout session, all members reconvened to present an overview of their
mdicator set, explain decisions made, and bring up uny 1ssues or questions for discossion among
the whole group. Discussion during both the breakout and plenary sessions were captured by
AIR note (akers for later analysis and to inform AIR s recommended changes to the Section 4
indicators. As mientioned previously, nete tukers completed o pre-developed grid for cach
indicator discussed. as seen in Exhibit 4.

Exhibit 4. Indicatoy-Specilic Note-Taking Grid

W INDICATOR LABEY,
Step L Select one X Nutes
Reinove

Re:ten a5 15

Betiin with changes*

*htep la. If selected Retain with changes | selecl alt that apply and inser notes

Comibing

Separak/spli

[Ruvise mdiwor o

Step 2. Detail changes and indicate velative importance (OPTIONAL)

Rervise medeeater detiintion

Rexvise gecessibyke ¢ xemplar

Revie iniecessihke cxemplar

Relative Importance
Low

Mdiuim

Hugzh

Fallowing the SML Panel meeting, AIR unalyzed and processed the information presented and
the conclusions drawn to develop o prebiminary indicator Tist, This prelimanary indicator list was
presented 0 TSA threat assessmem/behavior detection experts (or review and comment. This
feedback [romthe TSA exports was incorporaied inle the development ol the proposed revised
version of the revised indicator list,

9 AAIR
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RESULTS

Ax a result of the SME Panel meeting and subsequent analysis of feedback provided, the
propased listincludes six indicators, Within these six, we have subsuned o number of carrent
indicators that can be used a8 assessable examiples. For example, a passenser exhibiting the now
dicator al(bifﬁ) WOETE e I misht o PIETAT LS LS TT A |

)y USC §1140) [(DEC 1) or provide ORI U5 C 5 11em ]
1AL L T J(DEC20). In other words. thete are
mulliple ways this partieular ndicator might loek. and current indicators provide useful
enmnples,”

Appendix B includes a crosswalk of the proposed new indicators and the current indicators from
Secton 4, Again, some of the current indicators have been collapsed while others remain
standatone indicdtors that represent distinet constructs. Exhibit § lists the proposed Section 4
indhicators below,

IExhibit 3. Proposed Scection 4 Indicators

STHCE: SCs1T4n

Based on tfeedback from the first SME Panel, AIR previously proposed revised Section 2
indicators, which are grouped into higher-order clusters (AIR Deliverable 2.2.1: Costigan,
Tuylor, Makonnen, Toplitz. & Baumann, 2003), Notall Seetion 4 amdicators Jemt themselves (o
this type of organization, as they were distinet concepts, Five of the six new indicatars (listed
ahove in Exhibit 3) correspond ¢ither one-lo-one with current Seclion 4 indicators or, in ong
casie. two indicators are collupsed into a new, broader mdicator, However, ihe majority ol current
Section 4 indicotors hang togetber conceptually in ‘m|m(“ JAUS L § 140 |c|ust¢r.

More specitically, we cremted the[PH) 80U S & 51140 [cluster because there iy similurity
ancd, 10 some exlent, overtap among many of the Scetion 4 indicitors and their corresponding
assessiuble L‘,‘(L‘ll'l])lill’H. To reselve this umbiguity, we identified cight current Section 4+ indicators
that [i within this cluster, Following an analysis of exemplars belonging o these cight
indicators, we came upr with six wmgue ehaviops, listed belew i Exhibit 6 We believe this new
conceptualization of an “uster, as well as the wdentification of
concrete, abservable behaviors, is usetul because BDOs will no longer have to infer passenger

S oiar . R - L -
Work on revised operational defimitions (deseriptions, assessable and non-issessable examples, ol Ton te
propesed indtcarors s ongoing and will be submitred ax part of an upeoming deliveralle.

; A AIR
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intent (e.g., whether a passenger exhibited 2 behavior to intentionally delay answering or for a
varely of other reasons), How this cluster will be used  whether the bebaviors funcuoen as
Inelicitors themselves or serve as examples ol one overarching indicator — must be determined in
felation ta changes in SPOT process aptimization. However, we believe this new
conceptualization will be beneficial regardless of what process changes are implemented.

Exhibit 6, Behaviors wiihin [FRo048 Us.G57140 | Cluster
1349 LS G 11440

It is important to note that certain Section 4 indicators are repeated in the SPOT Referral Report
Section 2 (Ohevvation and Bebavior Analysis). For example, an element of the Section 2
inlicaior, |(b JEIA9US.C.5 141 [is repeated in the current Section 4 indicator
|(b){‘i).'¢9 USC.S | During the current optnnization effort, the primary focus was on Sectivn 4,
specifically indicators that were unique to the section. However, overlap across sections wus
acknowledgedl and will be wiven further consideration during the engoing refinement provess, A
full review of all indicators 1n all sections will be completed during the next phase of
opltimization with the goal of having no overlap across sections of the Referral Report.

Removal from Referral Report Section 4

OF the Section 4 peheators reviewad during this mecting, the SME Pane) recommenced thy
remuval of eight indicalorPIET P USCS Ill)l EC ) |{h“3 AL G5 TT4(] kDECH If?],g, g |

'(b DPC ARV S LT [(DEC m}rﬁ T LG T |
' (DPCIN ORI S ALY Voocc femmusc s iam |

(b(& QUSCE114 |(Drrﬂ4]|{b{?)49US 51T I
|th 145 | DEC31) Exhibit 7 also summarizes these chunges.

' A AIR
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Exhibit 7. Indicatiors to Remove

DEC# al Indicator Label Recommen

Reminve - Phtticult a assess

f Remove - DT 10 assexs
% Renve DidTwcnl to assess
16 Remove - DifTrenlt 1o pxsess
1% Remove - DTyl 1o assess
) Remove - DifTicult o assess
24 Remivve - Covergd in revised Seetn 2 Indicator
3 Remove - Covered in reviaed Section 2 Indicator

At this stage of the optimization effort, the tean has focused on the indicator labels—-aiming for
clear, precise, and standurdized wording. As pant ol the pext phase ol optimization, indicator
aperational definitions and exemplars will be finalized on the basis of the recommendations of
the SMLE Panel mecting and TSA stakcholduers,

SUMMARY AND NEXT STEPS

As deseribed above, the goal of this task was (o optimize the Section 4 indiciators, using a
structured and standardized methodology with input from the SME Punel and TSA/BDA
progream leadership, The results of the SME Pancl neeting in February 2014 reduced the current
sel of Section 4 mdicators st imdicators, Bight indicators wore recommended for caomplete
reaneval fram the behavior detcetion process and ten others are currently caprured in Section 2.
In addiion, discussions aboul optimization of other indicators, process oplimization. and raining
development began ducing the SME Panel mecting. Thix information will be incerporated into
ongoing discussions regarding continued refmement of the Relerral Report and SPOT process.

The resulls presented above include the new set of proposed Section 4 dicator labels. Indicator
labels were crafted to be ¢leur, coneise, precise, and stiendardized. I the next phase of the
optimization work. each new indicator’s operational delinitions ti.e.. descriptions and exerplars)
will be further refined (o ensure that all reconimended SME Panel chianges are captured in
revised training materials, The resulting operational defnitons will be precise and specific with
the goal of achieving reliable coding by BDOs trained and proficient in the indicator set. By the
gned of Yeur 1 (March 2014, AIR anticipates thal Section 4 indicator label wording will be
Tialized and the asseciated operational defiitions and exemplars will e iy draft form and
usable for pilot esting.

’ A AIR
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Sharing Refined Indicators with Operational Staff

Asandicuted i carliee reports, s unpertant s aote i becanse most ol the new indicators in
the refined sct represent one or more of the original SPOT indicators (as shown in Appendix B
ihe operational definitions (e, deseriptions and exermplars) will be substantially chunged to
develop more precision. clavilication, and standardization for a revised Behavioral Reference
Guide. Te avaid confusion, we recommend that only the new indicator list be shared with BOEs,
ool (he linkages Lo the old indicators. In addition, BDOs in the ficld should view this revised
trdicator set ulong with the revised Bebavioral Reference Guide only when it is completed. 11
RDOs are given the new indicator list without the definitions, they will tikely make assumptions
about the meaning and vse of the labels and pessibly have coneems abour the “missing”
indicators (shich, in fact, are really combined with other indicators). Thus, AIR strongly
emphasizes the impartance ol rairing oo the new indicator delinitions and careful pilot lesting
ane! rollout of the revised procedures.

In addition, we recommend that BROs have the opportunity to provide feedback on the new
indicator set during the pitot test phase of the optimization work. BDOs should be allowed to
anonymously provide positive and negative feedhack about indicators. processes, and changes (o
referral patierns that may occur as g result of implementation of the new indicater sei, TSA
should additionally consider whether more formalized, ulthough stitl confidential. feedback
should be collected through interviews ar focus groups.

Further Indicator and Process Optimization

In addibon (e the optimization of SPOT Referral Report Sections 2 and 4, o 1s antieipated tha
further bebavior detection indivator and process optimizatkon activities will occur by March
2014, The goul is 1o produce a fuliy refined behavior detection process that its into evolving
cheekpomnt conligurations and procedures. To thit end. furthey optimization activities will
inctude review and retinement of indicators in SPOT Referral Report Scction 5 (Powsible Suicide
Bomber Cluster). Process optimization will also be considered and inelude refinensent related o
Section & (Possible Surveitlance Avovity) amd Section 7 ¢Auto LEO notlication), as well as
evaluating reweighting indicator values. changing decision thresholds, and determining which
inlurmation should be included on the revised SPOT Referral Report. Using the samwe method
and progedures for refinenent neluding SME Panel input. available operatonal dati, and
related threat assessment research findings. AR will ensure that the result of this work will be o
Tully relined behuvior detection process. Once accomplished. the refined process can be tested in
the field and Turther optimized as new operitional and st and evaluation data are colleeted.

- AAIR
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SME PANEL MEMBER BI0S
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Coral Dando Ph.D.
Awniting bioskelch.

Paul Ekman, Ph.D.

With more than 100 articles published. and scveral honorary dectoral degrees in addition o his
aown distinguished 30-year academic carcer. Dr. Paul Ekiman. Protesser Emeritus in Psychology
at the University of Calilornia—3Sap lrancisco, 18 the researeber and aunhor best known for
furthering cur understanding of human facial and gestural expression. A pre-eminent
psyehologist and codiscoverer of microexpressions with Fricsen, Haggard, and Jsaoes, Dr.,
ERman wis numed one of the mostantluential psyehologists in the 2000 century hy the American
Paychologival Association and one of the 100k mostinfluential people in the world in 2009 by
TIME Magazine.

Christian Meissner, Ph.D.

Dy, Christian Meissner s Professor of Psychology al lowa State University. He holds a doctorate
m eognilive ind behavioral seience from Flonda State University (2001) and conducts empirival
studics on the psychological processes underlying investigalive inerviews, including issues
suerounding sourcefwitness recall and idendification, deception detection. and interrogations itne
confessions. He has published numerous peer-reviewad journal articles and book chaptars, and
his rescarch has been funded by the Nationad Science Foundation (NST, the U8, Department of
Defense (Deld), the LS. Department of Justice (Dol), and the LS. Department of Homeland
Seeurity (DHS)Y. He has served on advisory pancls for the NSEF, the National Academy of
Seiences, Dol and DHS. and currently serves on the editorial board of several preontinent
academic journdls. From 2000 1o 2012, he served as Program Director of Luw & Sovial Scienves
at the NSF. In 2008, Dr, Meissner received the Saleem Shah Award {or Early Career Excellence
in Paycholugy wnd Law from the American Psychology-Law Society und the Anwerican Acadenty
of Furensic Psychology. In 2011, Dirs. Meissner and Lassiter were awarded the American
Psyehology-Law Society Book Award and the Ameniean Publisher’s PROSE Award for
Prafessional und Scholarly Excellence in Psycholagy for their edited volhne. Pofice
Intervogations amd False Confessions: Curvent Researeh, Practice, and Policy
Recammendarions, Mostreeently, Dre, Meissacr received the 2013 Academic Excellence Award
from the International Investigative Interviewing Research Group.

John Monahan. Ph.D.
Awaiting hosketch,

Helene Mullaney, MLA,

M. Helene Mullaney, from Delaite Consulung LLP, has aver 24 years of professional
cupericnee conducting behav foral analyses iy applied scttings. Since 2000, her work hus focused
ol identilying paterns of terrorist targeting and threat behaviors iy support ol securily
aperations, She designed and led a multimethod, mulodat collection effort (o wentity wnd
validate predetonation suicide attack indicaraes, which included interviewing world-renowned
subject matter and sceurity experts. She lias 4 years of experience conducting lraining oeeds
analysis and raoing evalustion for intelligence community and Dol clivis and caremly
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provides process imiprovement support to an intellisence agency.
Transportation Security Administration (TSA)

Jemnifer King Blanchard, MLA.

M. Jenniler King Blanchird s the Behavior Detection and Analysis Lead within the Threat
Assessment Capabilitics Branch of the Office of Seeurity Capabilitics at the Transportation
Security Administration (TSA), She joined TSA n 2009, first as the Training Manager and then
s the Branch Chiet tor the Strategic aml Techmcud Bruneh, Curtently. her role centees on
Building o research foundation for behavior detection copabilities in the aviation ehviromment,
Prior (0 coming to the TSA, Ms. King worked atihe U8, Naval Research Laboratory {NRL) a8
an Engineering Rescarch Psychologist in the Adversarial Modeling und Simulation Branch.
While there, she worked closely with DIS™s Science and Technology Directarate an various
elements of Project Hostile Intent {PHD, meluding duta collection, sensor evaluation, literature
reviews, and the development of micro expresston training and antmation tools. She also served
on the Behavior Representation in Madeling & Simulation conference committee For 4 years
during her time at the NRL. She holds an MCA i industnal organization psyehology and 4 B.S.
i criminal justice Mrom East Carolina University.

Alvin Brooks
Awaiting biosketch,

John Carter

Mr. John Carter bas been working for the Trissportation Sceeority Administration sinee 2002,

He worked as o Sereener, Lead Sereener and Sereening Supervisor unt] being lawrally promoited
to an Expert Behavior Detection Officer. While working as a sereener Mr. Carter was trained
angd provided training 10 perform dual function sereening vperations, He co-developed un in-
house mentoring system for mentors and newly trained TS(Ys, In the spring of 2005 Jahn was
selected to participale in the PASS program which ts new SPOT. Mr. Canter was amang the first
selected and hired (o be ETSOQ-BDO and BDO jostructor. He was a member of the National
Traning twam from October 2006 uptil Februey 2012, M, Carter currently swworks wt Portland
International Airport (PRXY and routinely provides support {for Head Quarter initiatives,

Lori McCullough

Ms. Lori F. McCullough is a SPOT Transportation Security Manager at Salt Lake City
International Airport (SLC). Previously. she served as a Supervisory Transportation Security
Officer wt SLC from February 20003 1 Apil 2007, Before thal she served as o Lead
Trunsportiion Scenrity Officer at SLC. My, McCullipugh came 1o the TSA in September 2002,
She served on the Surge Capacity Foree in New York City from November to December 2012,
supporting the efforts of the Federal Emergency Muanagement Agency after Hamicane Sundy.,
Prior to jeining TSA. Ms. McCullough served in retail and direet sales as hranch/division
manager,
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Donnie Mancuso
Awniting bioskelch.

Sarab Moeller
Awvaiting hiosketch.

American Institutes for Research

Tracy Costigan, Ph.D,

D, Tracy Costigan, Principal Rescarch Scientist it AIR. has nearly 20 vears of expetience in
behavinrl science research. Techmical areus of focus include resesrch design, quuntitative
owthodology, predictive muodeling, test development and validation, traiming cvaluation. survey
desien, behavioral measurement. and large-scale data analysis. Research areas include workforee
and natjongl security issues, behavioral analysis, mental health, wnd education, Dr. Costigan
served as Principal Investigator for PHI (2005-201 1), which wis jointly funded by the NRL and
IPHS s Science and Techaology Directorate (DHS S&T). D this capacity. Dr. Costigan provided
project ditection for all tasks, interacting with clicnts and Governmient cepresettatives. Relited to
the SPOT Program. Dr. Costigan developed the methodology for and led the noplementation of
the SPOT Validation Study as well as led the data analysis effort. She has briefed the study (o the
project’s independent review pancl us well as to the TEA, the DHS, and the U.S. Government
Accountability Office. As Principal Investigator, she also led work on the Identification of
Suieide Auack Indicators, 4 sindy that mvolved conducting sermistructured mierviews with
sihject matter experts (SMEs) and eyewitnesses 1o suicide altacks, Her PHI work also included
developing complex statistical models of nonverbal indicators of deception; develaping
knowledge tests to evaliate BDOs ina supplemental training course; cotrloeting literaturs
reviews on suicide attack indicators, the casual conversation interview approach, and cross-
cilturil lactors in deception detection: und developing standirdized delinitions ol SPOT
mmehcators o support traning developrment, In 2011, Dr, Costigan was inviied 1o serve on o SME
Panel for TSA to discuss the design of microexpression training for Transportation Security
Olficers (TSOs). She recently published u buok chapter on validation methods for security
masures in Evidence-Beased Cowitertervorism Polioy (20120, part of the Springer Series on
Evidence-Based Crime Policy. Dr. Costigim holds a Ph.D. in

Zodie Makonnen, Ed.M.

Ms. Zodie Makonnen, Senior Research Analyst at AIR, has over 20) years of experience in
program evaluation and research. Most recently, Ms. Makonnen served as Deputy Project
Darector for PHI and played a central role inthe SPOT Validation Study and the Tdeatilication of
Suieide Atack Indicators tasks, Responsibilities included develaping and refining behavior-
bascd measures of deception and hostile intent through the development of in-depth interview
protocols for gualitative interviews with SMEs; condueting interviews and focus groupes with a
varicty of sespondents; and conducting exiensive lieratire reviews on a range of issues related to
deception and hostile intent, Currently, she serves as Project Director for a grant that involves the
nelependent evaluation of u clussrosm-based leacher performance eviduation system. Specilic
project aetivities inelade developing evaluation designs and appropriate dataeollection
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measures, including surveys and observation, interview, and focus sroup protocls. Ms.
Mabkonnen bolds an Ed.M.in edoestion from Harvard Lhuversity.

Tanya Taylor, Ph.I.

Dr. Tanya Taylor, Research Analyst at AR, has over a decade of experience in the arena of legal
prychology, including rescarch related 1o interviewing lechnigues, interrogations, deception
deiection, false conlessions, and judicial decision making. She hys program eviluation and ficld
and laboratory research experienee and has had ample training in rescarch design and
methodelogy and advanced statistical procedures, Dr. Taylor Jed the PHI Deception Moedeling
team, engaging i Rindamental cesearch on deception detection using facial expression wnd body
movement data and applying innovative statstical methodology. In addition, she was a senior
stalT member for the SPOT Validaticn Study, tvolved in data analysis, desiygn, and
implementation. Dr. Taylor holds o Ph.D.in human behavior und organizations, with an
eimsphasis in legal psychology, from the University of Texas at EI Paso,

Emily Baumann, M.5.

M. Bmily Baumann, Research Associate at ATR, has beon invalved in DHS- and TSA-
sponsored research sinee 2008, She has supported PHI o the past by assisting the behavioral
amid yals e with Juta preparation, conducting statistical analyses. coding and synihesizing
gualitative data, conducting vockissilied and classified literatuee reviews related 1o behavioral
inchcators of suicicde attack, collecting data throngh site visits and monitoring other data
collectnrs, and contributing to reports. Ms. Baupann has worked for the last several years on
contducting strategic job analyses and supporting program evaliations and belavioral analyses,
Additional reseacch responsibilitiex huve included organizing and conducting SME {ocus groups
angd inlerviews, colleeling observation dati, contributing 1w technicul reports, and maintaining
project budgets and monthly client reports. Ms. Bawmano holds an M8 applicd sociclogy
from Clemson University.

Michele Toplitz, B.A.

Mx, Michele Toplitz, Resewreh Associate at AR, has been myvolved in PHS- und TSA-sponsored
rescarch since 2008, Most recently. she served as o member of the SPOT Validation Stady team;
her involvement included de veloping data collection procedures [or BDOs. conducting airport
monitoring visils, and analyzing eesults Tor the final report. Ms. Toplitz was also an integral part
of the PHI Identification of Suicide Attack Indicators task. Participation included developing
mierview protocols snd traming guides and conducting literature reviews on behaviors of suicide
attackers with respect 10 the SPOT indicators, As part of the BIX Selection Systen
Development project, she administered pilet and field tests with BDOs ata nomber of U8,
atrports, Certified in the Facial Action Coding System (FACS), Ms. Tophitz applied this expertise
to coding experitnental video dala and in support of TSA's development ol a supplemental
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