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Dear Ms. Gorski:

This is the Transportation Security Administration’s (TSA) second interim response to your Freedom of
Information Act (FOIA) request dated January 09, 2020, addressed to the TSA FOIA Branch seeking
access to “records pertaining to the use of facial recognition technology at airports and at the border by
the Department of Homeland Security (‘DHS’), U.S. Customs and Border Protection (‘CBP’), and the
Transportation Security Administration (‘TSA’).” That request seeks the following records from TSA:

1. All policies, procedures, guidelines, formal or informal guidance, advisories, directives, and
memoranda concerning:

a. The acquisition, processing, retention, or dissemination of data collected or generated through
CBP’s biometric services and infrastructure, including biometric templates;

b. Access by airlines, airports, cruise lines, seaports, commercial vendors, other countries, or
other U.S. federal, state, or local authorities to data collected or generated through CBP’s
biometric services and infrastructure, including biometric templates;

c. Retention or dissemination by airlines, airports, cruise lines, seaports, commercial vendors,
other countries, or other U.S. federal, state, or local authorities of data collected or generated
through CBP’s biometric services and infrastructure, including biometric templates.

2. All final evaluations, tests, audits, analyses, studies, or assessments by the DHS Science and
Technology Directorate, DHS Office of Biometric Identity Management, or the National Institute of
Standards and Technology related to (i) the performance of algorithms in matching facial photographs,
and/or (ii) the performance of facial recognition technologies developed by vendors. This request
encompasses records concerning whether the algorithms or technologies perform differently based on
flight route or an individual’s race, ethnicity, skin pigmentation, gender, age, and/or country of origin.



3. All records, excluding informal email correspondence, concerning future interoperability between the
TSA’s biometric capabilities and ““mission partner systems,” including CBP and DHS Office of Biometric
Identity Management systems.

4. All policies, procedures, guidelines, formal or informal guidance, advisories, directives, and
memoranda concerning requests by other federal agencies (including but not limited to the FBI, the DEA,
the CIA, and the U.S. Marshals) for TSA assistance in locating or identifying individuals, and all requests
by federal agencies for TSA cooperation in designing systems to facilitate information-sharing. [Note that
we understand that in May 2020 the ACLU agreed to rephrase this request as follows: ‘All policies,
procedures and guidelines concerning requests by other federal agencies (including but not limited to the
FBI, the DEA, the CIA, and the U.S. Marshals) for TSA assistance in locating or identifying individuals,
and all requests by federal agencies for TSA cooperation in designing systems to facilitate biometric
information-sharing.’]

5. All records, excluding informal email correspondence, concerning the TSA’s plans to “complement the
capabilities of Credential Authentication Technology through the implementation of TVS or facial
recognition technology with respect to domestic travelers.

6. All records, excluding informal email correspondence, concerning whether implementation of
biometric technologies would result in operational efficiencies, including whether, at certain airport
facilities, “the throughput of the checkpoint may be largely unaffected” by biometric technology because
““a faster [travel document checker] process would merely shift traveler volume from the queue into the
screening lane.”

The processing of TSA’s second interim response identified certain records that will be released to you.
Portions not released are being withheld pursuant to the Freedom of Information Act, 5 U.S.C. § 552.
Please refer to the Applicable Exemptions list at the end of this letter that identifies the authority for
withholding the exempt records by marking the block next to the applicable exemptions. An additional
enclosure with this letter explains these exemptions in more detail.

For this second interim response, the TSA FOIA Branch reviewed 753 pages, of which we have released
in full 211 pages, released in part (with redactions) 14 pages, withheld in full 72 pages, identified 9 pages
as duplicates and 2 pages as non-responsive. Additionally, we sent 16 pages to CBP for consultation, and
sent 9 pages to DHS for consultation.

We processed an additional 420 pages, which we have determined are publicly available on line at the
following links:

e https://doi.org/10.6028/NIST.IR.8238

e https://www.tsa.gov/sites/default/files/foia-readingroom/final 2018 nsts_signed.pdf

e https://www.dhs.gov/sites/default/files/publications/TSA%20-
%20Advanced%?20Integrated%20Passenger%20and%20Bageage%20Screening%20Tech

nologies_0.pdf

e https://www.commerce.senate.gov/2019/9/protecting-the-nation-s-transportation-
systems-oversight-of-the-transportation-security-administration




The rules and regulations of the Transportation Security Administration applicable to Freedom of
Information Act requests are contained in the Code of Federal Regulations, Title 6, Part 5. They are
published in the Federal Register and are available for inspection by the public.

Administrative Appeal

Because TSA’s response to this request is currently the subject of litigation, the administrative appeal
rights normally associated with a FOIA request response are not being provided.

If you have any questions pertaining to your request, please contact AUSA Jennifer Jude at
jennifer.jude@usdoj.gov.

Sincerely,

= é;j,(gﬁpfc’_/(ai ;
Teri M. Miller
FOIA Officer

Summary:
Number of Pages Released in Part or in Full: 225
Number of Pages Withheld in Full: 72

APPLICABLE EXEMPTIONS
FREEDOM OF INFORMATION ACT AND/OR PRIVACY ACT

Freedom of Information Act (5 U.S.C. 552)
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FREEDOM OF INFORMATION ACT
SUBSECTIONS OF TITLE 5, UNITED STATES CODE, SECTION 552

Transportation Security Administration (TSA) FOIA Branch applies FOIA exemptions to
protect:

Exemptions

Exemption (b)(1): Records that contain information that is classified for national security
purposes.

Exemption (b)(2): Records that are related solely to the internal personnel rules and practices of
an agency.

Exemption (b)(3): Records specifically exempted from disclosure by Title 49 U.S.C. Section
114(r), which exempts from disclosure Sensitive Security Information (SSI) that “would be
detrimental to the security of transportation” if disclosed.

Exemption (b)(4): Records that contain trade secrets and commercial or financial information
obtained from a person that is privileged or confidential.

Exemption (b)(5): Inter- or intra-agency records that are normally privileged in the civil
discovery context. The three most frequently invoked privileges are the deliberative process
privilege, the attorney work-product privilege, and the attorney-client privilege:

e Deliberative process privilege — Under the deliberative process privilege, disclosure of
these records would injure the quality of future agency decisions by discouraging the
open and frank policy discussions between subordinates and superiors.

e Attorney work-product privilege — Records prepared by or at the direction of a TSA
attorney.

e Attorney-client privilege — Records of communications between an attorney and his/her
client relating to a matter for which the client has sought legal advice, as well as facts
divulged by client to attorney and any opinions given by attorney based on these.

Exemption (b)(6): Records that contain identifying information that applies to a particular
individual when the disclosure of such information "would constitute a clearly unwarranted
invasion of personal privacy.” This requires the balancing of the public’s right to disclosure
against the individual’s right to privacy.

Exemption (b)(7)(A): Records or information compiled for law enforcement purposes, but only
to the extent that production of such law enforcement records or information...could reasonably
be expected to interfere with law enforcement proceedings.

Exemption (b)(7)(C): Records containing law enforcement information when disclosure “could
reasonably be expected to constitute an unwarranted invasion of personal privacy” based upon
the traditional recognition of strong privacy interests ordinarily appropriated in law enforcement
records.

Exemption (b)(7)(E): Records compiled for law enforcement purposes, the release of which
would disclose techniques and/or procedures for law enforcement investigations or prosecutions,
or would disclose guidelines for law enforcement investigations or prosecutions if such
disclosure could reasonably be expected to risk circumvention of the law.

Exemption (b)(7)(F): Records containing law enforcement information about a person, in that
disclosure of information about him or her could reasonably be expected to endanger his or her
life or physical safety.



PRIVACY ACT
SUBSECTIONS OF TITLE 5, UNITED STATES CODE, SECTION 552a

Transportation Security Administration (TSA) FOIA Branch applies Privacy Act exemptions to
protect:

Exemptions

Exemption (d)(5): Information compiled in reasonable anticipation of civil action or
proceeding; self-executing exemption.

Exemption (j)(2): Principal function criminal law enforcement agency records compiled during
course of criminal law enforcement proceeding.

Exemption (k)(1): classified information under an Executive Order in the interest of national
defense or foreign policy.

Exemption (k)(2): Non-criminal law enforcement records; criminal law enforcement records
compiled by non-principal function criminal law enforcement agency; coverage is less broad
where individual has been denied a right, privilege, or benefit as result of information sought.
Exemption (k)(5): Investigatory material used only to determine suitability, eligibility, or
qualifications for federal civilian employment or access to classified information when the
material comes from confidential sources.

Exemption (k)(6): Testing or examination material used to determine appointment or promotion
of federal employees when disclosure would compromise the objectivity or fairness of the
process.



e TSA Biometrics Informational ARB Slide Deck

The Point of Contact for this memorandum is Gary Gorrell, who may be reached at (571) 227{)6)]
or [(b)(6) |

ce:
Kimberly Walton, EAA for Enterprise Support

Darby LaJoye, EAA for Security Operations

Stacey Fitzmaurice, EAA for Operations Support

Latetia Henderson, AA for Acquisition Program Management/CAE
Katrina Brisbon, AA for Contracting and Procurement/HCA
Austin Gould, AA for Requirements and Capabilities Analysis
Francine Kerner, AA for Chief Counsel

Russell Roberts, AA for Information Technology/CIO

Pat A. Rose, Jr., AA for Chief Finance Office/CFO

Kim Hutchinson, AA for Training and Development

Thomas L. Bush, AA for Intelligence and Analysis
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TSA CLEARANCE ORIGINATOR

g9y Transportation SHEET Gary Gorrell
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Purpose:

The purpose of this memorandum is to document the completion of the TSA Informational ARB for the Biometrics
Initiative, decisions made, and action items.

Contents: ADM, ARB presentation, Sign-In Sheet.

Action Requested:
Approval and Signature

DUE DATE: 3/7/2019
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U.S. Department of Homeland Security
601 South 12" Street
Arlington, VA 20598-6028
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ey Administration

TRANSPORTATION SECURITY ADMINISTRATION
ACQUISITION DECISION MEMORANDUM

MEMORANDUM FOR: Jason Lim
Program Manager, Biometrics Initiative
Requirements and Capa }lities Analysis

FROM: Latetia Henders e Zi;;)?‘,L//MM—-—-—— E { 7} / 7

Component Acquisition Executive
Acquisition Program Management

SUBJECT: Transportation Security Administration (TSA) Informational
Acquisition Review Board (ARB) for the Biometrics Initiative

On March 6, 2019, the Transportation Security Administration (TSA) Component Acquisition
Executive (CAE), in consort with members of the TSA Senior Leadership Team (SLT), conducted a
TSA Informational Acquisition Review Board (ARB) for the biometrics initiative. The purpose of the
ARB was to review the current state of the biometrics initiative and to determine the path forward.

Discussion

During the TSA Informational ARB, the biometrics team presented a comprehensive overview of’ the
TSA biometrics roadmap, desired TSA end state — automation of Travel Document Checker (TDC)
functions via biometrics, partnership between TSA and Customs and Border Protection (CBP)
concerning biometrics technology, historical biometrics pilot activities and results, current and
planned biometrics pilot activities, Standard Security Program (SSP) amendment change process and
how proposed biometrics-based amendments are managed from initiation to approval, TSA
Modernization Act — reporting requirements and implementation, the proposed biometrics acquisition
path forward using the TSA Systems Acquisition Manual (TSAM) Innovation Technology
Demonstration (ITD) process, notional Fiscal Year (FY)19-20 biometrics capability development
strategy, TSA biometrics architecture and design principles/target state, key policy challenges (legal,
privacy, IT security), future TSA biometric capability needs at TDC and “To-Be” architecture, and
the proposed agenda and speaker list for the upcoming Biometrics Industry Engagement Day
scheduled to be held on March 11, 2019.

During the presentation, Mr. Gould stated that the overall goal of upcoming biometrics demonstration
efforts will be to develop a validated set of requirements that can be used for future biometrics
acquisition and procurement activities, as well as Public Private Partnership (P3) coordination.

FILE: 2600.3
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The biometrics team stated that their near-term objective is to reach ITD Decision Point 1 by May 29,
2019.

Decisions

Based on the information presented during the ARB, the TSA CAE made the following decisions:

1.

2.
3.

The biometrics team is authorized to implement the TSAM ITD process to further develop and
define valid biometrics requirements.

Brian Yee has been appointed as the APM Transition Manager for biometrics.

Dan Thayer has been appointed as the APM Test Lead for biometrics.

Action Items

The following action items have been assigned to the biometrics team and associated personnel:

1.

Internal and external stakeholder dependencies need to be identified and thoroughly defined.
Project timelines and funding/investment requirements shall factor in all stakeholder
dependencies.

Contracting and Procurement (C&P) shall be included as an active member of the biometrics
Acquisition Lifecycle (ALF) Integrated Project Team (IPT) to provide input during overall
strategy development efforts and subject matter expertise for follow-on activities.

Robyn Peters shall be included as an active member of the biometrics ALF IPT to provide P3
subject matter expertise in managing external communications and expectations.

The biometrics ALF IPT charter shall be finalized and published.

5. The biometrics ALF IPT shall be convened, including membership from the following offices:

Information Technology (IT), APM, Requirements and Capabilities Analysis (RCA), Training
and Development (T&D), C&P, Chief Counsel (CC), Policy Plans Engagement (PPE), Civil
Rights & Liberties, Intelligence & Analysis (I&A), Security Operations (SO), Occupational
Safety Health and Environment (OSHE), Deployment and Logistics Division (DLD), and Test
and Evaluation (T&E).

6. An 1102 shall be provided by C&P and included in relevant biometrics team activities to provide
subject matter expertise during the Biometrics Industry Engagement Day event.

7. Resource Allocation Plan (RAP) 21 shall include all planned biometrics activities for FY21-25.

8. A biometrics Acquisition approach tailoring memorandum from RCA to the Department of
Homeland Security (DHS) Joint Requirements Council (JRC) shall be developed by the
biometrics team, and approved, and sent to the JRC by the Chief Requirements Executive (CRE).

9. A biometrics approach strategy memorandum from the CAE to DHS Program Accountability and
Risk Management (PARM) shall be developed by the biometrics team, and approved, and sent to
PARM by the CAE.

10. The biometrics team shall meet with the Head of the Contracting Activity (HCA) to discuss
procurements for upcoming biometrics demonstrations.

Attachments

2020-TSFO-00198_001552



TSA Biometrics

Aty or other action. For U. S government agencies, pubhc dlsc]DSl.ll'E is governed by 5 U. s 337 and 49 CFR parts 13 and 1320
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Biometrics Roadmap

Published Oct. 2018
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Why Biometrics?

Identity verification is a cornerstone of TSA’s operational landscape in the commercial aviation sector. In order to meet the
challenges of evolving security threats, rising air travel volumes, resource constraints, and limits on operational footprint, TSA and
aviation security regulators around the globe must look to automate manual and paper-based identity verification processes

through smart technology investments.

Security
Effectiveness \ - The TSA
. Bzometrtcs has Biometrics
the potential to Roadma
enhance both g P
security & communicates
efficiency without our ?plir?aCh to
2 sacrificing either. capitalizing on
Operational ‘ iy this environment.
Efficiency
Industry Adoption

TSA must innovate alongside with aviation security partners as they continue to
pursue advanced biometrics solutions and technologies in airports
(e.g., mobile driver’s license and biometric bag drop solutions)
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TSA Biometrics Roadmap | Executive Summary

The TSA Biometrics Roadmap was signed and published in October 2018 and highlights how TSA plans to pursue and deploy
biometric solutions for the aviation ecosystem

Vision: A biometrics capability, built with strategic partners, that enhances aviation security, streamlines operations, and simplifies
the user experience.

. Goal 1: Partner with CBP on Goal 2: Operationalize Goal 3: Expand Biometrics to Goal 4: Develop Infrastructure

Scalable Solutions

Biometrics for International | Biometrics for TSA Pre/® Additional Domestic Travelers to Support Biometric Solutions
Travelers Travelers
Objective 3.1 Perform + Objective 4.1: Develop,
+ Objective 1.1: Prove + Objective 2.1: Update TSA Business Case Analysis for Maintain, and Manage to a
| Operational Feasibility Prev/® Data Holdings Domestic Traveler Biometrics Strategic Roadmap
| « Objective 1.2: Develop + Objective 2.2: Modernize the + Obijective 3.2: Evaluate *  Objective 4.2: Integrate
Interagency Policies and TSA Pre/® Passenger Biometric Solutions for Capabilities with DHS and
Procedures Experience Domestic Travelers Industry Partners
+  Objective 1.3: Simplify and * Objective 3.3: Effectively Use +  Objective 4.3: Capture
Streamline Operations Existing and Available Traveler Requirements and Standards
Data for Industry |
: + Objective 3.4: Establish « Objective 4.4: Implement |
| Partnerships to Implement Assessment Processes |
|

Guiding Principles: Security Effectiveness & Operational Efficiency, Privacy, Cyber Security, DHS Unity of Effort, Public-Private
Partnerships, Usability, Passenger Experience, Interoperability, and Future Proofing
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Desired TSA End State - Automation of Travel Document Checker (TDC) Functions via

- -
Biometrics
—% p..’
Prior to Verifv tl
sl e Verify tl Validate passenger Verify passenger’s :
p hysfcaf authenticity of the Eriy e P“?S‘-’“g‘?; o P . 12 ﬂF? 'g ! Direct the passenger Resolve any non-

) TSA oreserited form-of and his/her form o ight reservation secure flight vetting toward the path of sratches snd
screenmng, 1o. o — identification are a status status receiving the right security issues |
must: match P, level of screening L manually

Solution Space Step1 Step 2 Step 3 Step 4 Steps Step 6
Current Process (manual

+ boarding pass scanner Manual Manual E— == Manual Manual
(BPS))

Near Term: Credential P
Authentication o/ Manual o/ Manual Manual
Technology (CAT)

Interim: Biometric ID r r .
Verification v v ol Manual Manual
w/ SF integration

Future: Biometric [D y ’ ‘ ;
Verification System w/ SF ; g Manual
integration and e-Gate

sessssssasnnaatnnias T T T TP T P PP PP PP

i Key: o/ Automated | Partially Automated

By developing an architecture that supports the automation of TDC functions, TSA can better control

access to the sterile environment, improve the traveler experience, and reallocate resources to
mitigate screening inefficiencies

Security
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CBP-TSA Partnership on Biometrics
Technology
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Biometrics at TSA | What Have We Accomplished?

TSA continues to refine and execute our strategy to leverage biometrics to enhance security effectiveness, increase
efficiency, and improve the passenger experience

August-October 2018

TDC Biometrics Pilot
October 2017 May 2018 (CBP/TSA Phase2) at  Late 2019/Early 2020
TDC Biometrics Pilot Travel Document LAX tested the TDC Biometrics Pilot
2015 (CBP/TSA Phase 1) at Checker (TDC) Process scalability of the (CBP/TSA Phase 3) _
Biometrics Integrated JFK Pilot matched Automation technology with a system incorporates !
Project Team (IPT) facial photos to CBP Demonstration (1:1 larger gallery and vetting status into
Chartered flight galleries biometric e-gate) enhanced automation biometric matching
| g
£
= Integrated Identity
Verification System
for Aviation
Travelers
May 2017 January 2018 June-October 2018 November 2019 2020+
Biometric Authentication Performed Process Developed TSA ATL Terminal F pilot in Develop and test
Technology (BAT) contact and Technology Biometrics Roadmap,  coordination with CBP  biometric e-gate to fully
and contactless fingerprint ~ Analysis on CLEAR released October 2018 and Delta Airlines automate TDC
demonstrations at ATL and (curb to gate operations
DEN biometrics)

TSA is developing front-end solution requirements, designing back-end system architecture, and

demonstrating innovative solutions to gain lessons learned from field operations and address capability
needs.
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TSA and CBP Partnership Highlights & Pilot History

Background: The “Joint TSA/CBP Policy on the Use of Biometric Technology” was signed by both organizations in April 2018. As
aresult, TSA and CBP have been working together on a series of phased pilots designed to demonstrate the feasibility of using
biometric solutions at the TSA checkpoint. These technologies aim to automate the currently-manual TDC process, and iteratively
increase operational capability over time, using a CBP-developed facial matching service called the Traveler Verification Service

(TVS).
TSA - CBP Phase | TSA - CBP Phase 11A TSA - CBP Phase IIB (Current)
Location: JFK Terminal 7 Location: LAX TBIT Location: ATL Int’l Terminal F
Dates: October 2017 Dates: August - October 2018 Dates: Ongoing
Key Questions: Key Questions: Key Questions:
« Can TVS support international * (Can TSA and CBP operationally * (Can TVS support non-checkpoint ID
outbound traveler processing? integrate at the TSA checkpoint? verification touchpoints?

Objective:

*  Test viability of non-checkpoint
biometrics in the aviation passenger
journey

Objective:

*  Test functional capability of
biometric matching for international
outbound passengers at the TSA
checkpoint

Objective:

* Test operational feasibility of co-
located TSA / CBP officers at the
checkpoint

The joint efforts by CBP and TSA have shown positive performance across various airlines, airports,
and touchpoints to biometrically verify the identity of international outbound passengers.
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ATL International Terminal F (Current)

The second Phase II Pilot is similar to LAX TBIT but includes additional biometric automation at TSA-regulated bag drop kiosks
managed by Delta Air Lines. Sufficient test data is required for approving the AOSSP amendment for bag drop.

CONOPs OVERVIEW CONOPs STEPS

1. Traveler checks in and proceeds to
bag drop
2. Facial capture/match at bag drop
ﬁ eliminates the need for

' ' | = + presentation of physical ID

‘a 1‘ (license passport) for most
international outbound travelers
v 3. Traveler is photographed prior to

engaging with the TSA Travel
Document Checker (TDC)

e e 1 The maching rsponeand
Oparatians G = hr.mted b_lographlc information
o BT o Matc will be displayed to the TDC on a
LA L . laptop or mobile device GUI
0, 4 5. TDC will scan the boarding pass to
- g A verify authenticity and the traveler
will proceed to the appropriate

- = B = screening lane
v & ! s M o 6. In the case where facial
] { T 4 - He .0 .[flg. . e gasswhess facial
) - U 18 , recognition or biographic
i A information not .
TOC willproces the raveler
utilizing TSA’s current standard
operating procedures and allow
the passenger to proceed to the
appropriate screening lane

7. If staffing permits, CBP officers
will assist with non-match

- resolution
e Transportation
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Match Results from CBP-TSA Pilots

TSA - CBP Phase 1

Location: JFK Terminal 7
Checkpoint

Results:
* TVS Match Rate: 94.3%*
* TVS No-Match Rate:

5.7%*

Notes:

* *TVS Match Rates reflect average
over 5 days of pilot data collection
from Oct. 16-20, 2017

* Match rate may include
mismatches and/or false accepts.

* No-matches could result from an
out of scope passenger (domestic)
being screened, a biometric
template not being in gallery at
time of transaction, or TVS not
being able to technically match the
transaction.

« Pilot architecture/infrastructure
does not facilitate documented
ground truth to accurately
evaluate root cause for match
rates.

TSA - CBP Phase I1

Location: LAX TBIT
Checkpoint

Results:
* TVS Match Rate: 92.8%
« TVS No-Match Rate: 7.2%

Notes:

* Match rate may include
mismatches and/or false accepts.

= No-matches could result from an
out of scope passenger (domestic)
being screened, a biometric
template not being in gallery at
time of transaction, or TVS not
being able to technically match the
transaction.

* Pilot architecture/infrastructure
does not facilitate documented
ground truth to accurately
evaluate root cause for match
rates.

The joint efforts by CBP and TSA have shown positive performance
across various airlines, airports, and touchpoints to biometrically
verify the identity of international outbound passengers.
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TSA - CBP Phase II (Current)

Location: ATL International Terminal F

Emerging Results at Checkpoint (week of 1/26/19):
* TVS Match Rate: 84.3%
* TVS No-Match Rate: 15.7%

Emerging Results at Bag Drop (as of Dec 2018):
* TVS Match Rate: 64.8%*
*  True Match Rate
*  TVS: (0: 97%, T: 90%): 99.96%
*  Bag Drop System: 99.87%
* TVS False Positive Rate: <0.1%*

Notes:

. *TVS Match Rate: Rate includes 1) in-scope passengers whose
photo was not available in the gallery due to TVS sync issues, 2)
processing of out-of-scope passengers, and 3) other issues with
Delta DCS system.

*  *TVS False Positive: TVS matched 2 in scope travelers correctly
with the error coming from the NEC system sending the wrong
UID to the Delta DCS due to caching. Third error occurred
when an out of scope minor was processed.

. Total Number of Encounters Processed (as of 11/30): 3654

*  Bagdrop system accounts for all technical components DCS
system, camera, TVS backend, and TVS algorithm.

*  Architecture/infrastructure is in place to ground truth match
results (true match and false positive) for the bag drop.
Analyzing root cause of non-matches would require a means to
compare ground truth from Delta’s DCS to the records in the
TVS gallery.
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Bag Drop Amendment Process Overview
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Amendment Process

* An amendment to a security program (ACISP, AOSSP, CCSSSP, CCSP-
Canine, FACAOSSP, MSP, PCSSP, TFSSP) allows the aircraft operator to
operate under procedures determined by TSA to provide a commensurate
level of security in lieu of security program procedures.

* An aircraft operator must submit a request for an amendment to their
assigned Principal Security Inspector (PSI) at least 45 days before the date it
proposes for the amendment to become effective.

* TSA either approves or denies the aircraft operator’s request for an
amendment based on a thorough review.
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Biometric Amendments

* Policy, Plans, and Engagement (PPE) works closely with Requirements &
Capabilities Analysis (RCA) to review each biometric-based amendment
request separately.

»PPE will draft policy documents in conjunction with RCA’s process
analysis.

»Amendments based on a proof-of-concept will be reviewed and revised
accordingly following RCA’s test data analysis.

* There are currently two types of biometric-based checked baggage drop

amendments.
» CLEAR
» Customs and Border Protection (CBP) Traveler Verification Service
(TVS)
@ Eﬁiﬁi‘f&?ta‘m RC A‘REOUIREMENTS &
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Security Program Change Process

Standard Security Programs (SSPs) provide specific procedures and requirements
as outlined in the Code of Federal Regulations (CFR)

Final Review,
Iiggll: :nyd Adjudication Approval, and
of Comments Publication to

Comment e e

» Define and » Draft » Industry review , Draft comment ~ Route the
agree to the proposed of the pI‘OpOSEd responses final SSP
scope of the SSP program SSP change language
change language with _ » Adjudicate within TSA

other TSA » Submit comments with

» Consult with offices comments to other TSA offices » Receive
key industry TSA to finalize Administrator
stakeholders » Route the comment approval prior

» Review of

proposed SSP responses and to publication
for review and comments by program
approval TSA language

RCA and PPE are currently routing a memo outlining a biometrics-specific AOSSP amendment

process for automating the bag drop
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TSA Modernization Act Reporting
Requirements

Due to Congress on July 2
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TSA Modernization Act - Reporting Requirements and Implementation

On October 3, 2018, Congress passed the TSA Modernization Act, and it was signed into law on October 5, 2018. Section
1919 of the Act requires the Secretary of Homeland Security to submit a report to Congress, with assessments from the
TSA Administrator and CBP Commissioner relating to biometric technologies, within 270 days of the law’s enactment.

Summary of Section 1919

As applied jointly to CBP and TSA, Section 1919 (“Biometrics Expansion”) of the TSA Modernization Act of 2018 -

1. Requires the TSA Administrator and Commissioner of CBP to consult with each other on the deployment of
biometric technologies

2. Requires submission of a report to appropriate committees of Congress (and to any member of Congress upon
request) that includes assessments of:

* The operational and security impact of using biometric technology to identify travelers

* The potential effects on privacy of the expansion of biometric technologies, including methods proposed or
implemented to mitigate privacy risks related to the active or passive collection of biometric data

* The methods to analyze and address matching errors related to race, gender, or age with respect to the
use of biometric technology, including facial recognition technology

3. Requires TSA and CBP to publish a public version of the joint assessment on their agency websites, if practicable
4. Requires an assessment of the biometric entry-exit system (CBP-specific)

TSA will coordinate with key agency partners, including CBP and DHS’ Science & Technology (S&T)

Directorate to comply with the requirements of Section 1919.

\’pkir\;‘l
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TSA Modernization Act Overarching Objectives

The following overarching objectives will guide TSA’s response to the Section 1919 report
Coordinate report responses with CBP and S&T

A unified effort with key partners will be critical to ensuring the report is responsive to Congress’ interest in the operational and
security impact of using biometric technology to identify travelers, privacy impacts, and matching errors.

Articulate the security and operational business case for TSA’s use of biometrics

Consistent with TSA’s Biometrics Roadmap, the report will highlight how the use of biometrics will enhance security
effectiveness, improve operational efficiency, and yield a streamlined passenger experience.

Provide transparency to Congress and the public regarding privacy protections

TSA will promote transparency to Congress and the public by engaging in careful study and analysis of potential privacy impacts.
The assessment will include key privacy considerations TSA is taking into account with respect to the use of biometrics
technology.

Ground efforts in rigorous academic and scientific review for a sustainable foundation

The report will provide an analysis of matching performance, which will inform both agencies’ understanding of performance
errors and mitigation strategies, among other findings.

‘?

4 \®. Transportation

REQUIREMENTS &
i Security Rc A
v Admmlstratlon 17 ‘ CAPABILITIES ANALYSIS

2020-TSFO-00198_00172



Biometrics Acquisitions Path Forward

Innovative Technology Demonstration (ITD) Pathway defined in the TSA
Acquisitions Manual (TSAM)

\’T\r
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Executive Summary

Biometrics Acquisition Path Forward

The TSA Biometrics Team proposes to use the TSA Systems Acquisition Manual (TSAM) Innovation Technology Demonstration
(ITD) to find efficiencies in the acquisition process, and deliver the right technology to the field at the right time

Background ITD Process Next Steps
Biometrics The ITD process requires three Utilizing the TSAM ITD Process
*  TSA has been testing Biometric decision points: requires the following steps

technologies in the field since 2015 * Decision Point 1: ITD Plan Brief 1. Internal TSA Socialization - achieve

*  TSA released a Biometrics Roadmap in understanding and buy-in for the new
October of 2018, laying out intent of process within TSA

the Agency to explore Biometrics
¢ Multiple public and private partners

o Approves the demonstration and
initial Acquisition strategy /
timeline 2. DHS Socialization and Approval -

socialize process and strategy at

are currently deploying or testing * Decision Point 2: ITD Closeout Brief D 1level 7 l
Biometric technologies in the aviation A . Spartmenta . eve’ 1o gain approvatto
" o Approves the demonstration tailor the traditional Acquisition
results and recommends next Lifecycle
TSAM step . Decision Point 1 Documentation
+ The TSAM was signed in August 2018, * Decision Point 3: ITD Transition Brief Development - begin creating

and included the ITD process as a o Approves recommended next documentation to support Decision
possible strategy to streamline step and path forward Point 1, including new Consolidated
acquisitions Operations Requirements Document

* The ITD process allows for field (CORD)
demonstrations of mature technologies

The TSAM ITD Process will allow for the efficient Acquisition of mature Biometrics technology, in
coordination with public and private partners currently working to deploy in the aviation sector
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Decision Point 1: ITD Plan Brief

The ITD process has three primary decision points, the first of which reviews the demonstration
plan and path forward for the technology

Required Documentation Requested Approvals Approval Body
Innovation Technology Demonstration Approvals Requested at the Demo Plan Per the TSAM, the Demonstration Plan
Plan Brief (Decision Point 1) is approved by the Technology
« Inclusive of: « Approval to conduct demonstration(s) lnnova-tlon Demonstration Steering

Committee

* Final CORD & CDP » Approval of proposed Acquisition

+ CORD = Consolidated Strategy & Timeline * This committee is chaired by RCA, with
Operations Requirements representatives from IT, and APM
Documentation, new
document from JRC

¢ Test & Data Collection

Methodology
+ Initial Life Cycle Cost & Logistics
Support Plan

Demonstration Strategy & ( Comparison to Traditional ALF \

Timeline

*  Timeline & costs for . e 1 i . J

deriicnistiation This decision point combines elements of an ADE-1 and ADE-2A, in that it

. Overall Acquisition decision validates the following:

points, documentation &
supporting data The need to study a prospective material solution
The conceptual operational use of the solution

\ The proposed strategy to study the effectiveness of the solution /

S Transportation
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Decision Point 2: I'TD Closeout Brief

The second decision point in the ITD Process validates the demonstration results and approves
the appropriate transition

Required Documentation Requested Approvals Approval Body
Innovation Technology Demonstration Approvals Requested at the Demo Plan Per the TSAM, the Demonstration
Closeout Brief Closeout Brief (Decision Point 2) Transition is approved by the
* Inclusive of: . Technology Innovation Demonstration

A lof P d ALF PI
pproval of Propose acement (or Poaresi o Caririntinbes

* Demonstration results other transition)

* Lifecycle Cost & Logistics Support » Approval to Propose ALF Placement to ) Thl.s CONNEL ks sempsed ofthe
Plan ADA Assistant Administrators of RCA, IT,

* Operational and Functional APM, and the user office
Requirements

Updated Acquisition Strategy &

Timeline
*  Proposed timeline and costs for

Acquisition, procurement, and - ]

degloyment P ( Comparison to Traditional ALF \
*  Proposed ALF placement and _

decision points This decision point combines elements of an ADE-2A/B/C and ADE-3, in

that it validates the following:

The need for an Acquisition program or procurement
The final operational and functional requirements
The operational effectiveness of the solution

\ The lifecycle sustainment plan and cost /
‘”“‘“‘f Transportation |
Security RCA ‘ REQUIREMENTS &
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Decision Point 3: ITD Transition Brief

The final approval in the ITD process is an Acquisition Decision Authority (ADA) approval
decision, via an Acquisition Review Board (ARB), of the recommended transition

Required Documentation Requested Approvals Approval Body
Innovation Technology Demonstration Approvals Requested at the Demo Plan Per the TSAM, the final Transition
Transition Brief Closeout Brief (Decision Point 2) decision is dependent on the approval

* Inclusive of: « Transition placement of an TSA ARB, chaired by TSA’s ADA

* Demonstration Closeo-ut Brief : ACCOI'ding to Tra,nsition . Per the TSAM, the I‘Ole OfTSA ADA iS

. SLAsl with partners and service Committee recommendation; fulﬁlleajl by the Component ACQ!:liSitiOD
providers either in ALF or proceeding to ExeFutlve (CA!E). Unless otherw_lse

* Deployment plan designated, this Deputy Administrator

Frorurenient acts as the CAE for TSA

Final Acquisition Strategy & * ARB members include the CFO, CIO,
Timeline HCA. and CC
*  Timeline and costs for I

Acquisition, procurement, and

deployment . _
+  Proposed ALF placement / Comparison to Traditional ALF \
*  Proposed AD-102

documentation update timeline The equivalent of this decision point in the TSA ALF is dependent on the

and plan

proposed transition point. For example, if the proposed transition point is
to ADE-3, this decision would mirror that ADE.

After the transition placement is approved, any ALF documentation
required for compliance with AD-102 will need to be updated to official
k formats and routed for review as appropriate.
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N@¢, lransportation

N ‘- REQUIREMENTS &
W= Security RCA|
N Administration 2 CAPABILITIES ANALYSIS

2020-TSFO-00198_00177



R L S A Ao a2 R N RN S LT T
TSAM ITD Transition Process

The purpose of this process is to study the effectiveness of more mature technologies in the field,
allowing for a potential transition into the formal Acquisition lifecycle

Technology Innovation Demonstration Flow Chart

Review Demonstration Plan
Identify Potentially Develop Demonstration with Technology Innovation
Bene ficial Technology Plan Demonstration Steering
Committee

Conduct Demonstration,
Analyze Results, and
Develop Closeout Brief

Technology Innovation
Demonstration Transition Committee
determines next steps from one of
four categories:

[

Requires Further Research

Effort referred for developmental
activity (e.g., DHS S&T) or to
airport for consideration/
implementation

Effort stops, TSA not interested
in pursuing this technology at this
time

Effort transitioned to the
appropriate ARB for review and
approval for entry into the ALF

Effort transitioned to end-user
office and HCA for Procurement

Upon Acquire decision, an ARB must

review and approve the technology for |_

inclusion into the ALF, entry points
may include:

*Demonstrations are

Produce,

Pre-Need Anstyan Deploy, and iy
S and Select P technologies with
Support TRL 6 or higher

;-\Ir\{__
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Notional FY19-20 Biometric Capability Development
Requirements will be developed to maximize flexibility in the acquisitions/deployment strategy for
delivering biometrics capabilities to increase security effectiveness, capture operational efficiencies
and transform the passenger experience.

SIS

Dependencies  Policy 7 Contracts 2) Development {@} Testing | X |

Today FY19 FY20
a1 :az Q3 Q4 a1 Q2 Q3 Q4

CAT + Camera
for ~ 15% Precheck Output = CAT + Fuace
and List Based KTN uptake and 1: 1 matching

Facial Gap PZZZ | FY2I+ Mature
: Long Term
2 Biometric Solution
= & Infrastructure
TSA-CBP Partnership 75 ; : ; Demonstrate »  Biometric
% d T Output = 1.\ matching
For Mujaah e > capability for some pops Integrated quiremen
e 0, = - :I -3 - R - 3
85% Precheck Facial S Biometric E-gate
. 3 Data migration to
M b
Liz:::::;’;;f; Output = REAL ID compliant OBIM/HART
& maobile-friendly option
(tentative dates) T
2

Goal = Biometric E-Gate: Self service form factor integrates CAT, Biometrics, and
ensures passenger is directed to correct level of physical screening
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Biometric/Identity Activities

STIP Development

» Biometric Repository Upgrade
« CAT STIP Client augmented with Biometric Capabilities
* Interfaces with CBP, HART, and External entities

Prototype Unit Development

» CAT with biometrics (Two Phases)

« Biometrics Enabled TSA Technology for Identity
(BETTI)- Biometric Egate

» Precheck Wayfinding Unit

Other Identity Projects
* Mobile Driver License demonstration on CAT
* McKinsey Business Case Study (OBIM funded)
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Biometrics Architecture
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TSA Biometrics Architecture Mission

Create an automated and scalable facial
recognition capability at TDC that enhances
security, improves operational efficiency and
passenger experiences, leverages enterprise
investments, maximizes sustainability, and facilitates
partnerships while respecting privacy, civil rights, and
civil liberties
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TSA Biometrics Architecture Design Principles

TSA's Biometric Architecture design principles are grounded in the organizational mission and strategy publications
below:

Key guidance
supporting
TSA’s strategy
and mission:

Privacy by Dest Simple & Consistent Open & Modular Alignment to TSA IT
already there ' Experience Architecture Vision and Security
Create a consistent and R "
Maximize CBP and DHS intuitive experience for Mitigate risk of vendor mgasaes;z:eccnlllriome-
_niXIlee = in g Assure architecture and travelers and TSOs by ‘lock-in’ and allow easy engineerin ad
- me}? lst; : ergl technical solutions adhere incorporating form and Third Party integration nsi%ilerati ng "
infe Ctapatl i ag diti to privacy standards and human factors. Keep through API-led ; ctol m l(i) ]: N ith
ASMELIE M aaculon are within TSA’s training and instructions connectivity to provide AL U LS W
to what TSA has . . k IT’s enterprise vision and
developed and validated WRbOKIeS Sirgy Eand S uy o dats-sharing and policy to create a truly
_ P understand for both TSOs biometrics services .
e hiealans secure solution

These principles were used to evaluate potential architecture paths forward and will continue to guide

TSA to an optimal, future proofed biometrics capability
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How it’s currently being done in ATL Biometrics Pilot

Airline DCS

€) Passenger
B Reservation
Information

Description: TSOs use an externally hosted, industry-owned camera to match international
passengers in a commercial cloud. Match results are sent to a web-based GUI hosted on the DHS

network. A DESKO is used by TSOs to scan boarding passes and manually compare with results
\ TIC from CBP. No capability exists to match domiestic passengers without a passport.
r--=== TSA --===5 r==- CBP '--1|r External - [
i
: : : : : 1 1 Airline DCS sends flight passenger reservation information to TSA and
: 1 : I : : CBP systems
i
: 1 : : 1 : 2 TVS-1 pairs biographics for International Outbound passengers with
i : 1 : : I photos from DHS Sources
i
: : : B 1 3 TVS-1 stages flight galleries for International Outbound passengers and
: ! : : sends to TVS-2 for matching
i
: : : : 4 Camera captures photo of passenger and sends to TVS-2 for matching
1 Pl I
1

5a TVS-2 matches the captured photo to the photo in the pre-staged flight
gallery and shares the UID, match result, and captured photo with TVS-
1

5b DESKO confirms biographics and vetting status when passengers scan
boarding pass at TDC

6 TVS-1 sends the UID, match result, captured photo, and biographics to
the CBP GUI which the TSO manually verifies using the passenger’s
boarding pass

*Note: CAT can be used to authenticate the passenger’s credentials
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TSA’s Evolving Environment

TSA’s biometrics architecture must incorporate proven, cost-efficient technologies, leading standards, and business-
centric services in order to promote long-term changeability.

4l G

Scale to TSA-specific passenger Incorporating technological
segments and meet TSA mission advancements to enhance security
needs operations and mitigate bias
D/ e
Adapt to regulatory and sociotechnical changes Enable Private-Public Partnership (3P)
during the roll-out of new solutions deployments through APIs and modularity

An assessment of authorities, privacy issues, costs, tradeoffs, and potential, phased courses of action

will continue to inform the broader TSA biometrics solution space.

ATy
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Biometrics Industry Engagement Day

Monday, March 11, 1-5pm

rW
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TSA INFORMATIONAL ARB
Biometrics Initiative

03/06/2019, 9:00 AM
Name TSA Office .Ini'tialﬁ
Latetia Henderson, AA, CAE APM
Mario Wilson, DAA APM ,1\ N

Darby Laloye, EAA

Security Operations

Pat Rose, CFO

Chief Finance Office

Joseph Edwards, CFO Portfolio Chair

Chief Finance Office

Russell Roberts, CIO IT

Austin Gould, AA RCA

Keith Goll, DAA RCA

Thomas L. Bush, AA I18A o
Katrina Brisbon, HCA C&P m%,\_)
Peter McVey, DLD DD APM

Andy Lee, OTA APM Z/L :
Terry Caughran, OTA APM ’

David Cutler, Legal Counsel CcC

Jessica Seay, Contracting Officer C&P

Kerry Toscano, Contracting Officer C&P

Holly Bolger, Contracting Officer C&P

Anne Cowan, User Representative

Security Operations

Daniel M. Williams, User Representative

Security Operations

Robert Harbaugh, User Representative

Security Operations

Joe Salvator, User Representative

Security Operations

Andrea Mishoe, User Representative

Security Operations

Mark Kenyon, Training and Development T&D /M<

Jason Lim, PM RCA )

Daniel Boyd, DPM RCA D
Scott Bruner, CSID DD (Acting) APM \iﬁﬁ
Brian Yee, CSID PPS Portfolio Manager APM w

See Back Page
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Name TSA Office Initials

Lidet Makonnen, Senior Advisor, Front Office APM M
Robyn Peters, Senior Advisor, Front Office APM Joéé,_,/
Jerry Schmidt, AMOD DD (Acting) APM - M
Gary Gorrell, AMOD APM %‘%\
Alex Tsurikov, AMFD APM r |
Jeremy Hodgkin, AMOD CTR APM \}651/
Uare  QDpnertA A C%0
Joshn Snuder ReA THS
— J ' AP

JoHr GATEWIOND

See Back Page
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Biometric Authentication Technology (BAT)
Proof of Concept (PoC) Overview
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Agenda

* BAT PoC Overview, Objectives, and Progress
* BAT Proof of Concept (PoC) Overview

* BAT PoC Information Flow

* Checkpoint Diagram

e TSA Vision and Challenges
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BAT PoC Overview, Objectives, and Progress

Below are BAT PoC overview, primary objectives, and progress to date:

PoC
Overview

¢ Connect Known Traveler Biometrics
(KTB) and Secure Flightdata to the
Biometric Authentication Technology
(BAT) by exchanging data between
Universal Enrollment System (UES)
and Security Technology Integrated
Program (STIP)

* Leverage TSA’s existinginvestmentin
the STIP/Secure Flightinterface in
support of the Credential
Authentication Technology (CAT)

Transportation
Security
Administration

A,

PoC

Primary
Objectives

» Use TSA Prev” enrolled passengersin
the expedited screeninglane and
demonstrate technical and
operational feasibility of Biometric
Identity Verification

¢ Confirmthe use of BAT will not
negativelyimpact passengerwait
timesand checkpoint operations

L o

Progress To
Date

Developed 5 contact/contactless BAT
systems

Systems are at TSIF for cybersecurity
evaluation and testing

POC tentatively scheduled to start 4/5
and ends 5/9 at DEN and ATL

Office of
Requirements and
Capai20204T:8FQ- i



BAT Proof of Concept (PoC) Overview

Development requirements:

*  Procure Commercial off-the-shelf (COTS)/ Government off-the-shelf (GOTS) fingerprint readers (3 contact and 2
contactless)

* Procure a COTS/GOTS fingerprint match algorithm

* Build a STIP BAT Client by modifying the CAT Client

* Update the STIP Enterprise system

* Assemble 5 PoC units forvalidation of the concept in airport environments

BAT PoC unitswill be fullyintegrated hardware and fully cybersecurity compliant, ready to
connect to STIP for the PoC. -

>, Transportation
Security
Administration

Office of
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BAT PoC Information Flow

Below is the proposed information flow for the BAT PoC between Secure Flight, STIP, UES, and BAT

“Step | Activit
Secure
Flight Secure Flight passes passengervetting
status and flight data, including TSA

Prev® Known Traveler Number (KTN), to
STIP in near real-time.

1la
1a

1b
—

UES manually sends biometrics
1b templatesand TSA Prev" KTN to STIP,
which is put intothe STIP enterprise

BAT@
Checkpoint

STIP passes the relevant biometrics
templates retrieved from UES and
passengervetting status and flight data
to the BAT device at the checkpoint

The UES to STIP information flow is completed manually (i.e., an ISSO approved method for passing data, suchasan

encrypted email or hand-passed thumb drive) and will not require development that does not fit into the final
system architecture

Transportation Office of
1 Requirements and
Securlty 5 Czl!‘>a1:2@20AT$E€J®B£A
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Checkpoint Diagram

BAT eGate will open for all passengers regardless of biometricmatch. TSA Prev/" lane TDCs will continue to verify identity forall passengers.

Regardiess of Match: Mwve Proceed to TSA Prev/® Screening
to TSA Prev/® Lane TDC

Proceed to Standard Screening

LEGEND

BAT hardware (capture
T fingerpnnt/display matching
results)

TSAPrev®Lane TDC

Standard Lane TDC
1‘ Passenger

PMO Staff/BAT Operator

-

~ - 'H' Canine Team
. w . = => Passenger Flow

T Passengers eligible for TSA \-1!.
/ Prev/® splitinto two -
U 2 / queues based on w hether ﬂ
4. T they volunteer for ¥ Office of
Sec 1 biometrics matching Requirements c:nléJ @MA
Capat20204T:8FQ- 1
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TSA Vision and Challenges

Vision

Use biometrics at the checkpoint as the identification and boarding pass for as many passengers as possible
Automate the Traveler Document Checker process

\
Receive near-real time information updates from biometric repository(ies), passenger vetting service(s)
(e.g. Secure Flight), and airlines
Ensure passengers understand how to use the system
Ensure privacy of passengers y

Challenges "
Limited biometric population

IT infrastructure development to support access to biometric repository(ies)

Long acquisition timeline

Policy on storage and collection

Fully cybersecurity compliant y

TranSpOl‘tatiOl’l Office of
1 Requirements and
Security Cn;‘:zﬁﬁ@EﬂAT‘SEJ%@M.Z \
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T
TSA Biometrics Capability Development

TSAis pursuing 1:1 biometric matching, 1:N biometric matching, and Mobile Drivers’ License (mDL)
capability mtegration to enhance biometrics capabilities at the TSA checkpomt for identity verification.

* Description: mtegrate biometric capture with CAT machines to verify a live image
. capture agamst a credential (e.g. a passport or ID)
Match mg * Target Populations: non-Trusted Travelers

1:1 Biometric

1:N Biometi .o
Matching

ity with CAT machines to transmit

mDL

al 1dentity mformation
* Target Populations: All

Capability

TSA plans on piloting these solutions with TSA Prev ® passengers to evaluate technology
performance before deploying solutions for additional population groups

‘N®¥fr. lransportation
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From: Janowski, Carol

To: Walbridge, Anne

Cc: Baker, David

Subject: RE: Biometrics Architecture Feedback
Date: Monday, May 20, 2019 12:26:50 PM
Attachments: Biometric Placemat 2019 05 20

Anne and Dave,
Red shows were not change was made and blue shows what was updated. Please confirm you
are okay with the updates.... Let me know if we should review together and | am happy to set

something up at HQ in the next week or so.

I also updated the metrics based on the information provided.

Thanks for your feedback!

Biometrics Landscape
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From: ISA OIA Correspondence

To: Operations Support; TSA OIA Correspondence; ORCA Communications

Cc: King, Chas

Subject: RE: CT-6957: [Component Action Requested] [Due 5 pm Fri 12/28] 2018 DHS Biometrics Survey
Date: Friday, February 1, 2019 12:34:26 PM

Attachments: DHS Biometrics Survey 12212018 (Attachment A) PMD Input v2.xlsx

Ops Support,
Please see the attached updated spreadsheet with an additional row th}(b'}

rb}@ This is an updated from our original submission.
Sincerely,
Chris Tobias

TSA I&A Communications
DigitalSpec LLC

BB |
571-227 {16 ]

From: Operations Support

Sent: Monday, January 28, 2019 12:30 PM

To: TSA OIA Correspondence ; ORCA Communications

Cc: King, Chas ; Operations Support

Subject: FW: [Component Action Requested] [Due 5 pm Fri 12/28)] 2018 DHS Biometrics Survey

Good afternoon,
Please review the attached material and complete DHS Biometrics Survey (Attachment A) by 3pm

4Feb.

-Please let me know if you have any questions or concerns.
V/r,

Lakiesha Smith

Program Analyst

Email: [BI6)

(D): 571-2270)6) |
(C): mE——]
Operations Support

From: TSA OIA Correspondence <TSA.O|A.Correspondence@tsa.dhs.gov>

Sent: Monday, December 31, 2018 2:29 PM

To: King, Chas [b)(6) | Operations Support <ISA-OS@tsa.dhs.gov>; ORCA
Communications <ORCACommunications@tsa.dhs.gov>

Cc: TSA OIA Correspondence <TSA.OIA.Correspondence@tsa.dhs.gov>

Subject: RE: [Component Action Requested] [Due 5 pm Fri 12/28] 2018 DHS Biometrics Survey
Good Afternoon Ops Support and RCA,

Per our Executive Director for Vetting, {o)5) |
b)() We're still working on our inputs and should provide before end of

the week.

Sincerely,

Chris Tobias

TSA I&A Communications
DigitalSpec LLC

2020-TSFO-00198_00203



To: TSA OIA Correspondence <TSA.OIA.Correspondence@tsa.dhs.gov>

Cc: Walbridge, Anne [B)6) | TSA OIA PMD Comms
<JSA.OIA.PMD.Comms@tsa.dhs.gav>; Ellison, Chang [[bi6)

Subject: FW: CT-6957: 2018 DHS Biometrics Survey

Good morning,

Please see PMD’s input to the attached, cleared by Act DD Stephanie Hamilton. Should you have any
additional questions, please contact Anne Walbridge and copy the TSA PMD Comm.

Thank you.

Wanie Dé Roceo

Intelligence and Analysis
Transportation Security Administration
Office: 571-227 M6

Mobile: feay 1]

Email: |(p)(6)

From: Walbridge, Anne [b)(6) |
Sent: Friday, February 1, 2019 10:32 AM
To: TSA OIA PMD Comms <ISA.OIA.PMD.Comms@tsa.dhs.gov>; Hull, Jason

[b)(6) | Mitchell, Carolyn [)6) |

Cc: Ellison, Chang [)6) | Tsoi, Nathan [m)6) | Hamilton,
Stephanie [py6) | Baker, David [i)6) |
Lombardo, Donald [ib)(6) | Boyd, Daniel A [i)(6) |

Janowski, Carol [ip)6) |
Subject: RE: CT-6957: 2018 DHS Biometrics Survey

Good morning,

| have been coordinating with Dan Boyd in RCA and based on conversations he has had with SCO
regarding this request, [b)5)
{o)(5) |

rb}(5}

Jason and Stephanie, would you determine whether or not you want us to add this row? If you do,
we can send this back up through Comms.

Thanks,
Anne

Anne Walbridge

Security Initiatives Lead, Program Management Division
Office of Intelligence and Analysis

2020-TSFO-00198_00204



From: Eroemling, Hao-y Tran

To: Assili, Christine; TSA.OIA.ExecSec; Vieco, Russell E
Cc: Walbridge, Anne

Subject: RE: Joint Entry/Exit Transition Paper

Date: Tuesday, January 17, 2017 3:43:43 PM

Russ —

Should probably work with Lisa/Tom to access the actual meeting invite which has the documents
that are going to be discussed/reviewed in tomorrow’s meeting with CBP.

Christine —
This paper is going to be discussed at the CBP/TSA Deputies meeting tomorrow that AA Bush will be
attending along with other TSA SLT.

Our main thing for the paper going up is that we are fine with the edits in the paper as we provided
some of them along with other offices.

Hao-y

Hao-y Froemling

Director, Program Management Division
Office of Intelligence and Analysis

TSA

Office — 571-227 6]
Mobile - EEaT—]

N T —

From: Assili, Christine

Sent: Tuesday, January 17, 2017 12:52 PM

To: TSA.OIA.ExecSec <TSA.OIA.ExecSec@tsa.dhs.gov>; Vieco, Russel [ Efpyey 1]
Froemling, Hao-y Tranfeyey 1]

Subject: RE: Joint Entry/Exit Transition Paper
I just spoke with Rebecca
This is a paper for the DHS transition team that CBP audited. TSA provided inputs. There is no

meeting specifically on this topic.
This is a recurring CBP meeting and therefore no read ahead except this paper, if the topic is

2020-TSFO-00198_00205



Carol Melinda Janowski

Technology Solutions Division

Office of Information Technology
Department of Homeland Security
Transportation Security Administration

240-568 - Office
- Cell

From: Walbridge, Anne <
Sent: Monday, May 6, 2019 11:02 AM

To: Janowski, Carol _
Cc: Baker, David
Subject: RE: Biometrics Architecture Feedback

Thank you!

Anne Walbridge

Security Initiatives Lead, Program Management Division
Office of Intelligence and Analysis

Transportation Security Administration

(w): 571-227[B6]
(c):P® ]
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From: Janowski, Carol T

Sent: Monday, May 6, 2019 7:04 AM
To: Walbridge, Anne b6y 1]
Ce: Baker, David I}

Subject: RE: Biometrics Architecture Feedback
Anne and Dave,

Thank you for the feedback, | will make the updates this week.

Carol Melinda Janowski

Technology Solutions Division

Office of Information Technology
Department of Homeland Security
Transportation Security Administration
240-568\AT} Office

6l - Cel

e ]

From: Walbridge, Anne <FIBI

Sent: Friday, May 3, 2019 10:59 AM

To: Janowski, Carol PO}
Ce:Baker, David @& P

Subject: Biometrics Architecture Feedback
Hi Carol,

Below, please see feedback from Dave Baker and myself on the documents you provided. In
addition, I've also attached the most up to date version of our population counts.

Thanks,
Anne

2020-TSFO-00198_00207



Anne Walbridge

Security Initiatives Lead, Program Management Division
Office of Intelligence and Analysis

Transportation Security Administration

(w): 571-227{EWen]

(ON T —
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From: Jacobs, Chandale

To: Walbridge, Anne
Cc: Jacobs, Chandale
Subject: RE: TSA - CBP LAX TBIT Biometrics IPT: Kick-off
Date: Friday, May 4, 2018 6:43:00 AM
Attachments: image001.png
TDC Baseline P | Metrics.d
Hi Anne,

Thanks,
Chandale

DHS symbol

Chandale L. Jacobs

Section Chief, TSA PreCheck Application Program
DHS/TSA/OIA/MES

Security Threat Assessment Operations
Adjudication Center

(Office): 703 487 i

(Cell): EETT

e ]

From: Walbridge, Anne
Sent: Thursday, May 3, 2018 5:36 PM

To: Jacobs, Chandalefeey 7]
Subject: FW: TSA - CBP LAX TBIT Biometrics IPT: Kick-off

Hi Chandale,

2020-TSFO-00198_00209



Let me know if it would be easier to talk through this briefly — I'll have time on Friday for a quick call
if that would be helpful.

Thanks again for covering all of the biometric stuff going on!
Anne

Anne Walbridge

Security Initiatives Lead, Program Management Division
Office of Intelligence and Analysis

Transportation Security Administration

(w): 571-227[B)6)_]

(c): mm——1

From: Manis, Rachel
Sent: Thursday, May 3, 2018 4:02 PM

2020-TSFO-00198_00210



To: MEDINA, CESAR [b)(s)

| Valdenegro, Jose

[(o)(6)

| Corgan, Kenneth [b)6)

| Walton, Cornel

[bye)

| Dressel, Jeffrey [B)8)

| Reames, Christopher

[by6)

| Schmidt, Jennifer [by6)

| GULATI,

ACHAMMA [i6)

| Jacobs, Chandale b))

Walbridge, Anne [b)e6)

| Sundquist, Lauren

[b6)

| Phillips, Brandi [y}

| Clunie, Peter

[oe) | Huynh, Tung ()6} |b)i6) [<CTR>
[(b)(6) ||(b)(6) |:CT R> [b)(6) [ |
<CTR> [bi(6) I

Cc: Conley, Melissa [b)6)

| Graviss, Matthew

(b6

| Gilkeson, James [ib)6)

| Hanson, Roland

[0)6) | [b)6) |
<CTR> [B)(6) | [2)6) | [ib)(6) |

[y6) | {b)(6) | Kenyon, Mark

[byi6) | Tsang, Elbert [b)@) | 6y |
[iby6) | Isaacs, Bryan [by6) | Nagy, Janis

[b)6) | Cruz, Douglas [(b)(6) | Allicock, Nigel

[by(6) | Corpuz, James |py(6) | Moreno, James

[b)(6) | Goldsmith, Terence [b)6) | Liston,
Patrick [io)(6) |[e)6) | (US

- Arlington) (&)

| |(b)(6) |<CTR> (b))
|

Subject: RE: TSA - CBP LAX TBIT Biometrics IPT: Kick-off

b)(5)

Again, we thank you for your time and will be in contact regarding next steps shortly.

Sincerely,

Rachel E. Manis

Program Manager — Detailee, Innovation Task Force

Office of Requirements and Capabilities Analysis
Transportation Security Administration

2020-TSFO-00198_00211



Inquiries relating to this report may be directed to me at (571) 227-W or TSA’s Office of
Legislative Affairs at (571) 227-2717.

Sincerely yours,

Min 0 Bk,

David P. Pekoske
Administrator

'~ nlnl e
l‘ UK LW 2w L
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Message from the Administrator

December 19, 2017

I am pleased to transmit the 2017 Annual Report on Transportation
Security. This report combines multiple annual reporting requirements,
as previously described in the Transportation Security Administration’s
(TSA) letter to Congress, dated August 11, 2010, in order to streamline
and improve the Department of Homeland Security’s processing and
submission of the various annual reports on transportation security.
Unless otherwise noted, the report summarizes the activities taken in
calendar year 2016 by transportation systems owners and operators, and
by federal, state, local, tribal, and territorial government partners to
enhance systems protection and resilience for all types of hazards.

To accomplish our security mission, TSA worked collaboratively with a wide range of partners,
from federal agencies, aviation and surface transportation industry stakeholders, and
international counterparts to intelligence and law enforcement community professionals. We
worked particularly close throughout the year with our transportation co-systems sector agencies,
the Department of Transportation and the U.S. Coast Guard.

This report satisfies the reporting requirements for the following:

« Annual Periodic Progress Report on the National Strategy for Transportation Security;'
« Annual Report on Transportation Security;?

o Annual Update on Enhanced Security Measures;’

« Annual Report on the National Strategy for Public Transportation Security;* and
 Annual Report on the National Strategy for Railroad Transportation Security.’

Pursuant to congressional requirements, this report is being provided to the following Members
of Congress:

The Honorable John Thune
Chairman, Committee on Commerce, Science, and Transportation

The Honorable Bill Nelson
Ranking Member, Committee on Commerce, Science, and Transportation

149 U.S.C. § 114(s)(4)(C).
249 U.S.C. § 44938(a).

3 Section 109(b) of the Aviation and Transportation Security Act (Pub. L. No. 107-71) (49 U.S.C. § 114 note, 115
Stat 613-614), as amended by Pub. L. No. 107-296.
16 U.S.C.§ 1141.

S_Q_ILLS.C‘ § 116l
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The Honorable Ron Johnson
Chairman, Committee on Homeland Security and Governmental Affairs

The Honorable Claire C. McCaskill
Ranking Member, Committee on Homeland Security and Governmental Affairs

The Honorable Michael D. Crapo
Chairman, Committee on Banking, Housing, and Urban Affairs

The Honorable Sherrod Brown
Ranking Member, Committee on Banking, Housing, and Urban Affairs

The Honorable Michael T. McCaul
Chairman, Committee on Homeland Security

The Honorable Bennie G. Thompson
Ranking Member, Committee on Homeland Security

The Honorable William Shuster
Chairman, Committee on Transportation and Infrastructure

The Honorable Peter DeFazio
Ranking Member, Committee on Transportation and Infrastructure

The Honorable Michael R. Pence
President of the Senate

The Honorable Paul Ryan
Speaker of the House

The Honorable A. Mitch McConnell, Jr.
Senate Majority Leader

The Honorable Charles E. Schumer
Senate Minority Leader

The Honorable Nancy P.D. Pelosi
House Minority Leader

WARNING: This document is FOR OI I ICIAL USE ). It contains o Lbe exempt from pL:hE]c release under the
Freedom of Inlmm ition Act (5 U3 ~ 10 1s to be controlled. stored, handled. transmitted. distributed. and 0T acgordance with
Department of Security [DH\J |)U|lL\ relating to FOUO information and is not to be released to the puh]u or other personnel Who
BTyt 1En[ ‘need-to-know™ without prior approval of an authorized DHS official.
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FOR-OF AT ESE-ONEY-
Executive Summary

The 2017 Annual Report on Transportation Security fulfills multiple annual reporting
requirements and summarizes activities taken in calendar year 2016 (unless otherwise noted) by
transportation systems owners and operators, and by federal, state, local, tribal, and territorial
government partners to enhance system protection and resilience from terrorism.® The report
addresses modal-specific actions, as well as cross-sector and intermodal issues related to the
management of risks in the Nation’s transportation systems, both domestically and
internationally.

The table below identifies the sector’s three security goals, as stated in the 2016 National
Strategy for Transportation Security, to achieve a secure and resilient transportation system. The
report assesses the Transportation Systems Sector’s progress toward achieving these goals and
discusses key accomplishments.

Table 1: Sector Goals

Goal 1: Manage risks to transportation systems from terrorist attacks and
enhance system resilience

Goal 2: Enhance effective domain awareness of transportation systems and

threats

Goal 3: Safeguard priva vil liberties, and civil rights, and the freedom of
movement of people and commerce

TSA continued to build and maintain relationships with state and local officials, owners and
operators, international organizations, and U.S. Government partners to share threat information
and best practices, enhance domestic and international transportation security, and coordinate the
U.S. position on a multitude of security issues and mitigation measures. The Transportation
Systems Sector’s ability to assess security gaps, combined with practically applied risk
mitigating activities, leads to continuous improvement of all activities associated with
measureable threat detection, deterrence, and resilience goals, and forms the foundation of
risk-based security.

© This report does not address activities taken in calendar year 2017, which will be covered in the 2018 Annual
Report.
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In 2016, TSA screened over 738 million commercial aviation passengers (more than 2 million
per day and 43 million more passengers than in 2015), as well as more than 20 million airport
employees. In addition, TSA officers screen 4.9 million carry-on items and 1.3 million checked
items every day.” At domestic airports, TSA conducted random security activities, such as
screening of employees, searches of vehicles approaching controlled areas, and canine sweeps.
Internationally, TSA worked to influence key decision makers in foreign locations and industry
partners to understand the threat, maintain awareness of vulnerabilities, and encourage operators
to implement mitigation strategies.

The Maritime Transportation Subsector, led by the U.S. Coast Guard, developed tools, portals,
and capabilities to more effectively share critical information. The Surface Transportation
Subsector continued to identify risk and implement mitigating activities within the stakeholder
and security partner areas of security operations.

The entire Transportation Systems Sector continues to focus on safeguarding privacy and
developing policy consistent with applicable privacy, civil liberties, and civil rights laws by
conducting privacy impact assessments and addressing privacy complaints.

7 https://www.tsa.gov/sites/default/files/resources/tsabythenumbers _factsheet 0.pdf
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[. Legislative Language

The 2017 Annual Report on Transportation Security fulfills four annual reporting requirements,
including implementation of the National Strategy for Transportation Security (NSTS), and other
statutory requirements, as detailed in Appendix B, to achieve efficiency and deliver a
coordinated message to the President and Congress. See Appendix B for a full description of the
statutory reporting requirements.

II. Sector Description, Vision, and Mission

The Transportation Systems Sector consists of a network of interdependent systems across three
subsectors—aviation, surface, and maritime. The Nation’s critical infrastructure depends on the
transportation systems sector, and in turn, the transportation systems depend on other sectors,
such as energy, communications, information technology, chemical, and manufacturing.

Interdependencies are an important dimension of the risk environment that must be considered to
protect transportation critical infrastructure and achieve system resilience. A primary focus of
the sector’s risk management processes during this reporting period was to identify, assess,
prioritize, and manage risks in order to enhance the resilience of the transportation systems.

The report describes how the transportation systems managed risk and increased resilience based
on the goals and objectives stated in the 2016 NSTS. It describes progress in addressing
terrorism risks, enhancing resilience, improving domain awareness, and protecting privacy, civil
rights, and freedom of movement.

LD ~
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III. Sector Progress

This section indicates results in achieving priority outcomes. The outcomes are determined from
performance data collected by government program managers or transportation operators
responsible for implementing the security activities.

IV. Modal Progress

The 2016 NSTS defines goals and supporting objectives and activities for each subsector and
mode of transportation. This section assesses progress toward achieving these goals by
providing an overall assessment of each goal, and discussing key accomplishments in the
activities that support the objectives of each goal. The transportation security community
continues to enhance security through policy, programs, initiatives, and activities developed in
collaboration with government and industry partners. These efforts reduce risk associated with
potential terrorist attacks in part by increasing system resilience.

A. Aviation Transportation Subsector

The Aviation Transportation Subsector consists of commercial
aviation, commercial airports, general aviation, and air cargo. The
owners and operators, state and local authorities, and the Federal
Government work collaboratively to develop measurable security
activities, plans, and objectives needed to achieve threat deterrence,
detection, and resilience goals.

In 2016, TSA screened more than 738 million domestic and international commercial aviation
passengers. Each day, TSA screens 4.9 million carry-on items and 1.3 million checked items.®
For the past several years, the Federal Aviation Administration/TSA Airspace Waiver Program
has issued approximately 6,000 international waivers to foreign private charter and general
aviation aircraft operating in U.S. airspace. The capabilities of airports to process millions of
passengers and tens of thousands of tons of cargo every day depends on an estimated 1.8 million
workers, most of whom undergo a security threat assessment to have access to secured areas and
other Security Identification Display Areas, Sterile Areas, and/or to Air Operations Areas at U.S.
airports.

Table 3: Aviation Progress Assessment

8

httgs:h’www.rsa.gov;’sitesfdefault!filesfresourcesftsabvthenumbers factsheet 0.pdf
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Goal 1: Manage risks to aviation transportation systems from terrorist attacks and
enhance system resilience

Overall Assessment: TSA continued to build and maintain relationships with government
officials, owners and operators, civil authorities, international organizations, and U.S.
Government partners to share threat information and best practices, enhance domestic and
international transportation security, and coordinate the U.S. position on a multitude of
security issues and mitigation measures. At domestic airports, TSA conducted random
security activities, such as searches of vehicles approaching controlled areas of airports and
canine sweeps. Internationally, TSA worked to influence key decision makers in foreign
locations and industry partners to understand the threat, maintain awareness of vulnerabilities,
and encourage operators to implement mitigation strategies. TSA continued to enhance air
domain awareness with security partners and stakeholders at open-forum meetings of aviation
security stakeholders.

Objective 1: Improve physical and cyber security of domestic aviation critical

infrastructure

Activities:

e Increase frequency of recurrent criminal history records checks for credentialed airport
workers with unescorted access to secure airport areas.

e Conduct outreach with aviation security partners on the voluntary implementation of
the principles and best practices of risk management through the National Institute of
Standards and Technology (NIST) Framework for Improving Critical Infrastructure
Cybersecurity”.

e Focus security resources on high-risk travelers, workers, facilities, aircraft, cargo, and
baggage.

Key Accomplishments:

e [Established the Airport Operations Center, a public/private partnership, in response to
the 2016 summer spike in air traffic to streamline passenger screening nationwide.
Formerly called the National Incident Command Center, the Airport Operations Center
provides TSA and industry with situational awareness across the Nation’s busiest
airports, enabling more efficient distribution of limited resources. The center tracks
daily screening operations, rapidly addresses any issues that arise, and deploys
personnel, canine teams, and technology where needed.

? Executive Order 13636, Improving Critical Infrastructure Cybersecurity, 78 Fed. Reg. 11739 (February 12, 2013).

FICIAL USE OMEY

WARNING: This document is FOR OFFICIAL USE (Jlllee ation that may be exempt from public release under the

Freedom of Information Act (5 Lintekem®® P11 15 to be controlled, stored, handled, transmitted, di¥ sed of in accordance with
Deparina : and Security (DHS) policy relating to FOUOQ information and is not to be released to the public or other pers o do
not have a valid “need-to-know™ without prior approval of an authorized DHS official.

2020-TSFO-00198_00221



FOROTFFEIATESE-ONEY

e Implemented the Federal Bureau of Investigation (FBI) Rap Back service to provide
recurrent criminal history records vetting of airport workers. TSA is currently
integrating all airports that elect to enroll in the Rap Back service.!”

e Continued to work closely with industry to encourage adoption of the NIST
Cybersecurity Framework and issued the Transportation Systems Sector Cybersecurity
Framework Implementation Guidance document.

e Strengthened cybersecurity information sharing via the Department of Homeland
Security (DHS) Critical Infrastructure Partnership Advisory Council, Aviation
Government Coordinating Council, and engaged with the Sector Coordinating Council,
including its Cybersecurity Working Group'!

e Participated in the Aviation Cybersecurity Initiative, a DHS National Protection and
Programs Directorate-led interagency working group that is identifying potential
cybersecurity vulnerabilities in aviation and developing potential solutions to mitigate
any identified vulnerabilities.

e Participated in a DHS Cybersecurity Integrated Project Team process researching
“High-Priority Technology Solutions.”

¢ Conducted the Aviation Domain Intelligence Integration and Analysis Cell (ADIAC)
pilot, an initiative to explore full-time aviation sector intelligence and information-
sharing best practices across the interagency, intelligence community, and aviation
private sector via a purpose-built, secure TSA facility. Government and industry
assessed the pilot as high value, resulting in TSA’s designation as lead of a long-term
ADIAC program, endorsed by Office of the Director of National Intelligence, DHS,
and Aviation Sector Coordinating Council.

e Increased the number of deployed Passenger Screening Canine teams.

e TSA issued an information circular recommending that airports and airlines perform
insider threat self-vulnerability assessments. The results were analyzed and recognized
practices were shared with airports and airlines for their consideration when
implementing risk mitigation plans.

Objective 2: Improve preparedness and response capabilities to deter, detect, respond,

and recover from terrorist attacks throughout the aviation community

10 The FBI Rap Back Service provides airport authorities the capability to receive immediate notification of criminal
and, in limited cases, civil activity of enrolled individuals that occur after the initial processing and retention of
criminal or civil fingerprint transactions. The service is available to all commercial airport operators; however, for
airport operators to participate in the Rap Back program, the airport operator must, among other things, sign a
memorandum of understanding with TSA that documents its participation in the program. By the end of 2016 TSA
had executed over 50 memoranda of understanding with airport operators and plans to enroll additional airports in
2017.

" The Critical Infrastructure Partnership Advisory Council provides the operational framework for the sector
partnership structure and is aligned with the National Infrastructure Protection Plan and Presidential Policy
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Activities:
e Improve training for frontline employees to identify, deter, prevent, and respond to
threats to the homeland.
e Execute and enhance vetting of passengers and aviation credential holders, as well as
indications and warning of potential threats to aviation sector.

Key Accomplishments:

e Centralized the training of newly hired Transportation Security Officers (TSO) at the
TSA Academy at the Federal Law Enforcement Training Center. By the end of 2016,
nearly 6,000 new hire TSOs were trained at the TSA Academy.

e Developed and implemented Mission Essential Threat Mitigation training to integrate
intelligence threat awareness, security capabilities and operational training for TSA
frontline workforce in order to sustain security effectiveness. Developed quarterly
updates for employees in order to maintain this skillset.

e Conducted in-service training for all TSOs and supervisors to address security
vulnerabilities identified in several Office of Inspector General Reports. The Mission
Essentials Training series focused on the links between threat intelligence, checkpoint
technologies, operational procedures, and the TSO’s role in mitigating threats. The
first iteration of this training was completed in September 2015 and is now conducted
several times a year with each session focused on a different topic to enhance threat
mitigation and improve screening operations.

e Institutionalized training and development across the employee career lifecycle. TSA
developed the Management, Administrative, and Professional new-hire training course
into a mandatory, five-day, in-residence program it piloted in fiscal year 2017. This
training focuses on the history of TSA, its national security mission, and the frontline
operations that employees support. Additionally, TSA began planning and developing
the TSA Leadership Institute, to target current employees promoted to critical positions
and positions of leadership.

e All Transportation Security Executive Service employees attended leadership training
at Harvard’s National Preparedness Leadership Initiative to institutionalize common
leadership concepts and provide tools for leading through crisis and change.

e TSA developed a threat-based operational training course for new Federal Security
Directors and Deputy Federal Security Directors. This comprehensive program, which
began in 2016, includes classroom instruction, coaching, and mentoring components.

e Enhanced TSA’s Insider Threat Program and outreach to stakeholders to support
development of similar programs across all of the nation’s commercial airports.

e Developed and provided Insider Threat Awareness training for aviation sector
personnel, emphasized through training and awareness campaigns, such as “See
Something, Say Something ™ ” and “This is My Airport.”

e Instituted a new concept of operations to enhance and focus risk-based planning and
deployment of Visible Intermodal Prevention and Response (VIPR) teams to mitigate
potential threat actors in the aviation domain.
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e Implemented automated passenger prescreening and review of lost and stolen passports
submitted as part of a Secure Flight Passenger Data submission.

e Improved the identification of selectee matches by refining the Secure Flight
automated matching threshold and date of birth algorithm for Expanded Selectee List
matching.

e Initiated an independent assessment of the effectiveness and reliability of the Secure
Flight vetting engine/algorithm responsible for watchlist matching.

¢ Increased the use of Secure Flight Passenger Data to strategically deploy Federal Air
Marshal teams aboard U.S. flagged commercial flights to mitigate potential threats.

e The Homeland Security Advanced Research Projects Agency developed an Emerging
Explosive Threats training course to familiarize operators and facilitate discussion with
TSA staff on homemade explosive threats and concepts, explosive detection
technology fundamentals, and capabilities.

Objective 3: Enhance international aviation security risk management strategies

Activities:
e Conduct outreach to facilitate the use of international best practices and procedures.
e Assess compliance with security measures for international inbound passengers, cargo,
and baggage.

Key Accomplishments:

e Enhanced security effectiveness and mitigated risks to global aviation by providing
assistance to all last point-of-departure airports through a variety of activities, such as
outreach, training, technical expertise, capacity development, and on-the-spot
counseling.

e TSA conducted 135 foreign airport assessments; 1,880 air carrier inspections; and 47
capacity development training activities for 31 countries.

e On September 22, 2016, the United Nations Security Council adopted Resolution
2309, focusing on the threat posed by terrorism to civil aviation. The Department of
State and TSA were full partners in ensuring this document represented the collective
vision of all nations to secure the world’s air transportation system. It calls on all
States to work within the United Nations International Civil Aviation Organization
(ICAOQ) to ensure that its international security standards are reviewed and adapted to
effectively address the terrorist threat to civil aviation. TSA is working with ICAO to
develop the Global Aviation Security Plan.

Objective 4: Increase security technology capability to respond to known and emerging

threats

Activities:
e Improve industry participation in the Research and Development (R&D) process for
threat detection and screening capabilities.
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e Improve aviation safety and security capabilities to detect illegal use of unmanned
aircraft systems (e.g., integrated tracking mechanisms).

Key Accomplishments:

e The TSA Innovation Task Force collaborated with airports, airlines, and the aviation
industry to foster innovation, advance aviation security, and improve capabilities in the
checkpoint with a focus on preserving effectiveness while driving efficiency.

e Facilitated discussion among regulated parties that use transportation security
equipment at the annual TSA Industry Day — Innovating Our Future Symposium, held
June 7-9, 2016. This event resulted in a list of more than a dozen issues frequently
experienced by end-users that will be presented to vendors at the next annual Air
Cargo Industry Day, providing direct access to aggregated feedback from end-users to
improve products and services in support of increased screening effectiveness.

e Established phase-out requirements for all Explosives Trace Detection (ETD) devices
and single-view x-ray machines currently on the Air Cargo Security Technology List
to increase the level of performance of industry-owned and operated equipment. This
will result in the need for air cargo regulated end-users to replace these ETD devices
by 2021 and single-view x-ray machines by 2020. The phase-out program ensures
deployed equipment meets TSA requirements and addresses emerging threats.

e Conducted data collection and analysis in collaboration with Air Cargo ETD test bed
participants to generate insights about system lifecycle performance, operational
activity, and environmental considerations. This facilitates improvement of detection
capability requirements and enhancement of next generation ETD devices. The ETD
test bed serves as a prototype for other air cargo technology test beds.

e Continued to evaluate the suitability and effectiveness of air cargo screening at six test
bed locations under the Infrastructure Protection and Surveillance Field Assessment
Program.

e Qualified new devices for the Air Cargo Security Technology List, which expands the
number of qualified systems and allows industry increased flexibility in decisions
about which screening technologies best fit its security needs.

e Coordinated with the DHS Science and Technology Directorate (S&T) to identify
risk-based capability gaps and establish engineering development programs for
emergent technologies. Using these gaps, the DHS S&T Homeland Security
Advanced Research Projects Agency posted Broad Agency Announcements to solicit
technologies that address the capability gaps.

e Provided insider threat program training, awareness and shared best practices to
enhance partner strategies in mitigating potential threats from insiders.

e Received approval for automated access to five additional Terrorist Identities Datamart
Environment category codes, which makes it possible for TSA to make informed
security threat assessment decisions for individuals seeking access to critical and
sensitive transportation infrastructure. TSA is coordinating with relevant departments
and agencies to determine the efficacy of vetting TSA’s credentialed population
against one additional TIDE category code.

FOR-QEF]CIAL USE

WARNING: This document is FOR OFFICIAL USE ONLY (ECQE at may be \mmpl from puhh\ release under the

Freedom of Information Act (5 U.S.C_S a5 b controlled, stored, hs mdlu! transmitted, distribureer s )f in accordance with
. _—"__ :

Department of Hosmnes=STE0ry (DHS) policy relating to FOUO information and is not to be released to the pLIh|lL‘ or other personme

mrTve a valid “need-to-know™ without prior approval UI' an authorized DHS official.

2020-TSFO-00198_00225



FOR-OTHF e 550 -

e To complement location-specific mitigation activities, TSA provided international
stakeholders with training and materials to raise awareness of insider threat risks
throughout the international aviation security community. TSA presented a paper on
insider threat risk awareness and mitigation at the ICAO Aviation Security Panel and
General Assembly as well as various regional fora, such as the Latin American Civil
Aviation Commission. TSA also delivered 18 insider risk capacity development
training courses across Europe, Africa/Middle East, and the Western Hemisphere.

Goal 2: Enhance effective air domain awareness of transportation systems and threats

Overall Assessment: The Aviation Subsector continued to enhance air domain awareness
with security partners and stakeholders in 2016 at open-forum meetings of aviation security
stakeholders, such as those held by the Aviation Security Advisory Committee (ASAC), and
the Aviation Government Coordinating Council and Sector Coordinating Council. The
Aviation subsector worked with its security partners to assess the security at airports, analyze
the aviation security attack scenarios posing the greatest risk, develop mitigation plans to
address the highest priority areas, and share intelligence and best practices.

Objective 1: Improve quality and timeliness of intelligence and information products for

government, industry and public awareness

Activities:

e Improve public awareness of security issue reporting channels and dissemination of
actionable threat information among partners (e.g., “If You See Something, Say
Something ™7, General Aviation Watch program, and “This is My Airport™).

e Expanded information sharing with industry through classified and unclassified fora,
such as monthly airport security teleconferences, and general aviation coordination
during National Special Security Events and other events for which the Federal
Aviation Administration issues security-related temporary flight restrictions.

Key Accomplishments:

e Produced and disseminated 43 Country Threat Assessments looking at international
threats to U.S. civil aviation and Western interests. Conducted 52 unique in-person
engagements consisting of threat briefings to individual airlines and trade associations
and site-visits to industry facilities, providing timely and accurate information to
industry partners.

e Produced the 2016 Annual Civil Aviation Threat Assessment and the 2016 Annual
Transportation Cyber Threat Assessment.

e Began a pilot program for the City and Airport Threat Assessment system, with full
implementation anticipated by the end of calendar year 2017.

e Developed enhancements for the Last Point of Departure Threat Model, with a pilot
program anticipated to begin by the end of calendar year 2017.
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e Conducted the Annual Transportation Sector Security Risk Assessment, which
assessed that the overall risk to aviation increased in 2016 due primarily to increasing
threats associated with Islamic State of Iraq and Syria and foreign fighters.

e Approximately 68 Field Intelligence Officers and 14 Liaison Officers provided direct
support to TSA field locations and representation at partner organizations. Field
Intelligence Officer staffing increased by 17 to expand coverage and intelligence
support. Field Intelligence Officers also delivered more than 5,103 intelligence
briefings as part of TSA’s overall Mission Essential Threat Mitigation training
program to increase security effectiveness of the TSA frontline workforce, and
delivered 496 intelligence briefings to aviation stakeholders.

e Completed the ADIAC pilot, an Office of the Director of National Intelligence
(ODNI)-sponsored test bed for a single aviation domain sharing hub for the
dissemination of intelligence and threat-related information to a growing network of
industry and agency partners.

e Streamlined the process for sharing TSA suspicious incident reporting with local, state,
tribal and territorial, and federal criminal justice agencies through the FBI’s National
Data Exchange system.

Objective 2: Improve collaboration among private sector and government agencies

regarding intelligence and information sharing

Activity: Increase discussion of strategic priorities as an agenda item at open-forum meetings
of aviation security stakeholders. Examples include Public Area Security Summit and ASAC
meetings.

Key Accomplishments:

e Participated in the Quarterly Airport Security Review with the airport industry, which
has led to meaningful collaborative sessions to update current security policy and
provide strong joint efforts on new initiatives.

e Continued to implement recommendations provided by the ASAC on aviation
workers’ access to security restricted areas.

e Participated on several working groups with stakeholders on issues including policy
and planning, cargo, risk-based security, and contingency planning.

e Conducted the 2016 ADIAC pilot, an initiative to integrate full-time aviation sector
intelligence and information-sharing best practices across the interagency, intelligence
community, and aviation private sector at a secure facility.

Goal 3: Safeguard privacy, civil liberties and civil rights, and the freedom of movement

of people and commerce

Overall Assessment: The Aviation Subsector continues to focus on safeguarding privacy and
developing policy consistent with applicable privacy, civil liberties, and civil rights laws by
conducting privacy impact assessments and addressing privacy complaints. The DHS
- T L%k
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Traveler Redress Inquiry Program (DHS TRIP) provides a single point of contact for
individuals who have inquiries or seek resolution regarding difficulties they experienced
during their travel screening at transportation hubs. The Aviation subsector also improved the
efficiencies of security measures for passengers by increasing enrollment in expedited
screening programs, such as TSA Prev'® application program and other DHS trusted traveler
programs. TSA public outreach efforts ensured a smoother travel experience for passengers,

especially as the agency introduces new security protocols amid a constantly evolving threat
environment.

Objective 1: Reduce the potential negative impact of security policies and activities to

privacy, civil rights and civil liberties

Activity: Develop policy pursuant to applicable privacy, civil liberties, and civil rights laws
and regulations.

Key Accomplishments:

e Performed significant outreach and training to field operations to address transgender
passenger complaints regarding screening.

e Expanded the customer service program AskTSA to additional social media
applications, which is designed to improve the passenger experience and to better
assist them before, during, and after their flight.

e Processed 1,698 redress requests with an average response time of 44 days, which
improves on the DHS High Priority Performance Goal of less than 60 days.

Objective 2: Apply risk-based security approach to supply chain and traveler

movements

Activity: Enhance efficiency and effectiveness of cargo and traveler screening.

Key Accomplishments:

e Increased TSA Prev'® application program enrollment by 113 percent to 4.2 million
enrollees, allowing these prescreened low-risk travelers to experience expedited, more
efficient security screening and enhancing the overall efficiency and effectiveness of
the screening process.

e More than 26.5 percent of all passengers were screened via TSA Prev™® lanes in FY 16.
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B. Maritime Transportation Subsector

The U.S. maritime transportation system is a vital part of the
national economy, playing a key role in the global supply
chain. It consists of 25,000 miles of navigable channels, 238
locks at 192 locations, and over 3,700 marine terminals at 360
ports. Waterborne cargo and associated activities contribute
more than $649 billion annually to the U.S. Gross Domestic
Product and sustain more than 13 million American jobs.'?
More than 99 percent of the volume of overseas trade enters or
leaves the United States by ship.!® By their nature, the seas and oceans are generally less
restricted and are freely accessible to transit without many of the mechanisms for detection and
investigation often available in the air and land domains. Maritime security vulnerabilities and
the potential consequences from a variety of hazards, including hurricanes, terrorist attacks, and
cyber threats continue to be significant.

The U.S. Coast Guard (USCG) and its partners maintain a suite of performance measures to
monitor progress in meeting Maritime Transportation Security Act (MTSA) performance goals
and objectives. Refer to the following reports for further information on key maritime security
related performance and metrics:

e Maritime Administration Annual Report to Congress, 2013;

e DHS Annual Performance Report for Fiscal Years 2016-2018;

» U.S. Customs and Border Protection (CBP) 2016 Annual Report;

e Threat of Terrorism to U.S. Ports and Vessels Report to Congress, dated September 26,
2014; and

e Department of Homeland Security 2016 Annual Performance Report (for the DHS
Domestic Nuclear Detection Office and Science and Technology Directorate).

Table 4: Maritime Progress Assessment

Goal 1: Manage risks to transportation systems from terrorist attacks and enhance

system resilience

Overall Assessment: The Maritime Transportation Subsector continues to work with security
partners and stakeholders to pursue a risk-based security posture. With the signing of the
National Strategy for the Waterside Security of Extremely Hazardous Cargos (September 1,
2015), the Hazardous Cargo Transportation Security Subcommittee was re-established within
the Chemical Transportation Advisory Committee to work along with the National Maritime

12 Maritime Administration, Marine Transportation System Important Facts. Available at
http://www.marad.dot.gov/ports_landing_page/marine transportation system/MTS.htm. Accessed May 23, 2016.
'21bid.
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Security Advisory Council to assist the USCG in developing policies and procedures to deny
the use of hazardous cargos as weapons.

Objective 1: Utilize risk-based security planning and operations to reduce the terrorism
risk to the MTS

Objective 2: Reduce security vulnerabilities and improve preparedness throughout the
MTS

Activities:
e Expand cybersecurity protections in all segments of the MTS using the NIST
Framework.

e Improve compliance at MTSA facilities through risk-based adjustment of enforcement
operations tempo.

e Improve interoperability of federal, state, local, tribal, and territorial response teams in
Maritime Security and Response Operations.

e Employ a Maritime Security Risk Analysis Model and other risk assessment and
analysis tools to refine the estimates of maritime security and response operations
activities’ risk reduction benefits and use these estimates to inform the execution of
Maritime Security and Response Operations activities in U.S. ports.

e Improve International Ship and Port Facility Security Code implementation in foreign
ports that send ships to the United States.

e Explore potential use of floating security barriers at critical infrastructure and key
resources to provide deterrence and resilience.

e Conduct random, unpredictable operations, such as Visible Intermodal Prevention and
Response (VIPR) team deployments, to mitigate terrorist risk to the traveling public
and maritime infrastructure.

Key Accomplishments:

e The USCG’s International Port Security Program conducted assessments of 150
foreign ports in 50 countries in 2016 while imposing conditions of entry on vessels
arriving from 17 countries. The International Port Security Program also conducted 40
capacity building activities in 18 countries with marginal port security, in order to
prevent them from falling into non-compliance with the International Ship and Port
Facility Code.

e The USCG screened more than 117,000 Notices of Arrival and Departure, 32.4 million
crew/passenger records, and released 54 spot reports for national security, terrorist, law
enforcement, or regulatory concerns.

e Vessels that visit countries, ports, and facilities not maintaining effective anti-terrorism
measures as determined by the USCG’s International Port Security Program are
examined to verify that enhanced security measures were implemented while the vessel
visited a non-compliant country/port/facility. In 2016, the USCG conducted 1,657
Condition of Entry verification exams.

i nlaY
R QEFIC s
WARNING: This document is I OR OFFICI it . ’

i ay be exempt from puhhc release under the
oa2). It is to be controlled, stored, hdndlctl transmitted, distributed, al ;

Freedom of lnt()rm.ltl{m Act sgordance with
Departme Security {DHWJ policy relating to FOUQ information and is not to be released to the pLIhlIL, or other personnel Wit
ave a valid “need-to-know™ without prior approval of an authorized DHS official.

12 2020-TSFO-00198_00230



FTOR-OFFECHAE 50N Y-

e Enrolled approximately 505,000 workers in the Transportation Worker Identification
Credential (TWIC®) program'?, for a program total of 3.6 million, providing a security
threat assessment and tamper-resistant biometric credential to maritime workers
requiring unescorted access to secure areas of port facilities, outer continental shelf
facilities and vessels regulated under the MTSA, and all USCG credentialed merchant
mariners.

e The USCG enforced TWIC® regulations in the maritime domain. In 2016, 53,978
TWIC® verification checks were conducted through a combination of visual inspection
and the use of biometric card readers.

e USCG facility inspectors and facility security officers conducted 5,912 MTSA facility
inspections that aim to prevent maritime transportation security incidents and marine
casualties resulting from malicious acts, accidents, or acts of nature against waterfront
facilities.

e Instituted a new concept of operations to enhance and focus risk-based planning and
deployment of VIPR teams in an unpredictable and random manner in the maritime
domain.

Goal 2: Enhance effective domain awareness of maritime transportation systems and

threats

Overall Assessment: The Maritime Transportation Subsector developed tools, portals, and
capabilities to more effectively share critical information. The USCG continues to work with
security partners on enhancing Maritime Domain Awareness tools and capabilities. Specific
focus has been to improve the reporting of cyber-related security incidents and modification to
the MTS Recovery Common Assessment and Reporting Tool to include new categories of
Essential Elements of Information this year.

Objective 1: Improve the security, resilience, and regulatory (federal/state/local/tribal/
territorial) information sharing process throughout the MTS community

Objective 2: Improve MTS stakeholder participation in the risk management process
for security and resilience prioritization and programming

Activities:
¢ Enhance Maritime Domain Awareness tools and capabilities.

e Improve effectiveness of port exercise programs by designing exercise objectives and
events based on analysis of data from the Maritime Security Risk Analysis Model.

e Enhance resilience of cyber systems through expanded exercises and assessments.

14 Required by the MTSA (Pub.L. 107-295) for workers who need unescorted access to secure areas of the nation’s

maritime facilities and vessels. -
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Key Accomplishments:

e  Working with the Department of Transportation (DOT) and TSA, the USCG developed
Enhanced Coordination Procedures in accordance with directives outlined in
Presidential Policy Directive-41 (PPD-41), titled “United States Cyber Incident
Coordination.” PPD-41, published on July 26, 2016, defines what constitutes a cyber
incident and more importantly, who is responsible for responding to a significant cyber
incident. Enhanced Coordination Procedures are designed to enhance unity of effort
and ensure that consistent response procedures are developed, deployed, and updated
as appropriate.

e Developing Homeport 2.0" to provide a better user experience and improve the
security of user information. Planned upgrades include fewer site navigation menus,
and more efficient and secure search functions.

e Worked with the National Maritime Security Advisory Council, the National Offshore
Safety Advisory Council, and many individual industry associations to share cyber
information, and to understand the best mechanisms for sharing cyber-related security
information.

e The USCG continues to manage, monitor, and update the MTS Recovery Common
Assessment and Reporting Tool program to support field personnel with port recovery
and status reporting.

Goal 3: Safeguard privacy, civil liberties, and civil rights; and the freedom of movement
of people and commerce

Overall Assessment: The Maritime Subsector continues to work with its security partners
and stakeholders on privacy and the civil rights and liberties of individuals and entities to

ensure the freedom of movement. The USCG revised key policies and practices with regard to
this goal.

Objective: Collaborate with international partners to increase the resilience of key
foreign ports and foreign infrastructure critical to the MTS and global supply chain

Activities:
¢ Enhance joint CBP/USCG practices and use of the Maritime Infrastructure Recovery
Program for the expeditious recovery of trade after an attack.
¢ Enhance preparedness of ports through the Area Maritime Security Committee
Improvement Process.

Key Accomplishments:
e Issued the revised CBP/USCG joint protocols.

15 The USCG Homeport Internet Portal, established in 2003, facilitates compliance with the requirements set forth in
MTSA, by providing secure information dissemination, advanced collaboration, electronic submission and approval
for vessel and facility security plans, and complex electronic and telecommunication notification capabilities,  u
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e Using the Area Maritime Security Training and Exercise Plan, federal Maritime
Security Coordinators and their Area Maritime Security Committees tested the
effectiveness of their respective port-level Area Maritime Security Plans and supported
maritime security preparedness regimes through the engagement of federal, state, local,
tribal, and territorial government and private sector stakeholders. In 2016, a total of 93
events were held, including 11 seminars, 4 workshops, 28 table top exercises, 11
functional exercises, 21 full-scale exercises, 12 area maritime security drills, 1 area
maritime security game, and 5 maritime security operations during real events
receiving exercise credit. Each event generated remedial actions for improving
maritime security and identified best practices that were shared with the Area Maritime
Security Committees.

C. Surface Transportation Subsector

= o -
ek |

The Surface Transportation Subsector enhances security
through a risk-based approach to prevent terrorist attacks,
protect people and critical assets and systems, and support
response to national transportation security incidents. The
subsector consists of four transportation modes: Mass Transit
and Passenger Rail, Freight Rail, Highway and Motor Carrier,
and Pipeline.

The strategy is to identify risk and implement mitigating activities within the stakeholder and
security partner areas of security operations. The subsector’s ability to analyze gaps identified
by a vulnerability assessment process and apply practical mitigating activities leads to
continuous improvement of activities associated with the threat detection, deterrence, and
resilience goals.

Changes to policy, regulations, legislation, or budget are identified in this annual review where
necessary. These assessments highlight issues associated with the NSTS implementation
strategies, information sharing and risk analyses that continue to advance progress of NSTS
goals, objectives, and activities.

Table 5: Mass Transit and Passenger Rail (MTPR) Progress Assessment

Goal 1: Manage risks to transportation systems from terrorist attacks and enhance
system resilience

Overall Assessment: Security partners and stakeholders in the MTPR mode continue to
pursue a risk-based security posture. TSA, security agencies, and the operators jointly pursued
policies to secure surface systems, including implementing exercises and training, physical
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and cyber hardening measures and operational risk deterrence activities. Two examples
include the Amtrak-led Regional Alliance Including Local, State, and Federal Efforts
(RAILSAFE), '® and the VIPR Program. These activities provide heightened station and right-
of-way patrols, increased security presence onboard trains, explosives detection canine
sweeps, random passenger bag inspections, and counter-surveillance.

Exercises and training programs assisted industry operators in directing resources and efforts
towards effectively reducing risks. TSA facilitates Intermodal Security Training and Exercise
Program (I-STEP) exercises helping transportation entities test and evaluate their security
plans, including prevention and preparedness capabilities, response abilities and cooperation
with first responders. In addition, the Exercise Information System (EXIS), which is a TSA-
sponsored online exercise tool, guides government and industry users through the exercise
planning process and provides resources to design, document, and evaluate exercises for all
transportation modes.

Objective 1: Sustain effective security assessments and planning in the critical mass

transit and passenger rail industries through the identification of threats, assessment of
vulnerabilities, and evaluation of potential consequences

Activity: Develop, periodically review, and update security plans based on available
information.

Key Accomplishments:

e Baseline Assessment for Security Enhancement (BASE) reviews were completed at all
high-risk MTPR agencies due for reassessment. BASE includes an evaluation of the
agency’s established written security programs and emergency management plans.
Each agency received a rating of 100 percent in this category, meaning that all high-
risk MTPR agencies had satisfactory security programs and plans.

e TSA continued its collaboration with industry to assess infrastructure vulnerabilities.
The TSA MTPR test bed program has provided marketplace and emergent
technologies assessments, and improvements in security for over twelve years,
averaging at least ten surface transportation test beds per year. Examples include
insertions of second and third generation standoff at range Person-Borne Improvised
Explosive Device detection technologies, pilot testing and recommendations for
evolution of under-vehicle screening at speed technologies, and significant
breakthroughs in advanced infrastructure protection. Several of these technologies
have be used at National Special Security Events. TSA also maintains a
chemical/biological detection technology testbed in a high risk transportation facility in
the Northeast.

16 Operation RAILSAFE, a partnership by the Amtrak Police Department, New York City Police Department, and
TSA deploys law enforcement officers from local, state, federal, rail and transit agencies at passenger rail and transit
stations and along the right-of-way to exercise counterterrorism and incident response capabilities. —
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e In partnership with the DOT Transportation Technology Center, TSA continued to
assess the vulnerabilities of mass transit and passenger rail vehicles through modeling
and simulation and live explosive validation.

e Instituted a new Concept of Operations to enhance and focus risk-based planning and
deployment of VIPR teams in an unpredictable and random manner in the MTPR
domain.

Objective 2: Provide effective security training for frontline employees of mass transit

and passenger rail entities

Activity: Conduct training of frontline employees to enable them to identify, prevent, deter,
and respond to threats.

Key Accomplishments:

e The BASE reviews conducted at high-risk agencies, i.e., those with at least 60,000
daily unlinked passenger trips, measured their progress in establishing and mainting a
Security and Emergency Training Program. Results indicated that 78% of those
systems assessed received a passing score equal to or greater than 70 percent.

e Delivered approximately 31,850 Counterterrorism Guides to 8 transit organizations,
the American Public Transportation Association, and 15 TSA Surface Inspector field
offices. Also provided over 12,500 Cyber Counterterrorism Guides to 13 MTPR
organizations and 8 TSA Surface Inspector field offices for expanded distribution to
appropriate frontline employees as part of a cooperative effort to improve MTPR
system security.

e Published the Security Training for Surface Transportation Employees Notice of
Proposed Rulemaking and the Surface Transportation Vulnerability Assessments and
Security Plans, Advance Notice of Proposed Rulemaking with consideration given to
Goal 3 intent and objectives during draft/review processes.

Objective 3: Conduct effective exercises employing realistic threat scenarios that

evaluate and identify opportunities to improve security and resilience

Activity: Mass transit and passenger rail systems either conduct or participate in exercises
designed to evaluate the preparedness for, and response to, security events.

Key Accomplishments:

e Through the I-STEP, TSA completed six exercises, in line with program targets and
goals: Dallas, Texas; San Antonio, Texas; Philadelphia, Pennsylvania; Washington,
DC; and Denver, Colorado (two). Additionally, TSA rolled out the EXIS in-person to
MTPR systems in six cities: Oklahoma City, Oklahoma; Portland, Oregon; Houston,
Texas; Stockton, California; Charlotte, North Carolina; and Columbus, Ohio. Best
practices and lessons learned were derived and developed as a result of these exercises
and distributed to industry.
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e VIPR Personnel supported nine iterations of the Radiological Concepts and Tactics and
Integration Course (RCTIC), enhancing the VIPR Program’s ability to plan and
execute the “search, locate, and identify” phases of radiological and nuclear threat
response. Each RCTIC iteration includes a capstone exercise to enhance and reinforce
the course material.

Objective 4: Maintain and enhance programs to appropriately secure critical surface

transportation physical and cyber infrastructure

Activity: Establish criteria to identify infrastructure that is most critical.

Key Accomplishments:

e TSA, in conjunction with DHS and industry stakeholders, identified critical
infrastructure assets of national concern through the Top Transit Asset List (TTAL),
which includes critical underwater tunnels, underground stations or tunnels, shared
transportation facilities, and any other asset that would severely affect the overall
system if lost or damaged. TSA began a comprehensive assessment of all 67 TTAL
assets to verify/determine the status of security vulnerability, remediation efforts, and
what additional security resources are necessary at each location through site visits,
conference calls, and other outreach. In FY 2016, 45 TTAL assets were assessed, with
the remaining 22 assets scheduled for assessment in FY 2017.

e Over $5.6 million was awarded to TTAL asset owners, publicly owned operators of
public transportation systems, through the Transit Security Grant Program (TSGP) in
2016. Examples of funding priorities are mobile explosive screening and canine teams,
vulnerability assessments and security plans, drills and exercises, and training. To date,
more than $570 million has been provided for asset remediation efforts.

e TSA coordinated with the surface transportation industry to share data and information
collected from the 10 TSA surface transportation test beds, encompassing all surface
transportation modes.

Objective 5: Maintain and enhance programs to appropriately secure the physical and

cyber components of critical mass transit and passenger rail infrastructure and systems

Activity: MTPR systems stakeholders continue to apply measures that mitigate security risks
of the transportation network.

Key Accomplishments:

e MTPR stakeholders, transit police, FBI, and cybersecurity experts participated in the
annual MTPR Security Roundtable. Industry continues to indicate that this forum
provides valuable security information and insights.

e The American Public Transportation Association convened a Communications and
Control Systems Recommended Practice Working Group meeting with industry and
the DHS National Cybersecurity Communications and Integration Center (Industrial
Control Systems-Cyber Emergency Response Teams) to review and discuss DHS
incident response support capabilities for the Nation’s top passenger rail agencies. ==
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Industry indicated that they would like more cyber-related events; therefore, more
cybersecurity-focused MTPR events are being scheduled for the remainder of calendar
year 2017 and beyond.

¢ TSA maintained outreach to the mass transit and passenger rail transportation industry
to provide data and information gleaned from five test beds encompassing mass transit
and passenger rail.

Goal 2: Enhance effective domain awareness of transportation systems and threats

Overall Assessment: Collaboration between TSA and industry on intelligence and
information products, best practices, and protective measures occurs through daily interaction
and engagement, as well as through formal structures, including the DHS-led Critical
Infrastructure Partnership Advisory Council framework, Sector Coordinating Council, and
other industry-centric organizations, such as the Mass Transit Policing and Security Peer
Advisory Group that represents the top 26 high-risk MTPR systems across the United States,
Canada, and the United Kingdom. TSA also strongly encourages the use of the “If You See
Something, Say Something ™ public awareness campaign. Similarly, TSA’s “Not On My
Watch” program is focused on the surface transportation community and is designed to make
employees of surface transportation systems part of awareness programs intended to safeguard
transportation systems against terrorism and other threats.

Objective 1: Maintain and enhance the means and mechanisms for receiving suspicious
information reports from transit agencies, passenger rail operators, and personnel and

for sharing timely and relevant information and intelligence between government
agencies, and mass transit and passenger rail operators

Activity: Evaluate and improve the quality of intelligence and information products and the
unclassified information delivery system provided to the mass transit and passenger rail
owners and operators.

Key Accomplishments:

e TSA provided monthly reports analyzing “significant security concerns” made by
railroads to comply with 49 C.F.R. part 1580 and provided quarterly reports with
analysis of trends.

e MTPR stakeholders, transit police, FBI, and cybersecurity experts participated in the
annual MTPR Security Roundtable. Physical and cybersecurity experts came together
to inform and share their perspective on law enforcement and cybersecurity issues.

e The American Public Transportation Association convened a Communications and
Control Systems Recommended Practice Working Group meeting with industry and
the DHS National Cybersecurity Communications and Integration Center (Industrial
Control Systems-Cyber Emergency Response Teams) to review and discuss DHS
incident response support capabilities for the Nation’s top passenger rail agencies.
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Objective 2: Engage first responders and the public to understand community risks
related to mass transit passenger rail infrastructure and services, to promote
preparedness for security concerns, and to improve community resilience

Goal 3:

Activity: Promote use of effective public awareness campaigns in communities served by
mass transit and passenger rail operations.

Key Accomplishments:

Facilitated 13 peer advisory group calls, scheduled monthly or event-driven, to discuss
emerging threats, provide intelligence updates, security challenges overseas, and issues
of national MTPR security concern.

Held monthly transit industry information sharing teleconference calls to disseminate
intelligence information and security program updates. These calls are open to the
entire MTPR industry population.

Planned and executed the MTPR Security and Emergency Management Roundtable in
Phoenix, Arizona, which assembled law enforcement chiefs, security directors, and
safety directors from the Nation’s 60 largest MTPR agencies, including Amtrak.
Issued 10 Security Awareness Messages (SAMs) during times of heightened alert or in
response to terrorism events. These messages provide security information and
awareness information that emphasize threat-specific existing security measures and/or
recommend voluntary protective measures.

Supported 10 Amtrak-lead Operation RAILSAFE activities, which were planned for
the year. On average, RAILSAFE activities included over 170 agencies across 38
states, 1,200 personnel, and almost 200 stations per event.

TSA funds the American Public Transportation Association to manage the Public
Transportation Information Sharing and Analysis Center (PT-ISAC), which provides to
its constituency a 24/7 Security Operating Capability for MTPR specific critical
information/intelligence requirements for incidences, threats and vulnerabilities. It
also disseminates the Transit and Rail Intelligence Awareness Daily Report.

Safeguard privacy, civil liberties, and civil rights; and the freedom of movement

of people and commerce

Overall Assessment: TSA continued to consider the privacy, civil liberties, and civil rights of

individuals and entities in developing and implementing processes ensuring the freedom of
movement of people and commerce.

Objective 1: Protection of civil liberties and freedom of movement of people and
commerce

Activity: Develop policy pursuant to applicable privacy, civil liberties, and civil rights laws,
regulations, and policies.

FOR-QLL

WARNING:
Freedom of Information Act (5 U.
Dcp..u'[mt,nl of Homgele

not

LY

F ay be exempt from puhhc release under the
ToAL s to be controlled, stored, hdndlctl transmitted, distributed, accordance with
nlv (DHS) pnhL\ relating to FOUOQ information and is not to be released to the pLIhlIL, or other personnel™
d "need-to-know™ without prior approval of an authorized DHS official.

This document is FOR Ul I ICIAL USE

20 2020-TSFO-00198_00238




FOR-OF AT S0

Key Accomplishment: All field activities were evaluated to ascertain compliance with
established laws, regulations, and policy.

Table 6: Freight Rail Progress Assessment

Goal 1: Manage risks to transportation systems from terrorist attack and enhance

system resilience

Overall Assessment: Freight Rail (FR) federal security partners and industry stakeholders
continue to sustain a risk-based security posture. Freight railroads continue to sustain the
reductions in risk associated with the transportation of Rail Security-Sensitive Materials
(RSSM) that have been achieved over the last decade. The application of risk-based priorities
including planning, training, exercises, risk reducing practices, information sharing,
community outreach, and critical infrastructure protection has enabled the freight railroads to
reduce the risks to their operations and the national freight rail network.

Objective 1: Sustain effective security plans through the identification of threats,

assessment of vulnerabilities, and evaluation of potential consequences

Activity: Develop security plans, periodically review, and update based on available
information.

Key Accomplishment: 100 percent of railroads that transport RSSM!7 through High Threat
Urban Areas'® have security plans and contingency preparations to implement enhanced risk
mitigating measures at elevated terrorism alert levels.

ctive 2: Provide effective training for railroad frontline employees

Activity: Conduct training of frontline employees to identify, prevent, deter, and respond to
threats.

Key Accomplishments:

e Approximately 85,148 frontline employees of Class I railroads received or participated
in security awareness training.

e TSA developed modal and Cyber Counterterrorism Guides in collaboration with
industry stakeholders, as part of a cooperative effort to improve transportation system
security and enhance the recognition of indicators of possible terrorist activity. Copies
of the Freight Rail Counterterrorism Guide and Cyber Counterterrorism Guide were

17 The group of 33 Class I railroads that transport RSSM through High Threat Urban Areas includes the 7 Class I
railroads constitute approximately 90 percent of all railroad employees and 80 percent of the rail operating miles in

the United States.

18 There are 46 regulated High Threat Urban Areas. g
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provided to all of the Nation’s freight railroads for their consideration. TSA received
requests for additional guides and distributed over 11,000 Counterterrorism Guides to
railroads. The Counterterrorism Guides were also provided to Transportation Security
Inspectors for distribution to freight rail employees in the field.

e TSA distributed training and security awareness Digital Video Discs (DVD) and
posters to government and external entities.

e Published the Security Training for Surface Transportation Employees Notice of
Proposed Rulemaking and the Surface Transportation Vulnerability Assessments and
Security Plans Advance Notice of Proposed Rulemaking with consideration given to
Goal 3 intent and objectives during the draft/review processes.

Objective 3: Conduct effective exercises employing realistic threat scenarios that

evaluate and identify opportunities to improve security and resilience

Activity: Railroads either conduct or participate in exercises designed to evaluate the
preparedness for, and response to, security events.

Key Accomplishments:

e The Class I railroads conducted 248 exercises focused on preparedness to address
general or specific threats and security-related incidents or contingencies.

e Facilitated the use of the Simulation Deck platform'® during the Association of
American Railroads annual security exercise. This platform added a real-world feel to
the exercise by injecting simulated media (video, radio, blogs, and social media) into
the exercise environment.

e Coordinated the participation of four railroads in the New Orleans Regional Intermodal
Security Exercise.

e VIPR Personnel supported nine iterations of RCTIC, enhancing the VIPR Program’s
ability to plan and execute the “search, locate, and identify” phases of radiological and
nuclear threat response. Each RCTIC iteration includes a capstone exercise to enhance
and reinforce the course material.

Objective 4: Maintain and enhance programs to appropriately secure critical railroad

physical and cyber infrastructure

Activity: Establish or update criteria to identify which infrastructure is most critical, and
enhance programs to appropriately secure railroad critical infrastructure.

Key Accomplishments:
e TSA developed and implemented a database to house data collected on 288 bridge and
tunnel security assessments. This database will allow TSA to do further analysis as

19 Simulation Deck is a web-based platform designed for use in crisis simulations (exercises) that emulates a variety
of social media and news outlets. It is one of the services available to support the TSA I-STEP.
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well as follow up assessments of infrastructure assets with significance to the operation
of the national rail network.

e Distributed reports of highway bridge and tunnel assessments prepared by the U.S.
Army Corps of Engineers to the owners of critical railroad infrastructure to inform
their respective Engineering Departments of the vulnerabilities of structural
components of bridges and tunnels.

e Completed the installation of surveillance and monitoring equipment on two freight
rail bridges as part of the surface infrastructure test bed program. This provides real-
time situational awareness, even from remote unattended sites, through secure
connectivity and sophisticated displays.

e Continued to improve three test beds, including freight rail bridges and the
infrastructure protection test bed in Northern New Jersey.

¢ Continued outreach to the surface transportation industry to provide data and
information gleaned from the freight rail test beds.

e Instituted a new Concept of Operations to enhance and focus risk-based planning and
deployment of VIPR teams in an unpredictable and random manner in the freight rail
domain.

Objective 5: Maintain operational procedures for reducing the risk associated with the

transportation of passengers and materials of concern

Activity: Railroad carriers and shippers and receivers of RSSM continue to apply measures
that mitigate security risks of the transportation of these materials in High-Threat Urban Areas.

Key Accomplishments:

e The railroads, as required by 49 C.F.R. 1580.107, continued to apply operational
measures that reduce the vulnerability of RSSM transiting High-Threat Urban Areas
(HTUA). These measures include the inspection of RSSM cars and the secure
exchange of custody at points of origin, interchange with other railroads, and points of
delivery. TSA conducted 2,467 inspections for compliance with the RSSM chain of
custody regulations. TSA also monitors the attendance of rail tank cars containing
Toxic Inhalation Hazard materials being temporarily held or stopped in HTUAs. TSA
conducted 11,624 observations of toxic hazard tank car attendance.

e The results of these observations and inspections show that the railroad industry had an
attendance rate of 98.71 percent and a compliance rate of 99.75 percent.

e C(Class I railroads conducted exercises focused on preparedness to address risk to the
tracks, which are typically used by both freight rail companies and passenger rail
services.

Goal 2: Enhance effective domain awareness of transportation systems and threats

Overall Assessment: TSA and its federal partners worked with industry organizations, such
as the Railway Alert Network, to ensure rail security coordinators were provided with a
| variety of informational products to provide continuous awareness and assist in strategic ang
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tactical planning for existing and emerging threats. Many of these products serve as the basis
for educational and training materials for frontline employees. TSA routinely provides
information on both kinetic and cyber threats to the railroad operators. TSA also regularly
participates in the Association of American Railroads Rail Security Working Committee
meetings.

Objective 1: Maintain and enhance mechanisms for information and intelligence sharing

between the railroad industry and government

Activity: Ensure delivery of timely, meaningful, and actionable intelligence and security
information products to rail security coordinators.

Key Accomplishments:

e TSA distributed more than 80 separate security information and intelligence products
to designated rail security coordinators and security partners, including those produced
by TSA and other DHS components and federal agencies. Examples of information
and intelligence products include TSA Modal Threat Assessments, SAMs,
Transportation Intelligence Notes, and DHS Joint Intelligence Bulletins.

e TSA provided monthly reports analyzing “significant security concerns” made by
railroads to comply with 49 C.F.R. part 1580 and provided quarterly reports with trend
analysis.

e Maintained and managed a database of Rail Security Coordinators for freight railroads,
hazardous materials shippers, and hazardous materials receivers. Continued to provide
data and information gleaned from the three freight rail test beds to the freight rail
industry.

Objective 2: Engage with first responders and the public to provide awareness of

security concerns associated with railroad operations to promote situational security
awareness and preparedness

Activity: Conduct activities and information-sharing with law enforcement, public safety, and
the general public that improve security awareness and understanding of the railroad’s
operations.

Key Accomplishment: Railroads had 5,176 security awareness engagements, which are
reports of possible suspicious activity and interactions with law enforcement, emergency
responders, and the public in their operating areas.

Goal 3: Safeguard privacy, civil liberties, and civil rights; and the freedom of movement

of people and commerce

Overall Assessment: TSA continues to consider the privacy, civil liberties, and civil rights of
individuals and corporations in developing and implementing processes ensuring the freedom
of movement of people and commerce.
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Objective 1: Protection of civil liberties and freedom of movement of people and
commerce

Activity: Develop policy consistent with applicable privacy, civil liberties, and civil rights
laws, regulations, and policies.

Key Accomplishment: All field activities were evaluated to ascertain compliance with
established laws, regulations, and policy.

Table 7: Hi;

Goal 1: Manage risks to transportation systems from terrorist attacks and enhance

hway and Motor Carrier Progress Assessment

system resilience

Overall Assessment: TSA collaborates with Highway and Motor Carrier (HMC) owners and
operators to identify risks to critical systems and services, and aid in implementing risk-
mitigating policies and programs to address gaps that may exist. BASE assessments of the
largest trucking carriers, motorcoach operators, and pupil transportation operations further
help stakeholders to understand and close security gaps in their systems.

Exercise programs are essential to assist operators in directing their resources and efforts
toward effective risk reduction. TSA facilitates I-STEP exercises to help HMC entities test
and evaluate their security plans. In addition, EXIS, which is a TSA-sponsored online
exercise tool, guides government and industry users through the exercise planning process and
provides resources to design, document, and evaluate exercises for all transportation modes.
Training programs, including the First Observer Plus ™ and Counterterrorism Guides, aid in
informing a large percentage of the HMC employee population of security responsibilities and
actions to identify and report security concerns.

Objective 1: Sustain effective security plans through the identification of threats,

assessment of vulnerabilities, and evaluation of potential consequences

Activity: Develop vulnerability assessment and security planning guidance and tools for use
by operators.

Key Accomplishments:

e Completed 87 BASE assessments that provide a random sample of operators’
voluntary implementation of recommended security measures. Due to the mode’s
large number of operators, TSA conducted random inspections to identify progress and
need-to-improve areas in security plans.

e Completed a six-year U.S. Army Corps of Engineers significant bridge and tunnel
vulnerability assessment program. Issued comprehensive documents identifying both
structural and operational vulnerabilities of typical designs applicable to 95 percent of
all bridges and 100 percent of all tunnels. This work is accessible to state and local
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authorities as a resource not only for hardening existing structures, but also for
enhancing the secure design of new structures.

Objective 2: Provide effective training for highway frontline employees

Activity: Develop training resources and tools for use by operators based on identified needs
(i.e., vulnerabilities, threat indicators, and threat incident response protocols).

Key Accomplishments:

e Published the HMC Toolkit providing operators with potential threats and mitigating
actions.

e Published the First Observer Plus™ security awareness training program.

e Issued a Notice of Proposed Rulemaking pursuant to congressional mandate dealing
with security awareness training for frontline employees in Over-the-Road Bus, freight
rail, and MTPR.

e Compiled and released to stakeholder’s industry practices on conducting vulnerability
assessments, security training, and threat assessments.

e Provided HMC Counterterrorism Guides and Cyber Counterterrorism Guides to
industry stakeholders as part of a cooperative effort to improve HMC security.

Objective 3: Conduct effective exercises employing realistic threat scenarios that

evaluate and identify opportunities to improve security and resilience

Activity: Use exercise program to evaluate the resilience of over-the-road bus operations to
terrorist attack.

Key Accomplishment: TSA completed six I-STEP exercises in Baltimore, Maryland;
Tucson, Arizona; and Kansas City, Missouri. In addition, TSA rolled out the EXIS in-person
to HMC systems in three cities: Minneapolis, Minnesota; Cincinnati, Ohio; and New
Martinsville, West Virginia. Based on these exercises, best practices and lessons learned were
developed.

Objective 4: Maintain and enhance programs to appropriately secure critical physical

and cyber infrastructure

Activity: Coordination and collaboration with industry to identify both physical and cyber
vulnerabilities.

Key Accomplishments:

e Provided cybersecurity toolkit and other cyber security information throughout the
HMC stakeholder community.

e Completed a six-year U.S. Army Corps of Engineers significant bridge and tunnel
vulnerability assessment program. Issued comprehensive documents identifying both
structural and operational vulnerabilities of designs of 95 percent of all bridges and 100
percent of all tunnels.
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e Distributed comprehensive documents generated by Corps of Engineers project to all
state homeland security directors.

e Distributed comprehensive documents generated by Corps of Engineers project to
Transportation Research Board within the National Academy of Sciences for use as
guidance in construction of new bridges and tunnels.

Objective 5: Maintain operational procedures for reducing the risk associated with the

transportation of passengers and materials of concern

Activity: Continuous development of options to mitigate potential threats to highway and
motor carrier operators.

Key Accomplishment: Provided relevant counterterrorism information to stakeholders, and
security tools and resources to mitigate potential threats (i.e., I-STEP exercises,
Counterterrorism guides).

Goal 2: Enhance effective domain awareness of transportation systems and threats

Overall Assessment: TSA continued to develop highly cooperative stakeholder relationships
by expanding domain awareness training and information sharing activities. Similarly, TSA
and its partners implemented new awareness training tools and implemented more informative
messaging systems to ensure HMC stakeholders are aware of the most current threat
information. TSA routinely provides information on both kinetic and cyber threats to the
HMC industries. TSA also routinely participates in industry events and on security
committees to raise the level of awareness and provide security tools and resources to private
entities for implementation.

Objective 1: Maintain and enhance the mechanisms for information and intelligence

sharing between the highway and motor carrier industry and government

Activity: Evaluate and improve the quality of intelligence and information products and the
unclassified information delivery system provided to the highway and motor carrier operators
and infrastructure owners.

Key Accomplishments:

e [Initiated quarterly conference calls providing stakeholders with current intel and threat
briefs, updates on programs and policies, and an opportunity for stakeholder questions
and comments.

e Issued 10 SAMs to industry covering peak travel periods (e.g., Memorial Day, July
Fourth, Thanksgiving, and Christmas/New Year’s). In addition, SAMs were issued on
anniversary dates of symbolic importance such as 9/11, London subway bombings
(July 7), and the Madrid train bombings (March 11).
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e Conducted stakeholder follow-up calls with all modal stakeholders in the wake of
significant terrorist attacks overseas. Each call contained current threat and technique
analysis and opportunity for stakeholder questions and input.

e Sponsored the delivery of daily reports to stakeholders through the Public Transit-
Surface Transportation-Over-The-Road-Bus Information Sharing and Analysis Center.

Objective 2: Engage with first responders and the public to provide awareness of
security concerns associated with highway operations, and to promote situational and
security awareness, and preparedness. Use the TSA Intermodal Security Training and

Exercise Program and Exercise Information System programs to identify lessons learned
and promote risk reduction activities throughout the highway and motor carrier
landscape.

Activity: Conduct effective exercises with both private and public partners in high-risk areas
by employing realistic threat scenarios that evaluate and identify opportunities to improve
security and resilience.

Key Accomplishments:

e Planned, budgeted and executed eight I-STEP exercises with local, state, and federal
law enforcement and first responder entities.

e Provided security awareness and TSA security initiative updates at more than 15
public/private stakeholder events/calls.

e Distributed comprehensive documents generated by Corps of Engineers project to all
state homeland security directors and state departments of transportation homeland
security officers.

e Distributed comprehensive documents generated by Corps of Engineers project to the
Transportation Research Board within the National Academy of Sciences for use as
guidance in construction of new bridges and tunnels.

Goal 3: Safeguard privacy, civil liberties and civil rights, and the freedom of movement

of people and commerce

Overall Assessment: HMC stakeholders responded well to voluntary participation in BASE
assessments with the assurance that findings and recommendations are closely held under
Sensitive Security Information standards or, where appropriate, classified information policies.
BASE assessments and U.S. Army Corp of Engineers structural visits are scheduled to ensure
the flow of commerce is not interrupted.

Objective 1: Protection of civil liberties and freedom of movement of people and

commerce

Activity: Develop policy consistent with applicable privacy, civil liberties, and civil rights
laws, regulations, and policies.
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Key Accomplishment: All field activities were evaluated to ascertain compliance with
established laws, regulations, and policy.

Table 8: Pipeline Progress Assessment

Goal 1: Manage risks of terrorist attacks and enhance systems resilience

Overall Assessment: TSA worked closely with government and industry stakeholders to
secure the Nation’s pipeline systems from terrorist attacks largely through voluntary security
program implementation, robust industry engagement, and collaborative technology test beds.
TSA and the pipeline industry security partners continued to use the Critical Facility Security
Review (CFSR) and Corporate Security Review (CSR) programs to assess risk throughout the
operating environment of the top 100 critical pipeline systems. Both programs highlight
stakeholder opportunities to implement the 2011 TSA Pipeline Security Guidelines and share
industry smart/best practices. Additionally, plans designed to enhance TSA CFSR and CSR
delivery reached fruition as TSA secured a new, five-year CFSR contract and initiated plans to
expand the CSR program. TSA provided stakeholders additional opportunity to implement the
NIST CyberSecurity Framework throughout the security operations environment by providing
framework overviews and links in pipeline industry specific Counterterrorism Guides.

Objective 1: Maintain operational protocols for reducing the risk associated with the

transmission through pipelines of natural gas, hazardous liquids, and materials
categorized as toxic inhalation hazards

Activity: Strategically integrate TSA Pipeline Security Guidelines throughout the security
operations environment of industry partners owning and operating our Nation’s most critical
natural gas and hazardous liquid pipeline systems by continued engagement of the CSR and
CFSR programs and related processes.

Key Accomplishments:

e Integrated TSA Pipeline Security Guidelines throughout the industry’s security
operations environment with continued collaborative engagement through the CSR and
CFSR programs and process with members of the top 100 critical pipeline system
stakeholders.

e [Established baselines for each program used to measure future guidelines adoption by
industry.

e Continued two pipeline site security technology test beds, including advanced
infrastructure protection technologies.

e Instituted a new Concept of Operations to enhance and focus risk-based planning and
deployment of VIPR teams in an unpredictable and random manner in the pipeline
transportation domain.

Objective 2: Enhance cyber-security of the pipeline critical infrastructure
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Activity: Conduct outreach with pipeline industry stakeholders on the voluntary
implementation of the principles and best practices of risk management through the NIST
Framework for Improving Critical Infrastructure Cybersecurity.

Key Accomplishments:
e Established a methodology to deliver the NIST Cyber-Security Framework to industry
via links included in the Pipeline Counterterrorism Guides.
e Established an industry Framework implementation baseline to measure future industry
adoption of the Framework.

Goal 2: Enhance effective domain awareness of transportation systems and threats

Overall Assessment: TSA’s strong stakeholder engagement program remained focused on
the delivery of value-added situational awareness messages, intelligence briefings, and other
information sharing products through a trusted, effective network consisting of pipeline
industry and government partners.

In addition, TSA uses these same information sharing networks to:
e Coordinate and deliver training;

e Coordinate security exercises, assessments and reviews;

e Deliver industry-specific training materials such as Pipeline Counterterrorism Guides,
DVDs, and CDs;

e Share Smart/Best Practices; and

e Share security guidelines.

As prescribed in the DHS National Infrastructure Protection Plan, TSA relies on the Critical
Infrastructure Partnership Advisory Council process to facilitate government and industry
information and intelligence sharing and security planning, coordination, and execution.
Under the Critical Infrastructure Partnership Advisory Council, the Pipeline Sector
Coordinating Council and Government Coordinating Council consider the entire range of
intelligence and information sharing venues, pipeline security strategies, policies, activities,
capability gaps, technology initiatives, and related issues when developing modal specific
strategy, plans, and initiatives. Additionally, TSA continues to participate in Energy
Government Coordinating Council meetings and Oil and Natural Gas Government
Coordinating Council/Sector Coordinating Council meetings. TSA continued to seek
opportunities to further develop relationships with foreign government security counterparts,
with particular emphasis on Canada and Mexico.

Objective 1: Enhance the means to share information and intelligence between the

pipeline industry and government

Activities:
=
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e Assess opportunities for enhanced information sharing processes with the natural gas and
hazardous liquid pipeline community through industry developed activities such as
Information Sharing & Analysis Centers.

e Deliver timely, meaningful, and actionable security information products to pipeline
industry security coordinators.

Key Accomplishments:

e TSA provided seven unclassified threat briefings to industry representatives at monthly
pipeline security conference calls.

e TSA developed, published, and distributed industry specific Counterterrorism Guides
for all industry stakeholders and established a baseline to measure and improve
distribution to the top 100 critical pipeline systems.

e TSA continued outreach to the pipeline industry, providing data and information
gleaned from the two pipeline test beds.

Objective 2: Conduct effective exercises employing realistic threat scenarios that

evaluate and identify opportunities to improve security and resilience

Activity: Test and improve resilience to terrorist attack by collaborating with stakeholders to
develop Pipeline Industry specific I-STEP exercises featuring key DHS/TSA risk reduction
areas of consideration such as supply chain disruption.

Key Accomplishments:
e TSA collaborated with industry to plan, develop, and deliver two I-STEP exercises
based on overarching TSA risk mitigation and resilience strategies and plans.
VIPR Personnel supported nine iterations of the RCTIC, enhancing the VIPR
Program’s ability to plan and execute the “search, locate, and identify” phases of
radiological and nuclear threat response. Each RCTIC iteration includes a capstone
exercise to enhance and reinforce the course material.

Objective 3: Work with industry stakeholders and encourage them to engage with first
responders and the public to understand community concerns and resilience needs, to

provide awareness of pipeline security issues, and to promote system preparedness and
resilience

Activity: Maintain and enhance commitment to sustained engagement with first responders,
customers and the public to provide awareness of security concerns and preparedness
measures.

Key Accomplishments:
e TSA collaborated with industry to plan, develop, and deliver two I-STEP exercises
featuring first responder participation.

e Developed First Observer Plus ™ training and delivered to industry stakeholders.
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Goal 3: Safeguard privacy, civil liberties and civil rights, and the freedom of movement
of people and commerce

Overall Assessment: TSA continued to consider the privacy, civil liberties, and civil rights of

individuals and corporations in developing and implementing processes ensuring the freedom
of movement of people and commerce. All related pipeline risk-based security initiatives and
activities were evaluated to ensure compliance with established standards and policy.

Objective: Protection of civil liberties and freedom of movement of people and
commerce

Activity: Develop policy consistent with applicable privacy, civil liberties, and civil rights
laws, regulations, and policies.

Key Accomplishment: Considered the Goal 3 Objective and Activity in the updated TSA
Pipeline Security Guidelines, which were developed collaboratively with industry.

D. Intermodal

The Intermodal Security Subsector covers the transportation elements
of the global supply chain and the delivery of goods from origin to
destination by multi-modal postal and parcel shipping services. The
global supply chain consists of a dense network of routes and carriers
operating efficiently to provide time-sensitive deliveries. Threats to
intermodal transportation links of the supply chain are the same as

: those for the individual modes serving the supply chain. The threats
also include the potential delivery of explosives, dangerous chemicals, or biological agents to
specific targets. While the direct consequences of attacks on intermodal transportation systems
may be limited, the indirect costs of attack-related disruptions could have significant and lasting
effects, particularly where shipping options are limited.

Table 9: Intermodal Progress Assessment

Goal 1: Enhance resilience of the global transportation supply chain system

Overall Assessment: The sector continues to collaborate with industry stakeholders and
security partners on supply chain issues and innovative approaches to security. TSA
participated in a policy development process with industry engagement and the Compliance
Security Enhancement Through Testing Program to enhance industry compliance through
measures other than penalties. In addition, the subsector coordinated the U.S. and
international positions on cargo technological standards, supply chain security, and advance
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cargo information with international cargo security working groups, such as the International
Civil Aviation Organization’s Aviation Security Panel.

Objective 1: Reduce systemic risk of a supply chain disruption prior to a potential
nationally-significant event by using layered risk management principles
Objective 2: Improve capacities to effectively collect, protect, analyze, and share supply

chain information among stakeholders, and strengthen and grow stakeholder
partnerships and collaboration
Objective 3: Ensure orderly resumption of commerce following a large-scale disruption

Activities:

e Assure compliance with international security protocols such as the International Ship
and Port Facility Security Code.

e Implement the International Port Security Program to assess the effectiveness of anti-
terrorism measures in foreign ports, build security capacity where gaps exist, and
impose conditions of entry on vessels arriving in the United States from ports with
substandard security.

e Conduct exercises of the National Response Framework, the Response Federal
Interagency Operational Plan, and other related all hazards and security incident
response plans to enhance resumption of trade following a large-scale disruption.

Key Accomplishments:

¢ Conducted DHS-led regional assessments using the Regional Resilience Assessment
Program to identify opportunities for regional homeland security officials and critical
infrastructure partners to strengthen infrastructure resilience. Key findings concentrate
on regionally significant issues and present options to enhance resilience.

e The USCG conducted 5,937 MTSA facility inspections, which aim to prevent maritime
transportation security incidents and marine casualties resulting from malicious acts,
accidents, or acts of nature against waterfront facilities.

e [-STEP engaged with over 75 stakeholder groups to conduct multiple intermodal
security exercises, resulting in after-action reports and development of industry
practices.

e Instituted a new Concept of Operations to enhance and focus risk-based planning and
deployment of VIPR teams in an unpredictable and random manner in the intermodal
domain.

Goal 2: Enhance the efficient and secure movement of goods

Overall Assessment: The Air Cargo Advance Screening (ACAS) Pilot Program, initiated in
2010, allows TSA inspectors to work with CBP officers to identify high-risk air cargo
shipments, facilitating targeted, enhanced screening prior to loading on board U.S.-bound
aircraft. TSA and CBP held multiple meetings with industry stakeholders to discuss
requirements, regulations, lessons-learned and progress toward implementation. TSA and
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CBP continue to jointly develop a rulemaking to replace the ACAS Pilot Program with a
permanent ACAS requirement.

Objective 1: Mitigate and manage risks as early as possible in the global supply chain

networks to promote the efficient flow of commerce

Activities:

e Apply risk segmentation methods to focus security resources on higher risk cargos
(Automated Targeting System, Automated Manifest System, Air Cargo Advance
Screening, and Customs-Trade Partnership Against Terrorism?°).

e Implement advance notice of arrival protocols including CBP’s 24-Hour Advanced
Manifest Rule and the USCG’s 96-Hour Advance Notice of Arrival to identify higher
risk cargo movements for enhanced security review.

e Enhance Air Cargo Security Programs: require shippers, air forwarders, independent
facilities and airlines to screen cargo before it is loaded aboard aircraft.

Key Accomplishments:

e The ACAS pilot was extended through July 26, 2017. This action was taken to allow
additional time for the two lead agencies, CBP and TSA, to develop a rulemaking.

e TSA enrolled approximately 505,000 workers in the TWIC® Program?!, for a program
total of 3.6 million, providing a security threat assessment and tamper-resistant
biometric credential to maritime workers requiring unescorted access to secure areas of
port facilities, outer continental shelf facilities, and vessels regulated under the MTSA,
and all USCG credentialed merchant mariners.

e (CBP prescreened over 80 percent of all maritime containerized cargo imported into the
United States at 58 operational Container Security Initiative ports.

e Conducted security threat assessments on more than 250,000 truck drivers, vetting
applicants against criminal, immigration, and intelligence databases for Hazardous
Materials Endorsements issued by State motor vehicle agencies, for a total enrollment
of 3 million. Of those vetted over the lifetime of the program, 1.3 million individuals
have an active security threat assessment.

e Enrolled approximately 273,000 people in the Hazardous Materials Endorsement
Threat Assessment Program for a total enrollment of 3 million.

e The USCG conducted 5,937 MTSA facility inspections that aim to prevent maritime
transportation security incidents and marine casualties resulting from malicious acts,
accidents, or acts of nature against waterfront facilities.

% Additional information on these program is available on https://www.dhs.gov.
2l Required by the Maritime Transportation Security Act (Pub.L. 107-295) for workers who need unescorted access
to secure areas of the nation’s maritime facilities and vessels. m———
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Objective 2: Enhance implementation of global supply chain-related standards, best
practices, and guidelines and regulations allowing stakeholders to realize efficiencies
while maintaining acceptable levels of security

Activity: Implement Customs-Trade Partnership Against Terrorism to improve the security of
private companies' supply chains with respect to terrorism.

Key Accomplishments:

e Used Pre-Loading Advance Cargo Information to examine the application of advanced
cargo information and as a platform for dialogue among pilot program participants and
between regulators and industry.

e Collaborated with the International Civil Aviation Organization Aviation Security
Panel Working Group on Air Cargo on the concept of best practices or similar material
that may be appropriate for the International Civil Aviation Organization to develop.
This material would include the use of Pre-Loading Advance Cargo Information for
aviation security purposes for those states considering using air cargo information for
targeting.

Objective 3: Improve situational awareness of terrorist threats to the global supply

chain

Activity: Work with the Office of the Director of National Intelligence, the Department of
Defense, and industry to develop cyber risk assessment capabilities that can address global
supply chain security.

Key Accomplishments:

e Continued to work closely with industry to encourage adoption of the NIST
Cybersecurity Framework and issued the Transportation Systems Sector Cybersecurity
Framework Implementation Guidance document.

e Strengthened cybersecurity information sharing via the Aviation Government
Coordinating Council and Sector Coordinating Council, including its Cybersecurity
Working Group?

e Participated in the Aviation Cybersecurity Initiative, a DHS National Protection and
Programs Directorate-led interagency working group that is identifying potential
cybersecurity vulnerabilities in aviation and developing potential solutions to mitigate
any identified vulnerabilities.

e Participated in a DHS Cybersecurity Integrated Project Team process researching
“High-Priority Technology Solutions.”

e Completed and deployed the Automated Commercial Environment, which is CBP’s
primary system (i.e., single window) through which the trade community reports

?2 The Critical Infrastructure Partnership Advisory Council provides the operational framework for the sector

partnership structure and is aligned with the National Infrastructure Protection Plan and Presidential Policy i

Directive.
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imports and exports and the government determines admissibility. Through the
Automated Commercial Environment manual processes are streamlined and
automated, paper is being eliminated and the international trade community is able to
more easily and efficiently comply with U.S. laws and regulations.

Objective 4: Improve industry involvement in the global supply chain Research and

Development process to improve security of goods in transit and minimize delays

Activity: Improve industry participation in development of the Cargo and Supply Chain R&D
Plan.

Key Accomplishments:

e The joint Transportation Sector R&D Working Group and DHS Integrated Project
Team on Aviation Security identified capability gaps and recommended priority R&D
projects for consideration by DOT and by DHS Science and Technology Directorate.

e The joint Surface Transportation Systems R&D Working Group, including DHS, DOT,
and public and private partners, identified security capability gaps in the surface modes
of transportation, which serve as a basis for developing R&D project requirements for
consideration by the funding organization.

¢ Continued to enhance industry participation in the development of the National
Strategy For Transportation Security, and in support of the DHS Directorates for
Science and Technology, and National Protection and Programs, the National R&D
Plan, and the National Infrastructure Protection Plan.

Objective 5: Enhance the security of critical infrastructure and conveyances in order to

protect the supply chain and nodes against terrorist attacks

Activities: See activities in the 2016 NSTS Modal Security Plans.

Key Accomplishments:
e Developed and distributed an Insider Threat awareness video for aviation workers.
e Maintained robust formally established marketplace-based technology assessments and
formally established test beds in collaboration with transportation operators.

Table 10: Postal and Shipping Progress Assessment

Goal 1: Manage risks to the P&S Subsector and enhance system resilience

Overall Assessment: The Postal & Shipping (P&S) Subsector continues to remain vigilant to
ensure the continuity of operations, ease of use, and public confidence by creating a multi-
layered security posture that integrates public and private partners and protective measures to
deny adversaries the ability to exploit the subsector and its customers. There have been no
significant events to impact the subsector.
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Objective 1: Improve deterrence and response to a national or regional terrorist
emergency affecting the P&S Subsector

Activity: Improve risk assessment processes.

Key Accomplishments:

e Conducted 1,007 postal facility?® reviews by Security Control Officers, Physical
Security Specialists, and Postal Inspection Service employees utilizing the
Vulnerability Risk Assessment Tool, a comprehensive, risk-based model that identifies
security deficiencies.

e Conducted five reviews at airports with international service centers to assess
procedures, internal and external controls and security measures used in the handling
of U.S. mail.

e Inspectors received the Hazardous Material Training and Improvised Explosive Device
Recognition and Response Course to recognize the components of a mail bomb device
using portable equipment. This training was applied at the 2016 Democratic and
Republican National Conventions, where over 39,000 mail pieces were screened.

Objective 2: Minimize the risk of unauthorized individuals gaining access into secured

areas

Activity: Expand voluntary use of best-practice security protocols.

Key Accomplishments:
e Developed best-practice guides based on airport reviews that assess procedures,
internal and external controls and security measures used in the handling of U.S. mail.
e Expanded the use of closed-circuit television and electronic access control to stations
to reduce vulnerabilities and mitigate risks.

Goal 2: Enhance effective domain awareness of P&S systems and threats

Overall Assessment: The P&S Subsector ensures continuity of operations by providing
incident-reporting mechanisms and awareness/outreach programs with law enforcement and
intelligence communities to facilitate a better understanding of the information requirements
of the subsector. These activities ensure timely, relevant, and accurate threat reporting from
law enforcement and intelligence communities to key decision makers in the sector in order to
implement appropriate threat-based security measures and risk management programs. The
community is linked through the Homeland Security Information Network.

Objective 1: Improve awareness of cross sector interdependencies

¥ A postal facility is defined as any type of facility (information technology, personnel office, mail center) with U.S.
Postal Service employees or contractors. There are 31,606 postal facility locations, including 461 processing Centers, ame
that process large amounts of mail.
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Activities:

e Partner with industry and the Intelligence Community to facilitate threat awareness.
Use the Homeland Security Information Network to communicate with the P&S
community to retrieve and update information and intelligence. Work to develop a
communications procedure for routine and incident-specific information sharing.

e Assess interdependencies of other sectors relying on P&S.

Key Accomplishment: TSA had no significant accomplishments toward these objectives in
2016. Developing a communications procedure for routine and incident-specific information
sharing is not feasible at this time because each entity has its own specific proprietary
intelligence and reporting network. No interdependency assessment was conducted during this
period.

Goal 3: Safeguard privacy, civil liberties and civil rights, and the freedom of movement

of people and commerce

Overall Assessment: The P&S subsector processed 154.2 billion letters and parcels and
delivered them to more than 155 million addresses in every state, city, and town in the
country. The U.S. Postal Inspection Service provided security for these mail pieces from their
entry into the postal network to their destinations. Federal law forbids tampering with the
mail; only the person to whom a mail piece is addressed may open it. Postal Inspectors have
the investigative jurisdiction in cases where mail delivery is interrupted by theft, riffling,
obstruction, or destruction. Through enforcement measures and educational programs, the
Inspection Service is thwarting crime and keeping the mail safe and secure.

Objective 1: Minimize the security risks and delays in freight movement and reduce

potential for adverse privacy, civil rights and civil liberty impacts of security policies

Activity: Enhance continuity of operations plans to ensure the Sector identifies and protects
privacy, civil rights and civil liberties in the free movement of parcels to intended recipients.

Key Accomplishment: The U.S. Postal Service established a website designed to educate and
assist customers with scams and mail fraud. The Consumer Alert News Network also
broadcasts segments on 120 television stations alerting the public to mail fraud and other
postal crimes.
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Appendix A: Acronym List

Acronym

Definition

ACAS Air Cargo Advance Screening

ADIAC Aviation Domain Intelligence Integration and Analysis Cell
BASE Baseline Assessment for Security Enhancements

CBP U.S. Customs and Border Protection

CFSR Critical Facility Security Review

CIPAC Critical Infrastructure Partnership Advisory Council

CSR Corporate Security Review

CT Counter Terrorism

DHS Department of Homeland Security

DOT Department of Transportation

DVD Digital Video Disc

ETD Explosive Trace Detection

EXIS Exercise Information System

FBI Federal Bureau of Investigation

FEMA Federal Emergency Management Agency

FR Freight Rail

GCC Government Coordinating Council

HMC Highway and Motor Carrier

ICAO International Civil Aviation Committee

I-STEP Intermodal Security Training and Exercise Program

MTPR Mass Transit and Passenger Rail

MTS Maritime Transportation Security

MTSA Maritime Transportation Security Act

NIST National Institute of Standards and Technology

NSTS National Strategy for Transportation Security

ODNI Office of the Director of National Intelligence

P&S Postal and Shipping

PT-ISAC Transit and Rail Intelligence Awareness Daily Report and Analysis Center
R&D Research and Development

RAILSAFE Regional Alliance Including Local, State, and Federal Efforts
RCTIC Radiological Nuclear Detection Concepts, Tactics and Integration Course
RSSM Rail Security-Sensitive Materials

SAM Security Awareness Message

SCC Sector Coordinating Council

TRB Transportation Research Board

TSA Transportation Security Administration

TSGP Transportation Security Grant Program
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TSO Transportation Security Officer

TTAL Top Transit Asset List

TWIC® Transportation Worker Identification Credential
USCG United States Coast Guard

VIPR Visible Intermodal Prevention and Response
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Appendix B: Legislative Language: Annual Reporting
Requirements

The Annual Report on Transportation Security covers four annual reporting requirements
including implementation of the National Strategy for Transportation Security, the
Transportation Systems Sector-Specific Plan, and other statutory requirements, as detailed
below, to achieve efficiency and deliver a coordinated message to the White House and
Congress. Appendix C provides a cross-walk showing how requirements are addressed this
report. This report satisfies the following reporting requirements:

1. Annual Periodic Progress Report on the National Strategy for Transportation
Security: 49 U.S.C. § 114(s)(4)(C):
Periodic progress report —
(1) Requirement for report. - Each year, in conjunction with the submission of the
budget to Congress under section 1105(a) of title 31, United States Code, the
Secretary of Homeland Security shall submit to the appropriate congressional
committees an assessment of the progress made on implementing the National
Strategy for Transportation Security, including the transportation modal security
plans.
(i1) Content. - Each progress report submitted under this subparagraph shall include,
at a minimum, the following:
(I) Recommendations for improving and implementing the National Strategy for
Transportation Security and the transportation modal and intermodal security
plans that the Secretary of Homeland Security, in consultation with the Secretary
of Transportation, considers appropriate.
(II) An accounting of all grants for transportation security, including grants and
contracts for research and development, awarded by the Secretary of Homeland
Security in the most recent fiscal year and a description of how such grants
accomplished the goals of the National Strategy for Transportation Security.
(III) An accounting of all —
(aa) funds requested in the President's budget submitted pursuant to section
1105 of title 31 for the most recent fiscal year for transportation security, by
mode;
(bb) personnel working on transportation security by mode, including the
number of contractors; and,
(cc) information on the turnover in the previous year of senior staff of the
Department of Homeland Security, including component agencies, working
on transportation security issues. Such information shall include the number
of employees who have permanently left the office, agency, or area in which
they worked, and the amount of time that they worked for the Department.
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2. Annual Report on Transportation Security: 49 U.S.C. § 44938(a):

(a) Submit to Congress a report on transportation security with recommendations the

Secretary considers appropriate. The report shall include—
(1) an assessment of trends and developments in terrorist activities, methods and
other threats to transportation;
(2) an evaluation of deployment of explosive detection devices;
(3) recommendations for research, engineering and development activities related to
transportation security, with exceptions as noted in statute;
(4) identification and evaluation of cooperative efforts with other Federal entities;
(5) an evaluation of cooperation with foreign authorities;
(6) the status of the extent to which the recommendations of the President’s
Commission on Aviation Security and Terrorism have been carried out and the
reasons for any delay in carrying out those recommendations;
(7) a summary of the activities of the Assistant Administrator for Intelligence &
Analysis;
(8) financial and staffing requirements of the Assistant Administrator for Intelligence
& Analysis;
(9) assessment of financial and staffing requirements, and attainment of existing
staffing goals, for carrying out duties and powers of the TSA Administrator related to
security; and
(10) appropriate legislative and regulatory recommendations.

3. Annual Update on Enhanced Security Measures: as required by Section 109(b) of the
Aviation and Transportation Security Act (Pub. L. No. 107-71) (49 U.S.C. § 114 note,
115 Stat 613-614), as amended by Pub. L. No. 107-296.

4. Annual Report on the National Strategy for Public Transportation Security:
6 US.C.§ 1141:
(a) Annual report to Congress
(1) In general
Not later than March 31 of each year, the Secretary shall submit a report, containing
the information described in paragraph (2), to the appropriate congressional
committees.
(2) Contents
The report submitted under paragraph (1) shall include—
(A) a description of the implementation of the provisions of this subchapter;
(B) the amount of funds appropriated to carry out the provisions of this
subchapter that have not been expended or obligated;
(C) the National Strategy for Public Transportation Security required under
section 1133 of this title;
(D) an estimate of the cost to implement the National Strategy for Public
Transportation Security which shall break out the aggregated total cost of needed
capital and operational security improvements for fiscal years 2008-2018; and
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(E) the state of public transportation security in the United States, which shall
include detailing the status of security assessments, the progress being made
around the country in developing prioritized lists of security improvements
necessary to make public transportation facilities and passengers more secure, the
progress being made by agencies in developing security plans and how those
plans differ from the security assessments and a prioritized list of security
improvements being compiled by other agencies, as well as a random sample of
an equal number of large- and small-scale projects currently underway.

(3) Format

The Secretary may submit the report in both classified and redacted formats if the

Secretary determines that such action is appropriate or necessary.

5. Annual Report on the National Strategy for Railroad Transportation Security:
6 US.C.§ 1161
(e) Report
(1) Contents
Not later than 1 year after August 3, 2007, the Secretary shall transmit to the
appropriate congressional committees a report containing—
(A) the assessment and the National Strategy required by this section; and § 1162
TITLE 6—DOMESTIC SECURITY Page 2561 So in original. The word “‘to
probably should not appear.
(B) an estimate of the cost to implement the National Strategy.
(2) Format
The Secretary may submit the report in both classified and redacted formats if the
Secretary determines that such action is appropriate
or necessary.
(f) Annual updates
Consistent with the requirements of section 114(t) 1 of title 49, the Secretary shall
update the assessment and National Strategy each year and transmit a report, which
may be submitted in both classified and redacted formats, to the appropriate
congressional committees containing the updated assessment and recommendations.
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Appendix C: Reporting Requirement Cross-walk

Included in
this Report

Requirement Y e: Due

December 14, 2004 -

Annual Periodic Progress Report on the National PL 108-458
Strategy for Transportation Security: 49 U.S.C. § Intelligence Reform 1-Mar? --
114(s)(4)(C) & Terrorism

Prevention Act

(i) Assess progress made on implementing the
National Strategy for Transportation Security, Yes Included in Tables 3 - 10
including the transportation modal security plans.

(I) Recommendations for improving and
implementing the NSTS and transportation
modal and intermodal security plans that the Addressed in NSTS, Section I1I of each
S No
Secretary of Homeland Security, in modal plan
consultation with the Secretary of

Transportation, considers appropriate.

(II) An accounting of all grants for
transportation security, including grants &
contracts for research & development,
awarded by the Secretary of Homeland No
Security in the most recent fiscal year and a
description of how such grants accomplished
the NSTS goals

FEMA manages and reports on
Homeland Security Grant Programs
(https://www _fema.gov/fiscal-year-2016-
homeland-security-grant-program)

24 Annually in conjunction with the submission of the budget to Congress under section 1105(a)(*‘On or after the first Monday in January but not later than the

first Monday in February of each year...”)
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Included in
this Report

Requirement

(I1T) Accounting of all — 2

(aa) funds requested in the President's 2016 Budget-In-Brief, page 72

budget submitted for the most recent No (https://www.dhs.gov/sites/default/files/p
fiscal year for transportation security, by ublications/FY_2016_DHS_Budget_in_B
mode; rief.pdf)

FY 2016 Congressional Budget
Justification
(https://www.dhs.gov/publication/congre
ssional-budget-justification-fy-2016)

(bb) personnel working on transportation
security by mode, including the number No
of contractors; and,

(cc) information on the turnover in the
previous year of senior staff of the DHS,
including component agencies, working
on transportation security issues. Such
information shall include the number of No
employees who have permanently left
the office, agency, or area in which they
worked, and the amount of time that they
worked for the Department.

FY 2016 Congressional Budget
Justification
(https://www.dhs.gov/publication/congre
ssional-budget-justification-fy-2016)

November 16, 1990 -

Annual Report on Transportation Security: 49 FLIIO 004 Aintion

Security 31-Dec --
TS 3 8B Improvement Act of
1990
(1) assessment of trends and developments in i)ncl;ld ed I:; Nin igect::iop IT Sector Risk
terrorist activities, methods, and other threats to No R A

Transportation Sector Security Risk

transportation; Assessment (TSSRA).

EQR QFFICIAL USE ONLY

WARNING: This document is FOR {)FF[C] \L USE ONLY (FOUO). 2 al may be exempr o s
be controlled. stored, handled. transmjtig sposed of in accordance with Department of Homeland Security (DHS) policy relating to FOU

Freedom of Information Au (S8, 8552), 1o
el oo 10 he

public o

—— Mo do not have a valid * nu,d to-know™ without prior approval of an authorized DHS official.

C-2
2020-TSFO-00198_00263



Included in
this Report

Requirement

See Electronic Baggage Screening
Program, established by Congressional
(2) evaluation of deployment of explosive No mandate for screening of all passenger
detection devices; checked baggage for concealed
explosives (https://www.tsa.gov/for-
industry/electronic-baggage-screening).

(3) recommendations for research, engineering, Included in Transportation Security
and development activities related to transportation No Acquisitions Reform Act Strategic 5-
security, with exceptions as noted in statute; year Technology Investment Plan

4) identification and evaluation of cooperative ; :

( .) ! . ! 5 = peratl No Addressed in NSTS, Section VII
efforts with other federal entities

5) evaluation of cooperation with foreign ; ;

©) P 8 No Addressed in NSTS, Section VII

authorities;

(6) status of the extent to which the
recommendations of the President’s Commission
on Aviation Security and Terrorism have been No
carried out and the reasons for any delay in
carrying out those recommendations

1990 Report recommendations fully
integrated into subsequent laws, such as
Aviation and Transportation Security Act
and Homeland Security Act

(7) summary of activities of the Assistant No Included in NSTS Section II Sector Risk
Administrator for Intelligence and Analysis; Profile. Also developed in TSSRA

(8) financial and staffing requirements of the

Assistant Administrator for Intelligence and No Per citation in previous reports included

Analysis; in budgetary and other required DHS
submissions

(9) assessment of financial and staffing No

requirements, and attainment of existing staffing
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Included in
this Report

Requirement

goals, for carrying out duties and powers of the
Administrator of TSA related to security; and,

Included in DHS annual Congressional

(10) legislative and regulatory recommendations. No diti Gl process
Annual Update on Enhanced Security Measures: November 19, 2001 -
Section 109(b), Aviation and Transportation Security | PL 107-71 Aviation 19- No All misasares closed Gat
Act (Pub. L. No. 107-71) (49 U.S.C. § 114 note, 115 and Transportation May?
Stat 613-614), as amended by Pub. L. No. 107-296 Security Act

August 3, 2007 - PL
110-53 9/11 31-Mar Yes Included as Appendix D
Commission Act

Annual Report on the National Strategy for Public
Transportation Security: 6 U.S.C. § 1141

25 “No later than 6 months after the date of enactment of this Act (Nov 19, 2001), and annually thereafter..
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Appendix D: Public Transportation Security Annual
Report 6 U.S.C. § 1141

This appendix addresses the annual reporting requirements of 6 U.S.C. § 1141, covering the
implementation of the National Strategy for Public Transportation Security, as defined by Title
6-Domestic Security, Chapter 4-Transportation Security, Subchapter I1I-Public Transportation
Security, Sections 1131 through 1139.

1) Description of the implementation of the provisions of Title XVI of the 9/11 Act (title)
§1131 Definitions
Status: No action required
§1132. Findings
Status: No action required
§1133. National Strategy for Public Transportation Security

Status: Implemented through the 2016 National Strategy for Transportation Security,
Appendix D, Surface Security Strategies and Plan.

§1134. Security assessments and plans
Status: See 4)a) and 4)c) below.

§1135. Public transportation security assistance
Status: See 2) below

§1136. Security exercises

Status: TSA published an Advance Notice of Proposed Rulemaking on Surface
Transportation Vulnerability Assessments and Security Plans. See 81 FR 91401
(Dec. 16, 2016)

§1137. Public transportation security training program

Status: TSA published a Notice of Proposed Rulemaking on Security Training for
Surface Transportation Employees. See 81 FR 91336 (Dec. 16, 2016).

§1138. Public transportation research and development

Status: To ensure market technology maturation, TSA plans, develops, and executes
assessment processes to determine innovative and emerging technology suitability,
effectiveness, and feasibility in surface transportation venues. This includes laboratory-
based evaluations and field assessments in areas such as anomaly explosive detection,
intrusion detection, standoff detection, remote screening, and blast mitigation. TSA also
coordinates Chemical-Biological and other Weapons of Mass Destruction technology-
related activities with DHS Science and Technology and other Federal departments and
agencies. TSA coordinates and manages mass transit test beds with NON-avialiQn ===
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stakeholders and technology end-users to assess promising technology solutions and
other tools to drive mission success, to address current and emerging threats, close
capability gaps, and reduce risk of serious disruptions to surface transportation
stakeholders. The data gathered from these test beds and the technologies used within
them are a major factor in driving priorities in coordination with end-users. TSA collects
and analyzes operational needs, technology requirements, and security concerns in
collaboration with industry through the formally chartered R&D Working Group and in
partnership with DHS Science and Technology. This group serves as the primary
mechanism for gathering R&D input, which comes from transportation stakeholders such
as DOT, DHS Science and Technology, the Department of Defense, and state and local
representatives. TSA also establishes Integrated Project Teams, such as for Standoff
Detection, to facilitate increased formal collaboration between key government
organizations to enhance and mature standoff detection technologies.

Examples of large-scale projects include:
e Mass Transit Testbeds: Amtrak, Los Angeles Metro, New Jersey Transit, Bay
Area Transit, and Washington Metropolitan Area Transit Authority
e Freight Rail Test Beds: Tennessee River Bridge, Plattsmouth Bridge, Hwy 1&9,
and Northern Branch Rail Corridor
e Pipeline Test Beds: Compton Roads, Yorktown Junction, and a representative test
fixture at the Johns Hopkins Applied Physics Laboratory

Examples of small-scale projects include:
e Special Studies: Blast Mitigation and Bus Studies
e Representative National Special Security Events Support

§1139. Information sharing

Status: The PT-ISAC has provided the government and the commercial transportation
industry with alerts, bulletins, information, and analysis concerning terrorist movements,
operations, threats and, on rare occasions, reports on suspicious sightings of possible
terrorist activity. In turn, such information is jointly shared with TSA and an
international association of over 1,500 public and private member organizations and
stakeholders. The PT-ISAC functions as a sector-specific platform, providing critical
information/intelligence requirements covering threats, incidents, and vulnerabilities
facing the transportation sector.

2) Amount of funds appropriated to carry out the provisions of this title that have not
been expended or obligated.

The TSGP is one of the Federal Emergency Management Agency’s (FEMA) annual grant
programs that directly support transportation infrastructure security activities. Section 1406
of the Implementing Recommendations of the 9/11 Commission Act of 2007 (Pub. L. No.
110-53) (6 U.S.C. § 1135), under the DHS Appropriations Act, 2016 (Pub. L. No. 114-113),
provides the appropriation authority and funds are issued by FEMA. The Table below shows
historic TSGP funding levels through FY 2016. TSGP funding has been fully obligated to
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high-risk public transportation systems; not all funds have been expended as the period of
performance for the FY 2015 and FY 2016 grants are still open.>®

TSGP Totals:
2008-2016 $1.7B*’ | TSGP total public transportation security-related projects funds
2008-2016 $19M | TSGP funds awarded for security planning initiatives
2015-2016 300%2® | Percentage of TSGP project requests above available funding

The 2016 Enacted Surface Appropriation funding appropriated to TSA for surface
transportation-related security activities is reflected in the table below:

2016 Surface Appropriation:

$28.1M Surface Transportation Security Operations and Staffing
$82.7M Surface Transportation Security Inspectors
$110.8M Total appropriation

3) Estimated cost to implement the National Strategy for Public Transportation Security
that breaks out the aggregated cost of needed capital and operational security
improvements for fiscal years 2008-2018.

The estimated aggregated cost of needed capital and operational security improvements was
$6.4 billion for 2015, which is the last projected year in the American Public Transportation
Association, Survey of United States Transit System Security Needs, Summary of Findings,
dated April 2010%. According to the survey, the five-year security-related investment need
estimate through 2015 included $4.4 billion for transit security-related capital investment,
plus $2 billion for operational security improvements for 35 of its transit agency members,
operating 43 percent of all transit vehicles that report in the Federal Transit Administration,
National Transit Database and are TSGP eligible. The 2017 estimated adjusted cost to
implement the NSTS for the entire high-risk public transportation agency population exceeds
$4.7 billion.

4) State of public transportation security in the U.S., including:

a) The status of security assessments;

26 TSGP period of performance for expenditure of FY 2015 funding is September 2018; for FY 2016 funding it is
September 2019.

%7 Federal Emergency Management Agency, Transit Security Grant Program. https://www.fema.gov/transit-security-
grant-program

2% $251 million/309 percent in FY 2015; $293 million/336 percent in FY 2016

2 American Public Transit Association, Survey of United States Transit Systems Security Needs, Summary of
Findings, April 2010.

http://www.apta.com/gap/legissues/other/Documents/APTA%20Security%20Survey April2010. pdf/
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The voluntary BASE program was used to review security assessments conducted by
public transportation agencies. Two-hundred seventeen BASE reviews were conducted
from FY 2014 through FY 2016, including 50 on agencies that are in the high-risk
category (defined by having an average weekday ridership of more than 60,000
passengers). All high-risk agencies (100 percent) had performed a security assessment of
their systems.

b) Progress being made developing prioritized lists of security improvements to secure
public transportation facilities and passengers;

TSA and FEMA developed funding priorities for the TSGP and have reviewed those
priorities, adjusting as necessary, each year. Agencies submitting applications that align
with the funding priorities have a higher probability of receiving an award than proposals
that are not aligned. The prioritized funding has resulted in security improvements as
projects are completed.

¢) Progress made by agencies developing security plans and how those plans differ
from the security assessments;

The BASE program assesses public transportation agencies against multiple security-
related categories identified by the public transportation community as fundamental for a
sound security program, including the presence and quality of a security plan and
assessment. The results of the BASE assessments indicate gaps or shortfalls in existing
plans and allow the agencies to adjust and strengthen their plans to close the gaps. There
was a three percent increase over six years in high-risk agencies having security plans.

d) A prioritized list of security improvements being compiled by other agencies;

TSA and FEMA convened an industry working group of transit agency and security
stakeholders to reevaluate the security and funding priorities for the TSGP. The working
group developed a list of priority areas and project types it feels reflect the security needs,
and are the best ways to address the current threat environment. These changes were
implemented for the FY 2016 TSGP application cycle.

The security priorities are:
1. Operational Activities, including training, drills and exercises, public awareness
campaigns, and security planning and assessments
2. Operational Deterrence, including K-9 teams, Mobile Explosives Detection
Screening Teams, Anti-Terrorism Teams, and surge/directed patrols on overtime
3. Capital Projects, including all types of critical infrastructure remediation,
including cyber security

5) A random sample of an equal number of large- and small-scale projects currently
underway.

Ongoing projects vary greatly both in type and size. Projects range from lower-dollar
amount training, exercise and public awareness projects, to operational deterrence projects to
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multi-million-dollar infrastructure capital protection projects for stations, bridges, and
tunnels.

Examples of large-scale projects currently underway include:
e Securing underground/underwater vulnerable points of entry at TTAL assets
e Perimeter Security at a large, multi-modal TTAL asset
e Physical barriers and electronic security measures at a bridge critical to mass transit
operations
e Portable barrier systems at TTAL assets

Examples of small-scale projects currently underway include:
e Sustainment of K-9 teams, mobile screening teams, anti-terrorism teams, and
directed/surge patrols on overtime
e “If You See Something, Say Something ™ campaign, which was originally created
with TSGP funds, and other public awareness campaign materials and resources
e Closed-circuit television and access control at transit stations and platforms
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Message from the Administrator

December 6, 2018

I am pleased to transmit the 2018 Annual Report on Transportation
Security. This report combines multiple annual reporting requirements
to streamline and improve the U.S. Department of Homeland Security’s
processing and submission of the various annual reports on
transportation security.! Unless otherwise noted, the report summarizes
the activities taken in calendar year 2017 by transportation systems
owners and operators, and by federal, state, local, tribal, and territorial
government partners to enhance systems protection and resilience for all
types of hazards.

To accomplish our security mission, the Transportation Security
Administration (TSA) worked collaboratively with a wide range of partners, from Federal
agencies, aviation and surface transportation industry stakeholders, and international
counterparts to intelligence and law enforcement community professionals. We worked
particularly closely throughout the year with our Co-Sector-Specific Agencies for the
Transportation Systems Sector, the U.S. Department of Transportation, and the U.S. Coast
Guard.

This report satisfies the reporting requirements for the following:

e Annual Periodic Progress Report on the National Strategy for Transportation Security;?2
e Annual Report on Transportation Security;3

e Annual Update on Enhanced Security Measures;*

¢ Annual Report on the National Strategy for Public Transportation Security;> and

e Annual Report on the National Strategy for Railroad Transportation Security.®

Pursuant to congressional requirements, this report is being provided to the following Members
of Congress:

The Honorable A. Mitch McConnell, Jr.
Senate Majority Leader

! Detailed in a TSA letterto Congress, dated August 11,2010
249 US.C. § 114(s)(4)(C).

349 U.S.C. § 44938(a).

* Section 109(b) of the Aviation and Transportation SecurityAct (Pub. L. No. 107-71) (49 U.S.C. § 114 note, 115
Stat 613-614), as amendedby Pub. L. No. 107-296.
56 US.C.§ 1141.

6 US.C.§ 1161.
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The Honorable Charles E. Schumer
Senate Minority Leader

The Honorable Kevin McCarthy
House Majority Leader

The Honorable Nancy P.D. Pelosi
House Minority Leader

The Honorable John Thune
Chairman, Committee on Commerce, Science, and Transportation

The Honorable Bill Nelson
Ranking Member, Committee on Commerce, Science, and Transportation

The Honorable Ron Johnson
Chairman, Committee on Homeland Security and Governmental Affairs

The Honorable Clare C. McCaskill
Ranking Member, Committee on Homeland Security and Governmental Affairs

The Honorable Michael D. Crapo
Chairman, Committee on Banking, Housing, and Urban Affairs

The Honorable Sherrod Brown
Ranking Member, Committee on Banking, Housing, and Urban Affairs

The Honorable Michael T. McCaul
Chairman, Committee on Homeland Security

The Honorable Bennie G. Thompson
Ranking Member, Committee on Homeland Security

The Honorable William Shuster
Chairman, Committee on Transportation and Infrastructure

The Honorable Peter A. DeFazio
Ranking Member, Committee on Transportation and Infrastructure

= FOR OFFICIAL U

WARNING: This document is FOR OFFICIAL USE O!
Freedom of Inbrmation Act (5 U.S.C_S = -
Department of mrzunty (DHS) policy relating to FOUO inbrmation and is not to be released 1o the public or other personnel who do
a valid “ need-to-know™ without prior approval of an authorized DHS official.

u

ation that may be exempt from public release under the

Tt be controlled, stored, handled, transmitted, My » accordance with

2020-TSFO-00198_00273



Inquiries relating to this report may be directed to TSA’s Legislative Affairs office on
(571) 227-2717.

Sincerely yours,

iz £

David P. Pekoske
Administrator
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Executive Summary

The 2018 Annual Report on Transportation Security fulfills multiple annual reporting
requirements and summarizes activities that took place in calendar year 2017 (unless otherwise
noted) by transportation systems owners and operators, and by federal, state, local, tribal, and
territorial government partners to enhance system protection and resilience from terrorism. The
report addresses modal-specific actions, as well as cross-sector and intermodal issues related to
the management of risks in the Nation’s transportation systems, both domestically and
nternationally.

The table below identifies the Transportation Systems Sector’s three security goals, as stated in
the 2016 National Strategy for Transportation Security, to achieve a secure and resilient
transportation system. The report assesses the sector’s progress toward achieving these goals
and discusses key accomplishments.

Table 1: Sector Goals

Manage risks to transportation systems from terrorist attacks and
enhance system resilience

Enhance effective domain awareness of transportation systems and
thre ats

Safeguard privacy, civil liberties and civil rights, and the freedom of
movement of people and commerce

The Transportation Systems Sector continued to build and maintain relationships with state and
local officials, owners and operators, international organizations, and U.S. Government partners
to share threat information and best practices, enhance domestic and international transportation
security, and coordinate U.S. position on a multitude of security issues and mitigation measures.
The Transportation Systems Sector’s ability to assess security gaps, combined with practically
applied risk mitigating activities, leads to continuous improvement of all activities associated
with measureable threat detection, deterrence, and resilience goals, and forms the foundation of
risk-based security.

Aviation: In 2017, the Aviation Transportation Subsector screened over 750 million commercial
aviation passengers (more than 2 million per day).” In addition, TSA officers screen over 4.9
million carry-on items and 1.3 million checked items every day.®

" TSA by the Numbers Fact Sheethttps://www.tsa.gov/sites/default/files resources/tsabythenumbers_factsheet 0.pdf
¥ Ibid
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At domestic airports, TSA officers conducted random and unpredictable security activities, such
as screening of employees, searches of vehicles approaching controlled areas, and canine
sweeps. TSA introduced new enhanced carry-on bag procedures for domestic flights that help
our officers identify potential threats more effectively. To help mitigate the insider threat, TSA
implemented the capability for the Federal Bureau of Investigation’s Rap Back Service to
provide nearreal-time notification to TSA of new, potentially disqualifying criminal events that
enables airport and aircraft operators to revoke an individual’s unescorted access in a responsive
manner. In the area of inspections, TSA is working collaboratively with industry to focus on the
use of best practices to achieve and sustain the highest compliance and security outcomes.

Internationally, TSA worked to influence key decision makers in foreign locations and industry
partners to understand the threat, maintain awareness of vulnerabilities, and encourage operators
to implement mitigation strategies. TSA is raising the baseline of global aviation security by
assessing compliance with security measures at last point of departure airports and continuing to
work with carriers and foreign partners to enhance security procedures and posture.

For public spaces atairports and throughout the transportation system, TSA published the Public
Area Security Summit National Framework, which provides a set of recommendations jointly
developed with industry, government, academic, international, and public officials to enhance
security in open spaces atairports and throughout the transportation system.

Maritime: The Maritime Transportation Subsector, led by the U.S. Coast Guard, developed
tools, portals, and capabilities to more effectively share critical information. The U.S. Coast
Guard continues to work with security partners and stakeholders to pursue a risk-based security
posture. Using the Area Maritime Security Training and Exercise Program, Federal Maritime
Security Coordinators and their Area Maritime Security Committees test the effectiveness of
their respective port-level Area Maritime Security Plans and support maritime security
preparedness regimes through the engagement of federal, state, local, tribal, and territorial
government and private sector stakeholders. The U.S. Coast Guard also continued its
collaborative work with the National Institute of Standards and Technology to finalize
Cybersecurity Framework Profiles for Offshore and Passenger Vessel Operations.

Surface: The Surface Transportation Subsector’s primary security focus is on cooperation,
coordination, and oversight. Ofhighlight, TSA conducted over 200 voluntary security
assessments for pipeline, mass transit, and over-the-road bus entities and school bus districts and
worked with the operators on mitigation approaches that help raise the national security baseline.
These review programs analyze security standards and security programs for each system and
identify opportunities to further enhance security. TSA facilitated approximately 14 Intermodal
Security Training and Exercise Program exercises, half of which involved multiple modes of
transportation, to help operators test and evaluate their security plans, including prevention and
preparedness capabilities, response abilities, and cooperation with first responders.
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The entire Transportation System Sector continues to focus on safeguarding privacy and
developing policy consistent with applicable privacy, civil liberties, and civil rights laws by
conducting privacy impact assessments and addressing privacy complaints.
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I. Legislative Language

The 2017 Annual Report on Transportation Security fulfills four annual reporting requirements,
including implementation of the National Strategy for Transportation Security (NSTS) and other
statutory requirements, as detailed in Appendix B, to achieve efficiency and deliver a
coordinated message to the President and Congress. See Appendix B for a full description of the
statutory reporting requirements.

II. Sector Description, Vision, and Mission

The Transportation Systems Sector consists of a network of interdependent systems across three
subsectors—aviation, surface, and maritime. The Nation’s critical infrastructure depends on the
transportation systems sector, and in turn, the transportation systems depend on other sectors,
such as energy, communications, information technology, chemical, and manufacturing.

The interdependencies are an important dimension of the risk environment that must be
considered to protect transportation critical infrastructure and achieve system resilience. A
primary focus of the sector’s risk management processes during this reporting period was to
identify, assess, prioritize, and manage risks in order to enhance the resilience of the
transportation systems.

This report describes how the transportation system managed risk and increased resilience based
on the goals and objectives stated in the 2016 NSTS. It describes progress in addressing
terrorism risks, enhancing resilience, improving domain awareness, and protecting privacy, civil
rights, and freedom of movement.

III. Sector Progress

In fiscal year (FY) 2017, there were nine strategic performance measures used to assess TSA’s
efforts. Sixty-seven percent of the measures met their target and 75 percent maintained or
improved actual results compared to FY 2016.

In summary:
e TSA continued to vet 100 percent of domestic passengers and checked baggage each day
in order to ensure the safety and security of the travelling public.
e Trusted Traveler programs enrolled more than 3 million more travelers to receive
expedited screening, enabling TSA to focus on unknown and high-risk travelers, and
TSA achieved more than 5 million travelers enrolled in 7SA Prev®.
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e Security partnerships were also effectively strengthened and expanded through United
Nations Security Council Resolution 2309 -- Aviation Security, which calls on member
states to implement effective, risk-based measures that mitigate the ever-evolving threat
picture.

e Within the Intelligence Community, Priority Intelligence Requirements were developed
regarding intelligence collection and reporting, and the creation of the Aviation Domain
Intelligence Integration and Analysis Cell that enables the government to share
information more effectively with the travel industry.

e Compliance with aviation security standards was also strengthened through the
completion of international airport assessments and air carrier inspections.

e In Surface transportation, TSA collaborated closely with industry and government
partners to identify and secure critical surface transportation assets through technical
assistance, training, and exercises.

Table 2: External Performance Results and Plan
Prior Results I 2017 Performance Plan
2012 2013 2014 2015 2016 | Target | Result 2018 2019
Percent of air carriers operating from domestic airports in compliance with leading security indicators

98.1% | 98% | 98% | 98% [ 98% | 100% | 97.7%° | 100% | 100%

Percent of attended interchanges of rail cars containing rail security sensitive materials transiting into or
through high-threat urban areas

— | - - - ] -] NewMeasure | 95% | 95%

Percent of domestic cargo audits that meet screening standards
--- | --- | --- | --- | 98% [ 96% | 97.7% | 97% | 98%

Percent of foreign airports that serve as last points of departure and air carriers involved in international
operations to the United States advised of necessary actions to mitigate identified vulnerabilities in order to
ensure compliance with critical security measures

— | 100% | 100% | 100% | 100% | 100% | 100% | Retired
Percent of foreign last point of departure airports that take action to address identified vulnerabilities
- [ S — l --- l --- l New Measure [ 70% l 70%
Percent of international cargo audits that meet screening standards
| e - ] 97% | 96% | 97.6% | 97% | 98%
Percent of overall compliance of domestic airports with established aviation security indicators
95% | 94.4% 94% | 95% | 93% | 100% [ 93.9%'" | 100% | 100%

? The percentage of air carriers found to comply with transportation security regulations through inspections. TSA
aggressively works with air carriers to ensure they comply with all security requirements and take enforcementand
otheractions when necessary. TSA will work with air carriers on security deficiencies and vulnerabilities to ensure
airports are 100 percentin compliance with the security rules and regulations they follow.

' The percentage of airports found to comply with transportation security regulations through inspections. TSA
aggressively works with the airports to ensure they comply with all security requirements and take enforcement and
otheractions when necessary. TSA will work with airports on security deficiencies and vulnerabilities to ensure
airports are 100 percentin compliance with the security rules and regulations that they follow.
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Percent of overall level of implementation of industry agreed upon Security and Emergency Management
action items by mass transit and passenger rail agencies

39% | 69% | 78% | 80% | 71% | 75% | 713.6%'' | 77% | 79%

Percent of passenger data submissions that successfully undergo Secure Flight watchlist matching

— | - [ ] T — ] 100% | 100% [ 100% | 100%

Percent of TS A regulated entities inspected per fiscal year by transportation security inspectors

- | - | - | - | - | New Measure | 90% | 90%
Average number of days for DHS Traveler Redress Inquiry Program redress requests to be closed
93 | 52 62 | 50 | 4 | <55 | ol <55 [ <55

IV. Modal Progress

The NSTS defines goals and supporting objectives and activities for each subsector and mode of
transportation. This section assesses progress toward achieving these goals by providing an
assessment of each goal and discussing key accomplishments in the goal’s supporting objectives
and activities. The transportation security community continues to enhance security through
policy, programs, initiatives, and activities developed in collaboration with government and
industry partners. These efforts reduce risk associated with potential terrorist attacks in part by
increasing system resilience.

A. Aviation Transportation Subsector

The Aviation Transportation Subsector consists of commercial
aviation, commercial airports, general aviation, and air cargo. The
owners and operators, state and local authorities, and the Federal
Government work collaboratively to develop measurable security
activities, plans, and objectives needed to achieve threat deterrence,
detection, and resilience goals.

In 2017, TSA screened more than 2 million domestic and international commercial aviation
passengers daily, averaging over 750 million passengers. Each day, TSA screens 4.9 million
carry-on items and 1.3 million checked items for explosives and other prohibited items.!?> The
capabilities of airports to process millions of passengers and tens of thousands of tons of cargo
every day depend on an estimated 1.8 million workers, most of whom undergo a security threat

' As of September 30,2017, 39 of 53 Mass Transit Systems met the criteria as measured by Baseline A ssessment
for Security Enhancement (BASE) assessments, just shy of the target of 75 percent. Efforts to improve BASE
scores will focus on information sharing activities to include emphasizing implementation of modal security action
itembest practices in those areas with low scores. TSA will provide information and recommendations for
improvement, in particular highlighting theavailability of TSA training and exercise resources. Transit agencies
will also be encouraged to review practices in place at counterpart agencies with superior programs.
" https://www.tsa.gov/sites/default/files /resources/tsabythenumbers_factsheet_0.pdf
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assessment to have access to secured areas and other Security Identification Display Areas,
Sterile Areas, and/or to Air Operations Areas at U.S. airports. For the past several years, the
Federal Aviation Administration (FAA)/TSA Airspace Waiver Program has issued
approximately 6,000 international waivers annually to foreign private charter and general
aviation aircraft operating in U.S. airspace.

Table 3: Aviation Progress Assessment

Goal 1: Manage risks to aviation transportation systems from terrorist attacks and

enhance system resilie nce

Overall Assessment: TSA continued to build and maintain relationships with government
officials, owners and operators, civil authorities, international organizations, and U.S.
Government partners to share threat nformation and best practices, enhance domestic and
international transportation security, and coordinate the U.S. position on a multitude of
security issues and mitigation measures. At domestic airports, TSA conducted random
security activities, such as searches of vehicles approaching controlled areas of airports and
canine sweeps. Internationally, TSA worked to influence key decision makers in foreign
locations and industry partners to understand the threat, maintain awareness of vulnerabilities,
and encourage operators to implement mitigation strategies. TSA continued to enhance air
domain awareness with security partners and stakeholders at open-forum meetings of aviation
security stakeholders.

Objective 1: Improve physical and cyber security of domestic aviation critical

infras tructure

Activity 1: Increase frequency of recurrent criminal history records checks for credentialed
airport workers with unescorted access to secure airport areas.

Key Accomplishment: Implemented the Federal Bureau of Investigation’s (FBI) Rap Back
Service to provide near real-time notification of new, potentially disqualifying criminal events
that enables TSA, and airport and aircraft operators to revoke an individual’s unescorted
access, substantially mitigating the insider threat posed by individuals with disqualifying
offenses. In 2017, 65 airports enrolled with the service and an additional 65 have executed a
memorandum of understanding with TSA to enable future participation. '3

¥ The Rap Back Service is a subscription service offered by the FBI whereby the subscriberis provided with
continuous updates to the criminal history ofits covered workers. TSA facilitates the establishment and
management of Rap Back subscriptions for airports that chose to enroll their SIDA badge holders in Rap Back, and
TSA also acts as a conduit fromthe FBI to the airport for the resulting criminal history updates for affected SID
badge holders.
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Activity 2: Conduct outreach with aviation security partners on the voluntary implementation
of the principles and best practices of risk management through the National Institute of
Standards and Technology (NIST) Framework for Improving Critical Infrastructure
Cybersecurity.

Key Accomplishments:

¢ Conducted a cybersecurity awareness webinar for 300 participants to familiarize sector
stakeholders with the Federal cyber risk management support available to critical
infrastructure owners and operators. The webinar included a promotion to adopt the
NIST Cybersecurity Framework and encourage the use of the Transportation Systems
Sector Framework Implementation Guidance.

¢ Conducted five regional cybersecurity workshops for stakeholders, which included
airport authorities, with the primary objective of raising awareness of available risk
management support products, and providing an opportunity for stakeholders to
exchange best practices and lessons learned.

o Facilitated a one-day cybersecurity tabletop exercise and strategy session to identify
cybersecurity challenges, gaps, and successes across the sector. Participants included
airline, airport, and trade association representatives.

Activity 3: Focus security resources on higher-risk travelers, workers, facilities, aircraft,
cargo, and baggage.

Key Accomplishments:
¢ The Enhanced Accessible Personal Property initiative began rollout of enhanced

screening procedures for carry-on baggage, which was fully implemented in 2018.
These procedures require travelers to place all personal electronics larger than a cell
phone in bins for X-ray screening in standard lanes, as part of a greater effort to raise
the baseline for aviation security.

+ Employed a risk-based strategy through testing airport and airline compliance to
reduce the threat to aviation security within the areas with the highest aviation worker
activity to reduce the insider threat.

¢ Continued to use the Visible Intermodal Prevention and Response (VIPR) Program’s
risk-based Concept of Operations to focus VIPR deployments at aviation facilities with
the greatest degree of risk.

o Strategically focused law enforcement resources to mitigate high-risk travelers aboard
U.S. flagged commercial flights.

o Participated in the White House initiative to revise and update the National Strategy
for Aviation Security.

Objective 2: Improve pre paredness and response capabilities to deter, detect, respond,

and recover from terrorist attacks throughout the aviation community

Activity 1: Improve training for frontline employees to identify, deter, prevent, and respond
to threats to the homeland.

Key Accomplishments:
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e Through the TSA training centers at Glynco, GA and Atlantic City, NJ, trained 12,677
students, and offered coursework in 52 separate security and management subjects.

e Continued centralizing the traming of newly hired Transportation Security Officers
(TSOs) atthe TSA Academy at the Federal Law Enforcement Training Center. To
support this initiative, TSA completed an $11 million project and established a state-
of-the-art learning center at the TSA Academy.

e TSA’s Canine Training Center (CTC) executed a 17 percent year-over-year increase in
canine team production through a self-initiated efficiency analysis that reduced initial
training course length. As a result, the CTC trained 300 canine teams, more teams than
any other comparable time period.

¢ Launched the first mandatory traming programs for J-K-Band employees through the
TSA Leadership Institute’s School of Senior Leadership Studies. TSA also designed
and facilitated the first TSA Senior Executive Service training and development
program.

¢ Designed, developed, and launched the first training course for TSA’s newly hired
employees in the Management, Administrative, and Professional (MAP) job
categories. With this week-long program, TSA is able, for the first time, to instruct its
MAP new hires about the Agency’s mission and core values, and introduce them to
field operations at the Philadelphia International Airport and Federal Air Marshal
Service training sites.

Activity 2: Execute and enhance vetting of passengers and aviation credentialed holders, as
well as indications and warning of potential threats to aviation sector.

Key Accomplishments:

¢ Used Secure Flight Passenger Data to strategically deploy Federal Air Marshal teams
on basis of risk aboard U.S. flagged commercial flights to mitigate potential threats.

e Continued TSA’s Insider Threat Program outreach to domestic stakeholders to support
development of similar programs across all of the nation’s commercial airports.

o Expanded internal partnerships to provide Insider Threat Awareness training for
aviation sector personnel, emphasized through training and awareness campaigns, such
as See Something, Say Something ™ and This is My Airport.

Objective 3: Enhance inte rnational aviation se curity risk management strate gies

Activity 1: Conduct outreach to facilitate the use of mternational best practices and
procedures.

Key Accomplishments:

¢ Enhanced in-flight security efforts by hosting an Inflight Security Officers Conference
attended by officers from seven nations.

¢ Reduced international aviation risk by implementing a Federal Air Marshal Service
International Concept of Operations.

e Continued TSA’s Insider Threat Program outreach to international stakeholders to
support development of similar programs across all of the international last points of
departure for commercial flights into the United States.
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o Enhanced security effectiveness and mitigated risks to global aviation by evaluating
and documenting security at foreign airports with service to U.S., airports from which
U.S. air carriers operate, and other sites on a 5-point scale against critical International
Civil Aviation Organization (ICAQO) aviation and airport security standards. TSA
assessed compliance with these standards and provides feedback to the host
governments for awareness and recommended follow-up action.

¢ Developed international threat analysis requirements to support enhanced risk analysis
incorporated into the Transportation Sector Security Risk Assessment (TSSRA), the
Cities and Airports Threat Assessment (CATA), and the Foreign Airport Threat
Assessment (FATA).

Activity 2: Assess compliance with security measures for international inbound passengers,
cargo, and baggage.

Key Accomplishments:

e Conducted 143 foreign airport assessments; 2,175 air carrier inspections; 28 capacity
development training activities; and vetted 557 aviation security personnel from 29
countries.

¢ Issued Security Directives (SDs) and Emergency Amendments (EAs) to be
implemented by air carriers at select locations when specific threats are identified or
significant vulnerabilities warrant additional mitigation actions. TSA used a number of
methods, such as ad hoc visits or inspections to verify compliance with the additional
measures. TSA coordinated the issuance of 56 SDs/EAs for non-U.S. locations.

Objective 4: Increase security technology capability to respond to known and e merging

thre ats

Activity 1: Improve industry participation in the Research and Development (R&D) process
for threat detection and screening capabilities.

Key Accomplishments:

¢ Completed the Innovation Task Force’s (ITF) second Broad Agency Announcement,
receiving 96 solution submissions and selecting 12 for future demonstration. The ITF
currently has 11 “Innovation Sites” with three more applications under review.

e The ITF developed a robust industry exchange strategy to creatively engage with
industry, promote partnerships, and accelerate innovation across the transportation
security ecosystem. In June 2017, the ITF hosted an Industry Day, promoting
international engagement and collaboration as a primary method to achieve success by
identifying approaches, methodologies, and solutions to enhance U.S. aviation
security. The ITF was able to engage with 96 unique solution providers, 42 of which
had not previously interacted with TSA, resulting in a 14 percent increase from the
previous Industry Day

e The ITF demonstrated five distinct solution technologies in partnership with
stakeholders across the transportation ecosystem including: 1) Automated Screening
Lanes, 2) Computed Tomography X-Ray, 3) Biometric Authentication Technology,

4) Checkpoint Planning and Staffing Allocation, and 5) Colorimetric Explosives Trace
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Detection (ETD). In addition, the ITF participated in two ITF-enabled solutions:!#
1) Biometric Bag Drop and 2) Large Mass Threat Detection.

Activity 2: Improve aviation safety and security capabilities to detectillegal use of unmanned
aircraft systems.

Key Accomplishment: Vetted approximately 75,000 Unmanned Aircraft Operator
Certificates daily, as required under 14 C.F.R. part 107. TSA continues to engage with FAA
and other security partners (DHS, U.S. Department of Defense, & U.S. Department of Justice),
U.S. Customs and Border Protection (CBP), and various others to ensure the safe and secure
integration of unmanned aircraft systems into the National Airspace System.

Goal 2: Enhance effective air domain awareness of trans portation systems and thre ats

Overall Assessment: The Aviation Subsector continued to enhance air domain awareness
with security partners and stakeholders in 2017 at open-forum meetings of aviation security
stakeholders, such as the Aviation Security Advisory Committee (ASAC), and the Aviation
Government Coordinating Council and Sector Coordinating Council. The Aviation Subsector
worked with its security partners to assess the security atairports, analyze the aviation security
attack scenarios posing the greatest risks, develop mitigation plans to address the highest
priority areas, and share intelligence and best practices.

Objective 1: Improve quality and timeliness ofintellige nce and information products for

government, industry and public awareness

Activity 1: Improve public awareness of security issue reporting channels and dissemination
of actionable threat information among partners (e.g., See Something, Say Something ™
General Aviation Watch, and This is My Airport Programs).

Key Accomplishments:

e Developed and provided Insider Threat Awareness training for aviation sector
personnel, emphasized through training and awareness campaigns, such as See
Something, Say Something ™ and This is Our Airport.

e Streamlined the process for sharing suspicious incident reporting with local, state,
tribal and territorial, and Federal criminal justice agencies through the FBI’s National
Data Exchange system.

e Implemented the Cities and Airports Threat Assessment system, which ranks over 440
airports based on threat attractiveness. It is updated and published monthly for
stakeholders.

Activity 2: Expanded intelligence information sharing with industry through classified and

!4 Enabled projects are demonstrations led by a non-TSA entity looking to identify new and emerging capabilities
that are conducted at theentity’s local setting in conjunction with the local airport authority. TheITF’s role in these
projects is to providecoaching through the structured process similarto a successful full-scale
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unclassified means.

Key Accomplishments:

e Produced and disseminated 43 Country Threat Assessments looking at international
threats to U.S. civil aviation and Western interests. Conducted 52 unique in-person
engagements consisting of threat briefings to individual airlines and trade associations,
and site-visits to industry facilities, providing timely and accurate information to
industry partners.

e Produced the 2017 Annual Civil Aviation Threat Assessment and the 2017 Annual
Transportation Cyber Threat Assessment, which establish a baseline assessment of
threats to U.S. aviation by reviewing terrorist threats to U.S. civil aviation worldwide.

e Conducted the Annual Transportation Sector Security Risk Assessment, which
assessed the overall risk to aviation in 2017.

e Deployed approximately 68 Field Intelligence Officers and 14 Liaison Officers who
provided direct support to TSA field locations and representation at partner
organizations. Field Intelligence Officer staffing increased by 17 to expand coverage
and intelligence support. Field Intelligence Officers also delivered more than 5,103
intelligence briefings as part of TSA’s overall Mission Essentials - Threat Mitigation
training program to increase security effectiveness of the TSA frontline workforce, and
delivered 496 imtelligence briefings to aviation stakeholders.

e Formalized an unprecedented arrangement with key stakeholders to share aviation
security-related information and mtelligence through the Aviation Domain Intelligence
Integration and Analysis Cell (ADIAC). Itis a single aviation domain sharing hub for
the dissemination of intelligence and threat-related information to a growing network
of industry and agency partners.

Objective 2: Improve collaboration among private sector and governme nt age ncies

regarding intelligence and information sharing

Activity: Increase discussion of strategic priorities as an agenda item at open-forum meetings
of aviation security stakeholders. Examples include Public Area Security Summit and ASAC
meetings.

Key Accomplishments:

e Published the Public Area Security Summit National Framework, which is a set of
recommendations jointly developed with industry, government, academic,
international, and public officials that enhances security in public spaces at airports and
throughout the transportation system. The group worked together to leverage a wide
network of transportation and security officials to codify a framework that deters
terrorist attacks and creates a system that quickly and effectively responds to attacks in
the public area to minimize loss of life and disruption of transportation.

e Participated in the Quarterly Airport Security Review with the airport industry, which
has led to meaningful collaborative sessions to update current security policy and
provide strong joint efforts on new initiatives.
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e Continued to implement recommendations provided by the ASAC on aviation
workers’ access to secure areas.

e Formally established the ADIAC to integrate full-time aviation sector intelligence and
information-sharing best practices across the interagency, intelligence community, and
aviation private sector at a secure facility.

Goal 3: Safeguard privacy, civil liberties and civil rights, and the freedom of movement

of people and commerce

Overall Assessment: The Aviation Subsector continues to focus on safeguarding privacy and
developing policy consistent with applicable privacy, civil liberties, and civil rights laws by
conducting privacy impact assessments and addressing privacy complaints. The subsector
also improved the efficiencies of security measures for passengers by increasing enrollment in
expedited screening programs, such as TSA Prev® application program and other trusted

traveler programs. The TSA Prev® application program reached a milestone in July 2017 of
more than 5 million travelers enrolled and now has more than 390 application centers
nationwide. TSA’s social media customer service program provided timely information,
improved customer service, and useful mteractions with the American people. This award-
winning outreach program is designed to better prepare travelers for security screening,
thereby reducing traveler stress and improving the screening process while allowing
transportation security officers to focus on the security mission.

Objective 1: Reduce the potential ne gative impact of se curity policies and activities to

privacy, civil rights, and civil liberties

Activity: Develop policy pursuant to applicable privacy, civil liberties, and civil rights laws
and regulations.

Key Accomplishments:

e Performed significant outreach and training to field operations to address transgender
passenger complaints regarding screening.

e Continued to grow TSA’s social media presence in 2017. TSA’s Instagram account
has more than 840,000 followers and was one of five nominees for two prestigious
Webby Awards next to the likes of Conan O’Brien and The Onion. The main Twitter
account shared 1,100 tweets, resulting in more than 31 million mmpressions and over
206,000 followers. In November, TSA officially launched a Facebook page and
broadcasted its first Ask Me Anything on Facebook Live with more than 5,000 views.

e Processed 1,698 redress requests with an average response time of 44 days, which
improves on the DHS High Priority Performance Goal of less than 60 days.
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e Published a Privacy Impact Assessment (PIA) for the TSA Contact Center, as a stand
alone from the DHS General Contact Lists PIA, and updated the PIA for the Encounters
Analysis Program. '3

Objective 2: Applyrisk-based security approach to supply chain and traveler

movements

Activity: Enhance efficiency and effectiveness of cargo and traveler screening.

Key Accomplishments:

e Implemented an Outcome Focused Compliance nitiative to work collaboratively with
industry to use best practices to achieve and sustain the highest compliance and
security outcomes. This initiative will enhance collaboration in order to identify
problems and solution together.

e Increased TSA Prev™® application program enrollment by 113 percent to more than 5
million travelers, allowing these prescreened low-risk travelers to experience
expedited, more efficient security screening and enhancing the overall efficiency and
effectiveness of the screening process.

Ninety four percent of TSA Pre v™® passengers waited less than 5 minutes.

Completed over 34,400 cargo-related inspections, which incorporated Special
Emphasis Inspections that focused on security vulnerabilities within the cargo supply
chain.

1% Privacy documents for TSA listed at https://www.dhs.gov/privacy -documents-transportation -security-
administration-tsa o
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B. Maritime Transportation Subsector

The U.S. maritime transportation system is a vital part of the
national economy, playing a key role in the global supply
chain. It consists of 25,000 miles of navigable channels, 238
locks at 192 locations, and over 3,700 marine terminals at 360
ports. Waterborne cargo and associated activities contribute
more than $649 billion annually to the U.S. Gross Domestic
Product and sustain more than 13 million American jobs. !
More than 99 percent of the volume of overseas trade (62
percent by value) enters or leaves the United States by ship.!” By their nature, waterways are
generally less restricted and are freely accessible to transit without many of the mechanisms for
detection and investigation often available in the air and land domains. Maritime security
vulnerabilities and the potential consequences from a variety of hazards, including hurricanes,
terrorist attacks, and cyber threats continue to be significant.

The U.S. Coast Guard (USCG) and its partners maintain a suite of performance measures to
monitor progress in meeting Maritime Transportation Security Act (MTSA) performance goals
and objectives. Refer to the following reports for further information on key maritime security-
related performance and metrics:

+ DHS Annual Performance Report for Fiscal Years 2016-2018;

e« CBP 2017 Border Security Report;

e Threat of Terrorism to U.S. Ports and Vessels Report to Congress, dated August 25,
2017; and

o DHS Fiscal Year 2017 Performance & Accountability Reports.

Table 4: Maritime Progress Assessment

Goal 1: Manage risks to transportation systems from terrorist attacks and enhance

system resilience

2017 Overall Assessment: The Maritime Transportation Subsector (MTS) continues to work
with security partners and stakeholders to pursue a risk-based security posture. Using the Area
Maritime Security Training and Exercise Program (AMSTEP), Federal Maritime Security
Coordinators and their Area Maritime Security Committees (AMSC) test the effectiveness of
their respective port-level Area Maritime Security (AMS) Plans and support maritime security
preparedness regimes through the engagement of federal, state, local, tribal, and territorial
government and private sector stakeholders. The USCG released a draft cyber Navigation and

1o Maritime Administration, Marine Transportation System Important Facts. Available at https:/origin-
www.marad.dot.gov/ports/marine-transportation-system-mts/ Accessed April 5, 2018.
" Ibid.
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Vessel Inspection Circular (NVIC) for public comment, which highlights our commitment to
open dialogue with the maritime industry to ensure future collective buy-in on managing cyber
risks. The USCG also continued its collaborative work with NIST to finalize Cybersecurity
Framework Profiles for Offshore and Passenger Vessel Operations.

Objective 1: Utilize risk-based security planning and operations to reduce the terrorism

risk to

the MTS

Objective 2: Reduce security vulnerabilities and improve pre paredness throughout the
MTS

Activities:

2017 Key Accomplishments:

Expand cybersecurity protections in all segments of the MTS using the NIST
Framework.

Improve compliance at MTSA facilities through risk-based adjustment of enforcement
operations tempo.

Improve interoperability of Federal, state, local, tribal, and territorial response teams in
Maritime Security and Response Operations.

Employ a Maritime Security Risk Analysis Model and other risk assessment and
analysis tools to refine the estimates of maritime security and response operations
activities’ risk reduction benefits, and use these estimates to inform the execution of
Maritime Security and Response Operations activities in U.S. ports.

Improve International Ship and Port Facility Security Code implementation in foreign
ports that send ships to the United States.

Explore potential use of floating security barriers atcritical infrastructure and key
resources to provide deterrence and resilience.

Conduct random, unpredictable operations, such as Visible Intermodal Prevention and
Response (VIPR) team deployments, to mitigate terrorist risk to the traveling public
and maritime infrastructure.

The USCG’s International Port Security (IPS) Program conducted assessments of
156 foreign port facilities in 52 countries in 2017 while imposing conditions of entry
on vessels arriving from 19 countries. The IPS Program also conducted 32 capacity
building activities in 13 countries with marginal port security in order to improve the
effectiveness of the countries’ anti-terrorism measures in place attheir ports. This
program coordinates closely with the Department of State in conducting its mission.
As part of the MTSA security program, Facility Inspectors conducted a combined
58,234 visual and/or electronic inspections of Transportation Worker Identification
Credential (TWIC) cards and identified 693 mstances of non-compliance with TWIC
requirements.

The USCG released a draft cyber NVIC for public comment, which highlights our
commitment to open dialogue with the maritime industry to ensure future collective
buy-in on managing cyber risks.
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e Completed more than 5900 security compliance spections required by the Security
and Accountability For Every Port Act of 2006 (SAFE Port Act, Pub.L. 109-347).

Goal 2: Enhance effective domain awareness of maritime transportation systems and

threats

2017 Overall Assessment: The Maritime Transportation Subsector developed tools, portals,
and capabilities to more effectively share critical information. The USCG continues to work
with security partners on enhancing Maritime Domain Awareness tools and capabilities.
Specific focus has been to improve the reporting of cyber-related security incidents and
modification to the MTS Recovery Common Assessment and Reporting Tool to include new
categories of Essential Elements of Information this year. The USCG also retired the legacy
Homeport system and implemented Homeport 2.0. The new system’s upgrades included
fewer site navigation menus and more efficient and secure search functions.

Objective 1: Improve the security, resilience, and regulatory (Fe deral/state/local/tribal/
territorial) information sharing process throughout the M TS community

Objective 2: Improve MTS stakeholder participation in the risk management process
for security and resilie nce prioritization and programming

Activities:
e Enhance Maritime Domain Awareness tools and capabilities.
e Improve effectiveness of port exercise programs by designing exercise objectives and
events based on analysis of data from the Maritime Security Risk Analysis Model.
e Enhance resilience of cyber systems through expanded exercises and assessments.

2017 Key Accomplishments:

e The USCG Homeport Internet Portal (HIP) was used to facilitate compliance with the
requirements set forth in the MTSA by providing secure information dissemination,
advanced collaboration, electronic submission and approval for vessel and facility
security plans, and complex electronic and telecommunication notification capabilities.

e The National Maritime Security Advisory Committee (NMSAC) provided
recommendations on the USCG’s Guidelines for Addressing Cyber Risks at MTSA-
regulated facilities. NMSAC continued its efforts with the Chemical Transportation
Advisory Committee to provide recommendations to the USCG on the development of
security measures aimed at preventing incidents involving the use of hazardous cargoes
as weapons in the maritime environment. Finally, NMSAC members assisted the
USCG in making recommendations in its regulatory reform effort, as outlined in
Executive Orders 13771 and 13783.
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Goal 3: Safeguard privacy, civil liberties, and civil rights; and the freedom of movement
of people and commerce

2017 Overall Assessment: The Maritime Subsector continues to work with its security
partners and stakeholders on privacy and the civil rights and liberties of individuals and
entities to ensure the freedom of movement.

Objective: Collaborate with international partners to increase the resilience of key
foreign ports and foreign infrastructure critical to the MTS and global supply chain

Activities:
e Enhance jont CBP/USCG practices and use of the Maritime Infrastructure Recovery
Program for the expeditious recovery of trade after an attack.
e Enhance preparedness of ports through the Area Maritime Security Committee
Improvement Process.

2017 Key Accomplishment:

e Using AMSTEP, Federal Maritime Security Coordinators and their AMSC test the
effectiveness of their respective port-level AMS Plans and support maritime security
preparedness regimes through the engagement of Federal, state, local, tribal, and
territorial government, and private sector stakeholders. The following training events
were conducted:

S ; Full- Maritime
Training : Tabletop | Functional AMS | AMS :
Seminars | Workshops . i scale . security
Events Exercises | Exercises Exercises Drills | Games operations*
2016 | 93 11 4 28 11 21 12 1 5
2017 | 81 7 8 24 8 12 18 0 4

*Received exercise credit since operations were conducted during realevents.

C. Surface Transportation Subsector

The Surface Transportation Subsector enhances security
through a risk-based approach to prevent terrorist attacks,
protect people and critical assets and systems, and support
response to national transportation security incidents. The
subsector consists of four transportation modes: Mass Transit
and Passenger Rail, Freight Rail, Highway and Motor Carrier,
and Pipeline.

The strategy is to identify risk and implement mitigating activities within the stakeholder and
security partner areas of security operations. The subsector’s ability to analyze gaps identified
by a vulnerability assessment process and apply practical mitigating activities leads to
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continuous improvement of activities associated with the threat detection, deterrence, and
resilience goals.

To remain effective in a changing surface transportation threat environment, the Subsector
continually engages in research and development by planning, developing, and executing
assessment processes to determine innovative and emerging technology suitability, effectiveness,
and feasibility in surface transportation venues. Italso coordinates and manages test beds with
non-aviation stakeholders and technology end-users to assess promising technology solutions
and other tools to drive mission success, address current and emerging threats, close capability
gaps, and reduce risk of serious disruptions to surface transportation stakeholders. Modal-
specific tests beds are discussed in the below tables.

Changes to policy, regulations, legislation, or budget are identified in this annual review where
necessary. These assessments highlight issues associated with the NSTS implementation
strategies, information sharing and risk analyses that continue to advance progress of NSTS
goals, objectives, and activities.

The subsector’s primary security focus is on cooperation, coordination, and oversight. Of
highlight, TSA conducted over 200 voluntary security assessments for pipeline, mass transit, and
over-the-road bus entities and school bus districts to help raise the national security baseline,
which is consistent with the level of assessments conducted in past years. These review
programs analyze security standards and security programs for each system and identify
opportunities to further enhance security.

Table 5: Mass Transit and Passenger Rail (MTPR) Progress Assessment

Goal 1: Manage risks to trans portation systems from terrorist attacks and enhance

system resilience

Overall Assessment: In2017 MTPR security partners continued to pursue a risk-based
security posture. TSA and the system owners and operators jointly develop security policies
and mitiatives to secure MTPR systems, including conducting drills and exercises, promoting
security awareness training, identifying and facilitating infrastructure protection, and
promoting and conducting operational deterrence activities. Two examples include the
Amtrak-led Regional Alliance Including Local, State, and Federal Efforts (RAILSAFE), and
the VIPR Program. These activities provide heightened station and right-of-way patrols,
increased security presence onboard trains, explosives detection canine sweeps, random
passenger bag inspections, and counter-surveillance.

Amtrak and partners conducted eight RAILSAFE operations averaging over 150 stations and
1,000 personnel. This program, coupled with more than 2,600 random VIPR deployments,
provide animportant and robust operational deployment capability for the industry. It is also
important to note that many of our partners conduct these activities on a routine basis through
their anti-terrorism programs. TSA facilitated seven Intermodal Security Training and
Exercise Program (I-STEP) exercises, helping transportation entities testand evaluate their
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security plans, including prevention and preparedness capabilities, response abilities, and
cooperation with first responders. In addition, the Exercise Information System (EXIS), which
is a TSA-sponsored online exercise tool, guides government and industry users through the
exercise planning process and provides resources to design, document, and evaluate exercises
for all transportation modes. While TSA works with many operators on conducting planning
and coordinating exercises, many public transportation agencies conduct routine drills and
exercises as part of their overall security program.

Objective 1: Sustain effective security assessments and planning in the critical mass

transit and passenger rail industries through the identification of threats, assessment of
vulnerabilities, and e valuation of potential conseque nces

Activity: Develop, periodically review, and update security plans based on available
information.

Key Accomplishments:

e Conducted over 40 Baseline Assessment for Security Enhancement (BASE)
evaluations at high-risk agencies (i.e., those with at least 60,000 daily unlinked
passenger trips) to review established written security programs and emergency
management plans. Results indicated that 85 percent of the assessed systems received
a passing score equal to or greater than 70 percent, indicating that these agencies have
effective planning and management processes in place.

e Assessed the vulnerabilities of MTPR vehicles through modeling and simulation, and
live explosive validation, in partnership with the U.S. Department of Transportation’s
(DOT) Transportation Technology Center Inc.

Objective 2: Provide effective security training for frontline employees of mass transit

and passenger rail entities

Activity: Conduct training of frontline employees to enable them to identify, prevent, deter,
and respond to threats.

Key Accomplishments:

e Trained 143 MTPR individuals on First Observer Plus ™

e BASE evaluations conducted at high-risk agencies to measure progress in establishing
and maintaining Security and Emergency Training Programs showed that 85 percent
of those systems assessed received a passing score equal to or greater than 70 percent,
indicating that agencies continue to excel in maintaining effective security training
programs. Public Transportation agencies continue to train their employees, update
and modify programs as appropriate, and use federal resources as needed.

e Distributed approximately 41,185 Counterterrorism Guides to 28 transit organizations,
the American Public Transportation Association (APTA) members, and 18 TSA
Surface Inspector field offices. Provided over 13,465 Cyber Counterterrorism Guides
to 20 MTPR organizations and 17 TSA Surface Inspector field offices for expanded
distribution to appropriate frontline employees as part of a cooperative effort to
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improve MTPR system security.

e Adjudicated comments for the Security Training Surface Transportation Employees
Notice of Proposed Rulemaking (NPRM). The Final Rule is on the DHS Unified
Agenda to be published in 2018, subject to regulatory reform requirements under
Executive Order 13771, Reducing Regulation and Controlling Regulatory Costs.

e Adjudicated comments on the Surface Transportation Vulnerability Assessments and
Security Plans (VASP) Advanced Notice of Proposed Rulemaking (ANPRM).

Objective 3: Conduct effective exercises employing realistic threat scenarios that

evaluate and identify opportunities to improve security and resilience

Activity: Mass transit and passenger rail systems either conduct or participate in exercises
designed to evaluate the preparedness for, and response to security events.

Key Accomplishments:

e Completed sevenI-STEP exercises, which is in line with program targets and goals, at
the following locations: Austin, TX; Chicago, IL; Newark/Amtrak, Sonoma, CA;
Minneapolis, MN; Los Angeles, CA; and Cleveland, OH.

e Conducted a Chemical Workshop with 11 industry partners, three associations, FBI,
DOT, and Federal Emergency Management Agency (FEMA) representatives to
enhance preparedness and prevention for the sector.

e Developed the Security Enhancement Through Assessments (SETA) pilot program to
simulate a coordinated terrorist attack by covertly placing unattended bags/suspicious
bags on multiple transit vehicles simultaneously. Two SETA activities were
conducted in 2017. The SETA program consists of five elements that are completed
in three phases:

o Identifying vulnerabilities and establishing the baseline security posture.
o Mitigating the vulnerability through security training.
o Reassessing and developing plans to maintain an effective security posture.

Objective 4: Maintain and enhance programs to appropriately secure critical surface

transportation physical and cyber infrastructure

Activity: Establish criteria to identify infrastructure that is most critical.

Key Accomplishments:

e Awarded over $17.2 million for assets on the top transit asset list (TTAL) and another
$29.2 million for other critical infrastructure protection projects through the Transit
Security Grant Program (TSGP) in FY 2017. The TTAL consists of 68 nationally
recognized critical infrastructure assets, such as stations, bridges, and underwater
tunnels, considered vital to the functionality and continuity of major transit systems,
as compiled by TSA in collaboration with industry partners and other federal
agencies. Examples of funding priority areas include mobile explosive screening and
canine teams, vulnerability assessments and security plans, drills and exercises, and

N,
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training. Since 2006, more than $991 million has been awarded for TTAL and other
critical infrastructure protection remediation projects.

e Worked closely with owners and operators to introduce new technology and
approaches to securing public spaces in transportation. TSA invests its resources to
help these owners and operators assess risks in their operations and then works with
them to develop and implement risk-mitigating solutions. The inherently open and
expansive scope of transportation public spaces and the evolving threat require TSA
to continue researching and developing mnovative processes and technologies to
increase security without creating undesired financial or operational burdens. TSA
incorporates the needs and capability gaps regarding public spaces into our work to
influence and stimulate the development of new security technologies in the
marketplace. TSA has established collaborative operational test beds across the
country for the MTPR mode, and critical infrastructure protection security technology
projects to address the threat demonstrated from attacks worldwide.

e Utilized the test bed program to assess marketplace and emergent technologies to
improve MTPR security. Large-scale projects were conducted with Amtrak, Los
Angeles Metro; New Jersey Transit; Bay Area Transit; and Washington Metropolitan
Area Transit Authority. Examples include next generation at-range standoff person-
borne improvised explosive device detection technologies, under-vehicle screening at-
speed technologies, and other significant breakthroughs in advanced infrastructure
protection.

e Conducted 3,702 Risk Mitigation Activities for Surface Transportation (RMAST)
assessments, which use risk-based, intelligence-driven processes and procedures to
mitigate current threats and vulnerabilities. During pre-operational planning, TSA, in
collaboration with stakeholder security personnel, determines which risk mitigation
activities are used, and progress/results are tracked by TSA. RMAST activities were
assessed with the SETA program, indicating an overall improvement of 44 percent in
2017, from 32 percent to 76 percent, once RMAST was deployed.

Objective 5: Maintain and enhance programs to appropriately secure the physical and

cyber components of critical mass transit and passenger rail infrastructure and systems

Activity: MTPR systems continue to apply measures that mitigate security risks of the
transportation network.

Key Accomplishments:

e MTPR stakeholders, transit police, FBI, and cybersecurity experts participated in the
annual MTPR Security Roundtable in Baltimore, MD. Industry continues to indicate
that this forum provides valuable security information and insights.

e Conducted five cybersecurity workshops across the nation in partnership with
industry.

e Continued to work with the MTPR community to provide data and information
gleaned from five MTPR technology test beds across the country.
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Goal 2: Enhance effective domain awareness of transportation systems and threats

Overall Assessment: Collaboration between TSA and industry on intelligence and
information products, best practices, and protective measures occurs through daily interaction
and engagement, as well as through formal structures, including the DHS-led Critical
Infrastructure Partnership Advisory Council framework, Sector Coordinating Council, and
other industry-centric organizations, such as the Mass Transit Policing and Security Peer
Advisory Group that represents the top high-risk MTPR systems across the United States,
Canada, and the United Kingdom. TSA also strongly encourages the use of the See
Something, Say Something ™ public awareness campaign. Similarly, TSA’s Not On Our
Watch program is focused on the surface transportation community and is designed to make
employees of surface transportation systems part of awareness programs intended to safeguard
transportation systems against terrorism and other threats.

Objective 1: Maintain and enhance the means and me chanisms for receiving suspicious
information reports from transit agencies, passenger rail operators, and personnel, and

for sharing timely and rele vant information and intelligence betwe en government
agencies, and mass transit and passenger rail operators

Activity: Evaluate and improve the quality of intelligence and information products and the
unclassified information delivery system provided to the mass transit and passenger rail
owners and operators.

Key Accomplishments:

e MTPR operators reported significant security concerns to the Transportation Security
Operations Center, which then provides daily, monthly, and annual reports with
analysis of trends.!® The monthly and annual reports are forwarded to MTPR security
coordinators.

e MTPR stakeholders, transit police, FBI, and cybersecurity experts participated in the
annual MTPR Security Roundtable. Physical and cybersecurity experts came together
to inform and share their perspective on law enforcement and cybersecurity issues.

e APTA convened a Communications and Control Systems Recommended Practice
Working Group meeting with industry and the DHS National Cybersecurity
Communications and Integration Center (Industrial Control Systems-Cyber
Emergency Response Teams) to review and discuss DHS incident response support
capabilities for the Nation’s top passenger rail agencies.

Objective 2: Engage first responders and the public to understand community risks

related to mass transit passenger rail infrastructure and services, to promote
preparedness for se curity concerns, and to improve community resilience

'8 Required by 49 C.F.R. 1580.203
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Activity: Promote use of effective public awareness campaigns in communities served by
mass transit and passenger rail operations.

Key Accomplishments:

e Facilitated over 12 Peer Advisory Group and industry-wide calls, scheduled monthly
or event-driven, to discuss emerging threats, intelligence updates, security challenges
overseas, and issues of national MTPR security concern.

e Hosted monthly transit industry information sharing teleconference calls to
disseminate intelligence information and security program updates.

e Issued two Surface Transportation Cybersecurity Awareness Messages and
14 Security Awareness Messages (SAM) during times of heightened alert or in
response to terrorism events, providing security information and awareness
information that emphasize threat-specific existing security measures and/or
recommend voluntary protective measures.

e Supported eight Amtrak-led Operation RAILSAFE activities that were planned for the
year. On average, RAILSAFE activities included over 170 agencies across 41 states,
over 1,000 personnel, and over 150 stations per event.

e Funded APTA to manage the Public Transportation Information Sharing and Analysis
Center (PT-ISAC) that provides a 24/7 Security Operating Capability for MTPR-
specific critical mformation/intelligence requirements for incidents, threats, and
vulnerabilities. It also disseminates the Transit and Rail Intelligence Awareness Daily
Report and offers additional cyber daily reports, as well as other critical reports.

Goal 3: Safeguard privacy, civil liberties, and civil rights; and the freedom of movement

of people and commerce

Overall Assessment: The MTPR mode continued to focus on safeguarding privacy and
developing policy consistent with applicable privacy, civil liberties, and civil rights laws by
conducting privacy impact assessments and addressing privacy complaints. TSA’s social
media customer service program provided timely information, improved customer service, and
useful interactions with the American people. This award-winning outreach program is
designed to better inform travelers of security initiatives, thereby reducing their stress and
improving the security process.

Objective 1: Protection of civil liberties and freedom of move ment of people and

commerce

Activity: Develop policy pursuant to applicable privacy, civil liberties, and civil rights laws,
regulations, and policies.

Key Accomplishments:

e Evaluated all field activities to ascertain compliance with established laws, regulations,
and policy.
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e Performed significant outreach and training to educate field operations on transgender
issues.

e Published a Privacy Impact Assessment (PIA) for the TSA Contact Center, as a standalone
from the DHS General Contact Lists PIA, and updated the PIA for the Encounters Analysis
Program. !?

e Continued to grow TSA’s social media presence in 2017. TSA’s Instagram account
has more than 840,000 followers and was one of five nominees for two prestigious
Webby Awards next to the likes of Conan O’Brien and The Onion. The main Twitter
account shared 1,100 tweets, resulting in more than 31 million impressions and over
206,000 followers. In November, TSA officially launched a Facebook page and
broadcasted its first Ask Me Anything on Facebook Live with more than 5,000 views.

Table 6: Freight Rail Progress Assessment

Goal 1: Manage risks to trans portation systems from terrorist attack and enhance

system resilience

Overall Assessment: Federal security partners and industry stakeholders continue to sustain a
risk-based security posture. Freight railroads continue to sustain the reductions in risk
associated with the transportation of Rail Security-Sensitive Materials (RSSM) that have been
achieved over the last decade. The application of risk-based priorities including planning,
training, exercises, risk reducing practices, information sharing, community outreach, and
critical infrastructure protection has enabled the freight railroads to reduce the risks to their
operations and the national freight rail network.

Objective 1: Sustain effective security plans through the identification of thre ats,

assessment of vulne rabilities, and e valuation of potential conse que nces

Activity: Develop, periodically review, and update security plans based on available
information.

Key Accomplishment: One hundred percent of railroads that transport RSSM through High
Threat Urban Areas (HTUA) reported having security plans and contingency preparations to
implement enhanced risk mitigating measures at elevated terrorism alert levels.

Objective 2: Provide effective training for railroad frontline employees

| Activity: Conduct training of frontline employees to identify, prevent, deter, and respond to

¥ Privacy documents for TSA listed at https://www.dhs.gov/priva
adminis tration-tsa
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Key Accomplishments:

e Approximately 80,000 frontline employees of Class I railroads received or participated
in security awareness training, which is approximately 49 percent of the total Class I
Railroad workforce.?0

e Distributed 17,590 freight railroad-specific and cyber counterterrorism guides to
industry stakeholders in continued effort to enhance the recognition of indicators of
possible terrorist activity.

e Adjudicated comments for the Security Training Surface Transportation Employees
NPRM. The Final Rule is on the DHS Unified Agenda to be published in 2018,
subject to regulatory reform requirements under Executive Order 13771, Reducing
Regulation and Controlling Regulatory Costs.

e Adjudicated comments on the Surface Transportation VASP ANPRM.

Objective 3: Conduct effective e xercises employing realistic thre at scenarios that

evaluate and identify opportunities to improve security and resilience

Activity: Railroads either conduct or participate in exercises designed to evaluate the
preparedness for, and response to, security events.

Key Accomplishments:

e The Class I railroads conducted and participated in over 200 exercises focused on
preparedness to address general or specific threats and security-related incidents or
contingencies.

e Facilitated the use of the Simulation Deck platform during the Association of
American Railroads’ annual security exercise, which added real-world feel by injecting
simulated media (video, radio, blogs, and social media) into the exercise environment.

Objective 4: Maintain and enhance programs to appropriately secure critical railroad

physical and cyber infras tructure

Activity: Establish or update criteria to identify which infrastructure is most critical, and
enhance programs to appropriately secure railroad critical infrastructure.

Key Accomplishments:
e Completed data collection and review of bridge and tunnel assessments since 2009 and
nitiated a process to update key mformation about bridges.
e Continued to improve three test beds, including freight rail bridges and the
infrastructure protection projects in northern New Jersey. Continued outreach to the

0 The Class I Railroads workforce is approximately 163,494 people; however, the entire workforce is not
considered “front-line” employees thatrequire training.
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surface transportation industry to provide data and information gleaned from those
initiatives.

e Mitigated current threats and vulnerabilities using RMAST activities, which typically
include TSA Surface Transportation Security Inspectors (TSIs) discussing security
awareness issues with stakeholder security and operational personnel.

Objective 5: Maintain operational procedures for reducing the risk associated with the

transportation of passengers and materials of concern

Activity: Railroad carriers and shippers and receivers of RSSM continue to apply measures
that mitigate security risks of the HTUA transportation of these materials.

Key Accomplishments:

e Conducted 2,672 inspections for compliance with the RSSM chain of custody
regulations, indicating an industry compliance rate of 99.52 percent. The railroads, as
required by 49 C.F.R. 1580.107, continued to apply operational measures that reduce
the vulnerability of RSSM transiting one or more HTUAs. These measures include
inspecting RSSM cars and securing exchange of custody at points of origin,
interchange with other railroads, and points of delivery.

e Monitored the attendance of rail tank cars containing toxic inhalation hazard (TIH)
materials being temporarily held or stopped in HTUAs. Conducted 9,338 observations
of TIH tank car attendance, indicating an industry attendance rate of 99.02 percent.

Goal 2: Enhance effective domain awareness of transportation systems and thre ats

Overall Assessment: TSA and its Federal partners worked with industry organizations, such
as the Railway Alert Network, to ensure rail security coordinators were provided with a
variety of informational products to provide continuous awareness and assist in strategic and
tactical planning for existing and emerging threats. Many of these products serve as the basis
for educational and training materials for frontline employees. TSA routinely provides
information on both kinetic and cyber threats to the railroad operators. TSA also regularly
participates in the Association of American Railroads Rail Security Working Committee
meetings.

Objective 1: Maintain and enhance mechanisms for information and intelligence sharing

between the railroad industry and government

Activity: Ensure delivery of timely, meaningful, and actionable intelligence and security
information products to rail security coordinators.

Key Accomplishments:
e Distributed more than 60 separate security information and intelligence products to
designated rail security coordinators and security partners, including those produced by
TSA, other DHS components, and Federal agencies. Examples of information and
intelligence products include TSA Modal Threat Assessments, SAMs, Transportation
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Intelligence Notes, and DHS Joint Intelligence Bulletins.

e Provided monthly reports analyzing “significant security concerns”?! made by
railroads and summarized them to provide quarterly reports with trend analysis.

e Maintained and managed a database of Rail Security Coordinators for freight railroads,
hazardous materials shippers, and hazardous materials receivers.

Objective 2: Engage with first responders and the public to provide awareness of

security concerns associated with railroad operations to promote situational se curity
awareness and preparedness

Activity: Conduct activities and information sharing with law enforcement, public safety, and
the general public that improve security awareness and understanding of the railroad's
operations.

Key Accomplishment: Reported over 5,000 security awareness engagements that include
interactions with law enforcement, emergency responders, and the public in their operating
areas.

Goal 3: Safeguard privacy, civil liberties, and civil rights; and the freedom of movement

of people and commerce

Overall Assessment: The FR mode continued to focus on safeguarding privacy and
developing policy consistent with applicable privacy, civil liberties, and civil rights laws by
conducting privacy impact assessments and addressing privacy complaints. TSA’s social
media customer service program provided timely mformation, improved customer service, and
useful interactions with the American people. This award-winning outreach program is
designed to better inform travelers of security initiatives, thereby reducing their stress and
improving the security process.

Objective 1: Protection of civil liberties and freedom of move ment of people and

commerce

Activity: Develop policy consistent with applicable privacy, civil liberties, and civil rights
laws, regulations, and policies.

Key Accomplishments:
e Evaluated all field activities to ascertain compliance with established laws, regulations,
and policy.
e Performed significant outreach and training to educate field operations on transgender
issues.

! Pursuant to 499 C.F.R. part 1580
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e Published a Privacy Impact Assessment (PIA) for the TSA Contact Center, as a standalone
from the DHS General Contact Lists PIA, and updated the PIA for the Encounters Analysis
Program.??

e Continued to grow TSA’s social media presence in 2017. TSA’s Instagram account
has more than 840,000 followers and was one of five nominees for two prestigious
Webby Awards next to the likes of Conan O’Brien and The Onion. The main Twitter
account shared 1,100 tweets, resulting in more than 31 million impressions and over
206,000 followers. In November, TSA officially launched a Facebook page and
broadcasted its first Ask Me Anything on Facebook Live with more than 5,000 views.

Table 7: Highway and Motor Carrier Progress Assessment

Goal 1: Manage risks to transportation systems from terrorist attacks and enhance

system resilience

Overall Assessment: TSA collaborates with Highway and Motor Carrier (HMC) owners and
operators to identify risks to critical systems and services, and aid n implementing risk-
mitigating policies and programs to address gaps that may exist. BASE reviews of the largest
trucking carriers, motorcoach operators, and pupil transportation operations further help
stakeholders to understand and close security gaps in their systems. EXercise programs are
essential to assist operators in directing their resources and efforts toward effective risk
reduction. TSA facilitates I-STEP exercises to help HMC entities test and evaluate their
security plans. In addition, EXIS, a TSA-sponsored online exercise tool, guides government
and industry users through the exercise planning process and provides resources to design,
document, and evaluate exercises for all transportation modes. Training resources, including
the First Observer Plus ™ security training program and Counterterrorism Guides, aid in
informing a large percentage of the HMC employee population of security responsibilities and
actions to identify and report security concerns.

Objective 1: Sustain effective security plans through the identification of thre ats,

assessment of vulnerabilities, and evaluation of potential conse que nces

Activity: Develop vulnerability assessments and security planning guidance and tools for use
by operators.

Key Accomplishment: Completed 126 (25 trucking; 12 school bus; 54 school district;

24 over-the-road bus (OTRB); and 11 OTRB terminal) BASE assessments that provide a
random sample of operators’ voluntary implementation of recommended security measures.
Due to the HMC mode’s large number of operators, TSA conducted random assessments to

*2 Privacy documents for TSA listed at https://www.dhs.gov/privacy -documents-transportation -security- e

administration-tsa
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identify progress and need-to-improve areas in security plans.

Objective 2: Provide effective training for highway frontline employees

Activity: Develop training resources and tools for use by operators based on identified needs
(Le., vulnerabilities, threat indicators, threat incident response protocols).

Key Accomplishments:

e Assisted with the development and publication of the mode-specific First Observer
Plus ™ modules for highway sub-modes. Delivered First Observer Plus ™ training to
the following industry stakeholders:

o TCW, Inc. trucking company, January 2017

United Motorcoach Association (UMA), February 2017

Glendale, AZ School District, February 2017

National Center for Spectator Sports Safety and Security, February 2017

American Society of Safety Engineers (ASSE), March 2017

Detroit Area Parking Operators and Arena/Stadium Security Representatives,

March 2017 (included train-the-trainer sessions)

International Parking Institute (IPI), May 2017 (included train-the-trainer

sessions)

o California Bus Association, August 2017

o Orlando OTRB Operators and TSA Inspectors, September 2017 (included
train-the-trainer sessions)

o International Pipeline Forum, October 2017

o Julliard School, Long Island Transportation, November 2017

e Published Vehicle Ramming Attacks guidance in May 2017, which is the first
comprehensive analysis of this rapidly-spreading threat.

¢ Adjudicated comments for the Security Training Surface Transportation Employees
NPRM. The Final Rule is in departmental review and is on the DHS Unified Agenda,
subject to regulatory reform requirements under Executive Order 13771, Reducing
Regulation and Controlling Regulatory Costs.

e Adjudicated comments on the Surface Transportation VASP ANPRM.

e Provided HMC Toolkit, HMC Counterterrorism Guides (19,352 school bus; 4,721
OTRB; 13,594 trucking; and 9,980 highway infrastructure), active shooter response
cards, and terrorism indicator cards to industry stakeholders as part of a cooperative
effort to improve HMC security.

O C 0O 00
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Objective 3: Conduct effective e xercises employing realistic thre at scenarios that

evaluate and identify opportunities to improve security and resilience

Activity: Use exercise program to evaluate the resilience of OTRB operations to terrorist
attacks.

Key Accomplishment: Completed six [-STEP exercises in Kansas City, KS; New Orleans,
LA; Northern Virginia; Schaumburg, IL; Peoria, IL; and Houston, TX. In addition, TSA
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conducted on-site industry partner EXIS enrollments ateach location and identified best
practices from each exercise.

Objective 4: Maintain and enhance programs to appropriately secure critical physical

and cyber infrastructure

Activity: Coordination and collaboration with industry to identify both physical and cyber
vulnerabilities.

Key Accomplishments:

e Provided cybersecurity toolkit and other cyber security information throughout the
HMC stakeholder community.

e Conducted 345 RMASTSs, which is designed to mitigate threats and vulnerabilities, and
typically include TSA Surface TSIs providing and discussing DHS/TSA-developed
security-related materials with stakeholder personnel.

e Completed distribution of all TSA and Army Corps bridge and tunnel assessments and
final reports, including classified appendices where appropriate, to state homeland
security directors and DOTs.

Objective 5: Maintain operational procedures for reducing the risk associated with the

transportatlon of passengers and materials of concern

Activity: Continuous development of options to mitigate potential threats to HMC operations.

Key Accomplishment: Provided relevant counterterrorism information to stakeholders along
with security tools and resources to mitigate potential threats, ncluding six I-STEP exercises
and the distribution of HMC security resources, such as the HMC Toolkit, HMC
Counterterrorism Guides (19,352 school bus; 4,721 OTRB; 13,594 trucking; and

9,980 highway infrastructure), active shooter response cards, and terrorism indicator cards.

Goal 2: Enhance effective domain awareness of transportation systems and thre ats

Overall Assessment: TSA continued to develop highly cooperative stakeholder relationships
by expanding domain awareness training and information sharing activities. It routinely
provides information on both kinetic and cyber threats to the HMC industries. TSA also
routinely participates in industry events and on security committees to raise the level of
awareness and provide security tools and resources to private entities for implementation.

Objective 1: Maintain and enhance the mechanisms for information and intelligence

sharing between the highway and motor carrier industry and government

Activity: Evaluate and improve the quality of intelligence and information products and the
unclassified information delivery system provided to the HMC operators and infrastructure
owners.

Key Accomplishments:
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e Conducted quarterly conference calls providing stakeholders with current intelligence
and threat briefs, updates on programs and policies, and an opportunity for stakeholder
questions and comments.

e Issued 14 SAMs to industry during times of heightened alert or in response to real
world terrorism events, providing security information and awareness information that
emphasize threat-specific existing security measures and/or recommend voluntary
protective measures.

e Conducted stakeholder follow-up calls with all modal stakeholders in the wake of
significant terrorist attacks overseas. Eachcall included current threat and technique
analysis and opportunity for stakeholder questions and input.

e Sponsored the delivery of daily reports to stakeholders through the Public Transit-
Surface Transportation-OTRB Information Sharing and Analysis Center.

Objective 2: Engage with first responders and the public to provide awareness of
security concerns associated with highway operations, and to promote situational and
security awareness, and pre paredness. Use the TSA Intermodal Se curity Training and

Exercise Program and Exercise Information System programs to identify lessons learned
and promote risk reduction activities throughout the highway and motor carrier
lands cape.

Activity: Conduct effective exercises with both private and public partners in high-risk areas
by employing realistic threat scenarios that evaluate and identify opportunities to improve
security resilience.

Key Accomplishments:

e Planned, budgeted, and executed six I-STEP exercises with local, state, and Federal
law enforcement and first responder entities. Locations included:
o Kansas City, KS (school bus)

New Orleans, LA (all modes)

Northern Virginia (trucking)

Schaumburg, IL (Chicago metro area) (trucking)

Peoria, IL (school bus)

Houston, TX (highway infrastructure)

e Provided security awareness and TSA security initiative updates at more than 21
public/private stakeholder events/calls.

e Coordinated with the DHS Office for State and Local Law Enforcement to develop the
SETA pilot program, which simulates coordinated terrorist attacks by covertly placing
unattended bags/suspicious bags on multiple transit vehicles simultaneously. In 2017,
two SETA activities were conducted on school districts.

e Distributed bridge and tunnel vulnerability reports generated by the U.S. Army Corps
of Engineers project to state homeland security directors, state departments of
transportation homeland security officers, and to the Transportation Research Board
within the National Academy of Sciences, for use as guidance in construction of new
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bridges and tunnels.

Goal 3: Safeguard privacy, civil liberties and civil rights, and the freedom of move ment

of people and commerce

Overall Assessment: The HMC mode continued to consider the privacy, civil liberties, and
civil rights of individuals and corporations in developing and implementing policies and
processes ensuring the freedom of movement of people and commerce. All related HMC risk-
based security initiatives and activities were evaluated to ensure compliance with established
standards and policy. Additionally, HMC stakeholders responded well to voluntary
participation in BASE assessments with the assurance that findings and recommendations are
closely held under Sensitive Security Information standards or, where appropriate, classified
information policies. BASE assessments and U.S. Army Corp of Engineers structural visits
are scheduled to ensure the flow of commerce is not interrupted.

Objective 1: Protection of civil liberties and fre edom of move ment of people and

commerce

Activity: Develop policy consistent with applicable privacy, civil liberties, and civil rights
laws, regulations, and policies.

Key Accomplishments:
e Evaluated all field activities to ascertain compliance with established laws, regulations,
and policy.
e Performed significant outreach and training to educate field operations on transgender
issues.

e Published a Privacy Impact Assessment (P1A) for the TSA Contact Center, as a standalone
from the DHS General Contact Lists PIA, and updated the PIA for the Encounters Analysis
Program. >’

e Continued to grow TSA’s social media presence in 2017. TSA’s Instagram account
has more than 840,000 followers and was one of five nominees for two prestigious
Webby Awards next to the likes of Conan O’Brien and The Onion. The main Twitter
account shared 1,100 tweets, resulting in more than 31 million impressions and over
206,000 followers. In November, TSA officially launched a Facebook page and
broadcasted its first Ask Me Anything on Facebook Live with more than 5,000 views.

Table 8: Pipeline Progress Assessment

Goal 1: Manage risks of terrorist attacks and enhance systems resilience

¥ Privacy documents for TSA listed at https://www.dhs.gov/privacy -documents-transportation -security-

adminis tration-tsa —
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Overall Assessment: TSA worked with government and industry stakeholders to secure the
Nation’s pipeline systems from terrorist attacks through voluntary security program
implementation, robust industry engagement, and collaborative technology testbeds. TSA
industry security partners continued to use the Critical Facility Security Review (CFSR) and
Corporate Security Review (CSR) programs to assess risk throughout the operating
environment of the top 100 critical pipeline systems. Both programs highlight stakeholder
opportunities to implement the 2011 TSA Pipeline Security Guidelines and share industry
smart/best practices. Additionally, plans designed to enhance CSR delivery reached fruition as
TSA secured a new contract to support CSR execution and analysis. TSA worked with
stakeholders to implement the NIST Cybersecurity Framework through industry engagement
in drafting an update to the TSA Pipeline Security Guidelines.

Objective 1: Maintain operational protocols for reducing the risk associated with the

transmission through pipelines of natural gas, hazardous liquids, and materials
categorized as toxic inhalation hazards

Activity: Strategically integrate TSA Pipeline Security Guidelines throughout the security
operations environment of industry partners owning and operating our Nation’s most critical
natural gas and hazardous liquid pipeline systems by continued engagement of the CSR and
CFSR programs and related processes.

Key Accomplishments:

e Engaged with stakeholders through the CSR and CESR programs and process to
collaboratively integrate TSA Pipeline Security Guidelines throughout the industry’s
security operations environment at the top 100 critical pipelne systems.

e Continued two pipeline site security technology test beds, including advanced
infrastructure protection technologies.

Objective 2: Enhance cyber security ofthe pipeline critical infrastructure

Activity: Conduct outreach with pipeline industry stakeholders on the voluntary
implementation of the principles and best practices of risk management through the NIST
Framework for Improving Critical Infrastructure Cybersecurity.

Key Accomplishments:

e (Conducted significant outreach to industry stakeholders in drafting an update to the
TSA Pipeline Security Guidelines, including integration of the NIST Cybersecurity
Framework.

e Continuing a pilot program initiated in 2016, conducted cyber assessment reviews at
one pipeline company, in collaboration with the Federal Energy Regulatory
Commission.

Goal 2: Enhance effective domain awareness of transportation systems and thre ats

Overall Assessment: TSA’s strong stakeholder engagement program remained focused on
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delivering value-added situational awareness messages, intelligence briefings, and other
information sharing products through a trusted, effective network consisting of pipeline
industry and government partners. In addition, TSA uses these same information sharing
networks to:
e Coordinate and deliver training;
e Coordinate security exercises, assessments, and reviews;
e Deliver industry-specific training materials such as Pipeline Counterterrorism
Guides,and online resources;
Share smart/best practices; and
Share security guidelines.

As prescribed in the DHS National Infrastructure Protection Plan, TSA relies on the Critical
Infrastructure Partnership Advisory Council (CIPAC) process to facilitate government and
industry information and intelligence sharing and security planning, coordination, and
execution. Under the CIPAC, TSA actively participates with the Oil and Natural Gas Sector
Coordinating Council and Energy Government Coordinating Council regarding intelligence
and information sharing, pipeline security strategies, policies, activities, capability gaps,
technology initiatives, and related issues. In addition, TSA continued to work collaboratively
with the Canadian Government (Natural Resources Canada) on matters of mutual interest
including information sharing and industry outreach.

Objective 1: Enhance the means to share information and intelligence between the

pipeline industry and gove rnme nt

Activity 1: Assess opportunities for enhanced information sharing processes with the natural
gas and hazardous liquid pipeline community through industry-developed activities such as
Information Sharing and Analysis Centers.

Key Accomplishment: Continued outreach to the pipeline industry, including distribution of
information regarding surface transportation security and cyber incidents.

Activity 2: Deliver timely, meaningful, and actionable security information products to
pipeline industry security coordinators.

Key Accomplishments:
e Provided seven unclassified threat briefings to industry representatives during
monthly pipeline security conference calls.
e Continued distribution of a Pipeline Counterterrorism Guide as requested by industry
stakeholders.

Objective 2: Conduct effective e xercises employing realistic thre at scenarios that

evaluate and identify opportunities to improve security and resilience
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Activity: Test and improve resilience to terrorist attacks by collaborating with stakeholders to
develop Pipeline Industry-specific I-STEP exercises featuring key DHS/TSA risk reduction
areas of consideration such as supply chain disruption.

Key Accomplishments:

e (Collaborated with industry to plan, develop, and deliver one I-STEP exercise based on
overarching TSA risk mitigation and resilience strategies and plans.

e Conducted 29 RMASTS to mitigate current threats and vulnerabilities for the pipeline
industry. The RMAST activities typically include TSA Surface TSIs providing and
discussing the following DHS/TSA-developed security-related materials with
stakeholder personnel:

o Pipelne Counterterrorism Guide;
Surface Transportation Cybersecurity Awareness Guide;
Pipelines: Countering Improvised Explosive Devices DVDs;
Protecting Pipeline Infrastructure: The Law Enforcement Role DVD;
Good Neighbors: A Pipeline Security Neighborhood Watch brochure;
Pipeline Security Awareness for Employees brochure; and
First Observer Plus ™ Security Awareness Training Program.

0O 00 00O

Objective 3: Work with industry stakeholders and encourage them to engage with first
responders and the public to understand community concerns and resilience needs, to

provide awareness of pipeline security issues, and to promote system pre paredness and
resilience

Activity: Maintain and enhance commitment to sustained engagement with first responders,
customers and the public to provide awareness of security concerns and preparedness
measures.

Key Accomplishment: Collaborated with industry to plan, develop, and deliver one I-STEP
exercise based on overarching TSA risk mitigation and resilience strategies and plans.

Goal 3: Safeguard privacy, civil liberties and civil rights, and the freedom of move ment

of people and commerce

Overall Assessment: TSA continued to consider the privacy, civil liberties, and civil rights of
individuals and corporations in developing and implementing policies and processes ensuring
the freedom of movement of people and commerce. All related pipeline risk-based security
nitiatives and activities were evaluated to ensure compliance with established standards and
policy.

Objective: Protection of civil liberties and freedom of movement of people and

commerce
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Activity: Develop policy consistent with applicable privacy, civil liberties, and civil rights
laws, regulations, and policies.

Key Accomplishment: Considered applicable privacy, civil liberties, and civil rights laws,
regulations, and policies in drafting an update to the TSA Pipeline Security Guidelines, which
were developed collaboratively with industry.

D. Intermodal

The Intermodal Security Subsector covers the transportation elements
of the global supply chain and the delivery of goods from origin to
destination by multi-modal postal and parcel shipping services. The
global supply chain consists of a dense network of routes and carriers
operating efficiently to provide time-sensitive deliveries. Threats to
intermodal transportation links of the supply chain are the same as
those for the individual modes serving the supply chain. The threats
also include the potential delivery of explosives, dangerous chemicals, or biological agents to
specific targets. While the direct consequences of attacks on intermodal transportation systems
may be limited, the indirect costs of attack-related disruptions could have significant and lasting
effects, particularly where shipping options are limited.

Table 9: Intermodal Progress Assessment

Goal 1: Enhance resilience of the global transportation supply chain system

Overall Assessment: The sector continues to collaborate with industry stakeholders and
security partners on supply chain issues and innovative approaches to security. TSA
participated in a policy development process with industry engagement and the Compliance
Security Enhancement Through Testing Program to enhance industry compliance through
measures other than penalties. In addition, the subsector coordinated U.S. and international
positions on cargo technological standards, supply chain security, and advance cargo
information with international cargo security working groups, such as the ICAO’s Aviation
Security Panel.

Objective 1: Reduce systemic risk ofa supply chain disruption prior to a potential
nationally significant e vent by using layered risk manage ment principles
Objective 2: Improve capacities to effectively collect, protect, analyze, and share supply

chain information among stakeholders, and strengthen and grow stake holder
partnerships and collaboration
Objective 3: Ensure orderly resumption of commerce following a large-scale disruption

Activities:
e Assure compliance with international security protocols such as the International Ship
and Port Facility Security Code.
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e Implement the International Port Security Program to assess the effectiveness of anti-
terrorism measures in foreign ports, build security capacity where gaps exist, and
impose conditions of entry on vessels arriving in the United States from ports with
substandard security.

e Conduct exercises of the National Response Framework, the Response Federal
Interagency Operational Plan, and other related all hazards and security incident
response plans to enhance resumption of trade following a large-scale disruption.

Key Accomplishments:

e Conducted DHS-led regional assessments using the Regional Resilience Assessment
Program to identify opportunities for regional homeland security officials and critical
infrastructure partners to strengthen infrastructure resilience. Key findings concentrate
on regionally significant issues and present options to enhance resilience.

e The USCG conducted over 5900 MTSA facility inspections, which aim to prevent
maritime transportation security incidents and marine casualties resulting from
malicious acts, accidents, or acts of nature against waterfront facilities.

e [-STEP engaged with over 33 stakeholder groups to conduct seven multiple intermodal
security exercises, resulting in after-action reports and development of industry
practices.

Goal 2: Enhance the efficient and secure movement of goods

Overall Assessment: The Air Cargo Advance Screening (ACAS) Pilot Program, initiated in
2010, allows TSA inspectors to work with CBP officers to identify high-risk air cargo
shipments, facilitating targeted, enhanced screening prior to loading on board U.S.-bound
aircraft. TSA and CBP held multiple meetings with industry stakeholders to discuss
requirements, regulations, lessons-learned, and progress toward implementation. TSA and
CBP continued to jointly develop arulemaking to replace the ACAS Pilot Program with a
permanent ACAS requirement, which was issued in 2018.

Objective 1: Mitigate and manage risks as early as possible in the global supply chain

networks to promote the efficient flow of commerce

Activities:
e Apply risk based methods to focus security resources on higher risk cargos (Automated
Targeting System, Automated Manifest System, Air Cargo Advance Screening, and
Customs-Trade Partnership Against Terrorism?*).

e Implement advance notice of arrival protocols including CBP’s 24-Hour Advanced
Manifest Rule and the USCG’s 96-Hour Advance Notice of Arrival to identify higher
risk cargo movements for enhanced security review.

2 Additional information on these programis available on https://www.dhs.gov.
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e Enhance Air Cargo Security Programs: require shippers, air forwarders, independent
facilities, and airlines to screen cargo before it is loaded aboard aircraft.

Key Accomplishments:

e The ACAS pilot was extended through 2017 to allow additional time for the two lead
agencies, CBP and TSA, to develop a final rule.

e TSA enrolled approximately 505,000 workers in the TWIC® program,? for a program
total of 3.6 million. The TWIC® program provides a security threat assessment and
tamper-resistant biometric credential to maritime workers requiring unescorted access
to secure areas of port facilities, outer continental shelf facilities, vessels regulated
under the MTSA, and all USCG-credentialed merchant mariners.

e (CBP prescreened over 80 percent of all maritime containerized cargo imported ito the
United States at 58 operational Container Security Initiative ports.

e Conducted security threat assessments on more than 250,000 truck drivers, vetting
applicants against criminal, immigration, and intelligence databases for Hazardous
Materials Endorsements issued by State motor vehicle agencies, for a total enrollment
of 3 million.

e Enrolled approximately 273,000 people in the Hazardous Materials Endorsement
Threat Assessment Program for a total enrollment of 3 million.

e The USCG conducted over 5,900 MTSA facility inspections, which aim to prevent
maritime transportation security incidents and marine casualties resulting from
malicious acts, accidents, or acts of nature against waterfront facilities.

Objective 2: Enhance imple me ntation of global supply chain-related standards, best

practices, and guidelines and re gulations allowing stake holders to realize efficiencies
while maintaining acceptable levels of security

Activity: Implement Customs-Trade Partnership Against Terrorism to improve the security of
private companies' supply chains with respect to terrorism.

Key Accomplishments:

e Used Pre-Loading Advance Cargo Information to examine the application of advanced
cargo information and as a platform for dialogue among pilot program participants and
between regulators and industry.

e C(Collaborated with the ICAO Aviation Security Panel Working Group on Air Cargo on
the concept of best practices or similar material that may be appropriate for the ICAO
to develop. This material would include the use of Pre-Loading Advance Cargo
Information for aviation security purposes for those states considering using air cargo
information for targeting.

 Required by the Maritime Transportation Security Act(Pub.L. 107-295) for workers who need unescorted acces
to secure areas of the nation’s maritime facilities and vessels.
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Objective 3: Improve situational awareness of terrorist threats to the global supply
chain

Activity: Work with other DHS Components, DOT, the Department of Energy, the
Department of Justice, the Office of the Director of National Intelligence, the Department of
Defense, and industry to develop cyber risk assessment capabilities.

Key Accomplishments:

e Continued to work closely with industry to encourage adoption of the NIST
Cybersecurity Framework and issued the Transportation Systems Sector Cybersecurity
Framework Implementation Guidance document.

e Strengthened cybersecurity information sharing via the Government and Sector
Coordinating Councils, including associated sector cyber working groups

e Participated in the Aviation Cybersecurity Initiative, a Tri-Chair interagency working
group, led by FAA, DHS, and DOD, that is identifying potential cybersecurity
vulnerabilities in aviation, developing cyber risk assessment programs, and researching
technical solutions to mitigate any identified vulnerabilities.

e (Conducted surface transportation assessment programs that include both physical cyber
risk management concepts.

e Participated in a DHS Cybersecurity Integrated Project Team process researching high-
priority technology solutions.

Objective 4: Improve industry involvement in the global supply chain Research and

Development process to improve security of goods in transit and minimize delays

Activity: Improve industry participation in development of the Cargo and Supply Chain R&D
Plan.

Key Accomplishments:

e The joint Transportation Sector R&D Working Group and DHS Integrated Project
Team on Aviation Security identified capability gaps and recommended priority R&D
projects for consideration by DOT and by DHS Science and Technology Directorate.

e The joint Surface Transportation Systems R&D Working Group, including DHS, DOT,
and public and private partners, identified security capability gaps in the surface modes
of transportation, which serve as a basis for developing R&D project requirements for
consideration by the funding organization.

e Continued to enhance industry participation in the development of the National
Strategy For Transportation Security, and in support of the DHS Directorates for
Science and Technology, and National Protection and Programs, the National R&D
Plan, and the National Infrastructure Protection Plan.

Objective 5: Enhance the security of critical infrastructure and conveyances in order to

protect the supply chain and nodes against terrorist attacks
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Activity: See activities in the 2016 NSTS Modal Security Plans.

Key Accomplishment: Maintained robust formally established marketplace-based
technology assessments and formally established test beds m collaboration with transportation
operators.

Table 10: Postal and Shipping Progress Assessme nt

Goal 1: Manage risks to the P&S Subsector and enhance system resilience

Overall Assessment: The Postaland Shipping (P&S) Subsector continues to remain vigilant
to ensure the continuity of operations, ease of use, and public confidence by creating a multi-
layered security posture that integrates public and private partners and protective measures to

deny adversaries the ability to exploit the subsector and its customers.

Objective 1: Improve deterrence and response to a national or regional terrorist
emergency affecting the P&S Subsector

Activity: Improve risk assessment processes.

Key Accomplishments:

e U.S. Postal Inspection Service (USPIS) employees conducted 735 postal facility
reviews using the Vulnerability Risk Assessment Tool, a comprehensive, risk-based
model that identifies security deficiencies.

e In 2017, USPIS worked with state, federal, and local law enforcement partners to
provide mail screening at eight national mail screening events to include Super Bowl
LI. More than 17,000 mail pieces and private courier deliveries were screened at the
events, heightening safety and security for all.

Objective 2: Minimize the risk of unauthorized individuals gaining access into secured

areas

Activity: Expand voluntary use of best practice security protocols.

Key Accomplishment: Conducted 735 postal facility reviews using the Vulnerability Risk
Assessment Tool, a comprehensive, risk-based model that identifies security deficiencies.

Goal 2: Enhance effective domain awareness of P&S systems and threats

Overall Assessment: The P&S Subsector ensures continuity of operations by providing
incident reporting mechanisms and awareness/outreach programs with law enforcement and
intelligence communities to facilitate a better understanding of the information requirements
of the subsector. These activities ensure timely, relevant, and accurate threat reporting from
law enforcement and intelligence communities to key decision makers in the sector in order to
implement appropriate threat-based security measures and risk management programs. The
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community is linked through the Homeland Security Information Network (HSIN).

Objective 1: Improve awareness of cross sector interde pendencies

Activity: Partner with industry and the Intelligence Community to facilitate threat awareness.
Use the HSIN to communicate with the P&S community to retrieve updated information and
intelligence. Work to develop a communications procedure for routine and incident-specific
information sharing.

Key Accomplishment: TSA worked with industry partners to understand the threat, maintain
awareness of vulnerabilities, and encouraged the industry to implement industry leading
practice mitigation strategies. TSA continued to enhance domain awareness with security
partners and stakeholders at open-forum meetings of P&S community.

Goal 3: Safeguard privacy, civil liberties and civil rights, and the freedom of move ment

of people and commerce

Overall Assessment: The P&S subsector processed 154.3 billion letters and parcels, and
delivered them to more than 156 million addresses in every state, city, and town in the
country. USPIS provided security for these mail pieces from their entry into the postal
network to their destinations. Federal law forbids tampering with the mail; only the person to
whom a mail piece is addressed may open it. Postal Inspectors have the investigative
jurisdiction in cases where mail delivery is interrupted by theft, riffling, obstruction, or
destruction. Through enforcement measures and educational programs, USPIS is thwarting
crime and keeping the mail safe and secure.

Objective 1: Minimize the security risks and delays in freight move ment, and reduce

potential for adverse privacy, civil rights, and civil liberty impacts of se curity policies

Activity: Enhance continuity of operations plans to ensure the sector identifies and protects
privacy, civil rights, and civil liberties in the free movement of parcels to intended recipients.

Key Accomplishments:

e USPIS completed a five-year initiative for the Consumer Alert News Network,
educating the public with fraud awareness messages.Teamed with the American
Association of Retired Persons, USPIS launched Operation Protect Veterans, a
campaign focused on making veterans aware of frauds and crimes against them.
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Appendix A: Acronym List

| Acronym | Definition
ACAS Air Cargo Advance Screening
ADIAC Aviation Domain Intelligence Integration and Analysis Cell
AMSTEP Area Maritime Security Training and Exercise Program
ANPRM Advance Notice of Proposed Rule Making
APTA American Public Transportation Association
BASE Baseline Assessment for Security Enhancements
CATA Cities and Airports Threat Assessment
CBP U.S. Customs and Border Protection
CFSR Critical Facility Security Review
CIPAC Critical Infrastructure Partnership Advisory Council
CSR Corporate Security Review
CT Counter Terrorism
CTC Canine Training Center
DHS Department of Homeland Security
DOT Department of Transportation
DVD Digital Video Disc
ETD Explosive Trace Detection
EXIS Exercise Information System
FAA Federal Aviation Administration
FATA Foreign Airport Threat Assessment
FBI Federal Bureau of Investigation
FEMA Federal Emergency Management Agency
FR Freight Rail
FY Fiscal Year
GCC Government Coordinating Council
HIP USCG Homeport Internet Portal
HMC Highway and Motor Carrier
HSIN Homeland Security Information Network
HTUA High Threat Urban Area
ICAO International Civil Aviation Organization
IPS International Port Security
I-STEP Intermodal Security Training and Exercise Program
ITE Innovation Task Force
MAP Management, Administration, and Professional
MTPR Mass Transit and Passenger Rail
MTS Maritime Transportation Security
MTSA Maritime Transportation Security Act
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NIST National Institute of Standards and Technology

NMSAC National Maritime Security Advisory Committee

NPRM Notice of Proposed Rule Making

NSTS National Strategy for Transportation Security

NVIC Navigation and Vessel Inspection Circular

ODNI Office of the Director of National Intelligence

OTRB Over the road bus

P&S Postal and Shipping

PT-ISAC Transit and Rail Intelligence Awareness Daily Report and Analysis Center

R&D Research and Development

RAILSAFE Regional Alliance Including Local, State, and Federal Efforts

RCTIC Radiological Nuclear Detection Concepts, Tactics and Integration Course

RMAST Risk Mitigation Activities for Surface Transportation

RSSM Rail Security-Sensitive Materials

SAM Security Awareness Message

SCC Sector Coordinating Council

SETA Security Enhancement Through Assessments

TIH Toxic Inhalation Hazard

TRB Transportation Research Board

TSA Transportation Security Administration

TSGP Transportation Security Grant Program

TSI Transportation Security Inspectors

TSO Transportation Security Officer

TSSRA Transportation Sector Security Risk Assessment Cities and Airports Threat

Assessment

TTAL Top Transit Asset List

TWIC® Transportation Worker Identification Credential

USCG United States Coast Guard

USPIS U.S. Postal Inspection Service

VASP Vulnerability Assessments and Security Plans

VIPR Visible Intermodal Prevention and Response
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Appendix B: Legislative Language: Annual Reporting
Requirements

The Annual Report on Transportation Security covers four annual reporting requirements,
including implementation of the National Strategy for Transportation Security, the
Transportation Systems Sector-Specific Plan, and other statutory requirements, as detailed
below, to achieve efficiency and deliver a coordinated message to the White House and
Congress. This report satisfies the following reporting requirements:

1. Annual Periodic Progress Report on the National Strategy for Transportation
Security: 49 U.S.C. § 114(s)(4)(C):
Periodic progress report —
(i) Requirement for report. - Each year, in conjunction with the submission of the
budget to Congress under section 1105(a) of title 31, United States Code, the
Secretary of Homeland Security shall submit to the appropriate congressional
committees an assessment of the progress made on implementing the National
Strategy for Transportation Security, including the transportation modal security
plans.
(i) Content. - Each progress report submitted under this subparagraph shall include,
at a minimum, the following:
(I) Recommendations for improving and implementing the National Strategy for
Transportation Security and the transportation modal and intermodal security
plans that the Secretary of Homeland Security, in consultation with the Secretary
of Transportation, considers appropriate.
(II) An accounting of all grants for transportation security, including grants and
contracts for research and development, awarded by the Secretary of Homeland
Security in the most recent fiscal year and a description of how such grants
accomplished the goals of the National Strategy for Transportation Security.
(IIT) An accounting of all —
(aa) funds requested in the President's budget submitted pursuant to section
1105 of title 31 for the most recent fiscal year for transportation security, by
mode;
(bb) personnel working on transportation security by mode, ncluding the
number of contractors; and,
(cc) information on the turnover in the previous year of senior staff of the
Department of Homeland Security, including component agencies, working
on transportation security issues. Such information shall include the number
of employees who have permanently left the office, agency, or area in which
they worked, and the amount of time that they worked for the Department.
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2. Annual Report on Transportation Security: 49 U.S.C. § 44938(a):

(a) Submit to Congress a report on transportation security with recommendations the

Secretary considers appropriate. The report shall include—
(1) an assessment of trends and developments in terrorist activities, methods and
other threats to transportation;
(2) an evaluation of deployment of explosive detection devices;
(3) recommendations for research, engineering and development activities related to
transportation security, with exceptions as noted in statute;
(4) identification and evaluation of cooperative efforts with other Federal entities;
(5) an evaluation of cooperation with foreign authorities;
(6) the status of the extent to which the recommendations of the President’s
Commission on Aviation Security and Terrorism have been carried out and the
reasons for any delay in carrying out those recommendations;
(7) a summary of the activities of the Assistant Administrator for Intelligence &
Analysis;
(8) financial and staffing requirements of the Assistant Administrator for Intelligence
& Analysis;
(9) assessment of financial and staffing requirements, and attaimment of existing
staffing goals, for carrying out duties and powers of the TSA Administrator related to
security; and
(10) appropriate legislative and regulatory recommendations.

3. Annual Update on Enhanced Security Measures: as required by Section 109(b) of the
Aviation and Transportation Security Act (Pub. L. No. 107-71) (49 U.S.C. § 114 note,
115 Stat 613-614), as amended by Pub. L. No. 107-296.

4. Annual Report on the National Strategy for Public Trans portation Security:
6 U.S.C. § 1141:
(a) Annual report to Congress
(1) In general
Not later than March 31 of each year, the Secretary shall submit a report, containing
the information described in paragraph (2), to the appropriate congressional
committees.
(2) Contents
The report submitted under paragraph (1) shall include—
(A) a description of the implementation of the provisions of this subchapter;
(B) the amount of funds appropriated to carry out the provisions of this
subchapter that have not been expended or obligated;
(C) the National Strategy for Public Transportation Security required under
section 1133 of this title;
(D) anestimate of the costto implement the National Strategy for Public
Transportation Security which shall break out the aggregated total cost of needed
capital and operational security improvements for fiscal years 2008-2018; and
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(E) the state of public transportation security in the United States, which shall
include detailing the status of security assessments, the progress being made
around the country in developing prioritized lists of security improvements
necessary to make public transportation facilities and passengers more secure, the
progress being made by agencies in developing security plans and how those
plans differ from the security assessments and a prioritized list of security
improvements being compiled by other agencies, as well as a random sample of
an equal number of large- and small-scale projects currently underway.

(3) Format

The Secretary may submit the report in both classified and redacted formats if the

Secretary determines that such action is appropriate or necessary.

5. Annual Report on the National Strategy for Railroad Transportation Security:
6 U.S.C.§ 1161
(e) Report
(1) Contents
Not later than 1 year after August 3, 2007, the Secretary shall transmit to the
appropriate congressional committees a report containing—
(A) the assessment and the National Strategy required by this section; and § 1162
TITLE 6—DOMESTIC SECURITY Page 2561 So in original. The word “‘to’’
probably should not appear.
(B) an estimate of the cost to implement the National Strategy.
(2) Format
The Secretary may submit the report in both classified and redacted formats if the
Secretary determines that such action is appropriate
Or necessary.
(f) Annual updates
Consistent with the requirements of section 114(t) 1 of title 49, the Secretary shall
update the assessment and National Strategy each year and transmit a report, which
may be submitted in both classified and redacted formats, to the appropriate
congressional committees containing the updated assessment and recommendations.
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Appendix C: Public Transportation Security Annual
Report 6 U.S.C. § 1141

This appendix addresses the annual reporting requirements of 6 U.S.C. § 1141, covering the
implementation of the National Strategy for Public Transportation Security, as defmed by Title
6-Domestic Security, Chapter 4-Transportation Security, Subchapter III-Public Transportation
Security, Sections 1131 through 1139.

1) Description of the imple me ntation of the provisions of Title XIV of the 9/11 Act (title)
§1131 Definitions

Status: No action required
§1132. Findings

Status: No action required

§1133. National Strategy for Public Trans portation Security

Status: Implemented through the 2016 National Strategy for Transportation Security,
Appendix D, Surface Security Strategies and Plan.

§1134. Se curity assessments and plans

Status: See 4) a) and 4) c) below. The comment period for the Advance Notice of
Proposed Rulemaking on Surface Transportation Vulnerability Assessments and Security

Plans closed May 15, 2017. TSA has reviewed the comments and is developing a notice
of proposed rulemaking. See 81 FR 91401.

§1135. Public trans portation se curity assistance
Status: See 2) below

§1136. Security exercises

Status: TSA’s Intermodal Security Training and Exercise Program (I-STEP), a security
exercise program designed to reduce risks to critical transportation infrastructure,
collaborated with transportation operators and security partners to build and sustain
security preparedness to protect the traveling public, enhance national resilience, and
identify capability gaps and needed resources. In FY 2017, I-STEP collaborated with
security partners to produce 33 transportation security exercises supporting all modes of
transportation. Of these, 14 were in the public transportation sector. Over 815 external
stakeholder organizations in total were engaged during exercises with surface
transportation operators. Two key I-STEP exercises directly supported 7SA’s Public
Area Security National Framework targeting development of strategies for incident
management and identification of security areas requiring additional partnerships or
resources to reduce security gaps. I-STEP followed up by helping Chicago Transit
Authority develop a new Standard Operating Procedure (SOP) for Active Assailants and
by helping Amtrak convene key stakeholders in NY and NJ to better understand security,
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vulnerabilities between Penn Station and the Hudson Tunnel before major construction
was undertaken in the summer of 2017.

§1137. Public trans portation security training program

Status: The comment period for the Notice of Proposed Rulemaking on Security
Training for Surface Transportation Employees closed March 16, 2017. The Final Rule
is in departmental review and is on the DHS Unified Agenda, subject to regulatory
reform requirements under Executive Order 13771, Reducing Regulation and Controlling
Regulatory Costs. See 81 FR 91336.

§1138. Public trans portation research and de velopme nt

Status: To ensure market technology stimulation and maturation, TSA plans, develops,
and executes assessment processes to determine innovative and emerging technology
suitability, effectiveness, and feasibility in public areas and surface transportation
venues. This includes laboratory-based evaluations and field assessments in areas such
as anomaly explosive detection, intrusion detection, standoff detection, remote screening,
and blast mitigation. TSA also coordinates Chemical-Biological and other Weapons of
Mass Destruction technology-related activities with the DHS Science and Technology
Directorate and other Federal departments and agencies. TSA coordinates and manages
mass transit test beds with stakeholders and technology end-users to assess promising
technology solutions and other tools to drive mission success, address current and
emerging threats, close capability gaps, and reduce risk of serious disruptions to public
area and transportation stakeholders. The data gathered from these test beds and the
technologies used within them are a major factor in driving priorities i coordmnation with
end-users. TSA collects and analyzes operational needs, technology requirements, and
security concerns in collaboration with industry through the formally chartered R&D
Working Group and in partnership with DHS Science and Technology. This group
serves as the primary mechanism for gathering R&D mput, which comes from
transportation stakeholders such as DOT, DHS Science and Technology Directorate, the
Department of Defense, and state and local representatives. TSA also establishes
Integrated Project Teams, such as for Standoff Detection, to facilitate increased formal
collaboration between key government organizations to enhance and mature standoff
detection technologies.

Examples of large-scale projects include:

o Mass Transit Testbeds: Amtrak, Los Angeles Metro (CA), New Jersey Transit
(NJ), Bay Area Rapid Transit (CA), and Washington Metropolitan Area Transit
Authority (D.C.)

o Freight Rail Test Beds: Tennessee River Bridge (AL), Plattsmouth Bridge (NE),
Hwy 1&9 (NJ), and Northern Branch Rail Corridor (NJ)

o Pipeline TestBeds: Yorktown Junction (VA), Linden (NJ), and a representative
test fixture at the Johns Hopkins Applied Physics Laboratory (MD)

Examples of small-scale projects include:
o Special Studies: Blast Mitigation and Bus Studies

TE

= FOR OFFICIAL

WARNING: This document is FOR OFFICIAL US E Ll ). AT GO ———" mau that may be exempt fom puth ILIL I8¢ Llndu lln,
Freedom of Ink:rm ation Act (3 1L Selumetm®¥¥F T 15 0 be controlled, stored, ha u‘|d!Ld transmitted, distributed, ar
Departing Security (DHS) policy relating to FOUO inbrmation and is not to be released 1o the puhlu or {JI!]Lr pcm}nml who do
1ave a valid * need-to-know” without prior approval of an authorized DHS official.

D-2

1T

2020-TSFO-00198_00324



o Representative National Special Security Events Support

§1139. Information sharing

Status: The PT-ISAC has provided the government and the commercial transportation
industry with alerts, bulletins, information, and analysis concerning terrorist movements,
operations, threats, and, on rare occasions, reports on suspicious sightings of possible
terrorist activity. In turn, such information is jointly shared with TSA and an
international association of over 1,500 public and private member organizations and
stakeholders. The PT-ISAC functions as a sector-specific platform, providing critical
information/intelligence requirements covering threats, incidents, and vulnerabilities
facing the transportation sector.

2) Amount of funds appropriated to carry out the provisions of this title that have not
been expended or obligated.

The TSGP is one of the Federal Emergency Management Agency’s (FEMA) annual grant
programs that directly support transportation infrastructure security activities. Section 1406
of the Implementing Recommendations of the 9/1 1 Commission Act of 2007 (Pub. L. No.
110-53) (6 U.S.C. § 1135) authorized appropriations for TSGP through 2011. The
Department of Homeland Security Appropriations Act, 2017 (Pub. L. No. 115-31) provides
the appropriation for it, though the program remains unauthorized for additional
appropriations. The Table 1 below shows historic TSGP funding levels through FY 2017.
As shown in Table 2, TSGP funding has been fully obligated to high-risk public
transportation systems; but not all funds have been expended as the period of performance
for the FY 2016, FY 2017, and FY 2018 grants is still open.2¢

Table 1
TSGP Totals
2006-2017 $315M | TSGP funds awarded to Operational Activities
2006-2017 $487M | TSGP funds awarded to Operational Deterrence
2006-2017 $1.4B | TSGP funds awarded to Capital Projects
Table 2
Yearoof. Funds appropriated & Awarded Balanc (fund.s re.maining or
appropriation open obligations)*
FY 2016 $87.0M $53.0M
FY 2017 $88.0M $73.9M
FY 2018 $88.0M $88.0M

*Note: The balance amounts are current as of 10/31/18. The periodofperformanceforthese awards is
thirty-six(36) months. In this context, it is important to notethat transit systems oftendo not drawdown
fundsuntila projectis complete.

* TSGP funding period of performance forexpenditure is approximately 3 years fromthe fiscal yearof obligation. _
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The 2017 Enacted Surface Appropriation funding appropriated to TSA for surface
transportation-related security activities is reflected in Table 3 below:

Table 3
2017 Surface Appropriation:

$32.2M Surface Transportation Security Operations and Staffing
Surface Transportation Security Inspectors and Visible

$91.5M Intermodal Prevention Response (VIPR)
Surface Transportation Procurement Construction and

$15M Improvements

$138.7M Total appropriation

3) Estimated cost to imple ment the National Strate gy for Public Transportation Se curity
that breaks out the aggregated cost of needed capital and operational se curity
improvements for fiscal years 2008-2018.

The estimated aggregated cost of needed capital and operational security improvements was
$6.4 billion for 2015, which is the last projected year in the American Public Transportation
Association, Survey of United States Transit System Security Needs, Summary of Findings,
dated April 2010.27 According to the survey, the five-year security-related investment need
estimate through 2015 included $4.4 billion for transit security-related capital investment,
plus $2 billion for operational security improvements for 35 of its transit agency members,
operating 43 percent of all transit vehicles that report in the Federal Transit Administration,
National Transit Database and are TSGP eligible. The 2017 estimated adjusted cost to
implement the NSTS for the entire high-risk public transportation agency population exceeds
$4.7 billion.

4) State of public transportation security in the U.S., including:

a) The status of security assessments;

The voluntary BASE program was used to review security assessments conducted by
public transportation agencies. Three-hundred and five BASE reviews were conducted
between FY 2014 and FY 2017, including 61 on agencies that are in the high-risk
category (defined by having an average weekday ridership of more than 60,000
passengers). All high-risk agencies (100 percent) had performed a security assessment of
their systems.

b) Progress being made de veloping prioritized lists of se curity improvements to secure
public transportation facilities and passengers;

TSA and FEMA developed funding priorities for the TSGP and have reviewed those
priorities, adjusting as necessary. Agencies that submit applications that are not aligned

" APTA, Survey of United States Transit Systems Security Needs, Summary of Findings, A pril 2010.
http://www.apta.com/gap/legissues/other/Documents/ APTA%20Security%20Survey A pril2010.pdf —
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with the funding priorities are not considered for funding. The prioritized funding has
resulted In security improvements as projects are completed.

¢) Progress made by agencies de veloping security plans and how those plans differ
from the security assessments;

The BASE program assesses public transportation agencies against multiple security-
related categories identified by the public transportation community as fundamental for a
sound security program, including the presence and quality of a security plan and
assessment. The results of the BASE assessments indicate gaps or shortfalls in existing
plans and allow the agencies to adjust and strengthen their plans to close the gaps. There
was a three percent increase over six years in high-risk agencies having security plans.

5) A random sample of an e qual number of large- and small-scale projects currently
underway.

Ongoing projects vary greatly both in type and size. Projects range from lower-dollar

amount training, exercise, and public awareness projects, to operational deterrence projects to
multi-million dollar infrastructure capital protection projects for stations, bridges, and
tunnels.

Examples of large-scale projects currently underway include:
e Securing underground/underwater vulnerable points of entry at top transit asset list
(TTAL) assets
e Perimeter Security ata large, multrmodal TTAL asset
e Physical barriers and electronic security measures at a bridge critical to mass transit
operations
e Portable barrier systems at TTAL assets

Examples of small-scale projects currently underway include:
e Sustainment of K-9 teams, mobile screening teams, anti-terrorism teams, and
directed/surge patrols on overtime
o See Something, Say Something ™ campaign, which was origmally created with TSGP
funds, and other public awareness campaign materials and resources
e Closed-circuit television and access control at transit stations and platforms
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Message from the Administrator

December 19, 2017

I am pleased to present the following report, “Strategic Five-Year
Technology Investment Plan Biennial Refresh,” (Refresh) prepared
by the Transportation Security Administration (TSA).

The Refresh was prepared pursuant to a requirement in Section 1611
of the Homeland Security Act of 2002 (P.L. 107-296), as amended
by Section 3 of the Transportation Security Acquisition Reform Act
(P.L. 113-245). It presents an update to the original investment plan
with particular emphasis on changes to the methodologies provided
in the original Strategic Five-Year Technology Investment Plan
(2015 Plan). It also provides updates on the acquisition programs
and technology initiatives and highlights TSA’s recent internal
reorganization. This report is best understood as a companion
document to the 2015 Plan. The Refresh demonstrates our continuing commitment to
transparency with regard to security technology acquisition programs that protect the Nation’s
aviation transportation systems from terrorist attack. The scope of this Refresh includes the
original span of 2016-2020 with additional inputs extending out to 2022.

Pursuant to Congressional requirements, this report is being provided to the following Members
of Congress:

The Honorable Michael McCaul
Chairman, House Committee on Homeland Security

The Honorable Bennie Thompson
Ranking Member, House Committee on Homeland Security

The Honorable John Thune
Chairman, Senate Committee on Commerce, Science, and Transportation

The Honorable Bill Nelson
Ranking Member, Senate Committee on Commerce, Science, and Transportation

Inquiries relating to this report may be directed to me at (571) 22?0r TSA’s Office of
Legislative Affairs at (571) 227-2717.

Sincerely yours,

fwin 0 Bt

David P. Pekoske
Administrator
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U.S. Department of Homeland Security
Freedom of Information Act Branch
601 South 12t Street

Arlington, VA 20598-6020

Transportation
Security
Administration

August 27, 2020

3600.1
Case Number: 2020-TSFO-00198

Ashley Gorski

Patrick Toomey

Nathan Freed Wessler
American Civil Liberties Union
Foundation

125 Broad Street, 18" Floor
New York, NY 10004
agorski@aclu.org
nspfoia@aclu.org

Dear Ms. Gorski:

This is the Transportation Security Administration’s (TSA) second interim response to your Freedom of
Information Act (FOIA) request dated January 09, 2020, addressed to the TSA FOIA Branch seeking
access to “records pertaining to the use of facial recognition technology at airports and at the border by
the Department of Homeland Security (‘DHS’), U.S. Customs and Border Protection (‘CBP’), and the
Transportation Security Administration (“TSA”).” That request seeks the following records from TSA:

1. All policies, procedures, guidelines, formal or informal guidance, advisories, directives, and
memoranda concerning:

a. The acquisition, processing, retention, or dissemination of data collected or generated through
CBP’s biometric services and infrastructure, including biometric templates;

b. Access by airlines, airports, cruise lines, seaports, commercial vendors, other countries, or
other U.S. federal, state, or local authorities to data collected or generated through CBP’s
biometric services and infrastructure, including biometric templates;

c. Retention or dissemination by airlines, airports, cruise lines, seaports, commercial vendors,
other countries, or other U.S. federal, state, or local authorities of data collected or generated
through CBP’s biometric services and infrastructure, including biometric templates.

2. All final evaluations, tests, audits, analyses, studies, or assessments by the DHS Science and
Technology Directorate, DHS Office of Biometric Identity Management, or the National Institute of
Standards and Technology related to (i) the performance of algorithms in matching facial photographs,
and/or (ii) the performance of facial recognition technologies developed by vendors. This request
encompasses records concerning whether the algorithms or technologies perform differently based on
flight route or an individual’s race, ethnicity, skin pigmentation, gender, age, and/or country of origin.
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3. All records, excluding informal email correspondence, concerning future interoperability between the
TSA’s biometric capabilities and ““mission partner systems,” including CBP and DHS Office of Biometric
Identity Management systems.

4. All policies, procedures, guidelines, formal or informal guidance, advisories, directives, and
memoranda concerning requests by other federal agencies (including but not limited to the FBI, the DEA,
the CIA, and the U.S. Marshals) for TSA assistance in locating or identifying individuals, and all requests
by federal agencies for TSA cooperation in designing systems to facilitate information-sharing. [Note that
we understand that in May 2020 the ACLU agreed to rephrase this request as follows: *All policies,
procedures and guidelines concerning requests by other federal agencies (including but not limited to the
FBI, the DEA, the CIA, and the U.S. Marshals) for TSA assistance in locating or identifying individuals,
and all requests by federal agencies for TSA cooperation in designing systems to facilitate biometric
information-sharing.’]

5. All records, excluding informal email correspondence, concerning the TSA’s plans to ““complement the
capabilities™ of Credential Authentication Technology through the implementation of TVS or facial
recognition technology with respect to domestic travelers.

6. All records, excluding informal email correspondence, concerning whether implementation of
biometric technologies would result in operational efficiencies, including whether, at certain airport
facilities, ““the throughput of the checkpoint may be largely unaffected”” by biometric technology because
““a faster [travel document checker] process would merely shift traveler volume from the queue into the
screening lane.”

The processing of TSA’s second interim response identified certain records that will be released to you.
Portions not released are being withheld pursuant to the Freedom of Information Act, 5 U.S.C. § 552.
Please refer to the Applicable Exemptions list at the end of this letter that identifies the authority for
withholding the exempt records by marking the block next to the applicable exemptions. An additional
enclosure with this letter explains these exemptions in more detail.

For this second interim response, the TSA FOIA Branch reviewed 753 pages, of which we have released
in full 211 pages, released in part (with redactions) 14 pages, withheld in full 72 pages, identified 9 pages
as duplicates and 2 pages as non-responsive. Additionally, we sent 16 pages to CBP for consultation, and
sent 9 pages to DHS for consultation.

We processed an additional 420 pages, which we have determined are publicly available on line at the
following links:

e https://doi.org/10.6028/NIST.IR.8238

e https://www.tsa.qov/sites/default/files/foia-readingroom/final 2018 nsts signed.pdf

e https://www.dhs.gov/sites/default/files/publications/TSA%20-
%20Advanced%20Integrated%20Passenger%20and%20Baggage%20Screening%20Tech

nologies_0.pdf

e https://www.commerce.senate.gov/2019/9/protecting-the-nation-s-transportation-
systems-oversight-of-the-transportation-security-administration
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The rules and regulations of the Transportation Security Administration applicable to Freedom of
Information Act requests are contained in the Code of Federal Regulations, Title 6, Part 5. They are
published in the Federal Register and are available for inspection by the public.

Administrative Appeal

Because TSA’s response to this request is currently the subject of litigation, the administrative appeal
rights normally associated with a FOIA request response are not being provided.

If you have any questions pertaining to your request, please contact AUSA Jennifer Jude at
jennifer.jude@usdoj.gov.

Sincerely,

i {Z‘,{S,{/(‘Xf, led

Teri M. Miller
FOIA Officer

Summary:
Number of Pages Released in Part or in Full: 225
Number of Pages Withheld in Full: 72

APPLICABLE EXEMPTIONS
FREEDOM OF INFORMATION ACT AND/OR PRIVACY ACT

Freedom of Information Act (5 U.S.C. 552)
Oo@ O oE Ome) Ome@ Xoe) X (b)eE)
L1 )@ (A) O b)(@)(B) [ b)(@)(C) [ ®)(@)D) L b)@)E) LI (b)(7)(F)

Enclosures
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FREEDOM OF INFORMATION ACT
SUBSECTIONS OF TITLE 5, UNITED STATES CODE, SECTION 552

Transportation Security Administration (TSA) FOIA Branch applies FOIA exemptions to
protect:
Exemptions

Exemption (b)(1): Records that contain information that is classified for national security
purposes.
Exemption (b)(2): Records that are related solely to the internal personnel rules and practices of
an agency.
Exemption (b)(3): Records specifically exempted from disclosure by Title 49 U.S.C. Section
114(r), which exempts from disclosure Sensitive Security Information (SSI) that “would be
detrimental to the security of transportation” if disclosed.
Exemption (b)(4): Records that contain trade secrets and commercial or financial information
obtained from a person that is privileged or confidential.
Exemption (b)(5): Inter- or intra-agency records that are normally privileged in the civil
discovery context. The three most frequently invoked privileges are the deliberative process
privilege, the attorney work-product privilege, and the attorney-client privilege:

e Deliberative process privilege — Under the deliberative process privilege, disclosure of

these records would injure the quality of future agency decisions by discouraging the
open and frank policy discussions between subordinates and superiors.

e Attorney work-product privilege — Records prepared by or at the direction of a TSA
attorney.

e Attorney-client privilege — Records of communications between an attorney and his/her
client relating to a matter for which the client has sought legal advice, as well as facts
divulged by client to attorney and any opinions given by attorney based on these.

Exemption (b)(6): Records that contain identifying information that applies to a particular
individual when the disclosure of such information "would constitute a clearly unwarranted
invasion of personal privacy.” This requires the balancing of the public’s right to disclosure
against the individual’s right to privacy.

Exemption (b)(7)(A): Records or information compiled for law enforcement purposes, but only
to the extent that production of such law enforcement records or information...could reasonably
be expected to interfere with law enforcement proceedings.

Exemption (b)(7)(C): Records containing law enforcement information when disclosure “could
reasonably be expected to constitute an unwarranted invasion of personal privacy” based upon
the traditional recognition of strong privacy interests ordinarily appropriated in law enforcement
records.

Exemption (b)(7)(E): Records compiled for law enforcement purposes, the release of which
would disclose techniques and/or procedures for law enforcement investigations or prosecutions,
or would disclose guidelines for law enforcement investigations or prosecutions if such
disclosure could reasonably be expected to risk circumvention of the law.

Exemption (b)(7)(F): Records containing law enforcement information about a person, in that
disclosure of information about him or her could reasonably be expected to endanger his or her
life or physical safety.

2020-TSFO-00198_00452



PRIVACY ACT
SUBSECTIONS OF TITLE 5, UNITED STATES CODE, SECTION 552a

Transportation Security Administration (TSA) FOIA Branch applies Privacy Act exemptions to
protect:

Exemptions

Exemption (d)(5): Information compiled in reasonable anticipation of civil action or
proceeding; self-executing exemption.

Exemption (j)(2): Principal function criminal law enforcement agency records compiled during
course of criminal law enforcement proceeding.

Exemption (k)(1): classified information under an Executive Order in the interest of national
defense or foreign policy.

Exemption (k)(2): Non-criminal law enforcement records; criminal law enforcement records
compiled by non-principal function criminal law enforcement agency; coverage is less broad
where individual has been denied a right, privilege, or benefit as result of information sought.
Exemption (k)(5): Investigatory material used only to determine suitability, eligibility, or
qualifications for federal civilian employment or access to classified information when the
material comes from confidential sources.

Exemption (k)(6): Testing or examination material used to determine appointment or promotion
of federal employees when disclosure would compromise the objectivity or fairness of the
process.
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