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LETTER OF PROMULGATION

{U) This USSID preseribas policies and pl‘DCEdI'JI‘.ES‘ and essigns responsibilities to snsure that the
missians and funciions of the United States SIGINT System (USSS) arg conducted in a manner that

sateguards the constitutional rights of US; persons. 0.

R

{U) This USSID bas bean complately rewritten ta make it shorter znd easier to underszand. it
constiites a summary of the laws end regulations directly aifecting USSS operations. All USSS
personnel who collect, procass, retain, or dissaminaze information 1o, from, or about U.S. persons ar
persons in the United Stares must be famifar with its contens.

—{FOYE)~This USSID supersedes YSSID 18 and USSID 18, Annex A (distributed separately to

- selected recipiens), both of which are dated 20 Ocobér 1980, and must now be desiroyed. ‘Notify

DIRNSA/CHCSS (USSID Manager) if this edition of USSID 18 is destroyed because of ar emergency
action; otherwise, request approval from DIRNSA/CHCSS before destroying this USSID. _

= bt it

e e T e o .
—{Feba)-Ralease or exposure of this documnent to contractors and consultants without approval
from the USSID Manager is prohibited. Instructions. applicable to. release.or exposure .of USSID to
contraciars and eonsultants may be found ih USSID:2gE—= i
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~{reHERQuestions anc-lg‘;tﬁmments i i .shotild be addressed to the Office of °
the General Counsal, NSA/CSS' (Atr.en‘tionl i\ISTS 963-3121 or STU 1l 688-50135).
"L‘.: e ..' TR ‘ e 5 '4-""“
J. M. McCONNELL

.- ) Vice Admiral, U.S. Navy
: Director
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USSID 18

LEGAL COMPLIANCE AND
MINIMIZATION PROCEDURES (U)

SECTION 1 - PREFACE

1.1. {U) The Fourth Amendment to the Unitad States Constitution protects all U.S. persons
anywhere in the world and all persons within the Unitad States from unreasonable searches and
selzures by any person or agency acting on behalf of the U.S. Government. The Supreme Court has
ruled that the interception of electronic communications is a search and selzure within the meaning
of the Fourth Amendment. it is therafare mandatory that signals intelligence (SIGINT) operations be
conducted pursuant 10 procedures which meet the reasonableness requirements of the Fourth
Amendment, -

1.2. (UY In determining whether United States SIGINT System (USSS) operations are
“reasonable,” it is necessary to balance the U.S. Government's need for foreign intelligence
information and the privacy interests of parsons protected by the Fourth Amendment. Striking that
balance has consumed much time and effort by all branches of the United States Government. The

results of that effort are reflected in the references listed in Section 2 below., Together, these.

references require the minimization of U.5. person infarmation collected, processed, retained or
disseminated by the USS5. The purpose of this document is to implement these minimization
reguirements,

1.3. (U) Several themes run throughout this USSID. The most impertant Is that intelligence
cperations and the protection of constitutional rights are not incompatible. it is not necessary to
deny legitimate foreign intelligence collection or suppress legitimate foreign inteliigence
information to pratect the Fourth Amendment rights of U.S. persons.

1.4. (U) Finally, these minimization procedures implement the constitutional principle of
“reasonableness” hy giving different categories of individuals and entities different levels of
protection. These levels range from the stringent protection accorded U.S. citizens and permanent
resident aliens in the United States to provisions re!a‘éin’g to foreign diplomats in the U.S. These
differences reflect yet another main theme of these p}ocedures, that is, that the facus of all foreign
intelligence operations is on foreign entities and persons.

{

SECTION 2 - REFERENCES

2.1. {U) References . '

a. 50 U.5.C, 1801, et seq., Foreign Intelligence Surveillance Act (FISA) of 1978, Public Law
No, 95-511.

b. Exgcutive Order 12333, “United States Intelligence Activities,” dated 4 December 1981,
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¢. DoD Directive 5240.1, “Activities of DaD Intelligence Components that Affect U.S.
Parsons,” dated 25 April 1988.

d. NSA/CSS Directive No. 10-30, “Procedures Governing Activities of NSA/CSS that Affect
U.5. Persons,” dated 20 September 1990,

SECTION 3 - POLICY

3.1. (U} The policy of the USSS i5 to TARGET or COLLECT only FOREKGN COMMUNICATIONS. *
The US55 will not intentionally COLLECT communications to, from or about U.5, PERSONS or persons
or entities in the U.5. except as set forth in this USSID. If the USSS inadvertently COLLECTS such
communications, it witl procass, retain and disseminate them only in accordance with this USSID.

SECTION 4 - COLLECTION

»

] 4.1, -£5-e€p)-Communications which are known to be to, from or ahout a U.S. PERSON
ot be intentionally intercepted,

a. With the approval of the United Stéi't;es Foreign Intl"é{[igence Surveillance Court undeﬁ

the conditions outlined in Annex A of this USSID. g

b, With the approval of the Attorney Gener;i‘lupf the Uniteé.___States. if:

(1) The COLLECTION is directed against the following: ',

(a) Communications to or from U.5. PERSONS outside the UNITED STATES, or

| {h) Intemmigﬁal communications to, fromrl ’

iy
Y

7
(c} Communications ‘which are not to or from but. merely about U.5, P,ERSO!;!\IS I
(wherever located). ﬁ

(2) The person is an AGENT OF A FOREIGN POWER, and

\ i

(3) The purpose of the COLLECTION is té'".'acguire significant F“'QBEIG"N INTELLIGEfﬁC;iE
information. i

. With the approval of the Director, National Secur%ﬁv--AgencyIChie;“;‘»,'Ce'htral Secnjrj:ty
Service (DIRNSAJCHCSS), so long as the COLLECTION need not ba“-approved by the Foreigﬁn
Intelligence Surveiliance Court or the Attorney General, and il

(1) The person has CONSENTED to the COLLECTION by executing orie.of thé CONSENT
- forms contained in Annex H, or Towy

* Capitalized words in Sections 3 through 9 are defined terms in Section 9. (B 1)

(k) {3)~50 USC 403

—HANDLE VIA COMINT-CHANNELS ONEY- ()32 e 7

(b} (3)-P,L. 86-36
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(2) The person is reasonably believed to be held captive by a FOREIGN POWER or group
engaged in INTERNATIONAL TERRORISM, or

{3} The TARGETED]

@]

i)

/' (2) Anon-U.S. PERSON located outsids the UNTED STATES, or
(o)

A (' (.féopies of approvals granted by the DIRNSA/CHCSS under these provisions will be
retaified in the Office of General Counset for review by the Attorney General.
d;’émergency Situations,

J '.,/"

i ! S (1) In emergency situations, DIRNSA/CHESS may authorize the COLLECTION of
f’in?brmaw;_ién to, from, or about a U.5. PERSON who is cutside the UNITED STATES whan securing the
{ / prior approval of the Attorney General is not practical because:

s i

{a) Thetime required 10 obtain such approval would result in the loss of significant
FOREIGN INTELLIGENCE and would cause substantial harm to the national sacurity. :

e (b) A person's life or physical safety Is reasonably believed to be in immediate
-jdanger. -

\ () The physical security of a defense installation or government property Is
{ reasonably believed to be inimmediate danger. '

(2) Inthose cases where the DIRNSA/CHCSS authorizes emergency COLLECTION, except
for actions taken under paragraph d.(1}{b) above, DIRNSA/CHCSS shall find that there is probable
cause that the TARGET meets ane of the following criteria:

(a) A person who, for or on behalf of 2 FOREIGN POWER, is engaged in clandestine
intelligence activities (including covert activities intended to affect the political or governmentai
process), sabotage, or INTERNATIONAL TERRORIST activities, or activities in preparation for
INTERNATIONAL TERRORIST activities; or who conspires with, or knowingly aids and abets 2 person
engaging in such activities.

E
(b)) {1)

) 3130 use 103 ~HANDEE-VIA- COMINT- CHANNELS ONLY-
{p){3)-18 Usc 7494
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(b} A personwho s an officer or employee of a FOREIGN POWER.

() A person unlawfully acting far, or pursuant to the direction of, a FOREIGN
POWER. The mare fact that a person’s activities may benefit or further the aims of a FORE!GN POWER
is not enough to bring that person under this subsection, absent evidence that the person is taking
direction from, or acting in knowing concert with, the FOREIGN POWER. .

(d) A CORPORATION or other entity that is owned or controlled directly or
indirectly by a FOREIGN POWER. -

(e) A person in contact with, or acting in collaboration with, an inteliigencé or
security service of a foreign power for the purpose of providing access to information or material
dlassified by the United States to which such person has accass.

{3) In 2l cases where emergency collection is authorized, the following steps shali be
taken: . T

{a) The General Counsel will be notified immediately that the COLLECTION has
started. .

{b) The General Counsel will injtiate immediate efforts to obtain Attorney General
approval to continue the collection, If Attorney General approval is nat obtained within saventy two
hours, the COLLECTION will he terminated. If the Attorney General approves the COLLECT, 10N, it may
continue for the period specified in the approvai.

e, Annual reports to the Attorney General are required for COLLECTION conductad under
paragraphs 4.1.¢.(3) and (4). Responsible analytic offices will provide such reports through the Deputy
Director for Operations (DDO) and the General Counse! to the DIRNSA/CHCSS for transmittal to the
Attorney General by 31 January of each year.

bl

4.3. (U} Incidental Acquisition of UU.S. PERSON Information. Infnméjtiﬂn"'%o; 'i’:co_jij:-di-";a'bout
U.S. PERSONS acquired incidentally s a result of COLLECTION directed against gppropriate FOREIGN
INTELLIGENCE TARGETS may be retained and processed in accordance with Section'S and Section 6 of
this L1SSID. ¥

L1y

(b} {3)-18 USC 788
(b} {3)-P.L. B6-36
{b} {3)-50 USC 403
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4.5, te-ceoy - A

bl

4.8 —{S-CEOY

4.7, 4e-ccor]

4.8. (U) Distress Signals. Dist-ess signais may be intentionally collectad, processed-'f
and disserninated without regard to te restrictions contained in this USSID.

(B} (1}

(b} {3)-18 USC 799
(b} {3})-P.L. B6-36
(L) (3)-00 UsC 403
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4.9. {U) COMSEC Manitoring and Security Testing of Automated Information Systems.
Monitoring for communications security purposes must be conducted with the consent of the person
being monitored and in accordance with the procedures established in National Telecommunications
and Information. Systems Security Directive 600, Communications Security (COMSEC) Manitoring,

«dated 10 April 1990. Monitoring for communications security purpases is not governed by this USSID.
Intrusive security testing to assess security vuinerabilities in automated infarmation systems likewise is
net governed by this USSID.

{by{1)
(b} {3)-50 USC 403 -
(B} (3)-18 USC 788 .

B ()78 Ly 86736 SECTION 5- PROCESSING N

¢. A copy of the resuits of the review wiil be previded to the Inspector Ganeral and the
General Coungal.

5.3. ~t6-€€8)-Forwarding of Intercaptad Material. FOREIGN COMMUNICATIONS collected by

the USS5 may be forwarded as intercepted to NSA, intermediate processing facilities, and
collaborating canters.
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5.4, {&-ceo¥Nonforeign Communications.

a. Communications between persons in the UNITED STATES. Private . radio
cormmunications solely between persons in the UNITED STATES inadvertently intercepted during the
COLLECTION of FOREIGN COMMUNICATIONS wiil be promptly destroyed unless the Attorney General
determines that the contents indicate a threat of death or sarious bodily harm to any person.

b. Communications between U.S. PERSONS. Communications solely between U.5.
PERSONS will be treated as follows: -

{1} Cormmunications solely between U.S, PERSONS inadvertently intercepted dﬁring
the COLLECTION of FOREIGN COMMUNICATIONS wiil be destroyed upon recognition, if tachnically
possible, except as provided in paragraph 5.4.d. below.

(2) Notwithstanding the preceding provision, eryptologic data (e.g., signal and
encipherment information) and tachnical communications data (e.g., circuit usage) may be extracted
and retained from those communications if necessary to: .

. {a) Estabfish or mainteinintercept, or =
(b} Minimize unwanted intercept, or
{(c) Support cryptologic operations related to FOREIGN COMMUNICATIONS,

¢. Communications Involving an Officer or Employes of the US. Government
Communications to or from any officer or employee of the U.5. Government, or any state or local
government, will not be intentionally intércepted. [nadvertent INTERCEPTIONS of such
communications {including those between foreign TARGETS and U.S. officials) will be treated as
indicated in paragraphs 5.4.a. and b., above.

!

d. Exceptions: Notwithstanding the provisions of paragraphs 5.4.b. and c., the
DIRNSA/CHCSS may waive the destruction requirement for international communications containing,
inter alia, the following types of information: .

(1) Significant FOREIGN INTELLIGENCE, or
(2) Evidence ofacrime or th};éfat'uf death or serious bodily harm to any person, or
(3) Anomalies that reveal a potertial vulnerakility to U.S. communications security.
Communicetions for which the Attorney| General or DIRNSA/CHCSS's waiver is sought should be
forwarded to NSA/CSS, Attn: P85 PO,
5.5. {5-E€SrRadio Communications with a Terminal in the UNITED STATES.
a. All radio communicati W i i the UNITED

STATES must be processed unless those
communications occur over chaninels used exclusively by a FO . /

b. international common-access radio communications that pass over Ehnnels with a
terminal in the UNITED STATES] may

be processed - [fnecessary o determine
whether:a channel contains communications of FOREIGN INTELLIGENCE Interest which NSA may wish
! (b) (1)
THANDLE VIACOMINT CHANNELS ONT ) (3)-50 usc 403
—SECRET— (b) (3)-16 vsC 798

" (k) (3)-P.L. 06-36




*———_——ﬂm
DOCID: 3037143 - . . . :

USSIDi18- '
27 July 1983

to collect. Such processing may not exceed twae hours without the specific prior written approval of
the DDO and, in any event, shall be limited to the minimum amount of time necassary to determine
the nature of communications on the channel and the amount of such communications that include
FOREIGN INTELLIGENCE. Onca it is determined that the channel contains sufficient communications
of FOREIGN INTELLIGENCE interest to warrant COLLECTION and exploitation to produce FOREIGN

INTELL!GENCE,I

<. Copigs of all DDO written approvals made pursuant to 5.5.b. must be provided to t{he
General Counse! and the Inspector General, -

SECTION 6 - RETENTION

6.1. «{5-€&€8)-Retention of Communications to, from or About U.5. PERSONS. J
a. Excapt as otherwise provided in Aninex A, Appendix 1, Section 4, communicatioq% 1o,
from or about U.S. PERSONS that are intercepted by the USSS may be retained in their original or
transcribed form only as follows: i

(1) Unenciphered communications not thought to contain secret meaning ma;iy be
retained for five years uniess the DDO determines in writing that retention for a longer period is
required to respond 1o authorized FOREIGN INTELLIGENCE requirements.

(2) Communications necessary to maintain technical data bases for cryptanalytic or
traffic anaiytic purposes may be retained for a period sufficient to aliow a thorough exploitation and
1o permit access to data that are, or are reasonably believed likely to becoma, relevant to a current or
future FOREIGN INTELLIGENCE requirement. Sufficient duration may vary with the nature fof the
exploitation and may consist of any period of time during which the technical data base is subject to,
or of use in, cryptanalysis. If a Li,5. PERSON'S identity Is not necessary to maintaining technical data
bases, it should he deleted or replaced by a generic term when practicable. . i

b. Communications which could be disseminated under Section 7, below (i.e., without
elimination of references to U.5, PERSONS) may be retained in their original or transcribed form.

' 6.2. ={S-€ED} Access. Access to Taw traffic storage systems which contain identitiegi of U.S.
PERSONS must be limited to SIGINT production personnel, - T

4 ,
SECTION 7 - DISSEMINATION

7.1. H&-660)-Focus of SIGINT Reports. All SIGINT reports will be written so asto focus solely on
the activities of foreign entities and persons and their agents. Except as provided in Section 7.2.,
FOREIGN INTELLIGENCE information concerning U.5. PERSONS must be disseminated in 2 manner
- which does not identify the U.5. PERSON. Generic or general terms or phrases must be substituted for
the identity {e.g., "U.S. firm" for the spacific name of 2 U.5. CORPORATION or "U.S. PERSON" for the
specific name of a U.S. PERSON). Files containing the idantities of U.S. persons deleted from SIGINT
reports will be maintained for a maximum period of one year and any requests from SIGINT. customers
for such identities should be referred to PE5. Foa.,

) (1)
{b) (3)-50 USC 403
{b)({3)-18 uUsC 798

{b) (3}-P.L. 86-36
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7.2, {&CEO} Dissemination of U.S. PERSON Identities. SIGINT reports may include the
identification of a U.S. PERSON only if one of the following conditions is met and a determination is
made by the appropriate approval authority that the recipient has a need for the identity for the
performance of his official duties:

a. The L5, PERSON has CONSENTED to the dissemination of communications of, or about,
him or her and has executed the CONSENT form found in Annex H of this UssSID, or

b. The information is PUBLICLY AVAILABLE (i.e., the information is derlved from
unclassified information available to the general public), or

¢. The identity of the U.S. PERSON Is nacessary to understand the FOREIGN INTELLIGENCE
information or assess its importance. The following nonexclusive list contains examples of the type of
information that meet this standard:

(1) FOREIGN POWER or AGENT OF A FOREIGN POWER. The information indicates that
the U.5. PERSON is 2 FOREIGN POWER or an AGENT OF A FOREIGN POWER. i

{2} Unauthorized Disciosure of Classified Information. The infarmation indicates that
the U.5. PERSON may be engaged in the unauthorized disciosure of ciassified information.

(3) International Narcotics Activity. The information indicates that the individual may
be engaged in international narcotics trafficking activities. (See Annex J of this USSID for further
information cancerning individuals involvad in international narcotics trafficking).

{#) Criminal Activity. Tha information is evidence that the individual may be involved
in a crime that has been, is being, or is about to be committed, provided that the dissemination is for
law enforcement purposes. .

{5) Intelligence TARGET. The information indicates that the.U.S. PERSON may be the
TARGET of hostile intelligence activities of a FOREKSN POWER.

{6) Threat to Safety, The information indicates that the identity of the U.S. PERSON is
pertinent to a possible threat to the safety of any person. or organization, including those who are
TARGETS, victj g or hostages of INTERNATIONAL TERRORIST organizations. Reporting units shall
Identify toFesigny report containing the identity of a U.5. PERSON reported under this subséction (6).
Field reporting to ould be in the form of a CRITICOMM message {DDI XAQ) and inciude the
report date-time-group (DTG), product serial number and the reason Tor inclusion of the US.
PERSON'S identity.

(7) Senior Executive Branch Officials. The identity is that of & senior official of the
Executive Branch of the U.S. Government. In this case only the offidal’s title will be disseminated.
Domestic political or personal information on such individuals will be neither disserinated nor
retained,
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7.3, -{&-£€0) Approval Authorities. Approval authorities for the release of identities of U.S.
persons under Section 7 are as follows:

a. DIRNSA/CHCSS. DIRNSA/CHCSS must approve dissemination of:

(1) The identitias of any senator, congressman, officer, or employee of the Legislative
Branch of the US. Government, -

(2) Theidentity of any person for law enforcement purposes. -

b. Field Units and N5A Headquarters Elements. All SiGINT production organizations are
authorized to disseminate the identities of U.5. PERSONS when: :

(1) Theidentity is pertinent to the safety of any person or arganization.

(2) The identity is that of a senior official of the Executive Branch.

{3) The U1.5. PERSON has CONSENTED under paragraph 7.2.a. above,

¢. DDO and Designees. '

(1) In ail other cases, U.5. PERSON identities may be released only with the prior
approval o tgf. Deputy Director Mperations, the Assistant Deputy Director for Operations, the
Chief, PE3, the Deputy Chief, P85, &) in their absence, the Senior Operatiens Officer of the Natienal
SIGINT Operations Center. The DDO ar ADDO shall review ail U.5. identitles released by these
designees as soon as practicable after the reierse is made.

{2) For law enforcement purposes invelving narcotics related information, DIRNSA has
granted to the DDO authority to disseminate U.S. identities. This authority may not ba further
delegated. ! .

7.4. {U) Privileged Communications and Criminal Activity. All proposed disseminations of
information constituting U.S. PERSON privileged. communications ({e.g., attorneyrciient,

doctor/patient) and all information concerning criminal activities or criminal or judicial proceedings -

in the UNITED STATES must be reviewed by the Office of General Counsel prior to dissemination. -

7.5. (U} Imprapey {'.'lisseminatlon. If the name of a U,5, PERSON is improparly disseminated,
the incident should be reported mgggwithin 24 hours of discovery of the error,
}

\
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SECTION & - RESPONSIBILITIES

8.1, () Inspector General. The Inspector General shall:

a. Conduct regular inspections and perform general ovarsight of NSAJCSS activities to
ensure compliance with this USSID. - '

b. Establish procedures for reporting by Key Component and Field Chiefs of theiracth‘rities
and practices for oversight purposes.

¢. Report to the DIRNSAJ/CHCSS, annually by 31 Dctober, cancerning NSA/CSS compliance
with this USSID,

d. Report quarteriy with the DIRNSA/CHCSS and General Counsel to the Prasident's
Intelligence Oversight Board through the Assistant to the Secretary of Defense (Intelligence
Oversight). ¢ .

B.2. (U) General Counsel. The General Counsel shail:
- a. Provide legal advice and assistance to all elements of the USSS regarding SIGINT
activities. Requests for legal advice on any aspect of these procedures shouid be sent by CRITICOMM
to DDIXDI, or by NSA/CSS secure telephone 963-3121, or STU {11 (301} 688-5015.

b. Prepare and process all applications for Foreign Intelligence Surveillance Court orders
and requests for Attorney General approvals reguired by these pracedures. .

<. Advise the Inspector General in inspections and oversight of US55 activities.

d. Review and assess for legal implications as requested by the DIRNSA/CHCSS, Deputy

Diractor, Inspector General or Key Compenents Chie‘f, all_new major requirements and internally

generated US55 activities, -

e, Advise USSS personnel of new legisiation and case law that may affact US55 missions,
functions, operations, activities, or practices.

f. Report as required to the Attorney General and the President’s Intelligence Oversight
Board and provide copies of such reports to the DIRNSA/CHCSS and affected afency elements.

9. Process requests from any DoD intelligence component for authority to use signals as
described in Procedure 5, Part 5, of DoD 5240.1-R, for periods in excess of 90 daysin the developmant,
test, or calibration of ELECTRONIC SURVEILLANCE equipment and other equipment that can intercept
communications.

11
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8.3. (U) Deputy Director for Operations (DDO), The DDO shall;

a. Ensure that all SIGINT production personnel understand and maintain 2 high degree of
awareness and sensitivity to the requirements of this USSID.

b. Apply the provisions of this USSID to all SIGINT preduction activities. The DDO staff
focal point for USSID 18 matters isggi(use CRITICOMM DDI XAO).

¢. Conduct necessary reviews of SIGINT preduction activities and practices to ensure
consistency with this USSID. :

LY

d. Ensure that all new major requirements levied on the US55 or internally generated
activities are considered for review by the Generai Counsel. Al activities that raise questions of law or
the proper interpretation of this USSID must be reviewed by the General Counsel prior to acceptance
or execution,

8.4. (U) All Elements of the USSS. All eilements of the USSS shal:
+ &. Implement this directive upon receipt.

b. Prepare new procedures or amend or supplement existing procedures as required to
ensure adherence to this USSID. A copy of such procedures shall be forwarded to NSA/CSS, Attn: ﬂpgz&

<. Immediately inform the DDQ of any tasking or instructions that appear to require
actions at variance with this USSID.

d. Promptly report to the NSA Inspector General and consult with the NSA General
Counsal on all activities that may raise a question of compliance with this USSID:

SECTION 9 - DEFINITIONS

9.1. A5-€EOTAGENT OF A FOREIGN POWER means:
a. Any person, other than a U.5. PERSON: who:

(1) Acts in the UNITED STATES as an officar or employee of a FOREIGN POWER, or as a
member of a group engaged in INTERNATIONAL TERRORISM or activities in preparation therefor: or

(2 Acts for, or on behalf of, a FOREIGN POWER that engages in clandestine
intelligence activities in the UNITED STATES contrary to the interests of the UNITED STATES, when the
circumstances of such person's presence in the UNITED STATES indicate that such person may engage
in such activities in the UNITED STATES, or when such person knowingly alds or abets any parson in
the conduct of such activities or knowingly conspiras with any person to engage in such activities; or

b. Any person, including a U.S. PERSON, who:

(1) Knowingly engages in clandestine intelligence gathering activities for, or an behalf
of, a FOREIGN POWER, which activities involve, or may involve, a vialation of the criminal statutes of
. the UNITED STATES; or

—HANDEE-VIA COMINT CHANNELS ONLY—
—SECRET™
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(2) Pursuant 1o the direction of an Intelligence service or network of a FOREIGN
POWER, knowingly engages in any other clandestine intelligence activities for, or on behalf of, such
FOREIGN POWER, which activities involve or are abaut to Involve, a violation of the criminal statutes
of the UNITED STATES; or

(3) Knowingly engages in sabotage or INTERNATIONAL TERRORISM, or activities that
are in preparation therefor, for or on behalf of a FOREIGN POWER; or

(8) Knowingly aids or abets any person in the conduct of activities described in
paragraphs 9.1.b.(1) through (3) or knowingly conspires with any person to engage in those activigies.

¢. For all purposes other than the conduct of ELECTRONIC SURVEILLANCE as defined by
the Foreign Intelligence Surveillance Act (ses Annex A), the phrase "AGENT OF A FOREIGN POWER"
alse means any person, including U.S. PERSONS outside the UNITED STATES, who are officers or
employees of a FOREIGN POWER, or who act unlawfully for or pursuant to the direction of a FOREIGN
POWER, ar who are in contact with or acting in collaboration with an imtelligence or sacurity service
of a FOREIGN POWER far the purpose of providing access to information or material classified by the
. UNITED STATES Government and to which the person has or has had ageess. The mere fact that a
person’s activities may benefit or further the aims of a FOREIGN POWER is not enough to bring that
person under this provision, absent evidence that the person is taking direction from or acting in
knowing concert with a FOREIGN POWER. ’

9.2. 45—COLLECTION means intentional tasking or SELECTION of identified nonpublic
communications for subsequent processing aimed at reporting or retention as a file record.

9.3. {U) COMMUNICANT means a sender or intended recipient of a communication.

9.4. (U) COMMUNICATIONS ABOUT A LLS. PERSON are those in which the U.S. PERSON is
identified in the communication. A U.S. PERSON is identified whan the person’s name, unique title,
address, or other persohal identifier is revealed in the cammunication int the context of activities
conducted by that person or activities conducted by others and related to that person. A mere
reference 10 & product by brand name or manufacturer’s name, e.g., "Boeing 707" is not an
identification of a U.5. person. : ‘

9.5. {U) CONSENT, for SIGINT purposes, means an agreement by a person or organization te
permit the USSS to take particulaz actions that affect the person or organfzation. An agreement by an
organization with the Natignal Security Agency to permit COLLECTION of information shall be
deemed valid CONSENT if given on behalf of such organization by an official or governing baody
determined by the General Counsel, National Security Agency, to have actual or apparent authority
to make such an agreement.

9.6. (U) CORPORATIONS, for purposes of this USSID, are entities legally recognized as separate
from the persons who formed, own, or run them. CORPORATIONS have the nationality of the nation
state under whose laws they were formed. Thus, CORPORATIONS incorporated under UNITED STATES
federal orstate law are U.S. PERSONS.

9.7. (U) ELECTRONIC SURVEILLANCE means:
a. In the case of an electronic communication, the acquisition of a nonpublic

communication by electronic means without the CONSENT of a person who is a party to the
communication.

—SECRET—
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b.In the case of a nonmelectronic communication, the acguisition of a nonpublic
communication by electronic means without the CONSENT of a person who is visibly present at the
place of communication. :
13
<. The term ELECTRONIC SURVEILLANCE does not inciude the use of radio direction
finding equipment solely to determine the Jocation of a transmitter.

9.8. & FOREIGN COMMUNICATION means a communication that has at least one
COMMUNICANT outside of the UNITED STATES, or that is ertirely among FOREIGN POWERS or
betwaen a FOREIGN POWER and officials of a FOREIGN POWER, but does not include communications
intercepted by ELECTRONIC SURVEILLANCE directed at premises in the UNITED STATES uled
predeminantly for residential purposes.

9.9. (U) FOREIGN INTELLIGENCE means information relating to the capabilities, intentions,
and activities of FOREIGN POWERS, organizations, or persons, and for purposes of this USSID includes
both positive FOREIGN INTELLIGENCE and counterintelfigence.

9.10. (U) FOREIGN POWER means:

a. A foreign gavernmant or any companent tﬁéreof. whether or not recognized by the
UNITED STATES,

b. A faction o a foreign nation or nations, not substantially composed of UNITED STATES
PERSONS,

. An entity that is openly acknowledged by a foreign government or governments to be
directed and controiled by such foreign government or governments,

d. A group engaged in INTERNATIONAL TERRORISM or activities in preparation therefor,

e, A foreign-hased political organization, not substantially composed of UNITED STATES
PERSONS, or

f.: Anentity that is directed and controlled by a foraign government or governments.

9.11. (U) INTERCEPTION means the acquisition by the U3SS through electronic means of 2
nonpublic communication to which It is not an intended party, and the processing of the conttents of
that communication into an intelligible form, but does not include the display of signals an visual
display devices imtended to permit the examination of th? technical characteristics of the signals

without reference to the information content carried by the signal.

4
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9.12. (U) INTERNATIONAL TERROR!ISM means activities that:

a. Involve violent acts or acts dangerous to human life that are a violation of the criminal
laws of the UNITED STATES or of any State, or that would be a eriminal violation if committed within
the jurisdiction of the UNITED STATES or any State, and

b. Appear to be intended:

(1) teintimidate or coerce a clvilian papulation,

{2) toinfluence the policy of a government by intimidation or coercion, or *
(3) toaffect the conduct of a government by assassination or kidnapping, and

€. Oceur totally autside the UNITED STATES, or transcend national boundaries in terms of

the means by which they are accomplished, the parsons they appear intended to coerce or intimidate,
er the locale in which thair perpetrators operate or seek asylum. .
9.13. (U) PUBLICLY AVAILABLE INFORMATION means information that has been published or
broadcast for general public consurnption, is available on request to a member of the general public,

has been seen or heard by a casuai observer, or is rmade available at 2 meeting open to the general
public.

914 <ol

945 et

8.16. .(U) TARGET, OR TARGETING: See COLLECTION.

9.17. {U) UNITED STATES, when used geographically, inclﬁdes the 50 states and the District ﬁf
Columbia, Puerto Rico, Guam, Amarican Samoa, the U.S. Virgin islands, the Northern Mariana Islang
and any other territory or possession over which the UNITED STATES exercises sovereigniy.

9.18. {&AINITED STATES PERSON:

a. Acitizen ofthe UNITED STATES,

b. An alien lawfully admitted for permanent residence in the UNITED STATES,

€. Unincorporated groups and associations a substantial number of the membaers of
which constitute a. or b. above, or

;
o. CORPORATIONS incorporated in the UNITED STATES, including us.i flag
nongavernmental aircraft or vessels, but not including those entities which are openly acknowledged
by a foreign government or governments to be directed and controlled by them, {

{

(b} {1}
-HANDEE VIA-COMINECHANNEES ONEY- )13 50 w00 1
{b) (3]-P.L. 86~38
_SEG_RE&L {(b) (3]~18 USC 798
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e. The following guidelines apply in determining whether a perﬁon jsa U.S. PERSON:

{1) A person known to be currently in the United States will be treated as a U.S.
PERSON unless that person is reasonably ldentified as an alien who has not been admitted for
permanent residence or if the nature of the persan's communications or other indicla In the contents
or circumstances of such communications give rise 1o a reasonable belief that such person is not a U.S.
PERSON. .

(2) A person known to be currently outstde the UNITED STATES, or whose location is
not known, will not be treated as a U.5. PERSON uniless such person is reasonabily identified as such or
the nature of the person's communications or other indicia in the contents or circumstances of such
communications give rise to a reasonable belief that such person is 2 U.S. PERSON.

{3) A person known to be an alien admitted for permanent residence may be assumed
to have lost status as a U.S. PERSON if the person leaves the UNITED STATES and it Is known that the
person is not in compliance with the administrative fermalities provided by law (8 U.5.C. Section 1203)
that enable such persons to reentar the UNITED STATES without regard o the provisions of law that
would atherwise restrict an alien's entry into the UNITED STATES. The failure to follow the statutory
procedures provides a reasonable basis to conclude that such alien has abandoned any intention of
maintaining status as a permanent resident alien. )

{4 An unincorparated assodlation whose headquarters are located outside the
UNITED STATES may be presumed not to be a U.5. PERSON unless the US5S has information indicating
that a substantial number of members are citizens of the UNITED STATES or aliens lawfully admitted
for permanent residence.

(5) CORPORATIONS have the nationality of the nation-state in which they are
incorporated, CORPORATIONS formed under U.5. federal or state law are thus LS. persons, even if
the corporate stock is foreign-owned. The vnly exception set forth above is CORPORATIONS which
are openly acknowledged to be directed and controlled by foreign governments. Conversely,
CORPORATIONS incorporated in foreign countries are not U.5. PERSONS even if that CORPORATION is
a subsidiary of a U.5. CORPORATION.

(6) Nomgovernmental ships and aircraft are Tegal entities and have the nationality of

- -the tountry in which they are registered. Ships and aircraft fly the flag and are subject to the law of

their plafe pfregistration.

¥

l
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ANNEX A

PROHCEDURES IMPLEMENTING THE FOREIGN INTELLIGENCE
~ SURVEILLANCE ACT (U)

SECTION 1 - PURPOSE AND APPLICABILITY -

-

1.1. (U) The Foreign Intailigence Survelllance Act (the Act) governs the conduct of certajn
electronic surveillance activities within the United States to collect foreign intelligence information.
A complete copy of the Act is found at Annex B to NSA/CSS Directive 10-30. The Act covers the
intentional collection of the ccrmmunications of a particular, known U.S, person who is In the United
States, alf wiretaps in the Unizad States, the acquisition of certain radie communications where all
partles to that communicatior are lecated in the United States, and the monitaring of information in
which there is a reasonable e qpectation of privacy. The Act requires that all such surveillances be
directed only af foreign powe s and their agents as defined by the Act and that all such surveillances
be suthorized by the Unitec States Foreign tntalligence Surveiliance Court, or in certain limited
circumstances, by the Attorne s General,

SECTION 2 - GENERAL

2.1. {U) Procedures and standards for securing Court orders or Attorney General certifications
to conduct electronic surveiflances are set forth in the Act. Requests for such orders or certifications
shouid ba forwarded by the appropriste Key Component through the NSA General Counse! to the
Director, NSA/Chief, €SS and should be accompanied by a statement of the facts and drcumstances
{ustifying a belief that the target is a foreign power or an agent of a foreign power and that each of
the facilities or piaces at which the surveillance will be directed are being used, ¢r are about to be
used, by that foreign powe or agent. I¥ the proposed surveillance meets the requirements of tha Act

and the Director approves the proposai, attorneys in the Office of the General Counse! will draw the -

necessary court applicatior. or request for Attorney General C}r{ifitation.

SECTION 3 - MINIMIZATION PIROCEDURES

3.1, «5-EE0)-Surveiilances authorized by the Act are required to be carried out in accordance
with the Act and pursuamt to the court order or Attorney General ceriification authorizing that
particular surveillance. ir some cases, the court orders are tailored to address particular problems,
and in those instances the NSA attorney will advise the appropriate NSA offices of the terms of the
court’s orders. |In most cases, however, the court order will incorporate without any changes tha
standardized minimization procedures set forth in Appendix 1,

~SEERET—
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SECTION 4 - RESPONSIBILITIES

4.1. {U) The General Counsel will review al] requests to conduct alectronic surveillances ag
dsfined by.the Act, prepare all applications and materials required by the Act, and provide pertinent
legal advice and assistance to all elements of the Unjted States SIGINT System.

4.2. (U) The Inspector Genaral will conduct regular inspections and oversight of all SIGINT
activities to assure compliance with this Diractive.

4.3. {U) All SIGINT managers and supervisors with responsibilities relating to the Act wili
ensure that they and their personnel are thoroughly familiar with the Act, its impfementing
procedures, and any court orders or Attorney General certifications pertinent to their rmission.
Personnel with duties refated to the Act will consuit the General Counsel's office for any required
legai advice and assistance or training of newly assigned perscnnel. Appropriate records will be
maintained demonstrating compliance with the terms of all court orders and Attorney General
certifications, and any discrepancies in that regard will be promptly reperted to the offices of the
General Counssi and inspector General,

A2




DOCID:

3037143 - —SECREF— »

APPENDIX 1

d Minimi roced: for

Table of Contents

Saction 1 — Applicability and Scope Section

Seotion 2 — Definitions
a. Acquisition
b. Communications goncerning & U.S. Person
¢. Communications of a U.S. Person

d. t
e.l !
i. Identiicetion of a U.S. Person \

ol . .
h. Publicly available mfonnation h
I Technical data base "‘-.‘
j. U.S. person i

Section 3 — Acqguisition and Processing - Genaral

. Acquisition

. Verification

. Moenitoring, Recording, and Processing .

. U.8. Persons Employed by the Foreign Powar

. Destruction of Raw Data .
Non-Pertinent Communications
. Change In Target's Logation or Status

w o aoom

Section 4 — Acqulsrtlnn and Processing — Special Procedurss
a. Colidetlon Against Hesidantial Premises
b, Attorney-Client Communicetions

|
Section 5 — Bamestic Communications
a. Dissemination
b. Retention

Section & — Forelgn Communications of or Conceming U.8. Persons
a. Retention
b. Dissemination

Segtion 7 -~ Other Foreign Communications

Section B —

—SECRET -

A1/ '

USSID 18 ANNEX A,
27 July 1993

~HBANDEE-VIA-COMINT-EHANNELS ONEY—

A=ifz

- Af2
A-1/2
A-1/2
A-1/2
A1f2
A-1/2
A-T/3
A-1/3
A-1/3
A-1f3
A-1/3

A-1/3
A-1/3
A-1/3
A-1/4
A-1/4
At 4

A5
A-1/

1

A

A-1/5

L A
LoApB
L A-1f6
A-1l6

e AT
L AT

AB

A8,

(C1 - Oct 97)

BN

(b] {3)-18 U3 798
(b) {3}-P.L. B6-36
(b) I13}-50 UsC 403



DOCID:

3037143 " _SECRET- " USSIDIBANNEX A

APPENDIX. 1 :
27 July 1993 R
UNITED STATES

FOREIGN INTELLIGENCE SURVEILLANCE COURT
2 WASHINGTON, DC
STANDARDIZED MINIMIZATION
PROCEDURES FOR NSA ELECTRONIC SURVEILLANGES

Pursuant to Se&tion 101(h) of the Forelgn |ntslligence Survelllance Act of 1578 (hereinaftertthe
Act’), the following procedures have been adoptad by the Attorney General and shall be foliowad by the NSA
in implementing this electronlc survelllanee: (U)

SECTION 1 — APPLICABILITY AND SCOPE (U)

These procedures apply to the acquisition, retention, use, and dissemination of non=publicly
available information conceming unconsenting United States Persons that Is collscted in the course of elec-
tronic surveillance &s ordered by the United States Fareign [ntelligence Surveiliance Court under Section
102(b) or authorized by Attomey General Certification under Section 102(a) of the Act. These procedures
also apply to non-Unjted States persons where speciically indicated. (U)

SECTION 2 — DEFINITIONS (U)

In addition to the definitions in Section 101 of the Act, 1he following definitions shall apply to these

proceduras:

ﬁ.) Acquisition means the collection by NSA through electronic meansl comimu-
nication to which it is not an Intended party. (L)

{(b) Communications concerning a United States person inciude all communications In which &
United States person Is discussed or mentioned, except where such communications revesi only publicly
available information about the person. (U) .

(¢) Communications of 2 United States person Include ali communications to whichia United
States person is a party. {U) - D
- !

{d) Consent Is the agreement by & gerson or organization to permit the NSA to take particular
actions that aftect the person or crganization. To be effective, consert must be given by the affected|person or
organization with sufficient knowledge to understand the action thait may be taken and the possible conse-
quences of that action. Consent by an organization shall be deemed valid If given on behalf of the organization
by an official or govarning body dstermined by the General Counsel, NSA, to have actual or apparant authority
to make such an agreement.” {U) i

(e) Forelgn communication means a communication that has at least one communlcént outside
.of the United States, or that is entirsly among:
{1) forelgn powars; r

{2) officers and employess of foreign powers: or ,
(3) aforsign power and officers or employess of a foreign power.

. . )1
All other communications are domestic communications. -{S-668}— E;} f3§ ~50 ST 403

(k] {3}-18 USC 798
(b2] 4¢3} -P.L, 86~38
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f) ldentification of & United States person means the name, unlque title, address, or other per-
sanal identifier of & United States person In the context of activities conducted by that person or activities
conducted by others that are related to that person. A reference to & prodiuct by brand name, or manufaciur-
er's name or the use of & name In & descriptive sense, e.g., "Monroe Doctrine,” Is not an Identiication of a
United States persan; ‘ .

(g') Prucessad or processing means any step necessary o convert s communication into an In-
tellighle form intended for human Inspection. {U)

{h) Publicly avallable information means information that & member of the public could obtzin on
request, by research in public sources, or by casual observation. ) -

() Technical data base means information retained for cryptanalytic, traffic analytic, or signal
exploitation purposes. {S-£€0)

) United States person means a United States person as defined in the Act. The followln

guidelines apply in detemining whether a person whose status is unknown Is a United States person: (LF)l

(1) A person known fo be currently In the United States will be treated as a United States person
unless positively identified as an alisn who has not besn admitted for permanent residence, or unless the
nature or circumstances of the J:erson's communications give rise to a reasonable belief that such person is
not a United States parson. (U)

(2) A person known 1o be cumently outside the United States, or whose tocation i unknown, will
not be treated as a United States person unless such person can be positively identlfled as such, or the nature
or circumstances of the person's communications give rise to a reasonable belief that such persen Is a Unitad
States person. (U)

(3) A person known 1o be an alien admitted for psrmanent residences loses status as a United
States person if the person Isaves the United States and Is not in compilanca with Title 8, United States Coda,
Section 1203 enabling re—entry Into the Unlted States. Failure to follow the statutory procedures provides a
reasonable basis to conclude that the allen has abandoned any Intention of maintaining his status as & perma-
nent resident alien. {U) *

54} An unincorparated association whose headquarters or primary ‘office is lacated outside the
United States ls presumed not to be & United States parson unless there is information indicating that & sub-
star_:;eiai num(tfﬁr of its members are citizens of the United States or aliens lawfully admitted for parmanent
residencs.

SECTION 3 ~ ACQUISITION AND PROCESSING ~ GENERAL. (U)

(8) Acquisition (U)

. The acquisition of information by alectrontc survalllance shall be made in accordance with the
certification of the Attornay General or the court order authorlzing such surveillance and conducted in & man-
ner das{gned. 10 the greaiest extent reasonably feasible, to minlmize the acquisition of information not rale-
vant to the authorized purpose of the survsiliaice.

g SR

(b) Verification (U)

At the Inittation of the slectronic survelllance, the NSA or the Federal Buréau of Investigation, if
providing operational support, shell verify that the communication lines or telephone numberg beI:;H‘targeted
are the lines or numbers of the target authorized by court order or Attorney Generaf certification. Thereatter,
collection personnial will manitor the acquisition of raw data at regular intervals o verify that the surveillance is
not avoidably acquiring commurications outside the authorized scope of the survelliance or information con-
carning Unltad States persons not related to the purpose of the surveillance. S=Cetr—
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(¢} Monitoring, Recording, and Processing (U)

—

1) Electronic survelllance of the target may be monitored contamporaneously, recorded auto-

matically, or b(othli‘ ()]

(2) Personnel who monitor the slectronio survelllance shall exercise reasonable judgement

inadvertently ac-
erson &t the earliest practicabie point in the proc-

ied elther as clearly not relevant to the authorized

in determining whather particular information acdtrired must be minimized and shall d
quired communleations of or concerning a United States
essing cycle at which such communication can be iden

purposa of the survelliance {e.g., iie communication does not contain foreign intelligence Information) or as

containing evidence of a crime which may be dleseminated under these procadures.

(3) Communications of or concerning United States persons that may be related to the alitho-

rized purpose of the surveiliance may be forwarded to anal

ic personnel respongible for producing Intelli-

gence Information from the collected data. Such communications or information may be retalned and dissem-

inated only in accordance with Sections 4, 5, and 6 of these procedures.~Sy—

4) Magnetic tapes or other storage medla that contain acquired eommunications may be pro-
cessed.-(s-éeej- '

(6) Each communication shall be reviewead to datermine whether It Is a domestic or foréign com-
munication o or from the targetad premises and is reasonably belleved to contzain forsign Intelfigence infor-
mation or evidence of a crime. Only such communications may be processed. All other communications may

be retained or disseminated only in accordance with Sections § and & of these procedures.

(62 Magnetic tapes or ather storage medta conta ian nic B8
_ ho dentify and select communications for analysis.

[re=sse=

low,

{d) ws. Persorg‘s‘-E}hployed by the Forelgn Power &

used and retained ag vtherwlss provided In thesa proceduras except that:

these procedurgs; and

.__,m'éi{ only be retained, used, or disseminated In accordance with Section 5 of these procedures,

{e) Destruction of Raw Data-{G}— - mite

(7) Further procassing, retentign“énd dissamination of foreign communications shall be made in
accordance with Sections 4, 8, and 7, as applicable, below. Furher processing, storage and dissemination of
inadvertently acquired domestic communications shall be made In accordance with Sections 4 and 5 be-

Comﬁ:lunic_:_aﬁﬁns of or conceminﬁ United Statas persons employed by a foreign power may be

(.1-)'""'Such United States persons shall not be identified in connaction with any communication
that the person places or receives on behalf of ahather unless the identification is parmitted under Saection 6 of

(2) personal communications of United States persons that could not be foreign Intalligence

dance wii 286 procedures,

United States persons shall be promptly destroyed.

(1
(b} [3)-50 USC 403

(b) [3)-P.L. B6-36 -
(b) [3)-18 UsSC 798

—TANDLE VIA COMINT- CHANNELS ONEY—
—SEGRE—T—

Cl-Oct9
A=1/4 ¢ n

5 C 10
ce with-the'stan p ommunications and other information, in any form,
~that'do not meet such retention standards and that are known to contain communications of or conceming
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{ Non-pertinent Communications (L)

(1) Communications datarmined to fal within established categorles of non~pertinent commu-
nications, such as those set forth in sub{:aragraph 6} of this section, should not be retained uniess they con-
tain information tpat may be disseminated under Sections 5, 6, or 7 below. (U) .

(2) Monitors may listen fo all communications, including those that inftially apgear 1o fall within
established categories until they can reasonably determine that the communication cannct be disseminated
under Sections 5, 6, or 7 below, (3=CC0)

tﬁ) Communications of United Statss r:Elersous wlll be analyzed to establish categorias of com-
munications that are not pertinent to the authorized purpose of the surveliance. o)

-

(4) These categories should bs established after a reasonable period of monitoring the commu-
nications of the fargets, (U)

(B} Information that atgrears to be foreign inteliigence may be retainad even if It Is acquired as &
part of a communication falling within & category that ts generally non—pertinent. {S-c€OT

(6) Categeries of non—pertinent communications which may be applied in these survelilance

include:
() Calls to and from United States Govémment officials;
(i) Calls to and from children;
(1) Cails to and from students for Information to aid them in academic endeavors;
(iv) Calls between family mambers; and
otc. (v} Calls relating solely to persanal services, such as food orders, transportation,

(@) Change in Target's Location or Status <5266

(1) During periods of known extended absence by a targeted agent of & foreign power from.
premises under surveillance, only communications to which the target is a parly may be retained and dissemi-
nated, -{5~666)—

(2) When there is reason to belleve that the target of.an slectronic surveillance is no longer a
fareign power or an agent of a forelgn power, or no longer aocuples the premises authorized for survelilance,
that electronic survelliance shall be Immediatsly terminated, and shall nét resume unlass subsequently ap-
Eroved under the Act. When any person involved in collection or processing of an electronic survelllance

sing conducted Eursuant to the Act becomes aware of informatlon tending to Indicate a material change in
the status or location of a targst, the parson shall immediately ensure that the NSA's Office of General Coun-
sel Is also made aware of such information. ~{S=-ge6}-

SECTION 4 — ACQUISITION AND PROCESSING — SPECIAL PROCEDURES W)

(8) Collection Against Residential Premises{S~-86—

(1) An electronie surveillance directed against premises located In the United States and used
for residantial purpases shall be condugted by technir.&r;d Tleans designed to fimit the informetion acauire
e

(b} (1)
{b) {3)-18 USC 798
{h) {3)-P.L. BH-35
(CE-0ct97) (b)) {3}-50 USC 403
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gphone direci dic

Domestic communications thet are incldantaliy act [i'ii-ed durin,@"éollection against residentla!
prem;*’ses ghaﬁsge handled under Sectlon 5 of these procedures_?fi?-s-eeep'

(b} Attorney-GClient Communications &)

[ As soon as it becomes apparent that & comniunication is between a person wha [s known to be
under criminal Indictment and an attorney who represents that individual in the matter under indictment (or
sgmeone acting orf behaif of the attomey{ monitoring-of that communication will cease and the communica-

ton shall be ldentified as an attomey-cllent communication in-a log rmealntained for that purpose. The relevant

portion of the tape containing 1hat conversation will be Place,d' under seal and the Department of Justice, Office
of Iritefligence Policy and Review, shall be notified so that-appropriate procedures may be established to pro-
Jtect such communications from review or use’ln any griminal prosecution, while presatving foreign intelli-
/ gahce information containad therein.
H i

SECTION 5 ~DOMESTIC COMMUNICATIONS (U)

() Dissemination, ()

Communicati,or’ié id_eriiiﬁed as domestic communications shall be prompily destroyed, axcept
that: e

(1) domesstic cémmunications that are reason athP/ believed to contain forelgn inteliigence infor-
mation shall be disséminated to the Federal Bureau of Investigation (inciuding United States person Identi-
ties) for possible fufther. dissem!natlon;by: the Federal Bureau of Investigation in actordance with its minimiza-

tion procedures;

Ny &

2~ {2 domestic communteations that do not contaln foreign inteliigenca information, but that are
reasonably balieved to contain evidence of a crime that has been, is being, or Is about to be committed, shall
be digserninated (including United States person identities) to appropriate Federal law enforcement authorl-
tles, in‘accordance with Section 106(b) of the Act and crimes reporting procedures approved by the Secretary
of Defense and the Attomey Gieneral; anc

R - (3) domestic communications that ere reasonably believed to contain technical data base infor-
- tmation, as dsfined in Section 2(i), may be disseminated to the Federal Bureau of investigation and to other
elements of the U.S. SIGINT system, (8-~

(b) Astention (1))

(1% Domestlc communicatlons disseminated to Federal law enforcement agencies mag be re-
tained by the NSA for 2 reasonable period of time, not to axcead six months (or any shorter petiod set y court
order), to permit law enforcement agencies to determine whether access to original recor ings of such com-
munications is required for law enforcement purposes,

by (1 —HANBEE-VIA-COMINT CHANNELS ONLEY—
(b) {(3)-50 USC 403 —SEGRET‘

(b) (3)-18 USC 798 (C1-Det 97)
(b) (3)-P.L. B6-36 A-1/6
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{2) Domestic communications reasonably believed to contain technlcal data base information
may be retained for a period sufficient to allow a thorough expioitation and to permit access to data that are, or
are reasonably belleved likely to become, relevant to a cument or future foreign intelligence requirement.
Sufficient duration may vary with the nature of the exploitation. ~{6-668)—

[

a. In the context of a oryptanalytic effort, maintenance of technical data bases raguires rsten-
tion of &ll communications that ere enciphered or reasonably belleved to contaln secret meaning, and suffi-
clent duration may consist of any perind of time during which encrypted material ls subject to, or of use in,
cryptanalysis. 48~-SCOJ™ .

b. In the case of communicattons that are not enciphered or otherwise thought.to contaln secret
meaning, sufficient duration is one year unless the Deputy Director for Operations, NSA, determines in writing
that retention for a longer period Is required to respond to authorized foreign Intelligence or counterinteifigence
requirements. .(S-CgO)—

SECTION 6 ~ FOREIGN COMMUNICATIONS OF OR CONCERNING UNITED
STATES PERSONS (U)

(2) Retention (U} ' .

Foreign communications of or concaming United States persons acquired by the NSA in the
course of an electronic surveillance subject fo these procedures may be retained only;

(1) i necessary for the maintenance of technical data bases. Retentlon for this purpose is
permitted for a period sufifcient to allow a thorough exploltation and to permit access to data thet are, or are
reasonably believed likely to becoma, relevant to a current or future foreign intelligence requirement. Suffi-
cient duration may vary with the nature of the exploitation.

a. 1n the context of a cryptanaiytic effort, maintenance of schnical data bases re-
quires retention of all communications that are enciphered or reasonably befisved to contain secret meaning,
and sufiiclent duration mey consist of any period of ime during which encrypted material 1s subject to, or of
usg in, cryptanalysis.

| - ’

b, In {he case of communications that are not enciphered or otherwise thought to
contain secret meaning, sufficient duratton is one year unless the Deputy Director for Operations, NSA, deter-
mines in writing that retention for a longer period is required to respond to authorized foreign intelligence or
counterintelligence requirements;

(2) if dissemination of such communications with reference to such United States persons
would be permitted under subsaction (h) below; or . .

(3) if the Informatlon is evidencs of a crime that has been, is being, or is about to be commitied
and is provided to appropriate federal faw enforcement authorities. {98601 i

(b) Dissemination (L)

A report based on communications of or conceming a Unlted States peréon may be dissemi-,

nated In accordance with Section 7 If the identity of the United States person Is delsted and a generic term or
symbol Is substituted so that the information cannct reasonably be connected with an Identiflable United
States person. Otherwise dissemination of intelligence rerorts based on communications of or concerning a
United States person may only be made to a rediplent requiring the identity of such person for the performance

of official duties but oniy if at Isast one of the following oriteria is also met:

{1) the United States person has consented to dissemination or the information of or concaming
the United States perscn I3 available publicly;

’ (2) the ldentity of the United States person Is necessary to understand forsign intelligence
information or assess its Importance, e.g., the identity of a senior official In the Executive Branch:

—HANDEE VA COMINT- CHANNEES ONEY—
SECRET—

(C1~Oct 97)
A-1/7
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(8) the communication or information indicatss that the United States person may be;

(A) an agent of a foreign power;

»

(B} a foreign power as defined In Section 101(a)(4) or (8} of the Act;

of(C) residing ocutside the United States and helding an official poshion in the govern-
ment or military forces of a fareign power;

(D) & corporation or other entity thet Is owned or controlled directly. or indirectly by a
foreign power, or :

-

(E) acting in coliaboration with an intelligence or security service of éforelgn power
and the United States person has, or has had, access to classified national securty Irformation or material.

4) tha communication or information indicates thet the United States person may be the target

{4
of intelligence activities of a foraign power;

that the United States person Is engaged in the

(5) the communication or information indicates
magtion; but only after the agency that originated

unauthorized disclosure of classified national security infor
the information certifies that it is properly classified;

the communication ¢r information indlcates thet the United

6{ States person may be engaging
In internaticnal tarrorist activities;

the acquisition of the United States person’s communication was authorized by a court order
t|:)t|l.|_lrsuant tti:hSection 105 of the Act and the communication mey relate to the foreign intefligence pur-
e surveiliancs;

issued
pose o

{8) the communication or information Is reasonably balieved 1o contain evidence that a crime
has been, is being, or Is about to be committed, provided that disssmination is for iaw enforcement purposes
and is made in accordance with Section 106(b) of the Act and crimes reporting procedures approved by the
Secretary of Defense and the Attomey General, (U) .

SECTION 7 — OTHER FOREIGN COMMUNICATIONS (U)

Foreign communications of or conceming a non-United States

i erson may be retained, used,
and disseminated in any form In accordance with other appiicable Jaw, regu

ation, and policy. (U)

N

SECTION 8 - ls-eeor
raﬂ 3
| ' " !
ic)]
(]

{C1-0ct97)

{b)
i)
{b}
(b}

1)
3)-18 UsSC Ton
3)-P.L. B6-36

(
{
{
{3)-506 UsSC 403
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ANNEXB

OPERATIONAL ASSISTANCE TO THE
FEDERAL BUREAU OF INVESTIGATION (U)

SECTION 1 - GENERAL .

1.1. {U) In accordance with the provisions of Sectlon 2.6 of E.O. 12333, and the NSA/FBI
Memorandum of Unaerstanding of 25 Novernber 1980, the National Security Agency may provide
specialized equipmert and technical knowledge to the FBI to assist the FBI in the conduct of its fawful
functians. When requesting such assistance, the FBI will certify to the General Counsel of NSA that
such equipment or technical knowledge is necessary to the accomplishment of one or more of the
FBI's fawfud functions.,

1.2. (U) NSA may also provide expert personnel to assist FBI personnel in the operation or
installation of speciziized equipment when that equipment is to be employed to collect foreign
intelligence. Wher raguesting the assistance of expert personnel, the FBI will certify to the General
Counsel that such assistance is necessary 1o collect foreign intelligence and that the approval of the
Attorney General {a7d, when necessary, a warrant from a court of competent jurisdiction) has been
obtained.

SECTION 2 - CONTROL

2.1. {U) No cperational assistance as discussed in Section 1 shall be provided without the
express parmission of the Director, NSA/Chief, CSS, Deputy Director, NSA, the Deputy Director for
Operations, or the Deputy Director for Technology and Systems. The Deputy Director for Operations
and the Deputy Director for Technology and Systams may approve requests for such assistance only
with the concurrence of the General Counsel. -

4 '

l

B/l
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ANNEX C

SIGNALS INTELLIGENCE SUPPORT TO U.S. AND ALLIED MILITARY
'EXERCISE COMMAND AUTHORITIES (U)

SECTION 1 - POLICY

1.1. &)5ignals Intelligence support to U.S. and Allied military exercise command authoritias is
provided for in USSID 56 and DoD Directive 5200.17 (M-2). Joint Chiefs of Staff Memerandum
MICS111-88, 18 August 1988, and LISSID 4, 16 December, 1988, establish doctrine end proceduras for
providing signals intelligence support to military cornmanders. The procedures in this Annex provide
policy guidelines for safaguarding the rights of U.S. persons in the conduct of exercise SIGINT support
activities. T

SECTION 2 - DEFINITIONS

2.1, (U) The term "Mllitéry Tactical Communications" means United States and Allied military
exercise communications, within the United States and abroad, that are necessary for the production
of simulated foreign Intelligence and counterintelligence or to permit an analysis of communications
security.

SECTION 3 - PROCEDURES

Y

3.1. {281} The USSS may collect, process, store, and disseminate military tactical
<ommunications that are also communications of, or concerning, U.S. persans.

a. Coltection efforts will be conducted in such a manner asto avoid, to the extent faasibie,
the intercept of non-exercise-related cormunications.

b. Military tactical communications may be stored and processed without deletion of
references to U.S. persons if the namas and communications of the U.5. persons who are exercise
participants, whether military, government, or contractor, are contained in, or such communications
constitute, exercise-related communications or fictitious communications or information prepared
for the exercise.

¢. Communications of U.S. persons not participating in the exercise that are inadvertently
intercepted during the exercise shall be destroyed as soon as feasible, provided that a record
describing the signal or fraquency user in technical and generic terms may be retained for signal
identification and Collection-avoidance purposes. Inadvertently intercepted communications that
contain anomalies in enciphered communications that reveal a potential vulnerabiiity to United
States communications security should be forwarded to the NSA Deputy Director for Information
Systems Security. -

@;
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d. Dissemination of military exercise communications, exercise raports, or information
files derived from such communications shall be limited to those authorities and persons participating
in the exercise or conducting reviews and critiques thareof.’
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ANNEXD
TESTING OF ELECTRONIC EQUIPMENT (U)

SECTION 1- PURPOSE AND APPLICABILITY -

-

1.1. {U) This Annex applies to the tasting of electronic equipment that has the capabitity to
intercept communications and other non-public information. Testing inciudes development,
calibration, and evaluation of such equipment, and will be conducted, to the maximum extent

" practical, without Interception or manitoring of LS. persons.

- SECTION 2 - PROCEDURES

2.1. (V) The US55 may test electronic equipment that has the capability to Intercept
ecommunications and other information subject to the foliowing limitations:

a. Tothe maximum extent practical, the foilowing should be used:

(1) Laboratory-generated signals,

{2} Communications transmitted betweesn terminals located outside the United States
not used by any known U.S. person, )

(3) Official government agency communications with the consent of an appropriate
official of that agency, or an individual's communications with the consent of that individual,

(4) Public broadcast signals, or

(5) Other communications in which there is no reasorable expectation of privacy (as
approved in each instance by the NSA General Counsel). )

b. Where it is not practical to test electronic equipment solely against signals described in
paragraph 2.1.a., above, testing may be conducted, providad:

(1) the proposad testis coordinated with the NSA General Counsel;

(2) the test is limited in scope and duration to that necessary to determine the
capability of the equipment;

(3) no particular person is targeted without consent and it is not reasonable to obtain
the consent of the persons incidentally subjected to the surveillance; and

{4) the test does not exceed 90 calendar days.

nn ¢
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€. Where the test involves communications other than those identified in 2.1.2. and a test
period longer than 90 days is required, the Foretgn trtel ligence Surveiliance Act requires that the test
be approved by the Attorney General. Such Proposals and plans shall be submitted by USSS elements
through the General Counsel, NSA, to the Director, NSA/Chief, CS5 for transmission to the Attorney
General. The test proposal shall stste the requirement for 2n extended test involving such
communications, the nature of the test, the organization that will conduct the test, and the praposed
disposition of any signals or communications acquired during the test,

2.2. {U) The content of any communication other than communications between non-U.5.

persons outside the United States which are acquirad during a test and evaluation shall be: .

a. retained and used only for the purpose of determining the capability of the electronic
equipment;

b. disclosed only to persons conducting or avaluating the test; and -

<. destroyed before or immediately upon completion of the testing. 3
2.3. (U) The technical parameters of a communication, such as frequency, modulation, and
time of activity of acquired electronic signals, may be retdined and used for test reporting or
collection-avoidance purposes. Such paramaters may be disseminated to other DoD intelligence
components and other entities authorized to conduct electronic surveillance, provided such
dissemination and use are limitad to testing, evaluation, or collection-avoidance purposas,

/2
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ANNEXE

¥

SEARCH AND DEVELOPMENT OPERATIONS (U)

SECTION 1 .- PROCEDURES -

LY

1.1. (U} This Annex provides the pracedures for safeguarding the rights of U.5. parsons when
conducting SIGINT search and development activitias.

1.2—{$<CCOY The USSS may conduct search and development activities with respect to signals
throughout the radio spectrum undser the following limitations:

a. Signais may be collected only for the purpose of identifying those signals that:

i) may contain information refated to the ‘preduction of foreign intelligence or
counterintelligence;

{2) are enciphered or appear to contain secret meaning;

(3) are necessary to assure efiicient signals intelligence collection or to avoid the
collection of unwanted signals; or,

(4} reveal vulnerabilities of United States cornmunications security. -

b. Communications originated or intended for recaipt in the United States or originated
or intended for recaipt by U.S. persons shall be processed in accordance with Section 5 of USSID 18,
provided that information necessary for cataloging the constituent elements of the signal
environment may be processed and retained if such information dees net identify a U.S. person.
Information revealing a United States communications security vulnerability may be retained. ~

c. Information necessary for cataloging the constituent elements of the signai
environment may be diséemiga'ted 10 the extent such information does not identify U.S. persons.
Communications squipment “nemenclature may be disseminated. Information that reveals a
vulnerability to United States communications security may be disseminated to the appropriate
communications security authPrities.

d. All information obtained in the process of search and development that appears to be

of foreign intelligence value may be forwarded to the proper analytic office within NSA for
processing and dissemination in accordance with relevant portions of USSID 18.

E/1
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ANNEX G

TRAINING OF PERSONNEL IN THE OPERATION AND USE OF SIGINT
COLLECTION AND OTHER SURVEILLANCE EQUIPMENT (U)

SECTION 1 - APPLICABILITY B

-~

1.1, (U) This Annex applies to all US55 use of SIGINT collection and other survefllance
equipment for training purpases.

SECTION 2 - POLICY

2.1. {U) Training of US55 personnel in the operation and use of SIGINT collection equipment
shall be conducted, to the maximum extent that is practical, without interception of the
communications of U.5. persons or persons in the United States who have not given consent to such
interception. Communications and information pratected by the Foreign Intelligence Surveillance Act
(FISA) (see Annex A) will not be collected for training purposas.

SECTION 3 - PROCEDURES

3.1, {U) The tralning of USSS personnel in the operation and use of SIGINT collection and othier
surveillance equipment shall include guidance concerning the requirements and restrictions of the
FISA, Executive Order 12333, and USSID 18,

3.2. (U) The use of SIGINT collection and other surveillance equipment for training purposes is
subject to the following limitations: .

a. Tothe maximum extent practical, use of such aquipment for training purposes shall be
directed against otherwise authorized intelligence targets;

b. The contents of private communications of nonconsenting U.S. persons may not be
acquired unless the person is an autherized target of electronic surveillance; and

¢. The electronic surveiliance will be limited in extent and duration to that necessary 1o
train personnel in the use of the equipment.

" 3.3. (U) The limitations in paragraph 3.2. do not apply in the following instances:
@ Public broadcasts, distress signals, or official United States Government

communications may be monitored, provided that, where government agency communications are
monitored, the consent of an appropriate official is obtained; and

G/1
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b. Minimal acquisition of information is permitted as required for calibration purposes,

3.4. (V) information collected during training that involves authorized Intelligence targets
may be retained In accordance with Section 6 of USSID 18 and disseminated in accordance with
Section 7 of USSID 18. Information other than distress signals coliected during training that does not
involve authorized intelligence targets or that is acquired inadvertently shall be destroyed as soon as
practical or upon compietion of the training and may not be disseminated outside the US55 for any
purpose, Distress signais should be referred to the DDO.
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ANNEXH
CONSENTFORMS (U)

SECTION 1 - PURPOSE -

-

1.1. (V) The forms set forth in this Annex are for use in recerding consent by U.S. persons for
USSS alernents to collect and disseminate foreign communications concerning that persan. The first
form is consent to collect and disseminate a U.S. person's communications as well as refarences to that
person in foreign communications. The second form Is consent to coliect and disseminate only
references to the U.S. person and does not include communications to or from that person.

1.2. (U) Section 4.1.c. of USSID 18 states that the Director, NSA/Chief, CS5 has authority o
approve the carsensual coflection of communications to; from or about U.5. persons, Elements of the
USSS provosing to conduct consensual collection shoutd forward a copy of the executed consent form
and ary pertinent information to the Director, NSA/Chief, CS5 for approval.

1.3. (V) The forms provided on the following pages may be reproduced, provided the security
classii'cations (top and bottom) are removed, It is the responsibility of the user to properly reciassify
the document in accordance with requisite security guidelines. ‘




—
DOCID: 3037143 : ' -
—SECRET .
USSID 18ANNEXH °~
27 July 1993

CONSENT AGREEMENT
SIGNALS INTELLIGENCE COVERAGE
I » hareby consant to the National Security Agency

undertaking to seek and disseminate communications te or from or referencing me in foraign
communications for the purpose of

This consent applies to administrative messages alerting elements of the United States Signals
Intelligence System to this consent, as well as to any signais intelligence raports that may relate to the
purpase stzted abova. .

Excapt as atherwise provided by Executive Order 123233 procedures, this consent covers anly
information that relates to the purpose stated above ‘and Is effective for the period
to ;

Signals intelligence reports containing information derived from communications to or from
me may only be disseminated 1o me and to . Signais intefligence reports
containing information derived from communications raterencing me may oniy be disseminated to
me and to except as otherwise permitted by procedures under Executive
Order 12333..

(SIGNATURE) y

(TITLE)

{DATE)
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27 July 1993

CONSENT AGREEMENT

' SIGNALS INTELLIGENCE COVERAGE

1, ] . hereby congent to the National Security Agency
undertaking to seek and disseminate references 1o me in foreign communications for the purpose of

This consent applies to administrative messages alerting elements of the United States Signais
Intelligence System 1o this consent, as well as to any signals inteliigence reports that may relate to the
purpose stated above. . .

Except as atherwise provided by Executive Order 12333 procedures, this cansent covers ondy
references to me in foreign communications and information therefrom that relates to the purposa
stated above and is effective for the period Cot to .

Signatls intelligence reperts containing information derived from communications referencing
me and related to the purpose stated above may only be disseminated to me and to
excapt as otherwise permitted by procedures under Executive Order

12333,

(SIGNATURE} ~ °

(TTTLE) \

{DATE)

w3
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{b) (3)-P.L. 86-36
() (3)-18B USC 794

{b) (3}-50 USC 403
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ko NATIONAL SECURITY AGENCY
321 CENTRAL SECURITY SERVICE
i FortGeorge G Meade, Maryland

UNITED STATES S IGNALS INTELLIGENCE DIRECTIVE

24 April 1986

USSID 18
ANNEX ]

PROCEDURES FOR MONITORING RADIO
COMMUNICATIONS OF SUSPECTED
INTERNATIONAL NARCOTICS
TRAFFICKERS (FOHO)-

OrC: D2

LETTER OF PROMULGATION

-(-S-eee)rThis Annex 1mplements Sectlons 2 3 and 2.6.(b) of Execul:lve Orde

(U) If this edition is not needed, destroy it and notify DIRNSA/CHCSS (P0442, USSID Manager) of the
destruction and pertinent details. Also, notify P0442 if this document is destroyed because of an emergency
action.

(U) The authority for approving requests for the reproduction or the removal of any portion of this USSID
for use within the United States SIGINT System rests solely with the USSID Manager or the local

fofg 7 22002002 12:2) PW
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Designated USSID Representative. Any other reproduction or removal of parts of this document is
prohibited.

ib)(ai-P.L. 86-36

WILLIAM E. ODOM
Lieatenant General, USA
Director, NSA/Chief, CSS

B e

TABLE OF CONTENTS

SECTION 1 - PURPOSE AN SCOPE
SECTION 2 - DEFINITIONS

SECTION 3 - COLLECTION by (1)

{b)(3)-18 USC 79@
SECTION 4 - RETENTION 15 ()50 s 403
SECTION 5 - DISSEMINATION |

SECTION 6 - IDENTIFICATION OF U.S. PERSONS

SECTION 1 - PURPOSE AND SCOPE

SECTION 2 - DEFINITIONS

2.1(S=CE0¥-The following definitions apply to this Annex only. Unless coniradicted or otherwise

20f6 22012002 12123 P
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supplemented by these definitions, the definitions contained in Section 3 of the basic USSID 18 also apply

to this Annex.

SECTION 3 - COLLECTION
(] (1]
() (3}-18 UsC 798
(b){3}-P.L.. B6-36
(b1 {3}-50 UsC 403

Jofé 21202002 12:23 Pivt
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SECTION 4 - RETENTION

{h) (1)
(>} {31-50 UsC 403

(b1 {3)-18 USC 798
(b} (3)-P,L. B&-36

4 0f 6 22012002 1220 PM
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| SECTION 5 - DESSEMINATION

b (11

(b)Y (3)-P.L. 86-36

() (3)-18 UsSC 798

(b) (3]-50 USC 403
202012002 12723 P
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SECTION 6 - IDENTIFICATION OF U.S. PERSONS

Return to USSID Index

o) (1}
{b) {3)~P.L. B6-36
{b){3)-18 USC 7us
(b} {3)-50 USC 403

Gof6 UGN, V2L P



DOCID: 3037143

ANNEX K

USSID 18
27 July 1993
(b)Y (1)

[h) (3]1-50 USC 403
(b} (31-18 USC 798

(B){3)-P. L. 86-36

Kn
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