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Sensitive Securi Tmation (SSI)

PRE - SITE VISIT SME TELEPHONE INTERVIEW INFORMATION

The information below about the pre-site visit telephone interviews was provided to invited
SMEs by TSA.

Background and Purpose

The Transportation Security Administration (TSA) has solicited the help of the American
Institutes for Research (AIR) to conduct a Behavior Detection Officer (BDO)-related research
study. The purpose of the study is to gain an understanding of how the work performed by
BDOs has expanded and evolved over time, and to generate a comprehensive list of
competencies required to perform successfully on the job. Your assistance is requested to help
facilitate this process by participating in structured interviews as a subject matter expert (SME)
regarding the work performed by BDOs.

Requirements

If you agree to participate, a research scientist from AIR will contact you by telephone to
schedule an interview. Structured interviews will be conducted over the telephone and will Jast
no more than one hour. You will be asked a variety of questions about BDO job responsibilities,
requirements for successful BDO performance, and TSA processes for recruiting, selecting, and
training BDOs. The following are a few example questions for each of these topic areas.

e BDO Job Responsibilities
o What are some of the important tasks or responsibilities for BDOs?
o Have there been any new job tasks recently added to the BDO role? If so, what
are they?
o Which BDO job tasks or duties are specifically related to teamwork?

e Requirements for successful BDO performance
o What knowledge, skills, and abilities (i.e., competencies) must a BDO possess to
effectively perform the job?
o What KSAOs/competencies are specifically required for the casual conversation?

e BDO selection, training, and performance management
o Do you have any suggestions for improving BDO training? If so, what are they?
o Do you have any suggestions for improving the BDO hiring process? If so, what
are they?

Use of Information

The information gathered during the structured interviews will serve as a starting point from
which to review BDO training and hiring processes. For example, some changes to existing
BDO training courses may be warranted, or additional training courses may be needed. The
information gathered from the interviews and other data collection methods will help determine
these needs,

A-2
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Appendix B:
Pre - Site Visit Semi - Structured Interview Protocol
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PRE - SITE VISIT SEMI - STRUCTURED INTERVIEW PROTOCOL

Date

Time

Interviewer

Interviewee

Work Role

Overview

e  Who you are
e  Where you are from
e Purpose of the Interview

My name is [insert vour name]. I am a [insert job title] at the American Institutes for Research or
AlIR. AIR is a not-for-profit research organization that employs behavioral scientists to provide
consulting services for our clients. We are currently working on several projects with DHS. The
project we will be working on today is about understanding the type of work that Behavior
Detection Officers (BDOs) perform.

Essentially, we are examining the BDO job and hiring process. This is a follow-up to work that
was done previously with respect to TSA Officers in general. Specifically, we want to see if
there have been changes in the BDO job and to isolate important differences, if they exist,
between the BDO and other TSA Officer roles. This information will be used to support BDO
training initiatives. For example, some changes to existing BDO training courses may be
warranted, or additional training courses may be needed.

As a start, we are conducting a job analysis. A job analysis is a way to learn how work is
performed directly from job experts. For example, we want to understand the characteristics of
the work, the characteristics of the worker, and the tools and equipment used on the job.

You are a Subject Matter Expert (SME) who can help us understand the job. Your participation
is critical and completely confidential. Your comments will be combined with those of other
SME:s and reported as group data only such that individual responses cannot be identified.
Nonetheless, your contributions are invaluable because only through participation of people like
you can we get an accurate picture of the BDO job.

Do you have any questions before get started?
Allow for and answer questions.
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Sensitive S¢C

Demographic Questions
Let me begin by asking you some questions regarding your work experience.
1. What is your position?
2. How long have you been employed in this position?
3. How long have you worked for TSA?
4. Have you worked as a BDO? If so, how long ago?

5. Can you provide a quick overview of the type of work you do?

The following questions may not be asked of all SMEs. Prioritize the questions you ask based on
the experience of the individual you are interviewing. For example, ensure you cover the
questions related to training when you are talking to an Instructor. Before each site visit check
with the Project Task Leader 1o find out the interview topics that should receive the highest
priority.

Tasks

Thank you for the overview. | would now like to talk to you about the tasks completed in BDO
work.

6. What are some of the important tasks or responsibilities for the BDOs?

Probes:

a, How are these tasks accomplished?

b. Why are these tasks performed?

c. What is the desired outcome of these tasks?

B-3
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7. Are there tasks that BDOs must perform that are not outlined in the SPOT SOP
requirements? If so, what are they?

Probes:
a. Job descriptions sometimes list a general statement like “performs additional tasks
as needed.” What would those be for a BDO?
b. To what extent do BDOs perform general passenger/baggage screening duties?
¢. Do BDOs have rotating functions between the technical tracks (e.g., bomb
appraisal)?

8. Have there been any new job tasks recently added to the BDO role? If so, what are they”

9. Which BDO job tasks or duties are specifically related to teamwork?

Prabes:
a. Do all BDOs work in pairs/teams?
b. How do BDOs promote teamwork?

10. Which BDO job tasks are more challenging because of the conditions in which they are
performed? Why? [Probe for fatigue issues and strategies for dealing with these issues. ]

Probes:
a.  Which job tasks are the most taxing? Why?
b. What strategies do BDOs use to deal with these challenges?

11. What is the purpose of the SPOT SOP? Are BDOs responsible for reading/knowing the
SOpP?

12. How is a typical day structured for a BDO? [Probe for information concerning time on
position, number of breaks, whether the structure varies across shifts or facilities. |

13. Are there any tools or specific materials used to perform the BDO job? For example, do
BDOs need to use computers?

B-4
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14. Do the tasks or duties assigned to BDOs differ based on the characteristics of the airport
such as size and/or number of passengers who pass through?

Probes:

a. Are there more tasks or duties for BDOs at smaller airports than at larger airports
or vice versa?

b. Are there tasks or duties that are unique to BDOs at smaller airports? What about
at larger airports?

c. (If more tasks/duties or unique tasks/duties) Are these additional (or unique)
tasks [or duties] accurately reflected in the BDO job description? Are BDOs
trained for these additional (or unique) job tasks [duties]? Are these additional (or
unique) job tasks [duties] accurately reflected on performance reviews?

d. Are there any unique tools or materials that BDOs need to complete these
additional [unique] tasks [duties]?

Requirements for Successful Performance

Now that we have talked about the characteristics of the work, I would like to talk about the
characteristics of the worker. Specifically, I'd like to focus on what BDOs need to possess in
order to be successful.

15, What knowledge, skills, abilities, or other characteristics (KSAOs), or competencies,
must a BDO possess to effectively perform the job?
(Refer to the Job Analysis Definitions and Examples. Remember that it is more important
to get a list of KSAO requirements rather than for interviewees to know the difference
between a knowledge or skill.)

16. Does this list of KSAOs/competencies differ depending on the location, time of day,
volume of travelers, or other factors? Is so, can you please explain?

17. What KSAOs/competencies are specifically required for the casual conversation?
Probes:
a. What makes someone effective at the casual conversation?
b. What makes someone ineffective at the casual conversation?

18. In your opinion, what types of KSAOs/competencies are important to possess upon entry
as a BDO (i.e., on “Day 1")?
e Do these entry-level KSAOs/competencies depend on location, time of day,
volume, or other related factors?

B-5
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19. What KSAOs/competencies must be learned during the first year of employment as a
BDO?

20. What types of education and experience are needed (required) upon entry as a BDO?
21. What types of education and experience would be helpful upon entry as a BDO?

22. Do you anticipate future changes in the job that will necessitate different
KSAOs/competencies? If yes, what are these changes and the needed competencies?

BDO Selection, Training, and Performance Management

So far we have discussed the specifics of the job itself and what it takes for workers to do the
BDO work. Now I want to ask you about how BDOs are currently selected and trained,

23. What is the current approach to hiring BDOs?
Probes:
a. How are BDOs currently selected?
b. What measures are used in the selection system?
¢, Are there minimum qualifications someone must have before being considered? For
example, is there a minimum level of experience or education needed?

24. What parts of the selection system do you think are most effective? Why?

25. What do you think could be improved in the current selection system? Why?

B-6
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ecurity Information (SS1)

26. How are BDOs currently trained?

Probes:

a. Who conducts the training?

Who creates the training?
When is training administered?
How long does training last?
How many courses do BDOs take?
Does the BDO training program provide suggested strategies for dealing with job
tasks that may be mentally taxing (e.g., “walking the line”)?
Do you have any suggestions for how training could be expanded or improved?

mo oo o

s

27. Can you describe when BDOs are assigned to a specific airport? That is, when is the
airport assignment decision made?
Probes:

a. Is this decision made prior to beginning the initial SPOT training course?

b. Are there differences between facilities regarding when a BDO is assigned to a
specific airport? Are there differences by region regarding when a BDO is
assigned to a specific airport?

¢. Do BDOs have any input in the airport assignment process? Can BDOs choose
where they will be assigned or make any other related requests?

28. How are BDOs assigned to a specific shift? For example, are BDOs first staffed on shifts
that have low passenger throughput? Are work schedules fixed or rotated?

29. Can you describe the concepts of Evolution, ENGAGE, and COACH' as they relate to
the BDO position?

30. How are these incorporated into the BDO training? Are there differences in the job tasks
or requirements across locations that would lead you to believe selection and/or training
should vary?

31. Are there differences in the hiring or training procedures that currently exist across
locations?

32. Are there differences between the BDO job and other TSA jobs that would lead you to
believe their selection and/or training needs to be separate?

"'Note to AIR Interviewers: Evolution, ENGAGE, and COACH are recent training concepts,
B-7
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Sensitive S \ anon (3

33. Can you describe any differences in the hiring or training procedures that currently exist
for BDOs versus other TSA positions?

34. How is BDO performance currently assessed?
Probes:
a.  What methods are used to measure BDO performance?
b. What dimensions are measured when assessing performance?
¢. How should BDO performance be measured, in your opinion?

35. What is the career progression for BDOs?
Probes:
a. What is the step before becoming a BDO?
Are there different levels within the BDO job?
Are there promotion opportunities?
What is the lowest BDO level?
What is the highest BDO level?

o R o

36. Does TSA use any job titles other than “Behavior Detection Officer” to describe this
role?

37. What is the difference between MTSO (Master) and ETSO (Expert) in the BDO technical
track?

38. How does the BDO role and career progression differ from other technical track jobs
(e.g., bomb appraisal )?

39. What are the acceptable paths to becoming a
« BDO?
* MTSO-BDO?
e ETSO-BDO?
e TSM-BDO?

40. At what level do BDOs begin to supervise other BDOs?
e How many BDOs does a supervisor manage?

B-8
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Closing

That concludes my interview questions.
* Do you have any comments or questions?

o Are there things you think that are important that we have not talked about?

Hand out business card.
If you think of any questions or comments in the next day or two that you think are relevant,
please feel free to call or email me.

Thank you again for your time today— without the contribution of experts like you, we wouldn’t
be able to complete this important work.
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Appendix C:
Pre - Site Visit Information
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PRE — SITE VISIT INFORMATION

The information below about the job/task analysis site visits was provided to airport points-of-
contact by TSA.

Summary

The Transportation Security Administration (TSA) has selected your airport as one of six
potential data collection locations to conduct a Behavior Detection Officer (BDO)-related
research study. The purpose of the study is to gain an understanding of how the work performed
by BDOs has expanded and evolved over time, and to generate a comprehensive list of
competencies required to perform successfully on the job. Your assistance is requested to help
facilitate this process by sponsoring volunteer employees at your airport to participate and by
providing meeting space for the study’s research team.

Background

TSA implemented the Screening of Passengers by Observation Techniques (SPOT) program in
June 2003 to identify high-risk passengers and augment airport security. Since the program’s
inception, the roles and responsibilities of BDOs have continued to expand over time. By way of
example, BDOs now “walk the line”, observe individuals outside the security checkpoint, and
use applied behavior detection methods. This task analysis will provide an important update of
the tasks and competencies required of BDOs. Once completed, the analysis will serve as the
foundation from which to review BDO training and hiring processes.

Requirements

The Study Team will be conducting three-day site visits at each participating airport location.
During the visit the Team will conduct focus groups and structured interviews with subject
matter experts (i.e., BDOs, Trainers, Managers/Supervisors) and will observe BDOs while they
perform their job.

Participating airports are asked to:

e Provide six (6) to (12) volunteer BDOs from their airport to participate in a focus group.
Volunteers should be allowed to participate for approximately four (4) hours during their
regular paid work time. If necessary the Study Team can conduct more than one focus
group during the site visit to minimize the impact on operations.

e Provide two (2) to six (6) subject matter experts (e.g., BDO Managers/Supervisors,
Trainers) from their airport to participate in a structured interview. Each interviewee will
meet with an interviewer for 30 to 60 minutes.

e Provide two meeting spaces for up to three days: (a) a conference room with seating up
to 14 persons, and (b) a small office space (with a door for privacy) with seating up to 3
persons.

(5%
Sensitive Security Information (S51)
\VJ\BN[‘J(J |f|i\ Rh( ORD CONTAINS SENSITIVE SECURITY INFORMATION THAT IS CONTROLLED UNDER 49 C.F.R. PARTS 15 AND 1520, NO
Y BE DISCLOSED TO PI‘RH(N\H WIT IIl)Ul AUNEED TO KNOW.” AS DEFINED IN 49 C.F.R PARTS 15 AND 1520, EXCEPT
WITH THE WRIT '[I“P- PERMISSION T HE TRANSPORTATION SECURITY ADMINISTRATION OR THE SECRETARY OF
TRANSPORTATION, UNAUTHORIZED RI LEASE M.“-Y RESULT IN CIVIL PENATTIES R L OR LS, GOVERNMENT AGENCIES.
PUBLIC DISCLOSURE GOVERNED BY 5 U.S.C. 552 AND 44 C.F.R. PARTS 15 AND 1520

TSA 15-00014 - 005826



. 5 s tion (SS1)

. [
o

In addition, the Study Team will coordinate with a representative from each participating airport
to determine the best way to conduct the job observation activities without adversely affecting
operations.

Note that airport and employee participation is voluntary; airports and employees may participate
or not without penalty.

Next Steps
If you agree to participate in this Study, please contact Cheryl Hendrickson directly (see below

for contact information) and cc: me or let me know by telephone or e-mail. Cheryl will discuss
the details of your participation and coordinate with you to develop a schedule for the site visit.
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Appendix D:
Pre - Site Visit Coordination Protocol
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SITE VISIT PREP SHEET

Site
POC
AIR Planner

Date of Discussion

Selecting Dates
1. Do any of the following dates work for <your Airport>?

(Provide available dates in October and November 2010)

2. Which day(s) of the week are most convenient for you? We are anticipating being on-site
two to three days.

Planning Site Activities

Focus Groups

3. We would like to conduct a 4 hour focus group with 6-12 BDOs,.
a. Will this be possible at your location? [If not, two focus groups of 2 hours in length.|
b. Which day (and time of day) would be best for this activity?
c. Do you have a conference room that could seat up to 12 individuals?

Note: Important not to have BDO Managers or Supervisors in the focus group, potential to shut
down discussion.
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Structured Interviews

4. We would like to conduct 2 to 6 interviews with BDO Managers/Supervisors, Trainers, and
anyone else you believe it would be important to talk with us. These interviews would be no
more than 60 minutes in length.

a.  Are there individuals like these we could talk to during the site visit?

b. Is it possible to get a list of individuals scheduled? [We are available whenever they
are available.|

c. Is there a private room or office we could use to conduct these interviews?

d. Could we get a schedule in advance of our arrival?

Job Observation

5. We would also like to observe BDOs performing their jobs, and would like to observe at
different checkpoints, on different shifts, etc.
a. Would this be possible at your location?
b. How should we go about this activity to ensure we minimize disruption to operations?

Other Information

6. Some locations have indicated that they have training curriculum and other information they
would like to share with us when we arrive. We are interested in learning any “best
practices” that locations are using with respect to training and performance management and
the like. Please let me know if you have any information you would like to share in this
regard,

Travel Logistics

7. We may be traveling to some smaller airports within driving distance from your airport. Do
you have any recommendations/thoughts with respect to the following airports? [See list.]

8. We would like to stay in a hotel near the airport. Do you have any hotel recommendations?

9. s there any other information I should know about before the site visit?

[Thank you for your time.]
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Appendix E:
BDO Job/Task Analysis Site Visit Summary Form
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BDO Job/Task Analysis:

Data Collection Summary Form

Dates: Location:
AIR Rep 1: AIR Rep 2:
AIR Rep 3: AIR Rep 4:
Focus Group 1
Date: Number of SMEs:
AIR Facilitator: AIR Note Taker:
Start Time: End Time:
Focus Group 2
Date: Number of SMEs:
AIR Facilitator: AIR Note Taker:
Start Time: End Time:
Focus Group 3
Date: Number of SMEs:
AIR Facilitator: AIR Note Taker:
Start Time: End Time:
Focus Group 4
Date: Number of SMEs:
AIR Facilitator: AIR Note Taker:
Start Time: End Time:
Interview 1
Date: SME's Position:
AIR Interviewer: AIR Note Taker:
Start Time: End Time:
E-2
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Interview 2

Date: SME’s Position:
AIR Interviewer: AIR Note Taker:
Start Time: End Time:
Interview 3

Date: SME's Position:
AIR Interviewer: AIR Note Taker:
Start Time: End Time:
Interview 4

Date: SME’s Position:
AIR Interviewer: AIR Note Taker:
Start Time: End Time:
Interview 5

Date: SME'’s Position:
AIR Interviewer: AIR Note Taker:
Start Time: End Time:
Interview 6

Date: SME's Position:
AIR Interviewer: AIR Note Taker:
Start Time: End Time:
Observation 1:

Date: Shift:

AIR Rep 1: AIR Rep 2:
Start Time: End Time:
Observation 2:

Date: Shift;

AIR Rep 1: AIR Rep 2:
Start Time: End Time:
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Observation 3:

Date: Shift:

AIR Rep 1: AIR Rep 2:
Start Time: End Time:
Observation 4:

Date: Shift:

AIR Rep 1: AIR Rep 2:
Start Time: End Time:
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Appendix F:
Job Observation Protocol
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BEHAVIORAL OBSERVATION PROTOCOL AND RECORDING
FORM

Date

Observer

Overview
Purpose

The Observation Protocol is to be used during the observation of BDOs at each site visit. This
protocol should be used in conjunction with AIR’s other job analysis data collection protocols
(i.e., focus group, structured interview). The goals of the observation include: providing context
for the tasks conducted by BDOs; operationalizing tasks not currently included in the SOP; and
collecting information about aspects of the work that may be best observed (e.g., aspects of
teamwork, work environment/conditions, differences across airports).

Instructions

Please use the protocol as a guide to your observation of BDOs, The protocol includes
background information to be completed for each observation, as well as open-ended questions
about aspects of BDO work that we have identified as of interest for the BDO job analysis.

Before the observation period, spend a few minutes talking to the airport POC. Especially focus
on positioning for optimal observation. Remember, we want to capture as much data as possible
with minimal disruptions. With respect to position, discuss:
e where to best position yourself so that you can observe the BDOs unobtrusively;
e how to observe both in front of and behind the security checkpoint;
e whether you will have the opportunity to observe BDOs at work in other areas of the
airport; and
e whether you will be able to observe BDOs during regular SPOT activities, rather than
during SPOT base rate study data collection. (It is important to see the BDOs conducting
their job as it is normally done; so encourage the POC to arrange for you to observe
BDOs at work rather than collecting data).

While observing, take careful notes. Again, it is important to be as inconspicuous as possible.
Consider taking notes in stages. ldentify a good time to write as much as you can. Repeat when
necessary and/or when the opportunity presents itself, Periodically check your notes for
accuracy.
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Sensitive S i tion (SSI)

After observing, check all of your notes to be sure you captured accurately all that you observed.
Make note of duties/tasks you observed that fall outside of those outlined in the SPOT SOP (e.g.,
Playbook, VIPER tasks, assisting ticket check, baggage screening).
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Please note the start time of your observation.

What shift were you observing?

How busy was the airport during your observation? If
possible, ask a BDO/ POC if he/she considers it busy.

e Not busy: Very short or no lines of passengers in
screening areas and/or few to no passengers in
other areas of the airport.

e Somewhat busy: Moderate line of passengers in
screening areas and/or moderate number of
passengers in other areas of the airport.

e Very busy: Constant, long lines of passengers in
screening areas and/or crowds in other areas of
the airport.

How many individual BDOs did you observe?

How many teams of BDOs did you observe?

How long was a BDO team working at a particular area
(e.g., screening area, arrival gate) before rotating to a
new area?

What area(s) of the airport were you observing? (e.g.,
screening area, arrival gate, ticketing area, taxi stand)

How many casual conversations did you observe?

How many LEO referrals did you observe?

10.

Please note the end time of your observation.,

Sensitive Security Information (851)
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11. Duties 7 i G T l. Wo Coditions

E.g.. Lines: how many lines, do lines feed into other
lines, are their family lines? Signs of mental and/or
physical fatigue: complaints of feet hurting from
standing; signs of distraction or lack of focus;
number of breaks taken.

F-5
- Sensitive Security Information (SSI)

WARNING: THIS RECORD CONTAINS SENSITIVE SECURITY INFOR 3 D UNDER.49C.FR I’ARTSHANDISEO NG PART OF THIS RECORD MAY BE DISCLOSED TO PERSONS
WITHOUT A “NEED TO KNOW.™ ASDEFI'N'EBIN-ECFRPARTSISAND]S‘_‘Q EXC‘EPTWI'I'II“—TE z 22 L M
ADMINISTRATION OR THE SECRETARY OF TRANSPORTATION. UNAUTHORIZED RELEASE MAY mmemPﬂALmoRm Al NCIES, PUBLIC
DISCLOSURE GOVERNED BY 5 U.5.C. 552 AND 49 C.FR. PARTS 15 AND [520.




018500 - ¥1.000-S1 VSL

14. KSAOs

4 tion (SSI)

15. Teamwork

1. Tools/Equipment

E.g.. BDOs ask for and provide assistance from/to
one another when needed, use cell phones and/or
non-verbal cues to relay info to one another)

Note if not working in teams.

E.g., cell phones or other communication devices
and SPOT Assist Cards.
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| Please describe observations made regarding the casual conversations. Specifically, please note indicators of good or poor

performance.
[Examples include:

e Evidence of rapport building with the passenger; evidence of good listening skills by BDOs (e.g., making eve contact with
passengers, not asking the same question(s) twice, using a passenger’s answers to inform the next guestion asked);
Evidence of the tone of the conversation (e.g., casual versus forced or interrogatory);

Evidence of successful handling of difficult passengers (e.g., remaining calm, requesting assistance if/as needed)]
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(If applicable) Please describe any observations of the tasks performed by the BDO mager (e.g., STSM).

(If applicable) Please indicate any noted differences in BDO job duties or working conditions between this airport and other airport(s)
you have observed.
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Please use the space below to record other information obtained thmug'the observation, such as unexpected observations/findings.

Sensitive Security Information (SSI)
SECURITY INFORMATION THAT IS CONTROLLED UNDER 49 C.ER. PARTS 15 AND 1520. NO
FER SWITHOUT A NEED'I'OKNOW AS DEFINED IN 49 C F.R PARTS 15 AND 1520, EXCEPT
WITH THE WRITTEN PERMISSION OF THE ADMINISTRATOR OF THE TRANSP N i
TRANSPORTATION. UNAUTHORIZED RELEASE MAY RESULT IN CIVU-PENAL‘T[ES OR OTHER -~ OVERNMENT AGENCIES,
PUBLIC DISCLOSURE GOVERNED BY 5 U.S.C. 552 AND 49 CFR. PARTS liAN'D 1520,

F-9




Sensitive Security Informationt55H———

Appendix G:
Large Airport Semi - Structured Interview Protocol
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EMI - STRUCTURED INTERVIEW PROTOCOL

LARGE AIRPOR

Date

Time

Interviewer

Interviewee

Work Role

Overview

e  Who you are
e  Where you are from
e Purpose of the Interview

My name is [insert your name]. [ am a [insert job title] at the American Institutes for Research or
AIR. AIR is a not-for-profit research organization that employs behavioral scientists to provide
consulting services for our clients. We are currently working on several projects with DHS. The
project we will be working on today is about understanding the type of work that Behavior
Detection Officers (BDOs) perform.

Essentially, we are examining the BDO job and hiring process. This is a follow-up to work that
was done previously with respect to TSA Officers in general. Specifically, we want to see if
there have been changes in the BDO job and to isolate important differences, if they exist,
between the BDO and other TSA Officer roles. This information will be used to support BDO
training initiatives. For example, some changes to existing BDO training courses may be
warranted, or additional training courses may be needed.

As a start, we are conducting a job analysis. A job analysis is a way to learn how work is
performed directly from job experts. For example, we want to understand the characteristics of
the work, the characteristics of the worker, and the tools and equipment used on the job.

You are a Subject Matter Expert (SME) who can help us understand the job. Your participation
is critical and completely confidential. Your comments will be combined with those of other
SMESs and reported as group data only such that individual responses cannot be identified.
Nonetheless, your contributions are invaluable because only through participation of people like
you can we get an accurate picture of the BDO job.

Do you have any questions before get started?
Allow for and answer questions.
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Demographic Questions
Let me begin by asking you some questions regarding your work experience.

. What is your position?

2. How long have you been employed in this position?

3. How long have you worked for TSA?

4. Have you worked as a BDO? If so, how long ago?

5. Can you provide a quick overview of the type of work you do?

The following questions may not be asked of all SMEs. Prioritize the questions you ask based on
the experience of the individual you are interviewing. For example, ensure you cover the
questions related to training when you are talking to an Instructor. Before each site visit check
with the Project Task Leader to find out the interview topics that should receive the highest
priority.

Tasks

Thank you for the overview, [ would now like to talk to you about the tasks completed in BDO
work.

6. What are some of the important tasks or responsibilities for the BDOs?
Probes:
a. How are these tasks accomplished?
b. Why are these tasks performed?
¢. What is the desired outcome of these tasks?

7. Are there tasks that BDOs must perform that are not outlined in the SPOT SOP
requirements? If so, what are they?
Probes:
a. Job descriptions sometimes list a general statement like “performs additional tasks
as needed.” What would those be for a BDO?
b. To what extent do BDOs perform general passenger/baggage screening duties?
Do BDOs have rotating functions between the technical tracks (e.g., bomb

appraisal)?
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8. Have there been any new job tasks recently added to the BDO role? If so, what are they?

9. Which BDO job tasks or duties are specifically related to teamwork?
Probes:
a. Do all BDOs work in pairs/teams’?
b. How do BDOs promote teamwork?

10. Which BDO job tasks are more challenging because of the conditions in which they are
performed? Why? [Probe for fatigue issues and strategies for dealing with these issues. |
Probes:

a. Which job tasks are the most taxing? Why"?
b. What strategies do BDOs use to deal with these challenges?

11. What is the purpose of the SPOT SOP? Are BDOs responsible for reading/knowing the
SOP?

12. How is a typical day structured for a BDO? [Probe for information concerning time on
position, number of breaks, whether the structure varies across shifts or facilities. |

13. Are there any tools or specific materials used to perform the BDO job? For example, do
BDOs need to use computers?

14. Do the tasks or duties assigned to BDOs differ based on the characteristics of the airport
such as size and/or number of passengers who pass through?
Probes:
a. Are there more tasks or duties for BDOs at smaller airports than at larger airports
or vice versa?
b. Are there tasks or duties that are unique to BDOs at smaller airports? What about
at larger airports?
¢. (Ifmore tasks/duties or unigue tasks/duties) Are these additional (or unique) tasks
[or duties] accurately reflected in the BDO job description? Are BDOs trained for
these additional (or unique) job tasks [duties|? Are these additional (or unique)
job tasks [duties] accurately reflected on performance reviews”?
d. Are there any unique tools or materials that BDOs need to complete these
additional [unique] tasks [duties]?
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Requirements for Successful Performance

Now that we have talked about the characteristics of the work, I would like to talk about the
characteristics of the worker. Specifically, I'd like to focus on what BDOs need to possess in
order to be successful.

15. What knowledge, skills, abilities, or other characteristics (KSAQs), or competencies,
must a BDO possess to effectively perform the job?
(Refer to the Job Analysis Definitions and Examples. Remember that it is more important
to get a list of KSAQ requirements rather than for interviewees to know the difference
between a knowledge or skill.)

16. Does this list of KSAOs/competencies differ depending on the location, time of day,
volume of travelers, or other factors? Is so, can you please explain?

17. What KSAOs/competencies are specifically required for the casual conversation?
Probes:
a.  What makes someone effective at the casual conversation?
b. What makes someone ineffective at the casual conversation?

18. In your opinion, what types of KSAOs/competencies are important to possess upon entry
as a BDO (i.e., on “Day 1")?
e Do these entry-level KSAOs/competencies depend on location, time of day,
volume, or other related factors?

19. What KSAOs/competencies must be learned during the first year of employment as a
BDO?

20. What types of education and experience are needed (required) upon entry as a BDO?
21. What types of education and experience would be helpful upon entry as a BDO?

22. Do you anticipate future changes in the job that will necessitate different
KSAOs/competencies? If yes, what are these changes and the needed competencies?
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BDO Selection, Training, and Performance Management

So far we have discussed the specifics of the job itself and what it takes for workers to do the
BDO work. Now [ want to ask you about how BDOs are currently selected and trained.

23. What is the current approach to hiring BDOs?
Probes:
a. How are BDOs currently selected?
b. What measures are used in the selection system?
¢. Are there minimum qualifications someone must have before being considered?
For example, is there a minimum level of experience or education needed?

24, What parts of the selection system do you think are most effective? Why?
25. What do you think could be improved in the current selection system? Why?

26. How are BDOs currently trained?
Probes:
a.  Who conducts the training?

b. Who creates the training?

¢. When is training administered?

d. How long does training last?

e. How many courses do BDOs take?

f. Does the BDO training program provide suggested strategies for dealing with job

tasks that may be mentally taxing (e.g., “walking the line™)?
g. Do you have any suggestions for how training could be expanded or improved?

27. Can you describe when BDOs are assigned to a specific airport? That is, when is the
airport assignment decision made?
Probes:

a. Is this decision made prior to beginning the initial SPOT training course?

b. Are there differences between facilities regarding when a BDO is assigned to a
specific airport? Are there differences by region regarding when a BDO is
assigned to a specific airport?

¢. Do BDOs have any input in the airport assignment process? Can BDOs choose
where they will be assigned or make any other related requests?

28. How are BDOs assigned to a specific shift? For example, are BDOs first staffed on shifts
that have low passenger throughput? Are work schedules fixed or rotated?
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29. Can you describe the concepts of Evolution, ENGAGE, and COACH? as they relate to
the BDO position?

30. How are these incorporated into the BDO training? Are there differences in the job tasks
or requirements across locations that would lead you to believe selection and/or training
should vary?

31. Are there differences in the hiring or training procedures that currently exist across
locations?

32. Are there differences between the BDO job and other TSA jobs that would lead you to
believe their selection and/or training needs to be separate?

33. Can you describe any differences in the hiring or training procedures that currently exist
for BDOs versus other TSA positions?

34. How is BDO performance currently assessed?
Probes:
a. What methods are used to measure BDO performance?
b. What dimensions are measured when assessing performance?
¢. How should BDO performance be measured, in your opinion?

35. What is the career progression for BDOs?

Probes:
What is the step before becoming a BDO?
Are there different levels within the BDO job?
Are there promotion opportunities?
What is the lowest BDO level?
What is the highest BDO level?

&R onip

36. Does TSA use any job titles other than *Behavior Detection Officer” to describe this
role?

* Note to AIR Interviewers: Evolution, ENGAGE, and COACH are recent training concepts.
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37. What is the difference between MTSO (Master) and ETSO (Expert) in the BDO technical
track?

38. How does the BDO role and career progression differ from other technical track jobs
(e.g., bomb appraisal )?

39. What are the acceptable paths to becoming a

« BDO?

« MTSO-BDO?
* ETSO-BDO?
e TSM-BDO?

40. At what level do BDOs begin to supervise other BDOs?
e How many BDOs does a supervisor manage?

Closing

That concludes my interview questions.
e Do you have any comments or questions?
e Are there things you think that are important that we have not talked about?

Hand out business card.
If you think of any questions or comments in the next day or two that you think are relevant,
please feel free to call or email me.

Thank you again for your time today— without the contribution of experts like you, we wouldn’t
be able to complete this important work.

G-8
Stnsmw Su:umy Information (881)

WARNING: THIS RECORD CONTAINST
PART OF THIS RECORD MAY BE DISC! LU&]:D o Pl:it'\UNS WITHO
WITH THE WRITTEN PERMISSION OF ADMINISTRATOR OF THE TRANSPORTATION SECURIT B

TRANSPORTATION, UNAUTHORIZED RELEASE MAY RESULT IN CIVIL PENALTIES OR OTHER ACT IIIIN IURI 5. GOVE RNMI N

PUBLIC DISCLOSURE GOVERNED BY 5 U.S.C. 552 AND 49 C.E.R, PARTS 15 AND 520

FORMATION IIIAT l‘a CONTROLLED UNDER 49 CER, PARTS 15 AND 1520, NO
ZAS DEFINED IN 49 CF. R PARTS H AND 1520, EXCEPT
E \

TSA 15-00014 - 005851



Sensitive Security 1

Appendix H:
Small Airport Semi - Structured Interview Protocol
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SMALL AIRPORT SEMI - STRUCTURED INTERVIEW PROTOCOL

Date

Time

Interviewer

Interviewee

Work Role

Overview

e  Who you are
e  Where you are from
e Purpose of the Interview

My name is [insert your name]. [ am a [insert job title] at the American Institutes for Research or
AIR. AIR is a not-for-profit research organization that employs behavioral scientists to provide
consulting services for our clients. We are currently working on several projects with DHS. The
project we will be working on today is about understanding the type of work that Behavior
Detection Officers (BDOs) perform.

Essentially, we are examining the BDO job and hiring process. This is a follow-up to work that
was done previously with respect to TSA Officers in general. Specifically, we want to see if
there have been changes in the BDO job and to isolate important differences, if they exist,
between the BDO and other TSA Officer roles. This information will be used to support BDO
training initiatives. For example, some changes to existing BDO training courses may be
warranted, or additional training courses may be needed.

As a start, we are conducting a job analysis. A job analysis is a way to learn how work is
performed directly from job experts. For example, we want to understand the characteristics of
the work, the characteristics of the worker, and the tools and equipment used on the job.

You are a Subject Matter Expert (SME) who can help us understand the job. Your participation
is critical and completely confidential. Your comments will be combined with those of other
SMESs and reported as group data only such that individual responses cannot be identified.
Nonetheless, your contributions are invaluable because only through participation of people like
you can we get an accurate picture of the BDO job.

Do you have any questions before get started?
Allow for and answer questions.
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Demographic Questions
Let me begin by asking you some questions regarding your work experience.
. What is your position?
2. How long have you been employed in this position?
3. How long have you worked for TSA?
4. Have you worked as a BDO? If so, how long ago?
5. Can you provide a quick overview of the type of work you do?

The following questions may not be asked of all SMEs. Prioritize the questions you ask based on
the experience of the individual you are interviewing. For example, ensure you cover the
questions related to training when you are talking to an Instructor. Before each site visit check
with the Project Task Leader to find out the interview topics that should receive the highest
priority.

Tasks

Thank you for the overview. I would now like to talk to you about the tasks completed in BDO
work.

6. What are some of the important tasks or responsibilities for the BDOs?
Probes:
a. How are these tasks accomplished?
b. Why are these tasks performed?
¢. What is the desired outcome of these tasks?

7. Are there tasks that BDOs must perform that are not outlined in the SPOT SOP
requirements? If so, what are they?
Probes:
a. Job descriptions sometimes list a general statement like
as needed.” What would those be for a BDO?
b. To what extent do BDOs perform general passenger/baggage screening duties?
Do BDOs have rotating functions between the technical tracks (e.g., bomb
appraisal)?

“

performs additional tasks
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8. Which BDO job tasks or duties are specifically related to teamwork?
Probes:
a. Do all BDOs work in pairs/teams?
b. How do BDOs promote teamwork?

9. Which BDO job tasks are more challenging because of the conditions in which they are
performed? Why? [Probe for fatigue issues and strategies for dealing with these issues. ]
Probes:

a. Which job tasks are the most taxing? Why?
b. What strategies do BDOs use to deal with these challenges?

10. How is a typical day structured for a BDO? |Probe for information concerning time on
position, number of breaks, whether the structure varies across shifts or facilities. )

1 1. Do the tasks or duties assigned to BDOs differ based on the characteristics of the airport
such as size and/or number of passengers who pass through?
Probes.
a. Are there more tasks or duties for BDOs at smaller airports than at larger airports
or vice versa?
b. Are there tasks or duties that are unique to BDOs at smaller airports? What about
at larger airports?
¢. (If more tasks/duties or unigue tasks/duties) Are these additional (or unique) tasks
[or duties] accurately reflected in the BDO job description? Are BDOs trained for
these additional (or unique) job tasks [duties]? Are these additional (or unique)
job tasks [duties] accurately reflected on performance reviews?
d. Are there any unique tools or materials that BDOs need to complete these
additional [unique] tasks [duties]?

Requirements for Successful Performance

Now that we have talked about the characteristics of the work, I would like to talk about the
characteristics of the worker. Specifically, I'd like to focus on what BDOs need to possess in
order to be successful.

12. What knowledge, skills, abilities, or other characteristics (KSAOs), or competencies,
must a BDO possess to effectively perform the job?
(Refer to the Job Analysis Definitions and Examples. Remember that it is more important
1o get a list of KSAQ requirements rather than for interviewees to know the difference
between a knowledge or skill.)
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13. Does this list of KSAOs/competencies differ depending on the location, time of day,
volume of travelers, or other factors? Is so, can you please explain?

14. What KSAOs/competencies are specifically required for the casual conversation?
Probes:
a. What makes someone effective at the casual conversation?
b. What makes someone ineffective at the casual conversation?

15. In your opinion, what types of KSAOs/competencies are important 1o possess upon entry
as a BDO (i.e., on “Day 17)?
¢ Do these entry-level KSAOs/competencies depend on location, time of day,
volume, or other related factors?

16. What KSAOs/competencies must be learned during the first year of employment as a
BDO?

BDO Selection, Training, and Performance Management

So far we have discussed the specifics of the job itself and what it takes for workers to do the
BDO work. Now I want to ask you about how BDOs are currently selected and trained.

17. What is the current approach to hiring BDOs?
Probes:
a. How are BDOs currently selected?
b. What measures are used in the selection system?
¢. Are there minimum qualifications someone must have before being considered?
For example, is there a minimum level of experience or education needed?

18. What parts of the selection system do you think are most effective? Why?

19. What do you think could be improved in the current selection system? Why?
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20. How are BDOs currently trained?

Probes:

a. Who conducts the training?

Who creates the training?
When is training administered?
How long does training last?
How many courses do BDOs take?
Does the BDO training program provide suggested strategies for dealing with job
tasks that may be mentally taxing (e.g., “walking the line”)?
Do you have any suggestions for how training could be expanded or improved?

mo oo o

s

21. How are BDOs assigned to a specific shift? For example, are BDOs first staffed on shifts
that have low passenger throughput? Are work schedules fixed or rotated?

22. How is BDO performance currently assessed?
Probes:
a. What methods are used to measure BDO performance?
b. What dimensions are measured when assessing performance?
¢. How should BDO performance be measured, in your opinion?

23. What is the career progression for BDOs?

Probes:
What is the step before becoming a BDO?
Are there different levels within the BDO job?
Are there promotion opportunities?
What is the lowest BDO level?
What is the highest BDO level?

8 peh oup

24. What are the acceptable paths to becoming a

o BDO?

* MTSO-BDO?
e ETSO-BDO?
o TSM-BDO?

25. At what level do BDOs begin to supervise other BDOs?
e How many BDOs does a supervisor manage?
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Closing

That concludes my interview questions.
e Do you have any comments or questions?
e Are there things you think that are important that we have not talked about?

Hand out business card.

If you think of any questions or comments in the next day or two that you think are relevant,
please feel free to call or email me.

Thank you again for your time today— without the contribution of experts like you, we wouldn’t
be able to complete this important work.
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Appendix I:
BDO Job/Task Analysis Focus Group Protocol
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JoB ANALYSIS Focus GRoUP PROTOCOL FOR BDOS
(LIST REVIEW)

Meeting instruction: Text in italics is intended for the focus group facilitators’ information only.

MATERIALS

Directions to the facility

Contact information of the TSA POC

Copy of Protocol

Background Information questionnaire

Job Analysis Definitions and Examples handout
Researcher copy of Activities/Task, KSAOs, Competency, and Tool lists
(prompts and comments included)
Activities/Task list for participants

KSAO list for participants

Competency list for participants
Tool/Equipment list for participants

Tent cards for participants’ names

Pens/pencils

Computer or pad to take notes

Business cards

e @ & @& @ & @& @

INTRODUCTION AND BACKGROUND (10 MINUTES)

A. Introduce AIR Reseairchers

My name is [insert your name]. [Introduce partner| I am a/We are [insert your job
title(s)] at the American Institutes for Research or AIR. AIR is a not-for-profit research
organization that employs behavioral scientists to provide consulting services for our
clients. We are currently working on several projects for the DHS. Today’s project is
about understanding the type of work that BDOs perform.

B. Project Background

There is currently a good deal of information available regarding the work of TSA
Officers. However, much of what has been documented does not focus specifically on
BDOs. In addition, over the past several years the work of BDOs has expanded,
requiring that we update the job analysis information for this job. For example, BDOs
are “walking the line,” observing individuals outside of the security checkpoint, and
using applied behavior detection methods.

A job analysis is a way to learn how work is performed directly from the people who do
the work. Several types of information are collected, including:
I-2
Sensitive Security Information (SS1)

WARNING: THIS RECORD CONT L SECURITY mr-ukmmw THAT IS CONTROLLED UNDER 49 C.F.R, PARTS 15 AND 1520, NO
PART OF THIS RECORD MAY BE DISCLOSED 10 PERSTRY “NEED TO KNOW.” AS DEFINED IN 49 CER PARTS 15 AND 1520, EXCEPT
WITH THE WRITTEN PERMISSION OF THE ADMINISTRATOR OF THE TRAN A SECURITY ADMINISTRATION OR THE SECRETARY OF

TRANSPORTATION. UNAUTHORIZED RELEASE MAY RESULT IN CIVIL PENALTIES OR OTHE OR LS. GOVERNMENT AGENCIES,

PUBLIC DISCLOSURE GOVERNED BY 5 U.§ €. 552 AND 49 C_FR. PARTS 15 AND 1520

TSA 15-00014 - 005860



Sensitive S

e Characteristics of the work: These are tasks or work behaviors associated with
the job;

o Characteristics of the worker: These are knowledge, skills, abilities, and other
characteristics (KSAOs) that are needed to perform the job tasks; and

e The Tools and Equipment used to perform the job.

Job analysis is a process. So far, we have completed the following steps:
e Reviewed preliminary information on Tasks, Competencies, and
Tools/Equipment from the SPOT SOP and other TSA documents.
e Created preliminary lists of Tasks and KSAOs/Competencies associated with
the BDO job.

Currently we are;
e  Meeting with BDOs at [insert the number of locations] locations to review the
Task and KSAO/competency lists.
¢ Conducting structured interviews with Managers and Trainers.

For the next steps, we will:
e Have other job experts review list of Tasks and KSAOs/competencies
associated with the BDO job.
e Document the job analysis results in a final report, along with updated Task and
KSAO lists.
e Use the results of the job analysis to support BDO training initiatives (e.g.,
update existing courses, develop new courses).

C. What is vour role?

You are Subject Matter Experts (SMEs) who can help us understand and record the work
of BDOs. The goal today is to ensure critical components of the job are captured. We
will have a couple of group discussions as a way for you to bounce information and ideas
off one another and provide us with some information that our current task and
KSAO/competency lists might not capture. Today's session will take approximately 4
hours.

I would like to emphasize that participation in this study will not affect your TSA
standing in anyway. Your responses will be kept confidential. To ensure this
confidentiality, please do not put your name on any of the materials we pass out.
Additionally, any results or information reported back to the TSA will be reported as
group data only so that individual responses cannot be identified.
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Why is your participation important?
Your participation is invaluable to the job analysis effort, and [ would like to thank you in
advance for your help. Your role is critical in helping us learn about what BDOs really
do on the job, including if and how the job has changed since the last job analysis was
conducted, how the job differs from other TSA Officer roles, and how the job might
change in the immediate future. Does anyone have any questions before we move on?

SIGN-IN OF SUBJECT MATTER EXPERTS (5 MINUTES)

Pass out the Background Information questionnaire,

In order to document the job analysis process, we need to gather and record information about
the experts who participated in the exercises. This information will help us to evaluate the
representativeness of our sample. So, to get started, we would like to gather some back ground
information from each of you since you are serving as our experts,

Please do not write your name anywhere on this questionnaire. Again, please remember that
your responses on this questionnaire will be kept confidential. Does anyone have any questions?

Go ahead and fill out the questionnaire. I/'We will collect them when you are done.

Collect the Background Information questionnaire.

JOB DUTIES EXERCISE (15 MINUTES)

This activity serves as an icebreaker and brainstorming session.

The first exercise is a Job Duties Exercise. The goal of this exercise is to discuss the high-level
responsibilities for BDOs. These give us an idea of the core aspects of the job.

Think of the job as it is currently performed — not as it used to be performed, will be performed
in the future, or how it should be performed. Think about how you might break the BDO
responsibilities into 6 to 10 big chunks.

List the responses on a whiteboard/blackboard. Make a copy of the list to bring back to the

office.

If SMEs have difficulty generating Duties or do not mention a Duty, prompt them by asking
about Job Duties that are on the current job analysis list:

1) Conduct SPOT behavior detection and analysis
2) Conduct casual conversation
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REVIEW DUTIES AND TASKS (1.5 HOURS)

The next step is to review the current list of Job Duties and Tasks. Our goal is to ensure that all
Duties and Tasks critical for the BDO job are listed and accurately stated.

Distribute the Duty/Task list' and copies of the Job Analysis Definitions and Examples. Remind
participants that the document is double-sided.

First, it is important to have a working definition of these two terms. I/We passed out a
document with definitions we can use for this exercise.

» Duties are collections of tasks that have a common objective. The Tasks listed on the
definitions handout may be part of the Duty “Behavior detection and analysis.”
o Tasks are very specific work activities performed for a specific purpose. For
example:
o Establish the environmental baseline for observation
o Identify behaviors and assign the proper point value to them

Notice that both Duty and Task statements are written the same way: statements begin with
action words like “study,” “order,” or “plan.”

Refer participants to the Duty list.

Keeping the definitions in mind, first look at the Duties.
e How does this list compare to the list we created as a group?
e Are any Duties missing from this list?
e Do the existing Duties need to be modified to better reflect the job?
e Also, please note that we have used the SPOT SOP as the primary source for
developing the organization of preliminary the list of duties. Do you think this
organization should be modified at all?

Facilitate group discussion to ensure the Job Duties are properly captured.
Refer pariicipants to the Task list.

Next, let’s focus on the tasks. This list includes all of the items generated thus far through our
job analysis. Again, its organization is based upon the headings and subheadings from the SPOT
SOP. Please provide feedback on the completeness and organization of the list. Questions to
keep in mind include:

e Are there duties missing”?

e Are there tasks missing?

' During the focus groups, SMEs may review lists of Duties/Tasks; Tools/Equipment; Knowledge, Skills, Abilities,
and Other Characteristics (KSAOs); and Competencies compiled from related positions, as appropriate, Please note
that the lists of Duties/Tasks, Tools/Equipment, and KSAOs/Competencies have been provided in separate
documents.
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e Do you perform any work as a member of a team (or in pairs)? Please outline any
tasks you perform as a member of the team.

Are there redundancies?’

Do existing task statements need to be changed to better reflect the job?

Do the tasks listed as part of a given Duty make sense?

Are the task statements clearly defined?

Does the list use commonly understood terminology?

Is the level of detail provided appropriate? (Le. are some tasks described in too much
detail or not enough detail?)

" = & @ @* @

For the next 30 minutes, please review this list on your own, making notes for anything you
believe should be changed (reworded), deleted, or added. Keep in mind any activities you
perform as a team member and jot those down if they are missing.

After each of you have had time to review this list independently, we will discuss the list as a
group.

Be available to answer questions if the participanis have any during their independent review. If
most of the SMEs have completed their review in 30 minutes, then begin the group discussion.

Thank you for taking the time to review the list on your own. Let's take some time now to
discuss the list as a group.

Facilitate group discussion to ensure Tasks are properly captured.
Collect the Duty/Task list.

BREAK (15 MINUTES)

Let's take a 15 minute break in order to give you a chance to get a drink, use the restroom, or
walk around a bit. Please be back by [insert time here] and get into your group so that we can
continue the meeting and finish on time.

REVIEW KSAOS (1 HOUR)

The next step is to review the current list of job Knowledge, Skills, Abilities, and Other
Characteristics, or KSAOs. The goal of this exercise is to ensure that all critical BDO KSAOs
are listed and accurately stated.

Distribute the KSAQ list. Remind participants that the document is double-sided.

* We acknowledge that there appear to be repetitions throughout the SOP and, therefore, within this task list.
However, these apparent overlaps may in fact be due to the different contexts in which the task(s) occur(s). We are
hoping to identify and resolve any such repetitions today.
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Again, it is important to have a working definition of these terms:

e Knowledge is a body of factual, technical, or procedural information a person uses to
perform a job. For example, Knowledge of stress cues and appearance factors.

o Skill is the capability, developed through training or practice, to perform job tasks.
For example, Skill in identifying behaviors and assigning the proper point value to
them.

e Ability is a general human trait a person possesses that gives him/her the capacity to
carry out physical and mental acts required by the job. For example, Ability to add
behavior points mentally.

o Other Characteristics are personal characteristics such as personality traits, attitudes,
work styles, preferences, or interests that are relevant to successful job performance.
For example, Willingness to work a rotating schedule.

Keeping the definitions and examples in mind, review the list of KSAOs, which includes all of
the items generated thus far through our job analysis. Please provide feedback on the
completeness and organization of the list. Questions to keep in mind include:

Is any Knowledge, Skill, Ability, or other Characteristic missing?

Are there redundancies?

Do existing KSAO statements need to be changed to better reflect the job?

Are the KSAO statements clearly defined?

Does the list use commonly understood terminology?

For the next 10 minutes, please review this list on your own, making notes for anything you
believe should be changed (reworded), deleted, or added. Please take note that this document is
double-sided,

After each of you has had time to review this list independently, we will discuss the list as a
group.

Be available to answer questions if the participants have any during their independent review. If
most of the SMEs have completed their review in 10 minutes, then begin the group discussion.

Thank you for taking the time to review the list on your own, Let’s take some time now to
discuss the list as a group.

Facilitate group discussion to ensure KSAOs are properly captured.

Collect the KSAO list.

REVIEW COMPETENCIES (15 MINUTES)

Judge how much time is left for the focus group as a whole; if time is running out, move through
this section quickly or skip it altogether.
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The next step is to review the list of BDO Competencies as identified by TSA. The goal of this
exercise is to ensure that all critical BDO Competencies are listed and accurately stated.

Distribute the Competency list. Remind participants that the document is double-sided.

Competencies are worker attributes that are broader versions of KSAOs that tend not to be linked
to specific tasks. A competency may be comprised of several KSAOs that are collectively
associated with high performance on the job; or, it may be a measurable work habit or personal
skill used to achieve work objectives. For example, Attention to Detail or Security Equipment
Proficiency.

Please provide feedback on the Competency list by identifying those which you feel are related
to the BDO job.

Facilitate group discussion to ensure competencies are properly captured.

BREAK (5 MINUTES)

Let's take a 5 minute break now in order to give you a chance to get a drink, use the restroom, or
walk around a bit. Please be back by [insert time here] and get into your group so that we can
continue the meeting and finish on time.

REVIEW TOOLS/EQUIPMENT (10 MINUTES)

Judge how much time is left for the focus group as a whole; if time is running out, move through
this section quickly or skip it altogether.

The next step is to review the list of Tools and Equipment necessary for BDO job performance.
The goal of this exercise is to ensure that all critical BDO Tools and Equipment are listed and
accurately stated.

Distribute the Tools/Equipment list. Remind participants that the document is double-sided.

Please provide feedback on the completeness of the list. Questions to keep in mind include:
e Are any tools or equipment missing?
e Are there redundancies?
e Does the list use commonly understood terminology?

Facilitate group discussion to ensure Tools/Equipment are properly captured,

WRAP-UP AND CLOSING REMARKS (15 MINUTES)

Currently this section is scheduled for 15 minutes. However, if the focus group session has taken
less time than anticipated, please extend the closing discussion accordingly. Ensure you collect
information about duties and tasks related to teamwork, fatigue issues, and strategies for dealing
with challenging job tasks.
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Thank you very much for being involved in the review process today. The information you
provided will be used to complete the next steps of the job analysis and to help support BDO
training initiatives. At this point, I would like to give you all an opportunity to share any
thoughts you might have about the BDO job.

If SMEs have difficulty generating additional comments, prompt them by asking:

1. Are there any changes you would recommend for the Job Duties/Tasks lists that were
not covered during your discussion?

2. Are there any changes you would recommend for the KSAQ or Competency lists that

were not covered during your discussion?

Are we missing anything in terms of the job?

Which job tasks are the most challenging? Why?

Are there any tasks that are mentally taxing? Which ones? What strategies do you

use to maintain focus?

Do you have any suggestions for topics that could be covered in training?

Do you have any other suggestions?

What did you think of today’s activities ?

Is there anything vou would change about the format of the day?

Ll

© o

Does anyone have any other questions or comments before we end?

Thank you again for your participation — without the contribution of experts like you, we
wouldn’t be able to complete this important work.
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Appendix J:
Background Information Questionnaire
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BACKGROUND INFORMATION QUESTIONNAIRE

What is your current Job Title?
In what airport do you currently work?
When did you start working for TSA (month/vear)?
When did you start working as a BDO? (month/year)?
Prior to working as a BDO, what position did you hold at TSA?
Job Title:
Status: Part-time Full-time
Job Tenure (How long were you in that position?): (vears, months)
6. Prior to working at TSA, did you work in security?
[INo [ Yes
7. 1f you worked in security prior to working at TSA, was it airport security or another type?
[ Airport I Other (please specify)
8. Other than your initial BDO/SPOT training, have you had any additional training in behavior
indicators of deception or lie detection?
[ No (If no, please skip to question # 9.)
[ Yes (If yes, please specify below. For more courses, use the back of this page.)
Course Title: Length of Time (in hours):
Organization/School:
9. Please indicate the highest level of education you have completed.

[ High School/GED Master’s degree
[ Some college Doctorate
[ Associate’s degree | Other (please indicate):

[ Bachelor's degree
10. What was your major in school?
I'1. What is your gender?

[ Male [/ Female
12. What is your age?

13. Which ethnic category best describes your background?
[ Hispanic or Latino
[ Not Hispanic or Latino
14. Which racial category/categories best describe(s) your background? (Check all that apply)

| American Indian or Alaska Native Native Hawaiian or Other Pacific Islander
[ Asian White
|| Black or African American | Two or More Races

Other (please specify):
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Appendix K:
Job/Task Analysis Definitions and Examples
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JOB/TASK ANALYSIS DEFINITIONS AND EXAMPLES

Today's exercises will help us accurately capture all critical Duties, Tasks, and
KSAOs/Competencies associated with successful BDO job performance. To make this possible,
we have provided working definitions, along with examples, of these terms.

Duties are collections of tasks that have a common objective. For example, the tasks below may
be part of the Duty “Behavior Detection and Analysis.”

Tasks are very specific work activities performed for a specific purpose. Examples:
e Establish the environmental baseline for observation
e ldentify behaviors and assign the proper point value to them

Knowledge is a body of factual, technical, or procedural information a person uses to perform a
job. Examples:

e Knowledge of stress cues and appearance factors

e Knowledge of prohibited items

Skill is the capability, developed through training or practice, to perform job tasks. Examples:
e Skill in identifying behaviors and assigning the proper point value to them
e Skill in communicating effectively with colleagues

Ability is a general human trait a person possesses that gives him/her the capacity to carry out
physical and mental acts required by a job's tasks. Examples:

e Ability to add behavior points mentally

e Ability to react calmly and effectively in emergency situations

e Ability to pass a pre-employment physical skills evaluation as stipulated by TSA

Other Characteristics are personal characteristics such as personality traits, attitudes, work
styles, preferences, or interests that are relevant to successful job performance. Examples:
e Willingness to work a rotating work schedule
e Decisiveness

Competencies are worker attributes that are broader versions of KSAOs that tend not to be
linked to specific tasks. A competency may be comprised of several KSAOs that are collectively
associated with high performance on the job; or, it may be a measurable work habit or personal
skill used to achieve work objectives. Examples:

Attention to Detail

Oral Communication

Security Equipment Proficiency

Transportation Security Proficiency

K-2
Sensitive Security Information (SS1)

W{\RN!‘IU THIS RECORD (_UNIAI"J\ SE N\III\"I SECURITY INFORMATION THAT IS CONTROLLED UNDER 49 C.F.R. PARTS 15 AND [520. NO
PA s LRSONS WITHOUT A "NEED TO KNOW,” A‘:DHIN]DII‘\%'J( F. RPARI\HANI)H"’!?PK(PP’I
WITH THE WR!IIINPIHMI'\‘\I(N OF THE ADMINISTRATOR OF THET T IO ST H bt HLATLON ¥ !

TRANSPORTATION. UNAUTHORIZED RELEASE MAY RESULT IN CIVIL PENAI TIES OR OTHER ACTION, FOR US, (:(]VI*HNVII‘N'I AGENCIES,
PUBLIC DISCLOSURE GOVERNED BY 5§ U.S.C, 552 AND 49 CFR. PARTS 15 AND 1520}

TSA 15-00014 - 005871



sepsiive S ity ation (SS51)

There are a few general rules of thumb regarding tasks and KSAOs. Specifically. task and
KSAO statements:

e Describe very specific parts or requirements of the job

» Follow a specific format (e.g., tasks begin with an action word such as monitor, instruct,
coordinate; knowledge statements begin with the words “knowledge of™’; skill statements
begin with “skill at™; ability statements begin with “ability to™)

Must be concise

Must, as a group, comprehensively cover the work as it is actually done

Must be currently relevant or relevant in the immediate future

Must not be redundant or overlap

Must make sense

Must be clearly defined

Must use commonly understood terminology

K-3
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Appendix L:
BDO Job/Task Analysis Focus Group Worksheet:

Duties and Tasks List
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BDO Focus GROUP WORKSHEET

Duties and Tasks
Participant Instructions

Keeping the definitions and examples of duties and tasks in mind, please review the list of duties
and tasks on the following pages. This list includes all of the items we have identified as
relevant to the BDO job so far. Your focus group facilitator will guide you through this process.
Please feel free to write any comments or suggested changes to the list directly on this
worksheet. The worksheets will be collected from you at the end of the session and analyzed in
order to revise the duty and task statements according to your feedback.

During your review, please keep the following questions in mind:

e Are there duties missing? If so, please indicate missing duties in the blanks provided
at the end of the next page (additional tasks may be added to these duties at the end of
the worksheet).

e Are there tasks missing? If so, please indicate missing tasks in the blanks provided at
the end of each duty section.

e Are there redundancies? If so, please cross out redundant tasks or portions of a task.
e Do existing task statements need to be changed to better reflect the job? If so, please
make changes directly in the space provided around the task statement.

o Do the tasks listed as part of a given duty make sense? If not, please indicate next to
the task statement which duty it should be a part of.

e Are the task statements clearly defined? If not, please clarify in the box surrounding
the task statement. If sufficient space is not available, please indicate further
clarification on the back of the page.

e Does the list use commonly understood terminology? If not, please indicate
corrections in terminology directly in the box surrounding the task statement.

Thank You for Your Participation!

L-2
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Sensitive-Security-f HOTTSST

Review of Duty List

Please review the following list of duties. Are there any duties listed here that you feel are not
relevant to the work of a BDO? Are there any duties missing?

Prepare and Position

Establish an Environmental Baseline

Visually Assess Individuals for SPOT Behavior Cues and Appearance Factors

Conduct Casual Conversation

Conduct SPOT Behavior Detection and Analysis
Notify a LEO and Others (as Required)

Conduct SPOT Referral Screening

Complete the SPOT Screening Process by Resolving SPOT Behaviors, or
Requesting LEO Assistance

| Complete All Appropriate Paperwork

SR G) [EEEl T RS C) |BEE X

J Provide Assistance in Other Areas or in Other Security Operations (as Needed)
Add
Add
Add
Add

L-3
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Review of Task List (by Duty)

(6)(3):49 U.S.C. § 114(r)
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Individuals Not Emrlng the serunfng Process (Continued)
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Conduct screening of passengers, baggage, and cargo (PAWBAGSICARGO), on a
rotating basis, to maintain certification in all screening functions.

96

g7 | Ensure a smooth flow of passengers, baggage, and cargo through the screening
checkpoints to facilitate the orderly and efficient processing of passengers.

Act in a professional and courteous manner at all times and recognize and specialize in
serving the needs of individuals who may require special screening and assistance, to
include, if so qualified, providing translation assistance to non-English speaking
passengers.

98

Implement security screening procedures that are central to TSA objectives and that will
99 | serve to protect the traveling public by preventing any deadly or dangerous objects from
being transported onto aircraft.

100 | Immediately respond to breaches of security and emergency situations.

Relay professional but firm commands to individuals to control situations, including those

101 that may become heated.

Operate various equipment such as walk-through and hand-held metal detectors,

102 Explosive Detection System and Explosive Trace Detection system, and/or X-ray.

As assigned, participate in the operation and testing of new security equipment and

UL techniques.

Secure unauthorized weapons and/or potentially hazardous materials and devices and

1he prevent entry to secure areas and aircraft.
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105 Ensure the occupational health and safety guidelines are followed and any necessary
~ | decontamination procedures are completed in a timely manner,

106 | Assist LEOs with investigation.

107 | Write incident or other reports for superiors, LEOs, passengers, or other individuals.

Add

Add
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Appendix M:
BDO Job/Task Analysis Focus Group Worksheet:
Knowledge, Skills, Abilities and
Other Characteristics (KSAQO) List
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BDO Focus GROUP WORKSHEET

Knowledge, Skills, Abilities, and
Other Characteristics (KSAOSs)

Participant Instructions

Keeping the definitions and examples of KSAOs in mind, please review the list of KSAOs on the
following pages. This list includes all of the items we have identified as relevant to the BDO job
so far, Your focus group facilitator will guide you through this process. Please feel free to write
any comments or suggested changes to the list directly on this worksheet. The worksheets will
be collected from you at the end of the session and analyzed in order to revise the KSAO
statements according to your feedback.

During your review, please keep the following questions in mind:

e Isany knowledge, skill, ability, or other characteristic missing? If so, please provide
the additional K, S, A, or O in the appropriate blank boxes.

e Are there redundancies? If so, cross out the redundant statement or portion of the
statement.

e Do existing KSAO statements need to be changed to better reflect the job? If so,
please indicate the changes you would make directly on the statement. For example,
feel free to cross out words or add words into the statement in the box provided for
the statement.

e Are the KSAO statements clearly defined? If not, please write clarification in the box
where the statement is presented. If sufficient room is not available, indicate
additional clarification for the statement on the back of the page.

e Does the list use commonly understood terminology? If not, please correct the
statement in the box provided.

Thank You for Your Participation!
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1 | Knowledge of stress cues and appearance factors

2 | Knowledge of fear cues and appearance factors

3 | Knowledge of deception cues and appearance factors

b)(3)49 US.C. § 114(1)

5 | Knowledge of unusual items

6 | Knowledge of prohibited items

7 | Knowledge of possible suicide bomber indicators

8 | Knowledge of signs of possible surveillance activity by individuals

9 | Knowledge of proper alarm resolution procedures
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Sensitive Information (SSI)

10

Knowledge of screening procedures associated with discovery of prohibited items

1

Knowledge of special category screening procedures associated with special category
screening, including, but not limited to diplomatic pouches and hazardous materials

12

Knowledge of Advanced Behavior Detection Training (ABDT) or other behavior detection
training techniques

13

Knowledge of the Screening Management procedures when a diplomatic pouch is
discovered

14

Knowledge of the Screening Checkpoint procedures if a prohibited item or hazardous
materials are discovered during screening

15

Knowledge of permitted and prohibited items

16

Knowledge of current SPOT Standard Operating Procedures (SOP), including

SPOT theory & background of the program

Steps of SPOT referral process and scoring
Determination of baselines and deviations from baselines
Use of SPOT referral checklist

Situations that merit automatic LEO notification

Security breaches

17

Knowledge of current performance protocols (e.g., hand wanding techniques, special
search methods)
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18 | Knowledge of information on travel documents

M-5
Sensitive Security Information (SS1)

WARNING: THIS RECORD CONTAINS SENSITIVE SECURITY ATION THAT IS CONTROLLED UNDER 49 CE.R. PARTS 15 AND 1520, NO
PART OF THIS RECORD MAY' BE DISCLOSED TO PERSONS WITHOUT A TOKNOW.” AS DEFINED IN 49 C.F.R PARTS 15 AND 1520, EXCEFT
WITH THE WRITTEN PERMISSION OF THE ADMINISTRATOR OF THE TRANSPC N SECURITY ADMINISTRATION OR THE SECRETARY OF

TRANSPORTATION. UNAUTHORIZED RELEASE MAY RESULT IN CIVIL PENALTIES ACTION, FOR ULS, GOVERNMENT AGENCIES,

PUBLIC DISCLOSURE GOVERNED RY 5 U 8.C. 552 AND 49 C F.R. PA AND 1520,

TSA 15-00014 - 005903



Mssn

19 | Skill in identifying behaviors and assigning the proper point value to them

20 | Skill in interacting with the travelling public

21 | Skill in identifying situations which would require immediate LEO notification

| Skill in writing in a clear, concise, organized, and convincing manner for the intended
o2 audience

23 | Skill in oral communication

24 | Skill in effective listening

25 | Skill in clarifying information

Skill in decision-making, including perceiving the impact and implications of decisions;
26 | making effective and timely decisions, even when data are limited or solutions produce
unpleasant consequences; and remaining proactive

07 Skill in identifying individuals who appear to be the subject of an AMBER Alert, law
enforcement, or other intelligence-driven report provided to the BDO
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Sensitive Secur formation (SSI)

08 Skill in considering and responding appropriately to the needs, feelings, and capabilities
of different people in different situations

29 | Skill in acting tactfully, compassionately and sensitively, and treating others with respect

30 Skill in adapting to behavior and work methods in response to new information, changing
conditions, or unexpected obstacles

Skill in engaging in teamwork by encouraging and facilitating cooperation, pride, trust,
31 | and group identity; fostering commitment and team spirit; and working with others to
achieve goals

Skill in self-management, including setting well-defined and realistic personal goals;
displaying a high level of initiative, effort, and exhibiting commitment towards completing
assignments in a timely manner; working with minimal supervision; remaining motivated
to achieve; and demonstrating responsible behavior

32

33 | Skill in creating a culture that fosters high standards of ethics

34 | Skill in conducting an effective casual conversation

35 | Skill in reading and comprehending SPOT SOPs and other training related materials

Skill in performing basic mental math to quickly add accrued behavior and appearance

36 | factor points
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Sensitive Se¢ ation (SSI)

Ability to be detail-oriented, including conducting thorough checks when performing work
37 | and double-checking the accuracy of information to ensure high-quality and precise work
products

Ability to behave in a fair and ethical manner toward others and demonstrate a sense of
corporate responsibility and commitment to public service

39 | Ability to balance customer service with public safety

40 | Ability to work at a quick pace and manage slow times

41 | Ability to maintain focus and awareness and work within a stressful environment

42 | Ability to repeatedly lift and carry baggage weighing up to 70 pounds

43 | Ability to maintain physical agility that would allow for squatting and bending

44 | Ability to learn to inspect individuals' baggage/cargo

M-9
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45 | Ability to stand for long periods of time

46 | Ability to walk up to two (2) miles during a shift

Ability to maintain measured threshold for sight:
« Distance vision correctable to 20/30 or better in the best eye and 20/100 or
better in the worse eye
« Near vision correctable to 20/40 or better binocular

Ability to maintain measured threshold for hearing:
« An average hearing loss of 25 decibels (ANSI) at 500, 1000, 2000 and
3000Hz in each ear
« Single reading of 45 decibels at 4000 and 6000 Hz in each ear

47

49 | Ability to perceive/distinguish colors (e.g., red, green, blue, yellow, orange, purple,
brown, black, white, gray)

50 Ability to act discretely when using quick reference materials on duty, communicating
with other BDOs and TSOs, and when holding casual conversations with travelers
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51 | Honesty/Integrity

52 | Commitment/Intensity

53 | Professionalism

54 | Innovation/Creativity

55 | Extraversion

56 | Resiliency
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Appendix N:
BDO Job/Task Analysis Focus Group Worksheet:
TSA Competency List
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Sensitive Secturity Information (SSI)

BDO Focus GROuP WORKSHE

Competency List

Participant Instructions

Below is a list of core and technical competencies and their definitions, as included in TSA’s
Competency Catalog on tsa.gov. Please place a checkmark (V) in the column on the right if the
competency applies to the work of a BDO. At the bottom of each list, there are blank rows to
add additional competencies you believe are missing.

Core Competencies

Does This
Apply to
BDOs?

Competency _ Definition | (V if “yes”)

Holds self and others accountable for
measurable high-quality, timely, and cost-
effective results; determines objectives, sets
priorities, and delegates work; accepts
responsibility for mistakes; complies with
established control systems and rules.

1. | Accountability

Applies business and management
principles involved in strategic planning,
resource allocation, and coordination of
people and resources in support of
organizational operations.

- Administration and
' | Management

Performs computations such as addition,
subtraction, multiplication, and division
Arithmetic and correctly; solves practical problems by
Mathematical Reasoning | choosing appropriately from a variety of
mathematical techniques such as formulas
and percentages.

Is thorough and precise when accomplishing
a task with concern for all aspects of the job
4, | Attention to Detail involved; double-checks the accuracy of
information and work products to provide
consistently accurate and high-quality work.
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Sensitive Securitly

Core Competencies (Continued)

Does This
Apply to
BDOs?
Competency Definition (V if “yes”)

Provides clear, behaviorally specific
performance feedback; makes suggestions
for improvement in a manner that builds

5. | Coaching & Mentoring confidence and preserves self-esteem;
works with individuals to develop
improvement plans and achieve
performance goals.

Demonstrates confidence and credibility in
presence, demeanor, and conduct in
performance of duties within the work
environment.

6. | Command Presence

Encourages creative tension and differences
of opinions; anticipates and takes steps to

7. | Conflict Management prevent counter-productive confrontations;
manages and resolves conflicts and
disagreements in a constructive manner.

Demonstrates responsible and dependable
behavior; takes responsibility for personal
performance through a high level of effort
and commitment.

8. | Conscientiousness

Assesses and recognizes own strengths and

.| Continual Learnin
9 . 9 weaknesses; pursues self-development.

Develops new insights into situations;
questions conventional approaches;

10. | Creativity and Innovation | encourages new ideas and innovations;
designs and implements new or cutting edge
programs/processes.

Analyzes and evaluates information
gathered by observation, experience,
reflection, reasoning, or communication to
11. | Critical Thinking draw conclusions and acts on them;
processes and generates information to
guide behavior; assesses surroundings and
identifies potential risk.
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Core Competencies (Continued)

Does This
Apply to
BDOs?
Competency Definition (V if “yes")

Anticipates and meets the needs of both
internal and external customers. Delivers
high-quality products and services; is
committed to continuous improvement.

12. | Customer Service

Makes well-informed, effective, and timely
decisions, even when data are limited or
solutions produce unpleasant
consequences; perceives the impact and
implications of decisions.

13 Decisiveness
" | (Decision Making)

Develops the ability of others to perform and
contribute to the organization by providing
14. | Developing Others ongoing feedback and by providing
developmental opportunities to learn through
formal and informal methods.

Recognizes variations among cultures and
treats all people with respect; establishes
and maintains effective working relationships
with people from different backgrounds;
provides a supportive work environment for
the multicultural workforce by showing
sensitivity to individual differences and
treating others fairly; values and encourages
varied perspectives, unigque skills, and
talents.

15. | Diversity Awareness

Positions the organization for future success
by identifying new opportunities; builds the
16. | Entrepreneurship organization by developing or improving
products or services; takes calculated risks
to accomplish organizational objectives.

Understands and keeps up-to-date on local,
national, and international policies and
trends that affect the organization and shape
stakeholders' views; is aware of the
organization's impact on the external
environment,

17. | External Awareness

Is open to change and new information;
18. | Flexibility rapidly adapts to new information, changing
conditions, or unexpected obstacles.
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Core Competencies (Continued)

Does This
Apply to
BDOs?
Competency Definition (V if “yes”)

Applies skills used to address situations that
threaten the integrity of operations and/or
the safety and security of people and
significant assets.

19. | Incident Management

Persuades others; builds consensus through
20. | Influencing/Negotiating give and take; gains cooperation from others
to obtain information and accomplish goals.

Behaves in an honest, fair, and ethical
21. | Integrity/Honesty manner; shows consistency in words and
actions; models high standards of ethics.

Treats others with courtesy, sensitivity, and
respect; considers and responds
appropriately to the needs and feelings of
different people in different situations.

22. | Interpersonal Skills

Fosters an inclusive workplace where
diversity and individual differences are
valued and leveraged to achieve the vision
and mission of the organization.

23. | Leveraging Diversity

Gathers and systematically maintains data;
Managing and Organizing | determines its importance, accuracy, and
Information effectiveness; and presents it by using a
variety of methods to meet a specific need.

24,

Manages a high volume of work by
balancing competing deadlines and priorities
effectively amongst a variety of diverse
tasks.

25. | Multitasking

Makes clear and convincing oral
26. | Oral Communication presentations; listens effectively; clarifies
information as needed.

Demonstrates commitment to the
organization’s mission, functions, policies,
and procedures, and interfaces with other
stakeholders to operate effectively.

27. | Organizational Awareness
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Core Competencies (Continued)

Does This
Apply to
— BDOs?

Competency Definition (v if “yes”)

Develops networks and builds alliances;
collaborates across boundaries to build
strategic relationships and achieve common
goals.

28. | Partnering

Determines objectives and strategies in
order to meet goals; organizes work, sets
priorities, and determines resource
requirements; anticipates opportunities and
assesses potential threats to
project/program completion; monitors and
evaluates the progress and outcomes of
projects/programs.

29. | Planning and Evaluating

Identifies the internal and external politics
that impact the work of the organization;
perceives organizational and political reality
and acts accordingly.

30. | Political Savvy

Identifies and analyzes problems; weighs
relevance and accuracy of information;
generates and evaluates alternative
solutions; makes recommendations.

31. | Problem Solving

Shows a commitment to serve the public;
ensures that actions meet public needs;
aligns organizational objectives and
practices with public interests.

32. | Public Service Motivation

Understands and interprets written material,
including technical material, rules,

33. | Reading regulations, instructions, reports, charts,
graphs, or tables; applies what is learned
from written material to specific situations.
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Core Competencies (Continued)

Does This
Apply to
BDOs?
Competency Definition ( if “yes”)

Sets well-defined and realistic personal
goals; displays a high level of initiative,
effort, and commitment towards completing
assignments in a timely manner; works with
minimal supervision; is motivated to achieve;
demonstrates responsible behavior.

34. | Self Management

Recognizes that the environment is both
complex and constantly changing; maintains
engagement with team and environment
while performing individual duties.

35. | Situational Awareness

Formulates objectives and priorities, and
implements plans consistent with the long-

_ term business and competitive interests of
36. | Strategic Thinking the organization in a global environment;
capitalizes on opportunities and manages
risks.

Inspires and fosters team commitment, spirit,
pride, and trust, facilitates cooperation and
motivates team members to accomplish
group goals.

37. | Team Building

Works cooperatively with others to achieve
shared goals; openly shares information,

38. | Teamwork knowledge, and expertise with the team;
puts team goals ahead of individual/personal
goals.

Concentrates efforts on the most important
priorities; makes effective decisions within
39, | Time Management specified timeframes and takes appropriate
action; allocates time effectively to reach
goals.

Takes a long-term view and builds a shared
40. | Vision vision with others; acts as a catalyst for

i organizational change; influences others to
translate vision into action.

Writes in a clear, concise, organized, and
41. | Written Communication convincing manner for the intended
audience.
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Additional Core Competencies
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Technical Competencies

Does This
Apply to
BDOs?
Competency Definition (v if “yes™)

Applies knowledge of permitted and
prohibited items and current Standardized
Operating Procedures (SOP) to include
security breach, current performance
protocols (e.g., hand wanding techniques
and special search methods), information on
travel documents and procedures for
reporting equipment failure.

Application of Screening
42. | Standard Operating
Procedures

Collects information to determine the validity

and application of various types of data;
applies different strategies for acquiring

43, | Duis Analysls data; analyzes information and makes

reasonable inferences or draws well-

supported conclusions.

Understands the organization's financial
processes; prepares, justifies, and
administers the program budget; oversees
procurement and contracting to achieve
desired results; monitors expenditures and
uses cost-benefit thinking to set priorities.

44. | Financial Management

Determines compliance with government
policies and procedures; cooperates with
inspections and audits.

Government

45: Administrative Systems

Builds and manages workforce based on
organizational goals, budget considerations,
and staffing needs; ensures that employees
Human Capital are appropriately recruited, selected,
Management appraised, and rewarded; takes action to
address performance problems; manages a
multi-sector workforce, and a variety of work
situations.

48.

Recognizes, collects, and presents
evidence that reconstructs events,
sequences, and time elements; and

47. | Investigative Skills establishes relationships, responsibilities,
legal liabilities, and conflicts of interest, in a
manner that meets requirements for
presentation(s).

N-9
itive Security Information (SSI)
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Technical Competencies (Continued)

Competency Definition

Does This
Apply to
BDOs?
(Vif “yes”)

Applies administrative and criminal
investigative techniques and procedures;
demonstrates knowledge of criminal
statutes, rules of evidence, precedent court
decisions, legal aspects of investigations,
interviewing techniques, and examination of
evidentiary documents or material and the
functions and jurisdictions of other Federal,
State, and local law enforcement agencies.

Law Enforcement

48, Proficiency

Applies knowledge of occupational safety
49 g::ﬁﬂ?:;mlf:f:;y i and health protocols and requirements such

as liting techniques, blood-borne
Procedures pathogens, and safety hazard identification.

Directs all aspects of a program to ensure
that work progresses toward achieving
goals and objectives; assesses short- and
long-term resource requirements and

50. | Operations Management advises leadership on ways to address
these requirements; evaluates overall
program effectiveness and adjusts
strategies as needed to ensure
performance standards are met.

Deals effectively with pressure; remains
51. | Resilience optimistic and persistent, even under
adversity; recovers quickly from setbacks.

Ensures that systems, processes, and
practices are effectively established and
implemented to respect and protect the
privacy of individuals affected by TSA's
transportation security activities.

Respecting Privacy and

o2 Preserving Freedoms

Demonstrated ability to access, critically
analyze, evaluate, and apply risk

53. | Risk Management information to the decision making process
in support of organizational goals and
objectives.

sensitive Security Information (SSI)
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Technical Competencies (Continued)

Does This
Apply to
BDOs?

Competency Definition (V if “yes™)

Applies knowledge of security programs and
activities in other components of DHS and
other government agencies that impact, are
impacted by, or otherwise related to TSA
security operations and programs.

Security Components and
Programs in DHS and
Other

Organizations

54,

Applies knowledge of TSA transportation
security policies, directives, and regulations,
including on-going regulations and new or
emerging directives, as well as
understanding of how to implement the
policies, directives, and regulations in local
TSA airport and/or FAMS operations.

Security Directives and

55. Regulations

Operation of security equipment (e.g.,
passenger X-ray technology, baggage X-ray
56 Security Equipment technology, Explosive Trace Detection,

" | Proficiency passenger screening wands,
magnetometer/walk through metal detector,
two-way radios).

Knowledge of permitted and prohibited
items, knowledge of current Standard
Operating Knowledge of permitted and
prohibited items, knowledge of current
Security Screening Standardized Operating Procedures (SOP)
Policies and Procedures | including security breach, knowledge of
current performance protocols (e.g., hand
wanding technigues and special search
methods), knowledge of information on
travel documents.

57,

Understands and appropriately applies

principles, procedures, requirements,
S8 | Vechnieal Cradibliity regulations, and policies related to
specialized expertise.

N-11
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Technical Competencies (Continued)

Competency

Definition

Does This
Apply to
BDOs?

(V if “yes”)

59.

Technology Application

Uses machines, tools, and equipment
effectively; uses computers and computer
applications to prepare documents and
communicate information in the appropriate
format.

60.

Technology Management

Keeps up-to-date on technological
developments; makes effective use of
technology to achieve results; ensures
access to and security of technology
systems.

61.

Training Development

Applies learning thearies, methods, and
principles of adult education to one or more
of the five phases of the Instructional
System Design process to create and/or
review training programs.

62.

Training Instruction

Delivers or facilitates training using a
combination of training delivery techniques
and technical subject matter expertise;
applies adult learning methodology to
implement educational techniques which
best compliment the curriculum and the
audience.

63.

Transportation Security
Proficiency

Understands the range of security issues,
threats, and challenges facing TSA; the
roles of other federal, state, and local
government agencies in addressing them;
and the frameworks for effectively analyzing
and addressing them.

\uuig've Security Information (SSI)
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Technical Competencies (Continued)

Noticing details and paying attention to
instructions, demonstrations, and other
activities; taking in and recalling incoming
visual sensory information and using it to
make predictions, comparison, and/or

64. | Visual Observation evaluations; recognizing differences or
similarities, or sensing challenges in
circumstances of event; discerning between
relevant visual cues or information and
irrelevant or distracting information; visually
inspecting persons, property, or equipment.

Additional Technical Competencies

N-13
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Appendix O:
BDO Job/Task Analysis Focus Group Worksheet:
Tools/Equipment List

O-1
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BDO Focus GROUP WORKSHEET

Tools/Equipment

Participant Instructions

Please review the list of tools/equipment on the following pages. This list includes all of the
items we have identified as relevant to the BDO job so far, Your focus group facilitator will
guide you through this process. Please feel free to write any comments or suggested changes to
the list directly on this worksheet. The worksheets will be collected from you at the end of the
session and analyzed in order to revise the list of tools/equipment according to your feedback.

During your review, please keep the following questions in mind:

» Are any tools or equipment missing? If so, please provide the additional tool(s) in the
appropriate blank boxes at the end of the list.

e Are there redundancies? If so, cross out the redundant statement or portion of the
statement.

e Does the list use commonly understood terminology? If not, please correct the
statement in the box provided.

Thank You for Your Participation!

0-2
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1 | ATSA-issued cell phone

2 | ATSA-issued working radio

3 | Explosives trace detection (ETD) equipment

4 | Cameras or video capturing device

5 | Aworking black light (if available)

6 | A magnification loupe (if available)

7 | Awriting instrument and a notebook

8 | Asetof SPOT Assist Cards

A copy of Additional Screening procedures for SPOT Referrals in the Whole Body
Imager (WBI) Standard Operating Procedures (SOP)

0-3
i Sensmve Security Information (SSI)
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10 | A copy of the SPOT Referral Report

11 | A copy of the SPOT Incident Report

12 | A copy of the SPQOT Aiter-Action Report

13 | Performance and Results Information System (PARIS)

14 | SPOT database

Add
Add
Add
0-4
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Appendix P:
Sample of Compiled Focus Group Data

Sensitive Secyrity Information (SS1)
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SAMPLE OF COMPILED Focus GROUP DATA

Table P-1 provides an example of the compilation of data resulting from the BDO job/task analysis focus groups. This table is intended to

provide only a sample of data compiled. Therefore, only the first 10 tasks reviewed during the focus groups are listed; and only the data

received from 4 of 11 focus groups are provided. The final column includes the final statement, as determined by the team of job analysts.

Table P-1. Sample of Compiled Task List Data

D

Task Statement
(Pre-Focus
Group)

Site 1

Site 2

Site 3

Site 4

Site 4

(D)(3):49 US.C. § 114(1)

?ensmve Security Information (SS1)
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Table P-1. Sample of Compiled Task List Data (Continued)

D)3 A0US.C.§ 114()

Task Statement
iD (Pre-Focus Site 1 Site 2 Site 3 Site 4 Site 4 Final
Group)
Dudy A- Droparafion

Sensi

P-3
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Table P-1. Sample of Compiled Task List Data (Continued)

Task Statement
ID (Pre-Focus Site 1 Site 2 Site 3 Site 4 Site 4 Final
Group)
T =

(D)N3)49USC. § 1140

P-4

\k\R"\.G
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Table P-1. Sample of Compiled Task List Data (Continued)

Task Statement
ID (Pre-Focus Site 1 Site 2 Site 3 Site 4
Group)

Site 4

(0)(3):49 U.S.C. § 114(n)

Sensitive Security Information (SS

P-5

552 AND 49 C.FR. PARTS |5 AND 1520,
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Appendix Q:
Final BDO Tools and Equipment List

ecurity Information (SSI)
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BDO TooLs AND EQuIPM LisT

Table Q-1 provides the list of BDO tools and equipment that resulted from the review of data
received across sites during the job/task analysis focus groups.

Table Q-1. BDO Tools and Equipment List

ID Tool or Equipment

1 TSA-issued cell phone

2 TSA-issued two-way radio and supporting equipment (e.g., battery, battery charger)
3 TSA-issued uniform and inclement weather gear

4 Explosives trace detection (ETD) equipment

5 Cameras or video capturing device

6 Black light

Magnification loupe

7
8 Writing instrument
9

Notebook

10 SPOT Assist Cards

11 SPOT Standard Operating Procedures (SOP)

12 SPOT Referral Report form

13 SPOT Incident Report form

14 SPOT After-Action Report form

15 SPOT database

16 Performance and Results Information System (PARIS)

17 Performance Management Information System (PMIS)

18 Computer hardware to access relevant software and applications

19 Word processing software

20 Software to create and manage spreadsheets

21 Software to send and receive electronic mail

Q-2
T~ Sensitive Security Information (SS1)
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Appendix R:
Summarized TSA Competency Data

Sensitive Security Infor
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SUMMARIZED TSA COMPETENCY DATA

During the job analysis site visits, focus group participants were asked to review the TSA
competency catalog and identify the competencies they believed were relevant to the BDO job.
As time permitted, AIR research scientists facilitated group discussions concerning the
competency selections and attempted to reach consensus on the applicability of each
competency.

Table R-1 provides the key for how the data are summarized. Table R-2 provides each
competency as it was presented during the focus groups and the resulting feedback.

Table R-1. Descriptions of Indicators for Site Feedback on Competencies

L All 7 sites agreed that the competency was relevant to the BDO job.

The majority of sites (at least 5 of 7) agreed that the competency was relevant to the BDO

** 1 job.
* Few sites (at least 3 of 7) agreed that the competency was relevant to the BDO job.
The majority of sites (at least 5 of 7) agreed that the competency was not relevant to the
X | BDOjob.

R-2
Sensitive Security In tion (SS1)
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Table R-2. Descriptions of Indicators for Site Feedback on Competencies

’ ...I y

Core
Competency

Accountability

Holds self and others accountable for measurable
high-quality, timely, and cost-effective results;
determines objectives, sets priorities, and
delegates work: accepts responsibility for
mistakes:; complies with established control
systems and rules.

L &

Core
Competency

Administration and
Management

Applies business and management principles
involved in strategic planning, resource
allocation, and coordination of people and
resources in support of organizational operations.

Core
Competency

Arithmetic and
Mathematical
Reasoning

Performs computations such as addition,
subtraction, multiplication, and division correctly:
solves practical problems by choosing
appropriately from a variety of mathematical
techniques such as formulas and percentages.

* % %

Core
Competency

Attention to Detail

Is thorough and precise when accomplishing a
task with concern for all aspects of the job
involved; double-checks the accuracy of
information and work products to provide
consistently accurate and high-quality work.

* K

Core
Competency

Coaching &
Mentoring

Provides clear, behaviorally specific performance
feedback; makes suggestions for improvement in
a manner that builds confidence and preserves
self-esteem; works with individuals to develop
improvement plans and achieve performance
goals.

Sensitive SecufF

ormation (SSI)
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Table R-2. Descriptions of Indicators for Site Feedback on Compet (Continued)

Demonstrates confidence and credibility in
6 Core Command presence, demeanor, and conduct in e e
Competency Presence performance of duties within the work
environment.
Encourages creative tension and differences of
% Core Conflict opinions; anhc:qates ar;d lake_s stf.-ps to preventd —_—
Competency Management counter-produ_ctwe con _rontat:ons. manages an
resolves conflicts and disagreements in a
constructive manner.
Demonstrates responsible and dependable
Core — behavior; takes responsibility for personal %
8 Competency Conssientousiess performance through a high level of effort and *x
commitment.
9 Core Continual Assesses and recognizes own strengths and P
Competency Learning weaknesses; pursues self-development.
Develops new insights into situations; questions
10 Core Creativity and conventional approaches; encourages new ideas ke
Competency Innovation and innovations: designs and implements new or
cutting edge programs/processes.

R-4
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; Information (SSI)

Table R-2. Descriptions of Indicators for Site Feedback on Competencies (Continued)

i1

Core
Competency

Critical Thinking

Analyzes and evaluates information gathered by
observation, experience, reflection. reasoning, or
communication to draw conclusions and acts on
them; processes and generates information to
guide behavior; assesses surroundings and
identifies potential risk.

% % %k

12

Core
Competency

Customer Service

Anticipates and meets the needs of both internal
and external customers. Delivers high-quality
products and services; is committed to
continuous improvement.

& ok

13

Core
Competency

Decisiveness
(Decision Making)

Makes well-informed, effective, and timely
decisions, even when data are limited or
solutions produce unpleasant consequences;
perceives the impact and implications of
decisions.

* %k

14

Core
Competency

Developing Others

Develops the ability of others to perform and
contribute to the organization by providing
ongoing feedback and by providing
developmental opportunities to learn through
formal and informal methods.

Security Information (SSI)
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Table R-2. Descriptions of Indicators for Site Feedback on Competencies (Continued)

Recognizes variations among cultures and treats
all people with respect; establishes and maintains
effective working relationships with people from
Core Diversity different backgrounds; provides a supportive
Competency Awareness work environment for the multicultural workforce
by showing sensitivity to individual differences
and treating others fairly; values and encourages
varied perspectives, unique skills, and talents.

15 * Kk

Positions the organization for future success by
identifying new opportunities; builds the
Entrepreneurship | organization by developing or improving products X
or services; takes calculated risks to accomplish
organizational objectives.

Care

16 Competency

Understands and keeps up-to-date on local,
national, and international policies and trends that
affect the organization and shape stakeholders’ * %k %
views: is aware of the organization's impact on
the external environment.

17 Core External
Competency Awareness

Is open to change and new information; rapidly
Flexibility adapts to new information, changing conditions, * Kk ok
or unexpected obstacles.

Core

L Competency

R-6
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Sensitive ty Information (SSI)

Table R-2. Descriptions of Indicators for Site Feedback on Competencies (Continued)

Applies skills used to address situations that
19 Core Incident threaten the integrity of operations and/or the gl de
Competency Management safety and security of people and significant
assets.
; Persuades others; builds consensus through give
20 gg;ﬁ T ]I“ngg;;:;jng/ and take; gains cooperation from others to obtain * X
e Y ng information and accomplish goals.
Core Behaves in an honest, fair, and ethical manner;
21 Coinoaline Integrity/Honesty shows consistency in words and actions; models * & K
oy high standards of ethics.
Treats others with courtesy, sensitivity, and
22 Core Interpersonal respect; considers and responds appropriately to sl
Competency Skills the needs and feelings of different people in
different situations.
Fosters an inclusive workplace where diversity
23 Core Leveraging and individual differences are valued and T
Competency Diversity leveraged to achieve the vision and mission of
the organization.

i rity Information (SSI)
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Sensitiv ty Information (SSI)

Table R-2. Descriptions of Indicators for Site Feedback on Competencies (Continued)

" Gathers and systematically maintains data;
24 Core mnaigéTg and determines its importance, accuracy, and gl de
Competency nfoit atiogn effectiveness; and presents it by using a variety
of methods to meet a specific need.
ke Manages a high volume of work by balancing
25 Camsaiite Multitasking competing deadlines and priorities effectively % &k
e Y amongst a variety of diverse tasks.
26 Core Oral Makes clear and convincing oral presentations; ol
Competency Communication listens effectively; clarifies information as needed.
Demonstrates commitment to the organization’s
27 Core Organizational mission, functions, policies, and procedures, and sl
Competency Awareness interfaces with other stakeholders to operate
effectively.
Core Develops networks and builds alliances;
28 Coinglenc Partnering collaborates across boundaries to build strategic ek
pelency relationships and achieve common goals.

R-8
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Sensitive Security ion (SSI)

Table R-2. Descriptions of Indicators for Site Feedback on Competencies (Continued)

Determines objectives and strategies in order to
meet goals; organizes work, sets priorities, and
determines resource requirements; anticipates
opportunities and assesses potential threats to *
project/program completion; monitors and
evaluates the progress and outcomes of
projects/programs.

29 Core Planning and
Competency Evaluating

Identifies the internal and external politics that
impact the work of the organization; perceives *
organizational and political reality and acts
accordingly.

30 Core

Competency Political Savvy

Identifies and analyzes problems; weighs
relevance and accuracy of information; generates BRI
and evaluates alternative solutions; makes
recommendations.

Core

o Competency

Problem Solving

Shows a commitment to serve the public;
32 Core Public Service ensures that actions meet public needs; aligns 2k

Competency Motivation organizational objectives and practices with
public interests.

R-9
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Sensitive ; Information (SSI)

Table R-2. Descriptions of Indicators for Site Feedback on Competencies (Continued)

Core
Competency

Reading

Understands and interprets written material,
including technical material, rules, regulations,
instructions, reports, charts, graphs, or tables;
applies what is learned from written material to
specific situations.

% % %k

Core
Competency

Self Management

Sets well-defined and realistic personal goals;
displays a high level of initiative, effort, and
commitment towards completing assignments in
a timely manner; works with minimal supervision;
is motivated to achieve; demonstrates
responsible behavior.

& ok

Core
Competency

Situational
Awareness

Recognizes that the environment is both complex
and constantly changing; maintains engagement
with team and environment while performing
individual duties.

* %k

Core
Competency

Strategic Thinking

Formulates objectives and priorities, and
implements plans consistent with the long-term
business and competitive interests of the
organization in a global environment; capitalizes
on opporiunities and manages risks.

37

Core
Competency

Team Building

Inspires and fosters team commitment, spirit,
pride, and trust; facilitates cooperation and
motivates team members to accomplish group
goals.

L & 4

itive Security Information (SSI)

R-10

WARNING: THIS RECORD CONTAINS SENSITIVE SECURITY INFORMATION THAT IS CO¥
PERSONS WITHOUT A “NEED TO KNOW," AS DEFINED IN 49 C_F.R PARTS 15 AND 1520, EXCEPT WITH THE
ADMINISTRATION OR THE SECRETARY OF TRANSPORTATION. UNAUTHORIZED RELEASE MAY RESULT IN CIVIL PENALTIES
DISCLOSURE GOVERNED BY 5 U.S.C. 552 AND 49 C.F.R. PARTS 15 AND 1520.

NDER 49 C.FR. PARTS 15 AND 1520. NO PART OF THIS RECORD MAY]|
10N OF THE ADMINISTRATOR OF THE TRANSH
ON. FOR U.S. GOVERNMEN]|

BE DISCLOSED TO
ORTATION SECURITY
[l AGENCIES, PUBLIC

—_—_



6500 - ¥1.000-S1 VSL

Sensitive Security i L

Table R-2. Descriptions of Indicators for Site Feedback on Competencies (Continued)

Works cooperatively with others to achieve
Core shared goals; openly shares information, gl de
. Competency AR knowledge, and expertise with the team; puts
team goals ahead of individual/personal goals.
Concentrates efforts on the most important
Core . priorities; makes effective decisions within &
e Competency Titechidnagehient specified timeframes and takes appropriate "
action; allocates time effectively to reach goals.
Takes a long-term view and builds a shared
Core 2 vision with others; acts as a catalyst for
40 Vision i 22 *
Competency organizational change; influences others to
translate vision into action.
41 Core Written Writes in a clear, concise, organized, and e
Competency Communication convincing manner for the intended audience.

R-11
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Table R-2. Descriptions of Indicators for Site Feedback on Competencies (Co

; Information (SSI)

One site indicated that
Applies knowledge of permitted and prohibited fﬁgw:nf .';a"d}al.
Applica_tion of items and current Sta:::dardized Opfaraﬁng search?nelh odggrce
Technical Screening Procedures (SOP) to include security breach, Ot TSI
42 Competency Standard current performance protocols (e.g., hand * Kk * BDO job. This is
Operating wanding techniques and special search consister'ﬂ Witk
Procedures methods), informatior] on tra\‘rel docurrjents and teaclinok obtainad
procedures for reporting equipment failure. ot & reviaw o BOG
tasks.
Collects information to determine the validity and
Technical ) application of various types of data; applies
43 Competency Data Analysis different strategies for acquiring data; analyzes * *
information and makes reasonable inferences or
draws well-supported conclusions.
Understands the organization's financial
processes: prepares. justifies, and administers
44 Technical Financial the program budget; oversees procurement and %
Competency Management contracting to achieve desired results; monitors
expenditures and uses cost-benefit thinking to set
priorities.
Technical Govgrpmer]t Determines compliance with government policies
45 Competency Administrative and procedures; cooperates with inspections and *
Systems audits.

Sensitive Security Information
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ty Information (SSI)

Table R-2. Descriptions of Indicators for Site Feedback on Competencies (Contifiued)

46

Technical
Competency

Human Capital
Management

Builds and manages workforce based on
organizational goals, budget considerations, and
staffing needs; ensures that employees are
appropriately recruited, selected, appraised, and
rewarded; takes action to address performance
problems; manages a multi-sector workforce, and
a variety of work situations.

47

Technical
Competency

Investigative Skills

Recognizes, collects, and presents evidence that
reconstructs events, sequences, and time
elements; and establishes relationships.
respansibilities, legal liabilities, and conflicts of
interest, in a manner that meets requirements for
presentation(s).

* % *

Technical
Competency

Law Enforcement
Proficiency

Applies administrative and criminal investigative
techniques and procedures; demonstrates
knowledge of criminal statutes, rules of evidence,
precedent court decisions, legal aspects of
investigations, interviewing techniques, and
examination of evidentiary documents or material
and the functions and jurisdictions of other
Federal, State, and local law enforcement
agencies.

49

Technical
Competency

Occupational
Safety and Health
Policies and
Procedures

Applies knowledge of occupational safety and
health protocols and requirements such as lifting
techniques, blocd-borne pathogens, and safety
hazard identification.

* %k ok

S
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50

Technical
Competency

Wﬁon (SSI)

Table R-2. Descriptions of Indicators for Site Feedback on Competencies (Continued)

Operations
Management

Directs all aspects of a program to ensure that
work progresses toward achieving goals and
objectives; assesses short- and long-term
resource requirements and advises leadership on
ways to address these requirements; evaluates
overall program effectiveness and adjusts
strategies as needed to ensure performance
standards are met.

51

Technical
Competency

Resilience

Deals effectively with pressure; remains
optimistic and persistent, even under adversity;
recovers quickly from setbacks.

* k *

52

Technical
Competency

Respecting
Privacy and
Preserving
Freedoms

Ensures that systems, processes, and practices
are effectively established and implemented to
respect and protect the privacy of individuals
affected by TSA's transportation security
activities.

* ok *

Technical
Competency

Risk Management

Demonsirated ability to access, critically analyze,
evaluate, and apply risk information to the
decision making process in support of
organizational goals and objectives.

*

Sensitive Security on (SSI)
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&Wﬁon (SS)

Table R-2. Descriptions of Indicators for Site Feedback on Competencies (Continued)

Security Applies knowledge of security programs and
Fodiic Components and | activities in other components of DHS and other
54 Competency Programs in DHS | government agencies that impact, are impacted * &
and Other by, or otherwise related to TSA security
Organizations operations and programs.
Applies knowledge of TSA transportation security
policies, directives, and regulations, including on-
> g going regulations and new or emerging
55 éeucr: mr.t::ln " g:;UF;’ﬁY Elgt?gg;es directives, as well as understanding of how to * ok k
e ¥ g implement the policies, directives, and
regulations in local TSA airport and/or FAMS
operations.
One site indicated that
references to X-ray
Operation of security equipment (e.g., passenger :ﬁcazgorfg’ i e
; Security X-ray technology, baggage X-ray technology, 3
56 E?::S;:ln cy Equipment Explosive Trace Detection, passenger screening % ok ::?eg\:;%rpgi:)eaggg
Proficiency wands, magnetometer/walk through metal job. This is consistent
detector, two-way radios). i
with feedback
obtained from a review
of BDO tasks.

ive Security Information (SSI)

R-15

WARNING: THIS RECORD CONTAINS SENSITIVE SECURITY INFORMATION THAT IS O
PERSONS WITHOUT A “NEED TO KNOW.” AS DEFINED IN 49 C_F.R PARTS 15 AND 1520, EXCEPT W
ADMINISTRATION OR THE SECRETARY OF TRANSPORTATION. UNAUTHORIZED RELEASE MAY RESULT

DISCLOSURE GOVERNED BY 5 US.C. 552 AND 49 CFR. P. ND 1520.

OLLED UNDER 49 CFR. PARTS 15 AND 1520. NO PART OF THIS RECORD MAY BE DISCLOSED TO
WRITTEN PERMISSION OF THE ADMINISTRATOR OF THE TRANSPORTATION SECURITY
PENALTIES OR OTHER ACTION. FOR U.S. GOVERNMENT AGENCIES, PUBLIC




616500 - ¥1.000-S1 VSL

Sensitive 'ormation (SSI)

Table R-2. Descriptions of Indicators for Site Feedback on Competencies (Continued)

Knowledge of permitied and prohibited items,
knowledge of current Standard Operating
Knowledge of permitied and prohibited items,

Tosinil Security Screening | knowledge of current Standardized Operating
57 iy Policies and Procedures (SOP) including security breach, * &k
Procedures knowledge of current performance protocols
(e.g.. hand wanding techniques and special
search methods), knowledge of information on
travel documents.
4 . Understands and appropriately applies principles,
58 é‘:’::;g:gjn . Ef:g;;?;' procedures, requirements, regulations, and * % *
¥ Y policies related to specialized expertise.
Uses machines, tools, and equipment effectively;
59 Technical Technology uses computers and computer applications to e
Competency Application prepare documents and communicate information
in the appropriate format.
Keeps up-to-date on technological developments;
60 Technical Technology makes effective use of technology to achieve kg
Competency Management results; ensures access to and security of

technology systems.

itive Security Information (SSI)
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Sensitive Securd

tion (SSI)

Table R-2. Descriptions of Indicators for Site Feedback on Competencies (Continued)

61

Technical
Competency

Training
Development

Applies learning theories, methods, and
principles of adult education to one or more of the
five phases of the Instructional System Design
process to create and/or review training
programs.

62

Technical
Competency

Training
Instruction

Delivers or facilitates training using a combination
of training delivery techniques and technical
subject matter expertise; applies adult learning
methodology to implement educational
techniques which best compliment the curriculum
and the audience.

Technical
Competency

Transportation
Security
Proficiency

Understands the range of security issues, threats,
and challenges facing TSA; the roles of other
federal, state, and local government agencies in
addressing them; and the frameworks for
effectively analyzing and addressing them.

* %k

Technical
Competency

Visual Observation

Noticing details and paying attention to
instructions, demonstrations, and other activities;
taking in and recalling incoming visual sensory
information and using it to make predictions,
comparison, and/or evaluations; recognizing
differences or similarities, or sensing challenges
in circumstances of event; discerning between
relevant visual cues or information and irrelevant
or distracting information; visually inspecting
persons, property, or equipment.

* & K

Sensitive Security Information (SSI)
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Appendix S:
Selection and Training Recommendations
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BDO SUBJECT MATTER EXPERT SELECTION
AND TRAINING RECOMMENDATIONS

The American Institutes for Research (AIR) is currently conducting a job analysis update for the
Transportation Security Administration's (TSA) Behavior Detection Officer (BDO) job. As part
of the job analysis process, AIR conducted site visits at the following 11 airports across the
United States:

General Edward Lawrence Logan International Airport (BOS),
Baltimore/Washington International Airport (BWI),
Detroit Metropolitan Wayne County Airport (DTW),
Bishop International Airport (FNT),

Honolulu International Airport (HNL),

Kona International Airport (KOA),

Orlando International Airport (MCO),

Palm Springs International Airport (PSP),

Theodore Francis Green Memorial State Airport (PVD),
San Diego International Airport (SAN), and

Orlando Sanford International Airport (SFB).

At each site, AIR representatives conducted semi-structured interviews with BDO subject matter
experts (SMEs)’ regarding the tasks and worker characteristics required of the job, as well as the
organizational systems currently used to select and train BDOs. Throughout the course of these
interviews, the SMEs provided recommendations regarding the current training and selection
systems, After the site visits, the interviewers documented the results of each interview, and then
compiled the suggestions and recommendations from the field across the site visits. This
document provides a listing of these recommendations and suggestions,

The recommendations have been organized into “Selection,” “Training,” and “Other” categories.
Within each of these categories, recommendations have been further grouped by recurring
subtopics. For example, selection recommendations are presented within three subtopics (i.e.,
the current selection process, the criteria used for selection, the selection interview). Note that
the recommendations are not presented in any order of importance, but have been organized into
logical subtopics based on the content of each recommendation. The last two columns in the
table indicate the number of large and small/medium airport site(s)” from which the
recommendation was received. That is, the numbers in these columns represent only the number
of sites from which a recommendation was received, and therefore, may represent the
recommendation of one or multiple SMEs at that site.

* SMEs included BDO incumbents, BDO supervisors/managers, and BDO trainers.
® Classifications of airport size (i.e., small, medium, large) are those used by TSA in selecting sites for participating
in the SPOT Base Rate Study,

witiw: Security Information (SS1)
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Common themes exist across the recommendations. For example, BDOs frequently suggested
that TSA make additions or modifications to the criteria used to select BDOs, including the
knowledge, skills, abilities, and other characteristics (KSAQOs) addressed in the structured
interview questions. Similarly, BDOs frequently recommended that training content be
improved or expanded and that TSA provide refresher courses and other resources for important
job-related materials and skills. Finally, a major concern among BDOs is the current lack of
promotion opportunities and confusion surrounding requirements for promotion.

Two important details regarding the recommendations that follow should be noted. First, not all
BDO SMEs across or within airport sites endorsed each of the recommendations listed below. In
fact, because many of the recommendations represent the ideas of an individual SME, some
recommendations are inconsistent or contradictory in nature with one another. For example,
although some SMEs recommended including military or law enforcement backgrounds as an
important selection criteria (selection recommendation #7), other SMEs noted that BDOs with
these types of backgrounds may be too interrogative during the casual conversation (selection
recommendation #8).

Second, and most important, the recommendations listed below are strictly those heard from the
BDO SMEs during the semi-structured interviews. The statements listed below should not be
interpreted as recommendations from AIR. However, a final list of AIR recommendations on the
current BDO training and selection systems will later be developed on the basis of the completed
Job analysis update.

Selection-Related Recommendations

As stated above, recommendations regarding selection that were gathered from SMEs have been
organized into the following subtopic areas:

e Selection Criteria (e.g., the KSAOs to assess during the interview, specific selection tests
to include in the selection process),

e Selection Process (e.g., application process, scoring process), and

e Selection Interview (e.g., questions that should be asked of BDO candidates, composition
of the interview panel).

The Selection Recommendations are presented according to these subtopics in Table 1 below.
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Table 1. Selection Recommendations

Sensitive Sect ormation (SSI)

Recommendation

No. of I/
iy
Almorts

—

Selection Criteria

Recommendations for additional evaluative data include:
« Candidate's morale
Work ethic
Motivation for becoming a BDO
Interpersonal skills
Professional discipline (e.g., punctuality, past attendance)
Critical thinking
Thinking outside of the box
Who will be a good fit with the team
Appearance (e.g., well groomed, well taken care of)
Actual job performance (e.g., rapport with coworkers,
leadership skills, following procedures)
* Scenarios (e.g., evaluate how they deal with different
scenarios)
» Prior Performance
s Prior attendance
* Rapport with coworkers
e Leadership skills
¢ Following procedures

Personnel files should be examined, and an objective set of criteria
should be established to disqualify applicants based on prior
discipline and attendance records, and performance as a
Transportation Security Office (TSO).

Applicants should be disqualified if they have extensive problems.

Consult with the applicant's current supervisor/manager for basic
feedback on that candidate. This may be helpful to identify
candidates who "look good on paper” but may not be good
performers.

If BDO applicants do not have previous work experience, they need
a Bachelor's degree. It is good to have education to deal with the
general flying public as they are often educated.

Note: Extensive disagreement was found between BDOs both
within and across sites regarding educational requirements.

Include an integrity test, a written test, and a test for basic skills
(e.g., reading, writing, basic math).

" Among the 11 sites at which data were collected, only one is classified as a “Medium” hub-sized airport.
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Table 1. Selection Recommendations (Continued)

#of | #of Small
D | ‘Recommendation Airports |  Airports
Selection Criteria (Continued)
6. | There needs to be a greater emphasis on interrogative/inquisitive 1 1

skills and a background in law enforcement, corrections, or military.
These backgrounds allow for proper interactions with individuals
who are attempting to deceive you at every turn and experience
observing and investigating.

Note: Extensive disagreement was found between BDOs both
within and across sites regarding law enforcement, corrections, and
military background requirements.

7.| Former law enforcement, corrections, or military personnel may not 1 0
make good BDOs if they are unable to “unlearn” what they have
learned from their previous position.

Note: Extensive disagreement was found between BDOs both
within and across sites regarding law enforcement, corrections, and
military background requirements.

8. | Consider broadening the pool of potential BDOs by opening it up to 1 1
individuals who are not employed within TSA. This may provide a
better selection of candidates with a variety of experiences.

9. | Lengthen the amount of time required as a TSO before applying to 1 0
become a BDO (used to be 18 months and was changed to 6
months).
10. | KSAOs on the application form should be more relevant to the BDO 1 1
job.
Selection Process
11. | Include a probationary period in which the new BDOs' performance 3 1

is monitored. If performance is unsatisfactory they can be removed
from the BDO job. Currently, there is not a system in place for the
removal of BDOs who cannot perform the work, but there needs to
be such a system.
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Table 1. Selection Recommendations (Continued)

Medium
Airports

o Recommmendat

Selection Process (Continued)
Use a 3-supervisor rating system for interviewing/selecting BDOs.

12.

Details of the system are as follows:
+ There is a job announcement
TSOs can complete the application
Human Resources (HR) sends the list of Best Qualified
applicants to the BDO manager
o All applicants on the list are interviewed and vetted for
disqualifiers
Previous supervisors (1 manager and 2 supervisors) are asked
to fill out a Performance Feedback Questionnaire (PFQ) and
rate the applicant (on a scale of 1-5 - 5 being high) on the
following competencies needed by BDOs:
o Proactive
Accountable
Attention to detalil
Integrity
Interpersonal sills
Multitasking skills
Oral communication
Self management
Situational awareness
Teamwork
Time management
Command presence
Critical thinking
Flexibility
o Incident management
Raters must justify a 1 or 5 rating
All three ratings are averaged
Interview score is added to this average
* Applicants with highest score are hired
Minimize perceived subjectivity in the current selection system. For
example, by bringing in interviewers from other airports to cut down
on inlerviewer bias.
Rather than rating KSAQOs, a questionnaire format on USAjobs
should be used. The emphasis is currently on ‘power words" — if the
right terminology is used, the applicant will make the certification list.
Improve the self-evaluation component of the selection system
because applicants may be dishonest.

{2 I o o i o i & o J o T o S o K o T o S = S o

13.

14.

15,
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Table 1. Selection Recommendations (Continued)

#of | #of Small

D Recommendation Airports Nggg. orts
Selection Interview

16. | The interview questions need to be improved; they currently are 1 0
relatively unrelated to the BDO job. Need to look at the job
description, match that with resumes and form questions for each
candidate.

17. | Interview questions should look into issues of integrity and 1 0
teamwork (the concept of teamwork should be more focused on
experiences at TSA).

18. | Interview questions should include something on communication, 1 0
conflict resolution, and a trick question about stereotyping.

19. | Once TSA identifies the important competencies required of BDOs, A 2

tailor the interview to reflect these aspects of the BDO job; include a
work sample or practice to see if the applicant can demonstrate key
skills. Assess observation skills and oral communication skills,
among other things. The current interview does not cover
information specific to the BDO job. Therefore, candidates may be
hired because they interview well rather than because they would
make good BDOs.

20. | Need to make the interview questions broader to get a better picture 0 1
of how the candidate will function (e.g., how an applicant will
approach certain scenarios).

21. | Interview questions need to be tailored to fit the specific airports. 0 1

22. | BDOs or BDO managers should be present during the interview or 3 1
on the interview panel, and should be able to make hiring
recommendations. Some of the current panel members do not
know the answers fo the questions they ask - this happens when an
interviewer has no knowledge of the BDO job.

23. | Hiring decisions need to be made by a BDO senior manager 1 0
(someone who knows the job and what it entails).

Training-Related Recommendations

The training recommendations provided by SMEs are organized into the following subtopic
areas:

Initial Training (e.g., content, length),
Mentorship (i.e., formal and informal mentoring opportunities),

e Specific Training Content (e.g., length of on-the-job training [OJT], development of
refresher courses, new training content),

e Trainers (e.g., who should conduct the training), and

e Training Resources (e.g., expanding modes of training content delivery, cross-airport
learning opportunities).

S-7
\ Sensitive Security Information (851)

WARNING: THIS RECORD CONTAINS SENSTRRLSECURITY INFORMATION THAT 1S CONTROLLED UNDER 49 C.ER, PARTS 15 AND 1520, NO
PART OF THIS RECORD MAY BE DISCLOSED TO PER? | I[HiJUI AUNEED TO KNOW." AS DEFINED IN 44 CF.R PARTS 15 AND 1520, EXCEPT
WITH THE WRITTEN PERMISSION OF THE ADMINISTRATOR T LIRANSPORTATION SECURITY ADMINISTRATION OR THE SECRETARY OF
TRANSPORTATION. UNAUTHORIZED RELEASE MAY RESULT IN CIVIT TIES OR OTHER ACTION, FOR US. GOVERNMENT AGENCIES,
PUBLIC DISCLOSURE GOVERNED BY 5 U.5.C. 552 AR ER_PARTS 15 AND 1520,

\

TSA 15-00014 - 005957



- H y H “{qql‘l

The training recommendations received are presented according to these subtopics in Table 2
below.

Table 2. Training Recommendations

#of # of Small/

Large Medium
ID Recommendation Airports Airports
Initial Training
1. | Everyone (e.g., TSOs, BDOs, SPOT Transportation Security 2 1
Managers [STSMs]) should complete the initial training. In
particular, some BDO managers have never completed the training
which makes it difficult for them to do their jobs.
2. | The current job knowledge test used in training is too easy — make it 0 1
more difficult to weed out some of the candidates.
3. | Improve the content of the core training videos. Casual 2 1

conversation and walk the line are displayed incarrectly; there is too
much focus on interrogating passengers rather than having an
actual casual conversation.

4. | Ensure that the core training focuses on critical BDO competencies 1 0
and that it is long enough to be effective. This is of particular
importance because the core curriculum training program is part of
the selection system (i.e., if the applicant passes the training they
are hired, if they fail the training they are not hired). A solid training
course is important to ensure that qualified BDOs are hired into the
program.

5. | Extend the initial training and OJT so that information is not 4 3
presented too quickly and BDOs have more time to practice and
apply what is learned on the job. Ensure training is long enough to
allow for trainees to be accurately evaluated.

Suggestions on length of training include:
» 7 days of classroom training and 3 weeks of OJT
e 4 days of classroom training, 2 days off, and 3 days of OJT
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Table 2. Training Recommendations (Continued)

#of # of Small
D | Recommendation __ Airports Airports |
Initial Training (Continued)
6. | Spend more time on the casual conversation in initial training. 5 2
(0)(3):42 U.S.C. § 114(r)
Mentorship
7. | Provide a formal mentoring program for new BDOs after OJT is 4 3
completed.
8. | Consider how BDOs are paired. Sometimes, BDOs are paired 1 0
according to their strengths and weaknesses. The obvious
advantage of putting two strong BDOs together is knowing you have
a really good team on the floor. The advantage of pairing one
strong BDO with a weaker (or newer) BDO is that the weaker one
can learn from the stronger one—it becomes a learning opportunity.
9. | The mentorship program (currently in place) is effective, but could 1 0
be expanded and formalized.
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Table 2. Training Recommendations (Continued)

10. | Need more refresher courses on the content learned during initial
training. Examples of suggestions/comments made include:

B3;49U.S.C. §114

0 1

Allow BDOs to attend available training in ticket checking, document 1 0
checking/ID checking, the FBI's behavior detection course, and
other seminars. Currently, BDOs cannot take advantage of training
resources unless they are available to all BDOs in the workforce.

13. | Focus on team-building training (between coworkers and 1 0
BDOs/TSOs).

14. | Offer training on how to write various reports (e.g., incident, LEO, 4 1
after-action, local reports) and how to complete forms.

15. | Offer general legal training on topics such as BDOs' 1 0
responsibilities/authority versus that of the other entities.

16. | Offer strategies to help BDOs learn how to improve reaction to 1 0
stressors and disruptions (“being flustered”).
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Table 2. Training Recommendations (Continued)

#of # of Small/ |
Large Medium
ID Recommendation Airports Airports
Specific Training Content (Continued)
17. | Offer training based on behavioral and interviewing programs 1 0
available from various LEOs.
18. | Offer training for managers in program management, program 2 0
improvement, and other HR-related duties.
19. | Offer training in assessing fraudulent documents and |1Ds. 1 0
20. | Offer training in federal law enforcement topics, civil rights, and the 2 0
ni
(b)(3):49 U.S.C. § 114(r) 0 1
2 0
1 0
1 0
25. | Offer training in the behavioral fields (e.g., more in-depth 1 0
facial/emotions/mannerisms).
26. | offer training in public speaking. 2 0
(b)(3):49 U.S.C. § 114(r) 0 1
28. | Although BDOs are primarily concerned with identifying threats to 0 1
transportation security, they will inevitably encounter criminal activity
on the job, As such, consider training BDOs on safety issues,
including training on CPR and first aid, traffic safety, railway safety,
HeE|
(b)(3):49 U.5.C. § 114(r) 1 0
SUT Provide situation reporl (STTREP) and Tntel fraining. 0 1
31. | ABDT is useful, but it needs to be an on-going training program. 1 0
(b)(3):49 U.S.C. § 114(r) 3 1
33. | Continue to offer ABDT and other courses, but make sure these 2 1
courses reflect changes to the job (e.g., include changes in
emphasis).
34, | Offer training and information as procedures or policies change. 0 3
This information does not always get to those who need it (e.g.,
some airports do not receive information directly from Head
Quarters [HQY)).
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Table 2. Training Recommendations (Continued)

SensitiveSecurity Information (SS1)

\Sgnsitiw: Security Information (SS1)

#of | #of Smal
ID | 'Recommendation Airports Airports
Specific Training Content (Continued)
35. | Ensure that all airports (large and small) receive the same training 0 2
opportunities (e.g., ABDT course).
36. | Standardize the OJT process; identify core competencies; and 1 0
ensure that everyone has the same definition of “proficiency” as it
pertains to the BDO to assist in rating/evaluating new BDOs.
37. | OJT should be conducted in busy airports (at peak times) so that 1 0
BDOs can see a lot of people and behaviors.
38. | Offer more OJT. Among other things, this can help BDOs to gain 1 0
some general airport knowledge.
Trainers
39. | Ensure that sites have a training coordinator. 1 0
40. | Ensure trainers are familiar with the BDO job (incumbent indicated 3 0
that, at his/her site, trainers are not familiar with the BDO job
because they are not former BDOs).
Improve process for selecting BDO trainers. Some of the newer
trainers have never worked as BDOs, which impacts their
knowledge of the job. Should require individuals to work as BDOs
for 6 months prior to becoming BDO trainers.
41. | Focus on transitioning BDO incumbents into BDO trainers. 1 0
42. | Keep instructors involved and allow them to provide input into 2 0
changes to the BDO course curriculum.
Training Resources
43. | Allow for group sessions every 3 or 6 manths to discuss a training 0 1
scenario together.
44. | Build in opportunities for BDOs to learn from other airports and/or 4 3
BDOs.
45. | Create a library of relevant training sources. 1 2
46. | Create a LEO referral guide. 1 0
47. | Provide additional training via the OLC. 1 0
48. | Allow access to video camera recordings of the lines so that BDOs 1 0
are able to review actual footage. The footage could be used to
increase consistency in identifying behaviors and assigning points
across the team.
49. | Create a local training department with BDO-specific training rather 1 0
than TSO-only training.
50. | Offer more team training locally (ideally, once a month and include a 1 0
study guide and quiz).
51. | Provide training materials and a study guide for learning and 1 0
retaining information in the Standard Operating Procedures (SOP).
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Table 2. Training Recommendations (Continued)

#of # of Small/

Large Medium
D Recommendation Airports Airports
Training Resources (Continued)
52. | Provide more applied/practical training that includes live interaction 4 4

in addition to the current online training.

Examples of suggestions/comments made include:

(5)(3):49 U.S.C. § 114(r)

Other Recommendations and Information

In this final section, other relevant recommendations and related information are presented.
These other recommendations and information include a number of various subtopic areas,
including BDO career progression, the BDO relationship with Law Enforcement Officers
(LEOs), and the Standardization Team.

Each of the recommendations and information presented in Table 3 below are organized
alphabetically by subtopic area.

Table 3. Other Recommendations and Information

#of
# of _Small/
ol | S Large | Medium
D Subtopic Recommendation/Information Airports | Airports
1. | BDO Cards Reconfigure and simplify the set-up of the BDO 0 1
cards. Feature up front the behaviors that typically
result in a LEO notification.
2. | BDO Offer some sort of credential (even just a unique 1 0
Credentials designator on their ID badge) to identify the person
as a BDO. This would give them a sense of
ownership in the program.
3. | Behavior Have the Israelis who do work similar to that of BDOs 1 0
Detection come over and share their expertise with BDOs.
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Table 3. Other Recommendations and Information (Continued)

# of
#of | Small
, Large Medium
ID Subtopic Recommendation/Informe Airports | Airports
4. | Breaks (b)(3):48 U.S.C. § 114(r) 3 0
5. | Career “Create more promotion opporiuniiies or patential 3 3
Progression career paths for BDOs. A lack of promotion
opportunities is contributing to considerable
frustration and turnover.
6. | Career Consider clarifying and/or creating a distinction 2 1
Progression between F- and G-band roles (e.g., in the SOP).
7. | Career Currently, there is not a set system or criteria across 2 1
Progression the BDO program for promotion from the Master to

the Expert BDO position. The ideal criteria needs to
be developed and designed by the managers and
then communicated to the work group.

8. | LEO Consider creating a law enforcement career track for 1 0
BDOs, or a law-enforcement BDO position. (“We
often call in MTAP (local LEO). If we had internal
LEQOs within the BDO program, or have a TSA law
enforcement group, this might be helpful. Or maybe
this could be like the TSA investigators—they are not
police, but they are related to law enforcement. It
would help with our relationships with LEOs.")

9. | LEO Need to continue building a good relationship with 2 1
LEO and develop specific communication strategies
for working with them.

10. | LEO The scope of the BDO job should be broadened to 1 0
include LEO-type responsibilities.

Note: Extensive disagreement was found belween
BDOs both within and across sites regarding LEO-
lype responsibilities.

11. | Security Allow BDOs and security managers to obtain higher 1 0
Clearances clearances that would facilitate access to unfiltered
information about assignments (e.g., details about
VIPRs). (“We get some information and briefings
that the TSOs don't get, but it's usually more
awareness-related, such as “look out for X.")
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Table 3. Other Recommendations and Information (Continued)

#of
# of Small/
, Large Medium
D . ol Recomiandationinformation s - | Alrorts:
12. | Standardization | Provide more visits by the Standardization Team. 4 1
Team This would give BDOs a chance to ask questions and
get clarification on issues. If the Team shares
information with the group as a whole, this will
enhance consistency.
13. | Suggestion Currently, there is a suggestion board for TSOs 1 0
Board called "Idea Factory” that allows TSOs to submit
suggestions for improving the program. This could
be a valuable addition to the BDO program.
14. | Training There are some inconsistencies in the information 0 1
Documents being provided to BDOs. Sometimes the Frequently
Asked Questions (FAQs) give answers that
contradict what was learned in training.
15. | TSOs BDOs are sometimes hired as a way of getting them 3 2
out of the checkpoint.

Conclusion

A wide variety of recommendations regarding BDO selection and training — as well as other
BDO-relevant information— resulted from semi-structured interviews conducted with SMEs
during site visits to a sample of 11 airports. As noted, many of these recommendations represent
information from an individual SME, rather than recommendations intended to represent an
entire site. However, these recommendations provide an overview of some current opinions,
ideas, and possible areas for further data collection regarding BDO selection and training. Upon
completion of all data collection efforts in the job analysis update, AIR will develop a formal list
of data-driven recommendations regarding selection and training for DHS/TSA's review and
consideration.
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Appendix T:
BDO Job/Task Analysis Survey

Sensitive ion (SS1)
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BDO JoB/TASK ANALYSIS SURVEY®
BDO Job Analysis Survey

Introduction

TSA, with the assistance of the American Institutes for Research (AIR), is reviewing the BDO job to better understand if and
how the tasks performed by BDOs have changed over time and to identify the characteristics required of BDOs to successfully
perform the job. This information will be instrumental in supporting the design and development of training courses and other
tools that meet the needs of the BDO workforce. As part of this review process, TSA and AIR are conducting a survey to
understand the nature of the work performed by BDOs and the characteristics required of BDOs to perform that work.

The survey requires you fo rate a list of tasks performed by BDOs. For each task, you will be asked to rate the frequency with
which you perform the task, its importance to the BDO job, and its difficulty to learn. Similarly, the survey includes a list of
characteristics (i.e.. knowledge, skills, abilities, other atiributes) that may help BDOs perform successfully on the job. For each
characteristic, you will be asked to rate its importance and when it must be acquired by a BDO.

Your participation in this survey is completely voluntary and your decision about participation will not affect your TSA
standing in any way. Further, your responses will be kept confidential and the findings from the survey will be reported by AIR
to TSA as group data only; no individual responses will be released. The participation of experts like you is critical for projects
of this nature. We hope that you will take the time to share your expertise with us.

To begin, click the link below. Please read all survey instructions carefully before making any ratings or answering any
questions. The survey should take approximately 1 1/2 hours to complete and the deadline for completing the survey is
March 23, 2010.

TSA and AIR would like to thank you in advance for sharing your expertise.

¥ Note that only a sample Task and KSAO ratings sheets have been included in this appendix. The full survey is available upon request.
T-2
ensitive Security Information (SSI)
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BDO Job Analysis Survey

Please read all instructions before starting the survey.

The survey should take approximately 1 1/2 hours to complete. Please follow the steps described below to ensure completion of all
required information in this survey.

1. To begin, save this Excel file under a new file name. Click "File" from the menu at the top of the screen. Click "Save As," select a
location to save the file, and enter the new file name. You can rename the file however you choose; however, you might want to simply
add your initials (first, middle, and last name) to the end of the file name (e.g., BDO Job Survey_CLH). Please note that this document
includes information that is Sensitive Security Information (SSI). Therefore, please ensure you save this file in a secure location. Click
"Save” to complete the process. You will want to click "Save" as you complete each section of the survey to ensure that no work is lost.

2. This survey contains SSI and should be protected with the current TSA national password at all times. Please ensure that this survey is
password protected when saving any working copies and when submitting your completed survey.

3. You are encouraged to complete the survey in the order described below. However, please note that you may return to previous
sections (or move forward to other sections) by using the links at the bottom of each page.

4. To begin, click on the link at the bottom of this page to go to the Background Questionnaire. When you are finished, click on the link
at the bottom of the sheet to proceed to the Task Instructions. (Click "Save" to ensure your work is saved.)

5. Review the Task Instructions sheet carefully to understand the task ratings exercise. This sheet will provide you with detailed
information about the task rating scales. After you have reviewed these instructions, proceed to the Task Ratings sheet by clicking on the
link at the bottom of the Task Instructions. As you read each task provided in the Task Ratings sheet, you will be asked to make three
ratings. Please make all three ratings on each task prior to moving on to the next task statement. When you are finished, proceed to the
KSAO Rating exercise by clicking on the link at the bottom of the Task Ratings sheet. (Click "Save" to ensure your work is saved.)

T-3
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General Instructions (Continued)

6. Review the KSAO Instructions sheet carefully to understand the KSAO ratings exercise. This sheet will provide you with detailed
information about the KSAO rating scales. After you have reviewed these instructions. proceed to the KSAO Ratings sheet by clicking
on the link at the bottom of the KSAO Instructions. As you read each statement provided in the KSAO Ratings sheet, you will be asked
to make two ratings. Please make both ratings on each KSAO prior to moving on to the next statement. When you are finished. proceed
to the Work Context questions by clicking on the link at the bottom of the KSAO Ratings sheet. (Click "Save” to ensure your work is
saved.)

7. Complete the Work Context sheet by answering questions about your work environment. When you are finished. click on the link at
the bottom of the Work Context sheet to provide other comments and complete the survey. (Click "Save" to ensure your work is saved.)

8. The final section of the survey provides space for Other Comments you have about the BDO job or the survey. In addition,
information 1s provided regarding who to contact if you have any questions. (Click "Save" to ensure your work is saved.)

9. If you need technical assistance or have specific questions about the survey items or procedures, please call the Helpdesk at 1-866-236-
4285 between the hours of 8am and 5pm EST Monday through Friday, or by email at BDOJobAnalysis@air.org. Please note that email
correspondence should not contain Sensitive Security Information (SSI).

Working In Excel

Depending on specific computer configurations, you may need to adjust the size of the pages you are viewing to see the entire width of a
page at once. At the bottom right of the screen, use the "Zoom" bar to adjust the percentage at which you are viewing the page. Move the
slide bar to the left to lower the percentage (e.g.. less than 100%) and make more text visible across a single screen.

Submission Procedures

Once you have completed the survey save your work and ensure that the file is password protected. Then send a copy of the file by
March 23, 2010 as an attachment via email to BDOJobAnalysis@air.org. Once you have submitted your survey, delete the file from your
computer by right-clicking on the survey file icon or file name and selecting the “Delete” option. Then, find the “Recycle Bin™ on your
computer’s desktop, right-click on the icon for the bin, and select the “Empty Recycle Bin” option. This process will ensure that the file
has been removed completely from your computer.

T-4
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Background Information

Instructions: Please begin the survey by completing the questions below about your background. For each question, please select your
response by clicking the response box located next to the question. A drop-down menu of the response options for that question will
appear by clicking on the downward arrow to the right of the box. When you click on your selection, it will appear in the box as your
response.

Question |  Response

Work Experience

1) What is your current Job Title?

Please Specify:

2) Since becoming a TSA employee, are you now or have you
ever worked as a National Trainer for the SPOT program?

2a) If yes. what was your approximate start date? (month/year):

2b) If yes, what was your approximate end date? (month/year):

3) Since becoming a TSA employee, are you now or have you
ever worked on the SPOT National Standardization Team?

3a) If yes. what was your approximate start date? (month/year):

3b) If yes, what was your approximate end date? (month/year):
4) In what airport do you primarily work? I
5) When did you start working for TSA? (month/year): I |
6) When did you start working as a BDO? (month/year): | |

T-5
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Work Experience (Continued)
7) When you entered the BDO program, what was your first job
title?

Please Specify:

8) Prior to working as a BDO, what position did you most recently hold at TSA?

Please Specify:

9) Please indicate your current work status:

10) Prior to working at TSA, did you work in the security industry?

10a) If yes. did you work in airport security or another

type?
Please Specify:
10b) If yes. how long did you work in the security industry? (vears/months):
11) Prior to working at TSA. did you work in law
enforcement?
11a) If yes, how long did you work in law (years/months):
enforcement?
12) Are you now or have you ever served in the military, either as a reservist or on active duty?
12a) [If yes, what is the total amount of time you served in (years/months):
the military (both on active and reserve duty)?

T-6
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13) Have you [nken-{he TSA Additional Behavior Detection Training (ABDT) course? I

14) Other than your initial BDO/SPOT training and the Additional Behavior Detection Training (ABDT), have you had any additional training in
behavior indicators of deception or lie detection?

If yes, course title: I

15) Please indicate the highest level of education you have completed.

Please Specify:

16) Please indicate your gender: I

17) What is your year of birth? I

18) Which ethnic category best describes your background? |

19) Which racial category/categories best describe(s) your background? (Check all that apply)

DAmcriczm Indian or Alaska Native D Native Hawaiian or Other Pacific Islander
DAsian D White
DBla.ck or African American El Other (Please Specify)

Please Specify: |

Save your work hefore you move on by clicking the save button above.
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Task Ratings Exercise Instructions

BDO job tasks are listed on the following tab, grouped by major duties. You are going to be asked to provide three
ratings for each task with respect to your current job: Frequency, Importance, and Difficulty to Learn. Each rating
scale is presented below and also provided in the Task Rating sheet.

To complete the task ratings exercise, please rate each task on all three rating scales before moving on to the
next task statement. The steps below describe this process.

STEP 1: For each task, please rate the frequency with which the task is performed:

On average, how often do you perform this task in your current job? Rate the frequency of each task using the
following scale.

NP -- This task is not performed by BDOs.

NA -- I do not perform this task, but other BDOs at my airport do.
1 -- I perform this task several times a year or less.

2 -- I perform this task monthly.

3 — I perform this task weekly.

4 —- 1 perform this task once a day.

5 -- 1 perform this task more than once a day.

Record your response by selecting one of these response options (i.e., NP, NA, 1, 2, 3, 4, 5) and typing it into the
appropriate cell to the right of the task statement.

Sensitive Security Information (SSI)
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STEP 2: Next, please rate the importance of the task to successful job performance:

How important is this task to successful completion of your current job? Rate the importance of each task using
the following scale.

NA -- I do not perform this task.

1 -- Not important. This task is not important for successful completion of the job.

2 -- Somewhat important. This task is somewhat important for successful completion of the job.

3 - Moderately important. This task is moderately important for successful completion of the job.
4 -- Very important. This task is very important for successtul completion of the job.

5 -- Extremely important. This task is extremely important for successful completion of the job.

Record your response by selecting one of these response options (i.e.. NA, 1, 2, 3, 4, 5) and typing it into the
appropriate cell to the right of the task statement.

STEP 3: Next, please rate the difficulty to learn to perform the task:

How difficult is it to learn to perform this task? Rate the difficulty to learn each task using the following scale.

NA -- I do not perform this task.

1 -- Not difficultr. This task can be learned with very little instruction, study, or practice.

2 - Somewhat difficult. This task can be learned with minimal instruction, study, or practice.
3 -- Moderately difficult. This task can be learned with repeated instruction, study, or practice.
4 — Very difficult. This task can be learned with substantial instruction, study, or practice.

5 — Extremely difficult. This task can be learned with extensive instruction, study, or practice.

Record your response by selecting one of these response options (i.e., NA, 1, 2, 3. 4, 5) and typing it into the
appropriate cell to the right of the task statement.

T-9
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Instructions (Continued)
STEP 4: When you have completed all of your task ratings. please check your data:

When you are finished with this rating exercise, each cell within the rating form should contain a rating. To verify
your ratings, click the *Check Data™ button in the upper left corner of the rating form. This scans the form for any
missing or out-of-range responses, and places the word “ERROR?™ in any cell that does not contain an expected
response.

If an error message appears. please review the form and make any corrections necessary. To do this, simply type
your rating in the “ERROR”™ cell, making sure the word “ERROR™ is deleted. Once all corrections have been
made, click the “Check Data™ button again to ensure accurate completion of the form. Note: Do not click the
"Check Data” button until you are finished making all your ratings.

You may need to temporarily reconfigure a security setting in Excel to make the rating tool fully functional. Follow these
directions before filling out the form:

If you have Excel 97 or 2003: Go to your "Tools" tab, select "Macros" then "Security”. Temporarily set your security level to
the lowest level and reset it when you have completed the survey. Now close Excel, being sure to save your work first,
and reopen this file so the security setting can be refreshed.

If you have Excel 2007: Click the Microsoft icon at the top left of the window and select "Excel options" at the bottom right of
the menu. From here, click on the "Trust center” tab and select the "Trust center settings" bufton. Then, in the "Macros
seftings" tab, "Enable all macros” (the fourth and final radial button). Click "OK" and "OK" again. Now close Excel, being
sure to save your work first, and reopen this file so the security setting can be refreshed.

T-10
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On average, how often do you
perform this task in your current

How important is this task to
successful completion of your
current job?

How

perfq

difficult is it to learn to
rm this task?

0 0 Jﬂb?
I perform this task:
NP- This task is not performed by | NA - [ do not perform this task. | NA-| I do not perform this
i BDOs. 1 - Not important I -| task.
NA- [do not perform this task. but 2- Somewhat important 2 -| Not difficult
other BDOs at my airport do. 3- Moderately important 3-| Somewhat difficult
1- Several times a year or less 4 - Very important 4 -| Moderately difficult
Check Data 2-  Monthly 5- Extremely important 5-| Very difficult
3-  Weekly Extremely difficult
4- Once a day
I 5- More than once a day
Click here to return to Task Rating Instructiony
Tasks | Frequency | I Importance | ] Difficulty
Duty A: Preparation
Autend daily briefing(s) provided by the SPOT
I | Transportation Security Manager (STSM) or
designee.
Gather latest security-related Intelligence [e.g..
2 | Amber Alerts, Be on the Lookout (BOLO)
notifications, terrorist organizations, gangs].
3 Ensure readiness and possession of all materials
~ | and equipment needed for shift.
4 | Dress in proper attire.
T-11
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KSAO Ratings Exercise Instructions
I. -I =i 7-.;. rm

The following section asks for your ratings of characteristics that may help BDOs perform successfully on the job.
These characteristics include knowledge, skills, abilities, and other attributes (KSAQOs). You are going to be asked
to provide two ratings for each KSAQ: hen it is required and its Importance. Each rating scale is presented below
and also provided in the KSAO Rating sheet.

To complete the KSAO ratings exercise, please rate each KSA O on both of the rating scales before moving on
to the next KSAO statement. The steps below describe this process.
STEP 1: For each KSAO, please rate when it is required for successful performance on the job:

When is this knowledge, skill, ability, or other characteristic (KSAQO) required? Rate when each KSAO is needed
using the following scale.

NA -- This KSAO is not needed to perform the BDO job.

| -- Before initial BDO training. This KSAO is needed immediately; BDOs should already have this KSAO when
beginning the initial BDO training.

2 - Upon completion of mitial BDO training. This KSAO is needed by the end of the initial BDO training.

3 — After starting the job. This KSAO can be acquired after starting the job.

Record your response by selecting one of these response options (i.e., NA, 1. 2, 3) and typing it into the appropriate

cell to the right of the KSAO statement.

Sensitive Security Information (SSI)
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Instructions (Continued)

STEP 2: Next, please rate the importance of the KSAO to successful job performance:

How important is this KSAO to successful completion of your current job? Rate the importance of each KSAO
using the following scale.

NA -- This KSAO is not needed to perform the BDO job.

1 - Not important. This KSAO is not important for successful completion of the job.

2 -- Somewhat important. This KSAO is somewhat important for successful completion of the job.

3 -- Moderately important. This KSAO is moderately important for successful completion of the job.
4 -- Very important. This KSAO is very important for successful completion of the job.

5 -- Extremely important. This KSAO is extremely important for successful completion of the job.

Record your response by selecting one of these response options (i.e.. NA, 1. 2, 3, 4, 5) and typing it into the
appropriate cell to the right of the KSAOQO statement.

STEP 3: When you have completed all of your KSAO ratings. please check your data:

When you are finished with this rating exercise. each cell within the rating form should contain a rating. To verify
your ratings, click the “Check Data™ button in the upper left corner of the rating form. This scans the form for any
missing or out-of-range responses, and places the word “ERROR™ in any cell that does not contain an expected
response.

If an error message appears, please review the form and make any corrections necessary. To do this, simply type
your rating in the “ERROR? cell, making sure the word “ERROR™ is deleted. Once all corrections have been
made, click the “Check Data’ button again to ensure accurate completion of the form. Note: Do not click the
"Check Data" button until you are finished making all your ratings.

T-13

WARNING: THIS RECORD CONTAINS SENSITIVE SECURITY IE\FORNIA OF 2
PERSONS WITHOUT A "NEED TO KNOW.”™ AS DEFINED IN 49 C.FR PARTS 15 AND lS"U EXCEPT “lTl‘l THE WRITTEN PEN LIS TRA )R ﬂF Tl'll TRANQI‘URTAT‘K)\ ‘iFCL’RlT\
ADMINISTRATION OR THE SECRETARY OF TRANSPORTATION. UNAUTHORIZED RELEASE MAY RESULT IN CIVIL PE,\ALT]ES OR CITHIER ACTIO\ FOR US. GOVER
DISCLOSURE GOVERNED BY 5 U.S.C. 552 AND 49 C.F.R. PARTS 13 AND 1520,




Sensitive iformation (SSI)

When is this knowledge, skill, | How important is this
ability, or other characteristic | knowledge, skill, ability, or other
(KSAO) required? characteristic (KSAO) to
s . . . successful performance of the
Please complete the KSAO Rating form and click the BDO job? P §

"Check Data’ button when you are finished to ensure that IS S Y I T I BRI T eI

there are no rnissing data. to perform the BDO job. to perform the BDO job.
1 - Before initial BDO 1 - Not important
training. This KSAO is 2 - Somewhat important

needed immediately. - Moderately important

2 - Upon completion of initial 4 - Very important
BDO training. This 5 - Extremely important
KSAQO is needed by the
end of the initial BDO

Do not click until you have completed the entire KSAO T

Ratings Section. 3 - After starting the job. |

Click here to return to KSAQ Rating Instructions

KSAOs When Required Importance

1 | Knowledge of SPOT theory and program background

(3% ]

Knowledge of stress cues and appearance factors

3 | Knowledge of fear cues and appearance factors

4 | Knowledge of deception cues and appearance factors

616500 - ¥1000-Gl VSL

Knowledge of the signs of deception [(b)(3)49 U.S.C. § 114(7)
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W

Work Context

Instructions: The questions below ask about your work environment. For each question, please select your response by
clicking the response box located next to the question. A drop-down menu of the response options for that question will
appear by clicking on the downward arrow to the right of the box. When you click on your selection, it will appear in

the box as your response.

Question

Response

1)

2)

3)

4)

5

6)

7)

How much standing does your current job require?

How frequently does standing on your current job for long periods of time affect your
ability to perform?

How much walking does your current job require?

How frequently does walking on your current job for long periods of time affect your
ability to perform?

How important is repeating the same mental activities (e.g., behavior observation) over
and over, without stopping. to performing your current job?

How important is being very exact or highly accurate in the observation and analysis of
behaviors to performing your current job?

How frequently are you required to make decisions that affect other people in your
current job?

Sensitive Security Information (SSI)
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Sensitive Security ion (SSI)

8) How important is it to work with others in a group or team in your current job?

9) How frequently do you have to deal with unpleasant, angry. or discourteous individuals
as part of your current job requirements?

10) How frequently does your current job require you to deal with physical aggression of
violent individuals?

11) How frequently does your current job require working outdoors, exposed to all weather

conditions?

Save your work before you move on by clicking the save button above.

T-16

Sensitive Security Information (SSI)
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Survey Completion

Comments

You have now completed the entire BDO job analysis survey. If you have any additional comments about the job or
the survey, please type them in the box below and then hit the “save” button.

Questions

If you have any questions concerning the survey, please contact the Helpdesk at 1-866-236-4285 between the hours
of 8am and S5pm EST Monday through Friday or by email at BDOJobAnalysis @air.org. Please note that email
correspondence should not contain Sensitive Security Information (SSI).

If you have any questions concerning TSA, please contact Jennifer King at TSA at 571-227-1501 or
jennifer.king @dhs.gov.

T-17
Sensitive Security Information (SSI)
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Survey Completion (Continued)

Submission Procedures

Once you have completed the survey, save your work and ensure that the file is protected with the current TSA national
password. Then send a copy of the file by March 23, 2010 as an attachment via email to BDOJobAnalysis @air.org. Once you
have submitted your survey, delete the file from your computer by right-clicking on the survey file icon or file name and
selecting the “Delete” option. Then, find the “Recycle Bin” on your computer’s desktop. right-click on the icon for the bin, and
select the “Empty Recycle Bin™ option. This process will ensure that the file has been removed completely from your
computer.

We sincerely appreciate your time and effort. Your expertise is critical to our work.

Thank you!

itive Security Information (SSI)
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Appendix U:
BDO Job/Task Analysis Survey Invitation:
Pilot Test

U-1
Sens - ity Information (S§1)
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BDO JOB/TASK ANALYSIS SURVEY INVITATION:
PILOT TEST

The following invitation was sent by TSA representatives to selected subject matter experts
(SMEs) regarding the BDO Job/Task Analysis Survey (pilot version) on January 28, 2010:

Dear Behavior Detection Officer,

The Transportation Security Administration (TSA) in partnership with the American Institutes
for Research (AIR) is conducting a job analysis of the BDO position. This analysis will be
instrumental in supporting the design and development of training courses and other tools that
meet the needs of the BDO workforce. As a part of this effort TSA has selected you to
participate in a survey about the BDO job. The purpose of this survey is to gain an
understanding of how the work performed by BDOs has expanded and evolved over time and to
generate a list of the knowledge, skills, and abilities required to perform successfully on the job.

The survey requires you to rate a list of work tasks performed by BDOs. For each task, you will
be asked to rate its importance to the BDO job, the frequency with which the task is performed,
and its difficulty. Similarly, you will be asked to rate the importance of a list of knowledge,
skills, abilities, and other characteristics (KSAQOs) that are associated with BDO performance as
well as when each KSAO must be acquired by a BDO,

Participation in this survey is completely voluntary and your decision about participation will not
affect your TSA standing in any way. Your responses will be kept confidential, and the findings
from the survey will be reported to TSA as group data only; no individual responses will be
provided.

The survey should take approximately | Y2 hours to complete and should be completed during
your scheduled tour of duty. The deadline for submitting the finished survey is February 3,
2010. To begin the survey, open the Excel file attached to this email using the current TSA
national password. If you need technical assistance or have specific questions about the survey
items or procedures, please call the Help Desk at 1-866-236-4285 between the hours of 8am and
Spm EST Monday through Friday, or by email at BDOJobAnalysis@air.org, Please do not
include SST information in email correspondence to the Help Desk.

Please note that this survey contains Sensitive Security Information (SSI). Please be sure to
download this file to a secure location and ensure that the file is password protected at all times.
Please do not forward this email.

As an expert on the BDO job your participation in the survey is invaluable. TSA and AIR would
like to thank you in advance for your help.

u-2
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Appendix V:
BDO Job/Task Analysis Survey Invitation:
Live Administration

V-1
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BDO JOB/TASK ANALYSIS SURVEY INVITATION:
LIVE ADMINISTRATION

The following invitation was sent by TSA representatives to selected subject matter experts
(SMEs) regarding the BDO Job Analysis Survey (live version) on March 9, 2010,

Dear Behavior Detection Officer,

The Transportation Security Administration (TSA) in partnership with the American Institutes
for Research (AIR) is conducting a job analysis of the BDO position. This analysis will be
instrumental in supporting the design and development of training courses and other tools that
meet the needs of the BDO workforce. As a part of this effort TSA has selected you to
participate in a survey about the BDO job. The purpose of this survey is to gain an
understanding of how the work performed by BDOs has expanded and evolved over time and to
generate a list of the knowledge, skills, and abilities required to perform successfully on the job.

The survey requires you to rate a list of work tasks performed by BDOs. For each task, you will
be asked to rate its importance to the BDO job, the frequency with which the task is performed,
and its difficulty. Similarly, you will be asked to rate the importance of a list of knowledge,
skills, abilities, and other characteristics (KSAQOs) that are associated with BDO performance as
well as when each KSAO must be acquired by a BDO,

Participation in this survey is completely voluntary and your decision about participation will not
affect your TSA standing in any way. Your responses will be kept confidential, and the findings
from the survey will be reported to TSA as group data only; no individual responses will be
provided.

The survey should take approximately | Y2 hours to complete and should be completed during
your scheduled tour of duty. The deadline for submitting the finished survey is March 23, 2010,
To begin the survey, open the Excel file attached to this email using the current TSA national
password. If you need technical assistance or have specific questions about the survey items or
procedures, please call the Help Desk at 1-866-236-4285 between the hours of 8am and 5pm
EST Monday through Friday, or by email at BDOJobAnalysis@air.org. Please do not include
SSI information in email correspondence to the Help Desk.

Please note that this survey contains Sensitive Security Information (SSI). Please be sure to
download this file to a secure location and ensure that the file is password protected at all times.
Please do not forward this email.

As an expert on the BDO job your participation in the survey is invaluable. TSA and AIR would
like to thank you in advance for your help.

V-2
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Appendix W:

BDO Job/Task Analysis Survey Help Desk
Tracking Sheet

W-1
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BDO JOB/TASK ANALYSIS SURVEY HELP DESK
TRACKING SHEET

Table W-1. Help Desk Tracking Sheet of Issues and Resolutions
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DISCLOSURE GOVERNED BY 5 LL.5.C. 552 AND 49 C.F.R. PARTS 15 AND 1520

ADMINISTRATION OR THE SECRETARY OF TRANSPORTATION, UNAUTHORIZED RELEASE MAY RESULT IN CIVIL PENALTIES OR OTHER ACTION.

e Resolutios
Survey Contact Issue What was the resolution of
Type | UID | Date Time Method Issue Type Issue Summary Date Time |Resolved?| the comment or question?
Pilot P1 1/28/10|4:54 PM | Email Survey Access: | BDO did not know 1/28/10 | 9:24 AM | Yes Provided the password to the
TSA Password | the TSA password BDO and ensured he/she was
Request that was used to able to open the survey.
protect the survey.
Pilot P2 2/2/10 |3:45 PM | Phone Survey Access: | BDO did not know 2/210 | 3:45PM | Yes Provided the password to the
TSA Password | the TSA password BDO and ensured he/she was
Request that was used to able to open the survey.
protect the survey.
Pilot P3 2/3/10 11:15 AM | Phone Technical: BDO did not know 2/310 |11:25 AM| Yes Walked through the steps to
Excel User how to enable enable the macros for Excel
Error macros. 2007. It appeared the BDO was
attempting to follow instructions
for 2003, rather than 2007, prior
to calling the help desk.
Live L1 3/9/10 |8:10 AM | Phone Survey Access: | BDO explained that 3/910 | 8:30 AM | Yes AlR rep emailed PD and TSA.
Preliminary he/she had received Unknown to AIR at the time, the
Email an email forwarded preliminary email about the
Confusion by his/her manager survey had been sent by TSA.
to participate in the TSA explained that this was the
BDO survey; email the BDO had received,
however, no survey and actual survey email had just
was attached. been emailed out (within
minutes of AIR Rep contacting
PD and TSA).
w-2
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Table W-1. Help Desk Tracking Sheet of Issues and Resolutions (Continued)

tion (SSI)

_ Sensitive Securitv Information (SSI)
WARNING: THIS RECORD CONTAINS SENSITIVE SECURITY INFORMATION THAT 1S CONTROLLED UNDER 49 CFR PARTS TS AND

Survey Contact Issue What was the resolution of
Type | UID | Date Time Method Issue Type Issue Summary Date Time Resolved?| the comment or question?
Live L2 3/9/10 [10:45 AM | Phone Other: BDO received 3/9/10 |10:45 AM| Yes AIR rep explained that we are a
Ensuring survey and wanted contractor to TSA who
Authenticity of | to "ensure that it developed and will be collecting
Request was a Government the results of the survey, but
request”. that it was sent to the BDOs
directly by TSA.
Live L3 3/9/10 |2:00 PM | Phone Survey Access: | BDO did not know 3/9/10 | 2:00 PM | Yes Password provided; remained
TSA Password | the TSA national on line to ensure BDO was able
Request password required to open the survey.
to open the survey.
Live L4 3/10/10(12:15 PM | Phone Technical: Received message 3/10/10 |[12:30 PM| Yes Explained that this type of
Excel Error that aspects of the message is normal, and that it
Message survey were not ‘was safe to click OK and
compatible with his continue with the survey.
older version of
Excel.
Live L5 3/10/10|1:20 PM | Phone Technical: BDO could notenter | 3/10/10 | 1:30 PM | Yes Determined that the BDO was
Excel User in data to Excel attempting to make a selection
Error Sheet. He/she was on the Task Ratings Instruction
receiving a message tab. Once directed to the
that the sheets were correct page for ratings to be
"protected”. made, the BDO acknowledged
everything was working
properly.
Live L6 3/8/10 |4:33 PM | Phone Survey Access: | BDO received an 3/10/10 | 5:00 PM | Yes Determined that the BDO was
message | Preliminary email about the referring to the preliminary email
Email survey, but the about the survey. Called BDO
Confusion survey itself was not back the following day and BDO
attached. advised that he/she had since
received the survey.
wW-3
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Table W-1. Help Desk Tracking Sheet of Issues and Resolutions (Continued)

Survey Contact Issue What was the resolution of
Type | UID | Date Time Method Issue Type Issue Summary Date Time |Resolved?| the comment or question?
Live L7 3/9/10 12:55 PM | Phone Other: Survey | Instructions in the 3/10/10 | 5:20 PM | Yes Left a message for BDO that the

message | Deadline survey indicate the actual deadline is March 23rd
old pilot survey 2010, as indicated in the email,
deadline. BDO and not Feb 3rd 2010, as
wanted to clarify the indicated in the survey
deadline. instructions. Apologized for the
error and instructed BDO to call
back if he/she needed any
further assistance or
clarification.
Survey was also resent to all
BDOs with the correct
(extended) deadiine listed in the
survey and the body of the
reminder email.
Live L8 3/10/10/1:17 PM | Phone Technical: BDO was having 3/11/10 | 2:15PM | Yes BDO was attempting to make a
message | Excel User trouble making selection on the Task Ratings
Error ratings on the Task Instruction tab. Once directed to
Rating and KSAQ the correct page for ratings to be
Rating pages. made, the BDO acknowledged
Suspected the everything was working
cause was the properly.
respondent may not
be clicking in the
correct cell or
providing a valid
response.
Live L9 3/10/10|5:55 PM | Phone Survey Access: | BDO did not know 3/10/10 | 5:55 PM | Yes Password provided; remained
TSA Password | the TSA national on line to ensure BDO was able
Request password required to open the survey.
to open the survey.

Sensitive Security Information (SSI)
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Table W-1. Help Desk Tracking Sheet of Issues and Resolutions (Continued)

Rating Scales | scale on frequency.
Specifically, how
should he/she
respond if he/she
does something a
few times a week?
However...in talking
with the BDO, there
was a secondary
issue: he/she is an
STSM completing
the survey.

Survey Contact Issue What was the resolution of
Type | UID | Date | Time Method Issue Type Issue Summary Date Time Resolved?| the comment or question?
Live L10 |3/10/10|6:25 PM | Phone Technical: BDO was unable to 3/10/10 | 6:30 PM | Yes BDO was able to enter letters
Excel User enter his/her into the cell but not numbers.
Error responses into the He/she had accidentally enabled
Task Rating sheet. the Number Lock key on his/her
keyboard. When this was
disabled, he/she was able to
proceed with her ratings.
Live L11 3/11/1012:12 AM | Email Survey Access: | BDO did not know 3/11/10 [10:00 AM| Yes Provided the password to the
TSA Password | the TSA national BDO and instructed to contact if
Reguest password required problems persisted.
to open the survey.
Live L12 {3/11/10|/9:23 AM | Email Survey Access: | BDO did not know 3/11/10 [10:00 AM| Yes Provided the password to the
TSA Password | the TSA national BDO and instructed to contact if
Regquest password required problems persisted.
to open the survey.
Live L13 3/11/1010:25 AM | Phone Survey BDO was struggling | 3/11/10 |10:30 AM| Yes Advised BDO to provide the
Content: with the task rating answer he/she was most

comfortable with providing. and
suggested that in the Comments
page. he/she specifically
indicate the question number of
concern, and the answer he
provided. Suggested that the
BDO indicate that an analyst
may want to revisit his/her
response to this item.

Also contacted AIR PD to alert
him/her to the issue of the
STSM completing the survey.

Sensitive Security Information (SSI)
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Table W-1. Help Desk Tracking Sheet of Issues and Resolutions (Continued)

to open the survey.

Survey Contact Issue What was the resolution of
Type | UID | Date Time Method Issue Type Issue Summary Date Time Resolved?| the comment or question?
Live L14 |3/11/10|2:13PM | Phone Survey Access: | BDO did not know 3/11/10 | 2:14 AM | Yes Password provided; remained
TSA Password | the TSA national on line to ensure BDO was able
Request password required to open the survey.
to open the survey.
Live L15 [3/11/10/2:21 PM | Email Survey Access: | BDO did not know 3/11/10 | 3:05PM | Yes Provided the password to the
TSA Password | the TSA national BDO via email and instructed to
Request password required contact the Help Desk if
to open the survey. problems persisted.
Live L16 |3/12/10/9:45 AM | Phone Survey BDO was struggling | 3/12/10 | 9:47 AM | Yes Advised BDO to provide the
Content: with the frequency rating based on the actual
Rating Scales rating scale. BDO frequency of the task occurring
explained that a lot {even though it is dependent on
of the tasks are another prerequisite task).
subject fo the Suggested he/she make note of
occurrence of other this issue in the commenis
tasks. He/she section at the end of the survey.
wanted to know
whether to rate the
frequency of the task
in general, or the
frequency of the task
when the
prerequisite occurs.
Live L17 |3/12/10|7:27 AM | Email Other: BDO did not know 3/12/10 [10:09 AM| Yes Provided the password to the
Password the TSA national BDO via email and instructed to
Issue password required contact if problems persisted. (It

was later determined that this
email was interpreted
incorrectly; the STSM was
actually requesting a new
password to use for the survey
dissemination; See L19 & L21).

Sensitive Security Information (SSI)
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Table W-1. Help Desk Tracking Sheet of Issues and Resolutions (Continued)

Issue Resolution
Survey Contact Issue What was the resolution of
Type | UID | Date Time Method Issue Type Issue Summary Date Time Resolved?| the comment or question?
Live L18 |3/11/10|6:32 PM | Phone Survey Access: | BDO left a message | 3/12/10 [12:24 PM| Yes Determined BDO was reversing
message | Password indicating he/she two of the letters in the
Issue had completed the password. Remained on the line
survey but was to ensure BDO was able to
unable to reopen it reopen the survey.
before submitting.
BDO said he/she
would call back the
following day for
assistance.
Live L19 3/12/10112:35 PM | Phone Other: Request | An "SSl-certified" 3/12/10 |12:40 PM| Yes Confirmed email address. AIR
for Help Desk individual called to rep asked if there was anything
Email verify the help desk we could assist with over the
email...he/she phone; individual asked if we
wanted to email us are contractors. AlR rep
regarding "some explained that we are and that
issues they are we helped develop the survey
having with the for TSA. He/she also asked
survey.” who our primary TSA POCs
have been. AIR rep provided
this information.
Live L20 [3/12/10/1:30 PM | Phone Technical: BDO called to 3/12/10 | 1:32 PM | Yes AIR rep located file in the Help
Submission ensure receipt of Desk Inbox, opened file, and
his/her survey. ensured that all data were
included. AIR rep Confirmed
with BDO that he/she could now
delete the file from his/her
computer. AIR rep thanked
BDO for his/her time and effort
in ensuring the receipt of the
survey.
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Sensitive Security i

Table W-1. Help Desk Tracking Sheet of Issues and Resolutions (Continued)

Survey Contact Issue What was the resolution of
Type | UID | Date Time Method Issue Type Issue Summary Date Time Resolved?| the comment or question?
Live L21 3/12/1012:51 PM | Email Other: TSA Executive 3/12/10 | 1:40 PM | Yes. AIR rep responded to this email
Password Assistant emailed indicating that AIR will work with
Issue Help Desk to explain TSA to determine who will be
that the STSM had sending their BDOs a version of
sent a previous the survey with a new password.
email (3/12/10, 7:27 TSA further replied that they will
AM) requesting a work with the team at this airport
new password to to determine the best solution.
give to their BDOs to
open the survey
because BDOs at
this particular airport
are not given the
National TSA
Password (for
security purposes).
This original email
was misinterpreted
as a request for the
password, however.
Further, the
individual noted, as
a friendly reminder,
the protocol for
sending the National
TSA password via
email.
Live L22 |3/15/10/3:15PM | Phone Survey Access: | BDO received 3/15/10 | 3:17 PM | Yes Provided BDO with the
TSA Password | survey but was password. BDO was not at
Request unaware of the TSA r at the time: AIR rep
National Password. asked that he/she call us back
with any further issues.

w-8
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Table W-1. Help Desk Tracking Sheet of Issues and Resolutions (Continued)

Survey Contact Issue What was the resolution of
Type | UID | Date | Time Method Issue Type Issue Summary Date Time Resolved?| the comment or question?
Live L23 |3/15/10|4:13 PM | Email Technical: BDO emailed asking | 3/15/10 | 5:44 PM | Yes Replied to email giving pointers
Submission how to find missing on how to find missing
files saved on the documents, explained that the
computer, whether size of his/her file was due to
or not to be worried saving up to .xlsx, and provided
if file was less than rationale of SSI for our decision
100K, and asked not to use an online survey with
why we did not a submit button.
include a submit
button at the end of
the survey.
Live L24 3/16/10/6:00 PM | Phone Survey Access: | BDO informed 3/17/10 | 9:00 AM | Yes Emailed TSA for guidance and
Request to service desk that all TSA decided to send the survey
Resend his/her emails to the BDO directly (rather than
previous to 3/9 were having AIR send out the
deleted and survey).
requested the email
be resent with
survey attached.
Live L25 |3/19/10[11:00 AM | Phone Survey Access: | BDO called (for a 3/19/10 [11:12 AM| Yes Sent a follow up email to TSA
Request to second time) to letting them know that BDO had
Resend inform us that he not received the survey. TSA
had not received an forwarded the survey to the
email with the BDO shortly thereafter.
survey.
Live L26 |3/18/10|7:45PM | Email Other: Email BDO sent an email 3/19/10 | 2:45PM | Yes Emailed BDO to let him/her
Received in to the helpdesk in know we had received his/her
Error error. email in error, and told him/her

to give us a call or send us an
email if he/she had any
questions or concerns.

Sensitive Security Information (SSI)
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Table W-1. Help Desk Tracking Sheet of Issues and Resolutions (Continued)

Survey Contact Issue What was the resolution of
Type | UID | Date | Time Method Issue Type Issue Summary Date Time Resolved?| the comment or question?
Live L27 |3/22/10[12:30 PM | Phone Survey Access: | BDO received 3/22/10 | 2:30 PM | Yes AIR emailed TSA to inform them

Request to notification about the of the request. TSA rep

Resend survey but did not responded that he/she would
receive the take care of emailing the survey
attachment. to the BDO.

Live L28 [3/22/10|/6:52 PM | Email Survey Access: | BDO was concemed | 3/29/10 |12:50 PM| Yes Emailed BDO to explain that the
Question about | because he/she had survey was sent to a small
Participation not received an representative sample of BDOs

email requesting in order to minimize overall

his/her participation burden on the BDO workforce.

in the BDO JA Thanked him/her for expressing

Survey. interest in participating in the
survey but let him/her know that
only BDOs who received a
request from TSA to participate
should do so. Asked for any
comments BDO has regarding
the BDO job, training, and
selection, ensured
confidentiality, and asked that
the BDO contact us if he/she
has any further comments or
questions.

Live L29 [3/23/10/11:45 AM | Phone Technical: BDO called to say 3/23/10 |11:48 PM| Unsure Walked BDO through some
Submission that he/she had methods for searching for files

completed a large on the computer. BDO
part of the survey discussed frying some other
but could not locate methods for finding the file (e.g.
the file. checking other deskiops). AIR
rep told BDO to call back if
he/she was still unable to find
his/her survey.
W-10
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Appendix X:
BDO Job/Task Analysis Survey Quantitative Data:
Managers
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BDO JOB/TASK ANALYSIS SURVEY QUANTITATIVE DATA:
MANAGERS

Table X-1. Task Frequency Ratings

Duty

Task
#

Task Statement

uency

n| M | sp

NP% | NA%

Preparation

11

(b)(3)49 U.S.C. § 114(r)

i¢ Security Information (SS1)
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Table X-1. Task Frequency Ratings (Continued)

Sensitive Security Information (§51)
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Table X-1. Task Frequency Ratings (Continued)

Sensitive Security Information (SSI)
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Table X-1. Task Frequency Ratings (Continued)
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Table X-1. Task Frequency Ratings (Continued)
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Table X-1. Task Frequency Ratings (Continued)
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Table X-1. Task Frequency Ratings (Continued)

Duty

Task
#

uency

Task Statement n M | SD

NP% | NA%

Other Security Operations

85

86

87

88

89

90

(b)(3):49 U.S.C. § 114(r)
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92

93

Other Job Duties

94

95

96
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100
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Table X-1. Task Frequency Ratings (Continued)

Serve as a liaison by relaying information among

BDOs and others. 39 | 433 | 0.87 | 0.0% | 0.0%
Provide performance input for other BDOs'
102 performance appraisals., 39 | 341 | 129 | 0.0% | 0.0%
Participate in the training, operation, and testing
‘ 103 of new security equipment and techniques. 39 | 181 [ 1.20 | 154% | 17.9%
X 104 | Conduct shift briefing, as needed. 39 | 463 | 059 | 0.0% | 2.6%
'| Perform administrative duties such as making
. daily assignments, verifying leave requests, and .
| 105 ensuring that BDOs accurately document time B RO | Bk | 0% | BEN
| and attendance.
Conduct call with the Identity Verification Call
106 | Center (IVCC) to verify passenger identity when | 38 | 246 | 1.51 | 21.1% | 44.7%
. the appropriate ID is not present.
| 107 | Provide consultation to TDCs, as requested. 89 | 342 | 147 | 51% | 33.3%
Provide briefings about the SPOT program to
| 108 non-BDO personnel on a need-to-know basis. 39 [ &0 | 109 | 0.0% | T.I%
' Provide customer service by directing
| 109 passengers or answering questions, as needed. 39| 474 | 075 | 0.0% | 0.0%
| 110 | Perform TDC functions, as needed. 38 | 167 | 0.89 | 23.7% | 44.7%
X-9
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Table X-2. Task Importance Ratings

10

"

12

13

X-10
Sensitive Security Information (§51)

WARNING: THIS RECORD CONTAINS QHNSYI'WF 'iE.("UR]TY INFORMATION THAT IS C(JNTROLI ED UNDER 49 CF.R, I’MTS 15 AND 1520, NO

1‘RANSPORTATION UNAUTHORIZED RELEASE MAY RESULT IN (.‘1\-’!1. PENALTIEQ OR DTIIER ACTION, FOR U 8. GOVERN
PUBLIC DISCLOSURE GOVERNED BY 5 ULS.C. 552 AND 44 C.F.R. PARTS 15 AND 1520,

TSA 15-00014 - 006007



‘Sensitive Security Information (SS1)

Table X-2. Task Importance Ratings (Continued)
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Table X-2. Task Importance Ratings (Continued)
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Table X-2. Task Importance Ratings (Continued)
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Table X-2. Task Importance Ratings (Continued)
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Table X-2. Task Importance Ratings (Continued)
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Table X-3. Task Difficulty Ratings
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Table X-3. Task Difficulty Ratings (Continued)
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Table X-3. Task Difficulty Ratings (Continued)
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Sensitive Secur ation (SSI)

Table X-4. KSAO Importance Ratings

1 Honesty/Integrity 38 | 4.90 .35 0.0% | 0.94

2 Professionalism 38 | 485 | 41 0.0% | 092

3 Commitment to teamwork 38 | 476 | 049 | 0.0% | 0.88

4 Commitment to public safety 3g | 471 | 046 | 0.0% | 0.89
Skill in inspecting individuals' accessible property ,,

] and/or carry-on baggage 38 | 473 | 53 0.0% | 0.86
Able to work in a reliable, responsible, and o

6 dependable manner 38 | 457 | 060 | 0.0% | 0.82
Knowledge of characteristics of fraudulent -

7 e 38 | 469 | .58 0.0% | 0.83

8 Skill in effective listening 38 | 469 | 57 | 0.0% | 0.84

9 Knowledge of permitted and prohibited items 38 | 468 | .58 0.0% | 0.83

10 Open-minded 38 | 468 | .56 0.0% | 0.84
Knowledge of procedures to inspect individuals'

" accessible property and/or carry-on baggage 38 | 487 55 0.0% | 0.65

12 Detail-oriented 38 | 465 | 62 | 0.0% | 0.81

18 Skill in oral communication 38 | 465 | .61 0.0% | 0.81

14 Epec:::fdge of the procedures required in a security 37 | 485 65 279 | 0.79

15 Knowledge of information on travel documents 38 | 4.63 67 0.0% | 0.77
Skill in responding tactfully, sensitively, and 5

1€ appropriately, and treating others with respect . | e 62 0% | 08

i Knowledge of information on IDs 38 | 463 .64 0.0% | 0.79
Stress tolerance: Able to accept criticism and deal .

e calmly and effectively with high stress situations e i G | s
Able to work cooperatively with others to achieve

19 shared goals 38 | 434 | 081 | 0.0% | 067
Skill in creating and maintaining a culture that fosters

s high standards of ethics e [m8E | <8R | s ] Reoo
Cultural sensitivity: Able to recognize variations

21 among cultures and treat all people with respect 38 | 4.61 63 0.0% | 0.80

22 Flexibility 38 | 4.61 .63 0.0% | 0.80

Knowledge of screening procedures associated with
G discovery of prohibited items e
Skill in decision-making. including perceiving the
impact and implications of decisions; and making
24 effective and timely decisions, even when data are 37 | 460 | 64 | 0.0% | 0.80
limited or solutions produce unpleasant
consequences

25 Skill in working with minimal or no supervision 37 | 4.60 .66 0.0% | 0.78

X-25
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Sensitive S¢€ formation (SS1)

Table X-4. KSAO Importance Ratings (Continued)

26 Skill in clarifying information 38 | 4.60 .66 0.0% | 0.78

27 Comfort with social interactions 38 | 424 | 085 | 0.0% | 0.64
Skill in remembering factual information, including i

28 numbers and procedures o | %Ry | R | ESs | BAR

29 Ability to retain and recall information 38 | 432 | 0.88 | 0.0% | 0.61
Skill in using explosives trace detection (ETD)

30 equipment to inspect baggage and accessible 38 | 4.56 .69 0.0% | 0.76
property

31 Command presence 38 | 470 | 052 | 0.0% | 0.86
Skill in self-management, including displaying a high

32 level of initiative and effort, and completing 37 | 455 .69 0.0% | 0.76
assignments in a timely manner

33 Knowledge of proper alarm resolution procedures 38 | 454 | .70 0.0% | 0.75

34 Able to multi-task 38 | 406 | 095 | 0.0% | 0.54

Knowledge of TSA transportation security policies,

s directives, and regulations oail] | i | il I 2L

36 Skill in managing one's own time 37 | 4.53 A 0.0% | 0.75

37 Ability to stand for long periods of time 38 [ 441 | 072 | 0.0% | 0.74
Skill in interacting with diverse individuals (e.g.,

38 differing backgrounds, ages) 37 | 452 | 69 | 0.0% | 0.76
Ability to quickly make sense of, combine, and

39 organize information 38 | 458 | 060 | 0.0% | 0.82

40 Skill in reading and comprehension 38 | 450 | .81 0.0% | 067
Skill in adapting behavior and work methods in

41 response to new information, changing conditions, 38 | 4.49 .69 0.0% | 0.76
or unexpected obstacles

42 Skill in written communication 38 | 449 | .75 0.0% | 0.72

43 Skill in thinking critically to identify solutions, 38 | 448 | 69 | 0.0% | 076

conclusions, or approaches to problems

Knowledge of special category screening
44 procedures, including, but not limited to, diplomatic 38 | 443 T8 0.0% | 0.70
pouches and hazardous materials
45 Able to balance customer service with public safety 38 [ 421 | 084 | 0.0% | 0.64

Ability to see details at close range (i.e., within a few

46 feet) 38 | 464 | 059 | 0.0% | 0.82
Skill in sharing information, knowledge, and

il expertise with team members 36 [ 498 ) .77 | 00% | O

48 Ability to see details at a distance (i.e., more than 38 | 397 | 1.03 | 0.0% | 047

few feet away)

X-26
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Sensitive Security Info

Table X-4. KSAO Importance Ratings (Continued)

# KSAO n M SD ﬂmﬁ Twg
Skill in inspiring and fostering team commitment,
49 spirit, pride, and trust 38 | 436 | .82 0.0% | 066
50 Willingness to work a flexible schedule 38 | 4.32 .89 0.0% | 0.60
51 Skill in note-taking 38 | 431 .86 0.0% | 0863
Skill in using tools for examining IDs (e.g., black
52 light, magnification loupe) [ e R Ol | B
53 Skill in applying general rules to specific problems 37 | 425 | .B7 0.0% | 0.62
54 | Ability tof(R)(3):49 U.S.C. § 114(r) | 38 | 432 | 096 | 0.0% | 054
58 Ability to walk up to two (2) miles during a shift 38 | 432 | 084 | 0.0% | 085
Ability to perceive/distinguish colors (e.g., red,
56 green, blue, yellow, orange, purple, brown, black, 38 | 478 | 042 | 26% | 091
white, gray)
57 Ability to walk more than two (2) miles during a shift 38 | 463 | 063 | 26% | 0.80
58 Skill in using software for electronic mail 38 | 400 | 1.01 | 0.0% | 049
59 Skill in using computer hardware and peripherals 38 | 399 | 97 26% | 0.53
Ability to efficiently and thoroughly manipulate and
60 lift baggage, containers, and other objects subject to 434 | 078 | 0.0% | 0.70
security processing
61 Skill in using word processing software 3.85 | 1.04 | 0.0% | 0.46
Ability to maintain physical agility that would allow 5
62 for squatting and bending 38 | 468 | 057 | 0.0% | 083
63 ggﬂgzéo lift and carry baggage weighing up to 40 38 | 466 | 053 | 26% | 086
64 pAc!J)ltJllrm;o lift and carry baggage weighing up to 70 38 | 457 | 060 | 15.8% | 0.82
Knowledge of critical and clustered categories of
85 suicide bomber indicators | B0 S 00w | oo
Skill in identifying behaviors and assigning the
o6 proper point value to them 38 | =89 e 0.0% | 095
67 Knowledge of stress cues and appearance factors 38 | 4.88 32 0.0% | 0.85
68 Knowledge of fear cues and appearance factors 38 | 4.88 .34 0.0% | 0.94
69 fl;r;c:;:l:dga of deception cues and appearance 38 | 487 | 36 0.0% | 094
Knowledge of situations that require immediate LEO
70 notification 38 | 486 | .36 0.0% | 0.84
Knowledge of the point values associated with
n behaviors and other criteria 87 | 4.88 39 0.0% | 0.92
i ionl(b)(3):49 R
72 (0)(3):49 U.S.C. § 114(r) -i-na-ﬂ-udJ 38 | 486 | .36 0.0% | 0.94
X-27
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Sensitive Sec i \

Table X-4. KSAO Importance Ratings (Continued)

KSAO —imperiatioe -
# KSAO n | M | SD | NA% | e
73 g::)c;m;!;sdga of the steps of the SPOT referral 37 | 482 | 46 0.0% | 090
74 Skill in conducting an effective casual conversation a8 | 481 45 | 00% | 090

to obtain resolution

Knowledge of signs of possible surveillance activity
75 by individuals 38 | 480 | 44 | 0.0% | 0.90
76 Knowledge of criteria for assigning the initial point 38 | 477 | 54 | 0.0% | 0.85

Knowledge of the procedures to determine baselines a
77 | and deviations from baseline ol kel IS B

78 | Knowledge of criteria for points|(®)(3):49 | 38 | 476 | 56 | 0.0% | 0.84
79 Knowledge of LEO referral process 38 | 475 | 49 0.0% | 0.88
80 Knowledge of unusual items 38 | 462 | .61 0.0% | 0.82
81 Knowledge of SPOT theory and program 38 | 425 | 1.06 | 0.0% | 0.44

background
82 Commitment to the SPOT program 38 | 458 | 064 | 0.0% | 0.79
Ability to identify and focus on behaviors among

5e other distracting information or stimuli il [t ) Rl R | 4
84 Skill in identifying fraudulent documents 38 | 4.71 5b 0.0% | 0.85
85 Ability to maintain focus and awareness over long 38 | 450 | 0.60 | 0.0% | 082

periods of time

86 Skill in quickly and accurately identifying similarities
and differences from the baseline

Ability to perform basic mental math to quickly

87 calculate accrued behavior and appearance factor 38 | 463 | 054 | 0.0% | 0.85

points

Skill in acting discretely when using quick reference

88 materials on duty, communicating with other BDOs
and TSOs, and holding casual conversations with

travelers

Skill in completing required documents and/or

89 paperwork (e.g., SPOT Incident Reports, SPOT 37 | 453 | 68 0.0% | 0.77

Referral Report)

Skill in identifying individuals who appear to be the

38 | 466 | .56 0.0% | 0.84

37 | 457 | .69 0.0% | 0.76

90 subject of an AMBER Alert, law enforcement, or 38 | 452 | .77 0.0% | 0.71
other intelligence-driven report
9 Skill in non-verbal communication 38 | 4.51 73 00% | 0.73

Skill in using combined information to draw a
conclusion or to solve a problem

Knowledge of latest security-related intelligence
93 (e.g., Amber Alerts, BOLOs, terrorist organizations, 38 | 4.46 75 0.0% | 0.72

gangs)

92 37 | 450 | .73 27% | 0.74

X-28
Sensitive Security Information (bbl)
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Sensitive Security

Table X-4. KSAO Importance Ratings (Continued)

# KSAO n | M | SD | NA% | 1w
Knowledge of procedures and requirements for
notifying SPOT Transportation Security Manager

e (STSM), Supervisory Transportation Security Officer BF | s | A% | M | TR
(STSQ), or others, as appropriate
Knowledge of reporting requirements and T

95 procedures 37 | 443 | .83 0.0% | 0.66
Skill in determining the importance, accuracy, and b

e effectiveness of data iR | S | R A% | 08

97 Skill in recognizing people 37 | 4.36 .90 0.0% | 0.59
Skill in using visual sensory information to make

% comparisons and/or evaluations 98 | 435 i il M

99 Skill in gathering and systematically maintaining data | 37 | 435 | .83 27% | 0.66
Knowledge of other security or law enforcement
entities, such as the FBI and local police, and their

100 scope of responsibility and authority with respect to LR R GaN | 064
the work of BDOs
Skill in motivating team members to accomplish y

101 group goals 38 | 427 | 84 0.0% | 0.64
Skill in managing and resolving conflicts and

102 disagreements among team members in a 38 | 424 | 89 0.0% | 0.60
constructive manner
Knowledge of Additional Behavior Detection Training

103 (ABDT) or other behavior detection techniques s e |
Skill in operating communication equipment (e.g.,

104 cell phone, two-way radio) 38 | 417 | .96 0.0% | 0.54
Creativity: Able to come up with unusual or clever

106 ideas about a situation or to develop creative ways to | 38 | 4.16 | 91 0.0% | 059
solve a problem
Knowledge of Identity Verification Call Center (IVCC)

106 procedures 38 | 415 | 1.03 | 53% | 047
Skill in using job-specific software and applications

107 (e.g., PARIS, SPOT database, on-line training 38 | 4.07 | 98 0.0% | 0.52
programs)
Knowledge of the procedures for documenting

1ea employee time and attendance o | 2 | Tis | R | R

109 Sk||| in providing performance feedback to others 38 | 393 | 1.08 | 00% | 041

110 |[m)3)29 U8 511400 St 38 | 476 | 043 | 53% | 0.91
Knowledge of occupational health and safety 5

L protocols and requirements RS | W | LI9 | Ak | Bk
Knowledge of equipment sign-in and sign-out

112 procedures 38 | 3.89 | 1.22 | 53% | 0.26

X-29
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PART OF THIS RECORD MAY BE DISCLOSED TO PERSONS WITHOUT A *NEED TO K
WITH THE WRITTEN PERMISSION OF THE ADMINISTRATOR OF THE TRANSPORTATION KH URT

TRANSPORTATION. UNAUTHORIZED RELEASE MAY RESULT IN CIVIL PENALTIES OR OTHER AC Tl(]N FORTTS:

T l‘a(l"N FROLLED UNDER 49 CF R, PARTS 15 AND 1520, NO
LDEFINED IN 49 CER PARTS 15 AND 1520, EXCEFT
ST RAi‘II]N{]R THE SECRETARY OF
IRNMENT AGENCIES,

PUBLIC DISCLOSURE GOVERNED BY 5 U.SC. 552 AND 49 C.F.R. PARTS 15 AND 520
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Sensifi rity Information (SS1)

Table X-4. KSAO Importance Ratings (Continued)

Knowledge of the time and/or staffing requirements
113 associated with work assignments, training, and 38 | 3.88 | 1.15 | 53% | 0.34
security operations
Skill in using cameras or video capturing devices to
114 collect and review information about individuals or 38 | 386 | 1.15 | 53% | 0.34
incidents
Skill in tracking team member assignments,
115 | attendance, and time spent on various work 38 | 3.84 | 1.09 | 2.6% | 0.40
activities

Skill in using software to create and manage
116 spreadsheets 38 | 352 | 121 | 653% | 0.27

X-30
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Sensitive ation (SS1)

Table X-5. KSAO When Required Ratings

KSAO o | _BDO | of

# KSAO | n | Training | Tr thejob | NA%

1 Honesty/Integrity 38 | 97.4% 0.0% 0.0%

2 Professionalism 38 94.7% 0.0% 0.0%

3 Commitment to teamwork 38 | 100.0% 0.0% 0.0%

4 Commitment to public safety 38 60.5% 0.0% 0.0%
Skill in inspecting individuals'

& accessible property and/or carry-on 38 52.6% 36.8% 10.5% 0.0%
baggage
Able to work in a reliable,

6 responsible, and dependable manner S8 | 94.7% 5.3% 0.0% 0.0%
Knowledge of characteristics of

7 fraudolsnt decumants 38 | 47.4% 39.5% 13.2% 0.0%

8 Skill in effective listening 38 | 81.6% 7.9% 10.5% 0.0%
Knowledge of permitted and o 5 o

9 prohibited items 38 | 63.2% 34.2% 2.6% 0.0%

10 Open-minded 38 | 86.8% 10.5% 2.6% 0.0%
Knowledge of procedures to inspect

11 individuals' accessible property 38 | 63.2% 34.2% 2.6% 0.0%
and/or carry-on baggage

12 Detail-oriented 38 | 89.5% 7.9% 2.6% 0.0%

18 Skill in oral communication 38 84.2% 7.9% 7.9% 0.0%
Knowledge of the procedures

14 required in a security breach 87 59.5% 18.9% 18.5% 2%
Knowledge of information on travel

15 Hnsairante 38 | 52.6% 42.1% 5.3% 0.0%
Skill in responding tactfully,

16 sensitively, and appropriately, and 38 | 86.8% 5.3% 7.9% 0.0%
treating others with respect

17 Knowledge of information on IDs 38 | 47.4% 44.7% 7.9% 0.0%
Stress tolerance: Able to accept

18 criticism and deal calmly and 38 94.7% 2.6% 2.6% 0.0%
effectively with high stress situations
Able to work cooperatively with ” ”

19 others to achieve shared goals all B H8 i 0%
Skill in creating and maintaining a

20 culture that fosters high standards of | 38 | 92.1% 5.3% 2.6% 0.0%
ethics
Cultural sensitivity: Able to

21 recognize variations among cultures | 38 | 100.0% 0.0% 0.0% 0.0%
and treat all people with respect

X-31

Sensitive Security Information (851)

P % [ S SENSITIVE SECURITY |NHIRMAI1()N THAT IS CONTROLLED UNDER 4'9( I R i’ARI‘\ 15 AND 1520, NO
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Sensitive Seci ation (SS1)

Table X-5. KSAO When Required Ratings (Continued)

# KSAO n I : NA% |

22 Flexibility 38 | 92 1% 7.9% 0 0% 0.0%
Knowledge of screening procedures

23 assoclated with discovery of 37 62.2% 29.7% 8.1% 0.0%
prohibited items
Skill in decision-making, including
perti:]eiv‘i_ré%;h; Idnl%?s%ﬁgd and makin
implicati !

24 eﬂgctive and timely decisions, even a7 | 811% 54% 135% | 0.0%
when data are limited or solutions
produce unpleasant consequences

25 f&‘g;ﬁgg;kmg with minimal o o 38 | 89.5% 5.3% 53% | 0.0%

26 Skill in clarifying information 38 A% 18.4% 10.5% 0.0%

27 Comfort with social interactions 38 76.3% 10.5% 13.2% 0.0%
Skill in remembering factual

28 information, including numbers and 38 | 73.7% 15.8% 10.5% 0.0%
procedures

29 Ability to retain and recall information | 38 81.6% 15.8% 2.6% 0.0%
Skill in using explosives trace

30 detection (ETD) equipment to inspect | 38 | 63.2% 23.7% 132% | 0.0%
baggage and accessible property

31 Command presence 38 | 92.1% 5.3% 2.6% 0.0%
gikilliin self-mhan:gemfn}, ir;clu?i ng

i igh lev initiativ

2 |ia e p?al?n . native | a8 | 84.2% 7.9% 7.9% | 0.0%
assignments in a timely manner
Knowledge of proper alarm

33 res‘:)lutigﬁ pfm‘;g&es 38 | 57.9% 31.6% 105% | 0.0%

34 Able to multi-task 38 | 97.4% 2.6% 0.0% 0.0%
Knowledge of TSA transportation

35 security policies, directives, and 38 71.1% 15.8% 13.2% 0.0%
regulations

36 Skill in managing one's own time 38 86.8% 5.3% 7.9% 0.0%

el L I 7.9% 26% | 0.0%
Skill in interacting with diverse

38 | individuals (e.g., differing 37 | 83.8% 5.4% 108% | 0.0%
backgrounds, ages)
Ability to quickly make sense of, . -

39 comtz;ne.qand uiganize information 38 | 76.3% 18.4% 5:3% 0.0%

X-32
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Table X-5. KSAO When Required Ratings (Continued)

_ Bofore Atter
| KSAO o | raibing | e job | NA

40 Skill in reading and comprehension 38 | 89.5% 5.3% 5.3% 0.0%
Skill in adapting behavior and work
methods in response to new "

“ information, changing conditions, or 98 | 78.9% 7.9% 132% | 0.0%
unexpected obstacles

42 Skill in written communication 38 | 81.6% 7.9% 10.5% 0.0%
Skill in thinking critically to identify

43 solutions, conclusions, or 38 78.9% 15.8% 5.3% 0.0%
approaches to problems
Knowledge of special category
screening procedures, including, but 1] 3

44 not limited to, diplomatic pouches 8%, [ Tk wE tete 0%
and hazardous materials
Able to balance customer service

45 with public safety 38 92.1% 2.6% 5.3% 0.0%
Ability to see details at close range =

46 (i.0., within a few feet) 38 | 89.5% 5.3% 5.3% 0.0%
Skill in sharing information,

47 knowledge, and expertise with team | 38 78.9% 5.3% 15.8% 0.0%
members
Ability to see details at a distance

48 (i.e., more than few feet away) s 759% s i 2%
Skill in inspiring and fostering team o o -

49 commitment, spirit, pride, and trust 38 [ 81.6% 5.3% 182% | 0.0%

50 gﬂ‘e’fjﬁss o work @ flexible 38 | 94.7% 2.6% 26% | 0.0%

51 Skill in note-taking 38 | 81.6% 10.5% 7.9% 0.0%
Skill in using tools for examining IDs a

a2 (e.g., black light, magnification loupe) 38 [ SR0% 26.3% el | 00%

53 fgi:ﬂcapp'y'“g general rules to 38 | 81.6% 10.5% 79% | 0.0%

i b)(3)49U.S.C.§ 114

O SO0 ag | oraw | 26% 0.0% | 0.0%
Ability to walk up to two (2) miles

55 during a shift 38 86.8% 7.9% 5.3% 0.0%
Ability to perceive/distinguish colors
(e.g., red, green, blue, yellow,

%0 orange, purple, brown, black, white, Sl et B e i
gray)
Ability to walk more than two (2) & " . &

57 miles during a shift 38 | 81.6% 7.9% 7.9% 2.6%

X-33
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%lgli: in using software for electronic 211% 0.0%

59 Skill in using computer hardware and
peripherals

Ability to efficiently and thoroughly

manipulate and lift baggage,

containers, and other objects subject

fo security processing

61 Skill in using word processing
software

Ability to maintain physical agility that

62 would allow for squatting and 38 | 84.2% 7.9% 7.9% 0.0%

bending

63 Ability to lift and carry baggage
weighing up to 40 pounds

38 68.4% 7.9% 21.1% 2.6%

60 38 84.2% 7.9% 7.9% 0.0%

38| T.1% 7.9% 21.1% 0.0%

38 | 84.2% 7.9% 5.3% 2.6%

64 Ability to lift and carry baggage a8

weighing up to 70 pounds 78.7% 5.3% 5.3% 15.8%
Knowledge of critical and clustered

65 categories of suicide bomber 38 10.5% 89.5% 0.0% 0.0%
indicators
Skill in identitying behaviors and

66 assigning the proper point value to 38 2.6% 84.2% 13.2% 0.0%
them
Knowledge of stress cues and 2 = 2 -

67 appearance factors 38 7.9% 92.1% 0.0% 0.0%
Knowledge of fear cues and

68 appearance 1actors 38 7.9% 92.1% 0.0% 0.0%
Knowledge of deception cues and

69 appearance factors 38 7.9% 92.1% 0.0% 0.0%
Knowledge of situations that require

" immediate LEO notification S8 i B2 i fl%
Knowledge of the point values

71 associated with behaviors and other | 37 2.7% 94.6% 2.7% 0.0%
criteria

i plion

72 (P)(3):49 U.S.C. § 114(r) 38 2.6% 97.4% 0.0% 0.0%
Knowledge of the steps of the SPOT i X

73 referral process 38 2.6% 94.7% 2.6% 0.0%

74 Skill in conducting an effective casual 38 5.3% 78.9% 15.8% 0.0%

conversation to obtain resolution

X-34
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Table X-5. KSAO When Required Ratings (Continued)

5

soe

Sens

ive bl.l:lll"ll) Information (SS1)

When H-m
KsAo | _BDO OWD@ ”

# KSAOQ _n_| Training | Training theio | NA% |
Knowledge of signs of possible

75 surveillance activity by individuals 38 10.5% 84.2% 5.3% 0.0%
Knowledge of criteria for assigning

76 the Initial point 38 5.3% 94.7% 0.0% 0.0%
Knowledge of the procedures to

77 determine baselines and deviations 36 0.0% 97.2% 2.8% 0.0%
from baseline
Knowledge of criteria for points

78 EEJ"('ST:E?I 38 2.6% 97.4% 0.0% 0.0%

79 Knowledge of LEO referral process 38 7.9% 86.8% 5.3% 0.0%

80 Knowledge of unusual items 38 26.3% 71.1% 2.6% 0.0%
Knowledge of SPOT theory and -

81 program background 38 | 34.2% 65.8% 0.0% 0.0%

82 Commitment to the SPOT program 38 94.7% 5.3% 0.0% 0.0%
Ability to identify and focus on

83 behaviors among other distracting 38 39.5% 52.6% 7.9% 0.0%
information or stimuli
Skill in identifying fraudulent o

84 dneuments 38 | 42.1% 36.8% 21.1% 0.0%
Ability to maintain focus and 5 o 5 -

85 awareness over long periods of time 38 78.9% 15.8% 5.3% 0.0%
Skill in quickly and accurately

86 identifying similarities and differences | 38 28.9% 63.2% 7.9% 0.0%
from the baseline
Ability to perform basic mental math

87 to quickly calculate accrued behavior | 38 68.4% 28.9% 2.6% 0.0%
and appearance factor points
Skill in acting discretely when using
quick reference materials on duty,

88 communicating with other BDOs and | 38 | 28.9% 52.6% 18.4% 0.0%
TS0s, and holding casual
conversations with travelers
Skill in completing required
documents and/or paperwork (e.g., a > 3

89 | SPOT Incident Reports, SPOT R SR BAER. | AR | Rl
Referral Report)
Skill in identifying individuals who
appear to be the subject of an

L AMBER Alert, law enforcement, or 9% s2e% T8 ahE% | GO
other intelligence-driven report

9 Skill in non-verbal communication 38 71.1% 18.4% 10.5% 0.0%
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Table X-5. KSAO When Required Ratings (Continued)

KSAO

0

Training |

NA %

92

Skill in using combined information to 1

draw a conclusion or to solve a
problem

38

76.3%

2.6%

93

Knowledge of latest security-related
intelligence (e.g., Amber Alerts,
BOLOs, terrorist organizations,
gangs)

38

42.1%

421%

0.0%

Knowledge of procedures and
requirements for notifying SPOT
Transportation Security Manager
(STSM), Supervisory Transportation
Security Officer (STSO), or others,
as appropriate

38

13.2%

1%

15.8%

0.0%

95

Knowledge of reporting requirements
and procedures

38

26.3%

56.3%

18.4%

0.0%

96

Skill in determining the importance,
accuracy, and effectiveness of data

37

78.4%

8.1%

8.1%

5.4%

97

Skill in recognizing people

38

78.9%

10.5%

10.5%

0.0%

98

Skill in using visual sensory
information to make comparisons
and/or evaluations

38

65.8%

13.2%

18.4%

2.6%

99

Skill in gathering and systematically
maintaining data

38

81.6%

10.5%

5.3%

2.6%

100

Knowledge of other security or law
enforcement entities, such as the FBI
and local police, and their scope of
responsibility and authority with
respect o the work of BDOs

38

18.4%

42.1%

39.5%

0.0%

101

Skill in motivating team members to
accomplish group goals

38

78.9%

2.6%

18.4%

0.0%

102

Skill in managing and resolving
conflicts and disagreements among
team members in a constructive
manner

38

68.4%

7.9%

23.7%

0.0%

103

Knowledge of Additional Behavior
Detection Training (ABDT) or other
behavior detection techniques

38

18.4%

81.6%

0.0%

0.0%

104

Skill in operating communication
equipment (e.q.. cell phone, two-way
radio)

38

60.5%

18.4%

21.1%

0.0%

Sensitive Security Information (851)
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Sensitive Security Info

Table X-5. KSAO When Required Ratings (Continued)

\‘MMMMﬂy lnfurmalmn (SS1)

a Before | completion | After
KSAO BDO | ofBDO | starting |

# | K n | Training | Training | thejob | NA% |
Creativity: Able to come up with
unusual or clever ideas about a

103 situation or to develop creative ways Lol 2% i b
to solve a problem
Knowledge of Identity Verification . B i

106 Call Center (IVCC) procedures 38 | 31.6% 23.7% 36.8% 7.9%
Skill in using job-specific software

107 and applications (e.g., PARIS, SPOT | 38 13.2% 31.6% 55.3% 0.0%
database, on-line training programs)
Knowledge of the procedures for

108 documenting employee time and 37 51.4% 10.8% 351% 2.7%
attendance
Skill in providing performance

109 tsedback %o oihers 38 55.3% 13.2% 31.6% 0.0%
Ability to detect or tell the differences

110 between|(b)(3):49 U.S.C. § 114(r 38 | 92.1% 2.6% 2.6% 2.6%
(b)(3):49
Knowledge of occupational health

1l and safety protocols and 38 | 65.8% 7.9% 23.7% 2.6%
requirements
Knowledge of equipment sign-in and 0

112 sign-out procedures 38 | 47.4% 13.2% 36.8% 2.6%
Knowledge of the time and/or staffing
requirements associated with work g

113 assignments, training, and security 5 Whiive 1R HRPie B
operations
Skill in using cameras or video
capturing devices to collect and

118 review information about individuals w0 hew 1840 s BT
or incidents
Skill in tracking team member

115 | assignments, attendance, and time 38 | 52.6% 7.9% 36.8% | 2.6%
spent on various work activities
Skill in using software to create and i 5 9

116 manage spreadsheets 28 | 75.0% 71% 10.7% 71%
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Appendix Y:
BDO Job/Task Analysis Survey Demographics:
Managers

Y-1
Sensitive Security Information (S51)
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Sensitive 5€ rmation (SS1)

BDO JOB/TASK ANALYSIS SURVEY DEMOGRAPHICS:
MANAGERS

The tables below provide information about the sample of Managers (N=39) who responded to
the BDO Job/Task Analysis Survey.

Table Y-1. Highest Education Completed, Gender, Ethnicity, Race, and Job Title

, n | Percent
Highest Level of Education Completed
High School/GED 3 7.9
Some college 13 34.2
Associate's degree 5 13.2
Bachelor's degree 13 342
Master's degree 3 7.9
Other 1 2.6
Gender
Male 32 82.1
Female 7 17.9
Ethnic Category
Hispanic or Latino 4 10.5
Not Hispanic or Latino 34 89.5
Racial Category
American Indian or Alaska Native 0 0.0
Asian 0 0.0
Black or African American 4 10.9
Native Hawaiian or Other Pacific Islander 1 2.7
White 31 83.7
Other 1 2.7
Current Job title
SPOT Transportation Security Manager (STSM; H-Band) 31 79.5
SPOT Transportation Security Manager (STSM; I-Band) 5 12.8
Unspecified Management 3 7.7
Auxiliary Job title
National Trainer 1 2.6
Standardization Team 0 0.0
Y-2
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Sensimi ion (SSI)
Table Y-2. Mean Age, Job, and Organization Tenure
Age or Tenure Variable ‘Mean (years) | SD | Minimum | Maximum
Age 48.2 10.9 31 71
Tenure with TSA 8.0 0.9 5.4 8.8
Tenure as a BDO 3.2 Tie 1.3 5.3

Table Y-3. Category (size) and Region (geographic location) of Airports Represented

Category (size)
| (medium) 15 38.5
1 (small) 2 5.1
X (large) 22 56.4
Region’ (location)
East 15 38.5
Central 14 35.9
West 10 25.6

? Regions were formed using a map of Federalized airports provided by TSA. For data analysis twelve smaller
regions were grouped into three larger regions. The “East” region is composed of regions 1, 2, 3, and 4; “Central” is
composed of regions 5, 6, 7, 8 and “West" is composed of regions 9, 10, 11, 12,

Sensitive Security Information (S51)
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Sensitive Sec

Table Y-4. Airports Represented: Manager Sample

: Airport n_| Percent
ATL -- Hartsfield-Jackson Atlanta International Airport 2 B
AUS -- Austin-Bergstrom International Airport 1 26
BHM -- Birmingham International Airport 1 286
BNA -- Nashville International Airport 1 2.6
BOS -- Logan International Airport 1 26
CLT -- Charlotte Douglas International Airport 1 2.6
CMH -- Port Columbus International Airport 1 26
COS -- City of Calorado Springs Municipal Airport 1 26
CVG -- Cincinnati/Northern Kentucky International Airport 2 5.1
DCA -- Ronald Reagan Washington National Airport 1 26
EWR -- Newark Liberty International Airport 2 51
HNL -- Honolulu International Airport 1 2.6
IND -- Indianapolis International Airport 1 26
ISP -- Long Island Mac Arthur Airport 1 2.6
JFK -- John F Kennedy International Airport 2 51
LAS -- McCarran International Airport 3 77
LAX -- Los Angeles International Airport 1 26
LBB -- Lubbock International Airport 1 2.6
MSP -- Minneapolis - St. Paul International Airport 2 51
ONT -- LA/Ontario International Airport 1 26
ORD -- Chicago O'Hare International Airport 2 51
ORF -- Norfolk International Airport 1 286
PHL -- Philadelphia International Airport 2 51
RSW -- Southwest Florida International Airport 2 51
SAN -- San Diego International Airport 1 26
SAT -- San Antonio International Airport 1 26
SDF -- Louisville International (Standiford Field) Airport 1 2.6
SLC -- Salt Lake City International Airport 1 2.6
SMF -- Sacramento International Airport 1 26

Table Y-5. Current Work Status

Part-Time (< 40 hours) 0
Full-Time (= 40 hours) 38

Y-4
ben;hive Security Information (SS1)
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Sensilive o |
Table Y-6. Previous TSA Positions Held By Respondents
Previous TSA Position [ n Percent
First Job Held in BDO Program
Master BDO (F-Band) 5 12.8
Expert BDO (G-Band) 12 30.8
SPOT Transportation Security Manager (STSM; H-Band) 19 48.7
Other (non-BDO) 2 81
Unspecified Non-Management (BDO) 1 2.6
Position Held Prior to Entering BDO Program
TSO Basic (D-Band) 3 7
TSO Full Performance (E-Band) 3 T
Lead TSO (F-Band) 7 17.9
Supervisory TSO (G-Band) 16 41.0
Unspecified Non-Management 9 231
Unspecified Management 1 0.4

Table Y-7. Previous Work Experience

.. Previous Work Experien n
Worked in Security Industry
Yes 23 59.0
No 16 41.0
Worked in Airport Security™
Yes 5 27.8
No 18 722
Worked in Law Enforcement
Yes 11 28.9
No 27 7o 4]
Served in the Military
Yes 18 46.2
No 21 53.8

Table Y-8. Mean Years in Related Professional Fields

Years in Secunty Industry 8.4 6.6 i )
Years in Military 14.8 12.4 2.3 30.1

iem was a follow-up question to the previous, thus the reduced number of respondents,

Y-5
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Sensitive Sec

Table Y-9. Training Experience

Additional Behavior Detection Training
Yes 20 54.1
No 17 45.9
Additional Training Beyond ABDT Course
and BDO/SPOT Training
Yes 14 36.8
No 24 63.2

Y-6
nfnrmallon (SS1)
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Appendix Z:
BDO Job/Task Analysis Survey: Represented Airports

ZA
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BDO JOB/TASK ANALYSIS SURVEY: REPRESENTED AIRPORTS

Table Z-1. Airports Represented: Non-Manager Sample

Sensitive Sec

ACY Atlantic City International Airport 2 0.7
ALB Albany International Airport 2 0.7
ANC Ted Stevens Anchorage International Airport 2 0.7
ATL Hartsfield-Jackson Atlanta International Airport T 26
ATW Outagamie County Regional Airport 1 0.4
AUS Austin-Bergstrom International Airport 4 1.5
AVL Asheville Regional Airport 1 0.4
BDL Bradley International Airport 3 1.1
BHM Birmingham International Airport 1 0.4
BIL Billings Logan International Airport 1 0.4
BNA Nashville International Airport 2 0.7
BOI Boise Air Terminal/Gowen Field Airport 1 0.4
BOS Logan International Airport 3 14
BTR Ryan Field Airport 1 0.4
BTV Burlington International Airport 1 0.4
BUF Buffalo Niagara International Airport 1 0.4
BWI Baltimore/Washington International Thurgood Marshall Airport 1 0.4
BZN Gallatin Field Airport 1 0.4
CAE Metropolitan Airport 1 0.4
CAK Akron/canton Regional Airport 2 0.7
CHA Lovell Field Airport 1 0.4
CHS Charleston International Airport, AFB Municipal Airport 1 0.4
CID Eastern lowa Airport 2 0.7
CLE Hopkins International Airport 3 1.1
CLT Charlotte Douglas International Airport 5 1i8
CMH Port Columbus International Airport 1 0.4
| COS | City of Colorado Springs Municipal Airport 1 0.4
CRP Corpus Christi International Airport 1 0.4
CRW Yeager Airport 1 0.4
CVG Cincinnati/Northern Kentucky International Airport 3 1.1
DAB Daytona Beach Regional Airport 1 0.4
DAL Dallas Love Field Airport 2 0.7
DCA Ronald Reagan Washington National Airport 1 0.4
DEN Denver International Airport 5 1.9
DFW Dallas/Fort Worth International Airport 10 3.7
Z-2
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Airport i _Airport Name n M ent
DTW Detroit Metropolitan Wayne County Airport 7 2.6
ELP El Paso International Airport 1 0.4
EWR Newark Liberty International Airport 3 1.1
FAI Fairbanks International Airport 1 0.4
FAR Hector Field International Airport 1 0.4
FAT Fresno Air Terminal Airport 1 0.4
FNT Bishop International Airport 1 0.4
GEG Spokane International Airport 2 0.7
GPT Gulfport-Biloxi International Airport 1 0.4
GRB Austin-Straubel Field 1 0.4
GRR Gerald R. Ford International Airport 4 15
GSO Piedmont Triad International Airport 2 0.7
GSP Greenville Spartanburg International Airport 1 0.4
GUM Guam International Airport 2 0.7
HNL Honolulu International Airport % 2.6
HOU William P Hobby Airport 4 1.5
IAD Washington Dulles International Airport 6 22
ICT Wichita Mid-Continent Airport 1 0.4
IND Indianapolis International Airport 3 1.1
JFK John F Kennedy International Airport 3 1
JNU Boundary Bay Airport/Juneau International Airport 1 0.4
KOA Kona International Airport 1 0.4
LAS MeCarran International Airport 9 3.3
LAX Los Angeles International Airport 10 3.7
LGB Long Beach/Daugherty Field Municipal Airport & 0.7
LIH Lihue Airport 1 0.4
LIT Adams Field Airport 2 0.7
MAF Midland International Airport 1 0.4
MCO Orlando International Airport 1 0.4
MDW Chicago Midway International Airport 3 1.1
MEM Memphis International Airport 3 1.1
MFE McAllen Miller International Airport 1 0.4
MFR Rogue Valley International - Medford Airport i 0.4
MIA Miami International Airport 2 0.7
MKE General Mitchell International Airport 1 0.4
MLI Moline/Quad-City International Airport 1 0.4
MOB Mobile Regional Airport 1 0.4
MSO Missoula International Airport 2 0.7

Z-3

Sensitive Security Information (S81)
] LSENSITIVE SECURITY INFORMATION THAT IS CONTROLLED UNDER 49 C FR, PARTS 15 AND 1520, NO
PART OF IHI'\ RI WCORD MAY BE DISCLOSED TO PERSONS WITHOUT T REES-ForeheaWed S LEVINED [N 49 CER PARTS 15 AND 1520, EXCEPT
WITH THE WRITTEN PERMISSION OF THE ADMINISTRATOR OF THE TRANSPORTATION SECURITY ADMINISTRATION OR THE SECRE Tty —tH———
TRANSPORTATION, UNAUTHORIZED RELEASE MAY RESULT IN CIVIL PENALTIES OR OTHER ACTION, FOR U.S. GOVERNMENT AGENCIES,
PUBLIC DISCLOSURE GOVERNED RY 5 U.S.C, 552 AND 49 CER. PARTS 15 AND 1520
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Table Z-1. Airports Represented: Non-Manager Sample (Continued)

MSP Minneapolis - St. Paul International Airport 3 11
MSY Louis Armstrong New Orleans International Airport 2 0.7
MYR Myrtle Beach International Airport 1 0.4
OAK Oakland International Airport 2 0.7
0GG Kahului Airport 2 0.7
OMA Eppley Airfield Airport 1 0.4
ONT LA/Ontario International Airport 2 0.7
ORD Chicago O'Hare International Airport 8 3.0
ORF Norfolk International Airport 1 0.4
PBI Palm Beach International Airport 2 0.7
PDX Portland International Airport 6 2.2
PHF Newport News/Williamsburg International Airport 1 0.4
PHL Philadelphia International Airport 9 3.3
PNS Pensacola Regional Airport 1 0.4
PSP Palm Springs International Airport/Municipal Airport 1 0.4
PVD Theodore Francis Green International Airport 3 Tl
PWM Portland International Jetport Airport 4 1.8
RIC Richmond International Airport 2 0.7
RNO Reno-Tahoe International Airport 1 0.4
ROA Roanoke Regional Airport 1 0.4
RSW Southwest Florida International Airport 2 0.7
SAN San Diego International Airport 5 1.9
SAT San Antonio International Airport 2 0.7
SBN South Bend Regional 2 0.7
SDF Louisville International (Standiford Field) Airport 1 0.4
SEA Seattle-Tacoma International Airport 2 0.7
SGF Springfield-Branson Regional Airport 1 0.4
SHV Shreveport Regional Airport 1 0.4
SJC Mineta San Jose International Airport 1 0.4
SJuU Luis Munoz Marin International Airport 2 0.7
SLC Salt Lake City International Airport 3 1.1
SMF Sacramento International Airport 2 0.7
SNA John Wayne Airport 1 0.4
STL Lambert-St. Louis International Airport 5 1.9
STT Cyril E King International Airport 1 0.4
TOL Toledo Express Airport 1 0.4
TPA Tampa International Airport 5 1.9
TUS Tucson International Airport 4 1.5
Z-4
m— bensitwe Security Information (SS1)

WARNING: THIS RECORD CO! LSECURITY INE(FRMAH()N THAT IS CONTROLLED UNDER 49 CF.R. PARTS 15 AND 1520, NO
PART OF THIS RECORD MAY BE DI&U LOSED TO PERSORT ZED TO KNOW.” A‘s DEFINED IN 44 C.F.R PARTS 15 AND (520, EXCEPT
WITH THE WRITTEN PERMISSION OF THE ADMINISTRATOR OF THE TRANSPO DMINISTRA 110'4 OR THE SECRETARY OF

TRANSPORTATION. UNAUTHORIZED RELEASE MAY RESULT IN CIVIL PENALTIES (]R [l nIPR ACTION, i o ENT AGENCIES,

PUBLIC DISCLOSURE GOVERNED BY 5 U.SC. 552 AND 49 C.F.R. PARTS 15 AND H”l‘)
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Table Z-1. Airports Represented: Non-Manager Sample (Continued)

Airport Code Airport Name. n_| Percent
TYS Knoxville McGhee Tyson Airport 1 04
VPS Eglin AFB Airport 1 0.4
XNA Northwest Arkansas Regional Airport 2 0.7

Z-5

bemitive Security Information (SS1)
WARNING: THIS RECORD T - LY INFORMATION THAT IS CONTROLLED UNDER 49 CFR_PARTS 15 AND 1520, NO
PART OF THIS RECORD MAY BE DISC I:D 10 PERSONS WITHOUT A *NEE FR PARTS 15 AND 1520, EXC H’I
WITH THE WRITTEN PERMISSION OF THE ADMINISTRATOR OF THE TRANSPORTATION 911( URITY ADMINISTRATION
TRANSPORTATION. UNAUTHORIZED RELEASE MAY RESULT IN CIVIL PENALTIES OR OTHER ACTION, FOR U8, (JIIVI“RNMENT A(:I‘ NCIES,
PUBLIC DISCLOSURE GOVERNED BY 5 U.S.C. 552 AND 40 CER. PARTS 15 AND 15201
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Appendix AA:
BDO Job/Task Analysis Survey:
Task and KSAO Summary Data (Non-Managers)

AA-1

—— ______Sensitive Security Information (S51)

il Ifli\ RI( ()I<t)t (Nh\l\ls SE N\I]'IVI-.‘ ( IW( t]N I'RtJI 1 } I'Jl NDER 49 CFR, P.'\RI\ 15 AND 1520, ’\Ill

Punl_u" msri OSURE GOVERNED BY 5 U.S.C. 552 AND 49 CFR P,\n'r's 15 AND 1520
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BDO JOB/TASK ANALYSIS SURVEY:
TASK AND KSAO SUMMARY DATA (NON-MANAGERS)

Task Rating Scales

Table AA-1. Task Frequency Ratings

Duty

Task
#

Task Statement

Frequency

M_| SD | NP% | NA% | ny

(b)(3):49 U.S.C. § 114(r)

ion

10

1

AA-Z

Sensitive Security Information (SS1)

WARNING: THIS RECORD CONTAINS SENSITIVE SECURITY INFORMATION THAT IS CONTROUTTITTHR R
PART OF THIS RECORD MAY BE DISCLOSED TO PERSONS WITHOUT A “NEED TO KNOW,™ AS DEFINED IN 49 CFR PARTS 15 AND 1520, EXCEFT
WITH THE WRITTEN PERMISSION OF THE ADMINISTRATOR OF THE TRANSPORTATION SECURITY ADMINISTRATION OR THE SECRETARY OF

TRANSPORTATION, UNAUTHORIZED RELEASE MAY RESULT IN CIVIL PENALTIES OR OTHER ACTION, FOR U.S. GOVERNMENT AGENCIES
PUBLIC DISCLOSURE GOVERNED BY 5 U.S.C. 552 AND 49 C_F.R. PARTS 15 AND |520.

R ARTS 1S AND 1520, NO
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Table AA-1. Task Frequency Ratings (Continued)

(0)(3):49 U.5.C. § 114(r)
12

13
14
15

16

17

18
19

20

21

22

23

AA-3

ve Security Information (SSI)

WARNING: THIS RECORD CONTAINS SENSITIVE SECURITY INI ED UNDER UNDER 49 CF.R. PARTS 15 AND ISIEP NO
PART QOF THIS RECORD MAY BE DISCLOSED TO PERSONS WITHOUT A “NEED TO KNOW.™ AS DEFI U, EXCEPT
WITH THE WRITTEN PERMISSION OF THE ADMINISTRATOR OF THE TRANSPORTATION SECURITY ADMIN]STRATION OR THE SECRET

TRANSPORTATION, UNAUTHORIZED RELEASE MAY RESULT IN CIVIL PENALTIES OR OTHER ACTION, FOR U.S. GOVERNMENT AGENCIES.

PUBLIC DISCLOSURE GOVERNED BY 5 U.S.C. 552 AND 44 C.F.R. PARTS 15 AND 1520,
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Table AA-1. Task Frequency Ratings (Continued)

24

25

27

28

30

31

AA-4
Semitive Security Information (SS1)

RITY [NFORMATION THAT IS C(JNTROLI ED UNDER 49 CF.R, PMTS 15 AND 1520, NO

TRANSPORTATION, UNAUTHORIZED RELEASE MAY RESULT IN CIVIL PENALTIES OR OTHER ACTICI T
PUBLIC DISCLOSURE GOVERNED BY 5 U.S.C. 552 AND 49 C.FR. PARTS 15 AND 1520,
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38

40

41

42

a7

AA-5
Sensitive Security Information (§51)

WARNING: THIS RECORD CONTAINS § INFORMATION THAT IS CONTROLLED UNDER 49 CF.R, PARTS 15 AND 1520, NO
PART OF THIS RECORD MAY BE DISCLOSED TO PERSONS W JLO KNOW.™ AS DEFINED IN 49 CF.R PARTS 15 AND 1520, EXCEFT
WITH THE WRITTEN PERMISSION OF THE ADMINISTRATOR OF THE TRANSPORTA ! INISTRATION OR THE SECRETARY OF

TRANSPORTATION, UNAUTHORIZED RELEASE MAY RESULT IN CIVIL PENALTIES OR OTHER ACTION, the: T AGENCIES,

PUBLIC DISCLOSURE GOVERNED BY 5 U.S C. 552 AND 49 C.F.R. PARTS 15 AND 520,
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Table AA-1. Task Frequency Ratings (Continued)

49

50

51

57

59

60

AA-6
Sensitive Security Information (SSI)

RITY INFOP.MATIC)N THAT IS CONTROLLED UNDER 49 CF.R, PARTS 15 AND 1520, NO
W " g

TRANSPORTATION. UNAUTHORIZED RELEASE MAY RESULT IN CIVIL PENALTIES OR OTHER AC'TIUN FOR U S OOVNM N
PUBLIC DISCLOSURE GOVERNED BY 5 ULS.C. 552 AND 44 C.F.R. PARTS 15 AND 1520,
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61

62

WARNING: I
PART OF THIS RELORD MAY BE IJISCLDSED TO PER
WITH THE WRITTEN PERMISSION OF THE ADMINISTRATOR OF 'I'HETRANSPORTAT DN HAISTR

TRANSPORTATION. UNAUTHORIZED RELEASE MAY RESULT IN CIVIL PENALTIES OR OTHER ACTIDN FOR U.S. GOVERN
PUBLIC DISCLOSURE GOVERNED BY 5 U.S C. 552 AND 49 C.F.R. PARTS 15 AND 520,

Sensitive Securily on (SS1)

Task Frequency Ratings (Continued)

0)(3):49 U5c § 14(r}

Sensitive Security Information (S81)

AA-7

VE SECURITY [NFOP.MATION THAT IS CONTROLLED UNDER 49 CF.R, PARTS 15 AND 1520, NO
5 NEED TO KNOW.™ AS DEFINEU IN 49(‘.]-8 PARTS 15 AND 1520, EXCEPT
ATION OR THE SELIIETARY OF
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Table AA-1. Task Frequency Ratings (Continued)

(0)(3):49 U.5.C. § 114(r)

SPOT Reporting and Documentation

AA-8
_letlw \uurm lnlnrmalmn (SSI)

WARNING: THIS RECORD CONTAINS SENSITIVE SECT HAT IS CONTROL I}I]luMlI R 49 CFR. PARTS 15 AND 1520, NO
PART OF THIS RECORD MAY BE DISCLOSED TO PERSONS WITHOUT A “NEED TO K] LdY CFR PARTS 15 !\NIJ 1520, })(LH-'I'
WITH THE WRITTEN PERMISSION OF THE ADMINISTRATOR OF THE TRANSPORTATION \'i'('l'l{l'l"l’ ADMINISTRA

TRANSPORTATION, UNAUTHORIZED RELEASE MAY RESULT IN CIVIL PENALTIES OR OTHER ACTION, FOR US. GOVE Ill\\"ll NT AGENCIES.

PUBLIC DISCLOSURE GOVERNED BY 5 U.S.C. 552 AND 49 C.F.R, PARTS 15 AND [520.
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Table AA-1. Task Frequency Ratings (Continued)

(0)(3):49 U.S.C. § 11(r)
87

91

92

AA-9

Sensitive Securily lnformaﬂon (SSl)
: THIS RECORD CONTAINS S| 2

PART OF THIS RECORD MAY BE DISCLOSED NJ FERSONS WITH()UT ANEED TO RN 49 CF. R PAI!T'; 15 ANI) |52U EXCHPT

WITH THE WRITTEN PERMISSION OF THE ADMINISTRATOR OF THE TRANSPORTATION SF.CUR!T Y ADMIN]STR TON

TRANSPORTATION, UNAUTHORIZED RELEASE MAY RESULT IN CIVIL PENALTIES OR OTHER ACTION, FOR LS, OOVERNMFNT AGENCIES
PUBLIC DISCLOSURE GOVERNED BY 5 U.S C. 552 AND 49 C.F.R. PARTS 15 AND 520,
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Table AA-1. Task Frequency Ratings (Continued)

AA-10

itive Security Information (851)

WARNING: THIS RECORD CONTAINS SENSITIVE S ATION THAT IS CONTROLLED UNDER 49 CER, PARTS 15 AND 1520, NO
PART OF THIS RECORD MAY BE DISCLOSED TO PERSONS WITHOUT A W." AS DEFINED IN 49 CFR PARTS 15 AND |520, EXCEPT
WITH THE WRITTEN PERMISSION OF THE ADMINISTRATOR OF THE TRANSPORTATIO! INISTRATION OR THE SECRETARY OF

TRANSPORTATION, UNAUTHORIZED RELEASE MAY RESULT IN CIVIL PENALTIES OR DTHF.R ACTION, T

PUBLIC DISCLOSURE GOVERNED BY 5 U.S.C. 552 AND 49 C_.F.R. PARTS 15 AND 1520,

MENT AGENCIES,
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urity Information (SS1)

Table AA-2. Task Importance Ratings

(b)(3):49 U.S.C. § 114(n)

10

1

12

13

14

AA-11

Sensitive Security Information (SSI)

ALN SHNsiTWF 'iE.("UR]TY INFORMATION THAT IS C(JNTROLI ED UNDER 49 CFR, I’MTS 15 AND 1520, NO

TRANSPORTATION. UNAUTHORIZED RELEASE MAY RBSULT IN (.\-'ll PE L QTHER ACTION, FOR U 5. GOVERNMENT AGENCIES

PUBLIC DISCLOSURE GOVERNED BY 5 U.SC. 552 AND 49 CFR. PAR
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Table AA-2. Task Importance Ratings (Continued)

15

16

17

18

19

20
21

22

23

24
25

26

Sensitive Security Information (S81)

AA-12

: THIS RECORD CONTA
PART OF THIS RECORD MAY BE DISCLOSED TO PE
WITH THE WRITTEN PERMISSION OF THE ADMINISTRATOR OF THE

SECURITY INFORMATION THAT IS CONTROLLED UNDER 49 CF.R. PARTS 15 AND 1520, NO

T A “NEED TO KNOW," AS DEFINED IN 49 CFR PARTS 15 AND 1520, EXCEFT
ON SECURITY ADMINISTRATION OR THE SECRETARY OF
TRANSPORTATION, UNAUTHORIZED RELEASE MAY RESULT IN CIVIL PENALTIES N, FOR LS. GOVERNMENT AGENCIES,

PUBLIC DISCLOSURE GOVERNED BY 5 U.§C. 552 AND 49 C.F.R. PARTS 15
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Table AA-2. Task Importance Ratings (Continued)

27
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29
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34
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36
37

38

39

40

41

AA-TS
Sensitive Security Information (S81)

{ THIS RECORD CONTATHYS LLVE SECURITY INFORMATION THAT IS CONTROLLED UNDER 49 CFR. PARTS 15 AND 1520, NO
PART OF THIS RECORD MAY BE DISCLD&ED TO PERSONSW ANEED TO KNOW " .l\S DEFINED IN 49 CF.R PARTS 15 AND 1520, EXCEFT
WITH THE WRITTEN PERMISSION OF THE ADMINISTRATOR OF THETRANSPOR e AD :N]STRATION OR THE SECRETARY OF
TRANSPORTATION, UNAUTHORIZED RELEASE MAY RESULT IN CIVIL PENALTIES OR DTIIER ACTION, T TOERIRAMENT AGENCIES,
PUBLIC DISCLOSURE GOVERNED BY 5 U.S.C. 552 AND 49 C.FR. PARTS 15 AND 1520,
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Table AA-2. Task Importance Ratings (Continued)

B)Gr45 USC § T14()
42

43

45

46

47

48

49

50

51

52
83

55

56

AA-14
Sensitive Security Information (SS1)
L THIS RECORD CONTAINS SENSITIVE SECURITY INFORMATION THAT 1S CONTROLLED UNDER 49 CFR, PARTS 15 AND 1520, NO
PART OF THIS RECORD MAY BE DISCLOSED TO PERSONS WITHOUT A “NEED TO KNOW,"™ AS DEFINED IN 49 CF R PARTS 15 AND 1520, EXCEPT
WITH THE WRITTEN PERMISSION OF THE ADMINISTRATOR OF THE TRANSPORTATION SECURITY ADMINISTRATION OR THE SECRETARY OF
TRANSPORTATION. UNAUTHORIZED RELEASE MAY RESULT IN CIVIL PENALTIES OR OTHER ACTION, FOR U.S. GOVERNMENT AGENCIES,
PUBLIC DISCLOSURE GOVERNED BY 5 U.S.C. 552 AND 49 C.F.R. PARTS 15 AND 1520,
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Table AA-2. Task Importance Ratings (Continued)

57
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64
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66
67
68

69
70

AA-15
Sensitive Secti ormation (SS1)

WARNING: THIS RECORD CONTAINS SENSITIVE SECURITY INFORMATION INTROLLED UNDER 49 CFR, PARTS 15 AND 1520, NO
PART OF THIS RECORD MAY BE DISCLOSED TO PERSONS WITHOUT A “NEED TO KNOW, INED IN 49 CF.R PARTS 15 AND 1520, EXCEFT
WITH THE WRITTEN PERMISSION OF THE ADMINISTRATOR OF THE TRANSPORTATION SECURITY TRATION OR THE SECRETARY OF

TRANSPORTATION, UNAUTHORIZED RELEASE MAY RESULT IN CIVIL PENALTIES OR OTHER ACTION, FORT = ERNMENT AGENCIES,

PUBLIC DISCLOSURE GOVERNED BY 5 U.S C. 552 AND 49 C.F.R. PARTS 15 AND 520,
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Table AA-2. Task Importance Ratings (Continued)

Importance

Task # Task Statement n M | SD | NA% [
b)3)49USC. § 114(r)

el

72

LEO Notification ©
and Interaction

73

74

75

76

77

78

79

80

81

82

83

84

AA-16
sensitive Suurm Information (S81)

WARNING: THIS RECORD CONTAINS SENSITIVE SE y (IKMMHW THAT IS CONTROLLED UNDER 49 CFR, PARTS 15 AND 1520, NO

PART OF THIS RECORD MAY BE DISCLOSED T0 PERSONS WITHOU {1 TO KNOW.™ AS DEFINED IN 49 CFR PARTS 15 AND 1520, EXCEPT

WITH THE WRITTEN PERMISSION OF THE ADMINISTRATOR OF THE TRANSPORTA wRCLURITY AI)\‘IT‘UI'\IR:\IIUN OR THE SECRETARY OF
TRANSPORTATION, UNAUTHORIZED RELEASE MAY RESULT IN CIVIL PENALTIE ",URIIIIII R US, GOVERNMENT AGENCIES,

PUBLIC DISCLOSURE GOVERNED RY 5 U.§ C. 552 AND 449 C.F.R. PART§ 15 »\ND 1520,
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Table AA-2. Task Importance Ratings (Continued)

Importance

Duty | Task # Task Statement n | m |so|Na% | rg |
b)(3):49 U.5.C. § 114(r)

85

86

87

88

89

90

Other Security Operations

91

92

93

94

95
96
97
98

Other Job Duties

99

100

LW ]
Y

—-——_____M\Itl\'l: Security [nlurmalmn (SSI)

WARNING: THIS RECORD CONTAINS SEN! . . [TROLLED UNDER 49 CF.R. PARTS 15 AND 1520, NO
PART QF THIS RECORD MAY BE DISCLOSED TO PE R‘\(Jl\\ WIlI(l]lJI A“NE I 0 TO KNOW " AS DEFINED TR FR-Paidi LS AND | 520, EXCEPT
WITH THE WRITTEN PERMISSION OF THE ADMINISTRATOR OF THE TRANSPORTATION SECURITY ADMINISTRATION OR THE SECRETAR o

TRANSPORTATION, UNAUTHORIZED RELEASE MAY RESULT IN CIVIL PENALTIES OR OTHER ACTION, FOR LLS. GOVERNMENT AGENCIES.
PUBLIC DISCLOSURE GOVERNED BY 5 U.S.C. 552 AND 44 C F.R. PARTS 15 AND 1520,
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105

106

107
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110

Sensitlv_e Security Information (SS1)

WARNING: THIS RECORD CONTAINS SENSI
PART OF THIS RECORD MAY BE DISCLOSED TO PERSONS WITHOU
WITH THE WRITTEN PERMISSION OF THE ADMINISTRATOR OF THE TRANSPORTATION SEC
TRANSPORTATION, UNAUTHORIZED RELEASE MAY RESULT IN CIVIL PENALTIES OR OTHER ACTION, FOR LS,

AA-18

PUBLIC DISCLOSURE GOVERNED BY 5 U.SC. 552 AND 49 C.F.R. PARTS 15 AND 1520,

MATION THAT IS CONTROLLED UNDER 49 CER, PARTS 15 AND 1520, NO
= AS DEFINED IN 49 C.F.R PARTS 15 AND 1520, EXCEPT
ATION OR THE SECRETARY OF
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Table AA-3. Task Difficulty Ratings

10

ik

12

13

14

AA-19

¢ Security Information (851)
WARNING: THIS RECORD CONTAINS SENSITIVE SECURITY IN| - ED UNDER 49 CF.R. PARTS 15 AND 1520, NO
PART QOF THIS RECORD MAY BE DISCLOSED TO PERSONS WITHOUT A “NEED TO KNOW.™ AS DEFI! . - 0, EXCEPT
WITH THE WRITTEN PERMISSION OF THE ADMINISTRATOR OF THE TRANSPORTATION SECURITY ADMINISTRATION OR THE SECRET
TRANSPORTATION, UNAUTHORIZED RELEASE MAY RESULT IN CIVIL PENALTIES OR OTHER ACTION, FOR U.S. GOVERNMENT AGENCIES.
PUBLIC DISCLOSURE GOVERNED BY 5 U.S.C. 552 AND 44 C.F.R. PARTS 15 AND 1520,
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Table AA-3. Task Difficulty Ratings (Continued)

ORI I —
15

16
17
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24

25

27

AA-20

TRANSPORTATION, UNAUTH{)KIZED RELEASE MAY RESULT IN CIVIL PENALTIES OR DT'I-IER ACTION, T B
PUBLIC DISCLOSURE GOVERNED BY 5 U.S.C. 552 AND 49 C.F.R. PARTS 15 AND 1520,
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Table AA-3. Task Difficulty Ratings (Continued)

OISR R

AA-21
\ Sensitive Security Information (SS1)

WARNING: THIS RECORD SITIVE SECURITY INFORMATION THAT IS CONTROLLED UNDER 49 CF.R, PARTS 15 AND 1520, NO
PART OF THIS RECORD MAY BE DISCLOS SONS WITHOUT A “NEED TO KNOW." AS DEFINED IN 49 C.E R PARTS 15 AND 1520, EXCEPT
WITH THE WRITTEN PERMISSION OF THE ADMINISTR; THE TRANSPORTATION SECURITY ADMINISTRATION OR THE SECRETARY OF

TRANSPORTATION, UNAUTHORIZED RELEASE MAY RESULT

J ENALTIES OR OTHER ACTION, FOR U.S. GOVERNMENT AGENCIES,
PUBLIC DISCLOSURE GOVERNED BY 5 U.SC. 49 C.F.R. PARTS 15 AND (520,
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Table AA-3. Task Difficulty Ratings (Continued)
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AA-22

Sensitive Security Information (S851)

{THIS RECORD CONT? VF '%E.("UR]TY INFORMATION TH.AT IS C(JNTROLI ED UNDER 49 CF.R, PARTS 15 AND 1520, NO
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Table AA-3. Task Difficulty Ratings (Continued)

57

65
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AA-23
writy Information (SS1)
CTHIS RECORD CONTAINS SENSITIVE SECURITY INFOR AN THAT IS CONTROLLED UNDER 49 CF.R, PARTS 15 AND 1520, NO
PART OF THIS RECORD MAY BE DISCLOSED TO PERSONS WITHOUT A “NEED W." AS DEFINED IN 49 C.FR PARTS 15 AND 1520, EXCEPT
WITH THE WRITTEN PERMISSION OF THE ADMINISTRATOR OF THE TRANSPORTATI LIRITY ADMINISTRATION OR THE SECRETARY OF
TRANSPORTATION, UNAUTHORIZED RELEASE MAY RESULT IN CIVIL PENALTIES OR OTH ON, FOR US. GOVERNMENT AGENCIES,
PUBLIC DISCLOSURE GOVERNED BY 5 L.§.C. 552 AND 49 C.F.R. PARTS 1 1520.
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Table AA-3. Task Difficulty Ratings (Continued)

71

72

73

74

75

76

78

79

81

82

AA-24
\ Sensitive Security Information (SSI)

 THIS RECORD S SENSITIVE SECURITY INFORMATION THAT IS CONTROLLED UNDER 49 CF.R, PARTS 15 AND 1520, NO
PART OF THIS RECORD MAY BE DIS T0O PERSONS WITHOUT A “NEED TO KNOW,"™ AS DEFINED IN 49 CF R PARTS 15 AND 1520, EXCEPT
WITH THE WRITTEN PERMISSION OF THE AD ATOR OF THE TRANSPORTATION SECURITY ADMINISTRATION OR THE SECRETARY OF
TRANSPORTATION, UNAUTHORIZED RELEASE MA' 1IN CIVIL PENALTIES OR OTHER ACTION, FOR US. GOVERNMENT AGENCIES,
PUBLIC DISCLOSURE GOVERN U.§,C. 552 AND 49 C.F.R. PARTS 15 AND 1520,
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\ AA-26
Sensitive Security Information (SS1)

WARNING: THIS RECORD CONTAI VE SECURITY INFORMATION THAT IS CONTROLLED UNDER 49 CER, PARTS 15 AND 1520, NO
PART OF THIS RECORD MAY BE DISCLOSED TO FERS LWITHOUT A “NEED TO KNOW,™ AS DEFINED IN 49 CFR PARTS 15 AND [520, EXCEPT
WITH THE WRITTEN PERMISSION OF THE ADMINISTRAT TRANSPORTATION SECURITY ADMINISTRATION OR THE SECRETARY OF

TRANSPORTATION, UNAUTHORIZED RELEASE MAY RESULT IN CI 1ES OR OTHER ACTION, FOR U.S. GOVERNMENT AGENCIES,

PUBLIC DISCLOSURE GOVERNED BY 5 U.SC. 552 A . PARTS 15 AND 1520,
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KSAO Rating Scales
Table AA-4. KSAO Importance Ratings

# KSAO n | M | SD | NA% | Iy

1 Honesty/Integrity 264 | 490 | .35 0.0% 0.94

2 Professionalism 264 | 485 | 41 0.0% 0.92

3 Commitment to teamwork 264 | 480 | 47 | 0.0% 0.89

4 Commitment to public safety o264 | 4.78 | 56 0.0% 0.84
Skill in inspecting individuals' accessible property

5 and/or carry-on baggage 261 | 4.73 | 53 0.0% 0.86
Able to work in a reliable, responsible, and

6 dependable manner 264 | 472 | 53 0.0% 0.86
Knowledge of characteristics of fraudulent o

7 i 263 | 469 | .58 0.0% 0.83

8 Skill in effective listening 264 | 469 | 57 0.0% 0.84

8 Knowledge of permitted and prohibited items 262 | 468 | 58 | 0.0% 0.83

10 Open-minded 262 | 468 | .56 0.0% 0.84
Knowledge of procedures to inspect individuals'

i accessible property and/or carry-on baggage 62 | 467 | 35 i 0.95

12 Detail-oriented 263 | 465 | .62 0.0% 0.81

13 Skill in oral communication 263 | 465 | .61 0.0% 0.81
Knowledge of the procedures required in a

14 security breach 264 | 485 | 65 1.9% 0.79

15 Knowledge of information on travel documents 263 | 463 | 67 0.0% 0.77
Skill in responding tactfully, sensitively, and

1= appropriately, and treating others with respect 202 | 463 [ 62 0.0% 0.81

17 Knowledge of information on IDs 262 | 463 | .64 0.0% 0.79
Stress tolerance: Able to accept criticism and

18 deal calmly and effectively with high stress 264 | 462 | 59 0.0% 0.83
situations
Able to work cooperatively with others to achieve

19 shared goals 264 | 4.62 .64 0.4% 0.80
Skill in creating and maintaining a culture that -

&0 fosters high standards of ethics e | 45% | 86 etk 0.28
Cultural sensitivity: Able to recognize variations z

& among cultures and treat all people with respect L [TASE | eh i s

22 Flexibility 264 | 461 | .63 0.0% 0.80
Knowledge of screening procedures associated

i with discovery of prohibited items 262 | 460 | 85 Dir 078
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Sensitive Sec ation (SSI)

Table AA-4. KSAO Importance Ratings (Continued)

Skill in decision-making, including perceiving the

impact and implications of decisions; and making
24 effective and timely decisions, even when data 263 | 460 | .64 1.5% 0.80
are limited or solutions produce unpleasant

consequences
25 Skill in working with minimal or no supervision 263 | 460 | .66 | 0.0% 0.78
26 Skill in clarifying information 263 | 460 | .66 0.0% 0.78
27 Comfort with social interactions 263 | 459 | .62 0.0% 0.81
25| g mambot i wogmees |23 | 457 | 46 | osw | o7
29 Ability to retain and recall information 263 | 456 | .64 | 0.0% 0.79

Skill in using explosives trace detection (ETD)
30 equipment to inspect baggage and accessible 264 | 456 | .69 0.0% 0.76
property
31 Command presence 264 | 456 | 73 1.1% 0.73
Skill in selt-management, including displaying a
32 high level of initiative and effort, and completing | 262 | 455 | .69 0.8% 0.76
assignments in a timely manner

Knowledge of proper alarm resolution >

33 procedures 264 | 454 | .70 2.3% 0.75

34 Able to multi-task 264 | 454 | .67 0.0% 0.77
Knowledge of TSA transportation security

35 policies, directives, and regulations 263 | 4.54 70 a9 0.76

36 Skill in managing one's own time 261 | 453 | .7 0.8% 0.75

37 Ability to stand for long periods of time 263 | 453 | .75 0.4% 0.72
Skill in interacting with diverse individuals (e.g., "

38 | iffering backgrounds, ages) el e I
Ability to quickly make sense of, combine, and 5

L organize information 26| A 0 g it

40 Skill in reading and comprehension 264 | 450 | .81 0.0% 0.67
Skill in adapting behavior and work methods in

4 response to new information, changing 261 | 449 | 69 0.0% 0.76
conditions, or unexpected obstacles

42 Skill in written communication 264 | 449 | .75 0.4% 0.72
Skill in thinking critically to identify solutions,

44 conclusions, or approaches to problems 262 | 448 69 Lok 0.76
Knowledge of special category screening

44 procedures, including, but not limited to, 264 | 443 JT 0.4% 0.70
diplomatic pouches and hazardous materials

45 ::fl:t;o balance customer service with public 263 | 443 | .89 0.8% 0.60
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Table AA-4. KSAO Importance Ratings (Continued)

tion (SSI)

| Abilt detail !tmlm (he., withina | R ———
ity to see details at close range (i.e., within a
46 few feet) 262 | 441 .80 0.8% 0.68
Skill in sharing information, knowledge, and
ik expertise with team members 8 |18y | 7 1:5% T
Ability to see details at a distance (i.e., more
48 than few feet away) 262 | 437 | .83 0.8% 0.66
Skill in inspiring and fostering team commitment,
49 spirit, pride, and trust 263 | 436 | .82 8.0% 0.66
50 Willingness to work a flexible schedule 265 | 432 | .89 1.9% 0.60
51 Skill in note-taking 264 | 4.31 .86 0.8% 0.63
Skill in using tools for examining 1Ds (e.g., black
ke light, magnification loupe) i R Vi e
Skill in applying general rules to specific &
53 problems 262 | 4256 | .87 1.1% 0.62
54 | Ability to|(P)(3):49 U.S.C. § 114(r) | 263 | 423 | 94 | 00% | 0.56
55 Ability to walk up to two (2) miles during a shift 263 | 414 | 1.00 | 1.9% 0.50
Ability to perceive/distinguish colors (e.g., red,
56 green, blue, yellow, orange, purple, brown, 263 | 408 | 1.08 | 4.6% 0.42
black, white, gray)
57 :tslil’rltlty to walk more than two (2) miles during a 262 | 402 | 1.07 | 23% 0.43
58 Skill in using software for electronic mail 262 | 400 | 1.01 | 4.2% 0.49
59 Skill in using computer hardware and peripherals | 264 | 399 | 97 | 4.2% 0.53
Ability to efficiently and thoroughly manipulate
60 and lift baggage, containers, and other objects 263 | 397 | 110 | 3.8% 0.39
subject to security processing
61 Skill in using word processing software 263 | 385 | 1.04 | 6.5% 0.46
Ability to maintain physical agility that would
&= allow for squatting and bending Re | A8& | Y | 0% ]
Abllity to lift and carry baggage weighing up to
63 40 pounds 262 | 383 | 1.16 | 6.1% 0.32
Ability to lift and carry baggage weighing up to
64 70 pounds 263 | 3.52 | 1.33 | 20.2% 0.12
Knowledge of critical and clustered categories of
65 | suicide bomber indicators i sl A e I
Skill in identifying behaviors and assigning the
66 proper point value to them 262 | 480 22 0.0% 0.95
67 :(ar:t:::?dga of stress cues and appearance 262 | 488 | 32 | 0.0% 0.95
68 Knowledge of fear cues and appearance factors | 262 | 4.88 | .34 0.0% 0.94
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Sensitive Securily ation (SSI)

Table AA-4. KSAO Importance Ratings (Continued)

KSAO _—impornics
! ksAo n | M | sp | NA% | ne
69 :';r:t:;fdge of deception cues and appearance 261 | 487 | 36 | 0.0% oo
Knowledge of situations that require immediate
70| LEQ notification 262 | 48 | .36 | 00% | 094

Knowledge of the point values associated with
o behaviors and other criteria S07 | 480 | 9 | 00N 482

Knowledge of the signs of deception "
72 0)(3)49 US.C. S 114() 261 | 486 | .36 0.0% 0.94

73 Knowledge of the steps of the SPOT referral 263 | 482 | .48 0.0% 0.90
process
Skill in conducting an effective casual

74 conversation to obtain resolution 264 | 4.81 AS i Al
Knowledge of signs of possible surveillance

75 activity by individuals 262 | 480 | .44 | 0.0% 0.90

76 g:lc:‘:vledge of criteria for assigning the initial 062 | 477 | 54 0.4% 0.85
Knowledge of the procedures to determine

i baselines and deviations from baseline £ || %18 | BT | RO% 989

78 Knowledge of criteria for points|(b)(3):49 | 261 | 476 | .56 | 0.0% 0.84

79 Knowledge of LEO referral process 262 | 475 | .49 0.0% 0.88

80 Knowledge of unusual items 261 | 4.62 .61 0.0% 0.82
Knowledge of SPOT theory and program =

81 background 262 | 425 | 1.06 | 0.0% 0.44

82 Commitment to the SPOT program 264 | 490 | .33 | 0.0% 0.95

Ability to identify and focus on behaviors among
&3 other distracting information or stimuli 203 | 474 | A6 | 00% 088

84 Skill in identifying fraudulent documents 263 | 4.71 .55 1.1% 0.85
Ability to maintain focus and awareness over

85 long periods of time 263 | 4.67 BT 0.0% 0.84
Skill in quickly and accurately identifying

L similarities and differences from the baseline ol sl e Bo% a5
Ability to perform basic mental math to quickly

87 calculate accrued behavior and appearance 262 | 463 | 62 | 0.0% 0.81
factor points

Skill in acting discretely when using quick
reference materials on duty, communicating with &

89 other BDOs and TSOs, and holding casual 262 | 457 | 69 1% 0.76

conversations with travelers

Skill in completing required documents and/or

89 paperwork (e.g., SPOT Incident Reports, SPOT | 264 | 453 | .68 0.0% 0.77

Referral Report)
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Sensitive Security Information (SS1)

Table AA-4. KSAO Importance Ratings (Continued)

# | KSAO | n | M | SD | NA% | ry
Skill in identifying individuals who appear to be

90 the subject of an AMBER Alert, law enforcement, | 263 | 4.52 T7 2.3% 0.71
or other intelligence-driven report

91 Skill in non-verbal communication 263 | 4.51 74 1.1% 0.73
Skill in using combined information to draw a

9 conclusion or to solve a problem 263 | 450 | .78 1.1% 0.74
Knowledge of latest security-related intelligence

93 (e.g., Amber Alerts, BOLOs, terrorist 263 | 446 | .75 0.8% 0.72
organizations, gangs)
Knowledge of procedures and requirements for
notifying SPOT Transportation Security Manager

o (STSM), Supervisory Transportation Security %4 | 444 | 79 0.4% 0.69
Officer (STSO), or others, as appropriate
Knowledge of reporting requirements and

95 procedures 257 | 443 | 83 0.0% 0.66
Skill in determining the importance, accuracy,

96 and effectiveness of data 263 | 430 | .79 27% 0.68

97 Skill in recognizing people 264 | 436 | .90 0.8% 0.59
Skill in using visual sensory information to make 5

% comparisons and/or evaluations 262 | 4.35 83 5:3% 0.65

99 g:t:gm gathering and systematically maintaining 263 | 435 | .83 .39, 0.66
Knowledge of other security or law enforcement
entities, such as the FBI and local police, and 5

1 their scope of responsibility and authority with %8 | 48 B Ve 0.8
respect to the work of BDOs
Skill in motivating team members to accomplish

101 group goals 262 | 427 | 84 | 13.4% 0.64
Skill in managing and resolving conflicts and

102 disagreements among team members in a 262 | 4.24 .89 | 11.8% 0.60
constructive manner
Knowledge of Additional Behavior Detection

108 | Training (ABDT) or other behavior detection 261 | 418 | 94 | 1.9% 0.55
techniques
Skill in operating communication equipment

104 (e.g., cell phone, two-way radio) 264 | 417 .96 0.4% 0.54
Creativity: Able to come up with unusual or

105 | clever ideas about a situation or to develop 264 | 416 | .91 7.2% 0.59
creative ways to solve a problem
Knowledge of Identity Verification Call Center

106 (IVCC) procedures 263 | 415 | 1.03 | 9.1% 0.47
Skill in using job-specific software and

107 | applications (e.g., PARIS, SPOT database, on- 264 | 407 | 98 | 23% 0.52
line training programs)
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Table AA-4. KSAO Importance Ratings (Continued)

| KSAO n| M | SD | NA% | ry

Knowledge of the procedures for documenting

108 employee time and attendance 262 | 3.98 | 115 | 14.5% 0:34

109 Skill in providing performance feedback to others | 263 | 3.93 | 1.08 | 18.6% 0.41
Ability to detect or tell the differences between

110 [013)45 US.C. § 1740 | 263 | 393 | 114 | B.7% 0.35
Knowledge of occupational health and safety

11| protocols and requirements B | 80| A | Ve | Bl
Knowledge of equipment sign-in and sign-out

112 procedures 264 | 389 | 122 | 7.2% 0.26
Knowledge of the time and/or staffing

13 requirements associated with work assignments, | 263 | 3.88 | 1.16 | 17.5% 0.34
training, and security operations
Skill in using cameras or video capturing devices

114 | to collect and review information about 263 | 3.86 | 1.15 | 24.7% | 034
individuals or incidents
Skill in tracking team member assignments,

115 attendance, and time spent on various work 263 | 384 | 1.09 | 21.7% 0.40
activities
Skill in using software to create and manage >

116 spreadsheets 263 | 352 | 1.21 | 202% 0.27
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&Wn (SSD)

Table AA-5. KSAO When Required Ratings

# KSAOQ | n NA %
1 Honesty/Integrity 264 0.4%
2 Professionalism 264 0.4%
3 Commitment to teamwork 264 0.4%
4 Commitment to public safety 264 0.8%
Skill in inspecting individuals'

& accessible property and/or carry-on | 261 69.3% 24.9% 5.7% 0.0%
baggage
Able to work in a reliable,

6 responsible, and dependable 264 89.8% 5.3% 4.5% 0.4%
manner
Knowledge of characteristics of " - " o

7 frandulot eaments 263 | 67.7% 23.6% 8.7% 0.0%
8 Skill in effective listening 264 | 78.4% 14.0% 7.6% 0.0%

Knowledge of permitted and

9 prohibited items 262 | 73.3% 22.9% 3.8% 0.0%

10 Open-minded 263 | 91.3% 4.9% 3.4% 0.4%
Knowledge of procedures to inspect

11 individuals' accessible property 263 75.7% 18.6% 5.7% 0.0%

and/or carry-on baggage
12 Detail-oriented 264 | 86.0% 8.7% 4.5% 0.8%
13 Skill in oral communication 263 82.5% 10.3% 7.2% 0.0%
Knowledge of the procedures

14 required in a securlty breach 264 | 70.8% 12.9% 14.0% 2.3%
Knowledge of information on travel . &

15 HAosLitraiis 263 | 70.7% 22.4% 6.8% 0.0%
Skill in responding tactfully,

16 sensitively, and appropriately, and 263 | 84.4% 5.3% 9.5% 0.8%

treating others with respect
17 Knowledge of information on I1Ds 262 | 70.6% 21.0% 8.4% 0.0%
Stress tolerance: Able to accept

18 criticism and deal calmly and 264 | 87.1% 5.7% 6.8% 0.4%
effectively with high stress situations
Able to work cooperatively with .

1% others to achieve shared goals ol I % S 0:6%
Skill in creating and maintaining a

20 culture that fosters high standards 263 | 82.9% 6.5% 7.2% 3.4%
of ethics
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Sensitive Secur nformation (SS1)

Table AA-5. KSAO When Required Ratings (Continued)

When Required

# KSAQO | n | Training | Training | thejob | NA%
Cultural sensitivity: Able to

21 recognize variations among cultures | 264 85.6% 6.4% 7.6% 0.4%
and treat all people with respect

22 Flexibility 264 | 87.1% 6.8% 5.7% 0.4%
Knowledge of screening procedures

23 associated with discovery of 262 77.9% 16.8% 5.3% 0.0%

prohibited items

Skill in decision-making, including
perceiving the impact and
implications of decisions; and

24 making effective and timely 264 | 72.0% 10.6% 15.5% 1.9%
decisions, even when data are
limited or solutions produce
unpleasant consequences

Skill in working with minimal or no

25 supervision 264 | 79.5% 8.0% 11.7% 0.8%

26 Skill in clarifying information 263 72.6% 18.6% 8.7% 0.0%

27 Comfort with social interactions 264 | 81.1% 1.7% 6.4% 0.8%
Skill in remembering factual

28 information, including numbers and | 264 70.8% 16.3% 11.4% 1.5%
procedures
Ability to retain and recall = o

29 iriforimation 264 | 76.1% 15.5% 7.6% 0.8%
Skill in using explosives trace
detection (ETD) equipment to

30 inspect baggage and accessible 264 | 82.6% 9.8% 7.2% 0.4%
property

31 Command presence 264 79.9% 11.0% 7.6% 1.5%
Skill in self-management, including

ap displaying a high level of initiative 263 | 84.0% 5.3% 9.1% 1.5%

and effort, and completing
assignments in a timely manner
a3 Knowledge of proper alarm 064

0, 0, 0, 0,
resolution procedures TESR 158 i s
34 Able to multi-task 264 | 87.5% 6.8% 5.3% 0.4%
Knowledge of TSA transportation
35 security policies, directives, and 263 80.2% 11.8% 8.0% 0.0%
regulations
36 Skill in managing one's own time 262 | 85.5% 4.2% 8.8% 1.5%
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Sensitives ity Information (SSI)

Table AA-5. KSAO When Required Ratings (Continued)

When Required
= Before | completion | After
KsAo — BDO | ofBDO | starting |

# _ KSAO | n_| Training | Training | thejob | NA% |

a7 ﬁrt:]lgty to stand for long periods of 064 | 76.9% 8.0% 14.0% 1.1%
Skill in interacting with diverse

38 individuals (e.g., differing 264 83.3% 7.2% 8.3% 1.1%
backgrounds, ages)
Ability to quickly make sense of,

39 combine, and organize information 208 72.3% 14.8% 12.1% 0.8%

40 Skill in reading and comprehension | 264 87.5% 7.6% 4.9% 0.0%
Skill in adapting behavior and work
methods in response to new A &

41 information, changing conditions, or 262 | T1.4% H.l% 184 | 1.1%
unexpected obstacles

42 Skill in written communication 264 | 75.4% 11.0% 13.3% 0.4%
Skill in thinking critically to identify

43 solutions, conclusions, or 263 68.1% 14.1% 16.0% 1.9%
approaches to problems
Knowledge of special category
screening procedures, including, but 3 3

a not limited to, diplomatic pouches a: || I L i S
and hazardous materials
Able to balance customer service W X x

45 with public safety 263 | 84.0% 5.3% 9.1% 1.5%
Ability to see details at close range -

46 (i.e., within a few feet) 264 | 79.9% 1.7% 6.8% 1.5%
Skill in sharing information,

47 knowledge, and expertise with team | 264 | 66.7% 7.2% 235% | 2.7%
members
Ability to see detalls at a distance

48 (L., fricee Shan few lat sway) 264 | 78.8% 11.4% 8.3% 1.5%
Skill in inspiring and fostering team =

4% commitment, spirit, pride, and trust 204 | oEe% 4.5% 70 | BE%
Willingness to work a flexible 5

50 sohadids 264 | 81.8% 4.9% 10.6% 2.7%

51 Skill in note-taking 264 71.86% 16.7% 10.6% 1.1%
Skill in using tools for examining IDs

52 (e.g., black light, magnification 262 | 67.9% 14.9% 15.3% 1.9%
loupe)
Skill in applying general rules to

53 specific problems 264 | 73.1% 10.2% 14.4% 2.3%

iitf()(3):49 USC. § 114
54 | ARUNMOND SIHO 1 | 263 | 74.5% 16.0% 91% | 4%
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Sensitian (SSI)

Table AA-5. KSAO When Required Ratings (Continued)

# KSAO | n | Training | Trainin NA % |
Ability to walk up to two (2) miles

55 during a shift 264 | 79.2% 2.7%
Ability to perceive/distinguish colors
(e.g., red, green, blue, yellow, =

%6 orange, purple, brown, black, white, | A 55 B Siids
grl?lw Ik h (2)

ility to walk more than two G

57 miles during a shift 264 | 75.8% 8.3% 12.9% 3.0%

58 illgll: in using software for electronic 063 71.9% 5.7% 17.5% 4.9%
Skill in using computer hardware i a i

59 and peripherals 264 | 71.2% 7.6% 15.9% 5.3%
Ability to efficiently and thoroughly
manipulate and lift baggage,

60 containers, and other objects 264 | 81.8% 4.9% 8.0% 5.3%
subject to security processing
Skill in using word processing 2

61 softuars 263 | 66.9% 6.5% 17.9% 8.7%
Ability to maintain physical agility

62 that would allow for squatting and 263 71.5% 6.1% 7.2% 15.2%
bending

gs | /blitytoivandcany baggage 264 | 81.1% 4.2% 6.8% | 8.0%

weighing up to 40 pounds

Ability to lift and carry baggage = 5 5
64 welghing up to 70 pounds 264 | 67.0% 3.4% 6.4% | 23.1%

Knowledge of critical and clustered

65 categories of suicide bomber 260 10.0% 86.2% 3.8% 0.0%
indicators
Skill in identifying behaviors and

66 assigning the proper point value to 262 3.4% 90.1% 6.5% 0.0%
them

Knowledge of stress cues and

67 appearance factors 262 5.7% 93.9% 0.4% 0.0%
Knowledge of fear cues and = - “
68 appearance factors 262 5.7% 93.5% 0.8% 0.0%
Knowledge of deception cues and = =
69 appearance faclors 261 5.7% 92.7% 1.5% 0.0%
Knowledge of situations that require g & =
70 immediate LEO notification Me| WE 8% m 0.0%
Knowledge of the point values
71 associated with behaviors and other | 261 3.1% 93.9% 3.1% 0.0%
criteria
AA-36
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Table AA-5. KSAO When Required Ratings (Continued)

wmn-qu quired
e Before completion After
KSAO BDO | ofBDO | staring |
# KSAO n | Training | Training | thejob | NA %
i eption
12 (b)(3):48 U.S.C. § 114(r) 261 3.8% 89.3% 6.9% 0.0%
Knowledge of the steps of the
73 SPOT referral process 264 2.3% 96.2% 1.5% 0.0%
Skill in conducting an effective
74 casual conversalion to obtain 264 6.1% 79.2% 14.8% 0.0%
resolution
Knowledge of signs of possible &
i surveillance activity by individuals i 10:4% AL 4.63% 0:0%
Knowledge of criteria for assigning
76 the initial point 262 3.1% 94.7% 1.5% 0.8%
Knowledge of the procedures to
77 determine baselines and deviations | 263 4.6% 93.2% 2.3% 0.0%
from baseline
Knowledge of criteria for points
78 (b}(3)49 p 261 31 °/o 946°/o 1 90/0 04%
79 Knowledge of LEO referral process | 262 6.5% 86.6% 6.9% 0.0%
80 Knowledge of unusual items 261 | 22.6% 70.1% 7.3% 0.0%
Knowledge of SPOT theory and
81 program background 262 | 22.5% 75.2% 1.1% 1.1%
82 Commitment to the SPOT program | 264 | 45.8% 45.8% 8.0% 0.4%
Ability to identify and focus on
83 behaviors among other distracting 264 | 30.3% 52.7% 16.3% 0.8%
information or stimuli
Skill in identifying fraudulent 5 9 P o
84 documarts 263 | 65.0% 20.9% 12.9% 1.1%
Ability to maintain focus and & B
85 awareness over long periods of time R | “S4a% 19:3% b 08%
Skill in quickly and accurately
86 identitying similarities and 263 18.6% 62.4% 18.3% 0.8%
differences from the baseline
Ability to perform basic mental math
to quickly calculate accrued
87 behavior and appearance factor 263 52.1% 38.0% 9.1% 0.8%
points
Skill in acting discretely when using
quick reference materials on duty,
88 communicating with other BDOs 263 34.2% 41.8% 22.4% 1.5%
and TSOs, and holding casual
conversations with travelers

AA-37
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Table AA-5. KSAO When Required Ratings (Continued)

nformation (SS1)

When Required
oy Before | completion e,
KsAO _— BDO | of BDO »
# KSAO n | Training | Training theio NA% |
Skill in completing required
documents and/or paperwork (e.g., a“ o 5 =
8 | SPOT Incident Reports, SPOT il e S R I ] R
Referral Report)
Skill in identifying individuals who
appear to be the subject of an
o0 AMBER Alert, law enforcement, or 263 A% 25.1% 91.6% 2%
other intelligence-driven report
91 Skill in non-verbal communication 263 | 58.6% 23.2% 16.7% 1.5%
Skill in using combined information
92 to draw a conclusion or to solve a 264 | 62.9% 18.9% 16.3% 1.9%
problem
Knowledge of latest security-related
intelligence (e.g., Amber Alerts,
9 BOLOs, terrorist organizations, 260 87.8% 1A% 49.8% 4%
gangs)
Knowledge of procedures and
requirements for notifying SPOT
Transportation Security Manager G - & 5
" (STSM), Supervisory Transportation % | 10 e BTN | D%
Security Officer (STSO), or others,
as appropriate
Knowledge of reporting
95 requirements and procedures 258 16.3% 50.4% 32.9% 0.4%
Skill in determining the importance,
96 accuracy, and effectiveness of data 45 56.1% 18.2% adind 9.6%
97 Skill in recognizing people 264 62.5% 21.6% 14.8% 1.1%
Skill in using visual sensory
98 information to make comparisons 264 | 51.1% 20.8% 21.2% 6.8%
and/or evaluations
Skill in gathering and systematically
99 mainteining data 264 | 53.8% 20.5% 22.3% 3.4%
Knowledge of other security or law
enforcement entities, such as the
100 FBI and local police, and their scope | 259 16.6% 35.5% 45.2% 2.7%
of responsibility and authority with
respect to the work of BDOs
Skill in motivating team members to
101 accomplish group goals 263 | 59.3% 6.1% 19.0% | 15.6%
AA-38
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Table AA-5. KSAO When Required Ratings (Continued)

When Required
: Before completion After
KSAO BDO | 0ofBDO | staring |
# KSAO n | Training | Training | thejob | NA%
Skill in managing and resolving
conflicts and disagreements among & z
102 vaar members In & congructive 263 60.5% 4.9% 20.2% 14.4%
manner
Knowledge of Additional Behavior
103 Detection Training (ABDT) or other | 261 1.1% 19.2% 762% | 3.4%
behavior detection techniques
Skill in operating communication
104 equipment (e.g., cell phone, two- 264 62.1% 10.2% 26.9% 0.8%
way radio)
Creativity: Able to come up with
unusual or clever ideas about a o - 5
105 | situation or to develop creative ways wA|| “RaC 1 b |l G4
to solve a problem
Knowledge of Identity Verification
106 Call Center (IVCC) procedures 264 19.7% 24.6% 455% | 10.2%
Skill in using job-specific software
and applications (e.g., PARIS,
107 | SPOT database, on-line training il R SH || Sakh
programs)
Knowledge of the procedures for
108 | documenting employee time and 263 | 51.7% 6.8% 247% | 16.7%
attendance
Skill in providing performance o o
109 feadbaci o olhers 264 | 39.0% 6.4% 326% | 22.0%
Ability to detect or tell the
110 differences between 264 | 65.9% 12.1% 11.7% | 10.2%
(b)(3):49 U.5.C. § 114(r)
Knowledge of occupational health
111 and safety protocols and 262 | 65.3% 7.3% 18.3% 9.2%
requirements
Knowledge of equipment sign-in 5
112 and sigr-out Procedures 264 | 50.0% 10.2% 31.8% 8.0%
Knowledge of the time and/or
staffing requirements associated
13| with work assignments, training, and 0| 3R.0% 8.5% 6% | 205%
security operations
Skill in using cameras or video
capturing devices to collect and - %
114 | review information about individuals | 284 | 29-2% =% BOR | B
or incidents

AA-39
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Table AA-5. KSAO When Required Ratings (Continued)

Skill in tracking team member

ty Information (SS1)

116 | assignments, attendance, and time | 264 | 29.9% 8.0% 36.4% | 25.8%
spent on various work activities
Skill in using software to create and #
116 manage spreadsheets 264 | 45.5% 5.7% 254% | 23.5%
AA-40
ensitive Security Information (SS1)
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Appendix BB:
BDO Job/Task Analysis Survey:
Qualitative Data (Non-Managers and Managers)
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Table BB-1.

Qualitative Survey Data from Non-Managers

BDO JOB/TASK ANALYSIS SURVEY: QUALITATIVE DATA (NON-MANAGERS AND MANAGERS)

Admin
Type | UID

Comment

g,

o

g-«

:
:

.
;

g

g~

S

z

gn

Pilot | 2

(1) Currently BDOs are required to work in other special situations (i.e.,
VIPR, Playbook, ADASP). These need to be curtailed. (2)BDOs need fo
have a catch-up clause for loss of salaries over the last five years with
the TSO workforce. BDOs should also have a 6-8% bonus clause for
special work classification. (3)BDOs need to be replaced under the
AFSD-LE and taken away from the screening force. The screening
force sees the BDOs as additional persannel to be utilized as necessary
in checkpoint operations as the "BDOs don't do anything”. (4) The
wording "casual conversation” needs {o be used only in the context of a
referral. Casual conversation needs to be changed in all section of the
SPOT SOP to "engagement” or some other type of wording so as to
keep "casual conversation" strictly for a referral only. |5) Nationally we
have interviewed the entire TSO workforce at sometime for possible
transfer to the BDO workforce. Due to the nature of the BDO job
description we should now go outside of the TSO worxforce to gain as
many employees (BDOs) that are able to complete the job
requirements. (6) There is no set of criteria which will designate who
can do the BDO function. The posting and interviews should look for
personnel who are dependable, professional, hard warking, have
integrity and have the ability o work independently without supervision.
(7) Each airport needs 1o set up a procedure to help with the working
relationship with the local law enforcement community in their areas.
There are certain localities where the Prosecuting Attormey has told the
BDOs not to share the behaviors with LEOs. These local attorneys
need fo be contacted and informed of the SPOT policies directly. HQ
should contact each airport to ask for any problem they currently have
with law enforcement personnel. (8) It needs to be emphasized again
and again nationally that there is no quota for BDOs to conduct referral
screening. There are airports that do have quotas and this needs to
stop. If there are no behaviors BDOs do not makeup behaviors for a
referral due to a quota. There are STSM and AFSD-screening that hold
BDOs accountable for referrals. If one team of BDOs have consistently
more referrals than another they are praised and the second team is
chastised.

Tools/Equipment:
SOP

Other Security
Operations:
General

BDO Selection
Criteria: KSAQs/
Competencies

SPOT Program:
Communication/
Info
Dissemination

SPOT Program:
Structure

SPOT Program:
Improved
Relationships

wﬁly Information (SST)
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Table BB-1.

ensinve ity i

Qualitative Survey Data from Non-Managers (Continued)

Admin
Type | UID

Comment

2
$-
o

z

g«

o

i

o

z

gv

Pilot | 8

You need to have an over all interest in Behavior Detection Officer
work. When you are dedicated fo the job you have no problem with
being complacent. BDO work is not for everyone. | also would like to
see more training for BDOs in regards to training that is offered to other
BDOs in the mainiand US also. Because we are in State X, | think we
are forgotten sometimes and we would like to be included. We would
benefit greatly from some additional law enforcement training. Thank
You, Name X.

BDO Selection
Criteria: KSAOs/
Competencies

Additional
Training:
General

Additional
Training:
Law
Enforcement

Job Analysis
Survey:
Thank You

Pilot | 4

Being a BDO is an effective level of our security chain. Being proactive
is a plus. Please continue this program, for it truly makes difference.

BDO Selection
Criteria: KSAQs/
Competencies

SPOT Program:

Satisfaction

Pilot | 6

The BDO Program should have regular recurrent training modules
where we can observe behavior scenarios and identify the behaviors
seen. BDOs should have whispernet radios to assist with maintaining
discreet presence at the checkpoints and around the airport. BDOs
should have better networking with local Law Enforcemen. (i.e.,
collaborative training efforts). This would help each Agency understand
how they help one another. Detailed training on Local anc Government
IDs. BDOs should have a different role regarding IVCC calls.

Changing roles: BDOs should be called upon to observe the
passenger(s) for behaviors as a STSO or designee makes the IVCC
call. BDOs should be called upon to assist with observations of crowds
at high-profile or security events more often like ADASP. BDOs should
be involved in more observations of random screening with ADASP of
airport/airline employees al ACAM doors and entry gates.

Tools/Equipment:

Phones/Radios

Other Security
Operations:
ADASP

Additional Job
Duties: IVCC

Initial Training
Refresher:
Indicators

Additional
Training:
IDs / Fraudulent

SPOT Program:

Improved
Relationships

Pilot | 11

This was a very thorough survey dealing with skill sets not only required
by Behavior Detection Officers but by all of TSA.

Job Analysis
Survey: Content
Relevance

Field | x1

We have been changed 1o the screening workforce. | think this is a
mistake. We should remain under law enforcement.

SPOT Pragram:
Structure

BB-3
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Table BB-1.

Qualitative Survey Data from Non-Managers (Continued)

Semsitive Security Information (SSI

Admin

Comment

2
$-
o

z

g«

o

I

Field | x5

It would be extremely helpful if there was more training. The training
would reinforce current procedures and clarify any new!/ current
procedures. | understand that there is an SOP available but it always
helps when you have someone who is a subject matter expert in the
SPOT Program to answer our questions. In other words, recurrent
training would be extremely welcomed.

Initial Training
Refresher:
General

Additional
Training:
General

Field | 4

| had hoped that being a BDO would be more a proactive role for me at
TSA. However since getting promoted to BDO, it seems to me all we
have done is regress as a program. We have to capability to take
aviation security fo a whole new level, but we spend the majority of our
time reacting to things that happen instead of being proactive. We need
more and better training, and better screening of the candidates who
wish to become BDO's. We should make a probation pericd for at least
6 months after the class ends for new BDO's. Those that cannot
perform to standards will be released back to the workforca. We also
have too many BDO's at some airports. We should nct have more
BDO's on a checkpoint that screeners. | guess that | am just tired of
people abusing the program and using it as an excuse to goof off all
day while a few do most of the work.

Expanded
Authority:
Resources

BDO Selection
Criteria:
Process

Additional
Training:
General

SPOT Program
Overall

SPOT Program:

Satisfaction

Field | 8

| feel upper management receives valuable informaticn that doesn't get
out to BDO'S. Too much time is spent micro managing BDO'S by
STSO's that don't believe in the program. PASS should net be required
for BDO's; | should be allowed to opt out. It would help greatly if STSO's
and TSO's understood THE SPOT PROGRAM ta a certain extent to
clear up misconceptions. | am dedicated to my job | know the SPOT
program works based on my experience with referrals and | would like
to see a few things change for the better.

[Name] X, [Title] X, [Airport] X, {xxx}-xex-xo00 Work Cell

SPOT Program
Leadership:
Mgmt Support

SPOT Program:

Satisfaction

SPOT Program:
Communication/
Info
Dissemination

SPOT Program:

Structure

SPOT Program:

Improved
Relationships

PASS

Sensitive Security Information (SS1)
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Table BB-1. Qualitative Survey Data from Non-Managers (Continued)

Sensitive ity tion (SSI)

rare. There are only LEQ's occasionally in the airport terminal. | rarely
receive feedback on my performance.

2 2 o g z £
. S - g g., S S g
Type | UID Comment S S S S
It was difficult for me o answer some of the questions in the Task i o g " ;
Ratings section because | complete all of the tasks related to spot Ra'?};’:'h:fg';ﬂa; Sg;ﬁ;m Jugu?#m JO%S::J;SIS
referrals as they occur. There have been weeks in which | have had Conversation Rating Scales Thank You
several spot referrals and a month where | had no spot referrals. | am
always conducting SPOT whether | am on duty or off duty. | am always
engaging the public and speaking with the people | observe every day.
Field | 9 This program has changed my life and the entire way | look at
everyone. It is an amazing and integral layer of security. Since
becoming a BDO, | have worked with several officers that | know would
have benefited greatly from more training in "Walking the Line" and in
casual conversation. However, | am pleased to say | have worked with
the most incredible group of people that | have ever met. Thank you for
giving me an opportunity to be a voice in something | believe in with my
whole heart.
Field | 11 | NFE. MEe
The Training for BDO's is very under standard. We have no training to o o ;
speak of and are always promised to get some. | have been in this I"g::;g:'r"g ;;\rﬁr::;r;al Slzggd::sog;am
program for almost 2 years and have only seen one thing come across. General i General- Mgmt Supporl
Field | 14 | It's not right, we have to have training to keep things fresh. so we do our
own, with no help from headquarters. Someone neecs to be
responsible to help us out here. Get it together instead of making
promises.
The hiring process needs to include a personality test, anc a review of BDO Selection | BDO Selection
Field | 24 |2 applicant's social skills. There are too many people who have been | (itgria: KSAOs/ Criteria:
hired that don't like dealing with people, which is bad since that is a Competencies Process
BDO's job dealing with people.
I do not have the luxury of working with a partner. There have never Expanded SPOT Program: PASS
been enough BDO's to provide for parinering. The TSO's LTSO's and Authority: Improved
Field | 26 | STSO's do not respect the BDO position. Support from the LEO's is Resources Relationships

\smumm Information (SST)
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Table BB-1.

Sensitive s '|_ Tref " —

Qualitative Survey Data from Non-Managers (Continued)

Admin

Comment

2
$-
o

i

i

Category
5

Category
8

Field | 30

Not really sure what the point of this survey was. All of the questions
were pretty self-evident. The job skills/requirements/etc. should already
be known to Headquarters. | feel this survey was a waste of time--
asking questions with known answers and compiling the data to prove a
conclusion that any BDO already knows after a few days cn the job. I'm
puzzled.

Job Analysis
Survey: Content
Relevance

Field | 32

When working as a BDO | believe working with people who you are
friendly with really helps. Communication is a major key in getting the
job done well. | notice that some people who may not be friendly with
one anather do not communicate as well as they should.

BDO Selection
Criteria: KSAOs/
Competencies

Field | 34

It seems airports nationwide are using G-Band BDOs in diifering
capacities. What should G-Band BDOs be doing in regarc to
supervisory duties, etc.? | believe it is VERY, VERY IMPORTANT to
screen individuals applying for a BDO position for their teamwork skills.
| have worked on a team that at times can be very dysfunctional. And,
some of the team members that are issues were issues before they
came to the BDO team. | realize that this is a local hiring issue.
However, maybe the national program office can put the pressure on
airports to ensure that this is one of the most impartant points to
consider when hiring. Also, | realize the amount of standing/walking
that is required for the pasition. However, there could be some ways to
alleviate some of the standing requirement during down times such as
alternate duties of some type? | have had problems in the past with my
feet, but I know | am not the only one. | can make it through the day,
but it is mentally challenging, as | know it is for others. Over time, in the
near future, or years down the road there will be BDOs with serious
medical issues because of the required standing time and the surfaces
we stand on. There could be an ergonomic solution.

Expanded
Authority:
Supervisory-type
Responsibilities

Work

Conditions:

Fatigue

BDO Selection
Criteria: KSAOs/
Competencies

SPOT Program:

Airport
Differences

w Security Information (SST)
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Sensitive Security
Table BB-1. Qualitative Survey Data from Non-Managers (Continued)
2 2 o £ z z £
- $- g« o gv g., go E.. gu
Type | UID Comment S S S S
e s | o e o A o lack | SPOT Program | SPOT Program | SPOT Program [ SPOT Program: | SPOT Program: | SPOT Program: | PASS
- tovorsioht: Sura. it ks nice o 12k fifis oft vithout Overall Leadership: Leadership: Satisfaction | Communication/ Airport
gement oversignl. sure, IL IS nice 10 (a ime off withoul any 3
problems. Itis also nice to be free to move and transition nto PMr:ager Mgmt Support Di Inip ; Diflerences
checkpoint and playbook without asking anyone. On the cther hand enGe Ssemination
though it feels like it doesn't really matter if we are here or not. Whether
we stand stationary with a blank stare daydreaming or aggressively look
for behaviors it feels like no one cares. One referral a year or five a day
it doesn't seem to matter to anyone. | guess what I'm trying to say is
that work ethic doesn't play into favorable actions or advancement.
Have a good relationship with the office is all you need. And you get
that relationship by being in the office and not working SPOT which you
Field | 37 | gothired for. This all starts with a hands on manager who believes in

the program which we do not have. We have X [number of] BDOs
currently working at this airport and one STSM with various other
duties. SOP changes and questions are being received and digested
by non-SPOT trained individuals. This leads to policies nct congruent
with the spirit of SPOT which all BDOs here live every day. This
concemns me due to the fact that we seem to be operating on local SOP
rather than the national SOP. As a matter of fact last year in 2003 we
didn't receive a copy of the new SOP until about June even though it
was suppose to take effect earlier in the year. | love this program and
its benefits. The history and practical applications are an invaluable
asset to the whole TSO organization. The only problem is the

management and guidance afier the class is done.

Nve Security lnfonmtlon (SS1)
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Table BB-1. Qualitative Survey Data from Non-Managers (Continued)

2 2 2 o £ z z £
§ H : H
- o § © ] 0 © ~ ©
Admin H g g
Type | UID Comment S S S 3] i S
Behavior detection is a vital part of security, however we NEED the Expanded  [Work Conditions: | SPOT Program:
tools to SUCCESSFULLY complete our mission. This mean we need Authority: Safety Satisfaction
expanded authority to deal with situations that arise without the need to LEO-type
"out-source” the issues to local Police Departments or ulher agencles Responsibilities
Often times the BDO is utilized in
nit placing us in various situationd (P}(3):49 U.S.C. § 114(n
(0)(3)49USC.§ 114(D )
Field | 38 | checkpointis designed Io find (he bomb, we are designed to find the
bomber (or at the least deal with individuals who are displaying
behaviors beyond aim_imwduamw_umm.wr_[
mission end there?|(b)(3):49 U.S.C. § 114(n)
(b)2)49USC.§ 114(n
| would require, prior to becoming a BDO: :
The basic ability to memorize information &?31? i%c:oo';
Field | 39 | Easily adapt to change Competencies
A general knowledge test
An endurance test
Working as a BDO requires one to have a good grasp of the entire BDO Selection
Field | 42 | ¢ nction of TSA screening with its many dynamics. Criteria: KSAOs/
Compelencies
Field | 43 Arg the surveys ever going to be sent out to standardize the program Misc
nationally?
The home airport should not be in the hiring process. It needs to be BDO Selection | SPOT Program | Managing
other BDO's from other airports on the interview board including Hand | | Criteria: Process |  Leadership: Under-
band positions. The earlier airports in the program who did this have Manager performance
Eield | 44 better programs. Attendance and light duty should be considered prior Background
to the hiring or interview process. The assist team should be able to
identify weak BSO's and remove them out of the program. H bands
who do not know the program and who do not work the floor should
also be removed.

\kmiﬁ\re Security Information (SSI)
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Table BB-1. Qualitative Survey Data from Non-Managers (Continued)

o 2 o E‘ 2 z e 2
Admin Er g« gﬂ gv ga §° Eh- go

Type | UID Comment i 3 3 ] ]
Field | 4g | You dorealize that we received this survey over one month after the Job Analysis

your submission deadline of 02/03/2010- Su;;»; meﬂt

Vi

1. Perhaps the survey says more about the personality of he BDO | oy e ioment: | BDO Selection | Initial Training | Intial Training | Job Analysis

EAENIRG S0, SCR M S e O R I By, 2. | SPOT Assist Criteria: Refresher: Refresher: | Survey: Content

wasn't informed when | applied for the position of BDO just what the job Cards Process'; General ) Indicalors‘ Relévance

entailed and what the desired characteristics would be for the position.

This needs to be more explicit for future candidates. 3. Current BDOs

desire and deserve education commensurate with what the are

provided.[(b)(3):49 U.S.C. § 114(r) |
Fiold | 45 [P@ABUSCF 1140)
Field | 50 | !ound with some of the questions that there were 2 questions asked at Job Analysis

the same time. Survey:

Format/Design

| am scheduled fo attend the ABDT class next week and have been Additional Training:| SPOT Program | SPOT Program

looking forward to attending this class 1o further hone my skill as a ABDT Standardization: | Standardization:

BDO. Ifeel this training will be a giant leap forward in my ability to Visits Importance

effectively observe passengers, There is a significant need for the
Field | 5 Standardization Team to make annual visits to airports as a tool in

assisting BDO's in maintaining focus, as well as accuracy in what we

do. The one time this airport hosted the Standardization Team was, in

my opinion, one of the most significant event that went a long way in

providing a deeper understanding in properly conducting behavior

observations. Unfortunately, they have only been here once.

Sensitive Secur?

tion (SSI)
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Qualitative Survey Data from Non-Managers (Continued)

Table BB-1.
2 2 o g z z £
), A R
Type | UID Comment S S S o
: It's too bad the top brass here at Airport X is not on board with the SPOT Program
okl | 53 | 78 o0 Sadinelop - Leadership: Momt
Support
| believe it would better the program to have individuals from outside BDO Selection Additional
airports handle interviews with BDO's candidates rather than the BDO | Criteria: Process Training: General
Managers from the airports requiring the BDO's. | befieveittobe a
conflict because the Managers are possibly looking for specific people
Field | 54 | that they may know or have heard of being a better prospect. | also
believe that BDO's should be given the opportunity to study languages
or other courses that may better them at their job and that the
government should cover the expenses as long as the participant
passes the courses.
| BELIEVE THAT IT WAS A POOR DESCISION TO REMOVE AND Tools/Equipment:
DESTROY OUR BEHAVIOR AID CARDS, BECAUSE A FEWWERE  |spOT Assist Cards
Field | 56 | CARELESS WITH THEM. NOW WE HAVE NO REFERENCE OR
STUDY GUIDE. WE ARE ADULTS AND UNDERSTAND
RESPONSIBILITY.
| think we need more Intel and training to keep us moving ahead. Training | |nitial Traini i POT P 9
ke Videos of behaviorsfom airport thathave cel thalshow examples | " Raocnar”  Training: General|Conmimeston
Field | 58 of passenger's behaviors. The last bomber attempt, on Christmas day in Indicators Info
Detroit, would be a good video to see, if there is one. Seeing behaviors Dissemination
instead of just reading about them would be a wonderful thing o add fo
our program’s training.

Sensitive Security Tn i
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Table BB-1. Qualitative Survey Data from Non-Managers (Continued)

Type

Admin

uiD

Comment

o

o

Category
3
cm:ory
Category
5
Category
6
Category
7
cmagory

Field

59

Here at Airport X, our communication abilities are limited to the use of
cellular phones, that only some BDO's have. Those who were not issued
phones either have to use their own personal phone or sign out a phone,
if there are any available. We are also responsible for signing out a
radio, one per team per terminal, before our shift. The radio, fo simply
put it, is very large and bulky, and heavy to say the least. Furthermore,
we are not allowed to utilize the radio to contact one another or to
contact another BDO team or a checkpoint. This huge heavy radio is for
us to monitor if there is a security breach. We have asked our FSD staff
repeatedly for the whisper radios, the radios checkpoint personnel utilize,
but on each occasion that idea what dismissed or the answer was “no.”
My thought, and the thought of my fellow BDO's, is that we need those
same whisper radios lo effectively communicate o our pariner as well as
the checkpoint officers. When the STSO, LTSO, or TSO al the
checkpoint is needing a BDO for whatever reason, liquid testing or IVCC
or to cbserve a passenger, he/she would have instant communication
with the BDO team at his/her checkpoint. The point | am trying to make
is that communication with a BDO team at the checkpoint, or while
conducting VIPR/Playbook or other activities, is vital. That type of
communication between the checkpoints and BDO's is also very vital.
Lastly, we as a team have discussed the possibility of having someone
from BDO headquarters come down and speak to the BDO's here at
Airport X. Or nationwide for that matter. | feel it would give us all a better
understanding if the BDO's nationwide knew our BDC leadership and
what he/she does within the organization, to give us some kind of
“personal” contact as to who you (BDO leadership) are and share your
thoughts about the SPOT program. Also maybe an open forum where
questions could be addressed. As | stated, we were wondering if this
was a possibility only and not a request or demand. | think we would just
like to get to know our SPOT/BDO leadership.

Tools/Equipment:
Phones/Radios

SPOT Program
Qverall

BB-11

\sﬂsﬂm&uﬁly Information (SST)

WARNING: THIS RECORD CONTAINS SENSITIVE SECURITY INFORMATION THAT IS CONTROLLED UNDER 49 CER. PARTS 15 AND 5201

AND [520, EXCEPT WITH THE WRITTEN PERMISSION OF THE ADMINISTRATOR OF THE TRANSPORTATION SECURITY ADMINISTRATION OR THE SECRETARY OF
FOR U5, GOVERNMENT AGENCIES. PUBLIC DISCLOSURE GOVERNED BY 5 US.C. 552 AND 49 CFR. PARTS 15 AN

S RECORD MAY BE DISCLOSED TO PERSONS WITHOUT A “NEED TO KNOW.™ AS DEFINED IN 49 CER PARTS 15
{. UNAUTHORIZED RELEASE MAY RESULT IN CIVIL PENALTIES OR OTHER ACTION.




/60900 - #1000-Gl VSL

TS . (SSI)
Table BB-1. Qualitative Survey Data from Non-Managers (Continued)
2 2 e [ (5 2 2 y
o o - §' § §
Admin - g« g 0 © ~ g
Type | UID Comment (4] 8 5 8
I find it difficult to perform the duties of BDO recently due to the great | yoo1g/Equipment: | SPOT Program | SPOT Program:
fluctuation of operating information being received. The fact that we SOP Overall Communication/
have been deprived of the most valuable asset to the program without Info
Field | 60 | any advanced warning, and no way fo prepare for this transition has Dissemination
made it very difficult to perform these duties. | truly feel that a new SOP
should be forthcoming very soon to clarify all the operating
misconceptions that have transpired.
: 3)49
HEATUS L. ST ork Conditions: S)é(); § SPOT Program
Fatigue 114(r) Overall
Field | 67
Field | 73 | Hope the responses help with evaluation analysis. Misc

Sensitive Securily
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Table BB-1. Qualitative Survey Data from Non-Managers (Continued)

TERE
= S R N

£ £
[

uiD Comment

Categ

6
Category

7
Categ

8

Field

| think taking our SPOT Assist cards were not a good idea There are . . . .
those that lost their cards but there are also those that were responsible Tﬁfgﬁﬁm SPO('}fv:rOﬂ!am (S::OT Prggrt?':} SJafb mThvzlsk
enough to keep up with them. | feel that removing the cards was a Cis d: L mm;r;cl‘ca rva\):w o
blanket punishment which, unfortunately, affected those that work hard Disseminali

to follow all rules and be responsible for our belongings. Issemination

0)(3) 49 USC.§ 114()

76

| know | am probably beating a dead horse here but maybe someone
should look into the BDO's having different uniforms from the
checkpoint TSO's. | know that the program is supposed to be a
seamless operation but people/travelers already know what we are
doing out there. They can lock at it on the news or on the internet
...people are talking and BDO's and the basics of what we are doing is
not a secret. Since they already know who we are and what we are
doing, | think it would be a good idea to have uniforms thal separate us
from the checkpoint. Each day we are harassed about getting bins or
checking tickets at the TDC, or opening another lane since it is “their tax
dollars that pay our salaries”. In many cases it does make it difficul to
stay focused on the matter at hand. People become rude and
belligerent and it sometimes gets the other passengers going. Thank
you for offering this survey to me and thank you for taking the time to
take some of my comments into consideration. | just hope that | am not
the only ane to feel this way about certain things so maybe something
can be done to positively change the way the BDO program works!

Sensitive Security Information (SS1)
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Table BB-1. Qualitative Survey Data from Non-Managers (Continued)
£ 2 2 (5 2 2 y
Admin gq— §N §H < gn go §|- ’?c
Type | UID Comment 8 8 i} 8
Different size airports treat and utilize BDOs differently. FSDs and SPOT Program | SPOT Program:
Field | 78 | SPOT coordinators are given too much authority on how they want to Overall Airport
run SPOT and deviate from what is taught in class. Differences
Field | o | Some of the questions asked needed more choices that pertain o our Job Analysis
actual job function. Survey: Rating
Scales
Many questions on the survey were very vague and could have been Job Anahvsis
answered several way's depending on how an individual perceives a Siriey: R:tin
Field | 84 situation. The survey cannot get desired results in my opinion unless Nsecyéles 9
the questions give the exact scenario in which the person may be in
and having to react to. This comment Is in reaction to questions from
the task ratings section of the survey.
| think that the serious lack of follow-up training has a major impact on Initial Training | SPOT Program:
how we do our jobs, Also dissemination of information is terrible. We Refresher: Communication/
Field | of look to the FAQ site for anything that might change our SOP but often General Info
get the same questions answered different ways by different people so Dissemination
that no one knows what the proper way is. | believe a more central way
to get information out would be better for BDOs in general.
EXNHILSC. 51190 Expanded SPOT Program | SPOT Program: | Job Analysis
Authority: Leadership: Airport Survey: Content
Resources Mgmt Support | Differences Relevance
Field | 92
I'd like to see a survey that addresses BDO job satisfaction in their :
Field | 93 airport and the national program. Mo

\‘ﬁmili.ye\%curitv Information (SST)
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Sensitive Securiry tion (SSI)

£ 2 g E (5 2 g' y
Ao g-r- §u gn D= gm §'o gh §w
Type | UID Comment 8 8 3] 8 8 ]
Field | 96 | | am scheduled to receive ABDT on [Date] X. Misc
o : : BDO Selection
Field | 97 | Team work and ability fo work independent are the mast important. Criteria: KSAOs/
Competencies
BD 0.2 b tat ::vas been \;:alered down, ihe hiring Drocess | 44 Equipment: | BDO Selection | SPOT Program | SPOT Program:
: geds o be more stingent, We need ihe cards back IDY3)49 U. 1| spor asgit Criteria: Overall Satisfaction
Field | 98 (b)(3) 49 US.C.§ 114(n Cards Standards
To be a BDO you need 1o be prepared to stand for long periods of time, | BpO Selection
putting miles on your pedometer, keep your eyes open, observed Criteria: KSAQs/
Field | 100 | everything around you, turn what you see into the matching numbers, Compelencies
keep a running total in your head for the multiple people you are
observing while everything around you is changing.
HEHISE. S0 Other Security | Job Analysis
Operations: Survey: Rating
ADASP Scales
Field | 101

Sensitive Security Information (SS1)
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Table BB-1. Qualitative Survey Data from Non-Managers (Continued)

£ 2 2 (5 2 2 y
= I S AR
Type | UID Comment 8 i} 8
The only comments | would make are very few. | enjoy working in the 2 . i !
BDO program and feel il is a very necessary program, | dc believe that Cr‘iatear?a?Se:l?dand‘;nrds SF’SC;LT;%;T ' Mamlrng Siﬁeﬁﬂﬂmv:l:k
there are some individuals in the program that do not possess the skills performance You
to do this job properly. | do not know if they would beriefit from
retraining or if they have the mentality that this is just another job. I find
this attitude to be very dangerous. | see this program evolving
constantly to become a very professional and streamlined program. |
Field | 109 | feel as though some of the personnel will not be up to the challenge of

direction the program is heading. | feel we may need 1o reevaluate
some of the current personnel. We must also make the interviewing and
training process as selective as it once was. | am aware that every
workforce has the proverbial ten percent rule. In our community that
cannot be an expeclable way to do business. We have to be the tip of
the spear and always on fop of our game. | thank you for the
opportunity to help in this process.

Field

Give the assist cards back and just go after the individuals who lose ; 1
them. They are for assistance because everyone has a brain fart now Tngislg‘?mnt.
and then and we just don't remember which behavior goes with which Cards
value, so we check the cards to make sure. You also have BDOs that
have only been in the program for 6 months as well as those who have
111 | been here for 5 years. This is punishing the masses for the

indiscretions of a few. Keep the cards with the SIDA badges and you
are less likely to lose them. Find a solution to the problem other than
the one that was chosen, all it does is hurt the BDOs and the program.
It also makes it look like you are sefting up the BDOs lo fail the PASS
tests., Also give those BDOs that would like to leave and return to the
floar the ability to do so.

Career Path

Sensitive Security Information (SS1)
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Sensitive Security Informa

£ 2 2 2 (s i 2 ey
§ [ - -] - é §
Admin - o g g 0 © ~ ge
Type | UID Comment 8 (4] 8 5 8
In the task ratings | mostly put the importance leve! at 5. As a BDO you Job Analysis Job Analysis
know each part is just as important as the next. It's an accumulative Survey: Rating | Survey: Content
thing with us. Some things are marked 2, somewhat difficult. due to the Scales Relevance
gl A goigence O UNROOAn gl aa.d
(b)(3)49 US.C. § 114(n
you know your need to reference materials. A BDO who thinks they
Field | 112 | knowit all is not a BDO at all. Some questions just didn't apply or the
list of answers o choose from weren't quite right for our airport
situation. Some answers may be on the more difficult side due to
extenuating circumstances, not the actual task the question is referring
to. As for the KSAQ questions, some things are easier to learn than
others. Some people given the chance at those things would flourish,
they just might need the education.
| find some of the ratings in this survey to be somewhat vague. My job Job Analysis
differs from day to day based on many different aspects (E.g.. The job Survey: Rating
assignment for the day, passenger flow, efc.). So to say | always, Scales
Field | 114 weekly, monthly, etc. perform these duties is not accurate, If the
situation requires me to perform these tasks | do, because that is what
is required to do my job effectively. Some days | may not have the
opportunity to perform some of these tasks. | hope in the future there
will be a better way to rate some of these tasks.
.' — - Other Securi Expanded
(b)(3):49 U.S.C. § 114() Ope'rgt?gr“‘;',“f A’l‘ﬂ:’; o
3 iy ing my main ' L
Field | 122 | iob [anvean-d0iia e 8 444/n Playbook Resouroes
(b)(3)49 US.C. § 114(n)
{b)(3):49 U.S.C. § | End of rant.
| have enjoyed being a Behavior Detection Officer for the last two years. Work Conditions:
The job is always interesting because of the different people that travel Job Satisfactio n.
Field | 130 | through the airport each day. | have been lucky enough to become part
of a great team with people who are dedicated to keeping the traveling
public safe and secure.

BB-17
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Comment

)
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2
o

Field

131

(b)(3):49 U.S.C. § 114(n)

based screening functions. BDOs also need more leadership, which
should be achieved by creating a competitive "G Band BDO Supervisor"
position similar to how the Coordination Center is set up. 17+ BDOs
with 1 STSM is not sufficient leadership.

Expanded
Authority:
Supervisory-type
Responsibilities

(D)(3):49
US.C.§ 114
)

Category
3

£

8

Category

Additional
[Training: General

SPOT Program
Leadership:
Manager
Presence

Field

132

| feel that TSA should offer BDO's additional choices for shoes that are
better for our feet. We do not get a chance to sit like the TSO's do on
occasion, 5o our feet and back are super sore and tired. Also, the type
of environment that we have to walk on affects our back and feet. Our
checkpoints are concrete and they are slopped, so that is very hard on
our back while standing and walking. Also, | think that BDO's should
be allowed to carry the SPOT assist cards. We walk around the entire
airport and occasionally something regarding SOP needs 1o be
addressed. Plus, | don't have any access to a SPOT SOP on the
checkpoint, so it makes it very difficult to research a question regarding
SOP on something when you need an immediate answer during a
referral,

Tools/Equipment:

Shoes

SPOT Assist
Cards

Tools/Equipment:

[Tools/Equipment;
SOP

Work Gonditions:

Fatigue

Field

140

Overall | have been very satisfied with the SPOT program. | do feel that
it was a big mistake getting rid of the SPOT assist cards due lo certain
BDO's losing their cards. | believe that the SPOT assist cards were a
great tool to help keep us sharp and to make sure we are not
misapplying paints specifically on behaviors that are not used that often.

Tools/Equipment:

SPOT Assist
Cards

SPOT Program:
Satisfaction

Field

141

| appreciate the opportunity to complete this survey. | would like to
inform that each individual break down of leaming difficulty made it
seem easy to learn. However it was a very intense training, that many
people had a hard time completing. | was fortunate enough to be able
to pick the behaviors out easily, apply the proper point value and make
referrals as necessary. | feel fraining was adequate and | look forward
to continuing in the BDO program.

Initial Training

Job Analysis
Survey: Rating
Scales

Job Analysis
Survey: Thank
You

Sensitive Security Information (SSI)
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Table BB-1. Qualitative Survey Data from Non-Managers (Continued)

stressed on the job resulting mainly from very long hours of walking
and/or standing during the shift.

2 2 %‘ [ (5 2 2 y
o -
Adnin I rFirlrir r
Type | UID Comment 8 i} 8
To be a great BDO, one must be able to think outside the box. Things BDO Selection
Field | 142 | a& ot always black and white, we decipher the gray matterin Crieria: KSAOs/
between. A BDO must always be critical in thinking and questioning Competencies
everything. (b)(3):49
The SPOT Program is a vital additional layer to our securi ess. In - - - U.S.C.§ 114(n) ;
order to maintain the program’s effectiveness [(b)(3)49 U.S.C. § | | "ba Training | _ Addiional [OT Program:
Field | 146 Refresher: Training: OLC Batisfaction
(b)(3)49 U.S.C.§ 114(D Gonsidl
Job Analysis
Field | 147 | n/a Surve;:
No Comment
) Job Analysis
Field | 149 | NO COMMENTS Survey:
No Comment
On some of the questions, it asks how frequently you perform a task. Tools/Equipment: | Job Analysis
Well that is subjective. Sometimes you can have a referral per day or Phones/Radios | Survey: Rating
you can go a month without doing a referral at all. Also, in “Duty C" of Scales
Field | 152 the Task Ratings section, most of those skills are performed on every
referral, but if you only have one referral per week or even month, the
frequency is skewed. The next concern is the communication. It would
not be so difficult to communicate if given the proper equipment or
resources to do so.
The welfare, health and safety of BDO's is of paramount importance to e P
meet goals of the program, It is therefore important that management Wnrl-ts(};gg:hnns. WnrkF(a)nqgggm i Stg:d::g%r:m
Field | 153 | take steps to ensure that BDO's do not get injured or physically Mgmt Suppo.ﬂ

—___ Sensitive Security Information (SSI)
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Table BB-1. Qualitative Survey Data from Non-Managers (Continued)

SeTY ity Information (SS1)

Type

Admin

uip

Comment

&

g,.

o

g

8

Category
3

Category
a4

&

gm

:
EO

Category
7

Category
8

Field

There were no questions relating to BDO Plain Clothes Operation. This
should be included in the next survey. Also, there should te an
allowance for Plain Clothes Officers to purchase clothes. Plain Clothes
Officer is a required position/activity. BDOs should be able to evaluate
their leadership and have that reviewed by the top level leadership. This
is a new program and the wrong leadership can send it into a negative
tailspin quickly. BDOs should have better access to CBP. BDOs should
have more mmmumcahcn with BDO units outside of the I-US Each

could lea ach . A national BDO confe |
are
BDOs shouk:l have larger email boxes. We receive a
lot of Iarge files with graphics. These files should be able to be kept not
deleted because storage space is so limited. Money allocated for radios
for BDOs no matter the size of the airport. Handheld electronic
equipment that translates different languages for speaking with
individuals and deciphering documents.

Tools/Equipment:
Phones/Radios

Other Security
Operations: Plain
Clothes

(D)(3):49
USC.§
114(n)

SPOT Program
Overall

SPOT Program:
Communication/
Info
Dissemination

SPOT Program:

Improved
Relationships

Job Analysis
Survey: Content
Relevance

Field

156

| think the BDO program needs to have more training and more schools

offered. | also think ihalmmmnlhaLhasﬂD.Qs.shmd.nm.Telr
(wn Snot Mananer [(D)(3):49 US.C. § 114(1)

(b)(3):49 US.C. § 114(n)

(bUNA49USC § 114D JeB0Uprogramisa
great program but we need more guidance and training to make this an
effect program.

Additional Training:

General

Additional
Training; ABDT

SPOT Program
Leadership:
Manager
Presence

SPOT Program:

Satisfaction

Field

158

NA

Job Analysis
Survey: No
Comment

BB-20
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. Qualitative Survey Data from Non-Managers (Continued)

Sensitive 1 tion (SST)

Comment

&

g,-

o

gu

i
8

Category
5
Category
6
Category
7
Category

Field

159

| believe in the SPOT Program wholeheartedly. In order to be
successful in this job you must have the ability to be independent and
know how to manage your time. Strong leadership and support is a
must from the STSM/TSM. | believe the program in my area would not
work without the leadership, support and commitment from the FDS and
STSWTSM. A very important skill required before you become a BDO
is writing. You must know how to write a report using correct grammar,
punctuation etc.

BDO Selection
Criteria: KSAQs/
Competencies

SPOT Program
Leadership:
Mgmt Support

SPOT Program:
Satisfaction

Field

160

| would like 1o see the BDO program become more involved with
national security. The information BDO's receive is limited due to the
fact there is such a low level of security clearance. If the individuals
involved in the program were allowed 10 receive a higher level of
clearance, the information high way would open up enabling BDO's to
have all the tools necessary in order to perform our duties more
efficiently.

SPOT Program
Overall

SPOT Program:
Communication/
Info
Dissemination

Field

161

Airport X BDO's: | wish upper management cared abcut the BDO's in
Airport X and give us phones or radio's to communicate with like they
do with the checkpoint TSO's. | also hope they will respact the technical
track the BDO's have chosen and will one day promote F band BDO's
to G band BDC's. Thank you.

Tools/Equipment:
Phones/Radios

SPOT Program
Leadership:
Mamt Support

Career Path

Job Analysis
Survey: Thank
You

Field

163

| am one of [the] survivors of the original baggage screeners at our
airport. My BDO instructor/OJT mentor said | was the top of our first
group of BDO trainees. My STSM ordered me not to make any
comments lo anyone outside my immediate chain of command at
Airport X.

Misc

Field

169

The BDO job requires numerous hours of being on our feet and
constant mobility. It would be nice if we could have the benefit of TSA
purchase of a better walking shoe with a good arch support. |
personally purchased a pair of shoes that cost me §150 and this
stopped any foot problem.

Tools/Equipment:
Shoes

Work Conditions:
Fatigue

Field

170

During our in briefs we do not really get any SPOT related Intel. Most
Intel we get through other Networks and airports.

SPOT Program:
Communication/
Info Dissemination
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Table BB-1. Qualitative Survey Data from Non-Managers (Continued)

Sensitive Securily jon (SST)

Type | UID

Comment

&

;.-

o

gu

Category
3

Category
5

Category
6

Category
7

Category
8

Field | 173

When | entered the program the seniority was set in a particular manner
(BDO start date). That continued for 3 terms/shift bids. Then this latest
round it was changed and drastically affected my seniority. Please
come up with a defined BDO policy as far as seniority goes. lf thereis a
difference between F and G bands please define it as locally it has
been defined but they refuse to explain in quantifiably what the
differences are.

SPOT Program:
Seniority

Career Path

Field | 174

The initial SPOT training emphasizes too much on remembering the
point values and learning the behaviors. This time could be better used
studying the dynamics of the program, things such as walking the line
and etc....Memorization of the behaviors, which category they are in,
and assigned point values will come with experience. Many new BDOs,
especially those who will be the first at their airports, return from the
initial training slightly unprepared.

Initial Training

Field | 177

Recently, all BDO assist cards were taken away. We were fold that
they were not necessary to perform the job, but | feel that they are. For
the most part, | have all the behaviors and point values memorized, but
in certain situations, such as when a passenger appears to be
displaying suicide bomber indicators, it is extremely helpful to have a
reference available.

Tools/Equipment:
SPOT Assist
Cards

Field | 179

Perhaps the approval of prospective BDO candidates should be held at
regional or national levels rather than the local airport level, Solve the
issue of seniority by using the last promotion date rather than entry of
BDO program date. To those who were promoted into the BDO
program, this will have no effect. To those who were translerred into the
program without promotion or salary increases it can make a major
difference.

BDO Selection
Criteria: Process

SPOT Program:
Seniority

Field | 185

Survey was a bit unpleasant to take because of the format. Unable to
use the TAB button to continue to next entry was very frustrating. | felt a
lot of the questions were repetitive and it became frustrating.
Nonetheless, | was glad to participate.

Job Analysis
Survey: Content
Relevance

Job Analysis
Survey:
Format/Design

Job Analysis
Survey: Thank
You

\smmg&mﬁ:y Information (SST)

BB-22

WARNING: THIS RECORD CONTAINS SENSITIVE SECURITY INFORMATION THAT IS CONTROLLED UNDER 49 CER. PARTS 13 2
AND 1520, EXCEPT WITH THE WRITTEN PERMISSION OF THE ADMINISTRATOR OF THE TRANSPORTATION SECURITY ADMINISTRATION OR THE §
FOR US. GOVERNMENT AGENCIES, PUBLIC DISCLOSURE GOVERNED BY S US.C, 552 AND

§ 15 AND 1520

I OF THIS RECORD MAY BE DISCLOSED TO PERSONS WITHOUT A “NEED TO KNOW.” AS DEFINED IN 49 C_FR PARTS 15
LOF TRANSPORTATION. UNAUTHORIZED RELEASE MAY RESULT IN CIVIL PENALTIES OR OTHER ACTION,




801900 - #1000-Gl VSL

Sensitive \ ion (SST)

Table BB-1. Qualitative Survey Data from Non-Managers (Continued)
£ 2 2 E‘ (5 2 2 y
)
Admin g 5 § “ § = g g = g 8 .§ 3 § .
Type | UID Comment 8 8 i} 8 8
) (b)(3)49 US.C. § 114(n Job Analysis
Field | 187 Survey: Rating
Scales
| have found that the people | have worked with as a BDO that have a BDO Selection Additional Training for | SPOT Program
Law Enforcement/ Security/ Military back ground regularly performed at Criteria: Training: ~ |Managers: BDO | Leadership:
a higher level. They seem lo have a better skill set and are better at the Background/ General Initial Training Manager
job. Those without the skills can leam but function at lower levels. Experience Background
Field | 190 | Training for EBDO's and Managers should be given as soon as possible
to assist in their abiliies and improve the team as a whole. The
appointing of non-certified managers to oversee the program should be
ended as it tends to allow for confusion and frustration due lo the way
some are allowed to modify/interpret practices and procedures.
Qur Airport X, should be allowed to have plain clothes BDOs. We also Tools/Eal " . . -
quipment: | Other Security | Other Security | Additional Job
Field | 194 should have g, ;ss'i'fdhpzmgém b pe”""“I;"" duties '"S'Ejad o | Prones/Radios | Operations: | Operations: | Duties: IVCC
(b) 3 49 USC.§ 114() General Plain Clothes
| understand the importance of being able to articulate the behaviors SPOT Program:
identified in a referral situation but | think that BDO's with experience Passenger
Field | 196 | should be able to Lse common sense and airport experience to select Selection
passengers for additional screening and referrals even if they do not
reach a referral threshold.

\

Sensitive Security Information (SS1)
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Sensitive it ion (SSI)

Qualitative Survey Data from Non-Managers (Continued)

Type | UID

Comment

&

g,-

o

gu

i
8

%"

Category
5
Category
6
Category
7
Category

Field | 201

Behavior Detection Officers should not be deployed at any airport under
any circumstances at any airport without a Transportation Security
Manager (Behavior Detection Officer). We have a POC but they are
always going to be concerned with the X [number of] TSOs under them
rather than X [number of] BDOs. The morale of the SPOT program at
our airport has dropped significantly since we were placed under PASS
and are being evaluated by someone who has never performed the job.
How can someone who has never assessed behaviors on the job or
conducted a referral assess my performance as a BDO? | have been
deployed and worked with a TSM helping BDOs and speaking up for
them. It was refreshing to have someone that has some authority to
help and to advise. The airport management always speaxs to the G
band BDOs o try and solve problems with the SPOT workforce even
though it is a non-supervisory position. This puts the G band BDOs in a
tough situation because they have no authority over F band BDOs. The
G band BDOs should be considered supervisors or there should be a
TSM (BDO) at every airport where SPOT is performed.

Expanded
Authority:
Supervisory-type
Responsibilities

SPOT Program
Leadership:
Manager
Presence

SPOT Program
Leadership:
Mgmt Support

PASS

Field | 202

Parts of this survey, although relevant are not performed at this
particular airport as directed by management. It is difficult to answer
with vague answers, would have preferred to add necessary bits
instead of using NP, NA, etc. Thank you for the opportunity to answer
this survey.

Job Analysis
Survey: Rating
Scales

Job Analysis
Survey: Content
Relevance

Job Analysis
Survey: Thank
You

Field | 203

| and my partners have difficulty in positioning myself to conduct SPOT
observations due to the layout of my checkpoint. It would be nice for
that to be considered for any revamping, rearranging, or the building of
checkpoints.

Misc

\Wmﬁlv Information (SST)
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Table BB-1. Qualitative Survey Data from Non-Managers (Continued)

uip

Comment

&

g,.

Category
3

Category
4
Category
5
Category
6
Category
7
Category

Field

207

Master and Expert BDOs perform exactly the same functicns, yet are
not in the same pay grade. | believe that all Master BDOs who have
been on the job for a period of one year, and have performed at
Exceeds or Role Madei level should automatically be promoted to
Expert level. : [

(b)(3)49 U.S.C. § 114(n)

Olher Security

Operations:
ADASP

Career Path

Field

B)3)49 USC. 114(r)

210 ||

b)(3)49 US.C. § 1

T training in invaluatle for
providing another layer of sewr‘rty for the traveling public.

SPOT Program:
Satisfaction

Field

21

Thank you for allowing me to participate in this survey. | look forward to
the continued development of the TSA/BDO program, The entry level
standards for getting into the program should be raised and | think
some of the questions were on this track. We were set back from the
beginning at our airport because of some of the officers that were
allowed into the program that would not have made it had they been
tracked properly before they applied for the program. Fortunately our
program managers have been able to do the necessary paperwork that
was not done prior to certain individuals getting into our program. Their
effort has improved our BDO program significantly but the mistakes cost
us two years of development since we first rolled out the BDO program.
The program will move forward more quickly if we raise the bar sooner
rather than later.

BDO Selection
Criteria: Standards

Managing
Under-
performance

Job Analysis
Survey: Thank
You

T———————— ______Sensitive Security Information (S81)
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Table BB-1. Qualitative Survey Data from Non-Managers (Continued)

£ 2 2 (5 2 2 y
Admin g S § o § = * g » g i .% 3 g .
Type | UID Comment 8 8 3] 8
Most of this survey was irrelevant. | think you will find that people lost Ofher Security | SPOT Program | Job Analysis
interest because they spent an unnecessary amount of ime answering Operations: Overall Survey: Content
questions that were common knowledge. If you wanta rea Playbook Relevance
assessment about the factors influencing my job{(D)(3):49 U.S.C
(0)(3):49 U.S.C. § 114(1)
Field | 21
, Tools/Equipment: | SPOT Program:
é The assist cards are an important aspect to the BDO's function. The SPOT Assist Cards | Communication/
Field | 217 | 15l of G-bands shouid be made more clear with regard to F bands. o
Dissemination
All BDO applicant need to meet the following requirements BEFORE BDO Selection
they go through the BDO training: Criteria: KSAOs/
All applicants must pass the physical background requirements of Competencies
standing on their feet for long periods of time.
Field | 220 | All applicants must have a background in security knowledge PRIOR of
becoming a BDO.
Basic knowledge of TDC identification must be a requiremant PRIOR of
becoming a BDO.
If this criteria is meet, then advance the TSO into the BDO program.
Job Analysis
Field | 221 | None Survey:;\!o
Comment

Sensitive Security Information (SS1)
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rmation (SS1)

& e £ 2 5‘ E‘ < £
o [ [ a [ - -] [+
oo A N AR M A N
Type | UID Comment 8 ]
The only comment | i her i POT Program
g | 279 rottes setfor BOO OB ST S 1150 I o |
(b)(3)40 USC. § 114(n General
— o Job Analysis
Field | 223 | | think it is best not to comment at this point. Survey: No
Comment
| enjoyed taking this survey and feel that it asked pertinent questions Wik Conditions: \Wok Conditions:| Job Anialveis | Job Analvéis
regarcing the abiites of a BDO. | alsofeel tht the BDO Programwould | Faioue | Schedule | Suvey: Gontent | Survey: Thank
benefit from schedules that have all the RDOs consecutive. The hours Relovanios You
of long standing and only having one day off then returning to work for a
few days before you get two RDOs in row puts too much physical stress
Field | 224 | on people. Being given the opportunity to work overtime instead of a
last minute decision to change your work days and RDOs so overtime
does not have to be paid brings down morale and again causes undue
stress on BDOs. This is particularly frustrating when the TSOs in your
airport are not forced to work in this type of environment. It would also
help if ETSOs work on the floor more than an hour or two per shift.
| like to take this time to thank all SPOT personnel for giving me the Work Conditions: | SPOT P . ;
: Al i : : rogram: | Job Analysis
opportunity to express my knowledge in this outstanding program. I've s afrfs i '
been an Expert Behavior Detection Officer since October 2006 and wil | “O0 Satistaction | - Satisfaction S””"{,J e
Field | 225 | continue to the best of my ability in providing the traveling public with
professional security. | know that I've personally made a difference with
the use of SPOT and look forward on continuing to providing this
additional layer of security.
ECrR UB.C. 51 Additional Job | Additional Job | SPOT Program
A Duties: IVCC Duties: TDC Overall
Field | 227
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BB-1. Qualitative Survey Data from Non-Managers (Continued)

£ 2 2 g (s 2 2 ey
o -
A g,. gu 2 g. g. gn ?..
Type | UID Comment 8 3] 8
This comment is in reference to question #5 under the tab 'Work Work Conditions: | Job Analysis
Context'. While it is very important la repeat the sai it Fatigue Survey: Rating
ver and over, without stopping. orm the job:J(b)(3):49 U.S. Scales
(b)(3):49 U.S.C. § 114(r)
Fed | Under the tab Task Ratings' the 'Difficulty’ category should read "How
difficult is it to perform this task?" rather than "How difficult is it to leam
to perform this task?" Also, | do not believe it is necessary to have a '4-
Very imporiant' or '5-Extremely important’ and '4-Very difficulf or '5-
Extremely difficult’ options. There should only be 4 difficulty levels,
Creating and fostering healthy team environment is highly important to .
the morale ofthe all. Allindividuals shouid be reated equaly and faily | "y 100" | SPOT Program:
Field | 232 | without any repercussions. Individuals are to be held accountable for Ra::tho?'n:h‘
all actions within the program and should not be treated unjustiy or with i
favoritism.
| truly love what | do. | know that it is a very important part of our Work Conditions: | BDO Selection |SPOT Program: | Managin
(TSA's) layered approach. | feel that an effective way needs to be Job Satisfactio n. Cillaris: Satisfa cgun : Um_g
Field | 235 developed to remove BDOs from the program that doesn't measure up Standards performance
to the specific tasks required of us. Also, more care needs to go into
the selection of BDO candidates to insure that only those who truly want
to do the job get the job.
Job Analysis
Field | 236 | No comments. Sur\re:w No
Comment
Field | 237 | Thank You Job Analysis
Survey: Thank You
Field | 238 Standing all day is the only concern, as a BDO | can feel physical Work Conditions:
strains on my legs and ligaments through a work week. Fatigue
BB-28
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Table BB-1. Qualitative Survey Data from Non-Managers (Continued)

£ 2 2 (5 2 2 y
Type | UID Comment 8 i}
| feel that it would be beneficial to the BDO if BDOs get an opportunity  |Additional Training:
Field | 240 | to work at other airports. It would give BDOs the opportunity to use their General
skill in different environments, prevent them from becoming complacent.
Answer selections for Task Ratings, under Duty C (#s 31 - 63), Duty D Additional Job | Additional Job | Job Analysis
(#s 64 - 73) and Duty E (3s 75 - 77) should reflect more realistic time Duties: IVCC Duties: TDC | Survey: Rating
variables, e.g. "as needed". Specifically, these rating choices do not Scales
take into account that these particular duties MIGHT be performed
multiple times in any given BDO shift, but also may not occur for weeks
Field | 242 | at a time as regards the amount of SPOT and/or LEO referrals that
occur during any given work period. As regards survey answers #s 95
& 96 about TDC and IVCC workloads, our airport has discontinued
assigning these duties to BDO's during their normal shift hours, but they
had occurred, sometimes often (IVCC) and/or even daily (TDC) in the
past 12 months before these latest directives were issued.
Completing this survey was a little difficult because | had to read into Job Analysis
the questions. Such as: is the task difficult for me personally? Or would Survey: Rating
Field | 243 it be difficult for the average person just stepping in and leamning the Scales
task. | find performing the tasks fairly easy but | have been performing
these duties for a few years now - they were difficult to grasp a hold of
and own in the beginning.
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Table BB-1. Qualitative Survey Data from Non-Managers (Continued)

uip

Comment

&

g,.

Category
3

Category
a4

Category
5
Category
6
Category
7
Category
8

Field

246

This survey is amusing. You question how important it is to have
honesty, integrity and “Cultural Sensitivity” but | see just the opposite on
a daily basis. |'ve seen BDO managers lie to cover up their mistakes,
pass the buck when the job became too difficult for them to handle, and
make questionable decisions based on the way someone looks i.e.
cute, Asian, Black, etc. Our so called “leaders" are actively participating
in infidelity and get promoted as a quick fix to remove them from the
problems they've caused. These are the same “leaders” whose only
qualifications for their positions consist of nepotism and attractiveness.
How can you expect to have cultural sensitivity when these same
leaders are so prejudiced? They are quick to ask “Was he Somali or
Egyptian?” when speaking about an airport employee who comes into
question; as if these are the only races out to cause harm in the airport
or in the skies. Have you listened to the news lately?

What's worse is I've heard a BDO manager refer fo passengers as
“towel heads" when speaking in a meeting with other management AND
his subordinates. When | reported it, | was told that was to be expected
of him, and not to let his comments affect my job function. How can |
not let that effect my job function when my coworkers think like he does
and are profiling and using his exact terminology? It's no wonder the
general public sees BDO's as profilers. They've probably heard some of
these comments for themselves.

How can this program move forward effectively with this type of biased
“leadership™? | believe it is these concerns that are difficult, not the job
itself.

SPOT Program
Overall

Field

247

less effecti [ed
(b)(S) 49U.S.C. § 114(r)
(b)(3):49 US.C. § J Inmy opm:on our upper managemem would

d g gWwely d 5 0¥

chmoe There isno upper movernant in the program and | think that's
the way upper management wants fo keep it.

®)(3)40
Us.C.§114
0

Job Satisfaction

Work Conditions:

SPOT Program
Leadership:
Mgmt Support

Career Path
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Table BB-1. Qualitative Survey Data from Non-Managers (Continued)
£ 2 2 (5 2 2 y
Admin gq— §N §H < gn go §|- ’?c
Type | UID Comment 8 8 3] 8
| truly believe that the BDO program, at its inception, was an excellent Tools/Equipment: | Additional Job Additional SPOT Program:
tool in TSA's mission to safeguard the traveling public. Originally the POT Assi ies: [V Treining: afaslion
program was much more effective. | feel that aimost all of the changes GlMnome Dueies WRIRG: | Seisen
that have been made to the program have done much to undermine the
basic foundations that the program was built upon. Some of the tools
and processes used by BDOs have been taken away. The behavior
Field | 249 cards were an invaluable tool. When these cards were taken, it became
more difficult to do the job. During BDO training the instructors
impressed upon us the impartance of looking over the cards at the
beginning of the shift as a refresher. The cards are missed, not only by
myself, but everyone that | have talked to. Also the inability to assess
points during an IVCC call has been detrimental. | feel thal the program
was much more effective before these changes were made. | would
also like to see more BDO specific training on the OLC.
There is a great lack of opportunity for advancement in the BDO field.
Field | 251 This has a large impact on morale and retention. el
Job Analysis
Field | 252 | N/A Sunrey:tr\lo
Comment
EENARLESE.§ I Other Security | SPOT Program
Operations: Overall
Playbook
Field | 255

Wmn (SSI)
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Table BB-1. Qualitative Survey Data from Non-Managers (Continued)
2 [ (o E‘ (s i & e
-
Admin g ¥ § 5t § 3 2 g 5 g . .§ i § o
Type | UID Comment 8 8 3] 3 8
Thank you for the opportunity to comment about the BDO program. Tools/Equipment: | Additional Job | Initial Training |S : i i
S » ng |SPOT Program: | Job Analysis | Job Analysis
Current BOOs should have more opportunities to be heard. The fact SPOT Assist | Duties:VCC | Refresher: |Communication’ | Survey: Rating | Survey: Thank
that | work at a Cat -- airport made it difficult to answer some of the Cards Ganasal Info Scales You
questions well. There are days when we have several "pulls” and weeks Dissemination
when we have none. The SPOT referrals seem to come in groups. |
believe that it was a mistake 1o 1ake the green cards from the BDOs. |
min behaviors in order fo stz
T (b)(3) 49USC.§ 1 14(r)
(b)(3 |1 always found it interesting and informative to see what the
BDOs were seeing al airports that seni and reoenrad peopla from my
2ot (D)3 49 USC.§ 1140) ' '
(b)(3):49 US.C.§ 114(r) i
) p : Job Analysis
Field | 258 | Survey needs to be simplified in the future. Too long and complicated. Survey:
Format/Design
Fiold | 2 | Greater need for Team Buiding; Selection and promotion process is il BDO Selection | SPOT Program: |  Career Path
defined and seems bias; career path is unclear. Criteria: Process | Improved
Relationships
Field | 270 | BDOs need more recurrent and ongoing training. BDOs also need more Initial Training Additional | SPOT Program
engagement with passengers. Rg:ﬁi'::ln E‘;;:Ej’- Overall
| have been in the BDO program for almost 3 years. | have Other Security | Additional Job | SPOT Program
experienced a lot of change in the program. My main concem is that Operations: Duties: TDC Overall
Field | 276 | this survey did not include the way that our upper chain of command Playbook
does not know how to utilize our skills. |.e. They still put us on TOC and
we have fo rush to get the ref hours made up.
Job Analysis
Field | 280 | nia gt
Comment
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Table BB-1. Qualitative Survey Data from Non-Managers (Continued)
£ 2 2 g (s 2 2 ey
o -
A g,. gu 2 g.. g. gn ?.
Type | UID Comment 8 3] 8
(b)(3):49 U.S.C. § 114(n) Other Security
Field | 283 Operations:
General
| believe that a baseline needs to be set for our job. Many joined but fail BDO Selection | BDO Selection | SPOT Program | SPOT Program:
to meet the requirements. Many °*?"“°‘.“'°”‘ unsupervisad. many Criteria: Criteria: Leadership: Satisfaction
complain when asked to carry out identified task of job description. Standards KSAOs/ Mgmt Support
Integrity and Honesty are characteristics that some BDQO's are lacking. Compelencies
Field | 285 Some have seemed to fall in the ranks of TSO's and are just collecting
a paycheck. There is no emphasis for thinking outside the box. Local
Leadership does not trust many in their local units therefore put many
accountability hurdles in the way of BDO's who could make a
difference. The integrity and standards of the program has been
compromised by lazy workers.
Field | 286 Where the frequencies of referrals should not dimension the importance | SPOT Program
of our position, We add a lot of sets of eyes to that gut feeling. Overall
The BDO program has gained a lot of attention worldwide. | feel that e . ; ;
this program is @ necessky, and | can only hope that it wil coninue for | U 1raining Spsgga’“cg:'"‘ P ;‘_‘?V‘h;n'sk
many more years to come. Before | took this job, my goal was to protect ‘t‘t;u
Field | 288 | our traveling public, and to make it safer for all families abroad. Training
is very important, because there are still loop holes that need to be
addressed. If | can be of further assistance to you, please feel free fo let
me know. Thank you.
Besides our brain and ability to dissimilate information our feet are just | Tools/Equipment: | BDO Selection
Field | 290 | as important. An additional stipend for shoes may be an idea to Shoes Criteria:
consider? (VF Solutions) " KS‘“‘OS"
ompetencies
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Table BB-1.

Qualitative Survey Data from Non-Managers (Continued)

Sensitive Seeurity-Inf fion{SST)

Type | UID

Comment

&

g,-

o

gu

i
8

Category
8

Field | 292

We now have a full complement of STSM's at my duty station (4 H-
band, 2 I-band), however, employee daily assignments and time and
attendance are sill being handled by uniformed employees. These
positions were to be rotated approximately every six months; however
the same individuals are still performing these functions for over a year.
This frequently results in their not being assigned to the duty roster or
leaving their assignments early to perform these “other functions." We
are also performing PCO operations at our location, but not everyone in
the BDO program have been asked to participate in this assignment. It
appears to be very "hit or miss” as to how management determines
individuals for these assignments. Our assignment scheduling is limited
to signing in each day and finding out where you are assigned for that
day, which is extremely limiting as far as preplanning each day (bring
my lunch, buy my lunch, will | need a light, heavy or any coat...efc).
This situation does not foster a positive work environment and
continues to provide for low employee morale.

Expanded
Authority:
Supervisory-type
Responsibilities

Work
Conditions:
Schedule

SPOT Program
Leadership:
Mgmt Support

Field | 295

The survey was long overdue. The SPOT program has come a long
way since its creation but | feel with the rapid growth of the program has
come some short falls such as low quality new hires and managers.

| feel the SPOT program does not give enough recognition and
appreciation for the hard work BDOs do on a daily basis. | have seen
the moral in the BDO program at my airport diminish a great deal over
time, something must be done to correct this! Furthermore the lack of
recurrent/refresher training weakens the program a great deal.

Work Conditions:
Job Satisfaction

BDO Selection
Criteria:
Standards

Initial Training
Refresher:
General

SPOT Program
Leadership:
Manager
Background

SPOT Program:

Satisfaction

Job Analysis
Survey: Thank
You

Field | 297

| ran out of time before | finished the KSAQ's.

Job Analysis
Survey:
Format/Design

T T Sunsitive Security Information (SST)
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Table BB-1. Qualitative Survey Data from Non-Managers (Continued)

Sensitive Security information (SS))_

uip

Comment

&

§,.

2
go
3

i
3

Category
8

Field

(0)(3)49 US C. § 114(r)

| feel that the effectiveness to communicate is var_mmmr.mr.mlL
phone were taken away from our BDO Program.|(P)(3):49 U.S.C.

(b)(3):49 U.S.C. § 114 ] When working as PCO It is hard o blend

or be undercover, when you have large radio and earpiece devices
which cannot be hidden. Winter months are not so terrible, due to
jackets being wom, but it is almost impossible to wear jacket in the
summer months. Therefore the radios are left exposed to be noticed by
the public. When the BDO program first started up, it was said that
after Master BDO's had worked as an F-band for 1full year, a prometion
for G-band was automatic. Now it is being said that there are no
promotions for the F-band, however the G-band could apply for H-band,

technical track position and no one seems to know how the technical
track advance or how the lechnical track differ. Spot sheets print is
very, very small, apparently who ever generated them did not use the
appropriate format, this make it very difficult to get them filled out
accurately and in a timely matter. From the FSD on down, seem not to
put importance (show no interest) to the entire program.

Tools/Equipment:

Phones/Radios

SPOT Program
Leadership:
Mgmt Support

Career Path

Field

299

| would like to see a higher standard of hiring. BDO's should also be
given the necessary tools to perform their duties in a manner where
they do not have to rely on other entities to do a simple task, the BDO's
should be able to access a situalion and act upon it independently, they
can also use additional training and accessibility to various data bases,
which are widely used by all first responders and law enforcement
agencies.

Expanded

Authority:

LEO-type
Responsibilities

BDO Selection
Criteria:
Standards

Additional
Training:
General

Field

300

| could not start the survey until my manager entered the national
password. Why invite if | am not allowed to enter.

Job Analysis
Survey:
Format/Design
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Table BB-2.

Qualitative Survey Data from Managers

uiD

Comment

i

8

Category
2

Field

This was sent to me as a SPOT TSM, and the questicns seemed more
relevant to a BDO. | attempted to answer the questions from my
perspective of working the floor as required with the BDO's. Some
questions that related to nofifying the STSM elc, are difficuit to answer i
applied to one self, so | answered as | believed BDO's working at this
airport would have responded.

Job Analysis
Survey: Content
Relevance

Field

The BDO program needs to evaluate its potential employees at a higher
level than the regular screening officer. The amount of interaction with
the flying public and airport employees that is required by BDOs is
enormous to the outcome of the position. This needs to be a group of
self motivated individuals with an excellent work ethic. There needs to
be an extended mentoring period after the initial training to insure the
candidate is able to perform up to standards. The promotion to BDO
needs to be delayed until the favorable completion of the mentaring
phase and evaluation by STSM. The program needs to ake info
consideration a shift to a management path so the BDO program will be
more enticing to someone with all the skills we want. Without
promational opportunities the BDO program will be limited to those who
just want to get away from screening. It is extremely hard to keep
training someone to fill your position when the career path does not
allow promotion to that level. The candidates have to bring that skill set
to the program from outside to be considered for a Managers position.
The current path also makes it extremely difficult fo establish a
hierarchy when no one under you has any leadership authority.

BDO Selection
Criteria: Standards

BDO Selection
Criteria:
KSAQs/

Competencies

Performance | Gareer Path
Management:
Probationary
Period/
Mentoring

Field

BDOs need a betier career ladder. Also need to make G Bands a
supervisory position.

Expanded
Authority:
Supervisory-type
Responsibilities

Career Path

Field

This program should be under the AFSD-LE position, not screening.
Senior staff of screening do not buy into the program, there is minimal
support. We need to pace ourselves better. There are too many
changes and training added without the corect time to complete them.

SPOT Program:
Overall

SPOT Program
Leadership:
Mgmt Support

SPOT Program:
Structure

Sensune Security Information (SSI)
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Table BB-2. Qualitative Survey Data from Managers (Continued)

Comment

B

8-

8

2

gu

s

g,

Category
5

Clmj‘uorv
Category
7
Category
8

| believe there needs to be a probationary period for BDO's. In addition,
there should be a Supervisory G-Band position.

Expanded
Authority:
Supervisory-type
Responsibilities

Performance
Management:
Probationary
Period/
Mentoring

Field

3

Unfortunately, | believe we have hired some outstanding workers that are
not suited to BDO work. Prospective BDOs need to know what they are
getting into and we need fo know that they have the skills to do the job. Last
year we had 4 baggage employees on our BDO list to be interviewed. | took
the 4 of them upstairs to the checkpoint to give them an idea of what we do.
Once they realized that we had to talk to the people lo resolve the observed
behaviors, all four dropped out of the interview. People that don't possess
the ability to chat with just about anyone; have a difficult time conducting CC.
Several BDOs have surprised me because they were terific
checkpointbaggage employees but struggle at BDO work, | believe this
survey is being done to improve the BDO hiring process and | believe that
this is vitally important. Most of the attributes required of a good BDO need
to be present in the employee before they are sent fo training. Integrity and
the ability to work without much supervision are extremely important and
should hold a great deal of weight when selecting personnel. | believe BDO
work is the future of airport screening and BDOs should be financially
rewarded. Many BDOs that have been working for about 2 years, hired on
with the vacancy announcement stafing they would be promoted, non-
competitively, to G Bands after 6 months of successful work. This changed
in 2008 and left many employees with no options. | also believe that the
STSMs in the field are left with minimal options of what to do with employees
not carrying their weight. We need outstanding employees that are self
motivated and can work on their own. Some en'ployees become BDOs

Y349 USC § 11400

(b)(3):49 US.C. § 114(n)

|We have had success al ramuwng

rhal were puor pedormefs but

BDO Selection
Criteria: KSAQs/
Competencies

0)(3) 40 USC.§ 114()

BDO Selection:

Process

D)3 49 USC.§ 114(D)

SPOT Program:

Satisfaclion

Pay Career Path | Managing
Under-

performance
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Table BB-2. Qualitative Survey Data from Managers (Continued)
g 5 5 5 § 5 § 5
7 §-— g go gv gn gu _%r- Pw
Type | UID 8 3 8 3
(b)(3)49 U.S.C. § 114(n) Job ialysis Job Anaiyes
Survey: Rating | Survey: Content
Scales Relevance
Field | 55
A noles box after the Task ratings would have been beneficial to Job Analysis
Field | 69 | explainin better detail why things work or don't work accordingly with Survey:
the answer. Format/Design
I's my experience as a previous trainer that a large percentage of those | Bp(O Selection
with prior law enforcement experience, or those with psychology Criteria:
Field | 108 | degrees struggle the most with learning and applying the SPOT Background/
program. These are not areas of experience that | would include in a Experience
job announcement for SPOT.
Job Analysis
Field | 113 | None Survey: No
Comment
| would like to comment about the section thal referenced to "selecting BDO Selection | SPOT Program;
best potential BDOs" and want to add how important that is. | believe | Grieria: Standards|  Satisfaction
the BDO position requires unique individuals. | think in the event, le's
Field | 118 | &Y an airport picked the wrong officer for a BDO position that trainers
be trained and required to make those hard decisions to not letan
officer pass BDO training unless they meet the very highest of
standard. | believe as we build from there our BDO program will
continue to evolve as a strong government program,
American Institutes for Research” V-1
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Table BB-2. Qualitative Survey Data from Managers (Continued)

prospects more effectively. MMP| anyone?

g g 3 g g g g g
(]
Pl g-— gm g gv gn gu e~ gw
_Type | UID Comment 8 3 3
(b)(3):49 U.S.C. § 114(n) _ ) | BDOSelection: | Initial Training | SPOT Program:
Field | 143 %b;{32:49 USC. § 114‘ qu not promote the Officer into the Process Communication/|
program until the signs off. HQ needs to get more direct hhfo Dissemination
communication from the field.
Sr.»_me of my answers specifically addressed working with one of m Job Analysis Job Analysis
Field | 148 glficers wha does the bag searches Survey: Rating | Survey: Content
| also used NA for acting or designee as | am a STSM and Sshon b
that is my regular job.
Job Analysi
Field | 164 | None Survey: ﬁ:
Comment
| am a SPOT TSM, which is why | marked NA in some of the fields. Our | SPOT Program: | Job Analysis
Field | 189 Coordination Center enters all information in PARIS and we only just Overall Survey: Content
started to run our Score Sheets through PMIS; all other PMIS entries Relevance
are made by the Coordination Center.
Job Analysi
Field | 191 | The survey was very long. Surve?:%
Format/Design
Field | 200 | Thanks.... Job Analysis
. - Survey: Thank You
Field | 233 To be a professional organization you must get out and get the BEST BDO Selection | Initial Training
people available, and train them to be BETTER. Criteria: Standards
It has been my perception that the current hiring process does not BDO Selection:
Field | 250 | explore abilities as well as it should. There should be a way to screen Process

\S@ive Security Information (SST)
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Table BB-2. Qualitative Survey Data from Managers (Continued)

Admin
| Type

Comment

2

g-

S

g

gn

1
g»
8

5
gq

Category
)
clhanory

Field

259

| appreciate the opportunity fo participate by responding to this survey.
This demonstrates TSA's BDO program is allowing communication to
flow in both directions to support the mission,

| would like to point out that my answers had nathing to do with my
gender or race, so that part of the survey may need 1o be examined.
From a STSM's standpoint, | would like to recommend that focus on
SPOT should be center stage and that a re-evaluaticn of REFS needs
to take place. The re-screening of passengers is pre-empting the areas
that offer much softer fargets.

One last thought involves the need for "chain of command.” Initially the
G-band and F-band being considered the same except for the
mentoring issue was valid at the beginning of the BDO program. As the
program has grown, there seems to be a great need to establish “chain
of command”. G-bands need to be utilized more efficiently beyond
mentoring to better support the mission.

Other Security
Operations:
Playbook

Expanded
Authority:
Supervisory-type
Responsibilities

SPOT Program:
Communication/
Info
Dissemination

Job Analysis
Survey: Thank
You

Field

There are many job duties that | identified in the survey as imporant
that the new BDOs be trained on before they complete their "initial®
training. This would necessarily lengthen the initial training, or create a
training after the initial “certification assessment” for each candidate.
That is because from the moment they step out on the floor, they need
to be properly equipped with the knowledge and skills involved with the
successful execution of their jobs, from the casual conversation,
through a LEO referral, and on through the report writing. Mentorship
and additional training should be provided by the SMEs, but the officer
should have the tools at his/her disposal from the first day after being
trained. The "OJT" currently is part of the certification training and is
minimal.

Initial Training

Additional
Training:
General

Performance
Management:
Probationary
Period/
Mentoring

€NSI D

ity Information (SSI)
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Appendix CC:
Linkage Exercise Workshops: Participant Summary

CC-1
Senqutwc Security Information (SSI)
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LINKAGE EXERCISE WORKSHOPS: PARTICIPANT SUMMARY

Table CC-1. Linkage Workshop Participant Summary

Job Title | Airport ‘ Qualification(s)
Workshop 1 Participants: May 10-11, 2010

BOS One of the original BDOs; now a Manager

CLE Manager at CLE

CvG Manager at CVG

DEN Manager at DEN

HOU Manager at HOU

STSM

LAX Senior Manager for LAX

MCO Manager at MCO

MDW Manager at MDW

OAK Manager at OAK

PHL Manager at PHL

BOS National Deployment Officer, has trained BDOs at multiple airports in
Decision Gates (DG), and has mentored BDOs for Validation Study

BWI Deployment team and training mentor for DG

CMH Deployment team and training mentor for DG
One of two participants from HNL; the other is a manager. Due to HNL's high

HNL accuracy statistics, it's important to gather as much information as possible
from them.

BDO IAD Recommended by SPOT training coordinator and IAD management

KOA Data Collection Coordinator (DCC) for Validation Study; informal leader for
KOA, which does not have a dedicated STSM

MEM DCC for Validation Study; DG deployment team; highly recommended for
skills in passenger engagement and walk the line

MSP Informal leader and mentor for DG

PDX Usually detailed as an acting STSM; DCC for Validation Study

CGC-2
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Table CC-1. Linkage Workshop Participant Summary (Continued)

Airport
Job Title Code Qualification
Workshop 1 Participants: May 10-11, 2010 (Continued)
BDO from one of the original 3 airports; recommended by program office
PVD
SMEs
SEA BDO Trainer
BDO
SLC BDO Trainer
TPA Spoke airport representation MGR is located in TPA; she is from St.
Petersburg
Workshop 2 Participants: May 12-13, 2010
BUF Manager at BUF
CHS Manager at CHS
HNL Manager at HNL
LAX Manager at LAX
LAX Manager at LAX
STSM
LIH Manager at LIH
MSP Manager at MSP
PIT Manager at PIT
SEA Manager at SEA
SDF Manager at SDF
MIA BDO Trainer
NTT MDW BDO Trainer
PWM BDO Trainer
BOS Informal leader and used by BOS management to mentor new BDOs and
develop them into professionals; works in BDO Coordination Center
MCO DG deployment team; DCC for Validation Study
o MEM DG pilot team and mentor/trainer for BDOs
PHX DCC for Validation Study
PIT DCC for Validation Study and DG deployment team BDO mentor
PVD Former BDO Trainer

CC-3

ensitive Security Information (SS1I)

WARNING: THIS RECORD CONTAINS SENSITIVE SEC ~ HAT IS CONTROL I [.IJ UNl]l‘R 49 CFR PARTS 15 AND 1520, NO
PART OF THIS RECORD MAY BE DISCLOSED TO PERSONS WITHOUT A “NEED TO K {49 C.FR PARTS !S AND l'i’u H((I«Fl’
WITH THE WRITTEN PERMISSION OF THE ADMINISTRATOR OF THE TRANSPORTATION SL{ l'R!I‘Y ADMINISTRA LRI

TRANSPORTATION. UNAUTHORIZED RELEASE MAY RESULT IN CIVIL PENALTIES OR OTHER ACTION. FOR U.S. GOVERNMENT AGENCIES,
PUBLIC DISCLOSURE GOVERNED BY § 11.5.C. 552 AND 49 CF.R. PARTS 15 AND 152{}

TSA 15-00014 - 006128



Appendix DD:
Linkage Exercise Workshops: Represented Airports
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LINKAGE EXERCISE WORKSHOPS: REPRESENTED AIRPORTS

Table DD-1. Airports Represented in Linkage Workshop Sample

‘Code Airport Name n Percent
BOS Logan International Airport a 74
BUF Buffalo Niagara International Airport 1 2.4
BWI Baltimore/Washington International Thurgood Marshall Airport 1 24
CHS Charleston International Airport, AFB Municipal Airport 1 24
CLE Hopkins International Airport 1 2.4
CMH Port Columbus International Airport 1 24
CVG Cincinnati/Northern Kentucky International Airport 1 24
DEN Denver International Airport 1 2.4
HNL Honolulu International Airport 2 4.8
HOU William P Hobby Airport 1 2.4
IAD Washington Dulles International Airport 1 24
KOA Kona International Airport 1 24
LAX Los Angeles International Airport 3 71
LIH Lihue Airport 1 2.4
MCO Orlando International Airport 2 4.8
MDW Chicago Midway International Airport 1 2.4
MEM Memphis International Airport ) 4.8
MIA Miami International Airport 1 2.4
MSP Minneapolis - St. Paul International Airport 2 4.8
OAK Oakland International Airport 1 2.4
PDX Portland International Airport 1 2.4
PHL Philadelphia International Airport 1 2.4
PHX Sky Harbor International Airport 1 2.4
PIT Pittsburgh International Airport 2 4.8
PVD Theodore Francis Green International Airport 2 48
PWM Portland International Jetport Airport 1 2.4
SDF Louisville International (Standiford Field) Airport 1 2.4
SEA Seattle-Tacoma International Airport e 4.8
SLC Salt Lake City International Airport 1 2.4
SRQ Sarasota-Bradenton Airport 1 24
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Appendix EE:
Linkage Exercise Workshops: Information Packet
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JOB ANALYSIS
LINKAGE EXERCISE
WORKSHOP:
INFORMATION PACKET

Prepared by:
American Institutes for Research
1025 Thomas Jefferson St.,, NW
Washington, DC 20007-3835
Conference Room 315

Prepared for:
U.S. Research Naval Laboratory
Under Contract
N0017307C-2011
Sponsored by U.S. Department of Homeland Security
Science and Technology Directorate
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Workshop Sign-in Process
(Day One)

Overview

The Linkage Exercise Workshop will be held at AIR’s 1025 Thomas Jefferson St., NW office
building, in conference room 315, Before the workshop begins, SMEs will need to sign-in with
security at AIR’s /000 Thomas Jefferson St., NW office building and then walk to conference
room 315 in 1025 Thomas Jefferson St., NW (across the street). The conference room is located

beyond a locked door.,

AIR representatives will meet workshop attendees staying at the Georgetown Suites in the lobby of
their hotel at 7:15 a.m. to walk them to security and then to the conference room. Detailed
instructions and directions for anyone who chooses not to walk over with the group from

Georgetown Suites (or for anyone running late) can be found on page 4 of this packet.

Attendees staying in the Hotel Monticello can meet this group in the lobby of 1000 Thomas
Jefferson St., NW at 7:20 a.m. to sign-in with security. The Hotel Monticello is located just up the
street from the 1000 Thomas Jefferson St., NW AIR building, at 1025 Thomas Jefferson St.,, NW

(see page 7 for walking directions).

We will follow the schedule below on morning.

EE-3

bensltwe Security Information (SS1)
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7:15 a.m.  ***QOptional (but recommended):

Attendees staying at Georgetown Suites will meet in the lobby at 7:15 a.m. to
walk over to AIR building with AIR representatives.

Attendees staying at the Hotel Monticello will walk down from their hotel to
meet up with the group in the lobby of 1000 Thomas Jefferson St., NW.

7:20 a.m.  Sign-in with Security at 1000 Thomas Jefferson St.,, NW

Workshop attendees will provide security with their full name and receive a
visitor pass (no ID will be required).

7:25a.m. Walk across the street to building 1025 Thomas Jefferson St., NW to
conference room 315

Detailed instructions and directions for signing-in with security at
1000 Thomas Jefferson St.,, NW & walking to conference room 315
at 1025 Thomas Jefferson St., NW

Start at Georgetown Suites, 1111 30th Street NW, Washington, DC 20007

1. Walk out of the lobby, through the hotel courtyard, and head left (south) on 30th St. (56 ft).
Note: Construction on 30" St. will be in front of you.

2. Turn right at the construction onto Chesapeake & Ohio Canal National Historic Park (285
ft). The Canal should be on your left as you walk across.

3. Turn left at the bridge onto Thomas Jefferson St., NW. (446 ft). Note: here is a good place
to cross the street.

4. AIR's 1000 TJ Office will be on the right at the end of the street, just past the “colonial

parking” sign hanging above.

EE-4
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Stop at 1000 Thomas Jefferson St. NW, Washington, DC 20007 to sign-in with security

5. Walk up the stairs and go through the glass doors on the left to enter the building.

6. Sign-in with the security guard seated at the desk to the right. To sign-in, simply provide
your full name to the security guard and pick up a visitor pass (no ID required).

Head to Conference Room 315, 1025 Thomas Jefferson St NW, Washington, DC 20007

7. Take aright out of the building and cross the street. Head left (north) up Thomas Jefferson
St. (only a few steps); the 1025 Thomas Jefferson St., NW office building will be on your
right (behind a few brick pillars).

8. Walk through the glass entrance doors of the West Lobby and out into the courtyard
through the second set of glass doors,

9. Walk across the courtyard into the East Lobby (through another set of glass doors). Take
the elevators in front of you to the third floor.

10. The conference room is located beyond the glass doors that are directly opposite the
elevators. This door will be locked. If there is no AIR representative waiting at the door to
let you in, please call (202)-403-6718 (the conference room number) to request that
someone come let you in.

11. Conference room 315 is all the way at the end of the corridor (signs will be posted).

EE-5

Sensitive Securi rmation (S81)

RITY INFORMATION THAT TS SQTROLLED UNDER 49 CER, PARTS 15 AND 1520, NO

PART OF THIS RECORD MAY BE DISCLOSED TO PERSONS WITHOUT A “NEED TO KNOW," ASTHMNED IN 49 CER PARTS 15 AND 1520, EXCEPT

WITH THE WRITTEN PERMISSION OF THE ADMINISTRATOR OF THE TRANSPORTATION SECURITY AITR SIRATION OR THE SECRETARY OF
TRANSPORTATION. UNAUTHORIZED RELEASE MAY RESULT IN CIVIL PENALTIES OR OTHER ACTION, FOR TRS=20QVERNMENT AGENCIES,

PUBLIC DISCLOSURE GOVERNED BY 5 U.S.C. 552 AND 49 C.F.R. PARTS 15 AND 1520}

TSA 15-00014 - 006135



9€1900 - ¥1000-S1 VSL

MAP OF WALKING DIRECTIONS TO AIR FROM GEORGETOWN SUITES

Georgetown Suites to 1000 Thomas ]efferson St.,, NW, to 1025 Thomas ]efferson St.,, NW

Farnan-Cox
Michael

Walking directions to 1025 Thomas Jefferson
St NW, Washington, DC 20007
0.2 mi - about 3 mins

Georgetown Suites =
1111 30th Street Northwest
Washington, DC 20007-3722

1. Head south on 30th St NW toward @ 551
Chesapeake & Ohio Canal National Historic
Park

2. Turn right at Chesapeake & Ohio Canal @ 265 1 cat = ’
National Historic Park f "

3. Turn left at Thomas Jefferson St NW @ 446 4

4 Turn right @ 981

0.2 mi — about 3 mins

1000 Thomas Jefferson St NW

‘.
Washington, DC 20007 bk Coe
hrehitects
5. Head east toward Thomas Jefferson St NW o ft
6. Turn left 2t Thomas Jefferson St NW @ 56 f =
Destination will be on the nght 5 Pagng
1541 |5 =
E Ax Petan
1025 Thomas Jefferson St NW @ = Research
‘Washington, DC 20007 3001

___Sensitive Security Information (SSI)

= Monticelio =l

TV

Center For Digital
imagng Arts
-

-

‘ =
i
Nationai Catholic Vener
Educational | m Emba
Association |
Finkelstan §
Thompson & %]
Loughran =
=
-
Urban Land
Instiute
Embas
= Saud #
=2
=
-
FedEx Office
Stup Center
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R — Son-(SSH
Map of Walking Directions Back to Georgetown Suites from AIR

1025 Thomas Jefferson St.,, NW to Georgetown Suites

@ [1025 Thomas Jefferson Street Northwest, Washingt:

@ [1111 30th Street Northwest, Washington, DC 20007
Add Destination - Show options
Walking =

Also available: ) By car

Walking directions are in beta.
Use caution — This route may be missing sidewalks or
pedestrian paths.

Walking directions to Georgetown Suites
0.1 mi — sbout 2 mins

1025 Thomas Jefferson St NW
Washington, DC 20007

1. Head h on Th Jeffe St NW toward (8 350 7

Chesapeake & Ohio Canal National Historic Bahed el
Park & Wees i 2 Tetor v
2. Turn right at Chesapeake & Ohio Canal @ 2ss f i | 3
National Historic Park \ | 1
3 Turn left at 30th St NW @ =54 i
Destination will be on the right | |
Georgetown Suites 3] Frkataten 5
1111 30th Street Northwest fove=ooey I”
Washington, DC 20007-3722 g

Sporesored Links

Stay Just 1-Mi from Georgetown in
the Heart of DC. Book Now & Savel
www Hilten comfYWashington

L]
_MNIS o
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Map of Walking Directions to AIR from Hotel Monticello

Hotel Monticello to 1000 Thomas Jefferson St.,, NW

IWalking -1

Also available: &) By car

Walking directions are in beta.
Use caution — This route may be russing sidewalks or
pedestnan paths,

Walking directions to 1000 Thomas Jefferson St
NW, Washington, DC 20007
0.1 mi — sbout 2 mins

Hotel Monticello &
1075 Thamas Jefferson Street Northwest
Washington, DC 20007

1 Head south on Thomas Jefferson St NW o mi
toward Chesapeake & Ohio Canal National
Historic Park

2 Tum right @ %8 |

1000 Thomas Jefferson St NW
Washington, DC 20007

Sporcored Links

Be a Social Worker

An Online Human Services degree
Opens up youwr job opportunities.
wanw Phosnix-Human-Senices com

hess descliornes see 1oe planning purposes oy Y ou mey Tino thad
construchon projecty, traffic, westher, or other evarts may cCauce
condiions 10 TTer from the mag resulls, anxd you should plan your routs
sconrdirasty Vi mut obey sl signs or nedices regarding yoar routs

Map data S0 Soogie, Sanbom

Beport a problem

Emtusswy of
Sasdh Araten
= =
Georgetown

Bustes Harbor

Sensitive Security Information (SSI)
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Map of Walking Directions Back to Hotel Monticello from AIR

1025 Thomas Jefferson St.,, NW to Hotel Monticello

Sensitive Security Inf

Walking directions are in beta.
Use caution — This route may be missing sidewalks or
pedestrian paths.

Walking directions to Hotel Monticello
0.1 mi — about 2 mins

1025 Thomas Jefferson St NW o 7]
Washington, DC 20007

1. Head north on Thomas Jefferson St NW toward (8 0 1 )
Chesapeake & Ohio Canal National Historic
Park
Destination will be on the nght

Hotel Monticello &=
1075 Thomas Jefferson Street Northwest
Washington, DC 20007

Sponsored Links

Hotel Monticello

Photos, customer ratings & reviews.
Save on D C. hotels at Expedia
www. Expedia.com

These direchons are for planning purposes only . You may Iind that
construction projects, raffic, weather, or other events may csuse
condibions to differ from the map results, and you should plan your route

scoordingly. Vou must obey all signs of notices regarding your route

Map data ©02010 Coogle, Sanborn

Beport 3 problem

w .
ive Security Information (SS1)
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Job Analysis Linkage Exercise Workshop Day 1

AGENDA

Location: Room #315, 1025 Thomas Jefferson St., NW,
Washington, DC 20007

*Note: There is no cell phone reception in this meeting room

7:30 a.m. -8:00 a.m., Workshop Begins: Introduction from TSA
8:00 a.m. - 10:00 a.m. SME Linkage Rating Session

10:00 a.m. - 10:15 a.m. Break

10:15 am. - 12:00 p.m. SME Linkage Rating Session

Noon - 1:00 p.m. Lunch

1:00 p.m. - 3:00 p.m. SME Linkage Rating Session

3:00 p.m. - 3:15 p.m. Break

3:15 p.m. — approx. 4:45 p.m. SME Linkage Rating Session

Approx. 4:45 p.m. - 5:00 p.m.  Wrap-up
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Sensitive Security tion (SSI)
AGENDA

Job Analysis Linkage Exercise Workshop Day 2

Location: Room #315, 1025 Thomas Jefferson St., NW,
Washington, DC 20007

*Note: There is no cell phone reception in this meeting room

7:45 aum. ~7:55 a.m. :i‘g;-in with security at 1000 Thomas Jefferson St.,
8:00 a.m. - 8:15 a.m. Introduction & Recap
8:15 a.m. - 10:00 a.m. SME Linkage Rating Session
10:00 a.m. - 10:15 a.m, Break
SME Linkage Rating Session

e o Additional Ratings (if time permits)

11:45 a.m. - 12:00 p.m. Wrap-Up
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Sensitive Secu

MAP & DIRECTIONS TO AIR FROM LOCAL AIRPORTS

From Ronald Reagan International Airport
Approximate time: 10 minutes
¢ Merge onto George Washington Memorial Parkway N
Take the exit on the left toward US-50 W / Memorial Bridge / Arlington Cemetery
Enter next roundabout and take 1™ exit onto Arlington Memorial Bridge
Keep right at the fork to continue on Arlington Memorial Bridge
Take the ramp toward Rock Creek Parkway / Kennedy Center
Turn slight right onto Ohio Dr SW
Take the E-Street ramp toward Roosevelt Bridge / Whitehurst Freeway
Stay straight to go onto Potomac River Freeway North
Take the ramp toward Rock Creek Parkway
Turn right onto 27" St NW
Turn left onto K St NW
End at 1000 Thomas Jefferson NW

From Dulles Airport
Approximate time: 36 minutes
e Merge onto Dulles Airport Access Rd
¢ Merge onto VA-267 E toward 1-495 / Exit 18-19 / VA-123 / Baltimore / Richmond
(Portions toll)
Merge onto VA-123 N/ Dolley Madison Blvd via Exit 19B toward McLean
Take George Washington Memorial Parkway East Ramp
Merge onto George Washington Memorial Parkway S / GW Parkway S
Take US-29 N exit toward Key Bridge / Washington
Turn slight right onto US-29 N /N Lynn St. Continue to follow US-29 (Crossing into
DC)
US-29 N becomes Francis Scott Key Bridge
Turn Right onto M St NW
Turn Right onto 31 St NW
Turn Left onto K St NW
End at 1000 Thomas Jefferson St NW
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From BWI Airport
Approximate time: 48 minutes
*  Westonl-195
*  Merge onto MD-295 via Exit 2B toward Washington
Merge onto US-50 / New York Ave NE toward Washington (Crossing into DC)
New York Ave NE becomes Mount Vernon PI NW
¢ Mount Vernon PI NW becomes Massachusetts Ave NW
* Enter next roundabout and take 4th exit onto Rhode Island Ave NW
s Turn slight right onto M St NW
*  Turn left onto 29th St NW
* Turn right onto K St NW
¢ End at 1000 Thomas Jefferson NW

vecurity Information (S81)
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PARKING INSTRUCTIONS

AIR DC Offices in Georgetown, Washington, DC 20007, Telephone: 202-403-5000
Parking for Visitors to Thomas Jefferson Street Locations
1000 Thomas Jefferson St., NW (main bldg) and 1025 Thomas Jefferson Street, NW, Suite 3
East only

Central Parking Garage, 3111 K Street, NW, Washington, DC 20007
(Entrance on K Street just West of Georgetown Millennium Theatre entrance)

This garage is in the block just west of the main AIR building (1000 Thomas Jefferson St., NW),
Its entrance is adjacent to the Millennium Theatre entrance between Wisconsin Avenue and 31"
Street on the north side of K Street. Taking Wisconsin Avenue south (to its end, whence you can
see the Potomac) and turning left onto K Street, this will be the first garage you pass
(immediately) on your left.

If you are traveling from downtown Washington or other points east, just take K Street westward
into Georgetown, (past 27" Street and) under the elevated Whitehurst Freeway, almost to its very
end, and you will see the entrance of this garage on your right after you cross 31" Street.

To walk to AIR’s offices from this garage, proceed eastward on K Street (left as you emerge
from the garage entrance), then make a left on Thomas Jefferson Street (up the hill, away from
the river). Once you get to the alleyway that opens on your left (~20 yards from K Street) you'll
see the brick steps to the entrance of 1000 Thomas Jefferson on your left and 1025 is across the
streel.

Route 29, Whitehurst Freeway, is elevated above K Street west of 27" Street.
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Directions back to the Garage from AIR’s 1025 Thomas Jefferson St., NW office building:

e Exit through the glass doors of the West Lobby of AIR's 1025 building and turn left onto
Thomas Jefferson St., NW,
Take first right onto K St.
Go past the movie theater and the ice cream store (on your right).

» Enter glass doors on your right (doors say “Garage Elevators”).
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QuiCK LUNCH VENUES AROUND AIR

La Madeleine

Proppect B Nw {2 m’,
fo __MOtNw a
M&mp‘;ﬁ Bl Aly v |
Moby Dick House of Fiuslisas | Georgelown Canal Café (>.1 mi)
Kabob (.2 mi) S
] *
'\-‘bw‘. i Ewrn i Nw
L, H T)'s Deli and
By g o Sandwich (>.01 mi)
Café Cantina
{(>.1mi)
AIR’s 1025 Thomas
lefferson St. Office
In the building

*  We welcome you to bring your own lunch or snacks. AIR has refrigerator space available, as well
as microwaves and toasters for reheating. AIR will provide water as well as a variety of coffees,
sodas, and teas.

Delis

TJ’s Deli and Sandwich — Salad Bar, Hot Food Bar, Sandwiches

* Location: Located in Courtyard of AIR’s 1025 Thomas Jefferson St. building at 1025 Thomas
Jefferson St., NW

e Directions: TI's Deli will be on the right when you exit out of the East Lobby of the 1025 T]
building. (Note: outdoor seating only).

Canal Café — Salad Bar, Hot Food Bar, Soup, Sandwiches, Burgers

* Location: First floor of Foundry Building at 1055 Thomas Jefferson St., NW

¢ Directions: Take a right out of the West Lobby of 1025 TJ; walk down the ramp on the right
toward the Foundry Building; walk through the glass doors on the right at the end of the ramp;
Canal Café¢ is located passed the elevators to the left.

Mexican/Italian

Café Cantina — Pizza by the slice, Wraps, Tacos, Salads

e Location: Located in the Washington Harbor's Waterfront area at 3050 K Street Northwest

e Directions: Take a left out of the West Lobby of AIR's 1025 TJ building; Walk across K street,
through the circular drive, and past Starbucks on the right; Café Cantina will be a few feet past the
Starbucks on the right.
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Mediterranean

Moby Dick House of Kabob — Salads, Sandwiches, Lunch Specials

e Location : 1070 31 St., NW

e Directions: Take a right out of the West Lobby of AIR's 1025 TJ building (390 ft); turn left at
Chesapeake & Ohio Canal National Historic Park (295 ft); Turn right at 31" St. (Moby Dick will
be 226 ft up the street on left).

French Cuisine

La Madeleine — Soup, Salads, Hot and Cold Sandwiches, other French Specialties

e Location: 3000 M Street Northwest

e Directions: Take a right out of the West Lobby of AIR's 1025 TJ building up to M St. (.1 mi);
Take a right onto M St. (141 ft); La Madeleine will be on the right.
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Appendix FF:
Linkage Exercise Workshops: Agenda
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LINKAGE EXERCISE WORKSHOPS: AGENDA

DAY ONE
7:30 a.m. -8:00 a.m. Introduction from TSA
8:00 a.m. - 8:10 a.m. AIR Introduction & Background

8:10 a.m. - 8:30 a.m.

Getting Started

Complete Background Questionnaires

Description of Key Terms, Linkage Exercise Matrix, &
Rating Scale

8:30 a.m. - 10:00 a,m,

Independent SME Linkage Rating Session

10:00 a.m. - 10:15 a.m.

Break

10:15 a.m. — 12:00 p.m.

Independent SME Linkage Rating Session

12:00 p.m. - 1:00 p.m.

Lunch

1:00 p.m. - 3:00 p.m.

Independent SME Linkage Rating Session

3:00 p.m. - 3:15 p.m.

Break

3:15 pm. - approx. 4:45 p.m.

Independent SME Linkage Rating Session

Approx. 4:45 p.m. - 5:00 p.m.  Wrap-up

DAY TWO

7:45 a.m. -7:55 a.m. Sign-in with Security at 1000 Thomas Jefferson St. Office
8:00 a.m. - 8:15 a.m. Introduction & Recap

8:15 a.m. - 10:00a.m, Independent SME Linkage Rating Session

10:00 a.m. - 10:15 a.m.

Break

10:15 a.m. — 11:45 p.m.

Independent SME Linkage Rating Session
Additional Rating Scales (if time permits)

11:45 aam. — 12:00 p.m.

Wrap-Up
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Appendix GG:
Linkage Exercise Workshops: Protocol
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LINKAGE EXERCISE WORKSHOPS: PROTOCOL

Meeting instruction: Text in italics is intended for the workshop facilitators” information only.

MATERIALS
Directions to the facility
Contact information of the TSA POC
Copy of Protocol
Agenda
Background Information Questionnaire
Job Analysis Definitions and Examples handout
Linkage Exercise Process handout
Linkage Exercise Matrix
Rating Exercise Process handout
Rating Exercise Matrix

e Data Collection Summary Form

o Tent cards for participants' names
e Pens/pencils

o Computer or pad to take notes

*  Business cards

INTRODUCTION AND BACKGROUND (10 MINUTES)

D. Introduce AIR Researchers

My name is [insert your name] and this is my colleague [Introduce partner]. As you may
already know, we work for the American Institutes for Research (AIR) as [insert your job
title(s)]. AIR is a not-for-profit research organization that employs behavioral scientists
to provide consulting services for our clients. We are currently working on several
projects for the DHS. Today's project is about understanding the type of work that BDOs
perform.

E: Project Background

There is currently a good deal of information available regarding the work of TSA
Officers. However, much of what has been documented does not focus specifically on
BDOs. In addition, over the past several years the work of BDOs has expanded.
requiring that we update the job analysis information for this job. For example, BDOs
are “walking the line,” observing individuals outside of the security checkpoint, and
using applied behavior detection methods. Thus, our task is to update the job analysis
information.
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A job analysis is a way to learn how work is performed directly from the people who do
the work. Several types of information are collected, including:
o Characteristics of the work: These are tasks or work behaviors associated with
the job;
e Characteristics of the worker: These are knowledge, skills, abilities, and other
characteristics (KSAOs) that are needed to perform the job tasks; and
e The Tools and Equipment used to perform the job.

Job analysis is a process. So far, we have completed the following steps:
* Reviewed preliminary information on Tasks, Competencies, and
Tools/Equipment from the SPOT SOP and other TSA documents.
o Produced a list of Tasks and KSAOs/Competencies associated with the BDO
job. The list, which you will see today, was created through
o Structured interviews with Managers and Trainers.
o Meetings with BDOs at 11 airports,
o Observation of BDOs at work at 11 airports.
o A survey in which BDOs rated the importance of the tasks and KSAOs.

Currently we are:

e Asking experts like you to review the lists and indicate the relationship between
each task and each KSAO. This will provide us with an understanding of the
link between the KSAOs and the BDO job. Ultimately, this information will
inform decisions about important criteria to use in selection and training.

For the next steps, we will:
e Document the job analysis results in a final report, along with updated Task and
KSAO lists.
o Use the results of the job analysis to support human resource functions, such as
BDO selection and training initiatives (e.g.. update existing courses, develop
New courses).

s What is your role?

You are Subject Matter Experts (SMEs) who can help us understand and record the work
of BDOs. The goal of this workshop is to establish the extent to which the listed KSAOs
link to the listed Tasks. This will require a great deal of critical thinking as you work
through an extensive matrix of KSAOs and Tasks. We will be here (o answer any
questions you might have about the process, Tasks, KSAOs, or rating scale. Otherwise,
we really are turning to you for an understanding of the job and its requirements.

I would like to emphasize that participation in this study is voluntary and will not affect
your TSA standing in anyway. Your responses will be kept confidential. To ensure this

confidentiality, please do not put your name on any of the materials we pass out.
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Additionally, any results or information reported back to the TSA will be reported as
group data only so that individual responses cannot be identified.

G. Why is your participation important?

Your participation is invaluable to the job analysis effort, and I would like to thank you in
advance for your help. Your role is critical in helping us learn about what BDOs need in
order to successfully perform the job. Does anyone have any questions before we move
on?

H. What is the schedule?

This workshop is scheduled to last for a day and a half. Today, we will work until
approximately 5:00 PM. Today’s schedule includes two 15 minute breaks and an hour for
lunch. Tomorrow’s session will begin at 8 AM and go until noon, with one 15 minute
break. We will stop for lunch around 12:00.

In order to minimize distractions and interruptions, we would prefer that you utilize the
planned break times that we have built into the schedule. That being said, you are free to
get up to use the restroom at any time during the workshop. As you may have noticed
when you came in this morning, the door to the third floor of this office building is kept
locked at all times for security purposes. The restrooms are located on the other side of
this locked door to the right of the elevators and they are also locked. We have 10 access
cards for the front door and several keys to the restrooms. You may borrow these to get
to and from the restrooms at any time. You may also sign out the access cards during
lunch so that you may let yourself back into the suite to get to the conference room. Does
anyone have any questions?

SIGN-IN OF SUBJECT MATTER EXPERTS (5 MINUTES)

Pass out the Background Information questionnaire,

In order to document the job analysis process, we need to gather and record information about
the experts who participated in the exercises. This information will help us to evaluate the
representativeness of our sample. So, to get started, we would like to gather some background
information from each of you since you are serving as our experts,

Please do not write your name anywhere on this questionnaire. Again, please remember that
your responses on this questionnaire will be kept confidential. Does anyone have any questions?

Go ahead and fill out the questionnaire. We will collect them when you are done.

Collect the Background Information questionnaire.
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LINKAGE EXERCISE: DESCRIPTION OF KEY TERMS, LINKAGE
EXERCISE MATRIX, & RATING SCALE (15 MINUTES)

Begin by describing the definitions and then the Linkage Exercise Matrix and rating scale. Walk
the SMEs through the process and materials. Complete some ratings as a group.

Distribute the Definitions handout, Linkage Exercise Matrix, and Linkage Exercise Process
handout.

Again, to ensure confidentiality, please do not write your name on any of the documents we've
handed out. We have instead numbered the documents. We will use these numbers as your
workshop 1Ds, so that we are able to collect your matrices at the end of the day and distribute
them back to you tomorrow, We only ask that you remember your number so we give you the
right packet tomorrow.,

Now, let’s get started.

It is important to first have a working definition of terms. We are passing out a document with
definitions we can use for this exercise.

Refer participants to the Definitions handout.

As you can see, this list has a number of definitions.

e Duties are collections of tasks that have a common objective. The Tasks listed on the
definitions handout may be part of the Duty *Preparation.”

e Tagsks are very specific work activities performed for a specific purpose. For
example:

o Attend daily briefings
o Establish the environmental baseline

e  Knowledge is a body of factual, technical, or procedural information a person uses to
perform a job. For example, Knowledge of stress cues and appearance factors.

o Skill is the capability, developed through training or practice, to perform job tasks.
For example, Skill in identifying behaviors and assigning the proper point value to
them.,

e Ability is a general human trait a person possesses that gives him/her the capacity to
carry out physical and mental acts required by the job. For example, Ability to add
behavior points mentally.

e Other Characteristics are personal characteristics such as personality traits, attitudes,
work styles, preferences, or interests that are relevant to successful job performance.
For example, Willingness to work a rotating schedule.
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As | said before, your task during this workshop is to explore the relationship between the Tasks
and KSAOs that we identified earlier in our job analysis. You will do this by rating each Task-
KSAO pairing. Let’s take a look at the materials you will use for the linkage exercise.

Refer the participants to the Linkage Exercise Matrix. Walk the participants through the layout
of the spreadsheet.

The Linkage Exercise Matrix presents each Task-KSAO pairing. The goal is to determine the
Tasks to which each KSAO links. As you can see, the tasks are listed vertically along the left-
hand side of the matrix and the KSAOs are listed horizontally along the top of the matrix. To
minimize the burden on each of you, we have split the tasks up. Thus, you do not all have the
same lists.

Now, let's talk about the process you will use to evaluate these Task-KSAO pairs.
Refer the participants to the Linkage Exercise Process handout.

Before you begin making your ratings, take some time to review the instructions, the rating scale,
and all of your KSAOs. Think of the job as it is currently performed — not as it used to be
performed, will be performed in the future, or how it should be performed. It is important to
follow the instructions, but let us know if you have any questions. You will need to work
carefully, but quickly because there are a lot of ratings to complete.

Please take a look at the rating scale at the bottom of your handout.

0 - Not Relevant for Performing the Task: This KSAO is not necessary for performing
the task.

1 = Helpful for Performing the Task: This KSAO would be helpful, but it is not essential
for performing the task.

2 - Essential for Performing the Task: This KSAO is necessary for performing the task.
A BDO would not be able to competently perform the task without it.

To complete your ratings, start with the first task. Indicate on your matrix the extent to which
each KSAO is important for performing that task. Ask yourself, *To what extent does the KSAO
help accomplish the task?” Circle “0” if it is Not Relevant for performing the task. Circle “1” if
it is Helpful to performing the task. Circle "2 if it is Essential to performing the task. Work
through all of the KSAOs for that first task.

Then, move to the second task. Again, indicate the extent to which each KSAO is important for
performing the task. Rate all of the KSAOs.
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Work through the list one task at a time, rating the importance of each KSAO before moving on
to the next task.

It is important to move through the matrix in a systematic manner. Consider each cell
(tasks/KSAO pairing) individually. If your decision is that the KSAO is not relevant for
performing the task, please circle zero rather than leaving it blank. This will help you keep track
of where you are and will help us distinguish between KSAOs you felt were not relevant and
KSAOs you did not rate.

Don’t worry about the number of zeros, ones, or twos you are using. In fact, there may be tasks
or KSAOs for which you have all zeros. We just want your best judgment.

Complete the first two or three ratings with the group.
Are there any questions?

INDEPENDENT SME LINKAGE RATING (1 HOUR 25 MINUTES)

Moving forward, we would like for you to make these ratings independently. We will be here
and ready to answer any questions you may have as you move through the exercise.

Just before 10:00 we’ll check on everyone’s progress. Then we will break for 15 minutes and
start again until lunch at 12:00 PM.

Be available to answer guestions if the participants have any during their independent review.

PROGRESS CHECK (9:55 AM; 5 MINUTES)

Stop the work and check on the participants’ progress.

Okay, everyone. It is almost 10:00. Before we break, it would be helpful to get a sense of your
progress. Will you raise your hand if you have completed all KSAO ratings for three tasks or
more. Four tasks or more? (and so forth)

MORNING BREAK (15 MINUTES)

Let's take a 15 minute break in order to give you a chance to get a drink, use the restroom, or
walk around a bit. Please be back by 10:15 AM.

INDEPENDENT SME LINKAGE RATING (1 HOUR 40 MINUTES)

Please pick up where you left off in your ratings. Remember, we are here to answer any
questions you may have as you go through the matrix. We will break again at 12:00 PM for
lunch.
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PROGRESS CHECK (11:55 AM; 5 MINUTES)

Stop the work and check on the participants' progress.

Okay, everyone. It is almost 12:00. Before we break for lunch, can we check in again to get a
sense of your progress? (6-10 tasks?)

LUNCH BREAK (1 HOUR)

At this time, let’s break for lunch. Please be back by 1:00 PM. Refer to your information packet
for a list of nearby lunch options that are quick and affordable. If you don’t have your
information packet with you, we have extra copies of the restaurant lists here.

INDEPENDENT SME LINKAGE RATING (1 HOUR 55 MINUTES)

Welcome back! Please pick up where you left off in your ratings. Remember, we are here to
answer any questions you may have as you go through the matrix. We will work for 2 hours and
then take another 15 minute break.

PROGRESS CHECK (2:55 PM; 5 MINUTES)

Stop the work and check on the participants’ progress. (12-16 tasks?)

AFTERNOON BREAK (15 MINUTES)

Let’s take another 15 minute break. Please be back by 3:15 PM so that we can continue the
rating exercise and finish on time.

INDEPENDENT SME LINKAGE RATING (1 HOUR 30 MINUTES)

Please pick up where you left off in your ratings. We will work for a final hour and thirty
minutes this afternoon and then spend 15 minutes wrapping up. (/5-21 tasks)

WRAP-UP AND CLOSING REMARKS (15 MINUTES)

Currently this section is scheduled for 15 minutes. However, if the linkage exercise has taken
less time than anticipated, please extend the closing discussion accordingly.

Thank you very much for being involved in the linkage exercise. The information you provided
will be used to complete the next steps of the job analysis and to help support BDO selection and
training initiatives. At this time, we will collect your Linkage Matrices from you for the day.
Please take note of your workshop ID number written in the top right hand corner of the first
page of your matrix before passing it in. We want to be sure you remember these tomorrow.

Before we break, does anyone want to comment on the day or the activities?
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If SMEs have difficulty generating additional comments, prompt them by asking:

10. What did you think of today’s activities?
11, Is there anything vou would change about the format of the day?

Does anyone have any other questions or comments before we end?

Thank you again for your participation — without the contribution of experts like you, we
wouldn’t be able to complete this important work. Have a good evening and we will see you in
this conference room at 8:00 AM tomorrow. Please remember to check in with security across
the street at the 1000 Thomas Jefferson St., NW location before coming to conference room 315.
AIR representatives will meet you in the lobby of 1000 Thomas Jefferson St., NW at
approximately 7:45 AM to walk over with you.
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LINKAGE EXERCISE DAY 2: INTRODUCTION AND RECAP
(15 MINUTES)

Good morning everyone, and welcome back for Day 2 of the linkage rating exercise. Today we
will be finishing up the linkage rating session. Our process will be similar to yesterday’s session,
but today will be shorter. We will work from 8:00 AM to Noon, with one 15 minute break.

We will begin by passing back the Exercise matrices from yesterday and will have you work for
approximately two hours before we take our first break. Once all of the linkage ratings have
been completed, if there is time leftover, we will have you complete some separate ratings on the
task list. We will discuss the details of these rating scales later today if and when time allows.

Pass out the Linkage Exercise Matrices from yesterday. Be careful to hand each participant his
or her own matrix.

Does anyone have any questions before we begin today’s session?

INDEPENDENT SME LINKAGE RATING (1 HOUR 40 MINUTES)

Please pick up where you left off in your ratings. We will work until 10:00 AM, at which time
we will take a 15 minute break. Remember, we are here to answer any questions you may have
as you go through the matrix.

PROGRESS CHECK (9:55 AM; 5 MINUTES)

Stop the work and check on the participants’ progress. (18-26)

Okay, everyone. It is almost 10:00. Before we break, it would be helpful to get a sense of your
progress. Will you raise your hand if you have completed all KSAO ratings for 20 tasks or
more? Is anyone done with all of their task ratings? If you finish up early, please let us know
and we will talk with you about the additional ratings we mentioned earlier.

MORNING BREAK (15 MINUTES)

Let's take a 15 minute break in order to give you a chance to get a drink, use the restroom, or
walk around a bit. Please be back by 10:15 AM.

INDEPENDENT SME LINKAGE RATING (1 HOUR 35 MINUTES)
Please pick up where you left off in your ratings. We will work until 11:45 PM, at which time we
will wrap up the workshop with some closing remarks. Please let us know if you have any
questions as you go through the matrix,

GG-10
\belhltl\’t‘ Security Information (851)

WARNING: THIS RECORD CONTAINS SENSITIVE C IM(IRMAiT()"J THAT IS CONTROLLED UNDER 49 C.F.R, PARTS 15 AND 1520, NO
PART OF THIS RECORD MAY BE DISCLOSED III}IRH(]N': WITHOT B T0 KNOW.™ ASI?IJI"JIIJII'\‘UJ( FR PARTS 15 AND 1520, EXCEFT
WITH THE WRITTEN PERMISSION OF THE ADMINISTRATOR OF THE TRANSPORTA CURITY MWII"JI‘-IRAIICWHR THE SECRETARY OF

TRANSPORTATION. UNAUTHORIZED RELEASE MAY RESULT IN CIVIL PENALTIES (llt IIHIIH AL 3 GOVERNMENT AGENCIES,
PUBLIC DISCLOSURE GOVERNED BY 5 U.S.C, 552 AND 44 C F.R. PARTS 1§ 1\\”1 1520.

TSA 15-00014 - 006159



Sensitive Secur

WRAP-UP AND CLOSING REMARKS (11:45 AM; 15 MINUTES)
Currently this section is scheduled for 15 minutes. However, if the linkage exercise has taken
less time than anticipated, please extend the closing discussion accordingly.

Thank you very much for being involved in the linkage exercise. The information you provided
will be used to complete the next steps of the job analysis and to help support BDO selection and
training initiatives. We will collect your matrices from you now. If you haven’t finished, please
do not worry. Any data you were able to provide over the course of the workshop will be very
valuable,

At this point, we would like to give you all an opportunity to share any thoughts you might have
about the BDO job.

If SMEs have difficulty generating additional comments, prompt them by asking:

e

Do you have any suggestions for topics that could be covered in training?

2. Do you have any suggestions for improvements that could be made to the BDO hiring
process?

3. How important is it for BDOs 1o

a. be Bilingual;

b. have a military, law enforcement, or other security-related background; or

¢. have experience traveling or otherwise dealing with people from various
cultures?

Does anyone have any other questions or comments before we end?

Thank you again for your participation — without the contribution of experts like you, we
wouldn’t be able to complete this important work.
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ADDITIONAL RATING SCALES (FOR SMES WHO FINISH EARLY)

Begin by walking the SMEs through the rating process and materials.
Distribute the Rating Exercise Matrix and Rating Exercise Process handout.

The last thing we are going to ask you to do is provide some additional ratings on the BDO Job
Tasks. Remember that tasks are very specific work activities performed for a specific purpose.

Refer the participants to the Rating Exercise Matrix and Rating Exercise Process handout.

The Rating Exercise Matrix lists all of the tasks and a rating scale. Before you begin making
your ratings, take some time to review the instructions and rating scale. Then, begin making
your ratings. It is important to following the instructions, but move quickly through your ratings.

For each task, indicate you rating on your matrix, Circle the number the best represents your
answer.

Do you have any questions?
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Appendix HH:
Linkage Exercise Workshops: Participant
Background Questionnaire
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LINKAGE EXERCISE WORKSHOPS: PARTICIPANT BACKGROUND
QUESTIONNAIRE

15. What is your current Job Title?
[ Master BDO (MTSO; F-Band)
[1 Expert BDO (ETSO; G-Band)
[ SPOT Transportation Security Manager (STSM; H-Band)
[ SPOT Transportation Security Manager (STSM; [-Band)
[ Other (please specify)

16. In what airport do you primarily work? (3-letter Airport Code)

17. When did you start working for TSA? (month/vear)

18. When did you start working in your current position? (meonth/vear)

19. Have you ever worked as a National Trainer for the SPOT program?
|1 No Yes

20. Have you ever worked on the SPOT National Standardization Team?
[1 No O Yes

21. Have you ever worked as a BDO?
[1 No 0 Yes

22, Please indicate the highest level of education you have completed.

[1 High School/GED [1 Master’s degree

[1 Some college I Doctorate or other professional degree
[ Associate’s degree || Other (please indicate):

|

Bachelor’s degree

23. What is your gender?
[1Male  Female

24, What is your age?

25. Which ethnic category best describes your background?
[l Hispanic or Latino | Not Hispanic or Latino

26. Which racial category/categories best describe(s) your background?

|| American Indian or Alaska Native | White
[ Asian [| Two or More Races
|| Black or African American [ Other (please specifv):

| | Native Hawaiian or Other Pacific Islander
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Appendix I1:
Linkage Exercise Workshops: Process Handout
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LINKAGE EXERCISE WORKSHOPS: PROCESS HANDOUT

This exercise is designed to identify the Knowledge, Skills, Abilities, and Other Characteristics
(KSAOs) required to successfully perform the Job Tasks that comprise the BDO job. This is
accomplished by “linking"” the KSAOs to the Job Tasks. Please follow the instructions, and let
the Workshop Facilitators know if you have any questions. Work carefully, but move quickly
through your ratings because there are a lot to complete.

Instructions

- Read all of the KSAOs

- Think of the job as it is currently performed — not as it used to be performed, will be
performed in the future, or how it should be performed

- Complete your ratings task by task

1. Start with the first task. Using the rating scale below, indicate the extent to which
each KSAQ is important for performing that task. Ask yourself, “To what extent
does the KSAO help accomplish the task?” Circle the number that best represents
your rating according to the rating scale. Work through all of the KSAOs for the
first task.

2. Move to the next task. Indicate the extent to which each KSAO is important for
performing that task. Work through all of the KSAOs.

3. Continue moving through the tasks one at a time, rating the importance of each
KSAO before moving on to the next task.

Rating Scale

0 — Not Relevant for Performing the Task: This KSAQ is not necessary for performing
the task.

1 — Helpful for Performing the Task: This KSAO would be helpful, but it is not essential
for performing the task.

2 - Essential for Performing the Task: This KSAQO is necessary for performing the task.
A BDO would not be able to competently perform the task without it.

Note: It is important to move through the matrix in a systematic manner. Consider each cell
(tasks/KSAO pairing) individually, If your decision is that the KSAQ is not relevant for
performing the task, please circle zero. This will help you keep track of where you are and will
help us distinguish between KSAOs you felt were not relevant and KSAOs you did not rate.
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Appendix JJ:
Linkage Exercise Workshops: Partial Linkage Matrix
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LINKAGE EXERCISE WORKSHOPS: PARTIAL LINKAGE MATRIX
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Appendix KK:
Linkage Exercise Workshops:
Additional Rating Scales
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LINKAGE EXERCISE WORKSHOPS: ADDITIONAL RATING SCALES

Rating Exercise Process:
Probability of Inadequate Performance (Tasks)

This exercise is designed to provide additional information about the BDO Job Tasks. Please
follow the instructions, and let the Workshop Facilitators know if you have any questions. Work
carefully, but move quickly through your ratings because there are a lot to complete.

Instructions
- Read all tasks
- Complete your ratings

1. Start with the first task. Provide a rating using the rating scale below. Circle the
number that best represents your rating.

2. Move to the next task.

3. Continue moving through the tasks one at a time, completing a rating for each before
moving on to the next task.

Rating Scale
Probability of Inadequate Performance: This is a measure of how often this task is performed in
an unacceptable manner.

NA — Not applicable — This task is not performed by BDOs,

1 - Always performed incorrectly.

2 - Often performed incorrectly.

3 - Sometimes performed incorrectly

4 - Rarely performed incorrectly

5 — Never performed incorrectly.
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Rating Exercise Process: Training Emphasis (Tasks)

This exercise is designed to provide additional information about the BDO Job Tasks. Please
follow the instructions, and let the Workshop Facilitators know if you have any questions. Work
carefully, but move quickly through your ratings because there are a lot to complete.

Instructions
- Read all tasks
- Complete your ratings

1. Start with the first task. Provide a rating using the rating scale below. Circle the
number that best represents your rating.

2. Move to the next task.

Continue moving through the tasks one at a time, completing a rating for each before
moving on to the next task.

Training Emphasis: This is a measure of how much emphasis this task should be given in training.
NA - Not applicable — This task is not performed by BDOs,
1 = No emphasis. This task should not be trained during the initial training course.
2 = Minor emphasis. This task should only be mentioned during the initial training course.
3 - Limited emphasis. This task should be taught as information but not applied or tested
during the initial training course.

4 - Major emphasis. Students should be tested on this task during the initial training
course,

5 — Substantial emphasis. Participants should learn this task, apply it within class, and be
tested on it in order to successfully completed the initial training course.

KK-3
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Rating Exercise Process:
Training Emphasis in Initial and Additional Training (KSAOs)

This exercise is designed to provide additional information about the BDO Job KSAOs.

Instructions
Complete your ratings
1. Start with the first KSAO. Provide a rating using each rating scale below. Circle the
number that best represents your rating.
Move to the next KSAO.

Continue moving through the KSAOs one at a time, completing the ratings for each before
moving on to the next.

o

Training Emphasis in Initial Training: This is a measure of how much emphasis this KSAO
should be given in initial training.

NA - Not applicable — This KSAO is not necessary for the BDO job.

1 - No emphasis. This KSAO should not be trained during the initial training course.

2 — Minor emphasis. This KSAO should only be mentioned during the initial training course.

3 - Limited emphasis. This KSAO should be taught as information but not applied or tested
during the initial training course.

4 — Major emphasis. Students should be tested on this KSAO during the initial training course.

5 - Substantial emphasis. Participants should learn this KSAQ, apply it within class, and be
tested on it in order to successfully completed the initial training course.

Training Emphasis in Additional Training: This is a measure of how much emphasis this KSAO
should be given in other training.
NA - Not applicable - This KSAO is not necessary for the BDO job.
1 = No emphasis. This KSAO should not be trained.
2 — Minor emphasis. This KSAO should only be mentioned during an additional training
course.
3 - Limited emphasis. This KSAO should be taught as information but not applied or tested
during an additional training course,
4 — Major emphasis. Students should be tested on this KSAO during an additional training
course.
5 = Substantial emphasis. Participants should learn this KSAQO, apply it within class, and be
tested on it in order to successfully completed an additional training course.
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Rating Exercise Process: Criticality (Tasks)

This exercise is designed to provide additional information about the BDO Job Tasks. Please
follow the instructions, and let the Workshop Facilitators know if you have any questions. Work
carefully, but move quickly through your ratings because there are a lot to complete.

Instructions
- Read all tasks
- Complete your ratings

1. Start with the first task. Provide a rating using the rating scale below. Circle the
number that best represents your rating.

2. Move to the next task.

Continue moving through the tasks one at a time, completing a rating for each before
moving on to the next task.

Criticality: This is a measure of the consequence of inadequate performance and its affect on the
mission.
NA - Not applicable — This task is not performed by BDOs.

1 = None. The consequence of inadequate performance results in no injury to personnel or
damage to equipment. The mission is unaffected.

2 = Minor.
3 = Moderate.
4 - Major.

5 - Catastrophic. The consequence of inadequate performance results in death/life-
threatening injuries and/or being unable to carry out the mission.
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Appendix LL:
Linkage Exercise Workshops:
All Data vs. Agreement Data
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LINKAGE EXERCISE WORKSHOPS:
ALL DATA vS. AGREEMENT DATA

Table LL-1. KSAO Linkage Results Comparing All Data to Agreement Data

# of Tasks
Linked
# of Tasks (Significant
Linked Agreement
1D KSAO (All Data) Only)
90 | Professionalism 85 77
Able to work in a reliable, responsible, and dependable
100 it 78 76
92 | Detail-oriented 82 75
99 | Able to multi-task 79 71
89 | Honesty/Integrity 75 68
74 | Ability to retain and recall information 64 62
1 | Knowledge of SPOT theory and program background 71 61
Ability to quickly make sense of, combine, and organize
L information 6% o
Knowledge of situations that require immediate LEO
26 notification 7l 57
63 Skill in remembering factual information, including numbers 64 57
and procedures
101 | Able to work cooperatively with others to achieve shared goals 58 56
41 | Skillin clarifying information 61 54
25 | Knowledge of the steps of the SPOT referral process 68 50
E Knowledge of the point values associated with behaviors and 58 47
other criteria
2 | Knowledge of stress cues and appearance factors 56 46
LL-2
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Table LL-1. KSAO Linkage Results Comparing All Data to Agreement Data (Continued)

# of Tasks |# of Tasks Linked
Linked (Significant
ID KSAO (All Data) | Agreement Only)
3 | Knowledge of fear cues and appearance factors 56 46
4 | Knowledge of deception cues and appearance factors 56 46
55 Skill in using visual sensory information to make comparisons 68 46
and/or evaluations
Skill in decision-making, including perceiving impact and
56 implications of decisions; making effective and timely 51 45
decisions, even when data are limited or solutions produce
unpleasant consequences
Skill in identifying behaviors and assigning the proper point
oe value to them L 4
38 | Skill in oral communication 51 44
66 | Skill in working with minimal or no supervision 50 44
6 Knowledge of critical and clustered categories of suicide 53 43
bomber indicators
75 Ability to identify and focus on behaviors among other 55 43
distracting information or stimuli
27 | Knowledge of LEO referral process 66 40
40 | Skill in effective listening 49 40
84 | Ability to see details at close range (i.e., within a few feet) 41 39
95 | Comfort with social interactions 47 38
5 | [Knowledge of the signs of deception|P)3)49 US.C.§ | 45 57
|(b}(3} 49 U.S.C.§ 114(r)
Skill in adapting behavior and work methods in response to
60 | new information, changing conditions, or unexpected 40 37
obstacles
31 Knowledge of TSA transportation security policies, directives, 38 36
and regulations
76 ?rl:gty to maintain focus and awareness over long periods of 57 36
LL-3
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Table LL-1. KSAO Linkage Results Comparing All Data to Agreement Data (Continued)

# of Tasks |# of Tasks Linked
Linked (Significant

ID KSAO (All Data) | Agreement Only)

10 Knowledge of signs of possible surveillance activity by 59 35
individuals

04 Knowledge of the procedures to determine baselines and 47 34
deviations from baseline

54 Skill in sharing information, knowledge, and expertise with a5 34
team members

75 Ability to perform basic mental math to quickly calculate 44 34
accrued behavior and appearance factor points

w0 Skill in quickly and accurately identifying similarities and 42 33
differences from the baseline

8 | Knowledge of criteria for assigning the initial point 44 31

9 | Knowledge of criteria for pointg(®)(®):49 46 31

30 | Knowledge of reporting requirements and procedures 63 31

94 | Command presence 33 31

64 | Skill in recognizing people 48 30

89 Skill in using combined information to draw a conclusion or to 61 29
solve a problem

85 Ability to see details at a distance (i.e., more than few feet 29 29
away)

67 | Skill in gathering and systematically maintaining data 59 28

39 | Skill in non-verbal communication 46 27

68 Skill in determining the importance, accuracy, and 64 5
effectiveness of data

57 Skill in responding tactfully, sensitively, and appropriately, and 30 04
treating others with respect

59 Skill in interacting with diverse individuals (e.qg., differing a4 04
backgrounds, ages)

13 | Knowledge of permitted and prohibited items 29 23

LL-4

sitive Security Information (S51)
[ SECURITY INFORMATION THAT IS CONTROLLED UNDER 49 CFR PARTS 15 AND 520, NO

WARNING: THIS RIT
PART OF THIS RECORD MAY BL DISCLOSE RSO
WITH THE WRITTEN PERMISSION THE ADMINIST! RAI()R OF THE FHANHI’(JHTAI T
TRANSPORTATION. UNAUTHORIZED RELEASE MAY RESULT IN CIVIL PENALTIES OR rmuu ACTION, FOR LS. G
PUBLIC DISCLOSURE GOVERNED BY 5 U.5.C. 552 AND 49 C.F.R, PARTS 15 AND 520,

TSA 15-00014 - 006176



Sensitive Security Info

Table LL-1. KSAO Linkage Results Comparing All Data to Agreement Data (Continued)

# of Tasks |# of Tasks Linked
Linked (Significant

ID KSAO (All Data) | Agreement Only)
Knowledge of procedures and requirements for notifying

29 SPOT transportation security manager (STSM), supervisory 45 23
transportation security officer (STSQ), or others, as
appropriate
Skill in conducting an effective casual conversation to obtain

A resolution 4 23
Skill in acting discretely when using quick reference materials

58 | on duty, communicating with other BDOs and TSOs, and 56 23
holding casual conversations with travelers

88 | Ability tol(b}(3}149 U.S.C. § 114(r) | 24 4

12 | Knowledge of unusual items 43 20

49 Skill in operating communication equipment (e.g., cell phone, a3 19
two-way radio)

7 Skill in thinking critically to identify solutions, conclusions, or 21 19
approaches to problems

16 | Knowledge of characteristics of fraudulent documents 18 17
Skill in self-management, including displaying a high level of

61 | initiative and effort, and completing assignments in a timely 23 17
manner

91 | Open-minded 24 17

14 | Knowledge of information on travel documents 19 16

15 | Knowledge of information on IDs 18 15

17 Knowledge of latest security-related intelligence (e.g., amber 54 13
alerts, bolos, terrorist organizations, gangs)
Skill in identifying individuals who appear to be the subject of

33 | an AMBER Alert, law enforcement, or other intelligence-driven 41 13
report

35 Skill in inspecting individuals' accessible property and/or carry- 15 13
on baggage

78 | Ability to stand for long periods of time 13 13

LL-5
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Table LL-1. KSAO Linkage Results Comparing All Data to Agreement Data (Continued)

# of Tasks |# of Tasks Linked|
Linked (Significant

ID KSAO (All Data) | Agreement Only)

a7 Cultural sensitivity: Able to recognize variations among 20 13
cultures and treat all people with respect

98 Stress tolerance: Able to accept criticism and deal calmly and 16 12
effectively with high stress situations

23 Knowledge of screening procedures associated with discovery 17 1
of prohibited items

42 | Skillin reading and comprehension 13 1

93 | Flexibility 1 11

102 | Able to balance customer service with public safety 15 "
Knowledge of other security or law enforcement entities, such

18 | as the FBI and local police, and their scope of responsibility 24 10
and authority with respect to the work of BDOs

62 | Skillin managing one's own time 10 10

21 Knowledge of procedures to inspect individuals' accessible 10 9
property and/or carry-on baggage

37 | Skill in written communication 9 9

36 | Skill in identifying fraudulent documents 24 8

44 | Skill in using software and electronic mail 8 8

46 Skill in completing required documents and/or paperwork 10 8
(e.g., SPOT Incident Reports, SPOT Referral Report)

45 Skill in using job-specific software and applications (e.g., 8 7
PARIS, SPOT database, on-line training programs)

19 | Knowledge of proper alarm resolution procedures 7 6
Knowledge of special category screening procedures,

22 | including, but not limited to, diplomatic pouches and 6 6
hazardous materials

43 | Skill in note-taking 7 6

LL-6
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Table LL-1. KSAO Linkage Results Comparing All Data to Agreement Data (Continued)

# of Tasks |# of Tasks Linked
Linked (Significant
ID KSAO (All Data) | Agreement Only)
65 | Skill in applying general rules to specific problems 6 6
47 Skill in using tools for examining 1Ds (e.g., black light, 5 5
magnification loupe)

48 Skill in using explosives trace detection (ETD) equipment to 4 5

inspect baggage and accessible property
87 Ability to perceive/distinguish colors (e.g., red, green, blue, 5 5

yellow, orange, purple, brown, black, white, gray)
20 | Knowledge of the procedures required in a security breach 3 3
50 Skill in creating and maintaining a culture that fosters high 3 3

standards of ethics
82 | Ability to walk up to two (2) miles during a shift 6 3
83 | Ability to walk more than two (2) miles during a shift 5 3
gg | Ability to detect or tell the differences between (b)(3):49 o8 3

|ibt531:49 U.S.C. 8§ 114(r) ]
11 Knowledge of advanced behavior detection training (ABDT) or 28 >

other behavior detection techniques
51 Skill in managing and resolving conflicts and disagreements 2 5

among team members in a constructive manner
52 Skill in inspiring and fostering team commitment, spirit, pride, 2 >

and trust
53 | Skill in motivating team members to accomplish group goals 1 2
96 Creativity: Able to come up with unusual or clever ideas about 19 >

a situation or to develop creative ways to solve a problem
103 | Willingness to work a flexible schedule 2 2

Ability to efficiently and thoroughly manipulate and lift
79 | baggage, containers, and other objects subject to security 1 1

processing
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Appendix MM:
Linkage Exercise Workshops:
Sample of Linkage Data Results
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Sensitive ity tion (SSI)

LINKAGE EXERCISE WORKSHOPS: SAMPLE OF LINKAGE DATA RESULTS

Table MM-1: Sample of Linkage Exercise Data Results

Sensitive Security Information (SSI)

1D KSAO Name N | Mean | SD | Min. | Rug

Knowledge of SPOT theory and program

1 background 33| 118 | .88 0 2 16 7 21.2% 10 30.3% | -0.17

g [ Loweis (vuEds e St aapedcy 33[100 | 9 | 0o | 2 13 | 39.4% 212% | 13 | 39.4% | -0.22
Knowledge of fear cues and appearance factors | 33 .97 .92 0 2 13 39.4% 18.2% 14 42.4% | -0.26

¢ [FAaBeoramepeencas sad spneinee | aall a7 | 2] o | 2 13 39.4% 182% | 14 | 424% | 026
Knowledge of the signs of deception|( |

5 |(b)(3):49 U.S.C. § 114(n) | 33| 97 .92 0 2 13 39.4% 6 18.2% 14 42.4% | -0.26
Knowledge of critical and clustered categories

6 o suicids horber iIndicakors 33 .94 .93 0 2 13 39.4% 5 15.2% 15 455% | -0.31
Knowledge of the point values associated with s - .

7 behaviors and olfier ciitana 33| 9 .95 0 2 13 39.4% 4 12.1% 16 48.5% | -0.34

8 g;?‘\;viedge of criteria for assigning the initial 33 88 93 0 5 12 36.4% 5 15.2% 16 485% | -0.29

9 | Knowledge of criteria for pointd @49 _| 33| 88 | 93| 0 2 12 36.4% 5 152% | 16 | 48.5% | -0.29
Knowledge of signs of possible surveillance

10 activity by individuals 33| .85 .94 0 2 12 36.4% 4 12.1% 17 51.5% | -0.32
Knowledge of advanced behavior detection

11 | training (ABDT) or other behavior detection 33 .58 .66 0 2 3 9.1% 13 39.4% | I 4 51.5% | 0.34
techniques

12 | Knowledge of unusual items 33| .82 .92 0 2 1 33.3% 5 15.2% 17 51.5% | -0.26
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Sensitive Security ion (SSI)

Table MM-1: Sample of Linkage Exercise Data Results (Continued)

Task 1: Ensure readiness and possession of all materials and equi - needed for shift.
o - _ v e L o # #Not | %Not |
13 | Knowledge of permitted and prohibited items 33 .85 94 0 2 12 36.4% 4 121% | F 51.5% | -0.32
14 | Knowledge of information on travel documents 33 .76 90 0 2 10 30.3% 5 15.2% 18 545% | -0.22
15 | Knowledge of information on IDs 33 .85 87 0 2 10 30.3% 8 24.2% 15 455% | -0.13
Knowledge of characteristics of fraudulent
16 e 33 9 91 ] 2 12 36.4% 6 18.2% 15 45.5% | -0.25
Knowledge of latest security-related
17 | intelligence (e.g., amber alerts, bolos, terrorist 33| 139 | .70 0 2 17 51.5% 12 36.4% 4 12.1% | 0.26
organizations, gangs)
Knowledge of other security or law enforcement
entities, such as the FBI and local police, and
18 their scope of responsibility and authority with 33| 100 | .79 0 2 10 30.3% 13 39.4% 10 30.3% | 0.06
respect to the work of BDOs
Knowledge of proper alarm resolution
19 procedures 33 9 g 0 2 12 36.4% 6 18.2% 15 45.5% | -0.25
Knowledge of the procedures required in a Z
20 securily breach 33 | 1.03 | .88 0 2 13 39.4% 8 24.2% 12 36.4% | -0.17
Knowledge of procedures to inspect individuals' % 5 5
21 accessible property and/or carry-on baggage 33| 100 | 90 0 2 13 39.4% 7 21.2% 13 39.4% | -0.22
Knowledge of special category screening
22 | procedures, including, but not limited to, 33 .82 .88 0 2 10 30.3% 7 21.2% 16 485% | -0.17
diplomatic pouches and hazardous materials
Knowledge of screening procedures 4
23 associated with discovery of prohibited items 5 i A 9 # H i s e b $95% %2
Knowledge of the procedures to determine i
24 Gnctinge o dovialions tresn bisekng 33 91 .95 0 2 13 39.4% 4 12.1% 16 48.5% | -0.34
25 ﬁ:)‘::";‘:sdge aHheSeRs p e SEOT T 33| 115 | 97 | o 2 18 545% | 2 | 61% | 13 | 39.4% | -0.42

MM-3
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Sensitive Security Info ~ I)

Table MM-1: Sample of Linkage Exercise Data Results (Continued)

1| - . “ # e | #Not | %Not
D KSAO Name N | Mean | SD | Min. | Max. | Essential | Essential |Helpful % Helpful ant Relevant
Knowledge of situations that require immediate o
26 LEO notification 33 a1 .95 0 2 13 39.4% 4 12.1% 16 485% | -0.34
27 | Knowledge of LEQ referral process 33| 9 98 0 2 14 42.4% 2 6.1% 17 51.5% | -0.44
Knowledge of Identity Verification Call Center -
28 (IVCC) procedures 32 .63 71 0 2 4 12.5% 12 37.5% 16 50.0% | 0.25
Knowledge of procedures and requirements for
notifying SPOT transportation security manager i
29 (STSM), supervisory transportation security 331 103 | .95 0 2 15 45.5% a4 12.1% 14 42.4% | -0.36
officer (STSO), or others, as appropriaie
Knowledge of reporting requirements and =
30 Sires 33 1.21 89 0] 2 17 51.5% 6 18.2% 10 30.3% | -0.20
Knowledge of TSA transportation security 2
31 policies, directives, and requlations 33 | 130 .85 0 2 18 54.5% 7 21.2% 8 24.2% 0.08
Skill in identifying behaviors and assigning the =
32 proper point value i them 33 .87 .98 0 2 15 45.5% 2 6.1% 16 48.5% | -0.45
Skill in identifying individuals who appear to be
33 | the subject of an AMBER Alert, law 33 .88 82 0 2 9 27.3% 11 33.3% 13 39.4% | -0.01
enforcement, or other intelligence-driven report
54 | 2% W coodicling am sfiscive chsunl 33| 79 [ 90| o | 2 13 394% | 0 | 00% | 20 | 60.6% | -0.48
conversation to obtain resolution
Skill in inspecting individuals' accessible 9 4
35 property and/or carry-on baggage 33 .82 .95 0 2 12 36.4% 3 9.1% 18 545% | -0.35
36 | Skill in identifying fraudulent documents 33 .94 .93 0 2 13 39.4% 5 15.2% 15 455% | -0.31
37 | Skill in written communication 33| 103 | 95 0 2 15 45.5% 4 12.1% 14 424% | -0.36
38 | Skill in oral communication 33| 1.00 | . 0 2 14 42.4% 5 15.2% 14 42.4% | -0.31
39 | Skill in non-verbal communication 33 91 91 0 2 12 36.4% 6 18.2% 15 455% | -0.25
MM-4
ensi ity Information (SSI)

WARNING: THIS RECORD CONTAINS SENSITIVE SECURITY INFORMATION THAT IS mVI'ROL..U‘.D UNDER 49 C {D 1520, NO PART OF THIS RECORD MAY BE DISCLOSED TO PERSONS

WITHOUT A “NEED TO KNOW_.™ AS DEFINED IN 49 C.F.R PARTS 15 AND 1520, EXCEPT WITH THE W/ R]'I'ﬂ-_n\ PER\U‘E&IDN OF THE AD} E THE TRANSPORTATION SECURITY
ADMINISTRATION OR THE SECRETARY OF TRANSPORTATION. UNAUTHORIZED RELEASE MAY RESULT IN CIVIL PENALTIES OR DTHZER AC'T[O\ FOR US.
DISCLOSURE GOVERNED BY 5 U.5.C. 552 AND 49 C.F.R. PARTS 15 AND 1520. |




81900 - #1000-Gl VSL

Table MM-1: Sample of Linkage Exercise Data Results (Continued)

oy 1| - _ “ # ; # #Not | %Not
40 | Skill in effective listening 33 .97 .95 0 2 14 42 4% 4 12.1% 15 455% | -0.36
41 | Skill in clarifying information 33| 103 | 95 0 2 15 45.5% 4 12.1% 14 42.4% | -0.36
42 | Skill in reading and comprehension 33| 1.00 | .90 0 2 13 39.4% 7 21.2% 13 39.4% | -0.22
43 | Skill in note-taking 33 .97 77 0 2 9 27.3% 14 42 4% 10 30.3% | 0.1
44 | Skill in using software and electronic mail 33 73 84 0 2 8 24.2% 8 24.2% 17 51.5% | -0.06
Skill in using job-specific software and
45 | applications (e.g.. PARIS, SPOT database, on- | 33 .64 .82 0 2 7 21.2% Z 21.2% 19 57.6% | -0.01
line training programs)
Skill in completing required documents and/or
46 | paperwork (e.g., SPOT Incident Reports, SPOT | 33 97 .92 0 2 13 39.4% 6 18.2% 14 42.4% | -0.26
Referral Report)
Skill in using toals for examining IDs (e.g., black
47 light, magnification loupe) 33| 1.15 | .80 0 2 13 39.4% 12 36.4% 8 242% | 0.05
Skill in using explosives trace detection (ETD)
48 | equipment to inspect baggage and accessible 33 | 106 90 0 2 14 42 4% 7 21.2% 12 36.4% | -0.21
property
Skill in operating communication equipment &
49 (e.g.. cell phone, two-way radio) 33| 136 | .78 0 2 18 54 5% 9 27.3% 6 18.2% | 0.08
Skill in creating and maintaining a culture that
50 fostors high standesds of atiics 33 91 91 0 2 12 36.4% 6 18.2% 15 45.5% | -0.25
Skill in managing and resolving conflicts and
51 | disagreements among team members in a 33 A3 .88 0 2 9 27.3% 6 18.2% 18 545% | -0.15
constructive manner
Skill in inspiring and fostering team = 5
52 commitment, spirit, pride, and trust 33 91 .95 0 2 13 39.4% 4 12.1% 16 48.5% 0.34

MM-5
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Table MM-1: Sample of Linkage Exercise Data Results (Continued)

_ o Nz ; #-, | % | % | #Not | %Not |
Skill in motivating team members to accomplish o o i
53 group goals 33 .79 .86 0 2 9 27.3% 8 24.2% 16 48.5% | -0.10
Skill in sharing information, knowledge, and
54 expertise with team members 33 .94 93 0 2 13 39.4% 5 15.2% 15 455% | -0.31
Skill in using visual sensory information to make
55 comparisons and/or evaluations 33 .85 91 0 2 11 33.3% 6 18.2% 16 485% | -0.23
Skill in decision-making, including perceiving
impact and implications of decisions; making
56 | effective and timely decisions, even when data 33| 103 .95 0 2 15 455% - 12.1% 14 42.4% | -0.36
are limited or solutions produce unpleasant
consequences
Skill in responding tactfully, sensitively, and
57 appropriately, and treating others with respect 33 .85 91 0 2 11 33.3% 6 18.2% 16 48.5% | -0.23
Skill in acting discretely when using quick
reference materials on duty, communicating 3
58 with other BDOs and TSOs. and holding casual 33 97 92 0 2 13 39.4% 6 18.2% 14 42 4% 0.26
conversations with travelers
Skill in interacting with diverse individuals (e.g., o P
59! | iteiing backiiouiitie. ages] 33| 73 |88 | 0 2 9 27.3% 6 18.2% 18 | 545% | -0.15
Skill in adapting behavior and work methods in
60 | response to new information, changing 33| 1.00 97 0 2 15 45.5% 3 9.1% 15 455% | -0.40
conditions, or unexpected obstacles
Skill in self-management, including displaying a
61 | high level of initiative and effort, and completing | 33 1.18 .88 0 2 16 48.5% 7 21.2% 10 30.3% | -0.17
assignments in a timely manner
62 | Skill in managing one’s own time 33| 121 -89 0 2 17 51.5% 6 18.2% 10 30.3% | -0.20
Skill in remembering factual information, 5
63 including numbers and procedures 33| 109 | .91 0 2 15 45.5% 6 18.2% 12 36.4% | 0.25
64 | Skill in recognizing people 33| .61 .83 0 2 i 21.2% 6 18.2% 20 60.6% | -0.03
MM-6
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Table MM-1: Sample of Linkage Exercise Data Results (Continued)

Sensitive Security Information (SSI)

1D KSAO Name N  Mean | SD | Min. | -
Skill in applying general rules to specific 4
65 problems 33 79 -89 0 6 18.2% 4 51.5% | -0.20
66 | Skill in working with minimal or no supervision 33| 1.36 | .86 0 5 15.2% 8 24.2% | -0.11
67 dS—::IEIl in gathering and systematically maintaining 33 94 86 0 9 27.3% 13 39.4% | -0.12
Skill in determining the importance, accuracy, =
68 and offestivenese of data 33 .94 .80 ] 12 36.4% 7 21.2% 14 42.4% 0.21
Skill in using combined information to draw a 5
69 conclusion or 1o solve a problem 33 .82 .88 0 10 30.3% 7 21.2% 16 48.5% | -0.17
Skill in quickly and accurately identifying
%9 similarities and differences from the baseline = 25 = 4 49 ST 2 RS " Bk | G
Skill in thinking critically to identity solutions, & X
71 conclusions, or approaches 1o problems 33 91 .98 0 14 42.4% 2 6.1% 17 51.5% | -0.44
Ability to perform basic mental math to quickly
72 | calculate accrued behavior and appearance 33 .67 .89 0 9 27.3% 4 12.1% 20 60.6% | -0.19
factor points
Ability to quickly make sense of, combine, and 5
73 organize information 33| 103 | .92 14 42.4% 18.2% 13 39.4% | -0.26
74 | Ability to retain and recall information 33| 103 | .95 0 15 45.5% 4 12.1% 14 42.4% | -0.36
Ability to identify and focus on behaviors among & ” F
7 T e cting information or stimuli 33 .82 95 0 12 36.4% 3 9.1% 18 545% | -0.35
Ability to maintain focus and awareness over
76 long periods of time 33 .88 93 0 12 36.4% 5 15.2% 16 48.5% | -0.29
Ability to maintain physical agility that would
77 allow for squatting and bending 33 45 71 4 12.1% ¥4 21.2% 22 66.7% | 0.24
78 | Ability to stand for long periods of time 33 91 91 0 12 36.4% 6 18.2% 15 455% | -0.25
MM-7
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Table MM-1: Sample of Linkage Exercise Data Results (Continued)

| = - £ | % | ¥ #Not | %Not |
Ability to eﬁmlemly and thoroughly manipulate
79 | and lift baggage. containers, and other objects 33| .48 .83 0 2 7 21.2% 2 6.1% 24 72.7% | -0.04
subject to security processing
Ability to lift and carry baggage weighing up to
80 70 pounds 33 .21 49 0 2 1 3.0% 5 15.2% 27 81.8% | 0.65
Ability to lift and carry baggage weighing up to -
81 40 pounds 33 39 7S 0 2 15.2% 3 9.1% 25 75.8% | 0.16
82 | Ability to walk up to two (2) miles during a shift 3| .70 .85 0 L] 24.2% 7 21.2% 18 54.5% | -0.08
g3 | Antity towalk more than two (2) miles during . | 33 | 67 | 82 | 0 | 2 212% | 8 | 242% | 18 | 545% | 0.00
84 Qtf’gayf:’ef}ee details at closarange (Le. within: | o] g5 | o1 | ¢ 2 11 333% | 6 | 182% | 16 | 485% | -0.23
Ability to see details at a distance (i.e., more & J
85 | than few feet away) 32| 78 91 0 2 10 31.3% 5 15.6% 17 53.1% | -0.23
86 |t e o e dl ween 132 | 62 | 83| 0 | 2 7 219% | 6 | 188% | 19 | 59.4% | -0.04
Ability to perceive/distinguish colors (e.g., red
87 | green, blue, yellow, crange, purple, brown, 32 .56 .76 0 2 5 15.6% 8 25.0% 19 59.4% | 0.14
black, white, gray)
88 | Ability to](0)(3)49 U.S.C. § 114(n) | 32 | .69 .80 0 2 9 28.1% 4 12.5% 19 59.4% | -0.20
89 | Honesty/Integrity 321 138 | .87 0 2 20 62.5% 4 12.5% 8 25.0% | -0.14
90 | Professionalism 32| 153 | .84 0 2 24 75.0% 3.1% 21.9% | -0.06
91 | Open-minded 32 1.09 | 1.00 0 2 17 53.1% 3.1% 14 43.8% | -0.48
92 | Detail-oriented 33 150 | 80 0 2 23 69.7% 4 121% 6 18.2% | 0.05
MM-8
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Table MM-1: Sample of Linkage Exercise Data Results (Continued)

15 455% | 5 | 152% | 13 | 39.4% | -0.31

0 2

1.06 |

93 | Flexibility 33 93
94 | Command presence 33 | 94 .86 0 2 H 33.3% 9 27.3% 13 39.4% | -0.12
95 | Comfort with social interactions 33| 94 97 0 2 14 42.4% 3 9.1% 16 48.5% | -0.40
Creativity: Able to come up with unusual or
96 | clever ideas about a situation or to develop 33| o 84 0 2 10 30.3% 10 30.3% 13 39.4% | -0.07
creative ways to solve a problem
Cultural sensitivity: Able to recognize variations E
a7 among cultures and treat all people with 3| 79 93 0 2 11 33.3% 4 12.1% i8 545% | -0.29
Stress tolerance: Able to accept criticism and
98 | deal calmly and effectively with high stress 33 | .85 .94 0 2 12 36.4% 4 12.1% 17 51.5% | -0.32
situations
99 | Able to multi-task 33 | 152 | 67 0 2 20 60.6% 10 30.3% 3 9.1% 0.33
Able to work in a reliable, responsible, and
100 ) sabl o 33| 142 | .79 0 2 20 60.6% 7 21.2% 6 182% | 0.06
Able to work cooperatively with others to
101 Aokl & | goals a3 | 1.21 93 0 2 18 54.5% 4 12.1% 11 33.3% | -0.29
102 gf';;“ belmice customes senmoewiivputic — oa | 20 | 85 | o | 2 9 273% | 9 | 273% | 15 |455% | -0.07
103 | Willingness to work a flexible schedule 33 87 .89 0 2 27.3% ks 12.1% 20 60.6% | -0.19
MM-9
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Appendix NN:
Linkage Exercise Workshops:
Results Summary by KSAOs
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LINKAGE EXERCISE WORKSHOPS: RESULTS SUMMARY BY KSAOs

Table NN-1: KSAO Linkage Results Summary

KSAO Linkage
# of Tasks Percent Mean

When Linked to Not
ID Name Required? KSAQO Essential | Helpful | Relevant M SD
90 | Professionalism Hire 85 84.9% 10.1% 4.9% 1.81 | 0.47
92 | Detail-oriented Hire 82 87.4% 8.0% 46% 1.83 | 0.43
99 | Able to multi-task Hire 79 82.6% 10.8% 6.6% 1.76 | 0.53
100 | Able to work in a reliable, responsible, and dependable manner Hire 78 78.8% 15.5% 57% 1.73 | 0.53
89 | Honesty/Integrity Hire 75 80.9% 12.6% 6.6% 1.74 | 0.54
26 | Knowledge of situations that require immediate LEO notification Initial 7 83.3% 8.7% 8.0% 1.75 | 0.53
1 Knowledge of SPOT theory and program background Initial 71 78.1% 16.0% 6.0% 1.72 | 0.52

Skill in using visual sensory information to make comparisons : e =
2% | astioraealiatione After Hire 68 72.7% 15.4% 11.9% 1.61 | 0.68
25 | Knowledge of the steps of the SPOT referral process Initial 68 79.6% 11.1% 9.3% 1.70 | 0.59
27 | Knowledge of LEO referral process Initial 66 75.3% 13.6% 1.1% 1.64 | 0.63
74 | Ability to retain and recall information Hire 64 85.2% 10.0% 4.8% 1.80 | 0.46

Sensitive Security Information (SSI)

NN-2
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Table NN-1: KSAO Linkage Resulis Summary (Continued)

KSAOQ Linkage
# of Tasks Percent Mean
When Linked to Not
ID Name Required? KSAO Essential | Helpful | Relevant M SD
Skill in remembering factual information, including numbers and ; @
63 procedures Hire 64 82.3% 11.3% 6.4% 1.76 | 0.53
68 s:(:laltt; determining the importance. accuracy, and effectiveness After Hire 64 68.2% 17.2% 14.6% 154 | 0.72
30 | Knowledge of reporting requirements and procedures After Hire 63 66.6% 21.5% 11.9% 1.55 | 0.64
Ability to quickly make sense of, combine, and organize ; - - e
73 | intormation Hire 62 82.5% 12.2% 5.3% 174 | D50
Skill in using combined information to draw a conclusion or to ) - G
69 solve a problem After Hire 61 66.7% 20.5% 12.8% 1.54 | 0.69
41 | Skill in clarifying information Hire 61 81.9% 10.5% 7.6% 1.74 | 0.55
67 | Skill in gathering and systematically maintaining data After Hire 59 64.4% 22.2% 13.4% 151 | 0.
101 | Able to work cooperatively with others to achieve shared goals Hire 58 81.3% 11.7% 7.0% 1.74 | 0.54
Knowledge of the point values associated with behaviors and " » -
T | otheroiria Initial 58 89.7% 4.7% 5.6% 1.84 | 0.36
76 :j\:::ty to maintain focus and awareness over long periods of Afer Hire 57 73.4% 15.6% 11.0% 162 | 063
3 | Knowledge of fear cues and appearance factors Initial 56 89.1% 55% 5.4% 1.84 | 0.35
2 | Knowledge of stress cues and appearance factors Initial 56 89.0% 5.7% 5.3% 1.84 | 0.34
4 | Knowledge of deception cues and appearance factors Initial 56 88.7% 5.8% 5.5% 1.83 | 0.38

NN-3
Sensitive Security Information (SSI)
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Table NN-1: KSAO Linkage Results Summary (Continued)

Sensitive Security Information (SSI)

KSAO Linkage
# of Tasks Percent Mean
When Linked to Not
ID Name Required? KSAO Essential | Helpful | Relevant M SD
Skill in acting discretely when using quick reference materials on
58 | duty, communicating with other BDOs and TSOs, and holding After Hire 56 66.3% 20.2% 13.6% 153 | 0.72
casual conversations with travelers
Ability to identify and focus on behaviors among other " "
75 distracting information or stimuli After Hire 55 83.2% 9.3% 7.5% 1.76 | 0.48
Skill in identifying behaviors and assigning the proper point 53z i
32 il 1 e Initial 55 86.8% 6.2% 7.0% 1.80 | 0.47
Knowledge of latest security-related intelligence (e.g., amber ” - =
17 alerts, bolos, terrorist organizations, gangs) After Hire 54 49.7% 36.8% 13.4% 1.36 | 0.67
5 .Kn.owledge of critical and clustered categories of suicide bomber Initial 53 85.0% 7 79, 739, 178 | 0.49
indicators
38 | Skill in oral communication Hire 51 89.7% 4.3% 6.0% 1.84 | 0.43
Skill in decision-making, including perceiving impact and
implications of decisions; making effective and timely decisions, ‘ - &
56 | aven when data are limited or solutions produce unpleasant Hite = % 105% g% B | n62
conseguences
Knowledge of signs of possible surveillance activity by - -
10 nieiode Initial 51 81.0% 10.0% 9.0% 12 | 0:55
66 | Skill in working with minimal or no supervision Hire 50 73.5% 17.9% 8.6% 1.65 | 0.61
40 | Skill in effective listening Hire 49 81.1% 10.1% 8.8% 172 | 0:57
Knowledge of the signs of deception|(£)(3)49USC.§114() | ”
5 b)(3):49 US.C.§ 114(D) Initial 49 84.5% 6.6% 8.9% 1.76 | 0.54
64 | Skill in recognizing people After Hire 48 66.6% 22.7% 10.8% 1.56 | 0.65
NN-4
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Table NN-1: KSAO Linkage Resulis Summary (Continued)

Sensitive Security lnformatmn (SSI)

KSAOQ Linkage
# of Tasks Percent Mean
When Linked to Not
ID Name Required? KSAO Essential | Helpful | Relevant M SD
95 | Comfort with social interactions Hire 47 79.0% 13.9% 7.2% 1.72 | 055
Knowledge of the procedures to determine baselines and o . N
24 deniations from bassline Initial 47 81.0% 10.6% 8.4% 1.73 | 0.50
9 | Knowledge of criteria for points{(®)(3):49 Initial a6 84.2% 7.0% 8.7% 1.76 | 0.52
39 | Skill in non-verbal communication After Hire 46 71.0% 16.8% 12.1% 1.60 | 0.71
Knowledge of procedures and requirements for notifying SPOT
29 | transportation security manager (STSM), supervisory After Hire 45 69.8% 18.8% 11.3% 1.59 | 0.63
transportation security officer (STSO), or others, as appropriate
Ability to perform basic mental math to quickly calculate ;
= accrued behavior and appearance factor points After Hire 44 81.4% 10.5% 8.2% 1.73 | 0.54
8 | Knowledge of criteria for assigning the initial point Initial 44 83.5% 8.0% 8.5% 175 | 051
12 | Knowledge of unusual items Initial 43 66.9% 20.1% 13.0% 1.54 | 0.68
Skill in quickly and accurately identifying similarities and " o
70 Aferahoss from the baseling After Hire 42 79.6% 12.7% 7.7% 1.72 | 0.55
84 | Ability to see details at close range (i.e., within a few feet) Hire 1 78.1% 15.1% 6.8% 1.71 | 0.58
Skill in identifying individuals who appear to be the subject of an
AMBER Alert, law enforcement, or other intelligence-driven After Hire a4 50.5% 36.7% 12.9% 1.38 | 0.67
report
Skill in adapting behavior and work methods in response to new % -
60 | information, changing conditions, or unexpected obstacles Hie o s 1B7% 6% 1465 | 961
NN-5
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Table NN-1: KSAO Linkage Results Summary (Continued)

Sensitive Security Information (SSI)

KSAOQ Linkage
# of Tasks Percent Mean
When Linked to Not

ID Name Required? KSAO Essential | Helpful | Relevant M SD
Knowledge of TSA transportation security policies, directives, < & a

31 and regulations Hire 38 72.2% 21.3% 6.5% 1.66 | 0.57

54 Skill in sharing information, knowledge, and expertise with team Hire 35 76.8% 15.3% 7.9% 169 | 058
members

24 Skill in 'conduchng an effective casual conversation to obtain Initial aa 75 6% 11.8% 12.6% 163 | 066
resolution

94 | Command presence Hire 33 75.1% 18.3% 6.6% 1.69 | 0.57
Skill in operating communication equipment (e.g., cell phone, :

49 two-way radio) After Hire 33 66.9% 21.3% 11.7% 155 | 0.67
Skill in interacting with diverse individuals (e.g., differing .

59 backgrounds, ages) Hire 31 77.7% 14.2% 8.0% 1.70 | 0.56
Skill in responding tactfully, sensitively, and appropriately, and : &

57 treating others with respect Hire 30 74.8% 17.3% 7.9% 1.67 | 0.58

85 | Ability to see details at a distance (i.e., more than few feet away) Hire 29 76.4% 19.5% 41% 172 | 451

13 | Knowledge of permitted and prohibited items Hire 29 79.3% 12.8% 7.9% 1.72 | 0.56
Knowledge of advanced behavior detection training (ABDT) or ’ = &

11 other behavior detection techniques After Hire 28 40.6% 44.9% 14.5% 1.26 | 0.68

ili i b)(3):49 US.C.

86 (b)(3):49 USs.C. § 114 e differences between ( )( ) § After Hire 25 58.0% 22.8% 19.2% 1.39 0.79

88 | Ability to|(b)(3):49 US.C. § 114(r) | Hire 24 73.4% 19.3% 7.3% 1.66 | 0.60

91 | Open-minded Hire 24 71.5% 17.6% 11.0% 1.61 | 0.67

NN-6

WFI'HOU'I AC ’NHP_D TO KNOW.™ AS DEFINE]

ADMINISTRATION OR THE SECRETARY OF 'ﬂlA.'\-SPORTATIOh L'NIAL'THDREED RELEASE MAY R.ESL LT L\

DISCLOSURE GOVERNED BY 5 U.S.C. 552 AND 49 CFR P-\RTS 15 AN'D 'I‘PD

ONTAINS SENSITIVE SECL RITY !\!-'ORMATK)\ TEIAT 15 (‘()\FROLLFD ul hD!-_R 49C F R. ?.-\RT'G 15 AND 1520. NO PART OF THIS RhCORL‘I MAY BE DISCLOSED TO PERSONS
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Table NN-1: KSAO Linkage Resulis Summary (Continued)

WITHOUT A “NEED TO KNOW_.™ AS DEFINED IN 49 C.F.R PARTS 15 AND 1520, EXCEPT W.
ADMINISTRATION OR THE SECRETARY OF TRANSPORTATION. UNAUTHORIZED RELEASE MAY RESULT IN CIVIL PE.\ ALTIES OR OTHER ACTION.

KSAOQ Linkage
# of Tasks Percent Mean
When Linked to Not
ID Name Required? KSAO Essential | Helpful | Relevant M SD
36 | Skill in identifying fraudulent documents After Hire 24 67.9% 16.8% 15.3% 1.53 | 0.68
Knowledge of other security or law enforcement entities, such
18 | as the FBI and local police, and their scope of responsibility and | After Hire 24 53.2% 35.1% 11.7% 1.41 | 0.85
authority with respect to the work of BDOs
Skill in self-management, including displaying a high level of
61 | initiative and effort, and completing assignments in a timely Hire 23 74.8% 15.7% 9.5% 1.66 | 0.62
manner
Skill in thinking critically to identify solutions, conclusions, or x &
71 approaches to problems Hire 21 76.2% 17.3% 6.5% 1.70 | 0.56
Cultural sensitivity: Able to recognize variations among cultures ; & = %
97 and treat all people with respect Hire 20 74.0% 15.3% 10.7% 1.63 | 0.66
Creativity: Able to come up with unusual or clever ideas about a A
- situation or to develop creative ways to solve a problem Atter e = S6.4% 2 1a.5% el L
14 | Knowledge of information on travel documents Hire 19 81.5% 9.2% 9.3% 1.72 | 0.59
15 | Knowledge of information on IDs Hire 18 82.7% 8.8% 8.5% 1.74 | 0.53
16 | Knowledge of characteristics of fraudulent documents Hire 18 81.9% 11.2% 6.9% 1.75 | 0.52
Knowledge of screening procedures associated with discovery - 5 =
23 of prohibited items Hire 17 80.1% 10.2% 9.6% 1.71 | 0.60
Stress tolerance: Able to accept criticism and deal calmly and ; B i
98 effectively with high stress situations Hire 16 76.1% 14.3% 9.6% 1.67 | 0.63
Skill in inspecting individuals' accessible property and/or carry- ; = o
35 on baggage Hire 15 81.9% 10.4% 7.7% 1.74 | 0.55
NN-7
Sensitive Security Information (SSI)
WARNING: THIS RECORD CONTAINS SERSITIVE SPEERFS-REDRMATION THAT IS (“OVI‘ROL,U‘.D UNDER 49 CF.R. P;\RT'\‘- 15 ﬁu\D 1520, NO PART OF THIS RECORD MAY BE DISCLOSED TO PERSONS

ADMINISTRATOR OF THE TRANSPORTATION SECURITY

DISCLOSURE GOVERNED BY 5 U.5.C. 552 AND 49 C.F.R. PARTS 15 AND 1520.

U5 GUVERNNE

AGENCIES PIRLIC
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Table NN-1: KSAO Linkage Resulis Summary (Continued)

Sensitive Secl

\Seusiﬁve\‘iecuritv Information (SSI)

KSAOQ Linkage
# of Tasks Percent Mean
When Linked to Not
ID Name Required? KSAO Essential | Helpful | Relevant M SD
102 | Able to balance customer service with public safety Hire 15 71.3% 17.6% 11.1% 1.60 | 0.68
42 | Skill in reading and comprehension Hire 13 78.5% 13.8% 7.7% 1.71 | 0.60
78 | Ability to stand for long periods of time Hire 13 75.4% 16.2% 8.4% 1.67 | 0.62
93 | Flexibility Hire 1 78.2% 17.6% 4.2% 1.74 | 0.50
53 | Skill in motivating team members to accomplish group goals After Hire 11 59.6% 23.3% 17.1% 1.42 | 0.70
62 | Skill in managing one's own time Hire 10 76.2% 17.3% 6.5% 1.70 | 0.55
Knowledge of procedures to inspect individuals' accessible ; = "
21 property and/or carry-on baggage Hire 10 86.7% 7.5% 5.8% 1.81 | 0.48
Skill in completing required documents and/or paperwork (e.g., :
46 SPOT Incident Reports, SPOT Referral Report) After Hire 10 78.9% 13.5% 7.7% 171 | 0,63
37 | Skill in written communication Hire 9 83.6% 10.6% 5.8% 1.78 | 0.51
44 | Skill in using software and electronic mail Hire 8 83.5% 14.2% 2.3% 1.81 | 0.42
Skill in using job-specific software and applications (e.g.. PARIS, :
45 | SPOT database, on-iine training programs) B P il Bl Wi ol Bl |
Skill in using explosives trace detection (ETD) equipment to ’
48 inspect baggage and accessible property Hire 7 82.0% 8.6% 9.3% 1.73 | 0.61
19 | Knowledge of proper alarm resolution procedures Hire 7 78.6% 14.8% 6.6% 1.72 | 0.55
NN-8

WARNING: THIS RECORD CONTAINS SENSITIVE SECURITY INFORMATION THAT IS CONTRO!
WITHOUT A “NEED TO KNOW_.™ AS DEFINED IN 49 C.F.R PARTS 15 AND 1520, EXCEPT WITHTHE WRITTEN PERMISSION

ADMINISTRATION OR THE SECRETARY OF TRANSPORTATION. UNAUTHORIZED RELEASE MAY RESULT IN CIVIL PENALTIES OR OTHZER ACTION. FOR U5,
DISCLOSURE GOVERNED BY 5 U.5.C. 552 AND 49 C.F.R. PARTS 15 AND 1520.

S 15 AND 1520, NO PART OF THIS RECORD MAY BH DISCLOSED TO PERSONS
OF THE TRANSPOR|FATION SECURITY
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Sensitive Securits tion (SSI)

Table NN-1: KSAO Linkage Resulis Summary (Continued)

KSAOQ Linkage
# of Tasks Percent Mean
When Linked to Not
ID Name Required? KSAO Essential | Helpful | Relevant M SD
43 | Skill in note-taking Hire 7 74.7% 18.2% 71% 1.68 | 0.57
82 | Ability to walk up to two (2) miles during a shift Hire 6 74.3% 12.3% 13.4% 1.61 | 0.72
65 | Skill in applying general rules to specific problems Hire 6 72.3% 22.9% 4.8% 1.67 | 0.55
Knowledge of special category screening procedures, including, ; & =
22 | put not limited to, diplomatic pouches and hazardous materials Hire 6 80.9% 13.6% 9% 126 | B
83 | Ability to walk more than two (2) miles during a shift Hire 5 73.4% 12.4% 14.3% 1.59 | 0.74
Ability to perceive/distinguish colors (e.g., red, green, blue, :
8¢ yellow, orange, purple, brown, black, white, gray) e 5 om0 AR L e 568 | £o8
Skill in using tools for examining IDs (e.g., black light, ; g n
47 magnification loupe) Hire 5 77.3% 14.7% 8.0% 1.69 | 0.61
Skill in creating and maintaining a culture that fosters high ; ks
50 stanciiide of etfice Hire 3 90.6% 5.2% 4.2% 1.87 | 0.34
20 | Knowledge of the procedures required in a security breach Hire 3 91.7% 6.3% 2.1% 1.90 | 0.37
52 Skill in inspiring and fostering team commitment, spirit, pride, Hire 2 98.4% 0.0% 1.6% 197 |lo1s
and trust
103 | Willingness to work a flexible schedule Hire 2 73.4% 17.2% 9.4% 164 | 0.65
NN-9

\&mitive Security Information (SSI)

WARNING: THIS RECORD CONTAINS SENSITIVE SECURITY INFORMATION THAT IS COT

R 49 CF.R. PARTS 15 AND 1520. NO PART OF THIS RECORD MAY BE DISCLOSED TO PERSONS

WITHOUT A “NEED TO KNOW_.™ AS DEFINED IN 49 C.F.R PARTS 15 AND 1520, EXCEPT WITHTHF WRITTEN

ADMINISTRATION OR THE SECRETARY OF TRANSPORTATION. UNAUTHORIZED RELEASE MAY RESULT IN CIVIL PE.\ ALTIES OR OTHER Al

MINISTRATOR OF THI:. TRANSPORTATION SECURITY
[ NMENT AGENCIES, PUBLIC

DISCLOSURE GOVERNED BY 5 U.5.C. 552 AND 49 C.F.R. PARTS 15 AND 1520.




861900 - ¥1000-Gl VSL

Sensitive Secdrity ion (SSI)

Table NN-1: KSAO Linkage Resulis Summary (Continued)
KSAOQ Linkage
# of Tasks Percent Mean
When Linked to Not
ID Name Required? KSAO Essential | Helpful | Relevant | M SD
Skill in managing and resolving conflicts and disagreements : > u
at among team members in a constructive manner Al ti * i % e 148 | RS
Knowledge of Identity Verification Call Center (IVCC) - " o,
28 procedures After Hire 2 51.6% 26.6% 21.9% 1.30 | 0.82
Ability to efficiently and thoroughly manipulate and lift baggage. s - a
ey containers, and other objects subject to security processing Gl L a.Ps 2E%e 8% 165 | 0.00
NN-10

Sensitive Security Information (SSI)

W ITHOI. TA" ’Nll {ED TO KNOW.™ AS DEFINED IN 49 C.F

ADMINISTRATION OR THE SECRETARY OF TRANSPORTATIO]\ L"P\AL'THORIZED RLLEASE \;{-\\ RESULT IN CIVIL PENALTIE

DISCLOSURE GOVERNED BY 5 U.5.C. 552 AND 49 C.F.R. PARTS 15 AND ]3‘0

ENSITIVE SECURITY E\R’)RMAT[O’\ THAT l‘i m\TRﬂ[JJTD U \'DLR 49 (‘ F.R. PARTS 15 AND 1520, NO PART OF THIS RECORD MAY BE DISCLOSED TO PERSONS
PERMISSION OF THE AD\([NIQT‘]{ATOR ()F TIlI:. TR-\\ISPOR TATION SECURITY
R - R [ENT AGENCIES. PUBLIC




Sensitive 5@ ormation (SSI)

Appendix OO:
Linkage Exercise Workshops:
Results Summary by Tasks

00-1

—_— Sensltiwz Security Information (SS1)

WARNING: THIS RECORD £ SECURITY IMUR’HA"H(N TIMI IS CONTROLLED UNDER 49 CER, PARTS 15 AND 1520, NO
PART OF THIS RECORD MAY BE l)h(l(l‘nl D TO PERSONS j g NOW." AS DEFINED IN -I-‘J( ER PARTS 15 AND 1520, EXCEPT
WITH THE WRITTEN PERMISSION OF THE ADMINISTRATOR OF THE TRANSPORTATION 5E RATION (R THE SEC RI IM{Y (ll

TRANSPORTATION, UNAUTHORIZED RELEASE MAY RESULT IN CIVIL PENALTIES OR OTHER ACTION, FOR US, GOVE a

PUBLIC DISCLOSURE GOVERNED BY § U.S.C. 552 AND 49 C.FR. PARTS 15 AND 520,

TSA 15-00014 - 006199
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Sensiive S

ion (SSI)

LINKAGE EXERCISE WORKSHOPS: RESULTS SUMMARY BY TASKS

Table O0O-1: Task Linkage Results Summary

Task Linkage
# of Percent Mean
KSAOs
Linked Not
1D Name to Task | Essential Helpful Relevant M SD

(

b)(3):49 U.S.C. § 114(D

Sensitive Security Information (SS1)
WARNING: THIS RECORD CONTAINS SENSITIVE SECURITY IRFURSTATHOANFHARS CONTROLL FD UNDER 49 C FR. PARTS 15 AND 1520, NO PART OF THIS RECORD MAY BE DISCLOSED TO PERSONS

00-2

WITHOUT A “NEED TO KNOW.” AS DEFINED IN 49 CFR PARTS 15 AND 1520, EXCEPT WITH THE WRITTEN PERNMISSTON O TT1EY
ADMINISTRATION OR THE SECRETARY OF TRANSPORTATION. UNAUTHORIZED RELEASE MAY RESULT IN CIVIL PENALTIES OR OTHER ACTION. FOR U.S. GOVERNMENT AGENUCIES TUBLIC
DISCLOSURE GOVERNED BY 5 U.S.C. 5352 AND 49 C.FR. PARTS 15 AND 1520.

AEERALOR OF THE TRANSPORTATION SECURITY
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Sensitive Sec

Table OO-1: Task Linkage Results Summary (Continued)

SSI)

Task Linkage
#of Percent Mean
KSAOs
Linked Not
1D Name fo Task | Essential Heloful Relevant SD
(D)(3)49USC.§ 114()
00-3
Sensitive Security Information (SSI)
WARNING: THIS RECORD CONTAINS SENSITIVE SECURITY INFORMRTHON FHAHS-CONTROILED UNDER 49 CF.R. PARTS 15 ;’\\!.) H“U ND !’ ART (JF THIS RECORD MAY BE DISCLOSED TO PERSONS

WITHOUT

A “NEED TO KNOW.™ AS DEFINED [N 49 C.F.R PARTS 15 AND 1520, EXCEPT WITH THE WRITTEN PEE]}

DISCLOSURE GOVERNED BY 5 UL.5.C. 552 AND 49 C.F.R. PARTS 15 AND 1520

OF THE TRANSPORTATION SECURITY

ADMINISTRATION OR THE SECRETARY OF TRANSPORTATION. UNAUTHORIZED RELEASE MAY RESULT IN CIVIL PE\ -\LTI[S OR OTII'ER ACTION. FOR U.S. GOVERNMERT AGENCHES:

R
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Sensitive Security tion (SSI)

Table OO-1: Task Linkage Results Summary (Continued)

Task Linkage
# of Percent Mean
KSAOs
Linked Not
1D Name to Task | Essential Helpful Relevant SD

0)(3)49 US.C.§ 114()

e Sensitive Security lnl'ﬂrmalmn (\Sl)

WARNING: THIS RECORD CONTAINS SENSITIVE

SECURITY INFORMATION THAT IS CONTROLLE

WITHOUT A “NEED TO KNOW.™ AS DEFINED IN 49 C.F.R PARTS 15 AND 1520, EXCEPT WITH " E
ADMINISTRATION OR THE SECRETARY OF TRANSPORTATION. UNAUTHORIZED RELEASE MAY RESULT IN CIVIL PENALTIES OR OTH'ER AC‘TIO\ FOR U.S. GOVERNMENT A
DISCLOSURE GOVERNED BY 5 UL.5.C. 552 AND 49 C.F.R. PARTS 15 AND 1520
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Sensilive

Table OO-1: Task Linkage Results Summary (Continued)

Task Linkage
# of Percent Mean
KSAOs
Linked Not
1D Name to Task | Essential Helpful Relevant M SD
(b)(3)49 US.C. § 114(1)
00-5

Nﬂﬁitive Security Information (SSI)

WARNING: THIS RECORD CONTAINS SENSITIVE SECURITY INFORMATION THAT IS CC R_PARTS |

WITHOUT A “NEED TO KNOW.” AS DEFINED IN 49 CFR PARTS |5 AND 1520, EXCEPT WITH THE WRITTEN
ADMINISTRATION OR THE SECRETARY OF TRANSPORTATION. UNAUTHORIZED RELEASE MAY RESULT I}
DISCLOSURE GOVERNED BY 5 U.5.C. 352 AND 49 C.FR. PARTS 15 AND 1520.

SED TO PERSONS

NO PART OF THIS RECORD MAY BE
- 3 [OR OF THE TRA!
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Sensitive Secur]

Table OO-1: Task Linkage Results Summary (Continued)

Task Linkage
# of Percent Mean
KSAOs
Linked Not
1D Name to Task | Essential Helpful Relevant SD
(b)(3):49 U.S.C. § 114(1)

Sensitive Security Information (SSI)

00-6

WARNING: THIS RECORD CONTAINS SENSITIV

= SECURITY INFORMATION THAT TS CONTROEEESUNDIR IO CER PARTS 15 AND 1520, NO PART OF THIS RECORD MAY BE DISCLOSED TO PERSONS

WITHOUT A “NEED TO KNOW.” AS DEFINED IN 49 CFR PARTS |5 AND 1520, EXCEPT WITH THE WRITTEN PERMISSION OF THE ADMINISTRATOR OUF THE TRANSFORAHONSECLRITY
ADMINISTRATION OR THE SECRETARY OF TRANSPORTATION. UNAUTHORIZED RELEASE MAY RESULT IN CIVIL PENALTIES OR OTHER ACTION., FOR US. GOVERNMENT AGENCIES, PUBLIC
DISCLOSURE GOVERNED BY 5 U.S.C. 5352 AND 49 C.FR. PARTS 15 AND 1520.
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Sensitive Secur

Table OO-1: Task Linkage Results Summary (Continued)

Task Linkage
# of Percent Mean
KSAOs
Linked Not
1D Name to Task | Essential Helpful Relevant SD
0)(3)49 US.C. § 114(1)
D s S Semmve Security Information (SSI)

WARNING: THIS RECORD CONTAINS SENSITIVE
WITHOUT A “NEED TO KNOW.” AS DEFINED IN 49 C. I‘R l’ARTﬁ 15 -\\L? ﬁ“tl EXCEPT WITH THE :
ADMINISTRATION OR THE SECRETARY OF TRANSPORTATION. UNAUTHORIZED RELEASE MAY RESULT !'\ CIv LL PD\ ALTIES OR OTH.ER A

DISCLOSURE GOVERNED BY 5 U.S.C. 5352 AND 49 C.FR. PARTS 15 AND 1520.

OLILED UNDER49CFR P’\RT'C I5 -\\l) t-‘\"u NO PART m" THI‘: RF(“()RD MAY BE DISCLOSED TO PERSONS

GE.\C'I.ES PUBLIC
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Sensitive Security Inforn

Table OO-1: Task Linkage Results Summary (Continued)

Task Linkage
#of Percent Mean
KSAOs
Linked Not
Name fo Task |« Essential Heloful Relevant SD

1D
(©)(3)49 USC. § 114(n)

Sensitive Security Information (SSI)

WARNING: THIS RECORD CONTAINS SENSITIVE SECURITY INFORMATION THAT TS TONTROR:

00-8

WITHOUT

DISCLOSURE GOVERNED BY 5 UL.5.C. 552 AND 49 C.F.R. PARTS 15 AND 1520

=B LNDER JOCFR PARTS 15 AND 1520, NO PART OF THIS RECORD MAY BE DISCLOSED TO PERSONS
A “NEED TO KNOW.™ AS DEFINED [N 49 C.F.R PARTS 15 AND 1520, EXCEPT WITH THE WRITTEN PERMISSION OF THE ADMENISTRAROR OF THE TRANSPORTATION SECURITY

ADMINISTRATION OR THE SECRETARY OF TRANSPORTATION. UNAUTHORIZED RELEASE MAY RESULT IN CIVIL PENALTIES OR OTHER ACTION. FOR U.S. GOVERNMENT AGENUIES PUBEHC—
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Sensitive Sé0C

Table OO-1: Task Linkage Results Summary (Continued)

Task Linkage

Essential

(0)(3):49 US.C. § 114(n)

00-9
Sensitive Security Information (SSI)

WARNING: THIS RECORD CONTAINS SERSTTIVE SECEREBAINEORMATION THAT IS CONTROLLED UNDER 49 C FR. PARTS 15 AND 1520, NO PART OF THIS RECORD MAY BE DISCLOSED TO PERSONS
WITHOUT A “NEED TO KNOW.” AS DEFINED IN 49 CFR PARTS 15 AND 1520, EXCEPT WITH THHEWREFHSEERMISSJON OF THE ADMINISTRATOR OF THE TRANSPORTATION SECURITY
ADMINISTRATION OR THE SECRETARY OF TRANSPORTATION. UNAUTHORIZED RELEASE MAY RESULT IN CIVIL PENALTIES OR OTHER ATTION T - COVERNAMENT AGENCIES. PUBLIC
DISCLOSURE GOVERNED BY 5 U.S.C. 5352 AND 49 C.FR. PARTS 15 AND 1520.




Sensitive Securit) ation (SSI)

Table OO-1: Task Linkage Results Summary (Continued)

80¢900 - #1000-Gl VSL

Task Linkage
i of Percent Mean
KSAOs
Linked Not
ID Name to Task | Essential Helpful Relevant M SD
(b)(3)49 US.C.§ 114(n)

00-10

sitive Security Infnrmallon (SSI)
WARNING: THIS RECORD CONTAINS SENSITIVE SECURITY INFORMATION THAT IS CON “R_PARTS 15 AND I"\“II NO PART OF THIS RECORD MAY BE DISCLOSED TO PERSONS

WITHOUT A “NEED TO KNOW.” AS DEFINED IN 49 C.FR PARTS 15 AND 1520, EXCEPT \Nllll T!lF WRITTEN PERMIS! TOR OF THE TR -\\QH)RL\TI[)\ SECURITY
ADMINISTRATION OR THE SECRETARY OF TRANSPORTATION. UNAUTHORIZED RELEASE MAY RESULT IN CIVIL PENALTIES OR OTH.F_R ACTION. FO 5 NCIES. PUBLIC
DISCLOSURE GOVERNED BY 5 U.S5.C. 351 AND 49 C_F.R. PARTS 15 AND 1520. |
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Sensitive Securi

Table OO-1: Task Linkage Results Summary (Continued)

Task Linkage
# of Percent Mean
KSAOs
Linked Not
1D Name to Task | Essential Helpful Relevant M SD
e e S - -
0)(3)40 US.C.§ 114()
00-11
\ensitive Security Information (SSI)
WARNING: THIS RECORD CONTAINS SENSITIVE SECURITY INFORMATION THAT IS ¥ -+ NDER 40 CFR.PARTS [5 AND 1520, NO PART OF THIS RECORD MAY BE DISCLOSED T PERSONS
WITHOUT A “NEED TO KNOW.” AS DEFINED IN 49 C.FR PARTS |5 AND 1520 CEPT WITH THE WRITTEN PER) = n = g « IRITY

ADMINISTRATION OR THE SECRETARY OF TRANSPORTATION. UNAUTHORIZED RELEASE MAY RESULT IN CIVIL PEN
DISCLOSURE GOVERNED BY 5 U.S.C. 5352 AND 49 C.FR. PARTS 15 AND 1520.

PORTATI

GENCIES. PUBLIC




Sensitive Secu rmation (SS51)

Appendix PP:
KSAOQO - Competency Crosswalk: Sample Matrix

PP-1
Sensitive Security Information (S51)

WARNING: THIS RI-(.‘UR!)I'{NIAI‘JH ‘ul‘N‘BIII\’h 5!~,L‘|I'Rl'i Y Ihf*(lR\’lAl'lt}'i [H}\f !‘- CONTROLLED UNDER 49 C.F.R. PARTS 15 AND 1520, NO

! ! INED IN 49 C.FR PARTS 15 AND 1520, EXCEPT
TTON SECU RlIY AIJ\‘II'\IISIHAI"IUN OR THE SECRETARY OF
3 ] L GOVERNMENT AGENCIES,

-1 TTEN Pl-RMl\SIUN OFT
IR!\V‘\I’(JRTATIUN UNAUTHORIZED RE ]
PUBLIC DISCLOSURE (lll\c’HlNH) BY 5 LI \( 552 AN[) 49 CFR. W\R'I\ 15 AND 1520

TSA 15-00014 - 006210
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es this KSAO link to this compelency?

g Link = 2 TSA Core Competencies
eak Link = 1
Mo Link =0 1 2 3 4 5 g
Arithmetic and
Critical KSAOs Accountability Adsnisacon and L ] 10 Detail Lanchgh Command Presence
Management L Reasoning Mentoring
[Holds self and others |Applies business and |Performs Is therough and [Provides clear, Demonstrates
table for g it putath such as |precise when (behaviorally specific |confidence and
Imeasurable high- n g atask |per credibility in presence,
lquality, imely, and strategic planning, muliplication, and {with concem for ail feedback. makes demeanor, and
cost-effective results; |resource allocation,  |division correctly; aspects of the job suggestions for conduct in
det i and dination of tves p 1] invohved; double- tina performance of duties
jobjectives, sets le and r P by choosi hecks the accuracy mmcrm:tbuw- within the work
jprionties, and in support of appropriately from a lor and and it nt.
(TSA Competency Definitions) delegates work, 23t y work produdts to presarves seif-

jaccepts responsibility |operations. mathematical provide consistently  |esteemn. works with
for mistakes; complies techniques such as {accurate and high- individuals to develop
jwith established formulas and iquality wark. improvement plans
lcontrol systems and |percentages. and achieve
rules. performance goals.

1 Iwummwmw

2 |mmmmwwwm

Knowledge of fear cues and appearance factors

Knowledge of deception cues and appearance factors

e of the si i
$ 114D

Kr ge of critical and ; of

bomber indicators

Knowledge of the paint values assocated with
behayiors and other criteria

Knowisdge of criteria for assigning the initial point

Krovidae ot e for porvol AT ]

10

of signs of p surveilianice activity by
individuats

i

Knowledge of advanced behavior detection training
(ABDT) or olher hehavior defection technig

12

Knowiadge of unusual tems

PP-2
Sensitive Security Information (SSI)

WARNING: THIS RECORD CONTAINS SENSITIV E SEEERAS-RIQRMATION THAT 1S CONTROLLED UNDER 49 CER. PARTS 15 AND 1520. NO PART OF THIS RECORD MAY BH DISCLOSED TO PERSONS
WITHOUT A “NEED TO KNOW.”™ AS DEFINED IN 49 CFR PARTS 15 AND 1520, EXCEPT WITH THEWRFFEN-PERMISSION OF THE ADMINISTRATOR OF THE TRANSPOR[FATION SECURITY
ADMINISTRATION OR THE SECRETARY OF TRANSPORTATION. UNAUTHORIZED RELEASE MAY RESULT IN CIVIL PENALTIES OR OTHER ACTION, FOR TS SOWERMMENT AGENCIES. PUBLIC

DISCLOSURE GOVERNED BY 5 1.5.C. 552 AND 49 CFR. PARTS |5 AND 1520.
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Sensitive Se€ nformation (SSI)

Appendix QQ:
KSAO - Competency Crosswalk:
Preliminary Linkages

| QQ-1
T TT———————Sensitive Security Information (SS1)
WARNING: THIS RECORD CONTAINS SENSITIVE SECURITY INFORMATION TH B

HD TO PERSONS WITHOUT A "NEED TO KNOW d NED IN 49 C.F.R PARTS 17
DMINISTRATOR OF THE TRAN SPORTATION SECURITY ADMINISTRATION OR TH

PART OF THIS RECORD MAY BE DISCLC
WITH THE WRITTEN PERMISSION OF 1

TRANSPORTATION, UNAUTHORIZED RELEASE MAY RESULT IN CIVIL PENALTIES OR OTHER ACTION, FOR U.S. GOVERNMENT AGENCIES,

PUBLIC DISCLOSURE GOVERNED BY § LS. C. 552 AND 49 C.F R, PARTS 15 AND [520)

Ll ~IR. PARTS 15 AND [520. NO

ECRETARY OF

TSA 15-00014 - 006212



KSAO only Data KSAO - Competency Preliminary Linkages

ee Importance | Links to 2= Competency Strongly Links to KSAO 1=Competency Weakly Links to KSAD
* Critical KSAOs Mean (15) | Critical eidored oy sbamiglh of k) {ordered by strength of ink) CemmAi&
Tasks
1 [Prof P Skils®
2| | Ot onenind 485 52 Jattention wpetaiit fconscientiousness _[visual Observation
3 |Able to muiti-task s % "
4 Able to work in & reliable, resporsible, and
| |dependabie manner L] o . jsett o Detair®
5 |Honestyfintegray ——
75 JHonesty Iself A
5 meleoas;d SPOT theory and program rachnical cradibiny?
B 42 7 rechnical credibily Inew Application of BDO 5097
TK o330 of stunbons that requie Credibllity?
LED 7 Cradibility rew App of 80O S0#7
Knowlkedge of the steps of the SPOT referral [Technical Crediblity?
&8 Technical Credibility riew Apg of 800 50P7
88 |visual Otservation fcritical Thinking  Problem solving | Data Anatysis
[Technical Credibility?
& [rechnicai Credibility Inew of BDO 50P7
[Technical Credibility?
) Credibility Jnew competancy?
12 |51 m eteminig e moortance. aceuracy, o i L
and effectiveness of data .
L] Critical Thinking Data Analysis J{Dechiion Making]® _[Risk Ma
[Technical Credibility?
13 [Abiity to tetan and recall information [rew Application of BDO SOF?
- rechnical Credlbil_\ﬂ Jother new mm‘?
14 [Mnowtedge of reporting requirements and rechnical Cradibiity?
e & Jrechnical Credibility Jnew Appiication of BOO 5097
15 Ability to quickdy make sense of combine, and
organize information s, . Cradibity
18 |Skill in cianying informaton _ oral
~ A0 61 jCommunication®
Skill in using combined information to draw a i
17 Decisiveness
Cidn this 450 61 roblam Soiving __|Crltical Thinking | Data Analysis fon Making]*
g ; aging and
18 dsaﬂ in and aing
435 59 Pnformation Data Ansiysis
1o [<nowledge of e point vaiues associated with [Technical Crediviity?
behaviors and other criteria Joew Agglication of 800 5072
% Able to wark cooperatively with others o
achieve shared goals Teamwork®

Q-2

itive Security Information (S81)
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KSAO only Data KSAO - Competency Preliminary Linkages

# Critical KSAOs Importance | Links to 2=Competency Strongly Links to KSAQ 1 = Competency Weakly Links to KSAQ
Mean (1-5) | Critical (ordered by strength of link) (orderad by strength of link)
Tasks
57 Cradibll
“[Fechmical Credibifey?
55 [rechnical cradibiiity Inew Appiication df 80O S0P
[Technical Credibifty?
56 achnieal Crediblity Inew {800 S0P?
i 7
56 ‘echnical Credibllity rnew f 800 S0P?
|with other BDOS and TSOs, and holding casual
oo \as7 56 ITechnical Credibility
% Mhmmmmmwm R
55 [Technical Crediblity |Visual Otwervation jAttention to Detall® |Critical Thinking [{Decision Making)®  [Data Analysts
57 |Abity to identily and focus on behaviors amang
AT Skt KRR 5 W 47 55 Ivisual oteervation |amtention 1o Demit® brecnnical cradibiing
Knowiedge of atest secunty-reiated i
28 |(e.g., amber alerts, bolos, terorist Incident Technical Credibity?
nizations, 445 s4 Credibllity g Inew Appéication df 800 S0P
2q [Knowiedge of crtical and clustered categones [Technlcal Credibiey?
of sucide bomber indicators 51 Technical Cradibiliy Inew Application df BDO SOP?
3 [Knowledge of signs of possibie surveliance Incident [Technical Credibifty?
activity by indnaduals 51 [Technical Credibifity |Management jnew Appilcation gf 800 S0P?
[Managing and
31 |Suill in oral communication ] [Organizing influencing/
51 Jcommuniation* i gotlating e
Siill m decision-making. meluding percenng
impact and implications of decisions, making
32 |effective and timely decisions, even when data
are lmited or solutions produce unpleasant S—
| e / 51 koecision Making)® Joritical Thinking_ [Risk Management
Shall in working with mmmal or no supenvison s satf
#[(b)(3)48 U.S.C. § , Techeical recitify?
N 4% [rechnical Cradibility Inew Appiication df BDO S0P?
[Managing and
35 |Skill in effectve listening joral [Crganizing
36|k 1 fecogneng pecple hvisual Otservation ttention to Detail®
dedge of the dures fo
a7 | lorganizational ©
beselines and deviations from beseine a credbilty Inew Application 4¢B00 5377
35 {Combor wih sociel et 47 Jinterpersonal Skllls* {command Presence |Partnering
fTechnicat Credibifty?
3 [Knowedge of artera o pont{ DN (1) s frechical credibliy Inew Application 4800 5072
QQ-3
WARNING: THIS RECORD CONTAINS SENSITIVE SECURITY INFORMATION THAT 1S CONTROLLED UNDER 49 CF R PARTS 15 AND 1520 NO PART OF THIS RECORD MAY BE DISCLOSED TO PERSONS WITHOUT A “NEED TO KNOW ™ AS DEFINED IN % C TR FPARTS 17 AR T THESRILIEN PER N OF THE
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KSAO only Data KSAO - Competency Preliminary Linkages

#of
Links to 2= Competency Strongly Links to KSAQ 1= Competency Weakly Links to KSAQ
s Importance
Critical KSAOs Mean (15) | Critical (ordered by strength of fink) (ordered by strength of fink) (En—
40 |Skill in non-verbal communication a5t @ iDats Anatyss
K ipe of and for
& notifyng SPOT transportation secunty manager
(STSM), supenvisory ransportation securily [Technical Chedibility?
officer (STSO), or others, as appropriate " 5 rechnical Credibitiy new Applicition of BOO SOP?
| of criteris for assigning the indial ity?
42 5
point A a4 Credibliity inew Applichtion of BDO S0P?
|Abliity o perform basic mentai math to quickdy jArithmetic and
43 |calculate accrued behavior and appearance | Innthematical
[tactor points E a4 [Technical Cradibiity
Application of
44 |Knowledge of unusual items [rereening Standand
[Operating [Technical Chedibility?
a Proceduras” [rechnical Craditiity Jnew Appiiciition of 800 SOP?
5 kil in quickly and mwm "
[Fhentios W oitooncse i Scosbee ) IR @ Iisual Otmervation |Technical Credibily ttention to Detai® |Critical Thinking__|{Dechion Making)* Dota Analyshs
Skill in identifying indivduats who appear fo be
46 [the subject of an AMBER Alert, W -
f nt. o other intel driven report
452 41 [Visual Observation [Tachnical Credibillty Attention to Detail* [Critical Thinking  |(Deciion Making)® _|Management Data Analysis
o |Ability to see details ot close range (Le., within 2
[tew feet) i a1 Visual Observation Technical Crediniity
Skill in adapting behavior and work methods in
48 to new inf ging
conditions, or unexpected obstacles s @ riosibiny® s lionce
Application of
of TSA
49 : . Jecreening Standard
nolicies, directives, and regulations b Sacurtty Di Transportation [
38 Procadures® and Regulations [Security ¥ feal Credibiity néew Apf of 800 SOP?
Coaching &
35 Mentorl Developing Others
infiuencing/ [oral
34 ical Credibiiity [Investigative Sidlis INegotiating _|Data Analysis |communication® _ JAttention to Detait* |Critical Thinking
Irechnology Security Equipment
3 Application Proficienty
33 ICommand Presence
31 JDiversity Awareness Leverag jty |Interpersonal Skillg®
30 [rterpersonal Skin® Diversity Awarensss [Teamwork®

Sensitive Security Information (SSI)

WARNING: THIS RECORD CONTAINS SENSITIVE SECURITY INFORMATION THAT IS CONTROLLED UNDER 49 CFR PARTS 15 AND 1520 NO PART OF THIS RECORD MAY BE DISCLUSED 117 PERSONS WITROUT —AC L IN s C F R PARTS 15 AND 1520, EXCEPT
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Sensitive Security
KSAO only Data KSAO - Competency Preliminary Linkages
#of _
ey Importance | Links to 2'=Competency Strongly Links to KSAQ 1=Competency Weakly Links to KSAQ
2 Comments
Critical KSAOs Mean (15) | Critical (ordered by strength of ink) (ordered by strength of ink)
A pplication of
56 |Knowledge of permitted and prohibited gems [ecreening Standsrd
Operating rechiical Credibiity
b8 il Procedures* [Technical Credibility inew Appii of B0 SOP?
& [Abiity to see details at a dsiance (Le. more
than few feet eway) 437 29 IVisual Observation [Technical Creditility vew Hhysical Ability competency?
K of advanced behavor
58 |training (ABDT) or other behavior detection Techdical Credibiity?
418 b ical Credibiity new ion of BDO 5087
5 Ability to ditect or tell the diff between
(b)(3)49 US.C. § 11 EE:) ] rechnical credibilty e fhysical Abiiy ’
Knowledge of other security o law enforcement
o [enties.sich 25 the FBI and oea poice an :::J:::'m":::';
o ﬁéﬁmﬂ BHRARY: Wi Jand Other |Transportation [ isecufity Crediblity?
] pL) jOrganizations |Security Proficiency Technical Credibliity [External Awareness |Awareness il fand Regulations _Inew Application of BOO SOPT
Application of
51 | Skill in kientifying fraudulent documents fScreening Standard
g [Operating
47 24 Procedures® |Technical Credibility |Visual Cbservation  |Reading |Critical Thinking Drata Anaiysis
&2 bty (b)(3):49 U.S.C. 473 24 [rechical crediviliy Inew fhysical Ability
- |Creativity and
ST 24 [Flexibiity® i
Skl in seif- Juding g 8
&4 |high level of ntiative and effort, and completing
assignments in a timely manner a5 a |k le. 0 [Time
& Skl in mim«:mw k;l:ﬁl‘ym eck
442 21 [critical Thinking  [Problem Sciving {Decision Making]*
66 |Cotural y. Able to recogr
among cultures and treat &l people with respectiil 20 |oivensity awareness JLeveraging Diversity [interpersanal Sils*
A ppiication of
67 of on travel Jscreening Standard
[Operatng ical ity
a8 18 . new Application of 8DO SOP?
Creativity: Abie to come up with unusual or
68 |clever ideas about a stuation or to develop JCreativity and
| |creative ways io soive & probiem 418 19 jininovation
lappiication of
69 |Knowedge of imformabon on IDs fscreening Standard
l0perating ITechrical Cradibiity?
453 18 M icai Cracibiiity new of BDO SOP?

QQ-5
Sensitive Security Information (SSI)
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KSAO only Data

KSAO - Competency Preliminary Linkages

#of
s Critical KSAOs Importance | Links to 2= Competency Strongly Links to KSAO 1= Competency Weakly Links to KSAO e
Mean (1.5) ?::l {ordered by strength of link) {ordered by strength of link)
of o prlication of

70 ot Jscresning Standard
ouimens foperating racheical Cracifiiny?

18 [Procedures® [Technical Credibllity |new Application|of BDO 5087
Joslication of
of ing procedures

n =t oo fscreening Standard
with discovery of prohibited tems _ foserating Security Directives |Organizational hrechaieai Creciity?

850 7 Jprocedures® [Technical Credibility {and Regutations Awareness Inew Application| of BDO 5097
ress folerance: Able to accept onbicism and

72 |deal caimly and effectivedy with high stress
siuatons A61 16 riuttitasking”

73 |EKillin Inspecting indivickials’ acoessble mm; dard
property andior carry-on baggage baciithg

procadures* Technical Crecibilisy Visus! Observation |Data Analysis |Attention to Detail* [Critical Thinking

74 [Able to balance cuslomes service with public Public Service

safety 843 fCustomer Sarvice .

[Managing and
75 |Skill m reading and comprehension [Organizing
450 13 [Reading finformation

IS {1ty o disd o kg o o e 5453 13 [Technical Credibiity friew Physical Abylity
77 [odn fenm & hnfuencing/ coxcting &

[group goals 427 11 [Negotiating Team Buiding " ing Others_ [Partnering
78 |Flexiiity 51 1 [Fedbiin eesiiience

of procedures to inspect indviduals' . . .

7 |Knowiedge Secusity Directives Irechinical Crediyity?
acosssitia propety andior cary-on begonge 57 10 rechnicai Credioiity fand 5 frew {800 5082
Skill in com pleting required documents andior Managing snd

B0 |peperwork (e.g. SPOT incident Reports. SPOT written Organizing
Referral Report) 453 10 [echnical Credibility ommunication  [Reading Information

B1 [Skill in managing one's own bime R 0 riese Manag el Mariag y

Managing ana

B2 |Skillin writien communication wrinten forganizing

443 s L nformation
B3 |Skifl m using software and electronic mail [Technology
400 8 [Japplication Technical Cradibiity
Skill in using job-speciic software and
B4 m{ea PARIS, SPOT database. on- [Technciogy
407 L Technical Credibiity
of proper akam ’
BS ning
procedures ncident Security Diractives frechnicai Craciing?
454 7 ures* IManagement Technicai Credibility |and Regulations Inew Apgdication| of 8DO SOF?
Qg6
Sensitive Security Information (SS1)
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KSAO only Data

gof
. Importance | Links to 2 =Competency Strongly Links to KSAD 1= Competency Weakly Links to KSAQ
» Critical KSAOs Mean (15) | Critical (orderad by strength of Ink) (ordered by strength of ink) .
Tasks
[Managing and
86 |Skill in note-faking jOrganiing
431 7 jinformation
Skill in using explosives trace detection (ETD) |Application of
87 |equipment to inspect baggage and accessible screening Standard
propery [Technalogy Security Equipment  |Operating
456 7 [Application Proficiency Procedures® [Technical Credibility
Knowledge of special categary screening JApplication of
88 |procedures, including, but nol limied to, |Screening Standard
diplomatic pouches and hazardous materals |Operating |Security Directives [Technical Criedibility?
443 L] Frocedures® [Technical Credibility Jand Regulations Jnew Applicafion of 800 S0P7
% |g} inapplying genefal rues to specrfic
425 & [Problem Sclving [Ciitical Thinking
90 |Ablity to walk up to two (2) miles during a shift i ‘ rachnical credibiity Jowe Physicel Ablilty compatancy?
Application of
o1 Siill in using tools for examining IDs (e g . bisok| Screaning Standard
light. magnificabon loupe) JSecurity Equipment [Operating
430 5 |Proficiency Procadures® [Tachnical Credibility
2 [Ability to waik more than two (2) miles dunng 2
shift 5 Technical Credibility - ysicel Ability cy?
[Abilty to ¢ istinguish colors {e.g., red,
preen. blug, yeliow, arange. purple. brown
while, 5 Jvisual Observation [Technical Credibility new Physice) Ability
o4 Knowledge of the procedures required in a :'::w;:mm
security breach ) 4ed > :
[Operating Incident Security Directives ITachnical Cripdibility?
3 [Procedures* n Technical Credibility |and Regl new. of BOG S0P?
% [SHillin creating and mantaining & cuture Bral integrity/
fosters high of ethics ; 3 frionesty A y
g [fncwledoe of entty Verfication Call Center P
vee) reaning Standard ) ] )
Frnes operating [Security Directives  |Organirational Technical Criedibility?
2 [Procedures® [Technical Cracdiblity |and Regulations Awareness new Applicition of BDD 50P7
|Stalmmanagmmd resolving confiicts and ]
a7 among team ina jconflict finfluencing/
|mnm|:me manner . 2 t fati
% Skl in inspiing and fostering team finfiuercing/ Coaching &
Spuit. pride, and rust 2 [Team Buiiding Negotiating
99 |Wilingness to work a flexible schedule 2 Fiesibiity
[Ability to efficrertly and
100 fand it bapgage, containers, and other objects
suibject to security processing
1 [Technical Credibility new Physica) Ability competency?

Sensitive Securily Information (S8I)
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Sensitive Security

Appendix RR:
KSAO - Competency Crosswalk: Results Key

RR-1
Sensitive Security Information (S§51)

WK [AINS SENSITIVE SECURITY INFORMATION THAT IS CONTROLLED UNDER 49 C.F.R. PARTS 15 AND 1520, NO
PART l TR HeRRANEED TO KNOW." AS DEFINED IN 49 CF.R PARTS 15 AND 1520, EXCEPT
WITH THE WRITTEN PERMISSION OF 1 DMINISTRATOR OF THE TRAN SPORTATION * A 1 RETARY OF

TRANSPORTATION, UNAUTHORIZED RELEASE MAY RESULT IN CIVIL PENALTIES OR OTHER ACTION, FOR U8, GOVERNMENT AGEN

PUBLIC DISCLOSURE GOVERNED BY § ULS.C. 552 AND 44 C.FR. PARTS 15 AND 15200
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Sens 5 ; i ion (SS1)

o

KSAO — COMPETENCY CROSSWALK: RESULTS KEY
KSAOs

o  Knowledpe stalements are in green
e Skills statements are in blue
- \bilities are listed in pink

¢  Other characteristics are listed in purple
Competencies

o = One of Nine (9) critical competencies in the current BDO selection battery
Attention to Detail
Decisiveness
Flexibility
Interpersonal Skills
Multi-tasking
Security Screening Policies, Procedures, and Equipment
Self Management
Teamwork
Oral Communication
= Note: each strongly linked to at least one KSAO

00 O0O0O0COO0O0OO0C

o Swrikethrough = Few sites (3 or fewer of 7) from the Job Analysis Focus Groups agreed
Competency was relevant to F or G band BDO job performance

Rating Scale (used by AIR analysts to determine preliminary crosswalk linkages)

s KSAO “strongly links™ to competency
o KSAO is the same as, or very similar to, the competency
o There is a large degree of overlap between this competency and this KSAQ

o KSAO is “related, but not as strongly linked™ to competency (i.e., weaker linkages)
o KSAQ is similar to this competency, but not the same

o There is some degree of overlap between this competency and this KSAQO

RR-2
= o8 o8 Sensitive Security Information (851)

WARNING: THIS RECORD CONTATNG gung e i ATION THAT IS CONTROLLED UNDER 49 CFR, PARTS 15 AND 1520, NO
PART OF THIS RECORD MAY BE DISCLOSED TO PERSONS WITHOUT A “NEED T RSB - ERPARTS 15 AND 1520, EXCEPT
WITH THE WRITTEN PERMISSION OF THE ADMINISTRATOR OF THE TRANSPORTATION SECURITY ADMINISTRATION OR THE §

TRANSPORTATION. UNAUTHORIZED RELEASE MAY RESULT IN CIVIL PENALTIES OR OTHER ACTION. FOR US. GOVERNMENT AGENCIES,
PUBLIC DISCLOSURE GOVERNED BY § ULS.C. 552 AND 49 CFR. PARTS 15 AND 520
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Appendix SS:
KSAO - Competency Crosswalk:
Final Linkages (KSAO View)

S8-1

Sensitive Security Information (S51)
NS SENSITIVE SECURITY INFORMATION THAT IS CONTROLLED UNDER 49 CF.R. PARTS 15 AND 1520, NO
K { \NI]IINIIJIT\-N( I’ K!‘ARI\I*ANI]IWIIIX(]I’
RETARY OF

D T TERSTNS

PART ¢ Ul IIIIN I(Il (]KI) MAY BE DISCLOSE
DMINISTRATOR OF THE TRANSPORTATION!
AY RESULT IN CIVIL PENALTIES OR OTHER AC 'l‘lt]"nl I ‘OR US. GOVERNMENT

WITH THE WRITTEN PERMISSION OF 1
TRANSPORTATION. UNAUTHORIZED RELEASE
PUBLIC DISCLOSURE GOVERNED BY § LS. C. 552 AND 49 C.F R, PARTS 15 AND [520)

TSA 15-00014 - 006221
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Sensitive Security Tnlo e

KSAOQ Only Data KSAO - Competency Finalized Linkages
e Links 10 2=Competency Strongly Links to KSAQ 1=Competency Weakly Links to KSAO a .
® Critical KSAOs
Mean (18] | Critical
Tasks
R JCommand Add protes nonafsm to command
1 s 85 2] Presence [irterperscasl Sls IConsentousnes presence’
- i 485 Q - ) Arcthes s [redlity feg._ e
Siruational [Should My Rtasidng mclude » tesm
3 (Abie to mult-sk s 7 b fromponant P
Management* [Drop *demonstrytes responsibie
« .::’e»mrm‘ responsibie. | F"’”“""" atavicr™ from et Laanagement
8 il JAccoumtabilty Jeompetency def) Commend Presence Jeome?
S il ntagrity/
490 7 Honesty
§ [Knowisdge of SPOT theary and program
ecramond 425 7 [Technicsl Cradiitty
Knowiedge of suatio Rqure ame and rework Appicaten of
8 ity i Feworked [pecurty irectves o i 507 o b i i
an 71 |"apolcation of SOP" [Tethnical Cradibiity |and Ragulations ot e poon?
! [Renama and rewforc Apphcation of
3 .M::-*mdhw i fscraening SOP el e more nchaive of
i 68 ["Applecation of SOP" | Technical Credibality father pbn?
SXll In wsing visual sensory information
8 Decrrveness [Decmion [Situationsl
i make compansons andor avakstom I, 5y & |Viusi Observation coitical Thinking | Making) Data Analyrn waraness Ji00 b cpmcitc
[Rename and rework Application of
10 |Knowiedge of LED referral process Rewariked uc reenang SOP lof be mare inchumive of
6 |'apsiication of SOP" [Tachnical Cradibsiny othar jobs?
™ &Inmmn?n:mumm | i
inchuding numbers and procedures 157 “ “Aggiication of SOP" JDecision Making) Jpniscni
Skl in determining the impornance, i
12 A of data jogarazag
439 ) |Critical Thinking fFroblem Solving |Risk Manag Data Analys
[Ranamae and rewors Apphotion of
13 |Abilty o retain and recall informaten Reworked |Decisiveness 5e1 eenmg SOP td be more nclusive of
64 |'Aoglication of SOP" JiDecision Making) Jothes job?
| fiename and rework Apgication of
1"“"‘”‘ IR ot gt S Rewariad bcrsneveng S0P 1 bw move peiusicn of
Laiainica sy 8 |aopication o 500 [Technical reditiny e
15 Mwbqu:ﬂrﬂfd sense of,
combine, and organize mformation By a daion Mk
16 |Sil in clarifying information joral [written
460 (71 (=
17 3Kl in using combined information to
draw a conclusion or 1o soive a probiem 450 61 |Provemsoiing  [criicaiThinking -
Managng and
13 |31 gathering and systematicaly mw""
| maintaming data
435 5 Dsta Anatysis jOril ©
|Knowiedge of te point values [Rename ana rewerk Appication of
18 |associsted with behaviors and other Feaworked waning S0P 1 be mors nchaive of
eriteria L5 58 |'Apglication of SOP" [Technical Creditility Jether pbe?
§S-2
Sensitive Security Information (S81)
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KSAQ Only Data KSAO - Competency Finalized Linkages
e Importance | Links to 2= Competency Strongly Links to KSAOQ 1 = Competency Weakly Links to KSAQ
#|  Critical KSAOs g ol formments
Tasks
20 |Atie to work cooperatvely with othess to
| lacheve srarea goae 8 oot ratreriog
24 [Abity to maimtain focus and awareness |
(NG PAICER GiE ; 2 et fse Managarment _[sactavonal Aeuraness Jigiarce)
Aerame and tewerk Agplication of
2 mug:;u:mm Reworkes {Jicresnng 50f to be more inclusive of
b o 4 % I of SOP" [Technical Crediiity other o
[Raneme and rework Appbcation of
2 [P of fear cues and app | 50f| 1o be more inclusive of
i 4 56 |“Appication of SOP" [Technical Credibillty E!-rpln?
3 Raname and fewcrk Appbeatian of
2 fmﬂmﬂhﬂwam o 1 [Serenning SOA to be mars inchusive of
E 56 "Appiication of S0P [Technical Credibility ot her jobw?
Sl in acting dscretely when usng quick.
reference matenais on duty,
25 [communicating with other EDOs and
|TS08 and hoamg easual comareatens |
| [with raveiers : 56 |"Apobcation of $O0P" |Technisal Credibily row esmpatetey?
[Aename and (rwerk Appkcation of
% rmrwnghm |Reworked Jireening 507 to be more mciuiive of
) 55 [rechnical Cradibiity |Visus! Observation _[*Application of 508" [Critical Thinking Attention to Detad  [Dsta Analysis jother sobs?
Ability to identi®y and focus on behaviors T
27 |among other distracting informaton ot » Sikutationsl
| |stmub 85 |veusl Obsarvation ariticn 1o Detail_ |Awarenes |
Krowiedge of @iest securty-reiated
28 |ineligence (e.g.. amber alers, bolos,
fermorst ofgani 58 [Extemal Awaceness chiont Moragueel
i [Reneme ant rlework Applcetion of
28 mmuge:m;mmslww R § [screening 500 o be more mclusive of
categones of sucide bomber Indications o  Aspination of 50" [Technical Cradisitiry 4’2""”“:
0 Knowledge of sgns of possitis 9 g .scrm;:.vl::mmlmm:u
| sunvemance actvity by individuals N
51 of 507" [Technical Cradtibiliry neidans ot nar jons
[Mansgng and
31 |8kl in ol cammunication orat fOrganizing
i 51 Jcommanication® finforma oo
Skill in gecision-making, including
percewmg impact and implcatons of
12 |decmions; making effectve and timely
deciions, even when data are limied or
solutions produce unpieasant | [Dacisiveness
: 51 [iDecision Makingl* [Risk Management
;Pﬂnwmmmmwum 1
BUpervsion 6 50 f c
of the signs of [Raname and twork Appheation of
34 . N Feworked [Screamny SO/ to be more mcusive of
(b)(3)49 US C. | PR T, e i
[Manapog and
35 | Sl in effective kstening Oral forganizing
L communication* nformetion |imterpersonai sints
R 48 |Vaus Observation 1o Detail®
Knowledge of the procedures fo 1 [Funame and rjewerk Appication of
a7 : i Reworkad [ecreaning 50M to be more mclusive of
baseing L a7 af S0P [Technital Craditsitry otnar pem?

853
Sensitive Security Information (SS1)
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KSAQ Only Data

4 2=Competency Strongly Links to KSAQ 1= Competency Weakly Links to KSAQ
#|  Critical KSAOs : J Comments
38 |Comtort with socal interactio bt e
e, i o Skdls* {Command Presence |Ocal Ct
Rerame and rework Appac of
s By (3)- criteia for points e Scrmaning S to ba o
( )( ) 46 "Application of SOP™ Tthl(mdltim' othes jobe?
(Managing and
40 [Skill i non-vertal communicaton (Organging
% interpersonsl Skils_|information Visual Obsarsation |combine th sl with 3257
Knowiedge of procedures and
requirements for notifying SPOT
&1 |transportation security mmw(m:::, o rewerk o
[RUpetviscly Ganaportaion securky. officer E— Sarurmy Dismcties g SDP 1o ba mere inclushe ot
(TR, i A i L ion of S0P [Technical Credibility _|and i it jobs?
[Remarme snd rework Appacation of
42 ﬁm”“mh’mh Reworked frcreening e to be more mvelysve ot
“ "Agelication of 509" Tumcmw Jouher wbs?
[Abeity 10 perform basic mental math 1o Jaskthmetic and
42 |quickly caleulate accrued benavier and Mathamatical
|appearance fector pons M [Reasoning
|Appication of
[5creening Standard Aaama and rework Rppication of
44 [Krowiediel of s Reses Rewarved Oparating 8 5P £ b mere inclusive ot
[:] of SOP" [Tachaical Cradibility [Procedures® other jobe?
Skill m quickly and accurately Kentiying Remame and rework Appication of
45 |simiarties and dfferences from e Dacicivenass (Decsion g SO to be more
baseinge &2 |vessil Crechbility £ af SOP* sttention to Detad® _|Critical Thinking. Making)* |Deta Anabis ot e goln?
Skl i ideniiying Indnaduals who appear
" lio be the subject of sn AMBER Alert, law
o nt. or other ut v incident {Security Diractives
L Visual Observation hﬁirmﬂ -ﬁw Attention to Detad®  |Critical Thinking
g7 [HBiy 10 see gatails 3t ciose range (L.,
within 2 Taw fast) a1 Vsl Olnervatan ract.c ) sajctaesd
Sklll in adapting behavior and work
methods in respanse to new [nformation,
|changng rondiions, ar unexpected
@ [Flaxcbliny® [Resilenca
Rerame an reware Appacation of
Knowiedge of TSA transportation Scremming S0P to be more.
49 |security polices. directives; and Appicaton of oty o ?
reguiations. {Scrwening Standard
|Operating |Security Directives  [Rewoarked S v Rewor k Trevjaportation Security
38 guiats ion of 507" [Tachnical Cradibiity ¥ Proficency s ciuds appiication of?
Skill I shanng mformation, knowieage,
0 [Coaching &
PR Y R T et 25 [reameor JMestormg i Eommunication® |Witttan Communicateon
Ramame and rework Apglication of
SP to be mare incl ot
Skill I CONGUCTING AN efectie casual )
1] ¥ bR T ot e pate!
|Cral nfiencing I infiue: s gt
34 [Technical Credabilty [investigative Skily | "Application of SOP” _|Data Aralysis [Communication”  [Negotiating Critical Thinking interperionel Siilk: Infiuericing powld be o rtrong link
Sensitive Securily Information (SSI)
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KSAO Only Data KSAO - Competency Finalized Linkages
[T]
5 Critical KSAOs m m 2= Competency Strongly Links to KSAD 1= Competency Weakly Links to KSAO S
Tasks
Skill in operating communication
52 |equipment (e g, cell phone, tro-way ¥

radio) 447 B3 ¥
53 |Command presence I

SKill I INBrACtng With dharse Indvidizals
(&5, ciiering backyrouds, & ges) 31 |Diversey Avareness |interpersonal Sialls* JFlexibiey*

Shill in responding tactiully, Sensvely,
55 |and approptiately, anc treating others

[with respact 46 30 dlis* Drversity & |Cral €
Apmicetion of
o ige of permitted and p s g hamame and rewart Appication of
[Operating [ Reworked Security Directhves [Screaning S0P to be more mclusive of
Procedurs® “Appication of SOP"_|aret Regulations [rechrical Craaminy |
57 [Ability to ses detalis at a dstance {ie.,
mnnnllng_ﬂ_ X i [Visual Obusrvation L LT T

Krowiedgs of advancad bahavior
delecton training li\an'llnruw iy ot ba & genarally applicabia
m [Tachnical Cracibity Fnowisdige

[erare and reward Appacation ol

[Scromnng SOP to be mone ncusive of

fothes jobs?
[Reworked
25 ['pghcation of S0P [Tachnical Crodibiity _Attantion to Datail medicel standerd?
Kriowiedge of other Securty of law
enforecement entities, such as the FBI [Sacuray
60 [and iocal palica, and ther scope of jCompanents and
ity and authorty with respect [Programs in DHS and |Transpartation Crganizational
1o the work of BDO8 » 24 [Other Organaations [Sacurtty Proficmncy wamnary
[Applcation of
61 | Sudll in identifying frauduient documents Jicreening Stanchard ianame and remork Appheation of
o '] [ Scrmmming 40P to be more evclusive of
pl [Procedures® “Applicstion of SOP"_|A=ading [Critical Thinking Data Anslysi T beical Credibelity Visusl Observation fothas join?
jlename and reseork Apokcation of
82 mwm [Aeworked scremnung SOP to be more inclusive of
; 34 |'apsention of 500" [Technical Cresitnley s jow?
JCreativity and
oY [monaed 4 |Fleibdiy* Jinnovetion Awareresi _|Confiict Managemant
SKill in sait-managament, including
g4 |B56ERAG 3 high level of ivtatve and
effort, and compieting assignments in a |
mely manner ! o s C: JTime
Sl in tinking criticaly & dentfy
65 |solutons, conciusions, or approaches to
| probiems. : B [Crtical Thinking__ [Prolam Solving
(Cultural sersily Abw o recognizs
65 |vatiabions among Cuttures and treatal
| {people with respect — I L ] Skils®
Appicatian of
&7 :MI“M'W”M crearing Stancare Rariarm a0 remesh Ao ation of
Jopecating Reworked Scresming S0P to be more mclusive of
15 |procedures® *Application of S0P [echnical Credibisy other o)

855
Sensitive Security Information (SS1)
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KSAO Only Data

Sensitive Sec!

KSAO - Competency Finalized Linkages

#of
e importance | Links to 2= Competency Strongly Links to KSAQ 1= Competency Weakly Links to KSAO
* Critical KSAOs Mean (15) | Critieal Comments
Tasks
|Creativity: Able fo come up with unusual [ Prolbien Solvie - 5lubioe eerstion -
68 |or ckever deas sbouta stuation of 1o
(Creativity and il #S assmt included o creativity
develop ereative ways to sobve a protlem B = oratinm Solving e
|Appication of
62 |Knowiedge of mformation on IDs |screening Standard jRename and rewark Appiication of
' fucrasning S0F 1 he mors elunne of
& 18 |Procedores® Agpiication o SOP Technical Cradibity Jothar jota?
Appication of
70 Mrnrdm:hhrmﬂ icraening stansiara harame ant ramerk azsecation o
i JScreaning S0P 10 be more aclusive of
E 18 "Application of SOP” Technicai Credibiity Jothar jobu?
Knowiedge of screening protedures |Apotcation of
ia| with discovery of ficremning Standard erarme and rawork Asgication of
i Opesating Reworked Security Dimctoves and| Scrmmning 50 1o be more mclusve of
460 17 [Pmcedures® ~Application of SO#* Techrcal Creditisy ians Jeever min?
Stress tolerance. Able o accept criicism
72 [and deal caimiy and effectively with tgh
isiress skuations Akl 16 |Reshience jCommand Preserce
| ; . sppication of
i mm"':m'"@:“m screening Standard Reeame and rework Apgication of
caty-abexnge 3 Joperating ltcworked Scrmmning S0 1o be more ixchive of
a 15 » Cradibility _[*aopi sop Oista Arabyas Attwastion to Detail® _{Critical Thinking [Visual Observation _|etber join?
74 |Abte Yo batance customer service with [Pubiic Sennce
441 15 [Customaer Service  |Metsvation IMuiteaiing”
Wansgny and
75 |Skil I reading and compranension | Orgamizing
_ase 13 |Ressing
78 |Abity 10 stand for kong periods of tme : n " s "
77 [BHi i motivating team members to o s
A7 AL by [Feam Suiding Jtentoring
78 |Flexioiity L it g Resiience
of pr 10 inspect o
79 |indvigusls’ accessible property andior |5crmaning Standard Raname and rework Apphestion of
camy-on baggage ) Opecating Rewarked Security Dirmctives and| ficr emeing 507 to be more eciuvive of
7 30 [Procedurer® “Application of SOP* [Tachmeal Crodibiity _|Regulations Jothes b}
SR CONPMENS FRTNE, PO paee IManaprg sod e and rewe Aoecaion o
80 Janditr paperwei ¢.g. SPOT Incldent Reworkad wotten Jorganizing Suu-;';akinmmhun-d
Reports, SPOT Refarmal Report)
Techmal Creaibiity |"Appheaton oSO |Communication informaton Jabet ptn?
el cciciomns s Sl 3 s Maragerre_[5ef Managermnt® s _|pccountabiny |uttuing
nageg and
B2 |Skill In writien communication ) written Organising
443 LI -
83 |Skill m using sohware and electronse mail| [Technology [Writtan
400 8 Agpbcation [Communication
Py . o 856
Sensitive Security Information (SS1)
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KSAOQ Only Data

Critical KSAOs

Sensitive Security

KSAO - Competency Finalized Linkages

Skill i u=ing job-speciic sofware ana Jaenama sndt rewelri Appiicaton of
B84 |appheations (& g PAms.w [Techaciogy Reworked Jscreaning 507 to e more mchurive ol
|| Jpopication "Apolication of SOF [Tochrical Cradibiity Jother jobs?
[ ppication
as Jicraarang Standard [Baname sns rewdren Appheaten of
|Operating Security Directives and Screaning SOP to e more inchastve of
Procecures® ricident hical Credibility |Regulations Jothar jobs?
[Managing and
88 Wit jorganizing
Communicaten prformeton
[Ranama snc rewdrc Appheaten o
JScrmuning SOP to pe more nceve of
e [Appication of oty patn?
|Sermening Stenderd
Jsacur ty Equpment [Reworked {Cperating [Technology Hote: FT2 = also {ned to npect prople
[Proficiency " Application of SO |Proceduren® [Tochnical Credibaity wm frow
JAppdontion of
88 Jics emrang Standand
[Opeiating A awcatard {Sec ity Darectives and|
procedyrms* “Apphcation of S0P Craditudity Inc xtant My
o i [Proiem Satving fCriteal ""5
o0 |ty 10 Walk Up To W0 (2) milns during 3
ahift 414 [Tachnical Credibidity redical standard|
Application of
o [ Skill in using fools for sxamining D Sc reaning Sandar [Baname andt reweles Apohcaten of
{e.g. black light, magnification loupe) Isecurty Equipment |Oparating Roweremd Tachnology [scramning SO to e mare inchtve ol
430 [Praficency Procedures’ i of S0P* jother ot
a2 Ability to walk more than two (2) mies
during a shit T achnical Credibiity rwscie ) stanctars |
vitual Chsarvition redical mandard]
JApptcation of
£ ey SRR I Jcreeming Standard [Rename snd rewdrs Applicaton of
[Opanating R eworkad Sacunty Directives and fscramming S0P 1o pe more motuive of
Procedures* "Apolcation of SOP° incident Mansgement|Technicsl Credibibty  |Reguistions jother oba?
a5 |BWH m cieating snd maintaining 8 culure -
that testers high standards of ehics =z ety Avarensss
|apptcation of
6 [ ";og)m o focrasning Sandard [Rename snd rewei Applicaten of
Operating Rewaried {Security Diractives and [scronning S0P inclusive of
Procedures* “Apphcation of 509" Cradibiity Joxbr on?
Skill i managing and mtmn conficts
57 |and dsagreements — tivenceg!
members in & constructive maﬂml ager o

Sensitive Security Information (SSI)
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KSAOQ Only Data

#al
Importance | Links o 2= Comptency Strongly Links to KSAD 1= Competency Weakly Links to KSAO
. Critical KSAOs Mean (1) | Critcai Comments
Tasks
58 Skl iIn mspinng and fostening team Coaching &
Spirtt, pride. and trust A28 2 [Tesm Building Interpe
99 |Willingness to work & flexibie schedule - —
Abilty to efficiently and thoroughty
100 and ift
MMumwmhm
|prove="g 397 1 Tacheical Crasiiity il iandtaid
558
Sensitive Sccunly Information (SSI)
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Sensitive Securily

Appendix TT:
KSAO - Competency Crosswalk:
Final Linkages (Competency View)

TT-1

Sensitive Security Information (S51)

WARNING: SONTAINS SENSITIVE 5!~(I‘RI'IY INFORMATION THAT IS CONTROLLED UNDER 49 CF.R. PARTS 15 AND 1520, NO
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Sensitive Security tion (SSI)

KSAO — COMPETENCY CROSSWALK: FINAL LINKAGES (COMPETENCY VIEW)

Table TT-1. Finalized KSAO — Competency Crosswalk: Competency View

4. Able to work in a reliable, responsible, and i : F 2 % 3
dependable manner 33. Skill in working with minimal or no supervision
e 64. Skill in self-management, including displaying a high level of
Accountability R 5 ; : :
1 (Core Competency) m::;? and effort, and completing assignments in a timely
81. Skill in managing one's own time
Administration _
2 and Management No KSAOs linked to this competency
(Core Competency)
49. Knowledge of TSA transportation security policies, .
directives, and regulations 44. Knowledge of unusual items
56. Knowledge of permitted and prohibited items
Appliceiion of 61. Skill in identifying fraudulent documents
Screening
Standard
3 Operating 67. Knowledge of information on travel documents
Procedures
(Technical ; ,
Competency) 69. Knowledge of information on IDs
70. Knowledge of characteristics of fraudulent
documents
71. Knowledge of screening procedures associated
with discovery of prohibited items

TT-2
Mwunt) Infurmauon (SSI) ;

WARNING: THIS RECORD CONTAINS SENSITIVE SECURITY INFORMATION THAT IS CONTROLL. ]

WITHOUT A “NEED TO KNOW_™ AS DEFINED IN 49 C.FR PARTS 15 AND 1520, EXCEPT WITH THE WRITTF'\' PERM]?SI(‘]N OFT‘HE AD“ NS

ADMINISTRATION OR THE SECRETARY OF TRANSPORTATION. UNAUTHORIZED RELEASE MAY RESULT IN CIVIL PENALTIES OR OTHER ACTION. FOR U S. GO\'ERT\,
DISCLOSURE GOVERNED BY 5 U.S5.C. 552 AND 49 C FR. PARTS 15 AND 1520.
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Sensitive

73. Skill in inspecting individuals' accessible property
and/or carry-on baggage

79. Knowledge of procedures to inspect individuals'
accessible property and/or carry-on baggage

tion (SSI)

Table TT-1. Finalized KSAO — Competency Crosswalk: Competency View (Continued)

85. Knowledge of proper alarm resolution procedures

Application of
Screening 87. Skill in using explosives trace detection (ETD)
Standard equipment to inspect baggage and accessible
Operating property
Procedures 88. Knowledge of special category screening
(Technical procedures, including, but not limited to, diplomatic
Competency) pouches and hazardous materials
(cont.) 91. Skill in using tools for examining IDs (e.g., black
light, magnification loupe)
94. Knowledge of the procedures required in a
security breach
96. Knowledge of Identity Verification Call Center
(IVCC) procedures
fehmetic and | 43. Ability to perform basic mental math to quickly
Reasoning calculate accrued behavior and appearance factor
(Core Competency) poiids
B 26. Skill in identifying behaviors and assigning the proper point
2. Detail-oriented walizn-ta Shom
Attention to Detail 27. Ability to identify and focus on behaviors among other

(Core Competency)

distracting information or stimuli

36. Skill in recognizing people

WARNING: THIS RECORD CONTAINS SENSITIVE SECURITY INFORMA - A
WITHOUT A “NEED TO KNOW_™ AS DEFINED IN 49 C.FR PARTS 15 AND 15’0 FX(‘EPT W]TH THE WRII TEN PERMI&QI(‘IN OFTHE A
ADMINISTRATION OR THE SECRETARY OF TRANSPORTATION. UNAUTHORIZED RELEASE MAY RESULT IN CIVIL PENALTIES OR DTH.'ER -\CI[ON

Sensmve 'iecunt\ Infurmauon (SSI)

FORUS. (I)\r'ERN\[ENT »\GENC]ES PUBLI

DISCLOSURE GOVERNED BY 5 U.5.C. 552 AND 49 C FR. PARTS 15 AND 1520.
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Sensitive Security i SI

Table TT-1. Finalized KSAO — Competency Crosswalk: Competency View (Continued)

45. Skill in quickly and accurately identifying similarities and
differences from the baseline

46. Skill in identifying individuals who appear to be the subject of
Attention to Detail an AMBER Alert, law enforcement, or other intelligence-driven

(Core Competency) report

(cont.) 59. Ability to detect or tell the differences between{(b)(3)49 U. |
[B)@45USC.§ 11400 |

73. Skill in inspecting individuals' accessible property and/or
carry-on baggage

50. Skill in sharing information, knowledge, and expertise with

team members
Coaching &
~ Mentoring 77. Skill in motivating team members to accomplish group goals
(Core Competency)
98. Skill in inspiring and fostering team commitment, spirit, pride,
and trust
1. Prlassnalis 4._ Able to work in a reliable, responsible, and dependable

manner

Command

Presence 53. Command presence 38. Comfort with social interactions

(Core Competency)
72. Stress tolerance: Able to accept criticism and deal calmly
and effectively with high stress situations

Conflict 97. Skill in managing and resolving conflicts and
Management disagreements among team members in a 63. Open-minded
(Core Competency) | constructive manner

[ WARNING: THIS RECORD CONTAINS SENSITIVE 51

TT-4
-_— §ensmve Security Information (SSI)

N'"I'ROL].FD UNDER 49 C.F.R. PARTS 15 AND 1520. NO PART OF THIS RECORD MAY BE DISCLOSED TO PERSONS
WITHOUT A “NEED TO KNOW.™ AS DEFINED lN 49C. l R PARTS 15 AND 1520, EXCEPT W ADMINISTRATOR OF THE TR-\HQPGRTATIGN SECURITY
ADMINISTRATION OR THE SECRETARY OF TRANSPORTATION. UNAUTHORIZED RELEASE MAY RESU LT[‘.\ CIVIL PENALTIES OR OTHER A N

DISCLOSURE GOVERNED BY 5 U.5.C. 552 AND 49 C.FR. PARTS 15 AND 1520,
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Table TT-1. Finalized KSAO — Competency Crosswalk: Competency View (Continued)

4. Able to work in a reliable, responsible, and : .
dependable manner 1. Professionalism
64. Skill in self-management, including displaying a
high level of initiative and effort, and completing 5. Honesty/Integrity
assignments in a timely manner
21. Ability to maintain focus and awareness over long periods of
9 Conscientiousness time
(Core Competency)
33. Skill in working with minimal or no supervision
81. Skill in managing one's own time
95. Skill in creating and maintaining a culture that fosters high
standards of ethics
Continual .
10 Learning No KSAQs linked to this competency
(Core Competency)
Creativity and 68. Creativity: Able to come up with unusual or clever
1 Innovation ideas about a situation or to develop creative ways to | 63. Open-minded
(Core Competency) | solve a problem
12. Skill in determining the importance. accuracy, and | 9. Skill in using visual sensory information to make comparisons
effectiveness of data and/or evaluations
17. Skill in using combined information to draw a 26. Skill in identifying behaviors and assigning the proper point
- Critical Thinki conclusion or to solve a problem value to them
(Core Competency) | 65. Skill in thinking critically to identify solutions, 45. Skill in quickly and accurately identifying similarities and
conclusions, or approaches to problems differences from the baseline
46. Skill in identifying individuals who appear to be the subject of
an AMBER Alert, law enforcement, or other intelligence-driven
report

TT-5

Sensitive Security Information (SSI)
WARNING: THIS RECORD CONTAINS SENSITIVE SECUR ¥ UNDER 49 C.F.R. PARTS 15 AND 1520, NO PART OF THIS RECORD MAY BH DISCLOSED TO PERSONS
WITHOUT A “NEED TO KNOW_™ AS DEFINED IN 49 C FR PARTS 13 AND 1320, EXCEPT WITH THE WRITTE! s OR OF THE TRANSPOR[FATION SECURITY
ADMINISTRATION OR THE SECRETARY OF TRANSPORTATION. UNAUTHORIZED RELEASE MAY RESULT IN CIVIL PENALTIES OR OTHER ACTION. FORUS. v A e =S SNSRI [
DISCLOSURE GOVERNED BY 5 U.5.C. 552 AND 49 C.FR. PARTS 15 AND 1520.
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Table TT-1. Finalized KSAO — Competency Crosswalk: Competency View (Continued)

51. Skill in conducﬁng an effective casual conversation to obtain

resolution
Critical Thinking 61. Skill in identifying fraudulent documents
12 | (Core Competency) e Feee—
(cont.) 73. Skill in inspecting individuals' accessible property and/or
carry-on baggage
89. Skill in applying general rules to specific problems
13 Customer Service | 74. Able to balance customer service with public
(Core Competency) | safety
51. Skill in conducting an effective casual 9. Skill in using visual sensory information to make comparisons
conversation to obtain resolution and/or evaluations
12. Skill in determining the importance, accuracy, and
effectiveness of data
17. Skill in using combined information to draw a conclusion or to
solve a problem
Data Analysis 18. Skill in gathering and systematically maintaining data
14 (Technical = = % — =
Competency) 26. Skill in identifying behaviors and assigning the proper point

value to them

45. Skill in quickly and accurately identifying similarities and
differences from the baseline

61. Skill in identifying fraudulent documents

73. Skill in inspecting individuals' accessible property and/or
carry-on baggage

TT-6

Qensmwe Security Information (SSI)

WARNING: THIS RECORD CONTAINS SENSITIVE SECURITY IN

WITHOUT A “NEED TO KNOW.™ AS DEFINED IN 49 C.FR PARTS 15 i\ND ]"'I'J FX(‘FPT WITH THE WRT

ADMINISTRATION OR THE SECRETARY OF TRANSPORTATION. UNAUTHORIZED RELEASE MAY RESULT IN CE\TL PE\ALT.IES OR DTH.'ER ACTION. FORUS.
DISCLOSURE GOVERNED BY 5 U.5.C. 552 AND 49 C.FR. PARTS 15 AND 1520.

JNDER 49 C.F.R. PARTS 15 AND 1520. NO PART OF THIS RECORD MAY BH DISCLOSED TO PERSONS

2
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Sensifive ity rmation (SSI)

Table TT-1. Finalized KSAO — Competency Crosswalk: Competency View (Continued)

15. Ability to quickly make sense of, combine, and
organize information

9. Skill in using visual sensory information to make comparisons

and/or evaluations

32. Skill in decision-making, including perceiving
impact and implications of decisions; making effective

11. Skill in remembering factual information, including numbers

Decisiveness and timely decisions, even when data are limited or and procedures
15 | (Decision Making) | sojutions produce unpleasant consequences
(Care Competency)
13. Ability to retain and recall information
45, Skill in quickly and accurately identifying similarities and
differences from the baseline
Developing Others .
16 (Core Competency) No KSAOs linked to this competency
54. Skill in interacting with diverse individuals (e.g., 55. Skill in responding tactfully, sensitively, and appropriately,
differing backgrounds, ages) and treating others with respect
Diversity == = e
66. Cultural sensitivity: Able to recognize variations ;
17 Awareness 5 63. Open-minded
(Core Competency) among cultures and treat all people with respect
95. Skill in creating and maintaining a culture that fosters high
standards of ethics
18 (Core C " ) No KSAOs linked to this competency
External 28. Knowledge of latest security-related intelligence
19 Awareness (e.g.. amber alerts, bolos, terrorist organizations,
(Core Competency) | gangs)
Financial
t A
20 (Technical No KSAOs linked to this competency
Competency)

TT-7

Sensitive Security Informauon (SSI)

WARNING: THIS RECORD CONTAINS SENSITIVE SECURITY I?

S 15 AND 1520. NO PART OF THIS RECORD MA‘I’ BE DlWl,OQF.D Tﬂ PERSONS

WITHOUT A “NEED TO KNOW_™ AS DEFINED IN 49 C.FR PARTS 15 AND ]5"[1 F,X(‘EPT W]TH THE WRITTEN PERMISSION OF THE ADMINTS

ADMINISTRATION OR THE SECRETARY OF TRANSPORTATION.

UNAUTHORIZED RELEASE MAY RESULT IN CIVIL PENALTIES OR OTHER ACTION. FOR US. GO\FERNMZENT AGENCIES, PUBLIC

DISCLOSURE GOVERNED BY 5 U.5.C. 552 AND 49 C FR. PARTS 15 AND 1520.




9€¢900 - ¥1000-Gl VSL

Sensitive S ity Information (SSI)

Table TT-1. Finalized KSAO — Competency Crosswalk: Competency View (Continued)

48. Skill in adapting behavior and work methods in

; : : e 54. Skill in interacting with diverse individuals (e.g., differing
response to new information, changing conditions, or
unexpected obstacles backgrounds, ages)
Flexibility 63. Open-minded
21 | (Core Competency)
78. Flexibility
99. Willingness to work a flexible schedule
Government
Administrative
22 Systems No KSAOs linked to this competency
(Technical
Competency)
Human Capital
Management . 3
23 (Technical No KSAOs linked to this competency
Competency)
BU; T keiig Al Mo sppiaal Solas S 28. Knowledge of latest security-related intelligence (e.g., amber
subject of an AMBER Alert, law enforcement, or other aloris. bolos, terrorist tzalions, gandgs)
intelligence-driven report : . Diganizahons, g
30. Knowledge of signs of possible surveillance activity by
individuals
Incident
24 Management 85. Knowledge of proper alarm resolution procedures
(Core Competency) - .
88. Knowledge of special category screening procedures,
including, but not limited to, diplomatic pouches and hazardous
materials
94. Knowledge of the procedures required in a security breach
TT-8
- Sensitive Security Information (SSI)

WARNING: THIS RECORD CONTAINS SENSITIVE SECURITY IN

WITHOUT A “NEED TO KNOW.™ AS DEFINED IN 49 C.F R PARTS 15 AND ]5"!'] EXCEPT WITH THE WR

ADMINISTRATION OR THE SECRETARY OF TRANSPORTATION. UNAUTHORIZED RELEASE MAY RESULT IN CIVIL PE.\ALT.IES OR OTHER ACTION,
DISCLOSURE GOVERNED BY 5 U.5.C. 552 AND 49 C.FR. PARTS 15 AND 1520.

NDER 49 C.F.R. PARTS 15 AND 1520. NO PART OF THIS RECORD MAY BH DISCLOSED TO PERSONS

STRATOR OF TI-II' TRANSPOR[TATION ‘EH‘LRITY
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Sensitive Security

Table TT-1. Finalized KSAO — Competency Crosswalk: Competency View (Continued)

77. Skill in motivating team members to accomplish 51. Skill in conducting an effective casual conversation to obtain

Influencing/ group goals resolution
25 Negotiating — - r - r
(Core Competency) 97. Skill in managing and resolving conflicts and disagreements
among team members in a constructive manner
Integrity/Honesty : 95. Skill in creating and maintaining a culture that fosters high
28 (Core Competency) 5. Honesty/Integrity standards of ethics
54. Skill in interacting with diverse individuals (e.g., -
differing backgrounds, ages) 1. Professicnalism
55. Skill in responding tactfully, sensitively, and - - .
appropriately, and treating others with respect 35 Skill in effective listening
38. Comfort with social interactions
Interpersonal 40. Skill in non-verbal communication
27 Skills — . = ‘ =
{Core Competency) 51. Skill in conducting an effective casual conversation to obtain
resolution
66. Cultural sensitivity: Able to recognize variations among
cultures and treat all people with respect
97. Skill in managing and resolving conflicts and disagreements
among team members in a constructive manner
98. Skill in inspiring and fostering team commitment, spirit, pride,
and trust
o "“'"‘"(r'“"'ecm"m,“'““’ 51. Skillin conducting an effective casual
Competency) conversation to obtain resolution
- . ’ TI-9
Sensitive Security Information (SSI)
WARNING: THIS RECORD CONTAINS SENE 2 RMATION THAT IS (_‘()NTRO[.I ED UNDF.R 49 (‘ F R PJ\RTS 15 AND 1520. NO PART OF THIS RECORD MAY BH DISCLOSED TO PERSONS
WITHOUT A “NEED TO KNOW ™ AS DEF!I'\ED [N 49 C.FR PARTS 13 AND 1520, EXCEF [HE m\thﬁT‘RATﬂR OFTI-IF TRAN%POR ATION ‘iE(‘lJRITY
ADMINISTRATION OR THE SECRETARY OF TRANSPORTATION. UNAUTHORIZED RELEASE MAY RESULT IN CIVIL PENALTIES OR OTHER !/ - PUBLIC

DISCLOSURE GOVERNED BY 5 U.5.C. 552 AND 49 C FR. PARTS 15 AND 1520.
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Table TT-1. Finalized KSAO — Competency Crosswalk: Competency View (Continued)

Law Enofcent
Proficiency 2 :
29 (Technical No KSAQOs linked to this competency
Competency)
Leveraging _
30 Diversity No KSAOs linked to this competency
(Core Competency)
Managing and 12. Skill in determining the importance, accuracy, and s G
Orggnizging olictivansss ol date 31. SKill in oral communication
3 Information ill'i i ical intaini
(e Compercy) n!igt aSklII in gathering and systematically maintaining 35, Skill in-effeciive listering
80. Skill in completing required documents and/or
paperwork (e.g. SPOT, Incident Reports, SPOT 40. Skill in non-verbal communication
Referral Report)
Managing and
Organizing 75. Skill in reading and comprehension
31 Information
(Core Competency) o : Lo
(cont) 82. Skill in written communication
86. Skill in note-taking
3. Able to multi-task 74. Able to balance customer service with public safety
a2 (Caﬂuglhskhlg ;
re Competency
' 81. Skill in managing one's own time
Occupational
Safety and Health
Policies and . .
33 sl No KSAOs linked to this competency
(Technical
Competency)

Sensitive Security Infonnauon (SSI)

WARNING: THIS RECORD CONTAINS SENSITIVE SECURITY INFORMA'

WITHOUT A “NEED TO KNOW.™ AS DEFINED IN 49 C.F.R PARTS 15 AND ]5"I'.l F.X(‘F.PT W'ITH THE WRITTEN PERMI“?K) i

ADMINISTRATION OR THE SECRETARY OF TRANSPORTATION. UNAUTHORIZED RELEASE MAY RESULT IN CIVIL PENALTIES OR Cﬂ'H.'ER -\CI[ON FOR U.S. GOVERN)
DISCLOSURE GOVERNED BY 5 U.5.C. 552 AND 49 C.FR. PARTS 15 AND 1520.
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Sensitive Seeurity-Inf o TSSTT—

Table TT-1. Finalized KSAO — Competency Crosswalk: Competency View (Continued)

Management o
34 (Technical No KSAOs linked to this competency
Competency)
16. Skill in clarifying information 18. Skill in gathering and systematically maintaining data
Oral 31. Skill in oral communication 38. Comfort with social interactions
™ SHNIRRTISAAN 50. Skill in sharing inf tion, knowledge, and rti ith
Core Competenc - I . Skill in sharing information, knowledge, and expertise w
( petency) | 35 Skill in effective listening ek i
51. Skill in conducting an effective casual 55. Skill in responding tactfully, sensitively, and appropriately,
conversation to obtain resolution and treating others with respect
49. Knowledge of TSA transportation security policies, directives,
Organizational and regulations
36 Awareness 60. Knowledge of other security or law enforcement entities, such
(Core Gompetency) as the FBI and local police, and their scope of responsibility and
authority with respect to the work of BDOs
a7 Partnering 20. Able to work cooperatively with others to achieve shared
(Core Competency) goals
| Planning and
38 Evaluating No KSAOs linked to this competency
(Core Competency)
Political Savvy " ;
39 (Core Competency) No KSAOs linked to this competency

TT-11
 T—————  _______ Seusitive Security Information (SSI)

WARNING: THIS RECORD CONTAINS SENSITIVE SECURITY INFORMATION THAT IS C ARTS 15 AND 15200, NO PART OF THIS RECORD MAY BE DISCLOSED TO PERSONS

WITHOUT A “NEED TO KNOW.™ AS DEFINED IN 49 C.F.R PARTS 15 AND 1520, EXCEPT WITH TH'F WRITTEN PERMISSION THE TRANSPORTATION ‘EE(‘lJRITY

ADMINISTRATION OR THE SECRETARY OF TRANSPORTATION. UNAUTHORIZED RELEASE MAY RESULT IN CIVIL PENALTIES OR DTHER ACTION. FORU S,
DISCLOSURE GOVERNED BY 5 U.5.C. 552 AND 49 C.FR. PARTS 15 AND 1520.
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Sensitive Securit) ion (SSI)

Table TT-1. Finalized KSAO — Competency Crosswalk: Competency View (Continued)

17. Skill in using combined information to draw a 12. Skill in determining the importance, accuracy, and
conclusion or to solve a problem effectiveness of data
a0 Problem Solving | 65. Skill in thinking critically to identify solutions, 68. Creativity: Able to come up with unusual or clever ideas
(Core Competency) | conclusions, or approaches to problems about a situation or to develop creative ways to solve a problem
89. Skill in applying general rules to specific problems
P"'bl"? Setvice 74. Able to balance customer service with public
a1 Motivation safety
(Core Competency)
e e 80. Skill in using job-specific software and applications (e.g..
= Reading Gl Skalin camiying e kiglont docierents PARIS, SPOT database, on-line training programs)
(Core Competency) e ] :
75. Skill in reading and comprehension
. 72. Stress tolerance: Able to accept criticism and 48. Skill in adapting behavior and work methods in response to
o ?:3':"!“’7 deal calmly and effectively with high stress situations | new information, changing conditions, or unexpected obstacles
echnical
Competency) 78. Flexibility
Respecting
Privacy and
Preservi : .
44 izt No KSAOs linked to this competency
(Technical
Competency)
12. Skill in determining the importance, accuracy, and
Risk Management eﬂecm’re?ess cf' _data — _ E—
45 (Technical 32. Skill in decision-making, including perceiving impact and
Competency) implications of decisions; making effective and timely decisions,
even when data are limited or solutions produce unpleasant
conseqguences

-y - - -1 2
- - tv Information (SSI)
WARNING: THIS RECORD CONTAINS SENSITIVE SECURITY INFORMATION THAT IS CONTROLLED UNDER 49 ART OF THIS RECORD MAY BH DISCLOSED TO PERSONS

WITHOUT A “NEED TO KNOW.™ AS DEFINED IN 49 C_FR PARTS 15 AND 1520, EXCEPT WITH THE \\’RIT‘TFNI PFRMI'\‘SION OF THE ADMINISTRA
ADMINISTRATION OR THE SECRETARY OF TRANSPORTATION. UNAUTHORIZED RELEASE MAY RESULT IN CIVIL PENALTIES OR OTHER ACTION. FOR U S. G()\"ER\'\{E

DISCLOSURE GOVERNED BY 5 U.5.C. 552 AND 49 C FR. PARTS 15 AND 1520.
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Sensitive Securits tion (SSI)

Table TT-1. Finalized KSAO — Competency Crosswalk: Competency View (Continued)

91. Skill in using tools for examining 1Ds (e.g., black
light, magnification loupe)

Prc um'"“m' '; li':Dal-"lg 60. Knowledge of other security or law enforcement
a6 and Other entities, such as the FBI and local police, and their
Organizations scope of responsibility and authority with respect to
(Technical the work of BDOs
Competency)
7. Knowledge of situations that require immediate 71. Knowledge of screening procedures associated with
LEO notification discovery of prohibited items
41. Knowledge of procedures and reguirements for
notifying SPOT transportation security manager 79. Knowledge of procedures to inspect individuals' accessible
(STSM), supervisory transportation security officer property and/or carry-on baggage
(STSO), or others, as appropriate
Security Directives | 46. Skill in identifying individuals who appear to be the
and Regulations | subject of an AMBER Alert, law enforcement, or other | 85. Knowledge of proper alarm resolution procedures
a7 (Technical intelligence-driven report
Competency) 88. Knowledge of special category screening procedures,
56. Knowledge of permitted and prohibited items including, but not limited to, diplomatic pouches and hazardous
materials
94. Knowledge of the procedures required in a security breach
96. Knowledge of Identity Verification Call Center (IVCC)
procedures
52. Skill in operating communication equipment (e.g..
Security cell phone, two-way radio)
Equipment 87. Skill in using explosives trace detection (ETD)
48 Proficiency equipment to inspect baggage and accessibie
(Technical property
Competency)

M’iwunt\ Infurmauon (SSI)

T3

WARNING: THIS RECORD CONTAINS SENSITIVE SECURITY INFORMATION THAT IS CONTROLLE

WITHOUT A “NEED TO KNOW.™ AS DEFINED IN 49 C.FR PARTS 15 AND 1520, EXCEPT WITH T'H'F \\’RITTF'\' PFRM]SSlﬂN OF THE ADMT!
ADMINISTRATION OR THE SECRETARY OF TRANSPORTATION. UNAUTHORIZED RELEASE MAY RESULT IN CIVIL PENALTIES OR OTHER -\CT[ON FOR U.S. GOVERNMENT AGE?

3 AND 1520. NO PART OF THIS RECORD MAY BE DISCLOSED TO PERSONS
ATION SECURITY

DISCLOSURE GOVERNED BY 5 U.5.C. 552 AND 49 C FR. PARTS 15 AND 1520.
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Sensitive Security ion (SSI)

Table TT-1. Finalized KSAO — Competency Crosswalk: Competency View (Continued)

33. Skill in working with minimal or no supervision

4. Able to work in a reliable, responsible, and dependable
manner

64. Skill in self-management, including displaying a

49 (%e;::ﬂg:;ge?;zgt) high level of initiative and effort, and completing t2;“.ﬂﬁul:n‘lity to maintain focus and awareness over long periods of
e y assignments in a timely manner
81. Skill in managing one's own time
- 9. Skill in using visual sensory information to make comparisons
3 TN A and/or evaluations
- s 15. Ability to quickly make sense of, combine, and | 21. Ability to maintain focus and awareness over long periods of
(Core Compet ) organize information time
45 Skill in quickly and accurately identifying 27. Ability to identify and focus on behaviors among other
similarities and differences from the baseline distracting information or stimuli
Strategic Thinking ; 3
5 (Core Competency) No KSAOs linked to this competency
77. Skill in motivating team members to accomplish
5p | Team Building | 9roup goals
(Core Competency) | gg_Skill in inspiring and fostering team commitment,
spirit, pride, and trust
20. Able to work cooperatively with others to achieve
5 Teamwork shared goals
(Core Competency) | 50. Skill in sharing information, knowledge, and
expertise with team members
Technical 6. Knowledge of SPOT theory and program 49. Knowledge of TSA transportation security policies, directives,
o Credibility background and regulations
(Technical - SEt ol i
Cospincy), |y ThmE e soute fnmecicte 56. Knowledge of permitied and prohibited items

TT-14

Sensmve Security Information (SSI)

WARNING: THIS RECORD CONTAINS SENSITIVE
WITHOUT A “NEED TO KNOW_™ AS DEFINED lN 49 l‘ R PARTS 15 AND 1520, EXCEPT W

NTROLLED UNDER 49 C.E.R. PARTS 15 AND 1520. NO PART OF THIS RECORD MAY BH DISCLOSED TO PERSONS

MINISTRATOR OF THE TRANHPOR ATION ‘iF:(‘l RITY

ADMINISTRATION OR THE SECRETARY OF TRANSPORTATION. UNAUTHORIZED RELEASE MAY RESL LT[J\ CIVIL PF_\ALT.IES OR OTHER ACTION.

DISCLOSURE GOVERNED BY 5 U.5.C. 552 AND 49 C FR. PARTS 15 AND 1520.
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Sensi itv Information (SSI)

Table TT-1. Finalized KSAO — Competency Crosswalk: Competency View (Continued)

8. Knowledge of the steps of the SPOT referral 58. Knowledge of advanced behavior detection training (ABDT)
process or other behavior detection techniques

ili b)(3):49 U.
10. Knowledge of LEO referral process g?(aﬁglu.é?c%%g; tell the differences between|(?)(%)

14. Knowledge of reporting requirements and

procedures 61. SkKill in identifying fraudulent documents

19. Knowledge of the point values associated with

bl and ol Sriioiia 67. Knowledge of information on travel documents

22. Knowledge of stress cues and appearance factors | 69. Knowledge of information on IDs

Technical 23. Knowledge of fear cues and appearance factors 70. Knowledge of characteristics of fraudulent documents
Credibility
54 (Technical 24. Knowledge of deception cues and appearance 71. Knowledge of screening procedures associated with
Competency) factors discovery of prohibited items
(cont.) 25_ Skill in acting discretely when using quick

reference materials on duty, communicating with other

BDOs and TSOs, and holding casual conv sone 76. Ability to stand for long periods of time

with travelers

26. Skill in identifying behaviors and assigning the 79. Knowledge of procedures to inspect individuals' accessible
proper point value to them property and/or carry-on baggage

29. Knowledge of critical and clustered categories of | 84. Skill in using job-specific software and applications (e.g.,
suicide bomber indicators PARIS, SPOT database, on-line training programs)

30. Knowledge of signs of possible surveillance

activity by individaals 85. Knowledge of proper alarm resolution procedures

F&Wﬁlm)@“ | | 87. Skill in using explosives trace detection (ETD) equipment to
(b)3)49US.C § 114D inspect baggage and accessible property

TI=15

Sensitive Seturll\ Information (SSI)

WARNING: THIS RECORD CONTAINS SENSITIVE SECURITY INFORMATIO?

WITHOUT A “NEED TO KNOW.™ AS DEFINED IN 49 CFR PARTS 13 AND l"“{! F\FPI‘T WITH THE WRI ¥ MINISTRATOR OF I'HI' TR‘\\QPOR TATHON SECURITY
ADMINISTRATION OR THE SECRETARY OF TRANSPORTATION. UNAUTHORIZED RELEASE MAY RESULT IN CIVIL PE..\.:\LT!ES OR OTHER ACTION" INT AGENCIES, PUBLIC
DISCLOSURE GOVERNED BY 5 UU.5.C. 552 AND 49 C.FR. PARTS 15 AND 1520

INDER 49 C.F.R. PARTS 15 \.ND 1520, NO PART OF THIS RECORD MAY BH DISCLOSED TO PERSONS
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Sensitive Security tion (SSI)

Table TT-1. Finalized KSAO — Competency Crosswalk: Competency View (Continued)

catory ing ures.

37. Knowledge of the procedures to determine 88. Knowledge of spe =
basoies: and deviations § basoling ::gt:dn:lgs but not limited to, diplomatic pouches and hazardous
39. Knowledge of criteria for points|(P)(3):49 90. Ability to walk up to two (2) miles during a shift
41. Knowledge of procedures and requirements for
notifying SPOT transportation security manager . g - .
(STSM), isory t portation ity officer 92. Ability to walk more than two (2) miles during a shift
(STSO), or others, as appropriate
gﬁ;:f;ly 42. Knowledge of criteria for assigning the initial point | 94. Knowledge of the procedures required in a security breach
54 echnical i ificati
(T i) 44 Knowiedge of unus:d) ke gg; Knovrvle:dge of Identity Verification Call Center (IVCC)
(cont.) = — - -
PO S 100. Ability to efficiently and thoroughly manipulate and lift
45. Skill in quickly and accurately identifying > B ;
Surilarilias ard AilSeancas from tHs baseing _baggagge, containers, and other objects subject to security
processing
51. Skill in conducting an effective casual
conversation to obtain resolution
62. Ability to|(b)(3):49 US.C. § 114(1) |
73. Skill in inspecting individuals' accessible property
and/or carry-on baggage
52. Skill in operating communication equipment (e.g.. | 87. Skill in using explosives trace detection (ETD) equipment to
adhai cell phone, two-way radio) inspect baggage and accessible property
echno
App;ica::g: 85 Blif kvusin soltwarsanet clochionic il 91. Skill in using tools for examining IDs (e.g.. black light,
55 (Technical : i magnification loupe)
Competency) 84. Skill in using job-specific software and
applications (e.g., PARIS, SPOT database, on-line
fraining programs)

Sensitive Security lnfomlatmn (SSI)

L1168

WARNING: THIS RECORD CONTAINS SENSITIVE SECURITY INFORMATION
WITHOUT A “NEED TO KNOW_™ AS DEFINED IN 49 C.FR PARTS 15 AND l“‘ﬂ F\(“FPT W!TH THE \\R!TTF\I FF.RM]?QKW OF THE ADMINISTRATOR

ADMINISTRATION OR THE SECRETARY OF TRANSPORTATION. UNAUTHORIZED RELEASE MAY RESULT IN CIVIL PENALTIES OR OTHER ACTION. FOR U S. G()\"ER\'\{ENT »\GENCIES PUBLIC

DISCLOSURE GOVERNED BY 5 U.S.C. 551 AND 49 C.ER. PARTS 15 AND 1520.

20. NGO PART OF THIS RECORD MAY BH DISCL OQF.D Tﬂ PERSONS
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Sensitive Secufity Information (SSI)

Table TT-1. Finalized KSAO — Competency Crosswalk: Competency View (Continued)

! '

Management .
56 (Technical No KSAOs linked to this competency
Competency)
81. Skill in managing one's own time 3. Able to multi-task
57 Time Management — - - : - -

(Core Competency) 64. Skill in self-management, including displaying a high level of
initiative and effort, and completing assignments in a timely
manner

Training
58 Development No KSAOs linked to this competency
(Core Competency)
Training
59 Instruction No KSAOs linked to this competency
(Core Competency)
Transportation 60. Knowledge of other security or law enforcement
Security entities, such as the FBI and local police, and their 49. Knowledge of TSA transportation security policies, directives,
Proficiency scope of responsibility and authority with respect to and regulations
60 (Technical the work of BDOs
Cospatency) No KSAOs linked to this competency
Vision ; i
61 (Core Competency) No KSAOs linked to this competency
2. Detail-oriented 40. Skill in non-verbal communication
Visual
Observation 9. Skill in using visual sensory information to make it ooy
(Technical comparisons and/or evaluations 61. Skill in identifying fraudulent documents
Competency)  ">g skillin identifying behaviors and assigning the | 73. Skill in inspecting individuals’ accessible property and/or
proper point value to them carry-on baggage

[ WARNING: THIS RECORD CONTAINS SENSITIVE SECURITY INFORMATION THAT 15 C

TT-17

. ———————— __________Sensitive Security Information (SSI) ,

15 AND 1520. NO PART OF THIS RECORD MAY BH DISCLOSED TO PERSONS

WITHOUT A “NEED TO KNOW.™ AS DEFINED IN 49 C.F.R PARTS 15 AND 1520, F.X(‘FJ’T W'ITH THE \\*RIT'ITN' PERMISSION OF - ATION SECURITY

ADMINISTRATION OR THE SECRETARY OF TRANSPORTATION. UNAUTHORIZED RELEASE MAY RESULT IN CIVIL PENALTIES OR D'I'H.'ER -\CT[ON FOR U.S. GOVERNM ;
DISCLOSURE GOVERNED BY 5 U.5.C. 552 AND 49 C.FR. PARTS 15 AND 1520.
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Table TT-1. Finalized KSAO — Competency Crosswalk: Competency View (Continued)
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27. Ability to identify and focus on behaviors among 93. Ability to perceive/distinguish colors (e.g.. red, green, blue,
other distracting information or stimuli yellow, orange, purple, brown, black, white, gray)
36. Skill in recognizing people
Visual 45. Skill in quickly and accurately identifying
Observation similarities and differences from the baseline
(Technical 46. Skill in identifying individuals who appear to be the
Competency) subject of an AMBER Alert, law enforcement, or other
(cont.) intelligence-driven report
47. Ability to see details at close range (i.e., within a
few feet)
57. Ability to see details at a distance (i.e., more than
few feet away)
i s 2 50. Skill in sharing information, knowledge, and expertise with
16. Skill in clarifying information i et
80. Skill in using job-specific software and
Written applications (e.g., PARIS, SPOT database, on-line 83. Skill in using software and electronic mail
Communication | training programs)
(Core Competency) | g5 syillin written communication
86. Skill in note-taking
7. Knowledge of situations that require immediate
Application of LEO notification
X 2
Positio =Pecific [ 8 Knowledge of the steps of the SPOT referral
(Proposed PIOCOSS
o) 10. Knowledge of LEO referral process
- ’ . TT-18
Sensitive Security Information (SSI)
WORS TS T R AFANS SENSITIVE SECURITY IN ATION THAT 1S CONTROLLED UNDER 49 C.ER. PARTS 15 AND 1520. NO PART OF THIS RECORD MAY BE DISCLOSED TO PERSONS

WITHOUT A “NEED TO KNOW.™ AS DEFINED IN 49 C.FR PARTS 15 AND 1520, EXC =) E, NS TATION SECURITY

ADMINISTRATION OR THE SECRETARY OF TRANSPORTATION. UNAUTHORIZED RELEASE MAY RESULT IN CIVIL PENALTIES OR OTHER ACTION. FOR US. GOVERNMENT AGENCIES, PUBLIC
DISCLOSURE GOVERNED BY 5 U.5.C. 552 AND 49 C FR. PARTS 15 AND 1520.




/%2900 - ¥1000-Gl VSL

Sensitive Securits tion (SSI)

Table TT-1. Finalized KSAO — Competency Crosswalk: Competency View (Continued)

11. Skill in remembering factual information, including
numbers and procedures

13. Ability to retain and recall information

14. Knowledge of reporting requirements and
procedures

19. Knowledge of the point values associated with
behaviors and other criteria

22. Knowledge of stress cues and appearance factors

PAQp rlimtsion t::ic 23. Knowledge of fear cues and appearance factors
65 (Prml:ed 24. Knowledge of deception cues and appearance
s factors
mpetency) — -
(cont.) 25. Skill in acting discretely when using quick

reference materials on duty, communicating with other
BDOs and TSOs, and holding casual conversations
with travelers

26. Skill in identifying behaviors and assigning the
proper point value to them

29. Knowledge of critical and clustered categories of
suicide bomber indicators

30. Knowledge of signs of possible surveillance

activity by individuals
iIQns o 'nl(b)(3):49 I

(b)(S) 49USC. § 114(n)

TT-19
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Table TT-1. Finalized KSAO — Competency Crosswalk: Competency View (Continue

37. Knowledge of the procedures to determine
baselines and deviations from baseline

39. Knowledge of criteria for points |(0)(3):49

41. Knowledge of procedures and requirements for
notifying SPOT transportation security manager
(STSM), supervisory transportation security officer
(STSO), or others. as appropriate

42. Knowledge of criteria for assigning the initial point

44. Knowledge of unusual items

Application of | 45 Skill in quickly and accurately identifying
Position-Specific | similarities and differences from the baseline

SOP
65 (Proposed 49. Knowledge of TSA transportation security policies,
Competency) directives, and regulations
(cont.) 51. Skill in conducting an effective casual

conversation to obtain resolution

56. Knowledge of permitted and prohibited items

ufﬂ_atil'ﬂm_datm:_nualuha.diﬂemn:rs between
(b)(3)49 US.C.§ 114()

61. Skill in identifying fraudulent documents

62. Ability tol(b)(ﬁ):49 US.C.§ 114(n I

69. Knowledge of information on IDs

Sensitive Security Information (SSI)

TT-20

WARNING: THIS £ -
WITHOUT A “NEED TO KNOW.~ AS Dme IN 49 C.FR PARTS 15 A}
ADMINISTRATION OR THE SECRETARY OF TRANSPORTATION. LNAL”]HORIZED R.ELEASE MAY RESLLT IN CIVIL PENALTIES OR O
DISCLOSURE GOVERNED BY 5 U.S.C. 552 AND 49 C_F.R. PARTS 15 AND 1520}

NFORMATION THAT IS CONTROLLED U NDFR 49 CF.R. PARTS 15 AND 1520, NO PART OF THIS RECORD MAY BH
ON OF THE :\D\t[\ll‘i‘l‘ka‘!‘ﬂk OF TI-IF TRANSPOR]|

DISCLOSED TO PERSONS
[FATION SECURITY

NCIES. PUBLIC




6%¢900 - ¥1000-Gl VSL

Sensitive Security Information (SSI)

Table TT-1. Finalized KSAO — Competency Crosswalk: Competency View (Continued)

Application of
Position-Specific
SOP

(Proposed
Competency)
(cont.)

70. Knowledge of characteristics of fraudulent
documents

71. Knowledge of screening procedures associated
with discovery of prohibited items

73. Skill in inspecting individuals' accessible property
and/or carry-on baggage

79. Knowiledge of procedures to inspect individuals'
accessible property and/or carry-on baggage

84. Skill in using job-specific software and
applications (e.g.. PARIS, SPOT database, on-line
training programs)

87. Skill in using explosives trace detection (ETD)
equipment to inspect baggage and accessible
property

88. Knowledge of special category screening
procedures, including, but not limited to, diplomatic
pouches and hazardous materials

91. Skill in using tools for examining IDs (e.g., black
light, magnification loupe)

94. Knowledge of the procedures required in a
security breach

96. Knowledge of Identity Verification Call Center
(IVCC) procedures

Memorization
65 (Proposed
Competency)

11. Skill in remembering factual information, including
numbers and procedures

TI=21
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Table TT-1. Finalized KSAO — Competency Crosswalk: Competency View (Continued)

21. Ability to maintain focus and awareness over long
Vigilance periods of time
(Proposed = -— =
Competency) 27. Ability to identify and focus on behaviors among
other distracting information or stimuli
Discretion 25. Skill in acting discretely when using quick
(Proposed reference materials on duty, communicating with other
Competency) BDOs and TSOs, and holding casual conversations
e with travelers
Extraversion
(Proposed 38. Comfort with social interactions
Competency)
Auditory
69 O(I:asrg;:l;gn 2. Detail-oriented
Competency)
Olfactory
70 | Observation(Propo | 2. Detail-oriented
sed Competency)

Sensitive Security Information (SSI)
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Appendix UU:
KSAO - Competency Crosswalk:
Proposed Additions to TSA Competencies
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KSAQO - COMPETENCY CROSSWALK:
PROPOSED ADDITIONS TO TSA COMPETENCIES

Table UU-1. Proposed Additions to TSA Competencies

Title Definition Purpose

The following KSAQO was not covered by
the current TSA Core and Technical
Competency Catalogs:

"Skill in remembering factual information,
including numbers and procedures”

Remembers factual information,
including numbers and procedures;
recalls information verbatim, when
necessary.

Memorization

The following KSAOs were not covered by
the current TSA Core and Technical
Competency Catalogs:

"Ability to identify and focus on behaviors
among other distracting information or
stimuli”

"Ability to maintain focus and awareness
over long periods of time"

Maintains attention, alertness,
concentration, and/or focus over
Vigilance prolonged periods of time; maintains
a high level of attention to detail over
prolonged periods of time.

The following KSAO was not covered by
the current TSA Core and Technical

Recognizes situations that require Competency Catalogs:
Discisticn circumspect behavior; carries out "Skill in acting discretely when using quick

duties in a covert manner, when reference materials on duty,

necessary. communicating with other BDOs and
TSOs, and holding casual conversations
with travelers"

Is comfortable with social interaction; | The following KSAO was not covered by

Exiravorsion feels at ease approaching others to the current TSA Core and Technical

obtain information; acts assertively Competency Catalogs:
when necessary. "Comfort with social interactions"

Takes in and recalls incoming
auditory sensory information and uses
it to make predictions, comparisons,

Auditory and/or evaluations; recognizes
Observation | differences or similarities in sound;
discerns between relevant cues or
information and irrelevant or
distracting information.

The KSAO "detail-oriented" strongly linked
to the "Visual Observation" competency
because of the need for BDOs to make
detailed observations of their environment
when conducting SPOT;, there is a need for
additional competencies to cover other
important senses (i.e., hearing).

Takes in and recalls incoming o ‘
; The KSAO "detail-oriented" strongly linked
oifactory sensory Information and to the "Visual Observation" competency

uses it to make predictions
: . because of the need for BDOs to make
Oltactory comparlsone, and/or evaluations; detailed observations of their environment

Observation | recognizes differences or similarities when conducting SPOT; there is a need for

g‘ug‘g:l ;i:flgfr:g;?o:eal:: ?rr:erlzl:av:tn;r additional competencies to cover other
important senses (i.e., smelling).

distracting information.

uu-2
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Appendix VV:
KSAO - Competency Crosswalk:
Proposed Changes to TSA Competencies
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KSAQ - COMPETENCY CROSSWALK:
PROPOSED CHANGES TO TSA COMPETENCIES

Table VV-1. Proposed Changes to TSA Competencies

Procedures: Applies
knowledge of permitted and
prohibited items and current
Standardized Operating
Procedures (SOP) to include
security breach, current
performance protocols (e.g.,
hand wanding techniques
and special search methods),
information on travel
documents and procedures
for reporting equipment
failure.

competency to replace
this Screening-specific
competency.

positions, rather than
just Screening.

Current _ Suggested
TSA Competency/Definition Change Proposed Purpose Competency/Definition
Application of Screening Create a more generic | It will be useful to apply | Application of
Standard Operating "Application of SOP" this competency to all Position-Specific SOP:

Retains and implements
knowledge of all
position-specific
Standardized Operating
Procedures (SOP) to
applicable aspects of
current position.

Command Presence:
Demonstrates confidence
and credibility in presence,
demeanor, and conduct in
performance of duties within
the work environment.

Add "professionalism"
to the definition of this
competency.

This competency
represents
professionalism in
many positions;
important to include it
explicitly in the
competency.

Command Presence:
Demonstrates
confidence, credibility,
and professionalism in
presence, demeanor,
and conduct in
performance of duties
within the work
environment,

Diversity Awareness:
Recognizes variations among
cultures and treats all people
with respect; establishes and
maintains effective working
relationships with people from
different backgrounds;
provides a supportive work
environment for the
multicultural workforce by
showing sensitivity to
individual differences and
treating others fairly; values
and encourages varied
perspectives, unique skills,
and talents.

Remove "provides a
supportive work
environment for the

multicultural workforce".

This portion of the
definition is too high
level; belongs with the
higher level
"Leveraging
Diversity"
competency.

Diversity Awareness:
Recognizes variations
among cultures and
treats all people with
respect; establishes and
maintains effective
working relationships
with people from
different backgrounds;
shows sensitivity to
individual differences
and treating others
fairly; values and
encourages varied
perspectives, unigue
skills, and talents.

beusltue Security Information (SS1)

VV-2

WARNING: THIS RECORD COn

PART OF THIS RECORD MAY BE l}l‘s{l

WITH THE WRITTEN PERMISSION OF THE ADMINISTRATOR t)F'E'HI' 'I'RA\I \P()HIAIHN SECURT s

TRANSPORTATION, UNAUTHORIZED RELEASE MAY RESULT IN CIVIL PENALTIES OR OTHER AC TIUN FOR U.S. GOVERNME
PUBLIC DISCLOSURE GOVERNED BY 5 .S C. 552 AND 49 C.F.R. PARTS 15 AND 1520,

ESECL [RITY |MURMM‘I(W IH;\i I‘\ C tN TROLLED UNDER 49 CF.R, PARTS 15 AND 1520, NO
" AS DEFINED IN 49( F. R PARTS 15 AND 1520, EXCEFT

ED TO PERSONS WIT

THE ‘\II'RHARY(JI

TSA 15-00014 - 006254



Sensitive Secu ion (SS1)

Table VV-1. Proposed Changes to TSA Competencies (Continued)

Influencing/Negotiating:
Persuades others; builds
consensus through give and
take; gains cooperation from
others to obtain information
and accomplish goals.

Separate "Influencing”
and "Negotiating” into
two distinct
competencies.

The current
competency is double-
barreled.

Influencing: Persuades
others.

Negotiating: Builds
consensus through give
and take; gains
cooperation from others
to obtain information
and accomplish goals.

Self Management: Sets
well-defined and realistic
personal goals; displays a
high level of initiative, effort,
and commitment towards
completing assignments in a
timely manner; works with
minimal supervision; is
motivated to achieve;
demonstrates responsible
behavior.

Remove "demonstrates
responsible behavior”
from current definition.

Demonstrating
responsible behavior is
covered by the
"Accountability”
competency. It is
redundant to include it
in the "Self
Management”
competency.

Self Management:
Sets well-defined and
realistic personal goals;
displays a high level of
initiative, effort, and
commitment towards
completing assignments
in a timely manner;
works with minimal
supervision; is
motivated to achieve.

Transportation Security
Proficiency: Understands the
range of security issues,
threats, and challenges
facing TSA,; the roles of other
federal, state, and local
government agencies in
addressing them; and the
frameworks for effectively
analyzing and addressing
them.

Change "Understands”
to "Applies knowledge
of".

The competencies title
mentions "proficiency”
which indicates
applying knowledge,
rather than just having
knowledge.

Transportation
Security Proficiency:
Applies knowledge of
the range of security
issues, threats, and
challenges facing TSA;
the roles of other
federal, state, and local
government agencies in
addressing them; and
the frameworks for
effectively analyzing
and addressing them.

sitive Security Information (SS1)
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