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(U) MEMORANDUM FOR COMMANDER, NSA/CSS GEORGIA, 
Fort Gordon, GA 

(U/ /-FOU~ OFFICER IN CHARGE (OIC),I._ ____ __.1-~SA/CSS 
GEORGIA, Fort Gordon, GA 

SUBJECT: (U I /FOUO) Intelligence Oversight of the I I 
Program at NSA/CSS Georgia (ST-09-0020) -ACTION MEMORANDT,J,M 

.... ··'(b) (3)-P.L. 86-36 
-~· . .. ·· 

(U I fFOUO) Dming the investigation of alleged improprieties··at NSA 
Georgia (NSAG) in 2004 and 2005 and reported by a formerJ~SA assignee in 
2008, we identified some practices ml lthat are inconsistent 
with established NSA/CSS policies and procedures. For details concerning the 
investigation, see Report of Investigation Regarding Alleged Improprieties at NSA 
Georgia (Report of Investigation), IV-09-0003, August 14, 2009. These practices 
may increase the risk of mishandling U.S. persons information and, therefore, 
require your attention. 

A. (U) Improper Dissemination of Raw SIGINT 

(8//R:EL TO USA:, P\t'BY') We discovered that as of 20 Au ust 2009 

··············· 

-------:--...----.-~~---=~--~ ....... Daily Summaries could be ''":b'l"{i=.: ;:;-;,.;;_.;.:.: ,,.,, .. , :·:.: :::.:::·:·:: .:::·:: .. : :acc.e;?.~.Q.:in chives on NSAnet.I For a listing of the summaries, see 
) b.~J3.~ - P. L. 8 6-3 6 pp. 30 - ::3'4 .. in tlie .. Reporf"oflrtvestlgation~ ..... Thel !Daily 
(b)-..(3_) :.::·1-s. usc 798 Summaries were also saved in the Extended Shared Enterprise 
(b) (3}~_so··us.c 3024 (il Corporate Server (ESECS).z These summaries or gists are not 

.. · minimized for dissemination and are, therefore, considered raw traffic. ······ ..... . 
· . They can be viewed by anyone with an NSAnet account, including 

P'er:~onnel outside the SIGINT production chain, thus constituting 
·· .. 

··· ... 

(U/,q;'QUO~ ESECS is a web-based collaboration suite or content management system hosted on NSAnet 
that provides workflow automation, document management, content search, and subscription/notification 
services. It provides communities of interest in which organizations can store infonnation and share it 
among their analysts and with their customers. Most content within ESECS is viewable by the entire user 
population; however, access policies can be applied to any object to restrict access. 
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disseniination. Such access to raw traffic is inconsistent With USSlD 
SP0018, § 6.2, which requires that access to raw traffic storage systems 
containing identities of U.S. persons be limited to SIGINT production 
personnel. ·As a :r:~sult;Dshould develop: 1) written procedures for 
prop~rJy . .re,eWhifr materials so that only evaluated and minimized traffic 

·························:::::··:::::::!§:::P.osted··On NSAnet website; and 2) access controls to ensure that 

(b .. )··::;·I=t·:·::: ..... ·· ............... ~~~u~~==~~~~h~~r th~ ... ~~~~~ ... ~~~~.~~~?..~ ... :~~(!~r·············l 
(b) (3)-P.L. 86-36 1 . !........................... ~b; ~;;_isL~s~6;~~ 

B. (U) Retention Peli'iod of U.S. Persons Information 
(b) (3)-50 usc 3024(i) 

(U/ }¥:0Uetln accordance with USSID SPOOlS,§ 6.l.a, NSAG should 
assess the need to retain the summaries containing U.S. person 
information addressed in the Report of Investi~ation. I I 

c:··'···········:--· 

L-------------------------------------------------~,¥~.~~~.L. 86-36 

(U/ /FOUO)I 

C. (U) Noncompliance with Quarterly Reporting Requirements 

... · .. 1 
\ 

\,\\\\ 

(U /~ AlthougJ:Jilcq:rrently provides informal input (by email, 
with no OIC. .. :r.eview)l'Or the .. NSAQ Quarterly Report on Compliance 
with E. . 12333 ·and·Rela.t.~d Directives·;tl}.is reporting does not meet the 
standard in USSID SE512C(whieh . .st.;;)tes: . ···· .... 

··co· J""{·t·J -············· ......... ············ ....... . 

(b) (3) -P · L. 86-36 .......... 3jflC//Rl5Lj·l lw,ut submit a quarte;ly···report·~a::N§'A/.CSS 
(b) ( 3 ) -l 8 usc 798 Georgia to the Office ofinspector General (OIG) of activity covered·by'"::,,,. 
(b) (3 )-50 usc 3024 (i) Executive0rder12333(emphasisadded).3 .H· .. ····:.:::::;;;::::::"(b) {3 )-P.L. 

(U/ /FOUO' The inform.~.pr.ocess··trse"d.byNS~~~:·~~;~iil···'''''''j~put for 
the Quart~rlyJl.,porti!Oes not ensure c;rpater~rtmg and gives both 
OandNSAG only limited visibility into ... ~brripliance. In accordance 
with USSID SE5120 and NSA guidanc~ ... ········ should prepare a complete 
and formal report, signed by thQoic, thereby certifying appropriate 

3 The US SID mirrors standards in Paragraph 8.4 in US SID SP0018 and Paragraph 7.g. in NSA/CSS Policy 
1-23. 
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ove~sig~t of intelligence activities. The OIC is responsible for ensuring 
. ~.a SIGINT activities are lawful and not contrary to SIGINT . 

...... ···········authorities and that employees are aware of the authorities as they relate 
........... ················.· ................ to ... theqmissio~. NS~? ... ~!:.?..l_-:l:~?.: .. :r.I.J:.~t.~n ... copies.oQreports for review 

tWi"i~~~~~~:~~~:~~}~:::::;::~:2004and-2005;Qo trmnmg was 

not urilfortll. for all persomier·perfonnl.jjg·ttreOmission and did not adhere to 
the standards···set..in NSA/CSS policies.4 ·""Iif2006 •.. N§.AG changed its IO training 
standards so that an··pe.r.~:;onnel receiving an NSAG badge···must..c.o.wplete NSAG 
IO training upon initial assigl1l"P.ent and annually thereafter. AdditioiiaTiy~c=J 
now uses Job Qualification StandardS.. for linguists and analysts that all newly­
assigned personnel must successfully complete. These procedures were not 
reviewed during the investigation, but will be .. evalu;:tted during the upcoming 
Joint Inspection of NSAG scheduled for February 2010·;···· ... 

·· .......... . 

(U/ /.Ji:OUOt-we request that NSAG, with the assistance ~-f"tliec::J 
provide us with a status of actions taken to resolve the aforementioned 
inconsistencies. We appreciate the courtesy and cooperation extended to the 
investigators throughout the investigation. If you need clarification or 
additional information, please contact! .·············lon 963-2979 (s) or by 
e-mail at I pnsa.............. ................... .......... . .. · · ········ 

(b) (6) 

/r~~w~ 
GEORGE ftLLARD 
Inspector General 

4 Paragraph 7.b. in NSA/CSS Policy 1-23, and Paragraph 7.4 in USSID 5762(P). 
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