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ACTION MEMO

‘DepSec Action
USD(P)_

FOR: SECRETARY OF DEFENSE
FROM: Paul N, Stockton, ASD(HD&ASA)

SUBJECT: Law Enforcement Suspicious Activity Reporting (SAB.) (System - eGuardian

° Th:s memo rccommends that you approve and sngn lhc mett
(Tab A)

o In; an August 2007 memo, the Deputy Secreta
and Location Observation Notice (TALONJ'
'SAR systém (Tab B).

- ThlS memo elgphasmed the needm faintaif
‘emer t channels ﬁather thafi imder mtelhgence controi

J § were directed to submit reports on
1 estigatmn s (FB1’s) classified
basis. This reporting continues today.
° szstant Sccretary of Dcfcnse for Homeland Defense

~ Provide I aD'a single system for documenting, storing and exchanging
informatiofi on potentials threats and suspicious activity related to DoD
personnel, facilitics, and forces in transit,

-~ Appropriately safeguard civil liberties.
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~ Enable instantaneous dissemination of SAR information among State, local,
and tribal law enforcement partners..

e  Working with DoD and interagency stakeholders, HD&ASA evaluated 62 potenual
solutions and determined that the FBI’s eGuardian system best fulfils DoD’s
requirements for an enduring DoD law enforcement SAR systcm

~ eGuardian is an unclassified, but secure webobase p‘orting system.

- &Guardian is an mtegral component of the Nattonwnde SAR Initiative within
the Department of Justice SAR- Program Management Office.

uardmn as the single fedéral SAR

~ The Department of Justice identifie, :
j_iaw enforcement p*anncts

system to be deployed to State, 1ogax, 4n

~" Approximately 2 000 users |
eGuardian,

"« The FBI took several ke

ig infortha oi for dnsposa! to ensure reports comply with,
ertxes standards.

- poli icies.

s [n addition to FBI s efforts we took several additional actions that will safeguard civil
 liberties-when eGuardian is implemented throughout DoD _

~ Only cred‘emi'aled law enforcement person_nei and analyst that support law
enforcement wifl reCeiv‘e acces‘s to eGuardian.

~  We arranged for (hc FBI and the Department of Justice to provide initial and
refresher privacy trammg te DoD personnel with access to eGuardian.
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- DoD procedures will add an additional level of quality control to vet reports
submitted by DoD users,

¢ On March 22, 2010, my staff and FBI legal counsel met with ACLU representatives
to socialize DoD’s intent to adopt eGuardian as our SAR system, The meeting was a
free exchange of information concerning DoD’s planned implementation and ACLU
concerns regarding the protection of individuals privacy and civil liberties.

- Participants agreed to continue dialogue on civil liberty"’c'bncems as we
commence pha%d lmplementatlon of eGuardlan

- FBI will continue to be responsible for addrcssmg all cwal hbemes questions
- related to the operation of the eGuurd:an system oy

e Qur proposed nmplnmenmtmn plan is as follow

.~ Establish DoD-wide SAR pollcy no later‘than "'une 30 2010.

~ Begin deploying eGuardxan n han, Septembgg.gt)lo and complete
deployment by February 2012, T
- Deploy the system worldwide tdghggfoxxmaié “8000 DoD) law enforcement

representatives. '

1mpleme "'um nnand funding for eGuardian.

o HD&ASA received $1.3M in FY2010 and $1.9M in FY2011 to cover anticipated
eGuardian implementation costs. These funds will not cover the entire
implementation cost.

- FY2010 FBI 1mplemematmn costs will be approximately $896,000. These

costs will cover six cnd-user support personnel, to include training, and DoD-
related continuity of operations requirements.
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- We estimate FBI costs will be $2.9M in FY201 | and $2.3M in FY2012, which
will cover system enhancements to support the large numbet of DoD users.
We expect outyears costs to stabilize or decrease starting in FY2013.

~ Inaddition to FBI funding, there is likely to be a small internal DoD> manpower
cost to oversee eGuardian use.

¢ We plan to evaluate the impact of cGuardian using the following measures of
effectiveness. We tested these measurcs during the 2008-2009 eGuardian pilot, which
involved 53 active DoD participants from 14 law enforcement focations.

~ Usage will measure the number of logons and the number of reports submitted
and accessed by Dol users per week, ¥

- Usability will measure user feedback on ablllty to share mformatmn, maintain
situational awareness, and ability to search all submlttcd SARs.’

~ Mission effectiveness will measure the num f investigations established as
a direct result of cGuardlan reportmg, the numby b,of SARs rclated to DOD

DoD users,, and the t:melmess=
components.

o Adopting cGuardlan"a‘séb’{i '

f'hding within the}

-you sign the memo at TAB A.

Approve: ‘ Disapprove: Other:

COORDINATION: TABC

Attachments:
As stated

ACLUEG000128



	Page 1
	Page 2
	Page 3
	Page 4

