














































































































NSA Minimization Procedures for Under FAA Sections 703, 704, & 705

. Collection

‘NSA must terminate collection promptly if NSA learns
that a targeted US person is located in the US

*Collection against a US person in the US may only be
reinstated in accordance with the FISA

*‘NSA may resume collection if the target departs the US
during the life of the order

+Selectors for 704 and 705 s’urve;iflflances may be tasked

| argeting US persons '*Iocated ,outfs'ide of the US,







NSA Minimization Procedures Under FAA Sections 703, 704, & 705

Retention

- The following communications shall be
destroyed upon recognition unless the AG authorizes

retention:

Inadvertent collection of communications while the
target enters the US

Inadvertent collection of communications in which all
the communicants are in the US

' Inadvertent collection of communications in which all
"the communlcants are. US persons who are not

S persons ‘ch’atéd,oUtsiide of ,the us




'AG Destruction Waiver

I:\rviédvertent Collection: Data shall be destroyed unless
. All communicants the AG determines that the
inside the US communication contains:

Significant foreign
intelligence

Evidence of a serious
crime

Information related to a

threat of serious harm to

life or property

Technical information

about a communications
. :vulnerablllty

:rsons Iocated outSIde of the US

. All communicants

are US person's

who are not
authorized targets

- The authorized
target is in the US




- Without AG Destruction Waiver -

Inadvertent Even without a Destruction
Collection: Waiver, technical data
- Of US domestic concerning such
communications communications may be
retained for collection

. Against an avoidance purposes

unauthorized
target

Targeting US persons located outside of the US |

















































Questions? Office of Genera
' Counsel

(Operations/Intel Law

C has an attorney on call 24/7!


















































































(C/ ) Violations of authorities must be
reported:

|
1.at the time of recognition to SID O&C

2.as part of the E.O. 12333 quarterly
report to the |G







) Anyone using NSA SIGINT

deiatabases must abide by the same rules
amnd authorities as NSA.

Access to these databases is restricted to
persons operating under DIRNSA

authority.




) In addition to having a National
Foreign Intelligence purpose (which

includes FI, Counter-intelligence and
Support to Military Operations), the
following general rules apply:
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\~//

Iq general terms, we apply the same basic
definitions of a Second Party person as we
apply for U.S. people.

U.S. Identities in SIGINT, Section 9 contains full
definitions of each Second Party person.
















SHS ) BE-Mall Address Targeting
Specific e-mail addresses of valid
—foreign intelligence targets outside

countries may be
targeted regardless of email e

domain without additional
authority.




] _
Wildcard domains
Wildcard user names

Wildcard across domains




{7\ ~
(>// )Diss
E-mail addresses U S. domalns may be

! | included In dlssemlna‘uon if:

a. the user is a foreign national (excluding
AUS/CAN/NZL/GBR)

b. Information is disseminated only to recipients

who have a specific need for full addresses for
a lawful government purpose.




T are 9'ﬂn J:
i - Permanently assigned?
- Check Lookup tools BEFORE
the first query
- Defeat domains using the same

but not a part of your target

N/

- Do not wildcard







Sole Selectors

Targeting all communications on a

given will flood you with flﬁ
information that has no Fl value i
or is to/from/about USPs V




(S/ISl/! ) Avoid Site
j§IGAD$ as Sole Selectors

Do you need to see all
information from a given {
site, or just select topics?
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\~//

Equipment and product designators,
such as “and brand

names may be included in SIGINT

reports, if the focus is on the product,

not the manufacturer of the product.













) DO NOT USE

4Raw Traffic repositories to
‘verify the protected status
of an entity.

R




(SiiSi/l ) Protected entities
-Hlisted by name or context in
~dissemination do not imply

collection
is authorized. {}




ety
)

COLLECTION: USSID SP0018, 4.1.d.(1

DIRNSA may authorize the collection (o}
from, or about a USP outside the U.S. when
life or physical safety is reasonably believed
to be in immediate danger.

***Contact NSOC***




c// ) Disse
DlSSEN”NATIONZ USSID SP0018, 7.2.c.(6

Ilhformation indicates that the identity of the
USP is pertinent to a possible threat to the
safety of any person or organization, including
those who are targets, victims or hostages of
international terrorist organizations.




(C// ) Dissernir
If a person is in imminent danger a
+you have relevant information, you

may disseminate that information
unmasked in product and follow-up

with SV afterwards.




Past Abuses Present Examples

targeting of targeting of
International
telegrams




t\ [ ] e
C// ) Wny do we

level of gversiy

E?st Abuses Present Examples

Phone lines into the Restaurant in Texas
U.S. for identities of to identify narcotics
U.S. based narcotics  smuggler
smugglers




(N [ ]

\~//

Rast Abuses Present Examples

Watch-listing U.S. Unauthorized
people for evidence targeting of

of foreign influence  suspected terrorists
in U.S.
















Generally, to include the identity of a U.S.
person or entity in SIGINT product (by name,
title, or context):

1) it must be necessary to understand or
assess the foreign intelligence, and













Ngchaining from or
through U.S.
contacts (emaill,
phone, etc.

Contacts
Masked
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