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OLYMPIA & THE CASE STUDY 

CSECs Network Knowledge Engine 

Various data sources 
Chained enrichments 
Automated analysis 

)1.1 /PIA 

Brazilian Ministry of Mines and Energy (MME) 

New target to develop 

Limited access/target knowledge 
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QUESTIONS 

a  How can I use the information available in 
SIGINT data sources to learn about the target? 

o  What can I find that would help me inform access 
development efforts? 

o  Can I automate the analytical process and/or re- 
use analytics designed for other purposes? 

• 
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ANALYSIS CASE STUDY 

What we know about the target: 
- Domain: @mme.govubr 
- 9 DNR. selectors 
- Very little collection 

TOP SECRET 1/ Si 



r 

• 644 ii■•■ 	Mmkga:.4 

• wpm... ir.a 	raw I. 41.911•P p.7.—Y101 K. I I b• 

- I M. A, 	 rI413 	 r.wirr• 
weigy.wr 

—4101 

Eirnmate Dicaie Ps 

PA RIB 	CIrty Cupp! 

WIP 	 

Eyarr£.ary■••■ath 

ME= 

41rr l 

ANALYSTS DETERMINE TARGET'S 
IPs AND ISPs 



Mail Servers Output 
unit 

EOP4LUF 
(F.J4311.1A 

Cut St en 

TPEICIAII3 171.4T XIIP 

WTI Iqn 21.1344.041511.47.24L4 

Florin &Mc 

ruirriy.mere 

Tarreitalmrr4t-Fro.1= 

Hostna me 
IPv4 
Country 
ASN 
Owner 
Carrier 

Reif' onst_A01. 

rorrepn come 9r.V her 

ryrreit0 rirrn4.9.rul-A 

Domain's IPs Output 

LE& SEEM 

&inn F 13 1.73105% GMT 2oie 

Sit Air 1901.:54:10 47b.fr 

• 

ANALYSIS - DETERMINE TARGET'S 
IPs AND ISPs 

9110:Lvl 

pki4+1 	1.404:m 

311141:4.1.dINF LE14rom 

1141441 Aeot eftte-T, 

 D571:49 mese 1 eletern 

renztruel 

embrirel 

mem! 

net! aid 

IIM14f4I fI  
4mirotrl 

Mal Nisi 

ern We 
I mem** 

✓mbrdd 

Wirral 

✓uipm 

WIN a 

14 41 p 
rmbi Elul 

rulL•rd.-1 

 rrretralri 

. rn 12 al rl 

emblel d 
1.rn kir rl 

t luDhl4r1 

tau el 

C 5p1 	 FORM Ma 

1 Wit 	1.9. 1..11 	FY. 

A 	le■Vo.rrentopYr 

A 	n 42 .m.rns-F 

ifilPlLeerrker.i,  hi 

▪ ODM.11:. rivri.pYriar 

4 	it Maw n..rh dalI FA 

.4 	nd. mrne cm. or 

▪ num O. rum 9n.1}1 

4 	weer. mmcslw h 

▪ 0112 414X. lei. 1:4 

sr011 mmc2rr. Lid 

priNclonisrma.iicre.1:4 

sr•.0.13 riTri4.01. 

.4 	yo-rnp. rirrsrlia fir 

▪ ir.d.:p..mrilipp.11 

L ewe. 	 .ir  

4 	sorra; 4mm4 mna FI1.11 

4 	unincurrintscreim 

sere rnrrl soar 
4 	...raw. rrrnagoy .kr 

▪ sileskiswett.F..111 

A 	.0..1 arm. 

p rualwn .mrra ur. 

▪ u eibJef•Elgor hl 
!I 	kr r ...myna ear. br 

A 	tem werrerric.14 

	

Noi 	pg•ii  

I,  4.khgr JrOM 	 Civrfmi 

L-31; 1  

tNael 	Mkt corn*e wilt+ .reerrietno 1.111511 

traii 	IMIL a rrrIEFMr.• dr mLsmrl.ru. hr..l 

1}'{g.F 	7.1P31 eerme{rh11). da riMM1k1 41141 

tr,21 	Min rinvlegelltd irtensellr. 1:1,7511 

4:a Mullin Witt dr rffilin4r1. n O En rill 

brad 	LEO curl. lecirsur th irceerietrio bind 

1:4471 	117 coffer...dud dr ml rmal no haul 

Lau; 	&al 	 i nI orpany Lk. rill 

braid LEM 	{41T414.11 311}1 IA env! AA IA 

tray Lai ra rn. I • 9r:I nd rLl1N ern rl rah' mu! 

Lai ra rrriEF:ehn dr mlEm.r1 no nel 

+ID OP rrrlege4Tri tfe Ir+ernetno VIP 1 

WW1 	4.? .)11 carriiNimph:H Or Mtaupe mu hi gal 

brau 	 430 vs mks Toll" dm limrdnr 171 Er 

11:19W caindeirlINIre eignr114.5 
brari 	111165.11 wrrrlo Fritr dr iiriarrrim ri LH ma 1 

tral 	l(SSI arm§ 0i:cit.! dr rtienetier NW! 

tree, 	149fr1  cerrrisgrrIN de inarrifinsi 4111. 1  
Lana 	Lai s rrrk. gimLin dr warm! no kr rill 

.1.13:1 	r qa-5I Lb 	rn•r1 n I.• 

trail 	.1a! it mete irchu ll1  inhrmrk bum! 

ban 	 ILLID ea n.leF le.driN rmi 1 rui ha rue 

4.230 arrll "01 	r11 	.14 Nevi 
1:rarl 	L}A) wrrrb goyim dr LA and no hr rue 

tau 	&DO carriewer di WI Ph 

brill 	 1434 	4,10, -4 t "Mita 01. OT•ii 	ka 

RAI sum 

▪ oifdroodrxi I 
Thy otc 2.2.20.91CLIT Min 
mit Dos ZL641713 	AILL 

Wed Elet Z1 GI V170147 MU 

1111.10K td 34, 202 OJT 2113 
Hen Tun 2i .B:4112:11 Ci54.1100 

'P.M 541111132 .9a GM' 2114 

545. W 32Te Cle JIM? 

Thu FEL, 1.1i34 1  61.(TD113 

Wed Sip 1.5 01.3rJ9 134AT 

Thu Hai 0i 1.111P-01.0.11 .1U11 

Ilion Arra 11-110:041 MIET2441 

Weller. LEI 32-1.3:11 GM MP 
Fri F1.131.alith VIA= 

Mmi n.2.5 11-115:1:611741 211D 

1k41 FON 311.11.37 MR 
Fri MA IT 1411A-13 LerE 

Fri Hai Z1141:1411.G.1017 DES 
111 YrL11 .11  Id DWI c•4•11 r .21X151 

 Tim. Wry LS 31 ..19Kei C*11 

111.411 Map 03 	d3 rpm IOW 
Tye 1.  1.1111Mbei EMI WO 

• 1.1111 D3 LEM 41 illdt 

Tut ue• LS ]] DK19 {-4,q 3:49 
11.11cy alpl 20 !me  se Coe e ..111111 

1.1.1:11111 1144-1 

Hen 1...% 43 11041.47 G.1.110:13.0 

ure Sow 

Tut iyky ciff2indisr 
5.0 Mt. toltltilk Mot 203.2 
Tim May  06 L2 GMT MU 

Whi Aga 691183.4)2114JIT 20L2 

KI !] MI 
fan Nue .1..g A41..# GIP 18:1 

Tut ket.20 L5A g 1lI GMT NU 

Srl Car 3, 1:1:1:614..115 13Pal 

hk,i Del. 39 1.3710.13 

Tim Pet 20 354913 GMT ?Xi 

fur DIE hS 15:4111 CA1 XII. 3 

Sri Pk LS IMMO {KT 

Tue Sep Gar ,43). GMT DM 

Sr WO MOY1.114 T.2141 

Sal Piler.LP Mill ail ALI 

14+1511:..19 011.)3 oen 
LD 33..ez C.4.47 

Sal blo..19 1:11A3A1 SNIXIL1 

]'Fl Nth 13 1:1111)m Won NU 
&•11.4c,: I3 i51:1.1e 1r1 i 1.tl 24'_1 

Sol hh.v Li OLP NEI OW pm 
imaml NAVA 6rel1 

&NI Nee IA 	61.41 EEL 

- i No-•L9W 0454 Q41 a!L  
r4ve 131.4 I Ate 

Ilt1 We Li D110251 SW IOU 

1415403 IXIIWYSI Cpuell 

TOP SECRET 1/ SI 



ClyiarrpcCorigkritin 	 l' 1=6 10 

	

I .fieldS 	 

1 1 

 

■ 
	

(Anti Uwe 	Mit 	 Delrul Siolut 	Optiersinillet 	Frt1( "Iiret 	1.rtl• •sre 

1 	IFIDS ri 	 Illo 	 r.< h9tlip 	p 

P Rrgt 	 hilse 	 imq72nit 	IPP2rqf 

3 	Lo., F 	 Mu 	 ix_krep 	F 

• 	Cit Friurnitot V*BS.reatim us 

01 

stw rim'  MEI= 

Cacard 

 

Mar 

    

    

Farb 

      

    

I 

  

ANALYSIS - DISCOVER TARGET'S 
PROXY 
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nErNiPhii 04111,00 Rename valgeE. 	 WIDE' 
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ANALYSIS - DISCOVER CONTACTS OF 
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SUMMARY 

Based on the information collected, I am better 
positioned to analyse my target's telecoms 
environment. 

• 
BPaA  

HUMINT- 
enabled 
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CNE 
Olan on the Sisk. cookie-replay, 

CDR1, 



MOVING FORWARD 

o I have identified MX servers which have been 
targeted to passive collection by the Intel 
analysts, who are assessing the value, 
provenance, etc. of the traffic generated by the 
mail servers. 

o I am working with TAO to further examine the 
possibility for a Man on the Side operation. 

o Based on the network information gathered, the 
NAC has started a BPoA analysis on the MME, 
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