
From: WILLEY Danielle L * OED
To: WILLEY Danielle L * OED
Subject: ID.me Training Follow Up
Date: Friday, August 27, 2021 11:22:22 AM
Attachments: ID_Verification_Letter_EN&SP.pdf

DLF69_Suspense_Letter.pdf
FAQs_Final_02.26.21.docx
ID.me & WSO - Training PP.pptx
ID.me email.docx
ID.ME WorkSource Center User Process 8.27.21.pdf

This message is being sent to WSO staff selected to attend ID.me training
 
Good morning,
 
This email is a follow up to the ID.me training you were invited to on Wednesday. As discussed, we
wanted to share the recording of the training itself, as well as supporting documentation you can
refer to as you help customers needing to complete ID.me. The training link is here:
https://employment.adobeconnect.com/ptlli3lwu0yi/ and the password for accessing this training is
IDme. Please do not share this link with others; only staff who have been identified by management
should be assisting ID.me customers in the way described in training and they are included on this
email.
 
We have attached several documents to this email for your convenience. Most of these were
included in the Files pod during training, but we know some staff were unable to attend.
Attachments include:

·         ID Verification Letter and ID.me email – examples of communication sent to UI or PUA
customers who need to complete the ID.me process

·         DLF69 Suspense Letter – an example of the suspense letter sent to customers who have not
completed the ID.me process by their deadline

·         FAQs – document created by BPC to answer some of the high level questions around ID.me
·         ID.me & WSO Training PP – slide deck presented by Dave Villani during training
·         ID.me WorkSource Center User Process – updated guide for all WSO staff

 
We have provided the following high level training outline to WSO managers earlier today. This
outline is not intended to replace the recording; instead, it can be used as a quick reference when
helping customers. Please work with your manager to set aside time to review the recording if you
were unable to attend training Wednesday, or if you feel you would benefit from another viewing.

·         High level overview of the ID.me process
o   Reviewed documents sent to the customer, including email that provides instructions

on how to start the ID.me process
o   Discussed what the customer needs to complete the ID.me process on their own

·         Barriers to completing ID.me
o   Some customers do have legitimate barriers to completing the ID.me process

independently, while others (fraudsters) will use any excuse possible to avoid it
o   Legitimate barriers include:

§  Lack of internet access on a device capable of taking photos/videos
§  Customer is under the age of 18

mailto:Danielle.L.WILLEY@oregon.gov
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OREGON EMPLOYMENT DEPARTMENT 
PO Box 14165 * Salem, OR 97311 


(503) 370‐5400 or Toll Free (833) 410‐1004 (toll free) 
Fax (866) 371‐2893 


 


 


Claimant Name  Date:  July 12, 2021 
Address Line 1 
Address Line 2 
City, State, Zip Zip+4 


CID:    
   
   


 


 


You are receiving this letter because we were unable to verify your identity. In order to continue 


receiving Pandemic Unemployment Assistance (PUA) benefits, you will need to complete the ID.me 


identity verification process. Please keep reading to find out how you can do this. 


The Oregon Employment Department is working with ID.me, a trusted, secure, and federally certified 


identity verification provider to complete this process. Please visit hosted‐pages.id.me/oregon‐


employment‐department‐identity‐proofing to complete the identity verification process. It’s quick, 


secure, and available 24‐hours a day. If you run into any difficulties, ID.me offers video chat capability 


with trained and certified staff members to help you quickly and easily verify your identity.  


DO NOT SHARE THIS LINK. This site is only for claimants who have been notified they need to verify their 


identity through ID.me. If you share the link, their claim may be delayed. 


If you need help in a language other than English or Spanish OR do not have internet access please 


call: 


 Portland 503‐570‐3700  


 Eastern/Central Oregon or Bend 541‐383‐1399.  


 Toll free 1‐833‐448‐3700 


Please do not call these numbers if you do NOT need assistance in a language other than English or 


Spanish or you have internet access. 


If you do NOT complete this identification process by July 23, 2021, your claim will be stopped and 


you will have to pay back benefits for all the weeks you were paid starting with the week ending Jan. 


2, 2021. The denial will apply every week until you can show you meet identity verification 


requirements.  


 


Thank you for your immediate attention to this matter. 


 


 


 


 


 







OREGON EMPLOYMENT DEPARTMENT 
PO Box 14165 * Salem, OR 97311 


(503) 370‐5400 or Toll Free (833) 410‐1004 (toll free) 
Fax (866) 371‐2893 


 


Claimant Name  Fecha:  12 de julio de 2021 
Address Line 1 
Address Line 2 
City, State, Zip Zip+4 


Núm. de cliente:    
   
   


 


 


Usted ha recibido esta carta porque no pudimos verificar su identidad. Para seguir recibiendo los 


beneficios de la Asistencia de Desempleo por la Pandemia (PUA), deberá completar el proceso de 


verificación de identidad de ID.me. Continúe leyendo para saber cómo puede hacer esto. 


El Departamento de Empleo de Oregon está trabajando con ID.me, un proveedor de verificación de 


identidad confiable, seguro y certificado por el gobierno federal para completar este proceso. Visite 


hosted‐pages.id.me/oregon‐employment‐department‐identity‐proofing‐spanish para completar el 


proceso de verificación de identidad. Es rápido, seguro y está disponible las 24 horas del día. Si tiene 


alguna dificultad, ID.me ofrece capacidad de chat de video con miembros del personal capacitados y 


certificados para ayudarle a verificar su identidad de manera rápida y fácil.  


NO COMPARTA ESTE ENLACE. Este sitio es solo para reclamantes a los que se les ha notificado que 


necesitan verificar su identidad a través de ID.me. Si comparte el enlace, su reclamo puede retrasarse. 


Si necesita ayuda en un idioma que no sea inglés o español O si no tiene acceso a Internet, llame al: 


 Portland 503‐570‐3700  


 Oregon este/central o Bend 541‐383‐1399.  


 Gratuito 1‐833‐448‐3700 


Por favor no llame a estos números si NO necesita ayuda en un idioma que no sea inglés o español o si 


tiene acceso a Internet. 


Si NO completa este proceso de identificación antes del 23 de julio de 2021, su reclamo se detendrá y 


tendrá que devolver los beneficios por todas las semanas que le pagaron a partir de la semana que 


terminó el 2 de enero de 2021. La denegación se aplicará cada semana hasta que pueda demostrar que 


cumple con los requisitos de verificación de identidad.  


 


Gracias por su atención inmediata a este asunto. 


 


 








 


 







 






FAQ’s : 

What is ID.me? 
ID.me is a trusted technology partner that helps government agencies – like the Oregon Employment Department – help keep your personal information safe. It provides secure digital identity verification to make sure you are who you say you are– and not someone pretending to be you. 

How does ID.me work?
ID.me verifies your documents using “selfies,” or photos of yourself, to photo-match. This helps prevent criminals from using stolen document images. ID.me uses advanced facial recognition that compares the picture of the applicant on the ID document to the “selfie” you provide.

Why do I need to verify my identity?
Criminals are taking advantage of the pandemic to file claims for unemployment benefits using the names and personal information of people who have not filed claims. That means someone could use your social security number and date of birth to file a claim.  

We have partnered with ID.me to keep your personal information safe.

How do I verify my identity?
Visit the link supplied in the email or letter that we sent to you asking to verify your information. Follow the instructions you see on the webpage to verify your identity. You may be asked to submit a “selfie”. 

If your online identity verification attempt is unsuccessful, you may use ID.me’s Trusted Referee verification option. Trusted Referees are available 24 hours a day via video call. 

What is acceptable documentation? 
A driver’s license or state ID, passport or passport card are acceptable. All documents must be current. 

Temporary IDs are not acceptable. Photocopies and screen captures are not acceptable.

How do I complete a Trusted Referee video Call?
If your identity verification attempt was unsuccessful, you can use the Trusted Referee verification option. This option allow you to join a short video call where you can upload and present acceptable documentation to verify your identity. 

Trusted Referees are available 24 hours a day. To connect with a Trusted Referee:

· Repeat the verification process, 

· Click the Verify identity on a video call button, and 

· Follow the prompts on the screen below. 



During the call, you must have the physical copies of your documents with you to show live on-camera to the Trusted Referee

I’ve already been verified by ID.me. Do I have to do this again?
If you were previously verified by ID.me, you do NOT have to verify again. If you have already been verified by ID.me, the Employment Department will receive notice confirming your ID verification.

What if I need assistance in another language or do not have internet access?
ID.me is available in English and Spanish. Only call the numbers below if you need assistance in another language or do not have access to the internet: 

· Portland: 503-570-3700 

· Eastern/Central Oregon/Bend: 541-383-1399 

You may call these phone numbers from other parts of Oregon, however, there may be an additional phone charge. We are working on a toll-free line and will have it available as soon as we can. Please do NOT use these numbers if you can complete ID verification through the ID.me website.

Can I speak to a Trusted Referee in a language other than English (Mandarin, Spanish, ASL, etc.)?
Yes. ID.me provides video calls for individuals who cannot self-serve using their website. At the beginning of your video call, you can ask for a Trusted Referee who speaks your language, including sign language.

You also may choose to bring a translator or other type of helper with you to your Trusted Referee video call. A friend or family member can act as a translator, or help provide identity information. All helpers must state their name and relationship to the person whose identity is being verified. 

The Trusted Referee will then ask the helper to consent to be photographed. Adult helpers (over 18) must show their ID on screen during the screenshot/photograph. Helpers under age 18 must state their date of birth. Identity verification cannot proceed unless helpers consent to these requirements.

What is the cost to use ID.me? 
There is no cost to individuals who need to be verified through ID.me. 

Is my information secure?
ID.me’s technology is used by federal and state agencies, healthcare organizations, financial institutions, retailers, and non-profit organizations. They an experienced security team and are approved by the U.S. government to verify IDs. All Personally Identifiable Information (PII) is encrypted. When information is encrypted it means other people cannot read it.

What does ID.me do with my information?
Your personal information is used for identity verification ONLY. This verification is only sent to the Oregon Employment Department. ID.me does not share your personal information with third parties. For more information, please read their FAQs and Privacy Policy at ID.me.  

[bookmark: _GoBack]
What if I need help?
Please visit ID.me and submit a request to the Member Support team. Visit  HYPERLINK "link%20to%20website" help.id.me and select “Submit an Inquiry” near the bottom of the page.
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What Does the Customer Receive
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What Does the Customer Need to Complete The Process

● Their email address (preferably the one they used to file their claim)

● Their Social Security number

● Photo ID (driver’s license, passport, or state ID)

● *Proof of name change document if they changed their name

● Additional Primary or Secondary documents 
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What Does the Customer Need to Complete The Process

● Temporary IDs

● Screenshots

● Forms that you complete yourself (like applications)

● Employee ID cards (like badge cards, building passes, etc.) 

● Invalid or expired documents

The following is not accepted by ID.me
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Barriers to Completing the Process

ID.me requires internet access on a device capable of taking photo/videos

ID.me does not verify customer under the age of 18

In some situations Language may be a barrier
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Awesome Information, But How Does it Affect WorkSource

Customer will come into the office to try and complete or avoid completing the ID.me process. 

If the customer is unable to complete ID.me due to a barrier, select staff will be manually verifying the customers ID
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ID Verification

The same forms of ID and documentation used for ID.me can be used by staff to verify a customers ID. OED uses the same criteria as the DMV.

That being the case you must do your best to ensure the documents are real and valid
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If Everything Checks out

Scan the provided ID documentation (at least two pieces)

Email scans to: OED_UI_IDTHEFT.OED_UI_IDTHEFT@oregon.gov

Subject Line: ID.me – ID Manually Verified

Notify customer staff will review the documentation and verify their ID

In mainframe

Inactivate 69 DLF

Add comment to include: customers barrier, documentation provided, and that DLF was inactivated
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If it Does Not Check out

Scan the provided ID documentation (at least two pieces)

Email scans to: OED_UI_IDTHEFT.OED_UI_IDTHEFT@oregon.gov

Subject Line: ID.me – ID Verification Issue please review

Notify customer staff will review the documentation and verify their ID

In mainframe

Do Not Inactivate 69 DLF

Add comment to include: customers barrier, documentation provided, why it was not sufficient, and that DLF was not inactivated
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ID.me

And WorkSouce Offices

Dave Villani 

971-701-3637

David.villani@Oregon.gov
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Subject: Verify Your Identity for the Oregon Employment Department



You are receiving this letter from the Oregon Employment Department, Unemployment Insurance Division, because your unemployment insurance claim has been frozen since we are unable to confirm your identity.



In order to access your claim, we need you to verify your identity using ID.me, a trusted technology partner of the Oregon Employment Department in helping to keep your personal information safe.





Please click below to access your account and verify your identity. [image: ]



NOTE: This site is only for claimants who have been notified that they need to verify their identity. DO NOT SHARE THIS LINK.



[bookmark: _GoBack]Our primary mission is to deliver benefits to Oregon residents as quickly as possible. For more information on ID.me, visit our website’s FAQs. If you have additional questions, please fill out the contact us form, and a specialist will reach out to help you. 

Who is ID.me?

They are a federally certified identity provider. They specialize in digital identity protection and help us make sure you’re you – and not someone pretending to be you. This verification is required before we can make your Unemployment Insurance Claim available. It’s quick, secure, and available 24-hours a day. If you run into any difficulties, ID.me offers video chat capability with trained and certified staff members to help you quickly and easily verify your identity.
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How to Guide Users Through the ID.me Verification Process 


Workforce Agency In-Person Guide 


The State of Oregon Employment Department has partnered with ID.me to ensure that only legitimate claimants are 


receiving unemployment benefits. This step-by-step guide is designed to help representatives assist claimants in 


verifying their identity via an ID.me Trusted Referee on a video chat call. 


The customer’s device must have the ID.me Authenticator application installed from the App Store. The ID.me process 


CANNOT be completed on a WSO lobby computer or on a device connected to a WSO internet network.  


 


What the claimant needs: 


● Their email address (preferably the one they used to file their claim) 


● Their Social Security number 


● Photo ID (driver’s license, passport, or state ID) 


● *Proof of name change document if they changed their name 


● Additional Primary or Secondary documents (full list here) 


Helpful Links: 


● OED Help Article: 


https://help.id.me/hc/en-us/articles/1500003036721-Oregon-ED-How-do-I-verify-my-identity-for-th e-Oregon-


Employment-Department-OED- 


● Primary and secondary documents: https://help.id.me/hc/en-us/articles/360017833054  


● How to Verify Without a Smartphone: 


https://help.id.me/hc/en-us/articles/1500007988602-How-do-I-verify-my-identity-without-a-smartp hone- 


● Why were my documents not accepted: https://help.id.me/hc/en-us/articles/360058791094 


 


How to get started: 


1. Direct the claimant to begin the identity verification process at one of two locations: 



https://help.id.me/hc/en-us/articles/360012933634-What-is-a-Primary-or-Secondary-Identification-Document-

https://help.id.me/hc/en-us/articles/1500003036721-Oregon-ED-How-do-I-verify-my-identity-for-the-Oregon-Employment-Department-OED-

https://help.id.me/hc/en-us/articles/1500003036721-Oregon-ED-How-do-I-verify-my-identity-for-the-Oregon-Employment-Department-OED-

https://help.id.me/hc/en-us/articles/1500003036721-Oregon-ED-How-do-I-verify-my-identity-for-the-Oregon-Employment-Department-OED-

https://help.id.me/hc/en-us/articles/360017833054

https://help.id.me/hc/en-us/articles/1500007988602-How-do-I-verify-my-identity-without-a-smartphone-

https://help.id.me/hc/en-us/articles/1500007988602-How-do-I-verify-my-identity-without-a-smartphone-

https://help.id.me/hc/en-us/articles/360058791094
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a. https://hosted-pages.id.me/oregon-employment-department-identity-proofing for English or 


b. https://hosted-pages.id.me/oregon-employment-department-identity-proofing-spanish for spanish 


2. Click the Green “Verify with ID.me” button to proceed 


3. If the claimant has an existing account with ID.me, direct them to sign into their existing account. If they do not 


have an ID.me account, proceed to step 5. 


4. Applicants must create an ID.me account by entering an email address and creating a password. If the applicant 


does not have an email address, please direct them to create one with a free email service. Please make sure 


the email address provided matches their My UI+ email address to speed up the process. 


 


5. After signing up, the applicant’s email inbox should have an email from ID.me. They should click the button in 


the email to confirm their email address. Then, return to the browser. The page will automatically move 


forward to the next step. 


6. Applicants will then need to set up multi-factor authentication (MFA). If the user has a cell phone number, they 


can use the text message option (do not select this option for the phones provided at the agency workforce 


location, only if it is their personal device) and enter the six-digit code that they receive on their phone. If the 


user does not have a phone, proceed to the screen where ID.me lists MFA options. Select “Code Generator”. 



https://hosted-pages.id.me/oregon-employment-department-identity-proofing

https://hosted-pages.id.me/oregon-employment-department-identity-proofing-spanish
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Click “Enroll with barcode or secret key” to reveal a QR code. Open the ID.me Authenticator App, click the green 


plus sign, then scan the QR code that appears. Use the one-time, six-digit password in the ID.me Authenticator 


App to complete MFA for the applicant. The ID.me Authenticator App can be used for multiple accounts, just 


make sure to clear the codes associated with user email addresses to protect their privacy. If an error arises, 


clear the app, or delete and download again. 


7. The applicant will be asked to generate a recovery key. You must instruct the applicant to generate a 


recovery key. Write down the recovery code for the applicant so they can access their account later. 
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8. After this, the applicant can begin verifying their identity. First, they will be asked to choose which government 


document they would like to upload. 
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9. The applicant will need to consent to biometric data collection. The claimant should click the “I acknowledge” 


checkbox (ID.me’s privacy policy and user terms of service are available on www.id.me). 


 


10. Applicants can then take photos of their documents with the center’s smartphone or tablet or upload them 


from their computer. 



http://www.id.me/
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If using the smartphone or tablet, ID.me will text a secure link that will open a camera page where you can take 


photos. 


Make sure the user takes clear photos of the documents and that all four corners are visible. ID.me cannot 


verify expired IDs. If the claimant has an expired ID, please escalate to your state office. 


11. The applicant will be instructed to take a video selfie with the device they are using. If the applicant is using a 


desktop or laptop, they can now take a selfie with their webcam or smartphone. 
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12. Ensure the applicant is in a well-lit area. They will be asked to look at the colors on the phone or computer 


screen while ID.me takes a short video selfie to verify their presence. 
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13. Have the applicant enter their Social Security number (SSN) when prompted. ID.me requires an SSN to verify an 


individual’s unique identity. 
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14. The last step is to confirm the applicant’s information. Have them look through the confirmation screen to 


confirm their information is correct. 


15. Once verified by ID.me, the applicant will be brought back to the portal to finish creating an account before 


moving on to filing a claim. 


16. If an applicant cannot verify their identity through the self-service process, they will be directed to verify their 


identity on a video call with an ID.me Trusted Referee (see below). 


 


Begin Trusted Referee (TR) Information 
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17. The applicant will be routed automatically to a video call with a Trusted Referee. Click “Get Started” to continue. 


 


18. The applicant must then confirm their personal information, address, and Social Security number. 
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19. Applicants will then choose which documents they plan to upload for the Trusted Referee session. They will be 


asked to take photos of their IDs and submit them using a link sent to the center-provided smartphone or tablet. 


They must have: 


● Two primary IDs or one primary ID and two secondary IDs (click here for guidance on what a primary/secondary 


ID is) 


● Proof of SSN (in some cases; click here for guidance on eligible documents) 


● Proof of name change document if they changed their name 



https://help.id.me/hc/en-us/articles/360017833054-What-is-a-Primary-or-Secondary-Identification-Document-

https://help.id.me/hc/en-us/articles/1500002264822-How-do-I-prove-my-Social-Security-number-
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● Proof of address, could be a primary/secondary document that has their address on it 


 
 


 


Applicants can select which documents they want to submit on the following screens. 







 


14 
 


 


After submitting a document, applicants will be asked to confirm the name on their document. 
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20. Applicants will then send their documents to ID.me. They can choose to upload their documents via a link texted to 


a smartphone, or they can upload their documents via a desktop computer. 
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21. The applicant will be asked to take a selfie with the provided smartphone or tablet. Make sure the photo is taken in 


portrait mode and not blurry. Do not upload a photo with any social media filters. They can also upload a selfie from 


the mobile device or computer. Applicants wilsl be asked to review their selfie and their document photos to make 


sure everything is correct. 
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22. The applicant will be placed in a queue for their documents to be reviewed and for a Trusted Referee to 


become available. They will see an estimated wait time. Before joining the call, make sure the applicant has 


their original documents on hand. 


 


23. If the applicant’s documents are rejected for any reason, they will see a screen telling them to review and 


resend the documents. This could take some time, so ID.me will send an email to the applicant once the new 


documents have been reviewed. 
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24. If an applicant is experiencing long wait times at your office or has a different problem, ID.me works with the 


workforce agency to complete identity verification for urgent escalations (e.g. low tech users, legislative 


requests). The workforce agency contacts an ID.me representative with a list of claimants that can then bypass 


the general ID.me Trusted Referee queue. 


25. Once verified by an ID.me Trusted Referee, the applicant can return to the portal to finish creating an account 


before moving on to filing a claim. 







§  Customer has a preferred language that is not supported by ID.me
·         If the customer is unable to complete ID.me due to a legitimate barrier or at manager

discretion, select staff will be manually verifying the customer’s identity
o   Staff can use the same forms of identification and documentation required by ID.me
o   OED will accept the same documents as the DMV (previously outlined in

communication sent to managers on July 12th)
o   Staff should carefully review the documents provided to ensure they are real and valid

§  If staff determine the documents are sufficient, staff should:
·         Scan the provided documentation (at least two pieces) and email to

OED_UI_IDTHEFT.OED_UI_IDTHEFT@oregon.gov. The subject line of
the email should be “ID.me – ID Manually Verified”

·         Advise the customer staff will review the documentation and verify
their ID

·         Inactivate the DLF69 and add a claim comment in mainframe. The
comment must include the customer’s barrier to completing ID.me
on their own, what documentation was provided, and confirmation
that the DLF69 was inactivated

§  If staff determine the documents may not be valid, staff should:
·         Scan the provided documentation (at least two pieces) and email to

OED_UI_IDTHEFT.OED_UI_IDTHEFT@oregon.gov. The subject line of
the email should be “ID.me – ID Verification Issue – Please Review”

·         Advise the customer staff will review the documentation and verify
their ID

·         Add a claim comment in mainframe. The comment must include the
customer’s barrier to completing ID.me on their own, what
documentation was provided and why it was insufficient, and
confirmation that the DLF69 was NOT inactivated

·         BPC reviews documents in a “first in-first out” order; staff should
not be providing an estimated timeline for review or resolution as it
depends greatly on the workload of BPC

 
Regardless of whether the customer provides valid documentation or not, you will follow the
process of emailing the UI_IDTHEFT inbox and advising the customer that someone will review their
documentation. If the documentation is determined sufficient by you, you will be the one reviewing
and inactivating the line flag. In cases where documentation is insufficient, you should not inactivate
the line flag. However, the messaging to the customer remains the same. We do not want WSO staff
advising any customer that they will inactive the ID.me line flag. Our messaging is only that staff
from the Department will be reviewing documents.
 
If customers ask about next steps, encourage them to continue to claim each week they want to
receive benefits. UI will reach out if more information is needed and customers can always submit a
ticket through Contact Us if they have additional questions. Keep in mind that identity verification
may only be one reason a claim has been stopped; resolution of this issue many not necessarily
mean the claim will resume paying.
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If you have additional questions, please let me know.
 
Thank you!
Danielle
 
Danielle Willey |CRE Program Coordinator | Oregon Employment Department
Desk: 503-526-2707 | Cell: 503-930-0971| danielle.l.willey@oregon.gov
Pronouns: she, her
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