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Ora.ianization off -ber in the Netherlands  1.1- ) 

(S 

 

ST REL TO USA :  NLD) The meeting began with a briefing from the Dutch about 
their t eorganizati on and the creation of the new SIGINT and Ciller Division, and Single 
Point of Contact (SPoC) 	noted that Project 	to create this new division 
appears to be on tradr... with NIIVD and AIV D techni cal specialists starting to be pulled 
out of their,original locations to join the new diNi.sion_ located at A1VD HQ in 
Zoe ermeer_ This new division will be headed by a steering committee comprised of 
7.1.EVD Director Pieter Windt and A IVD Direct er RD 3 Berrholee. Under them will be the 

o C :  headed by 	 as a si denote :  plans are under way for 	to visit 
NSA at the end of May:". Slide 7 indudes a couple of abbmiations: AS= NIIVD's 

CST iii SUM= AIVIrs Special Investigating Committee QMO = the suppon 
otganization. The SPoC technical specialists %%ill work closely with the analysts 
cuadu.ding 	blanchi. who wiLl rtnain in AIVD outside the new entity. NiNCSA 
(the Dutch equivalent of IA D) will prebably al3o be pulled into the new entity_ 

(S ST REL TO USX NLD) The Dutch crested the National Pi .ber Security Center 
(N CSC) fiat Jan 2012 to cover general, (not rmlitary) cyber is Fla es, and this center is still 
dealing with growing pains. It is having dalculty filling all tE5 vacancies, it still haus a 
legal framework. and private companies fl ght any publLc notification that cyber attacks 
have taken place_ When asked where to cum for help in the case of an intrusion on. a 

omntercial. *fatuity, the answer was that it depends—itthe help needed is technical. then 
AIVD, otherwise, NC SC 	averred that AIVD has good relations with companies 
The national police aaPD '11.as a liais an with NCSC also. 

(S SI REL TO USA, NLD The National Detection Network (NDIs7) governs Dutch 
sensors This network is DEVELOPING—sorne setisols are public and some are privates  
some entities have their own 	 and they tie it the NC SC 
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REL TO A. NLD) Some other notes 
• The Dutch do not have red or blue teaming. ‘. ,et 
• AIVD is concerned with espionage, not crime 
• The Dutch are working toward having only one IP point where ail government 

agencies touch the intoner, because this will be easier to monitor defend 
▪ SO percent of NSA tools used to fund malware ate commexcial. while 100 percent 

of Dutch tools are 
• In the !vibe' realm, there is no ONE government agency in charge yet, but it will 

Inv :a-ugh- be the NC Se 
• There is still no ca,ble access -16'et, but the laws may be changed in the next year or 

tom-  However, Dutch lauTers believe that they can. tap it now if it is for 
DEFENS7VE IntagiT45 OrkIV 

Webfora and the OrliOti Router OR (r) 

(S.V St 	L TO USA, NLD) The web forum discussion was of great ex int crtbt. The 
Dutch provided an overview of their data presentation tool (at a very high level). They 
acquire my SQL databases via CNE access .  

They're looking at marrkan.  g up the ECTIMI 
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data with other social network info. and, trying to fi guze out good waxs to mine the data 
that they have_ 

(S SI REL TO USA. NLD) Questions the Dutch had wet -e haler.: an our analytic 
tradecrait.=noted that we r..ei keywords to some 'xrout, and outlined the division of 
effort between 	land susIL :Led. Targeting. If that patiney engagement is of interest 
(nom 	perspective. it is i that we want to track Their activities on w and 
tr_a_x'Lmize their exploitation of that data). 	sus-Jests we can focus on tradelaaft and 
g emetal analytic philosophy and build quite a bit of aedibility that way. 

(S 5f REL TO USA, INT D) 	gave a briel update. en OUr effons with Tor, notin9-, that 
The muiti -national effort $eiErned the beg avenue for a su5tained capability at presenr an d. 
we are actively worling our legal processes To make pro greis. 

ACTION ITEMS FROM 14 FEBRUARY 2013 NEEETD.;GS ON SIGINITYBER 
(These action it ms have aim been sent separtel3i) 

1)(S SI) CDO IAD and NTOC: Draft a cyber MOU for Duttli review 
--CDO •SIGINT inform DIRNSA that MOU will be drafted (DIRNSA and AlVD 

ectot both informed, NTOC 	dtaft MOU) 

SI) CDO. SIGENITT: Setkprniew of public version of 	messa.;e. and 
convey t o 	 that having a prervicw in the future in time to aim Dutch 
CERTS would be ideal (done—not enough time to obtain preview for this round. but 
the idea for The fumre has been conveyed) 

4)(S SI) CDO.SIGINT: Will tryto obtain updated veion o 	 for 
Dui& (done) 

5)(5. SII) 	val share information_ handles.. etc.. on hackers 

6)(S 'SI) O. SIGINT: Will ante Cyber forum on 11.11. will forward Tutelage and 
Ma ware presenration5, Webfora anicie. and agenda Ii i 	(briefings sem, but 
awaking list of viiiich U.S. penonnel to put in Cvbet lotutn) 
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