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PURPOSE: (TS1/45.11/NF) To obtain SID approval for Cryptanaiysis and Exploitation Semices (CM 
cryptanalysts at the NSA/CSS Cryptologic Centers Wes) in Texas, Georgia, and Hawaii, who are 
under direct DIRNSA authority, to access and process NSA SIGINT FISA and CT FBI SIGINT 
PISA data that is stored in databases in CES at NSAW. This will set a precedent for access to NSA 
PISA material outside of A. 

BACKGROUND: (TS/1Si) As part of CES's strategy for the Extended Enterprise buildout, 
cryptanalysis efforts at the cryptologic centers in Texas, Georgia, and Hawaii will serve as 
transparent extensions of the c.ryptanalysis mission performed by CES in the Office of Target 
Pursuit's exploitation branches (S31142, S31143, S31.131, and S31133) at 	W. Analysts at the 
cry-ptologic centers will became part of a virtual team with NSAW analysts. They will amiss data. 
that is stored within the CFS re all and will use cryptanalytic procedures and tools, also within 
the CES fire all, by way of a VPN capability that ensures that security is nut, compromised and 
that the data and tools a.ccessed cannot get out to the local network. The priorities of cryptanalytic 
missions will continue to be set in conjunction with mission elements at NSAW and the Cryptologic 
Centers ae. appropriate. 
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(TS//SI) Cryptanalysts at the cryptologic centers will access data that is stored in the following 
databases at NSAW: 

FOURSCORE - fax and DNI data, some of which is NSA or FBI FISA-derived 
ZAP - text, some of which is NSA or FBI FISA-derived 
CAPRICORN - voice, some of which is NSA or FBI FISA-derived 
SOAPOPERA - voice, end product, SRI information, some of which is NSA or FBI FISA-derived 

(TS//SI) These databases contain raw data, including enciphered collection, and, when exploitation 
is possible, decrypted plain text. Some of the data in the databases is NSA FISA-derived or FBI CT 
FISA-derived. While not every database contains FISA-derived material, it is reasonable to expect 
that analysts at the CCs will perform mission with agility, moving across targets and databases as 
mission demands, and that sometimes that will mean accessing data within a database that does 
contain FISA-derived data. Access to these databases is restricted to analysts who hold the 
RAGTIME ECI, have a specific 'need to know' about the data stored within the databases, and who 
are authorized by the data owner. For some years CES has been the recipient of improperly 
marked/classified data but all analysts have been and are aware that data marked with the SIGAD 
US984J and case notation XX.SQF* is FBI FISA data, and that all other data marked with SIGAD 
US-984* is NSA FISA data. CES believes that the appropriate remedy is to correct the 
classification of the data before it is fed into our systems. This is an ongoing issue which should not 
impede the approval of this SPF but the matter should be addressed. CES will ensure that all 
analysts accessing these databases know that data marked with the SIGAD US984J and case 
notation XX.SQF* is FBI FISA data, and that all other data marked with SIGAD US-984* is NSA 
FISA data, and that this data should be classified TOP SECRET//COMINT - ECI RAGTIME// 
NOFORN. Ideally all FISA and non-FISA material should be held separately, and FBI and NSA 
FISA should be partitioned by individual target. The Office of Oversight and Compliance will work 
with S3 datafiow and Special Source Operations to correct the markings/classification of data at the 
front end. 

(S//SI) CES at NSAW will work to ensure that all individuals working the cryptanalysis mission at 
the CCs have the appropriate clearances for access to sensitive data, including RAGTIME, and will 
dictate specific policy and procedural security measures. 

REQUIREMENTS: (TS//SINNF) Following recent meetings and discussions among SID Oversight 
and Compliance (SV) and NSAW CES, the following are recommendations and requirements that 
CES and the Cryptologic Centers should agree to implement prior to accessing, handling, 
processing, retaining, and disseminating NSA FISA and CT FBI FISA-derived collection. 

SV requirements:  NSA/CSS TX, NSA/CSS GA, and NSA/CSS HI should commit to: 
1) (S//SI) The creation of a permanent FISA coordinator position, to be staffed initially by a 

person experienced with FISA procedures, to ensure compliance with FISA minimization 
procedures; build a culture and climate of FISA awareness; and facilitate on-site ability to train, 
field questions, and handle time-sensitive FISA issues. 

(S//SI) NSA/CSS TX has identified a permanent FISA coordinator; however that 
person has no FISA experience. The CES Mission Manager at TX, who has FISA experience, must 
perform oversight of CES activities and must participate in the new coordinator's FISA training. 
SID Oversight & Compliance will brief both individuals on their responsibilities, 
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(QV/SINF) NSVCSS GA and NSA1CSS HI have permanent FISA coordinators who 
have been supporting the Counterterrorism analytic mission. CES must work with those persons to 
ensure oversight of CES activities. The FISA coordinators will ensure consistent MA oversight 
across all Cryptologic Center activities. 

2) (SIISI) The creation of a core FISA workforce which, at ail times, contains a stable body of 
personnel whip ideally have at least one years experience working RSA. A stable, non -transient 
workforce ensures a well -founded culture. for FI$A, as has been established at NSAW over n -Aany 
years. Suck a culture minimizes the number of FISA-related violations by reinforcing the 
requirements, restrictions, and sensitivities of accessing and processing MA_ 

(// I) The CES Mission Managers at Texas, Georgia, and Hawaii have FISA 
experience and will have supervisory responsibilities over all CES employees at those sites, CES 
will ensuxie that all cryptanalysts at Texas, Georgia, and Hawaii will be trained on. how to perform 
the GES mission and on how to handle sensitive materials; all will be knowledgeable about USSID 
SP0018 and Annex A that describes ESA handling. 

3) (SUSI) Provide assurances and documentation that the on-site physical layout of 
terminals and the means to secure the FISA material is such that. access is restricted to only 
cleared personnel with a need for access to the EISA data. 

(SIISI) Seating for individualsperforming the cryptanalysis mission will be clustered 
together to ensure that they have visual and acoustical privacy for technical conversations and to 
en.sure that their coLversations and the data displayed on their computer se reien.s is neither 
accessible nor viewable by those who do not have the appropriate clearances and a "need-to-know'. 
In addition, these individuals will have one or more dedicated printers and combination safes for 
storage of any authorized FISA material, 

4) (SI/SI) Provide assurances that FISA material will not be revealed or disseminated as part 
of site briefings or demonstrations, or in any other format, unless it conforms to and is handled in 
accordance with PISA Court requirements and minimization procedures approved by the Attorney 
General, and NSA. dissemination policies and procedures. Due to the sensitivity of the sources and 
methods used to obtain this collection, it cannot be shared with site visitors or other uncleared 
personnel without proper zninimization. and attribution to protect those sources and methods. 

PcS_..McgticP.Mc.J.r.4!;.  

(S/iSI) Except in exigent circumstances, all personnel that icrrill have access to FISA material should 
receive initial OGC USSID SP0018 and FBI FISA minimization briefings in person_ The briefings 
given by OGC are interactive in nature and the personal setting gives OGC a better opportunity to 
interact with all participants, When in person briefings are not possible, briefings will be done via 
WC. 

RECOMMENDATION; (U) MINT DIR concur on access with oversighi as described. 

SIG1NT MR'S DECISION: 

Corlcur ate; 	Pb 

Nonconcur: 	 Date: 	  

Other: 	 Date: 
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OVERSIGJIE & COMPLIANCE 

4 August 2006 
TO: (U) SIGINT Director 

(S) Recommended Reg rriremerits for er3rpilartalysts at 
C.C: at Texas, Georgia and !Iziwaii lo tweess NSA and FBI 
l'ISA material. 

SirSI This request will se( 2 precedent  as no prior request 
for access to NSA us,A. mai eriar outside NSA W has been 
approved. NSA RSA. is SU3INT derived from NSA's own 
submissions to the JS RSA Court. An individual in SID 
Oversight and Compliance (SV), in a personally sworn 
declaration to the I FISA Court, asstrres the. Cotirt tigg all 

wlicrevor Ineated and in any job (Jinguis(., 
eryipanalyst. reporter, collector, ore.). who Access iar use NSA 
ri SA msteridl are trained and will corryly with all NSA 
obligati ons attached to this sensitive acceb.s., 

(TS4,11•  While S V supports. the 53(P.S build out to the 
Cryptologie Centers in principle, SV has learned that there arc 
existing deficiencie-6 in classification and handling of SA 
RSA arid FBI EISA materi.HE to CES's dambases thal rriu t he 
addremed arid ri.xed before addiiiorial access at the CCs is 
approved. 

(IVIST) D. i vital dint both NSA FISA arid FBI FISA material 
be properly and separately identilled so that I) ,  users of that 
material know ihal they arc accessing NSA FISA or FBI FISA. 
und 2) NSA can retttaiix in oomplilinc 	nerarortolli 
Justice and all other obligations Itir FISA handling and 
minimization. .11 is pogsible that there are airemiyIllSA 
violations resuhing from the way data has been stored in th,.%e 
databases and it is critical that these problems Pe Fixed bet'
the problems are %riread Pri new inc:16943A.,,,..... 	ssm 14.2  

uhug41 200111% 4 
126.14‘05 E IlaNg 
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(TS-i;Si) Far Mill 'pie ;  the tintabasAm FOUR SCUM:: and 7.AP 
contain both NSA FBA arid FRI NSA that Blocs not carry [hi: 
appropriate classilization Oil NSA and FBI FISA material 
must caiw tht "TS.PSI-LCI RGPIN'OFCIRN112029123" 

ESA should also be marked with the 
OCie-app roved FBI RSA Warier). Further, NSA PISA aril 
FBI !I SA materials ate niixed together within, the databdtits., 
despite the differeitccs in allowed retention between the two 
versions of VISA, and both arc inix4..kd with non-EISA 
material. CF.'S should Rho provide SV with art SOP clari5ing 
how access (by both ICES and 52 target analysts) to these 
Target folders is maintained. including what chetks ace in 
place tr, verify userclearances to view NSA FISA andfor 
NSA 

(Tsos1) rf you supper( access in principle. l would 
recommend that no action he taken to establish ace.01111ILS at the 
CCs for these CES databases tarn it SI,/ can ensure that the 
issue of classification, partitioning and tlieX4.45 are resolved 
and any eziisting FISA access or retention viola (lolls are 
identified and cleared up. 

('ISfrS1) Further, SV ireeontrands that this access not be 
approved until SaiCES and the Crypto)ogie Centers involved 
coordinate with the offices that sponsored tha NSA FISA 
court orders and agree lc' the r.,..pensibilities that midi will 
Iiav rekatiVe to satisfying the FISA minimizatioat procedures 
(USSID SPCIOJI, Annex A). This is ileCiMiary to easore that 
all. Individuals who touch NSA PISA material personalty 
abide by NSA 's LISA handling and minimization 
requirements, ensure that no one makes erroneous 
assuiriptiona about. what aria her office is doing vis-a-vis 
meetiag those requirements. and ensure that the NSA 
declarant can swear L111.:11:1 oath Elm NSA abides by its 
obligations. 
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