
From: Dan Hildenbrand
To: FRIESEN Lori L * OED
Subject: Fwd: FW: ID.me deliverables
Date: Thursday, February 25, 2021 4:57:03 PM
Attachments: Identity Verification Line - English_pj2_mh.docx

Copy for Landing Page (1).docx
Trusted Referee Script (1).docx
ID.me email.docx
Confirmation Notice.docx
Draft FAQ"s_JVP_PJ_ 02-16-21.docx
Updated suspense message - ID requirements_FINAL.docx

Here you go!

---------- Forwarded message ---------
From: Mere Work <mere.work@id.me>
Date: Wed, Feb 24, 2021 at 7:02 AM
Subject: Fwd: FW: ID.me deliverables
To: Dan Hildenbrand <dan.hildenbrand@id.me>, Hansal Gandhi <hansal.gandhi@id.me>

My goodness, Oregon FINALLY got us stuff. Spanish stuff still coming.... @Hansal
Gandhi can you update the HLP and @Dan Hildenbrand work with Gary Sullivan on FAQ
page and make esure Lisa has the TR script

Mere Work
Senior Account Executive 
Mobile: 703-712-3750
8280 Greensboro Dr Suite 800
McLean, VA, 22102
mere.work@id.me 

 

---------- Forwarded message ---------
From: FRIESEN Lori L * OED <Lori.L.FRIESEN@oregon.gov>
Date: Wed, Feb 24, 2021 at 11:58 AM
Subject: FW: ID.me deliverables
To: Mere Work <mere.work@id.me>

Mere,

Here is the English versions of our copy.  Please let me know if anything is missing.

 

Lori
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Identity Verification Line – EnglishPhone Numbers

Portland Area: (503) 570-3700

Eastern/Central Oregon/Bend: (541) 383-1399









Language Menu Options 



Welcome to the Oregon Employment Department’s identity verification line. 

OED has partnered with ID.me, a secure, and trusted technology partner that provides digital identity verification to make sure you're you – and not someone pretending to be you. 	Comment by ANGELINI Patty J: Hi, Melody. I think this needs to be upfront so people right away realize Id.Me is valid.	Comment by HARBIN Melody D: This message is only in English and then you are given the language options below. Once you select your language, you will immediately hear it in your language. 
This line is primarily for those that don’t have internet access or don’t speak English and Spanish. Having this here won’t help those that don’t speak English and they may end up hanging up too soon. 	Comment by ANGELINI Patty J: Understood! 





If you want to use the Oregon Employment Department's identity verification services in English, press 1. If you're calling from a rotary phone, please wait on the line for assistance.



(IN SPANISH) If you want to use the Oregon Employment Department's verification services in Spanish, press 2. If you're calling from a rotary phone, please wait on the line for assistance.



(IN VIETNAMESE) If you want to use the Oregon Employment Department's verification services in Vietnamese, press 3. If you're calling from a rotary phone, please wait on the line for assistance.



(IN RUSSIAN) If you want to use the Oregon Employment Department's verification services in Russian, press 4. If you're calling from a rotary phone, please wait on the line for assistance.



(IN CANTONESE) If you want to use the Oregon Employment Department's verification services in Cantonese, press 4. If you're calling from a rotary phone, please wait on the line for assistance.



If you want to use the Oregon Employment Department's verification services in any other language, press 5.



Welcome Message Script 



The Oregon Employment Department’s (OED) identity verification line is open from 8 a.m. to 5 p.m.  Monday through Friday.



OED has partnered with ID.me, a secure, and trusted technology partner that provides digital identity verification to make sure you're you – and not someone pretending to be you. 



If you are calling because you need to verify your identity after filing an application for Unemployment Insurance (UI) or Pandemic Unemployment Assistance (P-U-A), the best way to do that is by going online to www.id.me and navigating going to Oregon’s verification page.



It is very important that you understand that to reduce the risk of fraud and identity theft, OED cannot is unable to make your claim available to you without first verifying your identity.verification of identity. 



If you are unable to cannot access the ID.me website, please stay on the line. If you can are able to access the ID.me site, we request ask that you hang up and use the website at id.me. That’s I-D-dot-M-E. so that tThis line is only available for claimants without internet access, claimants who need assistance in languages other than English or Spanish, or claimants who are otherwise unable to use the ID.me site. The ID.me site is available in Spanish, and their customer service representatives also speak Spanish. 	Comment by ANGELINI Patty J: Do we need to link to a website here?	Comment by HARBIN Melody D: This sentence will be added to the Spanish script.



Please be prepared ready to take notes as our staff may request you submit additional documents to the department in order to complete the verification process. Additional documents may include your Driver’s License, Passport, Passport Card, State ID, or a selfie for verification of your identity. 	Comment by ANGELINI Patty J: OED or id.me staff



If you are calling on another matter, weWe apologize for the inconvenience, but due to high call volume, we will not be able to transfer your call if you are calling for help unrelated to identity verification.	Comment by HARBIN Melody D: I think it sounds better at the end. 
You already approve similar script for the SIDES hold message. All I did was switch out the last part:

We apologize for the inconvenience, but due to high call volume, we will not be able to transfer your call if you are calling about regular unemployment insurance or Pandemic Unemployment Assistance.
	Comment by ANGELINI Patty J: That doesn’t mean I did it right the first time.  It is better this way because it addresses their need right away and they will listen to the rest of the sentence.




If you are calling for help with your UI claim but not ID verification, please hang up and call 1-877-345-3484. 



If you are calling for help with your P-U-A claim but not ID verification, please hang up and call 1-833-410-1004. 



If you need help that does not unrelated relate to identity verification, you can also use our Contact Us form at unemployment.oregon.gov to have a claim specialist reach out to you.	Comment by HARBIN Melody D: This will be the script for English and Spanish. 




If you need help that does not unrelated to identity verification, you can request a callback in Russian by emailing OED_LANGUAGEACCESS@OREGON.GOV with your name, phone number, and your desired language.	Comment by HARBIN Melody D: This will be in place of the paragraph above for Russian as the Contact Us page is only in English and Spanish.



If you need help that does not unrelated relate to identity verification, you can request a callback in Vietnamese by emailing OED_LANGUAGEACCESS@OREGON.GOV with your name, phone number, and your desired language.	Comment by HARBIN Melody D: This will be in place of the paragraph above for Vietnamese as the Contact Us page is only in English and Spanish.



When you give us By providing information during this call, you are certifying under penalty of perjury that the information is true and accurate to the best of your knowledge. Giving false or misleading information on purpose to the Employment Department in order to get benefit payments you aren’t actually eligible for may mean you be make you subject to criminal prosecution. Continuing with this call means that you understand this statement.	Comment by HARBIN Melody D: This is something you already edited and approved on another script. Has something changed? I think this should stay the same for consistency.	Comment by ANGELINI Patty J: Hi, Melody. I used simpler words which is always good.



In order To to make sure we provide ensure excellent customer service,  your call may be monitored or recorded.	Comment by HARBIN Melody D: This is also something that is consistent throughout all of our phone lines. I think we should keep this the same for consistency.	Comment by ANGELINI Patty J: As a compromise, how about getting rid of “In order” we don’t need that.



Closed Hours Script 

You have reached the Oregon Employment Department identity verification line. OED has partnered with ID.me, a secure, and trusted technology partner that provides digital identity verification to make sure you're you – and not someone pretending to be you. Our office is currently closed. Our phone lines are open from 8:00 am to 5:00 pm Monday through Friday. Please call back during our normal office hours. Thank you for calling the Oregon Employment Department. Goodbye.	Comment by ANGELINI Patty J: Hi, Melody. I think this needs to be upfront so people right away realize Id.Me is valid.	Comment by HARBIN Melody D: Adding it here makes it sound like they are calling ID.me which can be confusing to the customer. If they want to verify ID.me is real, they are going to want to talk to a live person. 
We also don’t add additional information for any of the other closed messages, including for PUA. 



Holiday Script

You have reached the Oregon Employment Department identity verification line. OED has partnered with ID.me, a secure, and trusted technology partner that provides digital identity verification to make sure you're you – and not someone pretending to be you. 	Comment by ANGELINI Patty J: Hi, Melody. I think this needs to be upfront so people right away realize Id.Me is valid.	Comment by HARBIN Melody D: Same as above.

We are currently closed for the holiday. Please call back during normal business hours, Monday through Friday, 8:00 am to 5:00 pm, excluding holidays. Thank you for calling the Oregon Employment Department. Goodbye.


Example Copy for HLP 

Oregon Employment Department’s Online System for Unemployment Insurance ID Verification 



Verify Your Identity with ID.me 

You can get to your unemployment insurance benefits account through the link below after you verify your identity for the Oregon Employment Department.



Verify your identity online

 – unlock your ID.me account to access your claim for Oregon I.D. verification 



Please use our secure, online identity verification service to confirm your identity for your unemployment insurance claim. It’s quick, secure, and available 24-hours a day. If you have any problems, you can video chat with trained and certified ID.me staff members. They will help you quickly and easily verify your identity. 



Please Note: This site is only for claimants who have been notified by the Oregon Employment Department that additional I.D. verification is required for their unemployment insurance claim. 



What is ID.me? ID.me is a trusted technology partner of the Oregon Employment Department helping keep your personal information safe. It is a federally certified identity provider. It specializes in digital identity protection and helps us make sure you’re you – and not someone pretending to be you.	Comment by Jessica Prakke: link to unemployment.oregon.gov



I’ve verified my identity – what’s next? OED will notify you once you have successfully verified your identity online and your information matches our records. It will take up to 72 hours to update your information after you complete the ID.me process.  



More Questions? We’re here to help. More information is available on unemployment.oregon.gov. 	Comment by Jessica Prakke: link to FAQs


Oregon Employment Department + ID.me:



Closing: Do we have your approval to verify your identity with ID.me for your unemployment insurance claim with the Oregon Employment Department?



● If NO: Since you did not give permission to verify your identity for the Oregon Employment Department, we are required to stop any claims you may have filed while we look into this issue further. 	Comment by Patty Jo Angelini: can they change their mind and let verification happen?

● If YES: Your identity will be verified in a few minutes. You will receive an email or letter confirming your identity verification within X to X days.



Standard Integration:



Thank you for verifying your identity for the Oregon Employment Department. We will let O-E-D know that we have verified your identity. Please allow up to three days for O-E-D to issue your  benefit payments unless you have other eligibility issues that require more information. 



There is nothing further that you need to do with ID.me. If you have any other questions, please contact the Employment Department using the Contact Us form.	Comment by Jessica Prakke: link to the contact us page






Subject: Verify Your Identity for the Oregon Employment Department



Dear [Name],

You are receiving this letter from the Oregon Employment Department, Unemployment Insurance Division, because your unemployment insurance claim has been frozen since we are unable to confirm your identity.



In order to access your claim, we need you to verify your identity using ID.me, a trusted technology partner of the Oregon Employment Department in helping to keep your personal information safe.





Please click below to access your account and verify your identity. [image: ]



NOTE: This site is only for claimants who have been notified that they need to verify their identity. DO NOT SHARE THIS LINK.



Our primary mission is to deliver benefits to Oregon residents as quickly as possible. For more information on ID.me, visit our website’s FAQs. If you have additional questions, please fill out the contact us form, and a specialist will reach out to help you. 	Comment by Jessica Prakke: Link to FAQs

Who is ID.me?

They are a federally certified identity provider. They specialize in digital identity protection and help us make sure you’re you – and not someone pretending to be you. This verification is required before we can make your Unemployment Insurance Claim available. It’s quick, secure, and available 24-hours a day. If you run into any difficulties, ID.me offers video chat capability with trained and certified staff members to help you quickly and easily verify your identity.







image1.png




Dear {NAME}



[bookmark: _GoBack]Thank you for verifying your identity with ID.me on behalf of the Oregon Employment Department. This email/letter confirms that you have completed the ID verification process. Please allow up to three days for the Employment Department to pay your benefits, unless you have other eligibility issues that require more information. 




FAQ’s : 

What is ID.me? 
ID.me provides secure digital identity verification to make sure you're you – and not someone pretending to be you. It is a trusted technology partner to multiple government agencies – including the Oregon Employment Deparment -- helping to keep your personal information safe. They provide secure digital identity verification to make sure you're you – and not someone pretending to be you.

How does ID.me work?


ID.me pairs verifies your documents with photo selfie matching. This helps prevent criminals from using stolen document images. ID.me uses advanced facial recognition that compares the picture of the applicant on the ID document to the photo selfie you provide.

Why do I need to verify my identity and why is the Oregon Employment Department Using ID.me?
Impostors are taking advantage of the pandemic to file claims for unemployment benefits using the names and personal information of people who have not filed claims. That means omeone could use your social security number and date of birth to file a claim.  

We have partnered with ID.me to keep your personal information safe




How do I verify my identity?
Visit Click the link supplied in the email or letter sent to you when you first filed your claim or claimed your first week of benefits. Follow the prompts instructions to verify your identity. You will need to enter your social security number, home address, phone number, and upload acceptable documentation. You may also be prompted asked to submit a photo selfie. If your online identity verification attempt was is unsuccessful, you may use ID.me’s their Trusted Referee verification option. Trusted Referees are available 24 hours a day via video call. The process consists of a short video call where you upload and present acceptable documentation HYPERLINK "https://help.id.me/hc/en-us/articles/360017833054" \t "_blank"  to verify your identity. A video call is not required for most users. About a third of all users who enter video chat have uploaded improper documents. 	Comment by ANGELINI Patty J: How long after a claim is filed do they get the email?	Comment by PRAKKE Jessica V: Deleted because we don’t want to disclose the process too much and let scammers know what they need to ask for. 

What is acceptable documentation? 
A driver’s license or state ID, passport or passport card are acceptable. All documents must be current. Temporary IDs are not acceptable. Photocopies and screen captures are not acceptable.



How do I complete a Trusted Referee video Call?
If your identity verification attempt was unsuccessful, you you can use may wish to use the Trusted Referee verification option. There will be This process consists of a short video call where you upload and present acceptable documentation to that verifies fy your identity. 

In order tTo connect with a Trusted Referee:

· , repeat the verification process, then 

· click the Verify identity on a video call button and 

· follow the prompts on the screen below. (Trusted Referees are available 24 hours a day.) During the call, you must have the physical copies of your documents in hand with you to show to present live on-camera to the Trusted Referee

What is acceptable documentation? 
Driver’s license or state ID, passport or passport card. All documents must be current. Temporary IDs are not acceptable. Photocopies and screen captures are not acceptable.	Comment by PRAKKE Jessica V: 

Why do I need to verify my identity and why is the Oregon Employment Department Using ID.me?
Impostors are taking advantage of the coronavirus pandemic to file claims for unemployment benefits using the names and personal information of people who have not filed claims. Someone could use your social security number and date of birth to file a claim.  The Employment Department has partnered with ID.me, a secure and trusted technology partner to multiple government agencies in helping to keep your personal information safe. They provide secure digital identity verification to make sure you're you – and not someone pretending to be you.

Is there another way to verify my identity? 
OED is using ID.me to ensure your identity is verified securely. If you are in need of an accommodation please let us know how we can help. 

I’ve already been verified by ID.me. Do I have to do this again?
Individuals If you previously were verified by ID.me, you do NOT  are not required have to verify again. If you have already been verified by ID.me the Employment Department will receive notice that your confirming your identity has been verified. 
ID verification. 


I previously supplied this information to the Oregon Employment Dept. OED. Why do I need to   be verified again? 
We are verifying your ID to The Employment Department has partnered with ID.me, a secure and trusted technology partner to multiple government agencies in helping to keep your personal information safe. We are partnering with ID.me They because they provide secure digital identity verification to make sure you're you – and not someone pretending to be you.  	Comment by PRAKKE Jessica V: This doesn’t answer the question. If there is not an answer, just delete the question. 

They will They pair compare your verifying document verification to your photo with selfie matching. This helps prevent bad actors criminals from using stolen document images. You take a photo of your identity document (driver’s license, passport, or state ID) and a quick selfie. ID.me uses advanced facial recognition to compare the picture of the applicant on the ID document to the photo selfie.

What is ID.me? 
 HYPERLINK "https://www.id.me/" \t "_blank" ID.me is also a trusted technology partner to multiple government agencies in helping to keep your personal information safe.. They provide secure digital identity verification to make sure you're you – and not someone pretending to be you – when you request access to their services online.

How does ID.me work?
The Employment Department has partnered with ID.me, a secure and trusted technology partner to multiple government agencies in helping to keep your personal information safe. They provide secure digital identity verification to make sure you're you – and not someone pretending to be you.  

They pair document verification with selfie matching. This helps prevent bad actors from using stolen document images. You take a photo of your identity document (driver’s license, passport, or state ID) and a quick selfie. ID.me uses advanced facial recognition to compare the picture of the applicant on the ID document to the selfie.



What ifs I need assistance in another language or do not have internet access?
ID.me is available in English and Spanish. Only call the numbers below if If you need assistance in another language or do not have access to the internet please call: 

· Portland: 
(503) 570-3700 if you are calling from Portland. Call 

· Eastern/Central Oregon/Bend: 541-383-1399 

You may call these phone numbers from other parts of Oregon, however, there may be an additional phone charge. We are working on a toll-free line and will have it available as soon as we can. from Eastern/Central Oregon or Bend. These numbers can still be used from outside of these areas but there may be an additional charge. Thank you for your patience while we work on a toll free line.  Please do not NOT uuse these numbers if you do not need assistance in another language other than English or Spanish or you have internet access.you can complete ID verification through ID.me.



Can I speak to a Trusted Referee in a language other than English (Mandarin, Spanish, ASL, etc.)?
Yes. ID.me provides video calls for individuals who are cannot unable to self serveself-serve using their website. At the beginning of your video call, you may can ask for a Trusted Referee who speaks your language, including sign language for the hearing impaired.

You also may choose to bring a translator or other type of helper with you to your Trusted Referee video call. A friend or , perhaps a friend or family member is can act ing as a translator, or helping to provide identity information. To protect the integrity of the identity verification process, aAll helpers must state their name and relationship to the person whose identity is being verified. 

The Trusted Referee will then ask the helper to consent to be photographed. Adult helpers (over 18) must show their ID on screen during the screenshot/photograph. Helpers under age 18 must state their date of birth. Identity verification cannot proceed unless helpers consent to these requirements.

What is the cost? 
There is no cost to individuals who need to be verified through ID.me. The cost to verify an individual’s identity when they file a claim is covered by the Employment Department.

Is my information secure?
ID.me’s technology is used by federal and state agencies, healthcare organizations, financial institutions, retailers, and non-profit organizationss. ID.me has an  dedicated experienced security team and . They  areare accredited approved by the U.S. government General Services Administration (GSA) FICAM to verify IDsissue credentials in alignment with federal standards for the federal government. All Personally Identifiable Information (PII) is encrypted. When information is encrypted, that means other people cannot read it.

What does ID.me do with my information?
Personal information is used for identity verification ONLY and this verification is sent to the Oregon Eemployment Department. ID.me does not share your personal information with third parties. For more information, please read their FAQs and Privacy Policy at ID.me.   

[bookmark: _GoBack]
What if I need help?
Please visit ID.me and submit a request to their Member support team. Visit help.Idid.me and select “Submit an Inquiry” near the bottom of the page

What if I do not have internet access? 
If you do not have internet access please call (503) 570-3700 if you are calling from Portland. 
Call 541-383-1399 from Eastern/Central Oregon or Bend. These numbers can still be used from outside of these areas but there may be an additional charge. Thank you for your patience while we work on a toll free line.  Please do not use these numbers if you do not need assistance in another language other than English or Spanish or you have internet access.















You claimed unemployment benefits for the week of MM/DD/YY through MM/DD/YY. We cannot pay benefits for this week because:	Comment by HUDSPETH Jacqueline M: Hi PJ.  Please see Inna’s email dated 1/23/21. I removed the beginning of the sentence that was changed because we are not going to be able to do it. This sentence is how the suspense messages begin.

You have not completed the identity verification process. Please keep reading to find out how you can do this. 

The Oregon Employment Department is working with ID.me, a trusted, secure and federally certified identity provider to complete this process. Please visit [link] to complete the identity verification process.   



If you need help in a language other than English or Spanish OR do not have internet access please call:

· Portland: (503) 570-3700 

· Eastern/Central Oregon or Bend: 541-383-1399. 

You may call these numbers from outside these areas, but there may be an additional charge by your service provider. We are working on setting up a toll free line.  	Comment by ANGELINI Patty Jo: What kind of charge? How much? Why?	Comment by HUDSPETH Jacqueline M: Added “service provider”. This is going to vary by the service provider. It may be a moot point as most people have cell phones but not everyone has unlimited long distance on either their cell or land line. I was wanting individuals to know they did to be in those areas  to use those numbers.  

Please do not use these numbers if you do NOT need assistance in another language other than English or Spanish or you have internet access.

If you do NOT complete this identification process within 10 days, we will make a decision on your claim based on the available information. Because we need this identity verification information to determine your eligibility for benefits, the denial will apply every week until you can show you meet identity verification requirements. 

Thank you.





 

 

Lori Friesen | Project Manager

Oregon Employment Department

971.283.1023

 

 

-- 
Dan Hildenbrand
Customer Success Manager
(c): (401) 662-8042
dan.hildenbrand@id.me

ID.me | We're hiring!
 

This message (including any attachments) may contain confidential and privileged information belonging to the
sender, for a specific individual and purpose, and is legally privileged. If you are not the intended recipient, you
should delete this message and any disclosure, copying, forwarding or distribution of this message, or the taking
of any action based on it, by you is strictly prohibited.
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