
From: VILLANI David * OED
To: BEERS HAZEL M * OED; READY Tammy S * OED
Subject: ID.me Next steps
Attachments: ID.me Employment Benefits Integration_Print.pdf

State Unemployment Onboarding Guide (1).pdf
Unemployment Benefits User Guide_Web.pdf
Virtual In-Person Proofing User Guide_Web.pdf

This meeting will be to discuss how OED would like to use ID.me, identify next steps, and making sure we have the right people involved. Please pass
this invite to anyone in your area you feel should be a part of this meeting. I assume once we have a direction in place the group will be reduced to a
core team. I’ve attached the documents I received from ID.me.

 

Dave Villani

.........................................................................................................................................

Join Skype Meeting <https://meet.lync.com/stateoforegon-oregon/david.villani/3HB0GY8Q>       

Trouble Joining? Try Skype Web App <https://meet.lync.com/stateoforegon-oregon/david.villani/3HB0GY8Q?sl=1>  

   

 

Help <http://go.microsoft.com/fwlink/?LinkId=389737>   

 

[!OC([1033])!]

.........................................................................................................................................

Hi Dave,

 

It was great meeting the OED team today; thank you for organizing and I appreciate so many key players from OED attending. It certainly makes my
job easier!

 

I wanted to follow up with a few follow up items and attachments, as we discussed quite a bit today:

* Integration guide: discusses the HLP and a direct integration
* Onboarding guide: more aligned for an HLP implementation, but can be used for a direct integration, as well
* User Guide
* Virtual In-Person guide

I also wanted to let you know that I spoke with our team about the staffing/wait time concerns. You are not alone in that sentiment! We are very aware,
and I can 100% guarantee that our entire team (engineering, product, member support) are figuring out how to make this better 24/7--it is quite literally
all hands on deck (I can say that, as a Navy vet, ha) and we're making improvements every day. Tonight, we're starting to use our CA DMV REAL ID
document verification team to start verifying documents for Trusted Ref, which will free up our Refs to help people get through! We're hoping to see
tremendous efficiencies from this switch. 

 

Please let me know if I can provide any additional information, or if you'd like to have a specific conversation on pricing (are you ready for that step?). 
I briefly mentioned the pricing, but didn't get into everything that is included in the unit price.

 

Thank you,

 

Mere Work

Senior Account Executive 

Mobile: 703-712-3750

8281 Greensboro Dr Suite 600

McLean, VA, 22102

mailto:/O=EXCHANGELABS/OU=EXCHANGE ADMINISTRATIVE GROUP (FYDIBOHF23SPDLT)/CN=RECIPIENTS/CN=7D8A04325167480D8A5A17A06BC48B9C-VILLANI DAV
mailto:/o=ExchangeLabs/ou=Exchange Administrative Group (FYDIBOHF23SPDLT)/cn=Recipients/cn=44cbe563b28d4e0c9c28ef712e9a1888-BEERS HAZEL
mailto:Tammy.S.READY@employ.oregon.gov
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ID.me Employment Benefits 
Integration & Workflow
The purpose of this document is to define the implementation steps for the ID.me 
integration options and to describe the ID.me workflow for claimant identity verification  
at the state level for employment benefits. 


www.ID.me	 Copyright © 2020 ID.me, Inc.


OPTION 1: HOSTED LANDING PAGE (HLP) INTEGRATION
Timeframe: 48-72 hours for technical design, review, and implementation 


Flow: ID.me sets up an HLP » State sends email with link to blocked users, who then self-verify through ID.me 


•	 ID.me sends attributes back to state for individuals who have been successfully verified.


Verification Results: Delivered once every 24 hours via PGP-encrypted  CSV file


Both parties complete final review


IMPLEMENTATION STEPS:


ID.me begins working on the HLP, sends  
link as soon as available to begin edits


State sends ID.me final copy for wording  
on HLP


ID.me reviews emails to be sent to users 


Go live


State directs users (via email) to  
verify with ID.me at the HLP 


State sends ID.me any other stylistic 			
updates to HLP


	Ċ State sends specified department  
logo & banner image


ID.me works with state to designate 			 
authentication policy (NIST 800-63-2 LOA3  
is standard)


State and ID.me exchange SFTP connection 
information


	Ċ State will provide ID.me with 


•	 SFTP IP address


•	 SFTP username


•	 SFTP authentication type –  
key-based authentication


•	 SFTP path to upload CSV


•	 PGP public key to encrypt payload 
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State sends PGP encryption keys to ID.me


	Ċ ID.me supports 2048-bit & 4096-bit  
RSA PGP keys


Parties validate PGP encryption 
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ID.me returns verified users to state  
once every 24 hours in secure CSV file via  
Secure File Transfer Protocol (SFTP)


	Ċ Attributes returned:


•	 Unique Identifier (UUID)


•	 Full Name


•	 Email Address


•	 Phone Number


•	 SSN


•	 Date of Birth


•	 Address


•	 City


•	 State


•	 Postal Code


•	 Gender (optional)


State then compares those users to their 
internal database of blocked users and 
alerts verified individuals that they can  
now sign in to their accounts 


An example of a similar 
Employment Benefits  
Workflow model can  


be found here
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EXAMPLE COPY FOR HLP 


[Program Name, State’s] Online System for Reemployment Assistance  
Verify Your Identity with ID.me 


Unlock your account to access your claim for [State] Reemployment assistance


Please use our secure, online identity verification service to unlock your account. It’s quick, secure, and available 24-hours a day.  
If you run into any difficulties, ID.me offers video chat capability with trained and certified staff members to help you quickly and 
easily verify your identity.  
 
Please Note: This site is only for claimants who are currently locked out of their [Program name] account due to [reason]. 
 
Who is ID.me?  
ID.me is a trusted technology partner of the [State Program Name and link] in helping to keep your personal information safe.  
They are a federally certified identity provider. They specialize in digital identity protection and help us make sure you’re  
you – and not someone pretending to be you – before we grant access to your [Program Name] account.  
 
I’ve verified my identity – what’s next?  
[State acronym] will notify you once you have successfully verified your identity online and your information matches our records.  
It will take up-to [timeframe] to unlock your [Program Name] account. You’ll receive an email from [official email] confirming that  
your account has been unlocked. Please visit [website] to log-in to your [Program Name] account and access your claim for  
[State] Reemployment Assistance. 
 
More Questions? We’re here to help.  
Additional information that may be helpful to you is available on [website].


Verify your identity online – unlock your [Program Name] account to access your claim for [State] 
reemployment assistance
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EXAMPLE EMAILS TO BLOCKED USERS FOR HLP USE CASE


Prior to sending emails to users, please work with your ID.me representative to ensure  
a cadence is agreed upon. Best practice: 


Please work with your ID.me representative should you desire a different cadence. We ask that you 
provide ID.me with no less than 48-hours’ notice prior to sending out an email to blocked claimants 


Go-live day: 500 users


1-3 days after go-live: 500-1000 users


4+ days after go-live: 10,000- 20,000 per week


Initial Email – Introduction to ID.me 
(Sent from State Employment Department)


Follow-Up Email – After ID.me has Verified Identity 
(Sent from State Employment Department)


Subject: Verify Your Identity to Access Your [State] Reemployment Assistance Claim 
 
Dear [Name], 
 
You are receiving this letter from the [State Agency Name] team because your [Program Name] account has been locked due to 
[suspected fraud/unable to confirm your identity, ect.]. In order to unlock your account and process your claim for reemployment 
assistance, we need you to verify your identity using ID.me, a trusted technology partner of the [State Agency Name] in helping  
to keep your personal information safe.  
 
ID.me is a federally-certified identity provider and specializes in digital identity protection. They help the [State Agency Name] 
make sure you are who you say you are – and not someone pretending to be you – before we grant you access to the sensitive 
information in your [Program Name] account. More information about ID.me is available here. 
 
To verify your identity and unlock your [Program Name] account, please click [HLP link] to begin. This site is only for claimants who 
are currently locked out of their [Program Name] account due to [suspected fraud/unable to confirm your identity, ect.].  
We encourage you to verify your identity so that your [Program Name] account can be unlocked and you can access your claim  
for reemployment assistance as soon as possible. 
 
Our #1 mission is to deliver reemployment assistance benefits to [State] residents as quickly as possible. The [Reemployment 
Assistance Resource Guide] is updated with additional information that may be helpful to you and is available here [hyperlink].  
If you have additional questions, please contact our customer service line toll-free at [State phone number]. We have increased 
our customer service center capacity to better serve you. We ask for your patience as call volumes continue to be high.


Subject: Access Your [State] Reemployment Assistance Claim


Thank you for verifying your identity. Your [Program Name] account is now unlocked. Please visit [site] to log in to your  
[Program Name] account and access your reemployment assistance claim.
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OPTION 2: STANDARD INTEGRATION (IMMEDIATE  
OR LONG-TERM SOLUTION)
Timeframe: 3-4 weeks for technical design, review, and implementation 


Flow: Users self verify directly on the designated state webpage 


Verification Results: Real time


IMPLEMENTATION STEPS:


State creates a developer account with ID.me: developers.id.me


	Ċ State will designate authentication policy (NIST 800-63-2 LOA3 is standard)


State and ID.me exchange SAML metadata (along with keys) to ensure proper  
configuration of the endpoints


	Ċ A copy of current, full metadata is always available at https://api.id.me/saml/metadata/provider. 


	Ċ Sandbox environment metadata can be found at api.idmelabs.com/saml/metadata/provider


•	 Note: preserving formatting and whitespace is important when importing any  
XML metadata


The metadata document describes the identity provider (IdP) to the relying party (RP) and  
includes the following elements:


	Ċ The endpoint addresses for communication


	Ċ The X.509 certificates used to sign and encrypt SAML assertions


The ID.me IdP SAML service supports the following SAML bindings:


	Ċ HTTP-POST


	Ċ HTTP-Redirect


The ID.me IdP SAML service supports the following NameID formats:


	Ċ urn:oasis:names:tc:SAML:1.1:nameid-format:unspecified


	Ċ urn:oasis:names:tc:SAML:2.0:nameid-format:persistent


	Ċ Note: The ID.me IdP SAML service supports invoking different authentication and verification 
policies on a per-application or per-request basis. The policy name is required to be passed along 
within the element. For more information about available policies and support for setting these up, 
please contact partnersupport@id.me.


Both parties complete final review


Go live
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IMPLEMENTATION STEPS


Users begin to verify via ID.me  


State receives real-time verification results 


	Ċ Attributes returned:


•	 Unique Identifier (UUID)


•	 Full Name


•	 Email Address


•	 Phone Number


•	 SSN


•	 Date of Birth


•	 Address


•	 City


•	 State


•	 Postal Code


•	 Gender (optional)


An example of a similar 
workflow model can be  


found at VA.gov


TECHNICAL USER FLOW 


User clicks “Sign in with ID.me” button


(linked to https://api.idmelabs.com/saml/SingleSignOnService?AuthnContext=loa3  
in sandbox and https://api.id.me/saml/SingleSignOnService?AuthnContext=loa3 in production)


On the sign-up screen, the user is asked to create an ID.me account (if they do not already 
have one) with an email address and password. Then, the user will confirm ownership of 
the email address and proceed to the LOA3 identity verification flow. 


After the user completes identity verification


	Ċ HLP: The user sees a success screen and receives an email from the state with next steps


	Ċ Full integration via SAML: The user is brought to the consent screen where they are able  
to see the attributes that may be released to your relying party.


Once the user consents to releasing their information, they are redirected to your platform 
with the above attributes in an encrypted SAML assertion.


PROCUREMENT


ID.me is available under V3Gate – an SDVOSB – via GSA Cooperative Purchasing under the ID.me SIN. 
Learn more here.
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State Agency Onboarding Guide 
 


Kickoff Call 
❏ ID.me to schedule a kickoff call with the following stakeholders: 


❏ State Team: Executive Sponsor, Project Owners and Managers, Unemployment Leaders, 
Security, Communications Team, Technical Integration Leads 


❏ ID.me Team: Account Executive (AE), Customer Success Manager (CSM), and Solutions 
Integration Engineer 


❏ The purpose of the kickoff call is to: 
❏ Introduce the teams 
❏ Finalize technical integration for go-live 
❏ Cover ID.me’s communications best practices 
❏ Implement ID.me’s security best practices 
❏ Share ID.me’s reporting format and define key metrics 
❏ Define core team and establish a weekly check-in meeting 


 


Integration & Technical Components  
❏ ID.me’s Solutions Integration Engineer to be the main point of contact for all integration and technical 


questions  
❏ ID.me’s ​Employment Benefits Integration & Workflow​ guide outlines the steps required for integration  
❏ ID.me and the State to determine a timeline for upgrading to the Standard Integration solution within 


90 days of go-live, if applicable 
 


Communications 
❏ ID.me to provide a ​Communications Best Practices Checklist  
❏ ID.me to share a user guide, FAQ guide, and other artifacts  
❏ ID.me to provide an example press release and public statement  
❏ ID.me to share examples of email communication to claimants 
❏ ID.me to stand up a State specific FAQ page on ​help.id.me 


 


Security & Business Recommendations 
❏ ID.me and the State to establish processes for flagging high risk credentials and escalating fraudulent 


activity to law enforcement  
❏ ID.me requires the following best practices to deter fraudulent activity: 


❏ Implement an Identity Assurance Level 2 (IAL2) policy with liveness detection 
❏ Match claimant DOB, SSN, first, and last name at a minimum submitted to ID.me with the 


claimant info submitted to the state when filing  
❏ Set a one week buffer period after ID.me verification prior to claims payment (if able) 
❏ Implement a Pre-notification Check prior to disbursing funds 
❏ Determine a process for State to pass back address after a set period of time 


 


Data & Reporting 
❏ The CSM to be the point of contact for all data and reporting needs  
❏ For the first 2 weeks, ID.me to provide a daily report to keep the State team apprised of key metrics 
❏ After the first 2 weeks, ID.me to provide a weekly report to keep the State team apprised of key 


metrics  
❏ In addition to weekly reporting, ID.me to share a comprehensive monthly report 



https://help.id.me/hc/en-us/categories/360004475354-Verifying-My-Identity-for-Unemployment-Insurance





 
❏ In the case that the State must report to leadership on findings, the ID.me team can compile data 


points to assist the State 
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Multiple state government agencies have 
partnered with ID.me to create a highly secure 
identity verification process that ensures 
you, and only you, will be able to access your 
unemployment benefits.


In just a few short steps, you’ll create your ID.me 
login, secure your account, and verify your 
identity. Moving forward, you can use your ID.me 
account to access hundreds of other websites 
that offer ID.me as a login option. These include 
federal and state government agencies, healthcare 
platforms, and commercial brands. 


How to Set Up and Protect 
Your ID.me Account 
A SIMPLE AND SECURE PROCESS


•  


TH E  O N L Y  •  


C
E


R T I F I E D  C


S
P


NIST
800-63-3


What You’ll Need:


Email Address


Knowledge of Financial History 
– OR – 


Photo ID (Driver’s License, 
Passport, Passport Card, or 
State ID)


Social Security Number


Computer, Tablet, and/
or Mobile Phone with 
Internet Access







Set Up Your ID.me Account


If you already have an ID.me account, you can simply sign in. Click the 
“Sign in to ID.me” link in the top right. Otherwise, follow the steps below.


1


To create your ID.me account, enter an email 
address you can access and choose a password. 
Click the checkbox to accept ID.me’s terms and 
conditions and privacy policy. Then, click  
“Create account”.


2


Check your inbox for an email from ID.me. 
Click the button in the email to confirm your 
email address. Then, return to your browser. 
The page will automatically move forward to 
the next step.
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Secure Your Account
COMPLETING THIS STEP MAKES YOUR  
ACCOUNT MORE SECURE
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To protect your account, you’ll set up extra security called multi-factor authentication (MFA). 
MFA uses a phone or other device of your choice to send you a one-time passcode each time 
you log in. That way even if someone gets access to your username and password, they won’t 
be able to log in to your account without your device.


1


Choose an MFA option. You can receive a passcode  
via text message or phone call. You can also choose one  
of the other listed methods which use a phone app  
or physical keyfob to securely send the passcode.


2


Most people choose to send the passcode to their 
phone. Just enter your phone number and then check 
your text messages or answer the phone to receive your 
6-digit passcode.


3


On your browser, enter the 6-digit passcode  
and click continue.


4


If you want, you can generate and save a recovery 
code. The recovery code allows you to access your 
account even if you don’t have the phone or device 
you used to set up MFA.







Verify Your Identity
COMPLETING THIS PROCESS ONCE ALSO ALLOWS YOU TO ACCESS 
OTHER SITES THAT OFFER ID.ME AS A SIGN-IN OPTION.


Proving your identity is as simple as answering questions about your credit history or 
uploading a photo of your government ID. By verifying your identity through ID.me, your state 
ensures that only you, and not someone pretending to be you, are able to gain access to your 
unemployment benefits.
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Option 1: Answer questions  
on your credit history


First, you’ll be asked to fill out some 
personal information, including your 
social security number. Why does 
ID.me ask for this?


You will then be provided with 
multiple-choice questions.  
After selecting your answers,  
click “Continue.” Please note,  
this is not a credit inquiry.


Option 2: Upload a photo of your government ID


Either upload existing photos OR type in the phone number of a 
cell phone that can take pictures. If you choose to take pictures 
with your phone, ID.me will text you a secure link that will open 
your phone camera.


1


2


Follow the instructions to take pictures of your ID. 
For a driver’s license, state ID, or passport card, 
remember to take a clear photo of the front and 
back. When you’re satisfied with the photos,  
click continue and return to your browser. 


You’ll then be asked to enter your social security 
number. Why does ID.me ask for this?







Confirm and Authorize
YOU’RE ALMOST THERE!


1


Make sure that all your information is accurate and 
complete. If it is, check the box attesting that the 
information is accurate, and then click continue.  
If not, hit the edit buttons to make changes. 


2


You’ll see a message saying that your identity has 
been successfully verified. By clicking “Allow and 
Continue”, ID.me will be able to securely send your 
verified identity to your state.


www.ID.me Copyright © 2020 ID.me, Inc.


Get Stuck Along the Way?
At ID.me we have a No Identity Left Behind mission.  
If you get stuck along the way, we are here to help.  
You’ll see a screen inviting you to connect with an ID.me 
team member via video call who will verify your identity  
in moments.


The last step is to confirm your information  
and authorize ID.me to securely share your 
identity verification information with your state. 
ID.me will never share your information without 
your permission.


If you have additional questions, please navigate to   help.id.me and ask our virtual assistant or 
submit an inquiry. Our member support team is available 24 hours a day, 7 days a week and 
will get back to you as soon as possible.
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Verify Your Identity 
on a Video Call
NO IDENTITY LEFT BEHIND


What You’ll Need:Why Am I Seeing This?


A smartphone or tablet  
to take photos 


Two primary IDs OR one primary 
and two secondary IDs 
For a list of valid documents, click here.


Ability to join a video call  
(computer with webcam  
or phone with camera)


How To Verify Your Identity On A Video Call


ID.me’s primary identity verification 
process consists of several automated 
checks to protect against identity fraud. 
However, some people – through no 
fault of their own – can’t get past these 
checks. There are a number of reasons 
people might run into issues, including:


If you’re not ready, you can save  
your progress and return later.


1. ID document photo may be blurry  
or shadowed


2. Data sources – like credit bureaus 
– may have incorrect or outdated 
information


3. Credit may be nonexistent or frozen


4. Phone number may not be associated 
with your name


Only Do This  
One Time


Talk to a  
Real Person


Takes Less Than  
5 Minutes


Click this button 
to get to the finish line!


If you see this button when you’re 
completing the ID.me verification it 


means that an ID.me employee, 
called a Trusted Referee, is standing 


by to help verify your identity.  
You’ll only have to do this once!
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If you see a button  
to verify your 
identity on a video 
call, click it to start 
the simple process 
of finishing your 
verification.


Review your 
personal 
information to 
confirm it’s accurate 
in case there was 
a typo in your 
previous entry.


Get Started


1 2


Confirm 
Information


Follow the 
instructions to take 
pictures of your 
IDs. To see a list 
of valid IDs, click 
“What is a primary 
and secondary 
document?” 


Follow the 
instructions to take 
and submit a photo 
of yourself.


Take a Selfie


3 4


Upload 
Documents


Make sure you 
have the ID 
documents you 
uploaded on your 
person, then check 
the box and click 
“Join Video Call.” 


Start the video 
call, show the 
Trusted Referee 
your documents, 
and answer a few 
questions. And that’s 
it – your identity  
has been verified!


Finish Up
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Confirm You 
Have Documents


!    Now you can log in to any ID.me partner site!


Follow These Steps:







mere.work@id.me <mailto:mere.work@id.me>  

 


