
BACKGROUND (U) 

(TS/IS Van TO USA, FVEY) A previous SIGINT assessment report on radicalization indicated that radicalizers appear to be particularly 
vulnerable in the area of authority .when their private and public behaviors are not consistent. (A) Some of the vulnerabilities, if exposed, would likely 
call into question a radicalizers devotion to the jihadist cause, leading to the degradation or loss of his authority_ Examples of some of these 
vulnerabilities include: 

• Viewing sexually explicit material online or using sexually explicit persuasive language Nvhen communicating with inexperienced young girls; 

• Using a portion of the donations they are receiving from the susceptible pool to defray their own personal expenses; 

• Charging an exorbitant amount of money for their speaking fees and being singularly attracted by opportunities to increase their stature; or 
• Being known to base their public messaging on questionable sources or using language that is contradictory in nature :  leaving them open to 

credibility challenges. 

(TSI/SP.:REL TO USA :  FVE1') Issues of trust and reputation are important when considering the validity and appeal of the messa ge_ It stands 
to reason that exploiting vulnerabilities of character :  credibility, or both, of the radic47:er and his message could be enhanced by an understanding of 
the vehicles he uses to disseminate his message to the susceptible pool of p eople and where he is vulnerable in terms of access_ 
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QT'S;',' L' 	TO US.A:  FVEY EISA) The third. chart includes the raclicalizers' presumed areas of authority :  countries of resonance :  and 
vulnerabilities as reported and documented in  3.:1 	501518-12  202017Z TUN 1 2  "Terrorism:Islamic Radicalization: Global Radicalizers 
-Vulnerable in Terms of Authority." 

(TSI/SI'REL TO LISA, FVEYFISA) 
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PREFACE (U) 

(TS:YST/TEL TO USA :  El...TY:EISA) This SIGINT assessment examines access as one element in the process of Islamic radicalization in order 
to identr vulnerabilities_ Using six prominent, globally-resonating foreign radicalizers as exemplars, this report focuses on the means they use to 
reach their intended audience and reveals potential vulnerabilities for exploitation. It should be read in conjunction with NSA report 3  RA.501518-  
12  which identifies vulnerabilities of authority. 

(TS:YSPREL TO USA :  FVEY) Information herein is based largely on Sunni extremist communications and includes disseminated SIGENT as 
well as collateral available between January 2008 and September 2012. The SIGINT information is from primary sources with direct access and is 
generally considered reliable_ Greater specificity on the SIGINT sourcing is provided in the text_ Included in the appendix are charts on ...vays that 
access has been affected and countermeasures taken; a comparison of radicli7ers' access mechanisms; and a matrix that compares their authority : 

 argument, countries where they resonate:  and their personal vulnerabilities_ 



(TS/IS•REL TO USA, EVEY) Examining how the six radicalizers establish and maintain access with different pools of people susceptible to 
their message -- and their perceptions of the difficulties in doing so -- suggests that there are vulnerabilities that can be exploited in terms of this 

access :  and emerging radicalizers may be vulnerable on this point as well_ Focusing on access reveals potential vulnerabilities that could be even 
more effectively exploited when used in combination with vulnerabilities of character or credibility, or both, of the message in order to shape the 

perception of the messenger as well as that of his followers. 



(TS"SI1.[REL TO USA:  FVEY..FIS.A) Six globally-resonating :  ra.dicalizers are used as ey_emplars. in this assessment The first three listed target 
an English-spealdng audience :  while the second three target an Arabic-speaking audience. 
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(TS SI BIL TO USA:  FVEY. FIS.A) One indicator of the potential effectiveness of these ra.dicalizers is the extent of their resonance :  i.e. :  the 
number and locations of individuals who respond to a radicalizer's tnessage by contacting him using his publicly-known contact information. A 
significant proportion of the audience associated v. -ith the specified English-language ra.dicalizers is located in Pakistan :  yet none of these radic9li7ers 
appear to have any communicants in common. In addition :  communications profiles of these English-language ra.dicalizers reveal that very few of the 
contacts noted were associated with terrorism :  suggesting that the target audience includes individuals who do not yet hold extremist views but who 
are susceptible to the extremist message. 
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