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The Honorable Eric H, Holder, Jr.

" Attorney General

Department of Justice
Washington, D.C, 20530

The Honorable Dennis C. Blair
Director of National Intelligence
Washington, D.C. 20511

Dear Attorney General Holder and Director Blair:

Three provisions of the Foreign Intelligence Surveillance Act of 1978, as
amended, are scheduled to sunset on December 31, 2009. Two of them—on
roving wiretaps and business records—were enacted or significantly amended by
sections 206 and 215 of the USA PATRIOT Act of 2001, and extended for four
years by the USA PATRIOT Improvement and Reauthorlzatlon Act of 2005, The

~ third—on lone wolf surveillance authority—was enacted as section 6001 of the

Intelligence Reform and Terrorism Prevention Act of 2004, and also extended for

- four years by the Reauthorization Act,

We would like to begin consideration of these provisions soon so that
legislation can be enacted in advance of the end of the year, We would, therefore
appreciate receiving from you, by May 1, 2009, your recommendations together

 with a written presentation of the facts and reasons that support those

recommendations, To the extent that national se(_:urity permits, please do so in an
unclassified manner to enhance public understanding of your recommendations.
Please supplement that unclassified presentatlon with a classified annex as

appropriate,

If there are further recommendations you would like to make jointly to our
Committee for legislative consideration this year based on experience under the
FISA Amendments Act of 2008 or other matters relating to national security
investigations, please include them in your response to this request.

fgsqu?%
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We intend to schedule a hearing in May that will provide the Committee
with an initial opportunity to consider your recommendations.

Sincerely,

hristopher S. Bond
Vice Chairman
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U.S. Department of Justice

Qffice of Legislative Affairs

Office of the Assistant Attomey General Washington; D.C. 20510

September 14, 2009

The Honorable Dianne Feinstein
Chairwoman

The Honorable Chnstophcr S. Bond
Vice Chajrman

Select Committee on Intelllgencc
United States Senate

Washington, D.C. 20510

Dear Senators Feinstein and Bond:

Thank you for your letter requesting our recommendations on the three provisions of the
Foreign Intelligence Surveillance Act (“FISA™) currently scheduled to expite on December 31,
2009, We believe that the best legislation will emerge from a careful examination of these
matters. In this letter, we provide our recommendations for each provision, along with a
summary of the supporting facts and rationale, We have discussed these issues with the Office
of the Director of Nationa) Intelligence, which concurs with the views expressed in this letter.

We also are aware that Members of Congress may prapose modifications to provide
additional protection for the privacy of law abiding Americans. As President Obama said in his
speech at the National Archives on May 21, 2009, “We arc indeed at war with al Qaeda and its
affiliates. We do need to update our institutions to deal with this threat. But we must do so with
an abiding confidence in the rule of law and due process; in checks and balances and
accountability.” Therefore, the Administration is willing to consider such ideas, provided that
they do not undermine the effectiveness of these important authorities.

1. Roving Wiretaps, USA PATRIOT Act Section 206 (codified at 50 U.S.C. §
- 1805(c)(2))

We recommend reauthorizing section 206 of the USA PATRIOT Act, which provides for
roving surveillance of targets who take measures to thwart FISA surveillance. It has proven an
important intelligence-gathering tool in a small but significant subset of FISA electronic
surveillance orders,

This provision states that where the Government sets forth in its application for a
surveillance order “specific facts” indicating that the actions of the target of the order “may have
the effect of thwarting” the identification, at the time of the application, of third parties necessary
to accomplish the ordered surveillance, the order shall direct such third parties, when identified
to furnish the Government with all assistance necessary to accomplish surveillance of the target
identified in the order. In other words, the “roving” authority i is only available when the
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Government is able to provide specific information that the target may engage in counter-
surveillance activity (such as rapidly switching cell phone numbers. The language of the statute
does not allow the Government to make a general, “boilerplate” allegation that the target may
engage in such activities; rather, the Government must provide specific facts to support its
allegation,

There are at least two scenarios in which the Government’s ability to obtain a roving
wiretap may be critical to effective surveillance of a target. The first is where the surveillance
targets a traditional foreign intelligence officer. In these cases, the Government often has years
of experience maintaining surveillance of officers of a particular foreign intelligence service who
are posted to locations within the United States. The FBI will have extensive information
documenting the tactics and tradecraft practiced by officers of the particular intelligence service,
and may even have information about the {raining provided to those officers in their home
" country. Under these circumstances, the Government can represent that an individual who has
been identified as an officer of that intelligence service is likely to engage in counter-surveillance
activity.

The second scenario in which the ability to obtain a roving wiretap may be critical to
effective surveillance is the case of an individual who actually has engaged in counter-
surveillance activities or in preparations for such activities. In some cases, individuals already
subject to FISA surveillance are found to be making preparations for counter-surveillance
activities or instructing associates on how to cormmunicate with them through more secure
means. In other cases, non-FISA investigative lechniques have revealed counter-surveillance
preparations (such as buying “"throwaway” cell phones or multiple calling cards). The
Government then offers these specific facts to the FISA court as justification for a grant of
roving authority.

Since the roving authority was added to FISA in 2001, the Government has sought to use
it in a relatively small number of cases (on average, twenty-two applications a year). We would
be pleased to brief Members or staff regarding actual numbers, alang with specific case
examples, in a classified setting. The FBI uses the granted authority only when the target
actually begins to engage in counter-surveillance activity that thwarts the already authorized
surveillance, and does so in a way that renders the use of roving authority feasible,

Raving authority. is subject to the same court-approved minimization rules that govern
other electronic surveillance under FISA and that protect against the unjustified acquisition or
retention of non-pertinent information, The statute generally requires the Government to notfy
the FISA court within 10 days of the date upon which surveillance begins to be directed at any
new facility, Over the past seven years, this process has functioned well and has provided
effective oversight for this investigative technique.
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We believe that the basic justification offered to Congress in 2001 for the roving
authority remains valid today. Specifically, the ease with which individuals can rapidly shift
between communications providers, and the proliferation of both those providers and the
services they offer, almost certainly will increase as technology continues to develop.
International terrorists, foreign intelligence officers, and espionage suspects — like ordinary

_ criminals — have leamed to use these numerous and diverse communications options to their
advantage. Any effective surveillance mechanism must incorporate the ability to rapidly address
an unanticipated change in the target’s communications behavior, The roving electronic
surveillance provision has functioned as intended and has addressed an investigative requirement
that will continue to be critical to national security operations. Accordingly, we recommend
reauthorizing this feature of FISA.

2. “Business Records,” USA PATRIOT Act Section 215 (codified at 50 U.S.C. §
1861-62)

We also recommend reauthorizing section 215 of the USA PATRIOT Act, which allows
the FISA court to compel the production of “business records.” The business records provision
addresses a gap in intelligence collection authorities and has proven valuable in a number of
- contexts.

The USA PATRIOT Act made the FISA authority relating to business records roughly
analogous to that available to FBI agents investigating criminal matters through the use of grand
jury subpoenas, The eriginal FISA language, added in 1998, limited the business records
authority to four specific types of records, and required the Government to demonstrate “specific
and articulable facts" supporting a reason 1o believe that the target was an agent of a foreign
power. In the USA PATRIOT Act, the authority was changed to encompass the production of
“any tangible things” and the legal standard was changed to one of simple relevance to an
autharized investigation to obtain foreign intelligence information not concerning a United States
person or to protect against international terrorism or clandestine intelligence activities.

The Government first used the USA PATRIOT Act business records authority in 2004
after extensive internal discussions over its proper implementation, The Department's inspector
general evaluated the Department's implementation of this new authority at length, in reports
that are now publicly available. Other parts of the USA PATRIOT Act, specifically those
eliminating the “wall” separating intetligence operations and criminal investigations, also had an
effect on the operational environment, The greater access that intelligence investigators now
have to criminal tools (such as grand jury subpoenas) reduces but does not eliminate the need for
intelligence taols such as the business records authority. The operational security requirements
of most intelligence investigations still require the secrecy afforded by the FISA authority.

For the period 2004-2007, the FISA court has issued about 220 orders to produce
business records. Of these, 173 orders were issued in 2004-06 in combination with FISA pen
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register orders to address an anamnaly in the statutory language that prevented the acquisition of
subscriber identification information ordinarily associated with pen register information.
Congress corrected this deficiency in the pen register provision in 2006 with language in the
USA PATRIOT lmprovement and Reauthorization Act. Thus, this use of the business recards
authority became unnecessary.

The remaining business records orders issued between 2004 and 2007 were used ta
obtain transactional information that did nat fall within the scape of any ather national security
investigative authority (such as a national security letter), Some of these orders were used to
support important and highly sensitive intelligence collection operations, of which bath Members
of the Intelligence Committee and their staffs are aware, The Department can provide additional
information to Members or their staff in a classified setting.

It is noteworthy that no recipient of a FISA business records order has ever challenged
the validity of the order, despite the availability, since 2006, of a clear statutory mechanism ta do
so. At the time of the USA PATRIOT Act, there was concern that the FBI would exploit the
hread scape of the business records authority to callect sensitive personal information on
constitutionally protected activities, such as the use of public libraries. This simply has nat
accurred, even in the environment of heightened terrorist threat activity. The oversight provided
by Congress since 2001 and the specific aversight provisions added to the statute in 2006 have
helped to ensure that the autharity is being used as intended.

Based upon this operational experience, we believe that the FISA business records
authority should be reauthorized. There will cantinue to be instances in which FBI investigators
need 0 obtain transactional information that does not fall within the scope of autherities relating
to national security letters and are operating in an environment that precludes the use of less
secure criminal authorities. Many of these instances will he mundane (as they have been in the
past), such as the need to obtain drivet's license information that is protected by State law.
Others will be more complex, such as the need to track the activities of intelligence officers
through their use of certain business services, In all these cases, the availability of a generic,
court-supervised FISA business records authority is the best option for advancing national
security investigations in a manner consistent with civil liberties. The absence of such an
authority could force the FBI ta sacrifice key intelligence opportunities,

3, “Lone Wolf,” Intelligence Reform and Terrorlsm Prevention Act 61‘ 2004
Sectlon 6001 (codified at 50 U.S.C. § 1801(MY(LX(CY)

Section 6001 of the Intelligence Reform and Terrorism Prevention Act of 2004 defines a
“Jone wolf” agent of 2 foreign power and allows a non-United States person who “engages in
international terrorism activities” to be considered an agent of a foreign power under FISA even
though the specific foreign pawer (i.e., the international terrarist group) remains unidentified.
We also recommend reauthorizing this provision,
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Enacted in 2004, this provision arose from discussions inspired by the Zacarias
Moussaoui case, The basic idea behind the anthority was to cover situations in which
information linking the target of an investigation to an international group was absent or
insufficient, although the target’s engagement in “international terrorism™ was sufficiently
established. The definition is quite narrow: it applies only to non-United States persons; the
activities of the person must meet the FISA definition of “international terrorism;” and the
information likely to be obtained must be foreign intelligence information. What this means, in
practice, is that the Government must know a great deal about the target, including the target's
purpose and plans for terrorist activity (in order to satisfy the definition of “international
terrorism™), but still be unable to connect the individual to any group that meets the FISA
definition of 2 foreign power. '

To date, the Government has not encountered a case in which this definition was both
necessary and available, i.e., the target was a non-United States person. Thus, the definition has
never been used in a FISA application. However, we do not believe that this means the

_ authority is now unnecessary. Subsection 101(b) of FISA provides ten separate definitions for
the term “agent of a foreign power” (five applicable only to non-United States persons, and five
applicable to all persons). Some of these definitions cover the most common fact patterns; others
describe narrow categories that may be encountered rarely. However, this latter group includes
legitimate targets that could not be accommodated under the more generic definitions and would
escape surveillance but for the more specific definitions.

We believe that the “lone wolf” provision falls squarely within this class. While we
cannot predict the frequency with which it may be used, we can foresee situations in which it
would be the only avenue to effective surveillance. For example, we could have a case in which
a known international terrorist affirmatively severed his connection with his group, perhaps
following some internal dispute. The target still would be an international terrorist, and an
appropriate target for intelligence surveillance. Hawever, the Government could no longer
represent to the FISA court that he was currently a member of an international terrorist group or
acting on its behalf. Lacking the ““lane wolf” definition, the Government could have to postpone
FISA surveillance until the target could be linked to another group. Another scenario is the
‘prospect of a terrorist who “self-radicalizes” by means of information and training provided by a
variety of international terrorist groups via the Internet, Although this target would have adopted
thie aims and means of international terrorism, the target would not actually have contacted a
terrorist group. Without the lane wolf definition, the Government might be unable to establish
FISA surveillance,

These scenarios are not remote hypotheticals; they are based on trends we observe in
current intelligence reporting. We cannot determine how common these fact patterns will be in
the future or whether any of the targets will so completely lack connections to groups that they
cannot be accommodated under otherdefinitions, However, the continued availability of the
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lone wolf definition eliminates any gap. The statutory language of the existing provision ensures
its narrow application, so the availability of this potentially useful tool carries little risk of
overuse. We believe that it is essential to have the tool available for the rare situation in which it
is necessary rather than to delay surveillance of a terrorist in the hopes that the necessary links
are established.

Thank you for the opportunity to present our views, We would be bappy to meet with
your staff to discuss them. The Office of Management and Budget has advised us that from the
perspective of the Administration’s program, there is no objection to submission of this letter.

Sincerely,

PV LN

Ronald Weich
Assistant Attorney General
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U.S. Department of Justice

Office of Legislative Afthirs

Office ol the Asslstant Attomey Goneral - Washington, D.C. 20330

September 14, 2009

The Honorable Patrick J. Leahy
Chairman

Committee on.the Judiciary
United States Senate
Washington, D.C, 20510

Dear Mr. Chairman:

Thank you for your letter requesting our recommendations on the three provisions of the
Foreign Intelligence Surveillance Act (“FISA™) currently scheduled to expire on December 31,
'2009. We believe that the best legislation will emerge from a careful examination of these
matters. In this letter, we provide our recommendations for each provision, alohg with a
summary of the supporting facts and rationale, We have discussed these issues with the Office
of the Director of National Intelligence, which concurs with the views expressed in this letter.

We also are aware that Members of Congress-may propose modifications to provide
additional protection fur the privacy of law abiding Anvericans. As President Obama said in his
speech at the National Archives on May 21, 2009, “We are indeed at war with al Qaeda and its
affiliates. We do need:to update our institutions to deal with this threat. But we must do so with
an abiding confidence in the rule of law and due process; in checks and balances and .

- accountability.” Therefore, the Administration is willing to consider such ideas, provided that
they do not undermine the effectiveness of these important authorities. :

I. Roving Wiretaps, USA PATRIOT Act Section 206 (codified at 50 U.S.C. §
1805(c)(2)) - .

We recommend reauthorizing section 206 of the USA PATRIOT Act, which provides for
roving surveillance of targets who take measures to thwart FISA surveillance, It has proven an
Important intelligence-gathering tool in a small but significant subset of FISA electronic

surveillance orders. .

This provision states that where the Government sets forth in its. application for a

- surveillance order “specific facts” indicating that the actjons of the target of the order ‘“may have
the effect of thwarting” the identification, at the time of the application, of third parties necessary
to accomplish the ordered survsillance, the order shall direct such third parties, when identified
to furnish the Government with all assistance necessary to accomplish surveillance of the target
identified in the order, In other words, the “roving” authority is only available when the
Government is able to provide'specific information that the target may engage in‘counter-
surveillance activity (such as rapidly switching cell phone numbers. The language of the statute
does not allow the Government to make a general, “boilerplate” allegation that the target may
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engage in such activities; rather, the Government nwist provide specific facts to support its
allegation.

There are at least two scenarios in which the Government’s ability to obtain a roving '
wiretap may be critical {o effective survsillance of a target. The first is where the surveillance -
targets a-traditional foreign intelligence officer, In these cases, the-Government often has years
of experience maintaining surveillance of officers of 4 particulat foreign intelligence service who
are posted to locations within the United Stales. The FBI will have extensive information
- documenting the tactics and tradecrafl practiced by officers of the particular intelligence service,
and may even have information about the training provided to those officers in their-home
country. Under these circumstances, the Government can represent that an individual who has
been identified as an officer of that intelligence service is likely to engage In counter-surveillnnce

activity.

The sccond scenario in which the ability to obtain a roving witelap may be critical to
effective survelllance is the case of an individual wha actually has cngaged i counter-
surveillance activities or in preparations For such activities. In some’ cases, individuals already
subject to FISA surveillance are found (o be making preparations for counter-surveillance
activities or instructing associates on howto communicate with them through more secure
means. In other cases, nan-FISA investigative techniques have revealed counter-surveillance
preparations (such as buying “throwaway” cell phones ov muitiple calli ng cards). The
Government then offers these specific facts to the FISA court as justification for a grant of

roving authority.

Since the roving authority was added to FISA in 2001, the Government hag sought to use
it in a relatively small number of cases (on average, twenty-iwo applications a year). We would
be pleased to brief Members or staff regarding actual numbers, along with specific case
oxamples, in a classified setting. The FBI uses the granted authority only when the target
actually begins to engage in counter-surveillance activity that thwarts the already authorized
surveillance, and does so in & way that renders the use of roving authority feasible.

+, Roving authority is subject to the same court-approved minimization rules that govern
other electronic surveillance under FISA and that protect against the unjustified acquisition or
retention of non-pertinent information. The statute generally requires the Government to notify
the FISA court within 10 days of the date upon which surveillance begins to be directed at any’
. new facility. Over the past seven years, this process has functioned well and has provided

effective oversight for this investigative technique. :

We believe that the basic justification offered to Congress in 2001 for the roving
“authority remaing valid today. Spécifically, the ease with which individuals can rapidly shift
between communications providers, and the proliferation of both those providers and the
“services they offer, almost certainly will increase as technology continues to develop.
International terrorists, foreign intelligence officers, and espionage suspects - like ordinary
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criminals — have learned to use these numerous and diverse communications options fo their
advantage. Any effective surveillance mechanisfi must incorporate the ability fo rapidly address
an unanticipated change in the target’s communications behavior, The roving electronic
surveillance provision has functioned as intended and has addressed an investigative requirement
that will continue to be critical to national security operations. Accordingly, we recommend
reauthorizing this feature of FISA. o :

2. “Business Records,” USA PATRIOT Act Section 215 (codified at 50 U.S.C. §
1861-62) ‘ o '

We also recommend reauthorizing section 215 of the USA PATRIOT Act, which allows
the FISA court to compel the production of “business records.” The business records provision
addresses a gap in intelligence collection authorities and has proven valuable ina number of

contexts,

The USA PATRIOT Act made the FISA authority relating to business records roughly
analogous to that available to FBI agents investigating criminal matters through the use of grand
jury subpoenas. The original FISA language, added in 1998, limited the business records
authority to four specific types of records, and required the Government to demonstrate “specific
and articulable facts” supporting a reason to believe that the target was an agent of a foreign

power. Inthe USA PATRIOT Act, the authority was changed to encompass_the production of __

“any tangible things” and the legal standard was changed (o one of simple relevance to an
' authorized investigation to obtain foreign intelligence information not concerning a Uni ted States
person or to protect against international terrorism or clandestine intelligence activities.

The Government first used the USA PATRIOT Act business records authority in 2004
after extensive internal discussions over its proper implementation. The Department’s inspector
general evaluated the Department’s implementation of this new authority at length, in reports
that are now publicly available, Other parts of the USA PATRIOT Act, specifically those
eliminating the “wall” separating intelligence operations and criminal investigations, also had an
effect on the operational eavironment, The greater access that intelligence investigators now
have to criminal tools (such as grand jury stbpoenas) reduces but does not eliminate the need for
intelligence fools such as the business records autharity. The operational security requirements
of most intelligence investigations still require the secrecy afforded by the FISA authority.

.For the period 2004-2007, the FISA court has issued about 220 orders to produce -
business records. Of these, 173 orders were issued in 2004-06 in combination with FISA pen
register orders to address an anomaly in the statutory language that prevented the acquisition of
subscriber identification information ordinarily associated with pen register information,
Congress corrected this deficiency in the pen register provigion in 2006 with language in the
USA PATRIOT Improverent and Reauthorization Act. Thus, this use of the business records

authority became unnecessary. '
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The remaining business records orders issued between 2004 and 2007 were used to
obtain transactional information that did not falf within the scope of any other national security
investigative authority (such as-a national security letter), Some of these orders were used to
support impottant and highly sensitive intelligence collection operations, of which both Members
of the Intelligence Committee and their taffs are aware, The Department can provide additional
information to Members or their staff in a classified gelting.

It is noteworthy thal no recipient of a FISA business records order has ever challenged
the validity of the order, despite the availzbility, since 2006, of a cledr statutory inechanism to do
50. Atthe time of the USA PATRIOT Act, there was concern that the FBI would exploit the
broacl scope of the business tecords autherity to collect sensitive personal information on
constitutionally protected activities, such as the use of public libraries. This simply has not
occurred, even in the environment of heightened terrorist hreat activity, The oversight provided
by Congress since 2001 antl the specific oversight provisions added to the statute in 2006 have
helped to ensure that the authority is being used as intended.

Based upon this operational experience, we believe that the FISA business records
authority should be reauthorized. There will continue to be instances in which FRI investigators
need td obtain transactional information that does not fall within the scope of authorities relating
to national security letters and are operating in an environment that precludes the use of less
secure criminal authorities. Many of these instances will be mundane (as they have. been in the
past), such as the need to obtain driver's license information that is protected by State law.
Others wiil be more complex, such.as the need to track the dctivities of intelligence officers
through their use of certain business services, Ih all these cases, the availability of a generic,
court-supervised FISA business records authority is the best option for advancing national
security investigations in a manner consistent with civil liberties.” The absence of such an
authority could force the FBI to sacrifice key intelligence opportunities.-

3. “Lone Wolf,” Intelligence Reform and Terrorism Prevention Act of 2004
Section 6001 (codlified at 30 U.S.C, § 1801(b)(1)(C))

Section 6001 of the Intelligence Reform and Terrorism Prevention Act 0f'2004 defines a
“lone wolf” agent of a foreign power and allows a non-United States person who “engages in
international tercorism activities” to be considered an agent of a foreign power undor FISA cven
though the specific foreign power (i.e, the international terrorist group) remains unidentified.
We also recommend reauthorizing this provision. AR

_ Enacted in 2004, this provision arose from discussions inspired by the Zacarias
Moussaoui case, The basic idea behind the authority was to cover situations in which
information linking the target of an investigation to an international group was absent or
insufficient, although the target’s engagement in “international terrorism” was sufficiently
established. The definition is quite narrow: it:applies only o non-United States persons; the
activities of the person must meet the FISA definition of “international terrorism;” and the
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informarion likely 1o be obtained must be (oreign intelligence information. What thig means, in
practice, is that the Government must know a great deal about the targer, including the target's
purpose and plans for tervorist activity (in order to satisfy the definition of “international
terrorism™), but still be unable to connect the mdwnclml to any group that mects the FISA

definition of a forcxgn power.

To date, the Government has not encountered a case in which this definition was both
necessary and avmhblc i.e.,, the tacget was a non-United States person. Thus, the definition has
never been used in a FISA application,  [However, we do not believe that thig means the

“authority is now unnecessary. Subsection [01(b) of FISA provides ten sepaiate definitions for
the term “agent.of a foreign power” (five applicable only to non-United States persons, and five
applicable to all persons). Some of these definitions cover the mosi common fact pattetns; others
describe narrow categories that may be encountered rarely, However, Lhis latter group includes
legitimate targets that could nat be-accommedated under the more gencric definitions and \vould

escape surveillance but for the more specitic definitions.

We believe that the “lone wolf” provision falls squarely within this class; While we
cannot predict the frequency with which it may be used, we can foresee situations in which it
would be the only avenue to effective surveillunce, For example, we could have a case in which
a known international tervorist affirmatively severed his connection with his group, perhaps
following some internal dispute. The target still would be an international tervorist, and an
appropriate target for intelligence surveillance, However, the Govermment could no longer
represent to the FISA court that he was currently a member of an international terrorist group or
acling on its behalf. Lacking the “lone walf” definition, the Government could have to postpone
FISA surveillance until the target could be linked to anothér group. Another scenario is the
prospect of a tervorist who “self-radicalizes” by means of information and training provided by a
‘variety of international temrorist groups via the Internet. Although this fargot would have adopted
the aims and means of international terrorism, the target would not actually have contacted a
terrorist group. Without the lone wolf definition, the Government might be unable to establish

“ FISA surveillance,

These scenarios are not remote hypotheticals; they are based on trends we observe in
current inteligence reporting. We cannot defermine how common these fact patterns will be in
the future or whethei any of the targets will so completely lack connections to groups that they
cannot be accommodated under other definitions, However, the continuéd availability of the
fone wolf definition eliminates any gap. The statulory language of (e existing provision ensures
its narrow application, so the availability of this potentially useful tool carries little risk of
overuse. We believe that it is essential (o have the tool available for the rare situation in which it
is necessary rather than to delay surveillance of a terrorist in the hopes that the necessary links

are established.
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Thank you for the opportunity to present our views. We would be happy to meet with
your staff to-discuss them. The Office of Management and Budget has advised us that from the
_perspective of the Administratlon’s program, there is no objection to submission of this lettor.

Sincerely,

Mok |

Ronald Weich
Assislant Attorney General

ce: The Honorable Jeff Sessions
Ranking Minarity Member
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U.S. Department of Justice |

Office of Legislative Affairs

Office of the Agsistant Attomey General

The Honorable Patrick.J. Lcahy
Chairman
_ Corhmittee on the Judlclary
United States Senate
Washington, D.C. 20510

_ The Honorable John Conyers, Ir.
Chairman

Committee on the Judiciary

U.S. House of Representatives

Washington, D.C, 20515

Dear Madam and Messrs. Chairmen:

Washington, DC

April 30, 2010

The Honorable Dianne Femstcm
Chairman

Select Commitiee on Intelllgence
United States Senate
Wasghington, D.C. 20510

The Honorable Silvestre Reyes
Chairman
Permanent Select Committee on Intelligence

. U.S. House of Representatives

Washington, D.C. 20515

This report is submitted pursuant to sections 107 and 502 ofthe Forelgn
Intelligence Surveillance Act of 1978 (the “Act”), as amended, 50 US.C. § 1801 et seq.,
and section 118 of USA PATRIOT Improvement and Reauthorization Act of 2005, Pub,
L. No, 109-177 (2006). In accordance with those provisions, this report covers all
applications made by the Government during calendar year 2009 for authority to conduct .
electronic surveillance for foreign intelligence purposes under the Act, all applications
made by the Government during calendar year 2009 for access to certain business records
- (including the production of tangible things) for foreign intelligence purposes, and certain
requests made by the Federal Bureau of Investigation pursuant to national security letter
authorities, In addition, whilé not required to do so by statute, the Government is
providing information congerning the number of applications made during calendar year
2009 for authority to conduct physical scarchcs for foreign intelligence purposes,

* Applications for Electronic Surveillance Made During Calendar Year 2009

(section 107 of the Act, 50 U.S.C. § 1807) .

During calendar year 2009, the Government made 1,376 applications to the
Foreign Intelligence Surveillance Court (hereinafter “FISC”) for authority to conduct
electronic surveillance and physical searches for foreign intelligence purposes, The 1,376
applications include applications made solely for electronic surveillance, applications
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made solely fof'physxcal search, and combined apphcations requesting authority for
electronic surveillance and physical search, Of these, 1,329 applications mcluded
requests for authority to conduct electronic surveillance.

Of these 1,329 apphcatlons, elght were withdrawn by the Government. The FISC
denied oné application in whole, and one in part, and made modifications to the proposed
orders in fourteen applications, Thus, the FISC approved collection activity in a total of
1,320 of the applications that included requests for authority to conduct electromc
survelllance '

Applications for Access to Certain Bdsiness Records (Including the
Production of Tangible Things) Made During Calendar Year 2009 (section

502 of the Act, 50 U.S.C. § 1862(c)(1))

During calendar year 2009, the Govemmcnt made twenty-one applications to the
FISC for access to certain business records (mcludmg the productlon of tangible things)
. for foreign intelligence purposes. The FISC did not deny, in whole or in part, any such
application filed by the Government during calendar year 2009. The FISC made
modifications to nine proposed orders in applications for access to business records,

Requests Made for Certain Information Concernlng Different United States
Persons Pursuaiit to Natlonal Security Letter Authorities During Calendar

Year 2009 (USA PATRIOT Irnprovement and Reauthorization Act of 2005 Pub.

L. No. 109-177 (2006))

Pursuant to Section 118 of the USA PATRIOT Improvement and
Reauthorization Act, Pub, L. 109-177 (2006), the Department of Justice provides
Congress with annual reports regarding requests made by the Federal Bureau of
Investigation (FBI) pursuant to the National Security Letter (NSL) authorities
provided in 12 U.S.C. § 3414, 15U.S.C. § 1681u, 15U.8.C. § 1681v, 18 U.S, C.
§ 2709 and 50 U S.CL § 436,

I 2009 the FBI made’ 14 788 NSL requests (excludmg requests for subscriber
information only) for information conceming United States persons. These sought
information pertaining to 6,114 dlfferent United States persons
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: We hope thiy information is helpful. Please do not hesitale to contact (his office if
-you need additional assistance regarding this matter.

Siﬁcerc]y, '

il e

Ronald Weich
Assistant Attorney General

cc:  The Honorable Jeff Sessions
Ranking Minority Member
Senate Committee on the Judiciary

The Honorable Christopher S. Bond
Vice Chairman
Senate Select Committee on Intelligence -

The Honorable Lamar 8, Smith
Ranking Minority Member
House Committes on the Judiciary

The Honorable Peter Hoekstra
Ranking Minority Member
House Permanent Select Committee on Intelligence
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V5. Dapirptent of Jhstice
- Offise of Legislefiver Affhity

Dffioanl'tlv Aysislant Afrarey (unorl Waghtiwgton, 2.0 20330

April 20, 2001

‘Ths Honorable Josuph R, Biden, Jr.
Presidont .

Utifted Sttoy Songte

Weshington, DC 20510

Pgr My, Prasidont:

, Thiy-ropon ts submiited pursnit tkp-.-w&qﬁq:;&‘;i 07 gud 583 6f the Foreign Mtelligence
Buiveillinge Aot of 1D7E (thie “Act™), as eriendud, S0 VST, § 180T or seg., utvd soution 118 0f

1ISA PATIRIOT Improvengnt avel Roeautharlzation Adt of 2008, Pub, L. No. 100177 {2006). 1n

nobordnnis with those peovigions, tils raport vovers all spplicktions muds by the Govertnmest
urings oalstidor yenr 2010 for authiority 1o conduot slsotronio surveillnnge for foreign intelluanse
gurpicsos undar te Ait, oIt simlieutions made by the Choverarvent dusing caladar yeue 2010 for
neomis to derain bushiss tecords (invlutitug the produstion. of topgible Hitngs) for forelgn

Tttt gomee pariuis; and worttes rorywsa e byt Tedusal Biveny o tnvestigation-pursanst
o iatlondl seourity lothse ahionitios, buoddition, while not regelwed to do.so by stuguts, the
Clavarmont i praviding infopmation mnwmfu? the gyt of wppthontions mode dudag

ity ey SOT0-foy ahthiabity o vondiiot sy B sotveluss S Potig vetligai piosse,

Appiteaions Miads e Tordtgs Tntitligase Sturvelllaies Coyes Mty Colbidur
Voar S04 (seotion: 10 afi s Auk S0 UIC, § 18Ty -

Thring onlendpr your 2014, the Govarnment mude 1,879 applioations ty tha Pageign
Trigttyenst Survellinaue Court (herefialter “FIBCT) for authoriey to bairidiiot oleatsiiv.
gutveilinttin andior physiodd senroros Ror Foretgn intolfigonse putposes, Tho 1,374 spplications

. imutuds ugpiodtions tiudy-sotely for slavteonts supvelliiive, applicutions reudy solaty fbe
phiywlonl semol, apd oondbined apphiontions reqiraing oudority B dlesonis srvellfanoe and
pliyatival venpol, Ofthowo, §3 1 sppitantiony ohudod toguoste for authoriy to oonituet
© epstivanie survefliace. o - '

- Of thioye 1,511 apptieations, tive wore withdiwn by the Govenment. The Fl&é did ot

dtty any appllcations in whale; or in part, The FISC made moditiontions to the proposed.prders .

in fomstern spplicationy. Thus, the FISC approved collestion setivity in a toil of b8t of the
apytivetions tat inghuded requeats for uithorlty tr condurt clociranic sarvelllance.
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Puge 2
Appiteations for Access te Certuin Bustness Records (Inehuding the Production of
Tiingile Things) Mude Doring Caleadar Yoay 2010 (soction 502 of the Ast, 50
UsC § 1862(0)(1}) .

Dusring ealondar yetir 2{) 10, the Oovernmﬁut made 96 applications to the F[SCZ for access
fo eertain business records (including the production of tangibla things) for foretgn htelligence
purpsses. The FISC did nov deny, In whole or i part, any such- applicatior filed by the
Government during ealendar year 2010, The FISC made medifications w 43 pmpvsxid orders fn

applications for hcoesy to business records,”

qunest« Mindo l’m' Covtnin Inforrirmtion C(mwrning mfﬁeruu Unlted Statos Porsons -

Purswant to Nuifonl Security Lettoy Anthorittes Duving Calerdlar Year 2010 (USA
PATRIOT Impravement and Reauthorization Act of 2008, Pub, L. Nos 109177 (2006))

: Pursuant to Seation 118 of the USA PATRIOT Inpravement and Reauthorigation Act,
Pub. L. 109177 (2008), the Department of Justios provides Congress with unnval reperts
rogarding requests made by the Foderal Burcau of tnvestigation (FBI) purstnt to the Mational
- Boourity Lateer (NSL) authorities provided in 12 U.S.C. § 3414, 15 US.C. § 1681, 15 US.C,
§ 1681y, 18 U.S.C. § 2709, and 50'U.5.C. § 436.

In 2010, the FBI made 24,287 NBL, requests (excluding requests for subscribar
information only) for uﬂnrmatwn concerning Unlied States persons. These sought nformation

_ pertginibg 1o 14,212 different United Stutes persons,

We hope thal this information is helpflil, Please do not hesjtate to contuct this ofties it
ycm would Hke additjonal assistance regarding thm or any other matler,

Sinoerely,

Ronald WﬁH
Assisiunt Attorney Generel
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Bnited States SEnGLe o it

WASHINGTON, DG 20810
2011 SEP 22 ARI0: 45
Septomber 21, 2011

The Honorable Eric Holder
Attorney Gianeral

United States Department of Justice
‘Washington, D.C. 20530

Dear Attorney General Holder:

As you know, we have been concerned for some timo that the U.S. govermnment is relying _
on soorst interpretations of survelllance enthorities that — in our judgment - differ
signifloantly from the public’s understanding of what Is permitted under U.S. law,

We believe that policymakers oan haye legitimate differenoes of opinion about what
types of domestio survelllanoe should be permitted, but we aiso bellsve that the American
people should be able to learn what thelr govarnment thinks that the law means, so that
voters have the ebility to ratify or reject decislons that elected officlals make on their

behelf. '

Unfortunetely, howaver, the decislon to olassify the government's interpretations of the
law itself mekes an informed debate on this issue impossible. Moreover, the absence of
publicly available information about the govarnment’s understanding of its authorities
increases the risk of the public being misled or misinformed about the official

interpretation of public laws.

While we are sure that you would agrae that government officials should not describe
government authorities in & way that misleads the publie, during your tenure Justice
Dopartment officials have ~ on & number of acansions — mado what we believa are
misleading statements pertaining to the government's interpretation of uryeillance law,

The first set of statements that concern us are the repeated clainis by Justice Department
officials that the governnient's authority to obtain busincss rocords or other ‘tangible
things' under section 215 of the USA. Patriot Act Is analogous to the use of a grand jury
subpoena, This comparison ~ which we consider highly misleading ~ has been made by
Justios Department officils on multiple ocoesions, including in testimony befors .
Congress, As you know, Scotion 215 authorities are not intorproted in the samo way that
grand jury subpoena authoritles are, and wé are conoerned that when Justlos Department
officials suggest that the two authoritles are “analogous” thay provide the public with a
false understanding of how surveillance law ls interpreted in practice,

Muore recently, we were troubled to leam that a Justice Dapartment spokesman stated that
“Sectlon 215 [of the Patrlot Aot] is not a searet law, nor has it been implemented under
seoret logal opinions by tha Justice Department.” This statement is also oxtremely
misleading. As the NSA General Counsel testified in July of this year, signifioant
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interpretations of section 215 of the Patriot Aot are contained in olassified opinlons of the
Porelgn Intelligence Surveillanoe Court and these opinions - and the legal interpretations
they contain — continue to be kept secret, In our judgment, when the government relies
on significant interpretations of public statutes that are kept seoret from the Amerloan
public, the government is effectively relying on secret law.

Again, we hope you will agree that misleading statoments of this nature are not in the
public interest and must be corrscted, Americans will sventually and inevitably come to
learn about the gap that currently exists between the public's underatanding of
government survelllance authorities and the official, classified interpretation of these
authorities. We believe thet the best way to avold a negative public reactlon and an
erosion of confidence in US intelligence agencles is to initlate an informed public debate
about thess authorities today, However, if the executive branch is unwilling to do thet,
then it Is particularly important for government officlaly to avold compounding the
problem by making misleading statements such as the ones we have desoribed here,

We urge you to correct the publio record with regard to these statements, and ensire that
everyone who speaks for the Justice Department on this issue is informed enough about it

to avoid similarly misleading statements In the future,

Thank you for your aftention to this matter,
Sincerely, '

"Ron Wyden Mark Udal
: United Btates Senator

United States Senator
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U.S. Department of Justice

. Office of Leglslative Affairs

Office of the Assisiant Atorney Qeneral Washingion, D.C. 20530

October 19, 2011

The Honorable Ron Wyden
United States Senate
Washington, D.C, 20510

Dear Senator Wyden:

Thank you for your September 21, 2011 letter to the Aftorney General concerning the
government's authority to obtain records under section 215 of the USA PATRIOT Act, We are
sending an identical response to Senator Mark Udall, who joined in your letter.

As you know, section 215 aliows the federal government to apply to the Forelgn
Intelligence Surveiliance Court (“FISA Court") for a court order directing the productlon of any
tangible things for an author{zed investigation to protect agalnst international terrorism or
clandestine intell[gence activitles. In order to Issue an order, the FISA Court must determine that
there aré reasonable grounds to believe that: (1) the tangible things sought ate relevant to an
suthorized natlonal security lnvestigation, other than a threat assessment; (2) the investigation is
being conducted under Guidelines approved by the Attorney General under Executive Order
12333 and (3) if a U.S. person is the subject of the Investigation, the investigation is not being
conducted solely on the basls of Firat Amendment protected activities. In addition, by law, the
FISA Court may anly requite the produetion of records that can be obtained with a grand jury
subpoena or-any other court order directing the production of records or tangible things. See 50
U.S.C, § 1861 (cX2)(D).

The government has made public that some orders issued by the FISA Court under
sectjon 215 have been used to support important and highly sensitive Intelligence coliectlon
operations, on which members of Congress have been fully and repeatedly briefed, During the
{ast Congress (jn December 2009), and In the current Congress (February 2011), the Department
of Justlce and the Intelilgence Community provided a doéument to the House and Senate
intelligence committees to be made avallable to all members of the House and Senate describing
the elassified uses of sectlon 215 in detal. The Intelligence and Judiciary Commitiees have been
- briefed on these operations multiple times and have had access to copies of the classified FISA
Court orders and opinlons relevant to the use of sectlon 215 In those matters, In addition, the
Department of Justice has provided Congress with classified and unclassified annual and semi-
annual written reports on section 215 use, and, over the years, has provided extensive briefings
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and testimony on the way this statute has been implemented pursuant to lawful FISA Court
orders. Most recently, in connection with the reauthorization of the PATRIOT' Act, the Attorney
General, the Director of the FBJ, and relevant heads of Intelligence Community agencies have all
testified or bricfed members of Congress on the operatlon of section 215, in addition to multiple
congressional hearlngs at which ather senior Department of Justice and Intelligence Community
officials testified and brlefed the issue over the past year. Armed with this information, the
Congtess, on & bipartisan basis and by large majorities, has repeatedly reauthorized section 213,
In May 2011, the Senate approved the legislation to reauthorize the statute and two other
provisions of the USA PATRIOT Act by a vote of 72-23 and the House voted in favor of the
legislatlon by 250-153. '

Agaidst this backdrop, we do not belleve the Bxecutive Branch ls operating pursuant fo
"secret law” or “secret opinlons of the Department of Justice,” Rathet, the Inteliigence ’
Community is conducting court-autharized intelligence activities pursuant to a pubiic statute,
with the knowledge and oversight of Congress and the Intelligence Committees of both Houses,
There Is also extensive oversight by the Executive Branch, including the Department of Justice
and relevant agency General Counsels and Inspectors General, as well as annual and semi-annual
reports to Congress as required by law.

To be sure, the FISA Court opinlons and orders relevant to the use of section 215 and
many other intelligence collection authorities are classified, This is necessary because public
diselosure of the actlvities they dizcuas would harm national sceurity and Impede the
effectiveness of the intelligence tools that Congress has authorized, This is true of many ather
intelligence activities that our government throughout its history has carried out in g classified
manner in the interest of national security, Since it s not possible to disclose these ectivities to
the public, Congress established the Senate and House intelligence committees to ensure that
Congress Is able to perform its proper oversight rale on behalf of the American people.

We appreciate and share your Interest in an lnformed public debate on how the
government intesprets and uses its intelligence collection authoritles, However, the Intelligence
Communlty has determined that public dlsclosure of the classified uses of section 215 would
expass sensitive sources and methods to our adversarles and therefore harm natlonal security.
As you know, the Attorney Genetal and a senior member of the Intelligence Community testified
in June 2011 in a closed hearing before the Senate Seloct Committee on Intelligence concerning
the classified uses of section 215, Thelr classified testimony addressed in detail the operations
carried out under the statute, thoir legal basis, their importance to national security, and the
reasons why neither the operations nor their detailed logat basis can be disclosed publlcly, As
they explained, the Execut|ve Branch has done everything it can to ensure that the people’s
elected representatives are fully informed of the intelilgence collection operations at issue and
" how they function. '
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Finally, with regard to the analogy between section 215 and grand jury subpoenas, as
noted above, séction 215 expressly provides that the court “may only require the production of a
tangible thing If such thing can be obtained with a subpocna duces tecum lssued by a court of the
United States in aid of & grand jury investigation or with any other order Issued by & court of the
United States directing the production of records or tangible things.” 50 U.8.C. §1861(c)(2)(D).
Grand jury subpoenas do not require the approval of a court but rather may be obtained with the
approval of a single prosecutor and may request a wide variety of records; the government is not
required to make any showing of relevance to a court before issuing such a subpoena, The
records obtained pursuant to a grand jury subpoena may concern the lawful activities of U.S,
citizens if those records are relevant to an investigation. A motlon to quash a grand jury
subpoena will be denied unless there ls “no reasonable possibility” that the category of
information the government.secks will produce {nformation relevant to the general subject of the
grand jury's investigation. In contrast, as discussed above, records collected under Section 215
require approval of en Article IIf judge sittlng on the FISA Court, and the government must
make an affirmative showing to that Court that the records ar¢ relevant to an authorized natlonal
security investlgatlon, Particularly in light of the statutory requirement that a seetion 215 order
may only obtain records that could be obtained via a grand jury subpoena (or court order), we
continue to belleve that the analogy between section 215 and a grand jury subpoena Is apt. This
is not to say, of course, that the factual context in which section 215 may be used for classified
intelfigence collecfion operations is the same ag it is for ordinary crimlnal matters.

in sum, given the constraints as to what can be discussed in an unclassified setting, we
believe that we have been as forthcoming as possible in our discussions of section 215.

Thank you for the opportunity to present our views, and please do not hesitate to contact
this office if we can be of further assistance regarding this or any other matter.

Sincerely,

Ronald Welch
Assistant Attorney General
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QOctober 5, 2009

“The Honorable Edc H. Holder
Attorney General of the United States ~ . :
U.S. Department of Justice ' .
930 Pennsylvania Ave, NW ' ' o :
Washington, DC 20530 . ' - ‘o

Dear M, Attorney General:

As the Coramittes continues its work concerning the USA Patriot Act and related
legislation, several sections of which expire this year, we are writing to ask that the Department
of Justice make publicly available additional information on the implementation of the Act. We
appreciated the Department's September 22 testimony before the Subcommittee on the
Constitution, Civil Rights, and Civil Liberties, in which it expressed the Administration’s
willingness to work with Congress on Patriot Act proposals to better protect Americans' privacy
and civil liberties, and in which it publicly provided important information about the use of the
“lone wolf" provision of the Act. In order for Congress to meaningfully consider whether and »
how to extend the “business records” section of the Act, however, we ask that the Department

work to provide additional public information on the use of that provision.

Specifically, at the September 22 hearing, Deputy Assistant-Attorney General Hinnen
testified that orders under Section 215 of the Act, which authotizes compulsory production of
“business records,” have been used 10 obtain “transactional information” to support “important
and highly sensitive intelligence collection.” He explained that some members of the.
Subcommittee and cleared staff have received some briefings on this topic, and that additional

 information could be mads available to them “in a ¢lassified sctting.” :

We have appreciated the information that has been provided, and fully understand the
importance of safeguarding our country's national security secrets, Too often in 2007 and 2008,
however, crucial information remained unknown to the pubic and many members of Congress
when Congress voted on important surveillance Jegislation affecting the interests of all
Americans, As has also been requested in the Senate, we ask that the Department work to make
publicly available additional basic information on the use of Section 215, so that Congress can
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more Opcnly and thoraughly consider the future of this authority while fu]ly prolecting our
national security secrets,

Please contact the Judiciary Commiitee office, 2138 Raybum Housc Office Building,
Washington, D.C, 20515 (tel.; 202-225-3951; fax: 202-225-7680) in response to this request.
'Thank you for your prompt attention to this matter,

Smc‘ercly, _
g~ e
s
-‘j""‘l‘-3-ﬂ "~ 3 "
“John Conyers, Jr. Jerrold Nadler - “ BobbyScott
Chairman Chauman ‘Subcommittee Chairmag, Subcommittee
on the Constitution, Civil on Crimie, Terrorism and

Rights and Civil Liberties Homeland Security

¢c: Ron Weich
The Honorable Lamar Smith

TOTAL P.003
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