From: r < >

To: Elory, Gillian <TSA OCC>; Ruggeri, Amy <TSA OCC=>; Pilcher, Marc <TSA OCC>

L & Wheaton, Kelly <TSA OCC>; Kent, Linda <TSA OCC>; Prosnitz, Susan <TSA OCC>; Itami, Brian; Thompson,
Mardi <TSA OCC>

Subject: FW: SPOT Referral Report User Guide

Date: Monday, July 8, 2013 10:02:00 AM

Attachments: SPOT Referral Report User Guide Final.doc
NEW! SPOT Referral Report v2.x|sm

As reguested

From: Hamilton, Nathan

Sent: Tuesday, July 02, 2013 9:08 AM
To: Bauer, John D <TSA OCC>

Cc: Tauber, Sarah

Subject: SPOT Referral Report User Guide

John,

The BDA Program has written a User Guide to assist the field in properly completing the SPOT
Referral Report. Sarah wanted the BDA Program to get your review of this User Guide before we
send it out to the BDOs in the field.

I've attached the User Guide, along with the Referral Report (current ssi password). Please let me
know if you can look this over by July 11 sc we can get it to the field.

Let me know if you have any questions or wish to discuss. We really appreciate your review of this
document. Thanks,

Nathan B. Hamilton
Behavior Detection & Analysis Program
Transportation Security Administration

Desk: 571-2274(b)( | F9-407N
(b)(6)

CONFIDENTIALITY: This e-mail and attachments are intended for the above name or names only and are confidential. If you
are not the intended addressee, or the person responsible for delivering it to the intended addressee, you may neither copy,
disseminate, nor distribute it to anyone else or use it in any unauthorized manner. To do so, is prohibited and may be
unlawful. If you receive this e-mail by mistake, please advise sender immediately by using the reply facility in your e-mail
software and delete it from your computer.
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or other action. For U.S. government agencies, public disclosure is governed by 5 U.S.C. 552 and 49 CFR parts 15 and 1520,
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1 INTRODUCTION

This guidance is intended to provide the user with an overview of the Screening of Passengers by
Observation Techniques (SPOT) Referral Report, instructions on how to complete the form, and
definitions of terms used in the form. For a more detailed description of SPOT behaviors and
other related parameters of this report, refer to the SPOT Standard Operating Procedures (SOP)
and Behavior Indicator Guide.

2 OVERVIEW
21 PURPOSE

The SPOT Referral Report exists to ensure consistent and accurate data tracking on all SPOT
referrals conducted in the field. Acting as a supplement to the Performance Measurement
Information System (PMIS) data entry tool, this ensures that a local record of the details of each
SPOT referral is maintained by the airport involved and in a national database. This information
is then analyzed by the Behavior Detection and Analysis Program (BDAP) Office to inform
decision makers on the SPOT Program and may also be used during audits, investigations, or as
evidence in court. A SPOT Transportation Security Manager (STSM), or designee, is responsible
for reviewing SPOT Referral Reports prior to entry into the PMIS database, as outlined in this
guidance and the SPOT SOP.

2.2 DEFINITIONS

Artfully Concealed Item — An item hidden on a person or in accessible property in order to
evade detection.

BDO Activity — The specific job function being performed by the BDO at a given time, such as
Checkpoint, Playbook, VIPR, etc.

Canine — Working as part of a Canine Screening of Individuals (CSOI) team.

Colorimetric Screening — A screening process certified by TSA for detecting certain possible
explosives compounds in powders and granular materials.

Explosives — Military, commercial, or improvised compounds characterized by their ability to
rapidly convert from a solid or liquid state into a hot gaseous compound with a much greater
volume than the substances from which they are generated.

ins Sensitive Security Information that is controlled under 49 CFR parts 15 and 1520. No part of this
record may be disclosed to persons withol in 49 CFR parts 15 and 1520, except with the written
permission of the Administrator of the Transportation Security Administration or the Secre z iz
release may result in civil penalty or other action, For U.S. government agencies, public disclosure is governed by 5 U.S.C. 552 and

49 CFR parts 15 and 1520, Page 3
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Explosive Trace Detection (ETD) — A device certified by TSA to detect explosive particles on
objects intended to be carried into the sterile area or transported onboard an aircraft.

Firearm — Any weapon, including a starter gun and antique firearm, that is designed to, or may
readily be converted to, expel a projectile by action of an explosive; or the frame or receiver of
any such firearm.

Hazardous Materials (HAZMAT) — Substances or materials that have been determined to be
capable of posing an unreasonable risk to health, safety, and property when transported in
commerce, and which have been so designated under the U.S. Department of Transportation
(DOT) HAZMAT Regulations (HMR).

Law Enforcement Officer (LEO) — A sworn employee of a government entity (Federal, to
include U.S. military police and U.S. Capitol police, State, Territorial, Tribal, and local, to
include Rail Police Officers), with full power of arrest, who is trained and commissioned to
enforce the public criminal laws of the jurisdiction(s) in which he or she is commissioned.

Liquid Container Screening (LCS) — A screening process using devices certified by TSA for
detecting explosives in containers holding liquids or gels.

Managed Inclusion — A risk-based real-time threat assessment initiative performed by a team of
BDOs and PSCs which directs passengers who have undergone some form of screening or risk

mitigation procedures from the standard screening lane to the TSA Pre v lanes.

National Special Security Event (NSSE) — A domestic or international event, occurrence,
contest, activity, or meeting, which, by virtue of its profile or status, represents a significant
target, and therefore, warrants additional preparation, planning, and mitigation efforts. The
Department of Homeland Security (DHS) is responsible for designating an event as an NSSE.

Plain Clothes Operations — (PCO) Conducting SPOT covertly while on duty in plain clothes.

Prohibited Items — Items that cannot be transported in accessible property, on an individual’s
person, or in checked baggage.

Referral — Performing SPOT Referral Screening on an individual who met the SPOT behavior
threshold. This can be during resolution screening in the checkpoint, or casual conversation on
someone who is not entering the screening process. Capture the time spent while performing any
necessary responsibilities related to the referral, with the exception of reporting.

Resolution Pat Down- The act of passing the hands over the body of a clothed individual to
detect prohibited items. A RESOLUTION PAT-DOWN is designed to detect prohibited items
secreted on an individual’s body, as described in the Resolution Pat-Down SOP.

Security Information that is controlled under 49 CFR parts 15 and 1520. No part of this
record may be disclosed to persons without a “need to i d 1520, except with the written
permission of the Administrator of the Transportation Security Admlmstratmn or the Secretary of Transpor :
release may result in civil penalty or other action, For U.S. government agencies, public disclosure is governed by 5 U.S.C. 552 and

49 CFR parts 15 and 1520, Page 4
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Sterile Area — A portion of an airport, defined in the airport security program, that provides
passengers access to boarding aircraft and to which the access is generally controlled by TSA or
by an aircraft operator under 49 CFR Part 1544 or an air carrier under 49 CFR Part 1546,
through the screening of persons and property.

TSA Pre v — A risk-based initiative that allows select frequent flyers of participating airlines and

members of U.S. Customs and Border Protection (CBP) Trusted Traveler programs who are
flying on participating airlines, to receive expedited screening benefits during domestic travel
including use of a dedicated lane and relaxed divestiture requirements.

2.3  ACRONYMS

AIT Advanced Imaging Technology

ATF Bureau of Alcohol, Tobacco, Firearms and Explosives
BDA Behavior Detection and Analysis Program Office
BDO Behavior Detection Officer

CBP United States Customs and Border Protection
CC Casual Conversation

CCTV Closed-Circuit Television

DEA Drug Enforcement Administration

ETD Explosives Trace Detection machine

FAM Federal Air Marshal

FBI Federal Bureau of Investigation

ICE U.S. Immigration and Customs Enforcement
LCS Liquid Container Screening

LEO Law Enforcement Officer

NSSE National Special Security Event

oD Operations Directive

ontains Sensitive Security Information that is controlled under 49 CFR parts 15 and 1520. No part of this

record may be disclosed to persons wi i CFR parts 15 and 1520, except with the written
permission of the Administrator of the Transportation Security Administration or the Secretar & i
release may result in civil penalty or other action. For U.S. government agencies, public disclosure is governed by 5 U.S.C. 552 and

49 CFR parts 15 and 1520, Page 5
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PARIS Performance and Results Information System
PCO Plain Clothes Operations

PII Personal Identifiable Information

PMIS Performance Measurement Information System
PSC Passenger Screening Canine

RPD Resolution Pat-down

SOP Standard Operating Procedures

SPD Standard Pat-down

SPOT Screening of Passengers by Observation Techniques
SSI Sensitive Security Information

STSM SPOT Transportation Security Manager

TSOC Transportation Security Operations Center
TISS Transportation Information Sharing System
TSM Transportation Security Manager

TSO Transportation Security Officer

VIPR Visual Intermodal Prevention and Response

WTMD Walk-Through Metal Detector

24  ACCESS AND STORAGE A copy of the SPOT Referral Report must be maintained by
each airport that has been authorized to conduct SPOT and must be password protected. This
report must not be left unprotected or stored on a SharePoint page accessible by those without a
need to access the form such as Transportation Security Officers (TSQO) or Transportation
Security Managers (TSM). The SPOT Referral Report is designated as Sensitive Security
Information (SSI) and may not be altered.

Records of these reports are kept on file for the minimum amount of time allowed by the
National Archives and Records Administration (NARA). At this time there is no disposition
schedule and no records may be destroyed.

contains Sensitive Security Information that is controlled under 49 CFR parts 15 and 1520. No part of this
record may be disclosed to persons ined in 49 CFR parts 15 and 1520, except with the written

permission of the Administrator of the Transportation Security Administration o 3 8 ion. Unauthorized

release may result in civil penalty or other action. For U.S. government agencies, public disclosure is governed by 5 U.S.C.

49 CFR parts 15 and 1520, Page 6

TSA 15-00014 - 013825



3 DATA ENTRY

This section will provide users with an explanation of how to fill in each field within the SPOT
Referral Report and its purpose or definition.

31 HEADER
pae:_| Tme: | Aipor: | |
First Observed By: ;mqm| Play Operation: | Pilot Name:
Frinary BDO (Last, First): Addiional BDO (Last, First):
‘Secondary BDO [Last, First): ‘Additional BDO (Last, Firstf:

B340 U S C § 1140

This section records all pertinent historical information concerning the SPOT referral, including
who was involved, the BDO Activity that initiated the referral, where the event took place, when
the referral occurred, and which other reports, if any, were associated with this referral.

3.1.1 DATE: The date the referral was performed, using MM/DD/YYYY format. If the
referral report is submitted on a different date than the referral was actually performed, ensure
this section accurately reflects the date of the referral.

3.1.2 TIME: The time the referral was initiated, using local military time. Ensure the
time in this section indicates the initiation of the referral, not the time the referral report was
generated.

3.1.3 AIRPORT: The airport in which the referral occurred, using the International
Civil Aviation Organization (ICAQO) airport code. If the referral occurs during an off-site VIPR
mission, NSSE, or Special Event, this section will be populated with the primary airport
coordinating the effort.

3.1.4 FIRST OBSERVED BY: The BDO Activity that was performed when the first
behavior or indicator was observed that lead to the referral. Ensure this field accurately reflects
the role of the officer making the initial observation, regardless of the location at which the
referral is conducted.

Example: A PCO BDO observes behavior(s) in the public area. The PCO BDO informs
the BDO team assigned to the checkpoint that the individual is proceeding to the checkpoint
queue. At the checkpoint the individual’s behaviors require he/she be referred. The “first
observed” field should indicate “PCO BDO” as the BDO Activity.

Example: A Playbook BDO is transiting past a checkpoint en route to perform a Play and
relays observed behavior(s) to the checkpoint BDO team, which results in a SPOT Referral. This

7: This record contains Sensitive Security Information that is controlled under 49 CFR parts 15 and 1520. No part of this
record may be disclosei d in 49 CFR parts 15 and 1520, excepl with the wrntwn
permission of the Administrator of the Transportation Security Administration or the
release may result in civil penalty or other action. For U.S. government agencies, public disclosure is governed by 5 U.S.C. 552 and

49 CFR parts 15 and 1520, Page 7
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field will be marked “Checkpoint BDO” because the BDO Activity of the Playbook BDO at that
time was “in transit” and not while actively conducting a Playbook Play.

3.1.5 LOCATION OF REFERRAL: The physical location within the airport that the
referral was performed. This may be a checkpoint or public area. “VIPR location” should be
indicated for any off-side VIPR missions, NSSEs, or Special Events.

3.1.6 PLAY OPERATION: The name of the Playbook play associated with the
referral, if any. This section must be completed any time a referral is made as a result of, or in
association with a Playbook play. This field only appears in PMIS when “Playbook BDO™ is
selected from the “First Observed By” field. If a Playbook BDO was involved but did not initiate
the referral, indicate the play name in the Resolution Notes/Additional Information text box.

3.1.7 PILOT NAME: The full official name, without using abbreviations, of the pilot
program, if any (e.g. Assessor, Managed Inclusion). This is a text field rather than a drop-down
list, so it is important to maintain consistency and proper spelling. NOTE: This field is unrelated
to flight crew.

3.1.8 PRIMARY BDO: The name of one of the BDOs associated with the referral,
written in “Last, First” format. “Primary BDO” may or may not be the person who first observed
behavior. Airport management may determine how to identify which BDO name is entered into
this field and may develop a local system for designating what role will be considered the
“Primary BDO” (e.g. BDO performing casual conversation, BDO who assessed the initial
behavior, BDO conducting the bag search).

NOTE: The PMIS database stipulates “SPOT MEMBER 1.” which is synonymous with
the SPOT Referral Report field “Primary BDO.”

3.1.9 SECONDARY BDO: The name of one of the BDOs associated with the referral,
written in “Last. First” format. “Secondary BDO” may or may not be the person who first
observed behavior. Airport management may determine how to identify which BDO name is
entered into this field and may develop a local system for designating what role will be
considered “Secondary BDO” (e.g. BDO performing casual conversation, BDO who assessed the
initial behavior, BDO who conducted the bag search). This field is mandatory, even in situations
in which a BDO performs a SPOT referral alone. When there is no secondary BDO associated
with a referral, the option “No Partner” must be selected.

NOTE: The PMIS database stipulates “SPOT MEMBER 2.” which is synonymous with
the SPOT Referral Report field “Secondary BDO.”

3.1.10 ADDITIONAL BDOS: The names of any additional BDOs associated with the
referral, written in “Last, First” format. BDOs with any involvement in a referral must be listed,
regardless of participation in referral screening procedures (e.g. checkpoint BDO who observes a

: contains Sensitive Security Information that is controlled under 49 CFR parts 15 and 1520. No part of this
record may be disclosed to perso ", as defined in 49 CFR parts 15 and 1520, except with the written

permission of the Administrator of the Transportation Security Admini MAGLL f Transportation. Unauthorized
release may result in civil penalty or other action, For U.S, government agencies, public disclosure is gover FeeB.

49 CFR parts 15 and 1520, Page 8
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behavior but does not participate in casual conversation or property search; or PCO BDO who
reports a sign of surveillance). If more than four BDOs were involved in a single referral,
indicate the additional BDO names in the Resolution Notes/Additional Information text box.

(2)(3)49 US.C § 114(n)

3.2  SECTION 1: ENVIRONMENTAL BASELINE

Section 1 Environmental Baseline (Please prn‘u‘l’de a brief narrative of the environmental baseline at the time of the leﬁrra.\"he.l.n'.v‘,\

This section captures the environmental baseline, defined in SPOT SOP Section 1.2 as behaviors
and appearances that are typical and expected at the time and location where SPOT is being
conducted, at the time the SPOT referral was initiated. Considering at a minimum the factors set

WARNING: This record contains Sensitive Security Information that is controlled under 49 CFR parts 15 and 1520. No part of this
record may be disCios SO e i i nd 1520, except with the written

permission of the Administrator of the Transportation Security Administration or the Secretary of Transportation. Unauthoriz

release may result in civil penalty or other action, For U.S, government agencies, public disclosure is governed by 5 U.S.C, 552 and

49 CFR parts 15 and 1520, Page 9
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forth in SPOT SOP Section 3.3, provide a brief narrative overview of all aspects of the
environmental baseline that pertain to the specific referral.

J(b)(3):49 USC §114(n |
Examp
0)E)40USC § 11400

3.3  SECTION 2: OBSERVATION AND BEHAVIOR ANALYSIS

Ml Section 2| Obscrvation and Bebavioranalysis =
D)(3)49 U.SC.§ 114{n)

This section records the referred individual’s behaviors and appearance cues as they were

observed while performing SPOT screening, as well as the primary reason the referral was
(B34 USC § 114(1)

conducted on an individnal
(b)3)49US C § 114

3.3.1 BEHAVIOR: Under the “Reason for Referral” subsection, this field can only be
DIEIAe US G § 1140)

(2)3) 42 US.C §114()

sensitive Security Information that is controlled under 49 CFR parts 15 and 1520 No parl of this
record may be disclosed to persons without a “*need to know™, as de

permission of the Administrator of the Transportation Security Administration or the Secr(tarv of Transportation. Unauthorized
release may result in civil penalty or other action, For U.S, government agencies, public disclosure is governed by 5 U.S.C, 552 and

49 CFR parts 15 and 1520, Page 10
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bIGI49 0S5 C § 1140

3.5  SECTION 4: SIGNS OF DECEPTION

Saction d  Sians of Decention (If two (21 or more siana of decestion are identified durina casusi converaation_automatic LEQ notification is initisted )

b)3149 US.C.§ 114(1)

(BHS)49USC § 1140

This section records any signs of deception observed
B34S USC § 1140

3.6  SECTION 5: POSSIBLE SUICIDE BOMBER INDICATORS

Section § | Possible Suicide Bomber Indicators

D340 U5 G & 114D

(D)3)49 USC.§114(n

WARNING: This record contains 'sen'i]me Security Information that is controlled under 49 CFR parts 15 and 1520. No part of this
i a “‘need to know™, as defined in 49 CFR parts 15 and 1520, except with the written

permission ul the Administrator of the Transportation Security Transportation. Unauthorized

release may result in civil penalty or other action. For U.S. government agencies, public disclosure is govern

49 CFR parts 15 and 1520, Page 12
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(B340 USC §114(n (b)3/40USC §114
(r)

3.7  SECTION 6: POSSIBLE SURVEILLANCE ACTIVITY

Plmmaible Bramomillmmn o A akissties Toim 0 = | 2O

D40 USC § 1140

(b)(3)49

This section records the ahservation of anv ciong of nossible snrveillance activity

G349 US C. 8 114()

3.8 SECTION 7: AUTOMATIC LEO NOTIFICATION

(b)}3)49 US.C § 114(n [

This section records the reason for LEO involvement during the SPOT screening process.

(D348 US.C 81140

WARNING: This recnrd contains Sensitive Security Information that is controlled under 49 CFR parts 15 and 1520. No part of this
sslos ersons without a *need to knuw”, as dct‘ ncd in 49 CFR parts 15 and 1520, except with the written

permission ur the Administrator of the Trant stration or the Secretary of Transportation. Unauthorized

release may result in civil penalty or other action. For U.S. government agencies, public dis 5,C. 552 and

49 CFR parts 15 and 1520, Page 1
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3.10 SECTION 9: PROHIBITED ITEMS

BG20UST § 1140

B340 USC § 1140

3.11 SECTION 10: ALARM RESOLUTION

0)(3)49 US.C_§114(1)

7 This record contains Sensitive Security Information that is controlled under 49 CFR parts 15 and 1520. No part of this
record may be disclosed to persons wi " & > 2 XL i ¢ written
permission of the Administrator of the Transportation Security Administration or the Secretary of Transportation. Unauthorized

release may result in civil penalty or other action, For U.S. government agencies, public disclosure is governed by 5 U.S.C, 552 and
49 CFR parts 15 and 1520, Page 17
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3.12 SECTION 11: RESOLUTION STATEMENT

Section 11 Resolution Statement
Resolution:
Resoled by TSA trough BPOT refrral screening
Resolved by TSA theough casual conversaion [NOT a checkpoindi

Questoned and released by LEQ
Questoned and arresied by LED

Rekrred for inveshgalion by LEQ

LEO respondedidid not queston

LEQ did ot respond (provide detads below]
Cied by LEO (H known)

ek by LED (Ifknown)

Denied bosrding by carnier

Densed access i Sierie Arsa by TSA

Demed access o Sierie Area by LED (i known)

This section notes the type of resolution obtained during SPOT referral screening and captures
all relevant details concerning the referral. All BDO reporting should capture only the facts, and
the information should be in plain language and coherently organized. Any additional relevant
information not recorded elsewhere in the SPOT Referral Report is captured in the “Resolution
Notes/Additional Information” field. Any resolution involving LEQO mandates the completion of

the “Automatic LEO Notification” and “LEO Resolution” sections | ** Sty
DG4 USC 81140

b)3)49 USC §114(n

nly one type of resolution may be selected, except when
an individual is denied boarding or access to the sterile area.

3.12.1 RESOLVED BY TSA THROUGH SPOT REFERRAL SCREENING: Select this
field when an individual who met the threshold for additional screening|(b)(3)'49 Us.C.8 11400 |was
successfully screened per SPOT SOP Section 3.7 and did not escalate to require LEO
notification.

3.12.2 RESOLVED BY TSA THROUGH CASUAL CONVERSATION (NOT AT
CHECKPOINT): This field should be selected when casual conversation was the onl

screening available to the BDO(s) for an individual who met the SPOT threshold |{2/) 49
Y349 USC.§ 1140 [PE#UsC:

means of

put did not escalate to require LEO notification

NS TS L 5 TTHT]

3.12.3 QUESTIONED AND RELEASED BY LEOQO: Selected when an LEO responds
and interviews the individual. This applies when no other action in this section was taken by an
LEO.

3.12.4 QUESTIONED AND ARRESTED BY LEO: Select this field when an LEO
responds and confirms that the individual was arrested. If the BDO is informed at a later time or
date that the final disposition of the individual was arrest, this field may be updated to include

WARNING: This mcnrd contains ‘aemmve Security Information that is controlled under 49 CFR parts 15 and 1520. No part of this
“‘need to know”, as defined in 49 CFR parts 15 and 1520, Lxccpt with the written
permission ol the Administrator of the Transportation Security ;
release may result in civil penalty or other action, For U.S. government agencies, public dnsclosure is governed by 5 U.S.C, 552 and

49 CFR parts 15 and 1520, Page 18
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the most up to date information. If this occurs, indicate the previous resolution and date of
change in the LEO Resolution Notes text box.

3.12.5 REFERRED FOR INVESTIGATION BY LEO: This field should be selected
when the acting lead law enforcement agency either transfers the individual into the custody of
another agency or sends the individual’s information to another agency for further investigation.

3.12.6 LEO RESPONDED/DID NOT QUESTION: This field should be selected when
an LEO responds to a BDO call for an individual who met the threshold for LEO notification,
but does not question the individual. In this circumstance, the LEO may or may not conduct a
database check. If known, indicate in the LEO Resolution Notes text box any actions that the
LEO did take, such as running an NCIC check.

3.12.7 LEO DID NOT RESPOND: Select this when an LEO is notified that a BDO
requests assistance and does not respond to the incident. If known, indicate the reason for the
LEO not responding in the LEO Resolution Notes text box.

3.12.8 CITED BY LEO (IF KNOWN): This field should be selected when an LEO
responds, issues the individual a citation or summons to appear in court, and allows them to
proceed. If known, indicate the reason for which the citation or summons was provided in the
LEO Resolution Notes text box.

3.12.9 HELD BY LEO (IF KNOWN): This field should be selected when an LEO
responds, and either detains or takes the individual into custody. This applies when the LEO
escorts the individual away from where the incident took place and does not confirm if the
individual was arrested or scheduled to be released. Provide any applicable details in the LEO
Resolution Notes text box.

3.12.10 DENIED BOARDING BY CARRIER: Select this field when the air carrier is
notified of an individual who met the SPOT threshold and denies them access to their scheduled

flight [PEAR USC S T140
3.12.11 DENIED ACCESS TO STERILE AREA BY TSA: Select this field when the
FSD, FSD Designee, or other TSA duthorlty does not permit an individual who met the QPOT

threshold to proceed into the sterile area. |(b (Br48 US C § 114(1) |
H(b) TAGUS G § 11400

3.12.12 DENIED ACCESS TO THE STERILE AREA BY LEO (IF KNOWN):
Select this field when an LEO does not permit an individual who met the SPOT threshold to
: £ (b)3)749 USC. § 114()
proceed into the sterile area

ntains Sensitive Security Information that is comrolled under 49 CFR parts 15 and 1520. No part of this
record may be disclosed to persons withou arts 15 and 1520, except with the wrntlen

permission of the Administrator of the Transportation Security Administration or the Secretary o

release may result in civil penalty or other action. For U.S. government agencies, public disclosure is governed by 5 U.S.C. 552 and

49 CFR parts 15 and 1520, Page 19
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3148 USC & 1140)

If known, indicate the agency or department of the officer who denied
access in the LEO Resolution Notes text box.

3.12.13 ILLEGAL ALIEN: Under the “Identified by LEO or Passenger as” header,
select this field when it is confirmed that the individual is an illegal alien. The field will only be
selected when an LEO is notified. The illegal alien status may be confirmed by the individual
admitting to being an illegal alien or if an LEO confirms the individual’s status. If this field is
selected, an LEO should be notified and Section 7 should indicate Discovery of possible
evidence of criminal activity.

3.12.14 SELF DEPORTING: Under the “Identified by LEO or Passenger as™ header,
select this when it is confirmed to the BDO that the individual is self-deporting. This may be
confirmed by the individual admitting to self deport or an LEO confirms the individual is self-
deporting. If this field is selected, an LEO should be notified and Section 7, Automatic LEO
Notification, should indicate Discovery of possible evidence of criminal activity.

3.12.15 RESOLUTION NOTES/ADDITIONAL INFORMATION: This field is
intended to capture the full story of the referral. to include: where the behaviors were observed in the
operational environment, Bl any relevant details that do not fit elsewhere

on the form, and if possibrero—yropomorarecomrerseorom—with the individual and an
explanation/resolution of the behaviors. It should contain as much information as can be obtained by the
BDO or information shared with the BDO from another TSA party or LEO. Do not include any
Personally Identifiable Information (PII) on the form, including passenger names.

3.13 SECTION 12: LEO RESOLUTION

Section 12 LEO Resolution

Frimary LEO: Secondary LEO: Reason for Amest: LEO Resolution Notes: |
Local LEQ Local LEQ Unistanding warrarts
ATF ATF Currency
cBP CBP Suspected drugs
DEA DEA Thegal alen
FAM FAM Fraudulent documeris
FBi FBI Unruly passenger
ICE ICE Omher
Other List ofher reason br arreet

Listchher LED
Identified by LEO: Local ncefertCase Number

Currency Amount

Actual Amount [YesiNo)

Gurrency Gonfscaled (YesMNo)

Notifications

Screening Manager Noted: (Last, First) | |

This section records data regarding any LEO involvement associated with a SPOT referral. If
any item in this section is selected, the “Automatic LEO Notification” section must be
completed. If no LEO responds, this information must be filled out with information regarding
the type of LEO contacted as well as the resolution achieved regarding the incident that met the
LEO referral threshold.

;: This record contains Sensitive Security Information that is controlled under 49 CFR parts 15 and 1520. No part of this
record may be disclosed to persons w i i 20, except with the written

permission of the Administrator of the Transportation Security Administration or the Secretary of Transportation. Unauthorize
release may result in civil penalty or other action. For U.S. government agencies, public disclosure is governed by 5 U.S.C. 552 and

49 CFR parts 15 and 1520, Page 20
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3.13.1 PRIMARY LEQO: The agency or department that is first called to respond to a
SPOT referral that resulted in an LEO notification. This also applies if the first LEO called did
not respond. Only one option can be selected. If the notified agency or department is not listed,
select “Other” and type their affiliation in the text box provided.

3.13.2 SECONDARY LEO: Any additional agencies or departments that respond to a
SPOT referral that resulted in an LEO notification. Multiple selections are allowed. If the agency
or department of the LEO is not listed, type their affiliation in the “LEO Resolution Notes” field.

3.13.3 REASON FOR ARREST: The reason a referred individual is arrested by an
LEQO. Multiple options may be selected. If the reason is not listed, select “Other” and type the
reason in the text box provided.

3.13.4 LEO RESOLUTION NOTES: Any information relating to the resolution and
actions taken by an LEO during a SPOT referral. If any LEO Resolution is selected in section
11, this field is mandatory. Do not enter any (PII) on this form, to include officer names and
badge numbers. Document as much information as possible about the steps the officer(s) took
with the individual, such as running an NCIC check, and any details about the final disposition.

3.13.5 CURRENCY AMOUNT: Under the “Identified by LEQ™ subsection, type the
amount of currency discovered as told by the individual or LEO during SPOT referral screening. Convert
all foreign currency to USD. If the currency was foreign, please indicate the country and/or currency type
in the Resolution Notes/Additional Information field, if known. NOTE: A BDO must never
personally count an individual’s currency, ask an individual to the count the currency, or
ask an individual for the amount of currency in their possession.

3.13.6 ACTUAL AMOUNT (YES/NO): Under the “Identified by LEO” subsection,
indicate whether the amount of currency discovered was counted and confirmed by an LEO. If it
was, select “Yes.” Any other circumstance where the amount was not confirmed by a LEO will
qualify as “No.” For example, if an individual tells the BDO the amount of currency they have
but an LEO does not count and confirm the amount, select “No.”

3.13.7 CURRENCY CONFISCATED (YES/NO): Under the “Identified by LEO”
subsection, indicate whether a Law Enforcement Agency took possession of the currency that
was discovered during SPOT referral screening. If “Yes,” document the agency that confiscated
the currency in the LEO Resolution Notes field.

3.13.6 LOCAL INCIDENT/CASE NUMBER: Any locally-generated identification
number which pertains to an incident requiring automatic LEO notification. This number will be
generated by the LEO, who is not required to share this information with the BDO. NOTE: This
not the PARIS ID number.

3.14 FOOTER: NOTIFICATIONS

WARNING: This record contains ‘5&[‘!1]![\«’2 Security Information that is controlled under 49 CFR parts 15 and 1520. No part of this

record may be diSCIoN yw”, as defined in 49 CFR parts 15 and 1520, Lxccpt with the wrntlen
permission of the Administrator of the Tranaportatmn Security Administration
release may result in civil penalty or other action, For U.S. government agencies, public disclosure is governed by 5 U.S.C. 552 and

49 CFR parts 15 and 1520, Page 21
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Notifications
Screening Manager Notfied: (Last, First) |
TSOC Notified: Yes o
CCV Copied: Yes Na

3.14.1 SCREENING MANAGER NOTIFIED: Type the name of the screening
manager who was called for the purpose of notification of the SPOT referral. This can be a
STSM or TSM. If multiple managers were notified, identify the first one called or the first one to
respond.

3.14.2 TSOC NOTIFIED: Select “Yes” for this field when it has been confirmed that
the TSOC was notified of the referral. All LEO referrals require TSOC notification. If the BDO
is not responsible for notifying TSOC directly, the BDO or STSM must follow up to verify that
the responsible party made the proper notification. If unknown or confirmed that TSOC was not
notified, select “No.”

3.14.3 CCTV COPIED: This field is to record if an individual who met the threshold
for SPOT referral screening was captured on CCTV, Select “Yes” if the footage contains all or
portions of the individual’s movements throughout the operational environment. Select “No” if
CCTV did not capture the individual at all or if CCTV utilization is unknown.

WARNING: This record col : formation that is controlled under 49 CFR parts 15 and 1520. No part of this
record may be disclosed to persons without a “need to know™, at i 15 and 1520, except with the wrntwn
permission of the Administrator of the Transportation Security Administration or the Secretary of Tran
release may result in civil penalty or other action. For U.S. government agencies, public disclosure is governed by 5 U.S.C. 552 and

49 CFR parts 15 and 1520, Page 22
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DEPARTMENT OF HOMELAND SECURITY
TRANSPORTATION SECURITY ADMINISTRATION

SPOT REFERRAL REPORT
INSTRUCTIONS: BDOs must completa this form for each individual that meets or exceeds the threshold, as well as for all fraveling companions. Al relevant fields must be completed. This requirement includes

individuals referred to LEO In accordance with the SPOT standard operating procedures. The SPOT Referral Report must nol be maintained with or attached to the Incident Report. All reports should be
reviewed by a SPOT Manager and entered into the SPOT database within 24 hours. Persenally Identifiable Information (Pl is not permitted on any SPOT Referral Report and must not be entered into the SPOT

database.
Dater Time: Airport; | |
Fist Observed By: Location of Referral: | Play Operation: Pilot Name:
Primary BDO {Last, Firsti: Additional BDO (Last, Firsti
Secondary BDO (Last, Firstl: Addltional BDO (Last, Firsty:

(b)(3)49 U.5.C. § 114(r)

Environmental Baseline (Please provide a brief narrative of the environmental baseline at the time of the referral below)

Section 1

Section2  Observation and Behavior Analysis
(b)(3):49 U.S.C. § 114(n)

Section 3 Unusual ltems
(b)(3):49 U.S.C. § 114(r)

Sectiond  Signs of Deception [If two (2) or more signs of deception are identified during casual conversation, automatic LEQ notification is initiated.)

{0)(3):49 US.C. § 114(r)

SERGTTIVE SECURITY TNFORMATION
F.R. PARTS 15 AND 1520. NO PART OF THIS RECORD MAY Bl

QNS WITHOUT A "I

E DISCLOSED TO PERS! NOW," AS DEFINED 1N 43 CF.R, PARTS 13 AND 1520,

EXCEPT WITH THE WRITTEN PERMISSION OF THE ADMINISTRA

oM H oy a -
AGENCIES, PUBLIC DISCLOSURE GOVERNED BY 5 115.C, 552 AND 43 C,F R, PARTS 15 AND 1520,

Page 10f2
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SPOT REFERRAL REPORT

Section 5 Possible Suicide Bomber Indicators
(b)(3):49 U.5.C. § 114(r)

Section 6  Possible Surveillance Activity (Two (2) = LEO)
(b)(3):49 U.S.C. § 114(r)

(b)(3):49 US.C_§ 114

Section 8  Passenger Data
(b)(3):49 U.S.C. § 114(r)

Section 9 Prohibited ltems
(b)(3):49 U.S.C. § 114(r)

Section 10 Alarm Resolution
(B)(3):42 U.S.C. § 114(r)

Section 11 Resolution Statement

(0)(3):49 U.5.C. § 114(r)

Section 12 LEO Resolution

Primary LEO: Secondary LEO: Reason for Arrest: [LEQ Resolution Notes: |
Lacal LEQ Local LEO 0 ding warrants
ATF ATF Currency
CBP CBP Suspeced drugs
DEA DEA lllegal alien
FAM FAM Fraudulent documents
FBI FBL Unruly passenger
ICE ICE Other
Other List other reason for arrest:
List other LEQ:
|
Identified by LED: Local IncidentiCase Number:
Currency Amount;
Actual Amount {Yes/Na):
Currency Confiscated (YesiNo):
&uﬂﬂ_catlons
Sereening Manager Notified: (Last, First) [ |
T50C Nosfied: Yes Mo
CCTV Copied: Yes No
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