Homeland Security Investigations | Forensic Laboratory

ALERT %

(B)(6) (B)T)(C) (BY(T)e) Counterfeit Angolan Passport

ALERT NO. 2018A-14 September 5, 2018

This entirely counterfeit Angolan passport was seized by U.S. Customs & Border Protection from a shipment destined to an individual in
California. Link analysis found related parcel seizures involving fraudulent passports that were shipped to other parts of the country. They
are believed to be part of a Nigerian network that uses fraudulent identity documents of various nationalities to open financial accounts
to collect the illicit proceeds of criminal activity using aliases. In several cases, the documents also contain a counterfeit non-immigrant
U.S. visa and may also be supported by a counterfeit secondary identity document such as a foreign driver’s license or national ID card.

The passport contains multiple spelling errors and missing security features. Quick detection points are described in this alert.
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LAW ENFORCEMENT SENSITIVE
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1) The counterfeit document is

missing the perforated passport

(b)(6) (b)(7)(C) number that should appear at the

top of pages 1 through 32.

(b)(6) (b)(7)(c) (b)(7)(e)

2) The foil on the counterfeit is
missing recognizable holographic

REPUBLICA

" DE details such as the words
ANGOLA “REPUBLICA DE ANGOLA”

and a sable antelope design.

RE]@H‘ICA DE ANGOLA 3) The circled letters in this area
PASSAPORTE should all have accent marks that

B PASSPORT are missing on the counterfeit.
Por diacritics were missi
F,STEPASSAPORTIDO PARA TODOS OS P@ES ortuguese diacritics were missing
1.

THIS PASSPORT 1S VALID FOR ALL COUNTR throughout the counterfeit

passport.
n 4) Note the difference in font
(b)(6) (b)(7)(c) between the counterfeit and
genuine for the typed passport
S i s | number. It should be printed at the
1 top of the number 1 printed as

part of the page’s background

design while it appears at the
Counterfeit bottom of the number on the

counterfeit.

(b)(7)(e) (b)(6) (b)(7)(C) ' Page 2 of the passport booklet

contains  secondary  personal

information and includes a
portrait, fingerprint and signature
of the bearer.

1) Looking at the area within the
box shaped outline, this portion of
the UV insignia should be blank,
but is filled in on the counterfeit
version of the UV feature.

2) There is a UV-reactive vertical
(b)(6) (b)(7)(C) security thread embedded into the
paper of the genuine page. It is
printed on to a counterfeit page
and is not UV reactive.

3) The signature line on a genuine
document has a UV-reactive box
that is missing on the counterfeit.

LAWENFORCEMENT SENSITIVE
This doctmentisthesproperty.of.U.S. DHS ICE HSI Forensic Laboratory and.this.informationsshall-not-bemodified
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Counterfeit Slovenian Passport

U.S. Customs and Border Protection (b)(6) (b)(7)(c) (b)(7)(e)

officers in Guaynabo, Puerto Rico,
encountered the counterfeit passport
shown here.

Fraud Indicators

(b)(7)(e)

GENUINE COUNTERFEIT

(b)(6) (b)(7)(c) (b)(6) (b)(T)(c) (b)(7)(e)

(b)(6) (B)(7)(c)

(b)(7)(e)

EAWENFORCEMENT SENSITIVE
This document is the property of U.S. DHS ICE HSI-FL and this information shall not be modified from its original format or distributed beyond the original recipients without prior authorization o
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(b)(6) (D)(7)(e)
GENINE (b)(6) (b)(7)(C) GENUINE

(b)(7)(e)

(b)(6) (b)(7)(c) (b)(7)(e)

LAW ENFORCEMENT SENSITIVE

This document is the property of U.S. DHS ICE HSI-FL and this information shall not be modified from its original fo%d the ori f the originator.
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GENUINE GENUINE

(b)(7)(e)

(b)(7)(e)

(®)(7)(e)

LAW ENFORCEMENT SENSITIVE
This document is the property of U.S. DHS ICE HSI-FL and this information shall not be modified from its original format or distributed beyond the original recipients without prior authorization of the originator.
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GENUINE GENUINE
(®)(6) (b)(7)(e) (b)(6) (b)(7)(e)
(b)(7)(e)
COUNTERFEIT COUNTERFEIT

(b)(6) (b)(7)(c) (b)(7)(e)

LAW ENFORCEMENT SENSITIVE
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Counterfeit Angolan Passport
ALERT NO. 2018A-14 September 5, 2018

This entirely counterfeit Angolan passport was seized by U.S. Customs & Border Protection from a shipment destined to an individual in
California. Link analysis found related parcel seizures involving fraudulent passports that were shipped to other parts of the country. They
are believed to be part of a Nigerian network that uses fraudulent identity documents of various nationalities to open financial accounts
to collect the illicit proceeds of criminal activity using aliases. In several cases, the documents also contain a counterfeit non-immigrant
U.S. visa and may also be supported by a counterfeit secondary identity document such as a foreign driver’s license or national ID card.

The passport contains multiple spelling errors and missing security features. Quick detection points are described in this alert.

(b)(6) (b)(7)(c) (b)(7)(e)

LAW ENFORCEMENT SENSITIVE

This documment is'the"property-of:l):S=DHS ICE HSL Forensic Laboratory-and:thissinformation shall not be modified
fromiits-originalformat or distributed beyond the original recipients without prior authorizationoftheroriginator:

USCIS006128 USCIS 6th Production - ICE Consultation
Page 7 of 16



% Homeland Security Investigations

Forensic Laboratory

Counterfeit Angolan Passport
ALERT NO. 2018A-14 Page 2

(b)(6) (b)(7)(c) (b)(7)(e) (b)(6) (b)(7)(c)

(d)(7)(e)

REPUBLICA

S DE
AN

REFUBLICA DE ANGOLA
PASSAPORTE
n PASSPORT

ESTE PASSAPORTH(ENA}IDO PARA TODOS 08 P@ES
THIS PASSPORTS YALID FOR ALL COUNTRIE,

+ [
(6)(6) (B)(7)(c)

ESTE PASSAPORTE CONTEM 32 PAGINAS NUMERADAS
THIS PASSPORT CONTAINS 32 NUMBERED PAGES
1

(b)(7)(e)

7 LAW ENFORCEMENT SENSITIVE™
This document is the property'ofU:S=DHS:ICE-HSLEorensic Laboratory and this.informationshalinetbefiodified
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(b)(6) (b)(7)(c) (b)(7)(e)

This entirely counterfeit Angolan passport was seized by U.S. Customs & Border Protection from a shipment destined to an individual in
California. Link analysis found related parcel seizures involving fraudulent passports that were shipped to other parts of the country. They
are believed to be part of a Nigerian network that uses fraudulent identity documents of various nationalities to open financial accounts
to collect the illicit proceeds of criminal activity using aliases. In several cases, the documents also contain a counterfeit non-immigrant
U.S. visa and may also be supported by a counterfeit secondary identity document such as a foreign driver’s license or national ID card.

The passport contains multiple spelling errors and missing security features. Quick detection points are described in this alert.

(0)(6) (b)(7)(c) (b)(7)(e)

LAW ENFORCEMENT SENSITIVE

This document is the Property of U:S=DHS-ICEHSkEorensiclaboratory-and-thisinformation shall not be modified
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(0)(6) (b)(7)(c) (b)(7)(e) 77
(b)(6) (b)(7)(c)

(b)(7)(e)

REPUBLICA

S DE

REFUBLICA DE ANGOLA

PASSAPORTE
n PASSPORT

ESTE PASSAPORTH(ENA}IDO PARA TODOS 08 P@ES
THIS PASSPORTS YALID FOR ALL COUNTRIE,

Bl ]

ESTE PASSAPORTE CONTEM 32 PAGINAS NUMERADAS
THIS PASSPORT CONTAINS 32 NUMBERED PAGES
1

(b)(7)(e) (b)(6) (b)(7)(c)

(b)(6) (b)(7)(c)

i LTAWENFORCEMENT SENSITIVE
This document is the property-of-U:S=DHS:ICEHSLForensic Laboratory and this. informationsshall:-not:-be-modified’
from.its.original.format-ordistributed"beyond the original recipients without prior authorizationrefthe-originator:
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This entirely counterfeit Angolan passport was seized by U.S. Customs & Border Protection from a shipment destined to an individual in
California. Link analysis found related parcel seizures involving fraudulent passports that were shipped to other parts of the country. They
are believed to be part of a Nigerian network that uses fraudulent identity documents of various nationalities to open financial accounts
to collect the illicit proceeds of criminal activity using aliases. In several cases, the documents also contain a counterfeit non-immigrant
U.S. visa and may also be supported by a counterfeit secondary identity document such as a foreign driver’s license or national ID card.

The passport contains multiple spelling errors and missing security features. Quick detection points are described in this alert.

(b)(6) (b)(7)(c) (b)(7)(e)

LAW'ENFORCEMENT SENSITIVE
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(b)(6) (b)(7)(c) (B)(7)(e) (b)(6) (b)(7)(c)

(b)(7)(e)

REPUBLICA

S DE
ANGOLA
REFUBLICA DE ANGOLA
PASSAPORTE
n PASSPORT

ESTE PASSAPORTH(ENA}IDO PARA TODOS 08 P@ES
THIS PASSPORTS YALID FOR ALL COUNTRIE,

4 |
(b)(6) (B)(T)(©)

ESTE PASSAPORTE CONTEM 32 PAGINAS NUMERADAS
THIS PASSPORT CONTAINS 32 NUMBERED PAGES
1

(b)(7)(e) (b)(6) (b)(7)(c)

(b)(6) (b)(7)(c)

) - LAW ENFORCEMENT SENSITIVE
This document is the propertyofU:SrDHS:ICGEHSLForensic Laboratory and this.informationshalinotbeTiodified
from.its.original-formatordistribated beyond the original recipients without prior authorizationrof-the-originator.
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Counterfeit Slovenian Passport

(b)(6) (d)(7)(c) (b)(T)(e)

U.S. Customs and Border Protection
officers in Guaynabo, Puerto Rico,
encountered the counterfeit passport
shown here.

Fraud Indicators

1 ®e)
GENUINE COUNTERFEIT
(b)(6) (b)(7)(c) (b)(6) (b)(7)(c) (b)(T)(e)
(®)(7)(e)
(b)(6) (b)(7)(c)

EAW-ENFORCEMENT-SENSITIVE
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(b)(6) (b)(7)(c)

GENUINE GENUINE

(b)(6) (d)(7)(c)

(b)(6)
(b)(7)(c)

(b)(7)(e)

(b)(7)(e)

(b)(7)(c) (b)(T)(e)

EAW-ENFORCEMENT SENSITIVE"
This document is the property of U.S. DHS ICE HSI-FL and this information shall not be modified from its original format or distributed beyond the ' ents without pror authorization of the originator.”
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GENUINE GENUINE

() (7N)(e)

(b)(7)(e)
(®d)(7)(e)
mW“ENF@RﬁEMENTSENSW IVE
 This document is the property of U.S. DHS ICE hall not be modified from its original format or distributed beyond the original recipients witt tor.
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GENUINE GENUINE

(b)(6) (b)(7)(e)
(b)(6) (b)(7)(e)

[ (b)(7)(e)

COUNTERFEIT COUNTERFEIT

(b)(6) (b)(7)(c) (B)(7)(e)

EAW"ENFORCEMENTSENSITIVE

This document is the property of U.S. DHS ICE HSIFL and this information shall not be modified from its ‘original format or distributed beyond the oniginal vithout pri of the
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