From: Blank, Thomas

Sent: Tue. 15 Mav 2018 18:54:34 +0000
To: (b)(6); (b)(7)(C) Erichs, Alysa

Cc: Turner, James

Subject: RE: IMSI Catchers/Stingrays
Importance: Normal

Thank{B1®

’
Y-S

Thomas Blank

Chief of Staff

U.S. Immigration and Customs Enforcement
U.S. Department of Homeland Security

202 732{(b)(6),

Cell 202 bY6B):

Fromi(b)(6)§ (B)(7)(C)

Sent: Tuesday, May 15, 2018 2:04 PM

To: Erichs, Alysal(b)(6): (b)(7)(C) Pice.dhs.gov>; Blank, Thomas {(b)(6); (b)(7)(C) Rice.dhs.gov>
Cc: |(b)(B): (b)(7)(C) [@ice.dhs.gov>

Subject: RE: IMSI Catchers/Stingrays

Thanks! Understood, just wanted you all to be awarel(b)(5)

From: Erichs, Alysa

Sent: Tuesday, May 15, 2018 2:03:06 PM
To:|()(6); (B)(7)(C)  Blank, Thomas

Cc:

Subject: RE: IMSI Catchers/Stingrays

I will (0) (5), (b) (7)(E)
(b) (5). (b) (7)(E) Would recommend sending to OCIO as well.

Thanks,
Alysa

From ®)(©); (B)7)(C)
Sent: Tuesday, May 15, 2018 1:41 PM

To: Blank, Thomas [(b)(6); (b)(7)(C) [@ice.dhs.gov>

Cc|(b)(6); (b)(7)(C) [@ice.dhs.gov>; Erichs, Alysa|(b)(6); (b)(7)(C) Pice.dhs.gov>
Subject: RE: IMSI Catchers/Stingrays

Importance: High

(b)(B);
(h)M7)(O)

As discussed, attached is the deck with all proposed redactions, comments removed, and ready for the
inter/intra agency coordination requested by leadership. We are sending the attached to ICE, USSS and
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FBI for review and comment. As mentioned, this is a very quick turn|(b)(5)

(b)(5)

IF you have any questions, please don’t hesitate to reach out. Adding Alysa Erichs for her awareness,
but haven’t had the same conversation with her to explain the backstory(b)(5) Alysa-

feel free to reach out and | can bring you up to speed.

Many thanks,

b)(6); (b)(7)(C)

Director, Office of Legislative Affairs
National Protection and Programs Directorate
U.S. Department of Homeland Security

(b)(6); (0)(7)(C)

From: Blank, Thomas |(b)(6); (b)(7)(C) b}ice.dhs.gov]
Sent: Tuesday, May 15, 2018 1:32 PM

To:{(b)(8); (b)(7)(C)

Ce:{(b)(8); (b)(7)(C)

@ice.dhs.gov>

Subject: RE: IMSI Catchers/Stingrays

(b)(6);

[HNYirAYS

Please reach out to

b)(6);
[ Yea¥ia

as | will be in meetings most of the rest of the day.is a SA assigned to the

oD
Thanks,

Tom

Thomas Blank
Chief of Staff

U.S. Immigration and Customs Enforcement
U.S. Department of Homeland Security

202 732{(b)(6)]
Cell 202 591 b)(6

From;|(b)(6); (b)(7)(C)

Sent: Tuesday, May 15, 2018 1:16 PM

To: Blank, Thomas q(b)(6); (b)(7)(C)Rice.dhs.gov>
Subject: IMSI Catchers/Stingrays

Importance: High

Sir,
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Apologies for reaching out directly, but | have a hot issue that | think ICE may have equities on that |
want to bring to your attention and also give you a chance to review. | need to get something to S1

today, so it’s a quick turn... regarding IMSI catchers/stingrays,l(b)(5)

(b)(5)

Hope all is well!
Best,

(b)(6); (B)(7)(C)

Director, Office of Legislative Affairs
National Protection and Programs Directorate
U.S. Department of Homeland Security

(b)(6); (B)(7)(C)
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From:
MicrosoftExcha nge(b) (7)E) @icegov.onmicrosoft.com on behalf

of Blank, Thomas

Sent: Tue, 15 May 2018 18:55:03 +0000
To: [(B)(B): (BX)7XC) Erichs, Alysa
Cc: [(B)(E); (b)(7)(C)

Subject: RE: IMSI Catchers/Stingrays
Attachments: RE: IMSI Catchers/Stingrays
Importance: Normal

Sender:|(b)(8); dice.dhs.gov
Subject: RE: IMSI Catchers/Stingrays

Message-Id:
<(b) (5), (b) (7)(E) amprd09.prod.outlook.

wice.dhs.gov

Cc|(b)(6); a@ice.dhs.gov
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From: Blank, Thomas

Sent: Tue, 15 May 2018 18:50:38 +0000

To: [b)(B); (b)(7)(C) |

Subject: FW: IMSI Catchers/Stingrays

Attachments: Proposed redactions marked - 5.15.2018.pdf
Importance: High

©)6)

NPPD sent this over and HSI looked it ov
concerns. Please have a look and advise

Tom

Thomas Blank

Chief of Staff

U.S. Immigration and Customs Enforcement
U.S. Department of Homeland Security

202 73](b)(B):
Cell 202 594(b)(B):

er, |t was suggested that it be sent to you in case there are

(b)(6), _jf there are.

Wi AP

(b) (5). (b) (B), (b) (7)(C), (b) (7)(E)
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(b) (5). (b) (B), (b) (7)(C), (b) (7)(E)
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(b) (5), (b) (6), (b) (7)(C), (b) (7)(E)
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(b) (5). (b) (6), (b) (7)(C), (b) (7)(E)
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From: [(b)(8); (b)(7)(C) |

Sent: Tue, 15 May 2018 20:33:30 +0000
To: Erichs, Alysa;Blank, Thomas

Cc: Turner, James;Benner, Derek N
Subject: RE: IMSI Catchers/Stingrays
Importance: Normal

Alysa,

Great to talk to you! Thanks again to all of you for taking the time and the quick turn. I

very much appreciate it. [(P)(5)

b)(5) ['will be sure to keep you all posted.

Let me know if you all ever need anything from this end!

Best,

(b)(6);
(b)T7)(C)

From: Erichs, Alysa

Sent: Tuesday, May 15, 2018 4:29:42 PM
To|(b)(6); (b)(7)(C) [Blank, Thomas

Cc: Turner, James; Benner, Derek N
Subject: RE: IMSI Catchers/Stingrays

(b)(6);

LI\ TN SN

(b)(5)

If you need additional information, please let me know.

Thank you,
Alysa

Alysa D. Erichs

Acting Deputy Executive Associate Director
Homeland Security Investigations
Washington. DC

202-732{b)(6);
hY(7)(]
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(b) (5). (b) (B), (b) (7)(C), (b) (7)(E)
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(b) (5). (b) (B), (b) (7)(C). (b) (7)(E)
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From:

MicrosoftExchange(b) (). (b) (7)(E) @icegov.onmicrosoft.com on behalf
oi](b)(G): (b)(7)(C) |_

Sent: Tue, 15 May 2018 20:34:39 +0000

To: Erichs, Alysa;Blank, Thomas

Cc: Turner, James;Benner, Derek N

Subject: RE: IMSI Catchers/Stingrays

Attachments: RE: IMSI Catchers/Stingrays

Importance: Normal

Sender{(P)(6); (B)(7)(C)
Subject: RE: IMST Catchers/Stingrays
Message-Id: <(b) (7)(E)

Recipient:|(b)(6); @ice.dhs.gov
Recipient:|(b)(7)(C) ice.dhs.gov
Recipient{{h)(R) Dice.dhs.gov
Recipient:{b)(6): ()TN Clwice.dhs.gov
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From: [b)(®): (B)(7)(C)
Sent: 2 Apr 2013 11:47:54 -0400

To: (b)(6); (b)(7)(C)
Cc:

(b)(6); (b)(7)(C)
Subject: RE: Stingray/Portable Cell Tower Technology

(b)(6);
(b)M(7)(C)

b)(5); (B)(B); (b)(7)(C); (b)(7)(E)
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(b)(S); (B)(7)(E)

Regards

(b)(6); (b)(7)(C)

Unit Chief

Technical Operations
Homeland Security Investigations
Immigration & Customs Enforcement
Department of Homeland Security
Desk: (703) 55)(b)(6);
Cell: (571) 245|B)7)(C)
b)(6); (b)(7)(C)

From{®)(6); ®)(7)(C) |

Sent: Tuesday, April 02, 2013 10:54 AM
To:|(b)(8); (b)(7)(C)

Cc:
Subject: RE: Stingray/Portable Cell Tower Technology

(6)6)

Thanks_ If | could get a briefing sometime in the next couple of weeks on this, | would appreciate it.
Happy to head down to TechOps if that’s easier. Just let me know.

Privacy Officer
Assistant Director for Privacy & Records
U.S. Immigration & Customs Enforcement
Direct: (202) 7324(b)(6);
Main: (202) 7324(b)(7)(C)

Questions? Please visit the Privacy & Records Office website at http://intranet.ice.dhs.gov/sites/oop/.

From: |(b)(6); (b)(7)(C

Sent: Monday, April 01, 2013 5:57 PM
To3(b)(6); (b)(7)(C)

Cc:
Subject: RE: Stingray/Portable Cell Tower Technology

(b)(6);

[NVirAViaA)
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HSI is under his shop with () (7)(E) b)(8): fcan provide you

| have copied in TechOps Unit Chie{(b)(©); (b)(7)(C) bs the Stiniray program for
with a briefing and information on the HSI program managed by Tec Ops.

(b)(3): (b)(7)(E)

Thanks

(b)(8); (b)(7)(C)

Deputy Assistant Director
Law Enforcement Support & Information Management (LESIM)
Homeland Security Investigations (HSI)
Immigration and Customs Enforcement (ICE)
Department of Homeland Security (DHS)
(202) 732{®)6); |
|(b)(6); (B)(7)(C) |

Warning: This email and any attachments are UNCLASSIFIED//FOR OFFICIAL USE ONLY (U//FOUOQ). It contains mformauon that may be exe
from public release under the Freedom of Information Act (5 U.S.C. 552). It is to be controlled, stored, handled, tra
disposed of in accordance with DHS policy relating to FOUO information and |s nottober
have a valid "need-to-know" without prior approval of an authoriz
either in written or verbal form. If you ar €d recipient or believe you have received this communication in error, please do not

print, copy, retra ate, or otherwise use this information. Please inform the sender that you received this message in error and
e message from your system.

stributed, and
ublic or other personnel who do not
~No portion of this email should be furnished to the media,

From{(b)(G); (b)(7)(C) |

Sent: Monday, April 01, 2013 5:42 PM

To:|(0)(6); (b)(7)(C)

Subject: FW: Stingray/Portable Cell Tower Technology
Importance: High

Let’s talk...

(b)(6);

Privacy Officer

Assistant Director for Privacy & Records

U.S. Immigration & Customs Enforcement

Direct: (202) 732(b)(6);

Main: (202) 7321(b)(7)(c
\

Questions? Please visit the Privacy & Records Office website at http://intranet.ice.dhs.gov/sites/oop/.

From}(b)(b‘); (b)7)C)
Sent: Mon April 01, 2013 2:42 PM
'(f: b)(6); ()(7)(C)

Subject: Stingray/Portable Cell Tower Technology
Importance: High
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b)(6);
b)(7)(C)

b)(3)

Stingray: A portable, electronic surveillance device for remotely capturing data
from cell phones. Designed to simulate a cell phone tower and capture
information, including location data, which can be done even when the phone is
not making a phone call.

The technology is being used by the FBI and other law enforcement agencies.

1) Slate: FBI Files Unlock History Behind Clandestine Cellphone Tracking Tool
http://www.slate.com/blogs/future tense/2013/02/15/stingray imsi catcher fbi files unl
ock history behind cellphone tracking.html

2) Wall Street Journal: 'Stingray' Phone Tracker Fuels Constitutional Clash
http://online.wsj.com/article/SB10001424053111904194604576583112723197574.html

3) The Washington Post: Little-known surveillance tool raises concerns by judges,
privacy activists
http://www.washingtonpost.com/world/national-security/little-known-surveillance-tool-
raises-concerns-by-judges-privacy-activists/2013/03/27/8b60e906-9712-11e2-97cd-
3d8clafe4f0f story.html

b)(3)

[’'m out on Tuesday, April 2, 2013, but am free this afternoon and much of the remainder of this
week if you need to chat.

Best wishes,

(b)(6);

VA Viw AV oY

(b)(6): (0)7)(C) _ [M.S., J.D., CIPP/US/G
b)(6); (b)(7)(C)

Homeland Security
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. U.S. Department of Homelund Security
Securlt Washington, DC 20528
LiNp S ; 202.343-1717, pia@dhs.gov

www.dhs. gav/privacy

%ﬁv w0

Privacy Threshold Analysis
Version number: 01-2014

Page 3 0f 11
—AWENFORCEMENT-SENSIHVE AW ENFORCEMENT-SENSHVE—

SPECIFIC PTA QUESTIONS

1. Reason for submitting the PTA: Updated PTA

U.S. Immigration and Customs Enforcement (ICE) Homeland Security Investigations (HSI) is renewing
the Over the Air Technology PTA (last adjudicated April 3, 2015) and replacing it with this PTA for Cell
Site Simulators (CSS).

HST uses CSS to track mobile phones within the course of carrying out criminal investigations. HSI's use
of this technology has always proceeded under established internal practices (e.g., obtaining first-level
supervisor approval prior to applying for a court order) and appropriate legal process. Before this
technology is used, HSI obtains court orders or search warrants (depending on the judicial district)
through the appropriate United States Attorneys’ Offices which authorize the use of this technology. If
HSI partners with another department or agency on a case, that office may be responsible for obtaining
the court order or warrant. This can include such partnerships with the U.S. Department of Justice, U.S.
Drug Enforcement Administration (DEA). or state and local law enforcement agencies.

(b)(7)(E)

(b) (5). (b) (7)(E)
Kb)(7)(E)

(b)(7T)(E)

b)(7)E)

—LAW ENFORCEMENT SENSHHVELAW ENEORCEMEMT-SENSHHIVE—
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www.dhs. gav/privacy

Privacy Threshold Analysis
Version number: 01-2014

—AW-ENFORCEMENT SENSHHVELAW-ENFOREEMENT SENSHHVE—

Page 50f11

b)(7)(E)

(b) (5). (b) (7)(E)

(0)(7)(E)

2. Does this system employ any of the
following technologies:
If you are using any of these technologies and
want coverage under the respective PIA for that
technology please stop here and contact the DHS
Privacy Office for further guidance.

[] Closed Circuit Television (CCTV)
(] Social Media

(XI Web portal” (e.g., SharePoint)

[] Contact Lists

(] None of these

(b) (5). (b) (7)(E)

—AW-ENFORCEMENT-SENSHHVELAW-ENFORCEMENT-SENSHHVE—
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Homeland

. U.S, Department of Homelind Security
Securlt Washington, DC 20528
; 2023431717, pia@dhs.gov

www.dhs.gav/privacy

Privacy Threshold Analysis
Version number: 01-2014

Page 6 of 11
TAW-ENFORCEMENT-SENSHHVELAW-ENFOREEMENT-SENSITHVE

(b) (5). (b) (7)(E)

3. From whom does the Project or
Program collect, maintain, use, or
disseminate information?

Please check all that apply.

4. What specific information about individuals is collected, generated or retained?

No information about individuals is maintained on the CSS device itself.

(b)(7T)(E)

3 DHS defines personal information as “Personally Identifiable Information™ or PII, which is any information that
permits the identity of an individual to be directly or indirectly inferred, including any information that is linked or
linkable to that individual, regardless of whether the individual is a U.S. citizen, lawtul permanent resident, visitor to
the U.S., or employee or contractor to the Department. *“Sensitive PII” is PIL, which if lost, compromised, or disclosed
without authorization, could result in substantial harm, embarrassment, inconvenience. or unfairness to an individual.
For the purposes of this PTA, SPII and PII are treated the same.

AW ENFORCEMENT SENSTTHYELAW-ENFORCEMENT-SENSHHVE-
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Homeland

. U.S, Department of Homelind Security
Se urlt Washington, DC 20528
C ’ 202-343-1717, pa@dhs.gov

www.dhs. gav/privacy

Privacy Threshold Analysis
Version number: 01-2014
Page 7 of 11
HAW-EMFORCEMENT-SENSHHVEAW-ENFOREEMENT-SENSHIVE—

Any information included in the warrant, court order, or subpoena can also include name and email of the
agent(s)/officer(s) working the case and can include name of the Department/Agency, state, local law
enforcement agency (as applicable) that is part of the investigation. This information is stored in the ROL.

[] No. Please continue to next question.
(Xl Yes. If yes, please list all personal identifiers
used: Name of the HSI case agent

4(a) Does the project, program, or system
retrieve information by personal identifier?

4(b) Does the project, program, or system No.
use Social Security Numbers (SSN)? ] Yes.

4(c) If yes, please provide the specific legal
basis and purpose for the collection of NA
SSNs:

4(d) If yes, please describe the uses of the
SSNs within the project, program, or NA
system:

4(e) If this project, program, or system is
an information technology/system, does it
relate solely to infrastructure? [] Yes. Ifalog kept of communication traffic,

please answer the following question.

No. Please continue to next question.

For example, is the system a Local Area Network
(LAN) or Wide Area Network (WAN)?

4(f) If header or payload data® is stored in the communication traffic log, please detail the data
elements stored.

N/A

(b) (5). (b) (7)(E)

5. Does this project, program, or system
connect, receive, or share P11 with any
other DHS programs or systems?’

5 When data is sent over the Intemet, each unit transmitted includes both header information and the actual data being sent. The header identifies
the source and destination of the packet, while the actual data is referred to as the payload. Because header information, or overhead data, is only
used in the transmission process, it is stripped from the packet when it reaches its destination, Therefore, the payload is the only data received by
the destination system.

(b) (7)(E)

—HAW-ENFORCEMENT-SENSTHYELAW-ENFORCEMENT-SENSHHVE-
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Privacy Threshold Analysis
Version number: 01-2014

Page 8 of 11
—HAW-ENFORCEMENT-SENSHHVELAW-ENFOREEMENT-SENSHHVE—

(b) (5). (b) (7)(E)

6. Does this project, program, or system
connect, receive, or share PII with any
external (non-DHS) partners or
systems?

6(a) Is this external sharing pursuant to (b) (5), (b) (7)(E)
new or existing information sharing
access agreement (MOU, MOA, LOI,
etc.)?

7. Does the project, program, or system [ Ne.
provide role-based training for
personnel who have access in addition
to annual privacy training required of
all DHS personnel?

(X Yes. If yes, please list:

Per an HSI policy memo, personnel who use this
technology are required be trained on how to
operate it and with respect to privacy and civil
liberties.

(b) (5), (b) (7)(E)

8. Per NIST SP 800-53 Rev. 4, Appendix
J, does the project, program, or system
maintain an accounting of disclosures
of PII to individuals who have
requested access to their PII?

9. Is there a FIPS 199 determination?®

(] Unknown.

8 FIPS 199 is the Federal Information Processing Standard Publication 199, Standards for Security Categorization of
Federal Information and Information Systems and is used to establish security categories of information systems.

—HAW-ENFORCEMENT SENSTHYELAW-ENFORCEMENT-SENSHHVE-
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—AWENFORCEMENT-SENSHHVELAW-ENFOREEMENT-SENSHHVE

X No. ICE OCIO has yet to issue a FIPS-199

determination.
[] Yes. Please indicate the determinations for each
of the following:

Confidentiality:
[ ] Low [_] Moderate [_] High [_] Undefined

Integrity:
(] Low [] Moderate [_] High (] Undefined

Availability:
(] Low [_] Moderate [] High [] Undefined

PRIVACY THRESHOLD REVIEW

(TO BE COMPLETED BY COMPONENT PRIVACY OFFICE)

Component Privacy Office Reviewer: SE)\ (6), (b) (7)

Date submitted to Component Privacy

Office: May 29,2019

Date submitted to DHS Privacy Office: Click here to enter a date.

Component Privacy Office Recommendation:
Please include recommendation below, including what new privacy compliance documentation is needed.

ICE is submitting this PTA to renew and update the information provided in the 2015 Over the Air
Tracking Technology PTA. The ICE Privacy Division recognizes that () (3), (b) (7)(E)

(b) (5), (b) (T)(E) and
(b) (5), (b) (T)(E) As such, a PIA is required. ICE
recommends (£) (3), (b) (7)(E) SORN coverage

is provided under DHS/ICE-009 - External Investigations (Jan. 5, 2010, 75 FR 404).

(TO BE COMPLETED BY THE DHS PRIVACY OFFICE)

DHS Privacy Office Reviewer: b)(6); (b)(7)(C)

—HAW-ENFORCEMENT-SENSHHVELAW-ENFORCEMENT-SENSHHVE—
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MEMORANDUM FOR: Christian Marrone
DHS Chief of Staff

FROM: Alan D. Bersin
Assistant Secretary for International Affairs
& Chief Diplomatic Officer, PLCY

SUBIJECT: Request for Approval: Response to Senator John Tester’s
November 18, 2015 Letter Regarding the Department's
Policies on Cell-Site Simulators (WF #1112753)

Context: This response addresses Senator John Tester’s questions about DHS’s cell-site
simulator policy. The response: [?)()
(b)(5)

Clearance:

e CRCL:
FEMA:
ICE:
MGMT:
OGC:
OLA:
PRIV:
TSA:
USSS:
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FOR OFFICIALUSE-ONEY—

Timeliness: There are no timeliness concerns related to this letter which has been fully
cleared and is being submitted to ESEC within the eight business day standard.

TOR OFFICIAL USE ONEY
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Page 1134
Withheld pursuant to exemption

(b))

of the Freedom of Information and Privacy Act




Page 1135
Withheld pursuant to exemption

(b))

of the Freedom of Information and Privacy Act
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Withheld pursuant to exemption

(b))

of the Freedom of Information and Privacy Act
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Withheld pursuant to exemption

(b))

of the Freedom of Information and Privacy Act













