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To whom it may concern:

December 29, 2009

This letter constitutes a request pursuant to the Freedom of Information Act, 5
U.S.C. § 552 made jointly to the U.S. Attorney for the District of Massachusetts and the
Federal Bureau of Investigations. The Request is submitted on behalf of the American
Civil Liberties Union of Massachusetts and its educational arm, the American Civil
Liberties Union Foundation of Massachusetts (jointly referred to as ACLUM).

Background

Over the past nine years, the federal government has implemented or expanded
various programs that have resulted in an unprecedented degree of information sharing
between federal and state law enforcement agencies and in the increased federalization of
law enforcement activities in general and anti-terrorism activity in particular. This
request seeks documents regarding the nature and extent of the cooperative efforts of
federal, state and local law enforcement agencies through three federal programs: the
Massachusetts Joint Terrorism Task Force (JTTF); the National Joint Terrrorism Task
Force (NJTTF); and the Massachusetts Anti-Terrorism Advisory Council (ATAC).

In September 2001, Attorney General Ashcroft directed every U. S. Attorney
district to establish an Anti-Terrorism Task Force to coordinate the dissemination of



information and the development of investigative and prosecutorial strategy in dealing
with terrorism throughout the country. On September 24, the Attorney General
reconstituted each of the ATTFs as an Anti-Terrorism Advisory Council (ATAC) chaired
by the U.S. Attorney.! Its responsibilities were defined as: (1) coordinating specific
antiterrorism initiatives; (2) initiating training programs; and (3) facilitating information
sharing. The operational arm of the ATAC is the JTTF, but ATAC retains, at least in
theory, operational responsibility for some investigations. 2

The U.S. Department of Justice has stated that the mission of the JTTF, which was
formed in some districts as early as 1990, is to “detect and investigate terrorists and
terrorist groups and prevent them from carrying out terrorist acts directed against the
United States.” Operating from the FBIs field office, the JTTF has primary
responsibility for terrorism investigations. It is the “operational unit that conducts field
investigations of actual or potential terrorism.”™ JTTF has also been described by the FBI
as providing “one stop shopping for information.” JTTF is not limited to FBI agents
and includes members from other federal, state, and local law enforcement agencies that
have signed a Memorandum of Understanding (MOU) with JTTF. Non-FBI personnel
are subject to security clearance and are specially deputized as federal agents.

The NJTTF was established by the FBI in 2002 to support the JTTFs and provide
enhanced communication and coordination.® Located at FBI headquarters in Washington,
it is comprised of representatives of every U.S. agency that collects and processes
terrorist intelligence and provides intelligence coordination and support for JTTFs
throughout the United States.”

In tandem with this expanded operational capacity and focus, the federal
government has created a national Information Sharing Environment (ISE), which was
defined in Section 1016 of the Intelligence Reform and Terrorism Prevention Act of 2004
as "an approach that facilitates the sharing of terrorism information." The FBI later
created eGuardian, a database where local law enforcement agencies can enter

I Memorandum for All United States Attorneys, September 24, 2003. http://www.justice.gov/ag/
readingroom/ag-092403.pdf

2 Id. See also http://www.]justice.gov/usao/ma/atac.html.

3 Dep’t of Justice, DOJ Terrorism task Force, Evaluation and Inspections Report I-2005-007, June 2005,
http://www.justice.gov/oig/reports/plus/e0507/background.htm

4Id.

5 FBI website, “PROTECTING AMERICA AGAINST TERRORIST ATTACK
A Closer Look at Our Joint Terrorism Task Forces,” http://www.tbi.gov/page2/may09/jttfs 052809.html

6 Id.

7 http://www.fbi.gov/page2/july04/njttf070204.htm
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“suspicious activity reports, potential terrorism threats (like a phoned-in bomb threat),
and terrorist incidents (like actual bombings).”® At the same time, state and local
government agencies in Massachusetts have separately established intelligence units
which are reported to be linked both to these national intelligence sharing systems and to
JTTF.

Notwithstanding the scale of these changes, little information about how these
cross-agency programs work in practice is readily available to the public. Given the
checkered history of internal security investigations in this country and the inherent threat
to personal privacy posed by nationwide intelligence information sharing, the creation of
a domestic intelligence and security apparatus requires the highest level of transparency
and public oversight. This request seeks basic information about the workings of the three
federal programs described above, including how authority is divided, how information is
shared, and what safeguards are in place to ensure the civil liberties of those whom it
targets.

D ment ht

JTTF

1. Records indicating the purpose and organization of the JTTF, its membership and
command structure and relationship with the Federal Bureau of Investigation and
the Office of the United States Attorney.

2. Documents containing the location of all JTTF offices in New England.

3. Records indicating the number of FBI personnel assigned to JTTF and, of that
number, how many are (a) field agents or investigators, (b) intelligence analysts
and (c) support personnel.

4. Records identifying each federal, state or local agency other than the FBI that
participates in the JTTF and the number of employees of each such agency
assigned to JTTF.

5. Memoranda of understanding, contracts or agreements between the Massachusetts
Joint Terrorism Task Force (JTTF) and (a) any federal agency, (b) the
Commonwealth of Massachusetts or any department, agency, authority or official
of the Commonwealth, and (c) any Massachusetts city or town or any department,
agency or official of a Massachusetts city or town providing for the assignment of
personnel to JTTF.

8 http://www.fbi.gov/page2/sept08/eguardian_091908.html
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6. Records showing the number of JTTF personnel whose responsibilities require
them to be physically present at the Commonwealth Fusion Center or the Boston
Regional Intelligence Center.

7. Records describing the formal structure of information sharing between JTTF and
(a) e-Guardian, (b) the Information Sharing Environment, and (c) local
intelligence agencies in Massachusetts, including the Boston Regional
Intelligence Center (BRIC), the Commonwealth Fusion Center (CFC) and the
Massachusetts Bay Transportation Authority (MBTA) or the Massachusetts
Department of Transportation (Mass DOT).

8. Records describing the procedure and standards for sharing of information or
intelligence with the Commonwealth Fusion Center (CFC) and with the Boston
Regional Intelligence Center (BRIC); records of communications between JTTF
and BRIC and CFC concerning access to information and operational
responsibility for investigation.

9. Memoranda of understanding, contracts or agreements between the JTTF and (a)
any federal agency, (b) the Commonwealth of Massachusetts or any department,
agency, authority or official of the Commonwealth, and (c) any Massachusetts
city or town or any department, agency or official of a Massachusetts city or town
providing for the collection, disclosure or sharing of information or intelligence
concerning individuals or organizations;

10. Records, other than technical standards and requirements, describing information
or intelligence that is disclosed or shared through the national Information
Sharing Environment or e-Guardian.

11. Documents showing the budget of the Massachusetts JTTF, including sources of
funding from 2005 to present.

12. Documents describing prosecutorial priorities for the Massachusetts JTTF; any
documents showing rules, regulations and procedures regarding the operation of
the Massachusetts JTTF;

13. Documents discussing rules or guidelines for JTTF compliance with 28 CFR Part
23.

NJTTF



14.

15.

ATAC

16.

17.

18.

19.

20.

21

22.

23.

24.

Documents describing the relationship between the National Joint Terrorism Task
Force (NJTTF) and the Massachusetts JTTF.

Documents describing the relationship between the NJTTF and the
Commonwealth of Massachusetts, any of its cities, towns, agencies, police
departments or other law enforcement units in Massachusetts, colleges or
universities.

Records indicating the present structure, purpose and membership of the
Massachusetts Anti-Terrorism Advisory Council;

Records created after January 1, 2005 of the agenda, attendees and minutes of the
Massachusetts ATAC.

Records describing investigative and prosecutorial priorities or strategies
recommended or approved by Massachusetts ATAC.

Records of communication between the Office of the United States Attorney and
members of Massachusetts ATAC;

Records of communications between the Massachusetts JTTF and members of
Massachusetts ATAC;

. Records of communications between the Boston Office of the FBI and members

of Massachusetts ATAC

Documents describing the relationship between ATAC and the Massachusetts
JTTF including records describing specific measures recommended or approved
by ATAC to (1) coordinate specific antiterrorism initiatives; (2) initiate training
programs; and (3) facilitate information sharing.;

Documents describing the relationship between ATAC and the Commonwealth of
Massachusetts, any of its cities, towns, state or local agencies, police departments
or other law enforcement units or officials in Massachusetts, colleges or
universities.

Documents showing the budget for the Boston ATAC, including funding sources
for the years 2005 to present.



Requester is entitled to a fee waiver

ACLUM is entitled to a fee waiver under the FOIA statute and Department of
Justice Regulations for two reasons. First, ACLUM qualifies as a representative of the
news media. Second, release of the records requested is in the public interest and not in
any commercial interest of the requestor.

1. ACLUM is a representative of the news media as defined in the statute and
regulations.

ACLUM is entitled to a fee waiver because it is a representative of the news
media under both the FOIA statute and the Department of Justice regulations regarding
FOIA fees. 5 U.S.C §551(a)(4)(A)(i1); 28 CFR 16.11(d)(1). ACLUM is a representative
of the news media in that it is an organization “actively gathering news for an entity that
is organized and operated to publish or broadcast news to the public,” where “news” is
defined as “information that is about current events or that would be of current interest to
the public.” 5 U.S.C. § 552(a)(4)(A)(ii)(II); 28 CFR § 16.11(b)(6).

In addition, ACLUM meets the statutory definition of a “representative of the
news media” because it is “an entity that gathers information of potential interest to a
segment of the public, uses its editorial skills to turn raw materials into a distinct work,
and distributes that work to an audience.” Nats Security Archive v. Dep t of Defense, 880
F.2d 1381, 1387 (D.C. Cir 1989). See also Electronic Privacy Information Ctr. v. Dep t of
Defense, 241 F.Supp. 2d 5, 10-15 (D.D.C. 2003) (finding non-profit interest group that
disseminated an electronic newsletter and published books was a “representative of the
media” for purposes of FOIA.)

ACLUM, a not-for-profit, non-partisan organization with over 22,000 members
and supporters across Massachusetts is dedicated to the principles of liberty and equality.
As the Massachusetts affiliate of the national ACLU, a not-for-profit, non-partisan
organization with over 500,000 members nationwide, ACLUM distributes information
outside of Massachusetts.

Gathering and disseminating current information to the public is a critical and
substantial component of ACLUM’s mission and work. ACLUM publishes newsletters,
news briefings, reports and other printed materials that are disseminated to the public. See
Exhibits A — C. These materials are widely available to everyone, including tax-exempt
organizations, not-for-profit groups, law students and faculty, at no cost. ACLUM also
disseminates information through its heavily subscribed website, www.aclum.org, a blog,
http://www.massrightsblog.org and regular posts on social media sites such as Facebook
and Twitter. See Exhibits D — F.  Our web postings address civil liberties issues in depth,
provide features on civil liberties issues in the news, and contain hundreds of documents



http://www.aclum.org
http://www.aclum.org
http://www.massrightsblog.org
http://www.massrightsblog.org

that relate to the issues addressed by ACLUM. The website includes features on
information obtained through the FOIA. See, e.g., www.aclum.org/ice.

These characteristics are typically sufficient to convey “representative of the news
media” status on FOIA requesters. Courts have held that “[i]t is critical that the phrase
‘representative of the new media’ be broadly interpreted if the act is to work as expected
... I[n] fact, any person or organization which regularly publishes or disseminates
information to the public ... should qualify for waivers as a ‘representative of the news
media.”” Electronic Privacy Ctr. v. Dep t of Defense, 241 F.Supp, 2d 5, 10 (D.D.C. 2003).

On account of these factors, the ACLU has not been charged fees associated with
responding to FOIA requests on numerous occasions.’

2. The records sought are in the public interest and ACLUM has no
commercial interest in the disclosure.

In addition, ACLUM is entitled to a waiver or reduction of fees because “[d]
isclosure of the requested information is in the public interest because it is likely to
contribute significantly to public understanding of the operations or activities of the
government,” and “[d]isclosure of the information is not primarily in the commercial
interest of the requester.” 5 U.S.C. § 552(a)(4)(A)(ii1); 28 CFR § 16.11(k)(1)(1) and (i1).

This request aims at furthering public understanding of government conduct, and
specifically to help the public determine the ways in which government agencies work
together to share information and intelligence gathered through intra-agency initiatives
involving law enforcement and other public and private entities. Recent media coverage
of the growing concern about such initiatives demonstrates the public interest in the
documents sought. See e.g. Report: FBI paid controversial NJ blogger for help,
Associated Press, November 29, 2009, Stephanie Ebbert, Fusion Center takes aim at
terror, But secrecy alarms civil libertarians, The Boston Globe, September 26, 2005; T.J.
Greaney, ‘Fusion center’data draws fire over assertions: Politics, banners seen as
suspect, Columbia Daily Tribune, March, 14, 2009; Hilary Hylton, Fusion Centers:

9 The following are examples of requests in which government agencies did not charge the ACLU or
ACLUM fees associated with responding to a FOIA request: (1) Immigration and Customs Enforcement
granted the ACLU of Massachusetts a waiver of all search fees for a request submitted on Jan. 25, 2007; (2)
The Office of Science and Technology Policy in the Executive Office of the President told the ACLU that it
would waive the fees associated with a FOIA request submitted by the ACLU in August 2003; (3) The
Federal Bureau of Investigation did not charge the ACLU fees associated with a FOIA request submitted by
the ACLU in August 2002; (4) The Office of Intelligence Policy and Review did not charge the ACLU fees
associated with a FOIA request submitted by the ACLU in August 2002; and (5) The Office of Information
and Privacy in the Department of Justice did not charge the ACLU fees associated with a FOIA request
submitted by the ACLU in August 2002.



Giving Cops Too Much Information?, Time Magazine, March 9, 2009; Robert O’Harrow,
Jr., Centers Tap Into Personal Databases, State Groups Were Formed After 9/11, The
Washington Post, April 2, 2008; Ryan Singel, Fusion Center Cash Infusion, Wired
Magazine, March 14, 2007; Brent Kendall, FBI to Assess Actions Before Hood Shooting,
The Wall Street Journal, December 9, 2009.

ACLUM is a non-profit organization whose sole purpose is the protection of civil
rights and liberties for all persons in the Commonwealth of Massachusetts and, as such,
has no “commercial interest” in the information.

Conclusion

If our request is denied in whole or part, we ask that you justify all deletions by
reference to specific exemptions of the FOIA. We expect you to release all segregable
portions of otherwise exempt material. We reserve the right to appeal a decision to
withhold any information or to deny a waiver of fees.

We are applying in a separate letter for expedited processing of this Request.
Notwithstanding your determination of that application, we look forward to your reply to
the Request within twenty (20) business days, as required under 5 U.S.C. § 552(a)(6)(A)

(1).

Thank you for your prompt attention to this matter.



