U.S. Department of Justice

Cinited States Attorney
Southern District of New York

&6 Chembery Streed, 3rd Floor
MNew York New York 10007

March 13, 2012

BY E-MAIL

Richard Haddad

Proskaver Rose LLP

Lleven Times Square

New York, NY 10036-8209
E-mail: rhaddad{@proskauer.com

Re:  ACLUetal v FBIetul, 11 Civ. 07562 (WIHP)

Dear Richard:

Pursuant to the Stipulation and Order, dated December 9, 2011, and on behali ol (he
Federal Bureau of Investigation (“FBI™) and the United States Department oi Justice (“DQJ™.
we are releasing Lhe enclosed documents in partial response to the Freedom of Taformation Act
{"[FOTIA™Y request that is the subject of the above-referenced case,

The I'BI has completed its searches for responsive records, and has completed processing
of 1382 pages of documents responsive to the plaind(f's FOLA request. Of these 1382 pages,
258 are being released in full or in part. Information in the documents released in part is being
withheld pursuant to 5 U.S.C. § 552 (b)(1}, {b)&). (b)(THc), (b} THe), or because the information
is outside the scope of the FOIA request. Additionally, of the 1382 pages, 1108 pages are being
withheld in full pursnant to 5 1.8.C, § 552 (b)(1), or because material on those pages is outside
the scope of the FOIA request. The FBI is continuing to process an additional approximately
1000 pages of potentially responsive material,

The Office of Information Policy (“CIP™) has completed its searches for responsive
records as well as its processing of Lhose records, OLP identified 15 records, lotaling 257 pages,
of tesponsive material, and is releasing in full eight documents, totaling 26 pages, and
withholding 16 full four documents, totaling (en pages, pursuant to 5 11.5.C. § 552 (bX 1}, (bX35).
In addition, one of Lhe records, totaling five pages, is a duplicate of the document that has been
withheld in full by the National Security Division {“NSD™) and is the subject the Govemment's
Motion for Partial Summary Judgment, filed on February 27, 2012, Lastly, one record, totaling
13 pages, was referred Lo the Office of Legal Counsel (*OLC™), and two records, totaling 208
pages, were referred to the Department of Justice’s Office of the Inspector General (OIG). The
two OIG records are the classilied versions of two 001G reports entitled, “A Review of Lhe
Federal Bureau of Investigation's Use of Section 215 Orders for Business Records,™ dated March
2007, and A Review of ihe Federal Bureau of Investigation’s Use of Section 215 Orders for
Business Records in 2006, dated March 2008. OIG has referred these documents to the FRI,



However, the unclassified, redacied versions of these reports are currently posted on the CIG s
website af www.usdoj.zov/oly, under the heading O1¢ Reports.

The OLC has completed its seurches lor responsive records, and lound two documents,
bath ol which it is withholding in full pursvant to 5 1.S.C. § 552 (bX5). The record relerred
irom OIP to OLC was a duplicate ol onc of the two documents found in QLC*s own (iles.

The NS has completed its searches for responsive records, and released all non-exempt
matenal to the ACLU on August 22, 2011,

If vou have any guestions, please do not hesitate (0 contact us.
Respectfully,

PREET BHARARA
United States Altorney

By: sl
JOHN D. CLOPPER
EMILY DAUGHTRY
Asgistant United Stales Attorneys
Telephone: (212) 637-2716 {Clopper)
Telephone: (212) 637-2777 (Daughtry)
Facsimile: {212) 637-0033
john.clopper@usdo].zov
emily.daughtry @usdoj.pov




U.5. Departnient of Justice

Federal Bureau of Investigation

Weshingion, DO 20545

March 15, 2012

Mr. Alexander Ahdo
Amencan Civil Libertieg Unian
125 Broad Street, 18th Flogr
Mew York, NY 10004

Subject: U5, Patriol Act, Section 215 (March 8, 2006-
June 17, 20113

FOIA Ng.: 1167461- 000

Amencan Civil Liberties Umon, American Civil Liberties
Unign Foundation v, Federal Bureau of Investigation,
United States Depardment of Justice

Case No.: 1,11-cy-07562-YWHP

Crear Mr. Abde;

The enclosed makenal is provided in response (o the subjed FOLAS request and litigation. For this elease,
the FEI reviewed 1,382 pages and 258 pages are being released. The FBl expedls to make subsecquenl releases of
maberial responsive ko Ihe subject request and litigation at fture datbes as yet to be determined,

HNa fee is being assessed at this time. YWhen the hnal relgase is made, ACLY will be billed for the $5.00 fee
associated with this first release as well as the $15.00 duplication fee far the second release, lor a tolal of £20.00. Each
subseguent release will be made at a cost of $15.00

The enclosed documents were reviewsad under the Freedom of Information Act (FQLA), Title 5, U.S.C. § 552,
Deletions have been made ta protect information which is exempt from disclosure, with the apprapriate exemplions
naled on the page next to the excision. |0 addilion, a deleted page information sheel was inserled in the file 1o indicate
where pages were withheld entirely. The exemptions used to withhald infarmation are marked below and explained on
1ihe endosed Form QOPCA-16a:

Section 552 Section 552a
={mi1) O{by(F1es) Ofdps)
=(b)(2) THDTIE) (K2
S{(3} ai?icy ~(k3(1]

= (DITHDY Siki(2}
E(b)(FHE) S{k)(3}
= (DITHF} Lk (4}
(4} Z(bIE) 2{k)(5}
O(bHS; S(b)(9} “(kHE}
B(bHE) D (KT

@ Decument(sy were located which anginated with, or conlained information concerning sther
Government agency(ies) [OGA]. This information has been:

7 referred to the OGA for review and direct response to you.

. referred to the QGA for consultation. The FEl will correspond with you regarding this
information when the consultation is finished.



Enclosure(s)

Z In accordance wilh standard FBI practice, this response neither confirms nor denies the
existence of your subject's name on any walch lists.

E You have the right to appeal any denials in Lhis release. Appeals should be directed in writing to the
Director, Office of Information Policy, U.5. Deparlment of Justice, 1425 New York Ave. Nw.

Suile 11050, Washinglon, 0.C. 20530-0001. Your appeal must be received by OIF wilhin sixty (60) days
frorn the date of this letter in order 1o be considered timely. The envelope and Ihe lelter should be clearly
marked “Freedom of Infarmalion Appeal.” Please cite IThe FOIA Number assigned to your

request so that it may be easily identified.

Z The enclosed material is from the main investigative file(s) in which the subjeci{s) of your request was
the focus of the investigation.

Sincerely yours.,

Sl

David M. Hardy

Seclion Chief

Record/Information
Dissemination Section

Records Management Division



(b)(1)

(b)(2)

(®)(3)

(b)(4)

(b)(5)

(bX6)
(b))

(b)(8)

(b)(9)

(d)5)

()2)

(k1)

(k)2)

(k)(3)

(K4

(k)(5)

(k)(6)

&)(7)

EXPLANATION OF EXEMPTIONS
SUBSECTIONS OF TITLE 5, UNITED STATES CODE, SECTION 552

(A) specifically authorized under criteria established by an Executive order to be kept secret in the interest of national defense or foreign
policy and (B) are in fact properly classified to such Executive order:

related solely to the internal personnel rules and practices of an agency;

specifically exempted from disclosure by statute (other than section 552b of this title), provided that such statute(A) requires that the
matters be withheld from the public in such a manner as to leave no discretion on issue, or (B) establishes particular criteria for
withholding or refers to particular types of matters to be withheld;

trade secrets and commercial or financial information obtained from a person and privileged or confidential;

inter-agency or intra-agency memorandums or letters which would not be available by law to a party other than an agency in litigation
with the agency;

personnel and medical files and similar files the disclosure of which would constitute a clearly unwarranted invasion of personal privacy;

records or information compiled for law enforcement purposes, but only to the extent that the production of such law enforcement
records or information ( A ) could be reasonably be expected to interfere with enforcement proceedings, ( B ) would deprive a person

of a right to a fair trial or an impartial adjudication, ( C ) could be reasonably expected to constitute an unwarranted invasion of personal
privacy, ( D ) could reasonably be expected to disclose the identity of confidential source, including a State, local, or foreign agency or
authority or any private institution which furnished information on a confidential basis, and, in the case of record or information compiled
by a criminal law enforcement authority in the course of a criminal investigation, or by an agency conducting a lawful national security
intelligence investigation, information furnished by a confidential source. ( E ) would disclose techniques and procedures for law
enforcement investigations or prosecutions, or would disclose guidelines for law enforcement investigations or prosecutions if such
disclosure could reasonably be expected to risk circumvention of the law, or ( F ) could reasonably be expected to endanger the life or
physical safety of any individual;

contained in or related to examination, operating, or condition reports prepared by, on behalf of. or for the use of an agency responsible for
the regulation or supervision of financial institutions; or

geological and geophysical information and data, including maps, concerning wells.
SUBSECTIONS OF TITLE 5, UNITED STATES CODE, SECTION 552a
information compiled in reasonable anticipation of a civil action proceeding;

material reporting investigative efforts pertaining to the enforcement of criminal law including efforts to prevent, control, or reduce
crime or apprehend criminals;

information which is currently and properly classified pursuant to an Executive order in the interest of the national defense or foreign
policy, for example, information involving intelligence sources or methods;

investigatory material compiled for law enforcement purposes, other than criminal, which did not result in loss of a right, benefit or
privilege under Federal programs, or which would identify a source who furnished information pursuant to a promise that his/heridentity
would be held in confidence;

material maintained in connection with providing protective services to the President of the United States or any other individual pursuant
to the authority of Title 18, United States Code. Section 3056;

required by statute to be maintained and used solely as statistical records;

investigatory material compiled solely for the purpose of determining suitability, eligibility, or qualifications for Federal civilian
employment or for access to classified information, the disclosure of which would reveal the identity of the person who furnished
information pursuant to a promise that his/her identity would be held in confidence:

testing or examination material used to determine individual qualifications for appointment or promotion in Federal Government service the
release of which would compromise the testing or examination process;

material used to determine potential for promotion in the armed services, the disclosure of which would reveal the identity of the person
who furnished the material pursuant to a promise that his/her identity would be held in confidence.

FBI/DOJ
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FEDERAL BEUREAL OF INVESTIGATION
FOIPA

LELETED PAGE INFORMATION SHEET

Mo Duplication Fees are charged for Deleted Page Information Sheet(s).

Total Deleted Pageis) — 31
Page 5 ~ Cutside the Scope

Page 6 — Cutside the Scope

Page 7 ~ Cutside the Scope
Page 8 ~ Dutside the Scope

Page 9 ~ Cutside the Scope

Page 10 — Cutside the Scope
Page 11 — Cutside the Scope

Page 12 ~ Outside the Scope

Page 13 ~ Cutside the Scope
Page 14 — Cutside the Scope

Page 15 — Cutside the Scope

Page 18 — Outside the Scope
Page 17 ~ Cutside the Scope

Page 61 — Cutside the Scope

Page 62 — Cutside the Scope
Page 63 ~ Outside the Scope

Page 64 — Cutside the Scope

Page 6% —~ Cutside the Scope
Page a6 — Cutside the Scope

Page a7 — Outside the Scope

Page 68 ~ Outside the Scope
Page 69 — Cutside the Scope

Page 70 — Cutside the Scope

Page 71 — Cutside the Scope
Page 72 ~ Dutside the Scope

Page 73 ~ Cutside the Scope

Page 74 — Cutside the Scope
Page 75 — Outside the Scope

Page 7a ~ Outside the Scope

Page 77 ~ Cutside the Scope
Page 78 — Cutside the Scope
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Digest of Director's Hearing
Before the House Judiciary Committee
March 16, 2011

{n Wednesday, March 16, 2011, the House ] udiciary Commitice held a hearing
on I'BI Oversight, Director Muel]er was the only witness. Twenty Members attended the
heaning.

Chairman Lamar Smith (R-TX):

PATRIOT - With regard to the PATRIOT Act hairman Smith asked what would
happen if the three expiring provisions are not made pennanent. The Dircctor responded
that 215 is an important authoriy that has been used over 300 times since 2001, Roving
wiretaps reduce manpower burdetis and arc alrcady avatlable on the criminal side.  [Te
lene woll provision allows us 10 obtain a FISA warran: ¢n an individual who is a lerrorist
but whose alfiliation with a particular group cannot be proven {such authoritics would
have enabled the FBI to review Moussaoui's laptop).

Ranking Member John Conyers (D-MI);

ACLU Sect, 215-799



Congressman James Sensenbrenner (R-WI}:

Congresswoman Maxine Waters (D-CAY:

Congressman Dennis Ross ( R-FL}

PATRIOT - Congressman Ross asked what *he FBUs recourse would be if raoving
wiretaps were nol reauthorized. The [irector responided that the FBI would have o
continuously return to the court cach time newv information was received that the pLrson
in question had thrown away a cell phone (likely each dav). ‘This process would, in tum,
result in Agents missing numerous conversations and potentially usctul infermation.
When asked il he has met any resistance with regard o 215 records, Director Mueller
stated that there have been pockets of resistance. For example, the VBl may be griven
some information, bul not the information 10 which we believe we're entitled under (he
National Secunty Letter provision. which requires us then 1o go to the 218 proviso to
oMain the recornls — another Hme-consuming provess.

ACLU Sect, 215-800



Congressman Marinyg {R-PA)

FATRIOT - With regard 1o the Senate’s use of the term “specific facts’ required for
Mational Security Letters (NSLshund 215 records, Congressman Marine wanted 1o Kaony
it either the FISA Court or the FBI had defined the term. Director Mueller responded
thal neither has detined the term and he prefers reauthorization of the provistons without
the introduction of confusing phrases and terms. When asked if the interpretation of
same al some point in the future could open the door to fulire Office of Inspector Gengral

OIG) reviews of whether or not facts were cific e h. the Diregto A hat the
[ JeEvIews o €r or nit facly were specific mugﬁ.ClEU 51ée cii%qggé ati



FBI works very closely with the (G, However. that is certainly a possible outcome that
would have to be worked out between the F'BI and OIG, i L e

Congressman Lonie Gohmort {R-TX}:
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ALL FET INFCEMATI 2N TIITLINEL

[ZAETN [T URCLAZZIFIED

C,7E 01-22-2C12 O elloF DL
L.5. Depariment of Justice

Office of Legislatiee AlTDirs

ORice of the Assisom Anemey General HztRonyira, L1 AN
March 13, Z011

The Henorable [amar Smith

Cheicman

Commities on tie Judiciary

United States lopuse of Representatives
Washington, 1M 20515

Dear Mr. Chairman:

Euclused please find responses 1o questions tor the record arising from the appearance of FBL
Inrector Robert Mucller before the Committee on May 20, 2009, a7 an oversight hearing. We apologize for
the lengthy delay and hope hat this information is of assistance to the Committee.

Please note that these responses are curmenl as of August 19, 2009, The Othice ol Management and

Budget has no olgjection to our submitring these responses to the Committee with that caveat, Please do ot
hesitalg to call upen us if we may be ol additional assistance.

Sinvercly,

g o

Ronmll Weich

Assistant Attorney General

Enclosure

¢t The Honorable John Convers, Ir.
Ranking Minority Member
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1he Inspecter Gweneral s 2008 Renor Reparding the FRIs Use of Sectton 217 Orders in 2006

23, The 2008 Inspector Geperal (IC) Report noted that when FBI agents submitted Section
215 requests processed in 2046, they encountered similar processing delays as those
identified in the 1G7s 2HYT repart. These delays were caused by unfamiliarity with Seetion
115 orders. too few resources to handle requests expeditiously, the molti-layered review
process, and substantive issucs regarding whether the application met the statutory
requitements, YWhat is the FBT doing to address these problems?

ACLU Sect, 215-590



Response:

The FR has worked diligently to expedite the accurate and timely processing of
section 213 requests. The Toreign Intellizence Surveillance Act (FISA)
Management System, which is the FB1's compulerized tracking and management
syslem {or the handling ot FISA elecironic surveillance and search warrant
requests. has been modified 1o accept Section 213 requests, reducing reliance by
the FBI and of 12O s Office ol lnielligence on 2-mail to process raguests for
Rection 213 orders. In addition, the in-house training lor the FBI atomeys
responsible for dratiing these requests has been improved and the related
experience level of FBI field offices has increased,

24. The 2008 IG report alsa recommended that the FBI develop procedures that require
FBI employecs to review materials received from Section 215 orders to ensare that the
material they recelve pursuant to Section 2E5 is authorized by the Section 215 order itself,
What has the TB1 done to implement this cecommendation?

Response:

In addition w applving the Standard Minimizaoon Mrocedures (SIS for
husiness records thal are required by the USA PATRICT inprovenient and
Reauthonization Actof 2045, (he I'BL's policy implementing the new Attomey
General (AG) Guidelines for Domestic Investigations reguires that the case agent
review all documlents produced in response to a 215 request o determine whether
thex are responsive 1o the order hefore uploading the documents or data received
into FRI darabases. This policy also reguires that non-responsive information
mistakenly provided to the FBT pursuant 1o 2 215 order be sequestered und that
the case ugent determine the best way (o return the unresponsive malerial to the
producing party and 1o obtain responsive macerial. The FRI's policy also
addresses the steps 10 be tuken by the case agent in the event of overproduction,
In addition. new SMPs for business records are being drafted for the AG s
approval and [or review by the FISC that will further address the TBT's
procedures for reviewing production in respumse to 215 urders,

ACLU Sect, 215-591




31. Questions [29] and [30] addrcss the nondisclosurc requirements for NSL. recipients.
Those recciving requests for information under Section 215 of the USA PATRIOT Act also
are prohibited from disclosing receipt of that request,

a. Is the reciprocal notice procedure used by the FBI for NS1.s heing used
for nondisclosure requircmients issued under Section 215 of the LSA PATRIOT Act?

If yes, since what date has the FBI used this procedure for recipients of
Section 215 orders? How many Scction 215 orders have been issued since that date? Has
anyone given aotice to the povernmont of their intention to challenge & nondisclosure
requirement in a Scction 215 order? IF w0, has the governnient gonc to court to enforce a
nondisclosure requirement in a Sectlon 215 order pursnant to notice being piven that the
recipient wished 10 challenge? 1f 5o, what was the result of the foveroment going to court
and asking the court enforce the aondisclosure requirement?

I no, what is the FBI's justilication or argumcnt for not wsing the reciprocal
notice system in the context of Section 215 orders? Does the FBI pan to use that system for
recipients of Section 215 orders in the future?

b. [f this reciprocal notice procedure is heing used for Section 215 orders,
please provide a copy of the notice the FBI s sending to recipients of Scetion 215 orders
that informs them of their right to challenge the nondisclosure provision.

Hesponsc to subparis a and b:

A reeiprocal notice procedure is not used in courr orders obtained under Section
213 Section 213 orders. which are issued by the FISC. ditfer from NSLs. which
are issued by the FRL

inorder 10 obtzin a Section 215 order, the FRI muyst present (0 the FISC an
application demonstrating the relevance of the angible items soughl (o an
authoriced national security investigation. Only after considering that application
will the FISC issue an order directing the production of the requested ilems and

[
Lad
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dirceting the recipiont not to disclose the existence of the order, This
nondisclasure requirement ks identical o that used for vears without CONFOVLrsy
or legal challenge with respect 10 FISA electronic surveitlanee and scarch orders
(50 US.C, §3 1805, 1824), FISA peo register orders (50 500, 8 12842, Tide 1Y
electronic surveillance arders (18 17.5.C. § 2518). und Title 18 pen register/irap
and trace orders (18 U.S.C. § 3123} Because there are long-standing
noncontroversial processes for the judicial imposition of nan-disclosure
requirements. the FOI does not believe it would be appropriale to import the Dag
concept of “reciprocal notice”™ inlo FISA Scetion 215 orders.

NALs. in conrast. can be issued by the FBI when we deteemine that the
requirements specified in the NSL statutes have been met. Because the
nondisclosure requirement imposed in this context is not accomplished through a
court order. the government did nat appeal 1he Dac decision and agreed that the
use of the reciprocal notiee suggesied by the court would be approapriale.

As noted abave, FISC orders issued under Section 215 do not include reciprocal
notice procedures. No recipicnt of 2 Scetion 215 arder has obiceted 1o the
nondiselosure requircment to date. T s
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From:l [oxy (FBLY
Sent: Wednasday, March 15, 2006 7111 PM T
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Subject: Legal [nstruction: "USA PATRIDT lmprovemet and Rrauthonzation Ao of 2C05. haw Legislatwe Changes to
FCIfIT Lega. Authorilies

UHCLASSIFIED
NON-RECORD

I'his Jeeal instruction Summarizes recent changes to nuiional security legal autharities as a
result of the “USA FATRIOT Improvement and Reauthorization Act of 2005," and
provides a summary of implenientation procedures.

INTRODUCTION

The President sumed the USA TATRIOT Improvement and Reauthoriation At ot 1003 an Mareh 4,
2006 (also referred to as “USAPA IRATL The LSAPA TRA mukes permaneal many vy the sunseling provisions
b tae USA PATRIOT At and it signilcantly changes many vutiona] secusity bt authorities, including
Sitional Secunty Letlers (NSLs) and vertamn FISA-relaed provisiims, and 1mpses new reparting requiremenls.
11 addition, he new bill mtkes chanpes in severul substantive erimil Laws, seme o which may have
mplications in aliona, securisy invesigsnions.

The Nattomd Seeartty Law Branch of the Otlice ol Genera' € oinsel 35 ivsaing preliminary guidance an
thowe porlions of the CSAPA TRA selitmp o mational ecurity opergtions  The follewing summartzes
authorites contained mzoctions of e bilk 1o malude o summse of putential changes in FBI pperational
procedures.

The entire bil is referred toas e BSA PATRIOT Act hinprovenscil and Rewathorization Act of 285,
tioush in reality. the Titke Teonuins the siguificant changes o the FIRI s national security woeds, Tides I

through ¥ 1 contain several other Acts and ascellangous provisions:

Title 1 - U'SA PATRION Improvenent and Reauthorization Act

) ACLU Sect. 215-1064



Title T madees must of the oniginal supset provisions of the arigingt USA PATRIOT Act
pennanent. theugh it crentus ed qunsets for the wuthornties i section 206 (FISA roving
authurits | and seation 215 {VISA qpeess 10 husiness recordsh of the LRA PATRION Act, and
seenion 6004 {Lone Wolt prow st of the Istetlipence Relerm el Terrorism Prevention Act ot
2104, 1 abso extends the duration of several L ISA 100S, sddinonudly. it makes sy ficant
changes to the Wationul Securiy Laotier stiules. Finalby, the USALA RA FEguiTes W
(gnpressions] reporling of the use ol nalional seeunty t] 5. S

TITLE 1

Sunset Provisions

Sec. 102, USA TPATTRIOT Act §pnset Provisions.

Section 102 repeals szution 274 pf the USA BPATRIOT Al making st ot the nrginal sunsel
provisiens permaneht. This seetion adupts @ ew d-year sunset (December 34, 20041 for seclions 206 [1oving

ACLU Sect. 215-1065




‘e and 215 {business records) o the USA PATRIOT Acl The new pernanent provisions of the (JSA

O At are thy Falboa g Cimmiole e e s

Progedaral Changes: oy it this e

1 Doy ]l I Mew Sunsel e

— —_— — — _— o = - 1]
115 4 Business Records Aanbomty Decettber 210 SAE
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FISA BUSINESS RECORD CHANGES

Sec. 106. Acuess to Certain Rusiness Records Loder Section 215 of the Usa PATRIOT Act.

Section 106 makes e followpe changes W Seetions 01 und 302 of the Fareian It ligene:
Qurveillance At [FISA) regarding avress W 215 Business Records.

Procedural Chinpes Related 1 1118 A Busingss Records: FISA Dusiness Reeords, which have heen the
subject ot much dehure, huve heen eedified W contain more safupaards o protect il liheoties and privacy,
These safeguards inchudy spevial procedures and approvals fur curtain ypas of Tngible things (e hbrury
records), 1 direetive o develop wpinimization procedures,” e recipivit’s rht 1o seck judicral revivw wof an
weiler, and a reetpivel’s neht o disclosc a1 order tor the purpesd of uhtaininy lega! advice or {or assistaney in
conplying with the order. The tiollowing charls sulemanzy sionificant provisions i Lhe pew .

Mocape uf FISA Business |+ This authorisy may Tre umedl 1o ol “any tangible things I
| Ryeconds authority. | (incluiling books, records, papers, decuments, and other

- items) " This authority is hroad., aprmlar i seome te ek |
| praid jucy subpoecs.

_ | Ths authoriny reyuires adtilionsh procedures Tor cermam spevial
| lcuegoriesofncenb e b ]

E special Calugorivs o Tf"nngwhﬁ desipnated particular culepories of revonks for spectul

| Tangible Things procedures and approvals. The FJ wil] adiust procadures to |
o accountfor thespedid desgth . — o o b s -
L Speciad Cawporivs: Lilirars circulating records, lihmary patron ksts, book sales ]|
[ | records. ook customer bsts. ficearos sales regurds. taa retuem
i records, educational rezords. s medical record contanieg |
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Title: LEGAL TRAINING
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Synopsis: Recard of legal training.

Details: On 3/23/2006 and 3/3i/2006, CDC;:;;;:brcvided two hours
2f mandatory legal training about the 3/2/2 Reauthcrizaticn cf
the PATRIOT Ackt, which included changeg gertalning tc criminal
law and precedure as well as intelligence law. Copies of the
sutline provided Lo attendees and the sign-in sheets are
attazhed.

On 3/6, 377, 2/8, 4/9 and 4/2¢, CDC[:::;]prDvided
mnandatery legal training concerning deadly force law and poclicy
to all Agents and Task Force Officergs whe attended these firearms
sesgions. Sign-in sheets are maintained by the Firearms
Instructors.
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FISA BUSINESS RECORDS

m 50 U.5C § 1861

m Haolly debated, though rarely used.

B Authority is broad {versus MSLs). access to
"any tangibie things fincluding books, records.
papers, documents, and other iftems.”

m But. . . new law requires additional procedures for
certain special categories of records.

*Records from 3™ paries.
*Much heat, little light.
*Similar to Grand Jury subpoena in breadth.

ACLU Sect, 215-1342 3
7



FISA BUSINESS RECORDS (Cont.}

SPECIAL CATEGORIES:

Liprary circulation records
Library patron lisls

Book sales records
Firearms sales records
Tax return records
Educational records

Medical records containing infarmation which
would identify a person !

Mention Buckley Amendment/ FERPA and Directory
Information.

This list is clearly the work of the peltical process.

ACLU Sect, 215-1343
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FISA BUSINESS RECORDS (Cont.)

5C WHAT HAPPENS IF YOUR RECORDS FALL
WITHIN 4 SPECIAL CATEGORY?

B Mew approval levels des gnate who may appy to the
FISA Court —

m Chrector of the FBI

m EAL for National Security {or any successar posit on)
m Ne¢ further delegalicn

B Specia Al report / congressional oversight

S0, you'd better have a good reason.

ACLU Sect, 215-1344
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FISA BUSINESS RECORDS (Cont.)

Tangible things are presumptively relevant if the facts
show they perain to:

u a foreign power or agent of fureign power,

®w he activit-es of a suspected agent of a forgign power
who i5 the subject of sLoh investigaion, pr

® he individual in contact with. or known to, a suspected

agent of a foreign pewar who 15 *he subjgcl of sueh
autherized inveshgations.

Applies to all FISA business records reguests.

Think about these standards even when you write ECs
supperting NSLs.

ACLU Sect, 215-1345
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FISA BUSINESS RECORDS (Cont.)

EACH ORDER MUST,;

® describe the tangible things with sufficient
particularity lo permit them to be fairly identified
provide for a return dale. which must be
reascnate

B cnly require things that would be available by
grand jury subpoena or a district court order

Your job, too!

QOnly require things that would be available by GJ subpoena
or order - - in other words, privileges will appiy

ACLU Sect, 215-1346
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FISA BUSINESS RECORDS (Cont.)

NOTE:
1 Certain broad non-disclosure provisions apply

?  Recipient may challenge nan-disclosure

provision in FISA Courl as well as the order
itself,

Very hard to challenge non-disclosures. Not likely to happen
oflen.

ACLU Sect, 215-1347



FISA BUSINESS RECORDS (Cont.)

m AG s1all adopt specific minimization procedJres by about

FISA business record Inforrat aa

o will anby govern no-putlicly availakle aformation
cancerning uncgnsent W) USPERs consislent with LS.
Inteligeice Community need 1 obtain, produce and
d s5am aale foreign ntelligence nformation

= procedures must allow for retention and dissemination
of information thal 15 evidence of crime.

rmid-september gowerning reteqtion anc dissernnatkan of .

So if information is:
publicly available
or
concerns consenting USPERSs
or

concerns non-USPERS

these specific minimizations procedures won't apply.

ACLU Sect, 215-1348
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FISA BUSINESS RECORDS (Cont.)

DOJ G will audit us for past and future use of this
aulhority, and will report to Congress.

. Congress WANTS us to use it
» Butuse it well!

4d

Everything will be under the microscope
* how, why we did it,
* how often,

» were there bureaucratic impediments that prevent FBI
from fully using authority?

ACLU Sect, 215-1349
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‘ LSAPA IKA - Seven Titles
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FBI Office of General Counse ‘
National Security Law Branch

Las: updated 31 Margy 2006,
Certart materizle .t 8 preseraanc ére ncuded sursuznt to the ‘i use exempt oot the JS. Copyih: Laws,

Unclassified
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Test

aUSA PATRIOT Act is
an acronym,

aWho can give me the
full title?




Answer

n Uniting and Strengthening
America by Providing

Appropriate Tools Required
0 Intercept and Obstruct
Terrorism Act of 2001."




March 9.

President renewed the

Unclassified

2000

USA PATRIOT Act

ACLU Seet, 215-485



USA PATRIOT Act 2001 Renewal

Debate

e {ongressional Activity 2005

n Between April 5, 2005 and June 10, 2005 Congress held
18 hearings concerning reauthorizing the USA Patriot
Act. Hearings were held by:

senate Select Committee on Intelligence (SSCI)

n Senate Judiciary Committee (SIC)

House Judiciary Committee (HIC)

HIC's Subcommittee on Crime, Terrorism and
Homeland Security

fouse Permanent Select Committee on Intelligence
(HPSCI)

Unclassified

ACLU Sect. 215-466




USA PATRIOT Act 2001 Renewal
Debate

n Witnesses included:

s Attorney General (along with 22 other DO)
employees).

 FBI Director, General Counsel, Assistant
Director of the Counterterrorism Division
(along with three other FBI employees)

n NSA and CIA officials.

ACLU Sect. 215-467



USA PATRIOT Act 2001 Renewsl
Debate

» Congress concerned about other FB
activities --

v Collection of information concerning innocent

citizens.

e Deposit of US Person information into
government databases.

1 Data-mining,

Unclassified




USA PATRIOT Act 2001 Renewal
Debate

o Trend during the debate—

» Congress wanted more Congressional,

Judicial, and Public oversight.

 This oversight trend is reflected in the USA
PATRIOT Act 2001 renewal.

ACLU Sect. 215-489



USA PATRIOT Act 2001 Renewal

Actually required 2 new Public Laws to accomplish.

Public Law 109-177 | Public Law 109-178

ACLU Sect. 215-490



1st Amendment

a Congress shall make no Bill of Rights
law respecting ar — —
establishment of religion, U i e
or prohibiting the free | -
exercise thereof; or - &
abridging the freedom of |
speech, or of the press;
or the right of the people
peaceably to assemble,
and to petition the
Government for a redress
of grievances.

Unclassified

ACLU Sect, 215-491




1St Amendment

o Section 124 ofthe USA & Reminder of FRI
PATRIOTIRA 2005 = gy - Neither

cpressed e sense of ol o nationl
Congress that “federal

investigations should not security investigations
be based solely ponan  OF US Persons may be

American citizen's predicated solely on
membership in a non- their exercise of First

violent political Amendment rights.
organization or their

otherwise lawful political
activity.”

Jnclassif g

ACLU Sect, 215-492




Will cover changes in the new laws
as follows:

a Part 1 - Sunset Provisions.
o Part 2 - Changes in FISA tools, s

ACLU Sect. 215-493



Part 1

Sunset Provisions of
the USA PATRIOT Act

2001




USA PATRIOT Act 2001 Sunset
Provisions - Permanent

n USAPA IRA makes most of the original
USA PATRIOT Act 2001 (USAPA) sunset
provisions permanent: —

ACLU Sect. 215495



New Sunset Provisions

n December 31, 2009 [4 years] for -

s USA PATRIOT Act 2001 Section 206 FISA Roving
surveillance.

n USA PATRIOT Act 2001 Section 215 FISA Business
Records.

1 FISA "lone wolf” provision of the Intelligence Reform and
Terrorism Prevention Act of 2004 (IRTPA Section 6001).

» This addressed the "lone wolf” terrorist by broadening the

definition of "agent of a foreign power” to include an individual
other than & USP who “engages in international terrorism or
activities in preparation thereof,”

Unclassifad

ACLU Sect, 215-499




Part 7

Foreign Intelligence
surveiliance Act (FISA)

Investigative Tools




Changes to FISA Tools

1 FISA Business Records,

ACLU Sect. 215-501



FISA Business Records

1 Changes to FISA Bus

Records Under Section 21
USA PATRIOT Act 2001.




FISA Business Records

‘New “presumptive relevance” test,

Special categories of tangible things.

‘Recipient challenge/Judicial review.

Minimization procedures w/i 180 days.

ACLU Sect. 215-509



FISA Business Records

This authority may be used to obtain “any
tangible things (including books, records,
papers, documents, and other items,”

+ Broad - similar in scope to a Federal grand jury
Subpoena.

 The scope of this authority has not been
changed,

Unclassifieg

ACLU Sect. 215-510



FISA Business Records

Application shal include a statement of facts showing that
there are reasonable grounds to believe that the
tangible things sought are refevant to an authorized

investigation (other than a threat assessment)...

0 obtain foreign intelligence information not
concerning US person, or

{0 protect against international terrorism or clandestine
intelligence activities...

[ This makes explicit the existing standard practice.]

Unglaseified

ACLU Sect, 215-511




FISA Business Records

e ———

he tangible things are presumptively relevant if the
facts show they pertain to -

(1} a foreign power or an agent of a foreign power:

(i) the activities of a suspected agent of a foreign
power who is the subject of such authorized investigation;
or

(if) an individual in contact with, or known to,
suspected agent of a foreign power who s the subject of
such authorized investigation.

[These cases probably cover most situations]

Unclessified

ACLU Seet, 215-512




FISA Business Records

—

- Desc_ribe the tan_gible things x;ith
sufficient particularity to permit them
to be fairly identified.

«Contain a date of return.

'Date must give recipient reasonable
period of time to produce.

‘May only require the production of
tangible things that would be available
with @ GJ subpoena or a District Court
order [this maintains privileges (ex.:
attorney/dlient)].

Unc assif e

ACLU Seet, 215-513




FISA Business Records

Special «Library circulation records and Library patron lists.

Categ ories: Book sales records and Book customer lists.
tFirearm sales records.

Tax return information.

Educational records,

Medical records.

Special The Director, the Deputy Director, or the

| Executive Assistant Director for National
Approva Security must make the application for special

Level: categories of tangible things that contain information
| that would identfy a person.

¢ lassified

ACLU Seet, 215-514




FISA Business Records

Congressional
Reporting:

AG must report annually on Special
Categories to HPSCL, HIC, SSCI, and SIC.

Note:

Approval authority for all FISA Business Record
requests (except special categories):

1. Deputy Director;

2. EAD and associate EAD for the NSD:

3. the Assistant Director and all Deputy Assistant

Directors of Counterterrorism, Counterintelligence,
and Cyber Divisions;

4, the General Counsel, and the DGC for the National
Security Law Branch,

Unglassified

ACLU Sect, 215-515




FISA Business Records

No p.erson shall disclose the fact -that the
FBI has sought tangible things [same as
before].

Recipient may disclose order to -
1) Persons to whom disclosure i

necessary to comply [same as
before]:

@ An attorney to gbtain legal advice or
assistance with respect to the
production [new provision made
explicit what had been implicit):

3 Aperson a permitted by the Director
(or designee),

linzlssifiec

ACLU Sect. 215-516




FISA Business Records

-Recipieh: swall-notify the-person
of the nondisclosure.

Person shall be subject to the
nondisclosure.

Director (or designee) may ask
the recipient to identify the other
persons to whom disclosure made
(except that the recipient does
not have to identify the
attorney),

LI~ ‘izg

ACLU Seat, 215-517




FISA Business Records

 Recipient may move to modify or set aside the

order [FISC jurisdiction].

F15C may grant the motion only if the order does
not meet FISA requirements or is otherwise
unlawful,

Security: All filings will be under seal, in addition
to FISC established security measures.

Un¢lassified

ACLU Sect. 215-518



FISA Business Records

T Not less than 1 year after order - recipient may move

iming:

to modify or set aside the nondisclosure order

FISA Court | FISC may grant only if, based on the government's
application and recipient’s petition, no reason to
(FISC) believe that disclosure -

may endanger the national security of the U.S,,
interfere with a criminal, counterterrorism, or
counterintelligence investigation, interfere
with diplomatic relations, or endanger the life
or physical safety of any person.

Unclassified

ACLU Sect. 215-519




FISA Business Records

Conclusive | +After recipient's petition challenging
Certification | nondisclosure, the government may choose

to submit a certification by the AG, the
DAG, an AAG, or the Director that a
disclosure may endanger the national
security or interfere with diplomatic
relations.

«The FISC must treat the certification as
conclusive,

Une assifiec

ACL Sect, 215-520




FISA Business Records

+ W/in 180 days of enactment (approx 9/9/2006).

+AG shall adopt minimization procedures to govern the

retention and dissemination of information.

sMinimize the retention,Prohibit the dissemination:
‘Nonpublicly available info re unconsenting USPs,

-Consistent with the US IC need to obtain, produce and
disseminate foreign intelligence information.

sEvidence of a Crime: Procedures should allow for the
retention and dissemination of this information

Unclassified

ACLU Sect. 215-521




FISA Business Records

AG to report annually (April) to HPSCI, HIC, SSCT & SIC.

«Report on
ny total # of FISA BR applications,

o total # of orders granted, modified, or denied, and
3 total # orders granted), modified, or denied for special categories.

AG to make an unclassified annual report (April) on
the total # of FISA BR applications and total # of orders
granted, modified, or denied (gives the public a view of
activities).

Unclassifed

ACLU Sect. 215-522




FISA Business Records

Scope &
Timing

Comprehensive audit of effectiveness (inclucing any
improper or illegat use) covering 2002 to 2006,

Report to HSPCT, HIC, SSCT and SIC,

Effectiveness
of FISA BRs
Process
(including):

How often FBI requested DOJ OIPR to submit an
application and the request was not submitted (and
why?).

+Justification for the failure of AG to issue implementing

procedures in a timely fashion, and whether the delay
harmed national security.

‘Whether bureaucratic or procedural impediments
prevent the FBI from fully using the tool,

Unciass fied

ACLU Sect, 215-523




FISA Business Records

Effectiveness of | «Categories of info obtained and the importance of
FISABRs | the info to the FBI and the IC,

(ncluding): 1 sHow info is collected, retained, analyzed, and

disseminated by the FBI (including access of “raw
data” to other agencies of the Federal, state, local,
or tribal govermments, or private sector entities).

- «Minimization procedures adopted by AG.

‘Whether/how often FBI used info to produce
analytical intelligence products for the FBI, the IC,
or other agencies of the federal, state, local or tribal
governments.

‘Whether/how often FBI provided info to law
enforcement for criminel proceedings,

Unclzssifed

ACLU Set. 215-524
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Thank you. Chairman Reyes. and Ranking Member 11oekstra. and good moming toall
the distinguished members of this commitiee. | look furwand to speaking to vou today reparding
the recent reports of the Depariment of Tustice™s Inspector General regarding the FDIs use of
national security letters and the authority granted in Section 213 of the USA PATRIOT Act,

Let me briefly mention at the outset the Inspector General's findings with respect o
Section 215 of the USA PATRIOT Act. which autherizes specified FI3L officials to file
appdications with the Foreign [ntellipence Surveillance Court 1o compel production of business
records and other tangible things in connection with national sceurity investigations. The
Inspector General's report indicates that this authority has been used responsibly. Indeed. the
[nspector General did not make any specific recommendations for impros ements or other
medificalions to Justice Department procedures and practices for se of this authority. While the
Inspector General did determine that there were some initial delays in using section 213
authonty, he noted that they did nol result in any harm to national sceurity, The Inspecior

{eneral also explained that many of the legal. burcaucratic, and process impediments that

initially got In the way have now been addressed by the Department.
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While the Inspector General also idemtificd two instances of what he determined were
“impreper” wses of a section 213 order, both involved inadventent mistakes by an agent or a third
party that resulted in small amounts of overcollection. 'This overcollected information was
sequestered and destroyed. and each matter was reponted o the Inlelligence Oversipht Board and
the Court. in accordance with FBI procedurcs. That captures the primary findines of the
Inspector General's 215 repurt. and I look forward 10 answering any questions that vou may have

on that repor. S A DA T
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e of the Agsistant Amomey Sérmral Washwgion, 0O Judin

July 28, 72070

The Honorable Patrick Leahy
{Chairman

Comminiee on the fudiciary
United States Senale
Washington, D.C. 20510

Dear Chairman Leahy:

Enclosed please find respanses to questians for the record stemming from the appearance of
Rabem Mueiler, Direclor of the Federal Buzeau of Invesiigation, before the Commirtee on January 20,
2010, at a hearing entitled “Securing America's Safety: lmproving the EMectivenyss of Anti-Terrorism
Tools and Inter-A gency Comununication.” Please note that the adached document includes 2 response
1o questian 13(a) and therefare represents a complete response to the unclessified questions. We hape
that Lhis inlormation is of assistance to the Commiltee.

Please do not hesitate 1o call upor. us il we may be of additional assistance, The Office ol

Management and Budgel has advised us thar there is no objection to submission of this letier from the
perspective of (he Administration’s program.

sincersly,

‘ 0
Ronald Weich
Assistant Atlomey General

Enclosure

ce: The Honorable 1efl Sessions
Ranking Member
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%. The FBI’s internal review on Fort Hood called fur “shrengthened training addressing
legal restrictions which govern the retentian and dissemination of informatien.” Press
reports indicate that ¢the Juint Tecrorism Task Faree that cxamined Major Hasan's case
prior to the attack at Fart Hoad shared information on Hasan with DOD personncl. s that
accurate? THd the FBI find that there were any legal barriers to sharing information abaut
Major Hasan that was in its posscssion with the Department of Defense?

Response:

Thete are legal restriclions on the FD's ability to shure sensitive information,
including those imposed by the Foreign Intellinenee Surveillance Act (FISA).
Atterney General's Guidelines, and Eaceutive Order i 2333, and thosc that apply
to the dissemination of classified information, Generally. mivrmalion about LS.
persans from sensitive soutves canmed be diselused unless coriain legal thresholds
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are met, Nonetheless, under the Memorandum of Understanding governiaye Dol
participation oa FD-led JTTFs, Dol detailees o the JTTEs may sllare
nformation outside of the JTTFs with permissien from an FO) SUPCTVISL,

ol agents assigned te a JTTE wok part in cvalualing eertain information
regarding Major Hasan that came to the FBI's attention prior tu the shootings.
Recausc they belicved the infurmation was explainable by Major Hasan's
academic research and because there was no derogatory infurmatian in the
persutue] Jiles they reviewced, ey determined, in consuitation with an FO! JTTE
suprrvisor, thut Major Hasan was not involved in terrorist 4Ctivily of planmng.
Based on that judgment. a decision was made 0ot to contact Majut Hasan's
sUpeToTs i the Army.

ACLU Sect, 215-476




Questions Posed by Senator Hatch

1. There are three expiring provisions of the PATRIOT Act. la previous testimony
hefore this committee, you have heralded these provisions as critical investigative tools that
the FBI needs to detect and thwart terror plots. For example, the three separate terror
plots in 1llinois, Texas and New York detected By the FBI last September. In December,
Congress only temporarily reauthorized these provisions without any modifications. | have
some concerns that any modifications to these investigative toals would “water them dowa™
and vanecessarily increase the investigative burden on the FBI before these tools may be
used,

2. Can you tell me if ¥ou would support a full reauthorization of these
provisions without any modifications?

Response:

The FBI continues 1o suppor the reanthonzation of the 17SA PATRIOT Act’s
£Xpiring provisions, which concem roving wiretaps. Seclion 213 business record
urilers, and the “lone wolf™ provision, The Attemey General and Tirectnr of
National Inteliigence have previously advised the Coungress that S, 1692, the LS A
PATRIOT Act Sunset Cxtension Act, as reported by the Senate Judiciary
Comumttee. sirikes the Aght balance v bolh reauthorizing these essential national
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securily Wwols and erhuncing statutory protections for eivil libertics and privacy it
the exercise of these and reluted withorities, Sinee the bill was reponed, 4 nomber
of specific changes have been negotiated with the spunisors of the bill for
inclusion in the tinal version of this legislation, Amaony these are several
provisiung detived from the bills reported by he IMouse Judiciary Commites and
introduced by House Pennanent Select Commirtee on [n:elligence Chairman
Silvestre Reyves in November,

The FBI has been authorized to use the roving wiretap suthunty many times and
we huve found that it increases ¢fTiciency in eritical investigations. This aushority
alfords us an importan: ‘nielligetice vatheritg tool [y small. but significart.
subset of elevironic surveillance orders issucd under FISA. Roving wirctap
autharity is parlicularly critical for citective surveillance ol investigatve subjects
who have received training in coumersurveillance methods,

Section 215 orders for husiness reconds play an imporlam role in national sceurtty
investigations as wel, This awthurity alluws us ta obtain records in natiatal
security investigutions that cannot be ahtained through the use of National
Security Letiers. In practice, this lool is wvpically no more infrusive than prand
Jury subpoeny in i oriminal case. Unlike most eriminal cuses, though, the
vptrational secrecy requiremen:s of must intelligetice invesligilions requie the
seerecy atforded by this FISA authorizy, There will continue w be instatiees in
which FBI agents must obtain information that daes not Fall within the seope of
Matumal Secuniry Letter anthorities and is needed in un OTETHTng chvitenminl
that preciudes the use of less secure crimingl mvestigative authoritics.

Finally, although the “lone wolt™ pravision has fever been used, it is an Important
investigativc option thal must eemuin available, This provision gives the FBI the
flexibiliiy 1o obtain FISA warrarts and orders in the mre circumstances il which a
non-iL8. person cuguges in temrarist seth izies, but his ar heT flexus to a KIown
lerrarisl group s unknown.

b. Can vou confirm if any of these expiring provisions were used by the FBI
in the investigation of these plots?

Response:

As dizcussed previous.y, the FBI canlinues o supparl the retewsl of the three
CUPIEIE Provisions, Rk LR

Additiona] mformation responsive to this inquiry is classificd and is, therefine,
provided separately,
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HATCH:

With regard to Section 215, did you Find any utilization of the 215
authorities to go to libraries?

FINE;

No. we found that they did not seak a 215 order for library recards. There
were a few where there was a request for it within the FEL, but in the process
prior to application to the FISa court, thay were withdrawn.

HATCH:

In fact., regarding the Section 215 portion of rthe report, 1t appears that
aven though 215 orders were no utilized often -- and that's a fair
characterization, isn't it?

FIME:
They were not utilized often. In tact, in the three-year period that we
reviemed, they were utilized, pure 215 orders, approximately 21 times,

HATCH

_But they were valued by FBI agents as a tool ta try and interdict and work
against terrorism.

Page 29 ACLU Sect, 215-29




Q%0321 532 Fine Transcript
FINE;
The F3I agents did tell us they thought it was a specialized tool that
tould get important inforration in certain rases that others could not.

HATCH:

vYou mentioned that FBI personnel stated duriny interviews that the kind of
inteTligence gathered from Section 215 orcers is essential to national
security investigations and that the irportance of the inforration is
sometines not known until much later in the investigation. That's a fair
characterization.

FIME:
That's what some of them told us, ves,

HATCH :

Given_that you did not Find widespreac misuse of this 715 authority, do
you feel Tike the FBT was careful in its application and that agents exhibited
proper restraint in its use, if they did not fully understand the process and
requirements of obtaining these grders?

FIME:

well, in the 215 arocess, we did Find that there were controls over qt,
that there were levels of review that prevented the misuse of the 215
AutAority.

in sSome sense, 1t was -- there were delays in the process and there was a
significant arournt of time for them to get a 215 order, which is why some of
then thought it was not terribly effective.

on the other hand, the multiple levels of review and the internal controls
prevented the misuse of these authorities,

HATCH:

And, frankly, the 215 authorities have been utilized by Taw enforcement --
anti-crime Taw enforcerent -- for many years before the Patriot Act.
FINE:

. ~he Patriot Act expanded the use of -- the predicate for 2155, but it was
Tn ex‘stence, that kind of authority, yes.

HATCH:

. And we've always been able to go to “ibraries and or a quest to find
evidence ayainst crime. Is that correct?

FTNE: .
In certain cases.

HATCH :
Certainly, it seers to me, in terrorism cases or rajor criminal cases.

FINF;
Criminal cases, they had that authority to do o Vibraries.
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WHITEHOUSE

Yes,

Final point, if you don't mind 4 moment, Senalor Feingold, a final
question: There's been some Lestimony given on the House side thal the FIsa
Z15 orders are too cumbersome . and il you tried -- the 715 order would
technically allaw you to get all of the information thgt i now obtained
throu?h the natignal Security letters, but thay the process of using (hat
vihicle would be so cumbersome that it woyld essentially grind a et of what
we need to do te 3 halt.

It between allowing the FBL, compietely unsupervised, to exereise
oversight over themselyes, with, vou know, demonstraled failure to date in
that raspect, and a +uli-blawn FISA 215, arc you pregared to recommend whether
there is any inlermediate step that this committee and this Congress might
consiger to see that the rIsa Court or somehody at least, outsige af the
immediale administrative structure of the bureau, at least has some kind of
sign-off on whither the approval process is being dane right?

WHITEMQOUSE ;

Should that be Tocated elsewhera? And is the FISA Court an appropriate
place?

FINE:
I'm not prepared to recommend a specific legisTalive piece, 1'd have to
sart of address it on a casc-hy-case basis.

I think that is cbviously a consideration (o be revicwed. and whether
there should be review of thase b an CNUity outside the FBI, whether it's in
Lhe Department af Justice or whetﬁer it's a Tocal prosecutar, that's obviously
an issue that both this commitiee and the Congress need tp réview, along with
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the input of the department and the FBI about what that would mean.
WHITEFHOUSE -

OK. well, 1 appreciate your testimony very much today .
and Senator Faingold has the flgor.

L
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PATRIOT ACT

March 25, 2009 Senate Judiciary Committes
CARDIMN:

Thank you Mr. Chairman. And let me thank Director Mucller for your scrvice and
thank vou tor being here oday,

I want to Lalk about the Patriot Act. There are three majer provisions that will sunser
during 2009 that will necd we be taken up by Congress. This committec will have a
significant role in regards we the reauthonzation and perhaps moditications of the roving
wirglaps. the business records, and the lone wolt provisions.

I would hope you could share with us the impertance of these provisions, whether vou
belicve that there will be offorts made 1o extend thesc sunsets and whether vou will he
recommending medilications in these laws and what process you are intending 1o go
through to work with Congress as we Llake up these issucs. which, in the past. have been
somewhat controversial,

MUELLER:

My hope. guite obviously. is that they'l] be less controversial as they come up this tme,
because we have seen their use and have somc track record with it

Starting with the business records provision. 215, we have uilized that 223 timces
between 2004 and 2007, We don't you have the tecords or the woral for 2008, But it has
been exceptionall y helplu! and uscful in our national seecurity investigations.

With regard o the roving wirglap provision that s also sunsetiing. we've used that 147
limes, and that also has eliminated a subsiantial amount of paperwork and, [ would say,
confusion in terms of the ability Tor us 10 maintain surveillance. electronic surveillance on
an individual where we can utilizc that roving wirctap provision.

A W the lone woll provision, while we have not -- there has nol been a lone wolf, 5o
to speak. indicted. that provision is tremendously helpiul where we have a dilljeulty in
showing a lic botween a particular individual who -- about whon we have imformation
that might be supperting Lerrerism and be a terrorisl bul wi have difficulty inidentifying
the forcign power for which he is an agent, whether it be a terrerist group or othenwise,
what we call the Mussawi problem. where the issug was the inability for us w tic
Mussawi to & panicular terrerist group.

So that also is a provision that has been, | believe. beneficial and should be reenacted.

[ have not vel had an opportunity. with the new administration. to have a discussion
about the positon. | know we'll be working with the Departiment of Justice on these three
provisions. but my hope is that the departnient wilt support the reenactment ol all three
and that we can sit and work with Congress W explain, i necessary, more fully how
important they are o our work,

CARDIN:

Well, [ very much appreciate vour responsc. Having the total numbers of uscs is usctul.
very helplul.

In regards 1o the business reeerds. there's becn some press that has been less than
favorable on some of the applications.

ACLU Sect. 215-435



But this may not be the righn forum to get into more detail. but ! do think it's 1mporant
that the Judiciary Committee, in its oversight lunction, and the Intelligence Commitec. in
its aversight function, examine more specities. for two years.

One. 1 tiunk most of us believe these twols are extremely important and we want 10
make sure that you have the tools that you need. We wanr to make sure that there is the
appropridte aversight,

We normally get more attention as we get closer to the deadlines on extending sunsets
that other limes during the yedl. we wani to make sure we take advantage of this
ORpORENITY 1 2ot a hetrer understanding so we are on *he same page as o what toals are
needed.

And the third point is diere may need ro be modifications. not ncecssarily restrictions,
There may need to be a fi ne-tantag of these provisions 1o make sure that they’re more
cffective and wsed as intended by Congress.

S0 | would just encourage vou to work with the chainmnan of our committee. rhe
chairman of the [ntelligenee Committeg, so that we can feel more comforable working
with the adminisirarion.

Pknow i early in the new administration, but this ssue is guing w come up quicker
than we think and the one thing | don't want to sce happen is that we have a deadline
without an opponunity to be fully comionable with o Bl thar would extend the
prinvisions in the Patriot Act.

SESSIONS;

Thank you. Mr. Cliaiman.

And L iunk the Patriot Act was carc ful Iy constructed. We had some Very vigarous and
-- heanngs,

And | believe all 1 Provisions in it are consistent, do ¥ou nor agree, Mr. Mucller, with
traditional law enivreement metliods, many vt wiich have been used in other
cireumstances and even in termorism, and that care was taxen not 10 violate any of the
great constitutional protections Hit we clierish in this country?

MUELLER:
[ do. I'm, not surprisingly. a strong supporter of the Patriot Act, particularly te areas
where it broke dewn the walls between ourselves and the tmcelligence community.
Senatur Specter alludes to the chanyes since September 1 1th. One of the subslantial
change since September 11th lhas been. quite abviously, our sharing of information with
the intelligence community and viee versa, And that was anributable 10 the Patriol Act.
The three provisions that are w sunset are Imporiant provisions thal we hope will azain
be reenacted wihen it comes up for vire,

May 20, 2009 House Judiciary Committee

SMITEH:

Tiank voun.

Recently. you've said fhat vou support reauthorization ol tlic three EXpinng provisions
of the Pairiot Act,

Do you foresee any need to make any clianges in those three cxpiring provisions?
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MUELLER:

No, | previously. when questioned, testified that the three provisions. the first one, the
business records provision, has been exceptionally useful for us over the period of time
that it's been on the record books and we've used it over 236) times.

The second provision that is sunsedting relates 1o roving wirelaps, We've used (bt over
140 times. It has been excepuonally usetul and cut down on not only paper. but also
cnabled us to better facilnate our Imvestigations.

And. fastiy, the Lone Waolf provision, while we have not used il with regard 1o an
indictrment. it contirues to be avaiishie for that individual whom we fack cvidence to put
with a particular terrorist group, but does present a threat as an international terrarist.

Each of those theee provisions are important 1o us, Ard while T don't believe the
Depanment of Justice has ver weighed in with its letter, this is what I've testified 1o in the
past and is my current opinion.

SMITII:
And you den't toresce the need to make any changes in any of those pravisions.

MUFLLER:
Mot at this juncture.

septemabier 16, 2009 senate Judiclam Conmmitire
FILINSTEIN:

And we have to (ind a way 1o stop that. Se, 1'd like to talk with vou. But i'd like to
now to a FISA matter, the three sun-setting pros isions of the Patriot Act, the lone wolf,
the business letters and the roving wiretaps. This -- is an issue where two committees
have jurisdiction, both the Judiciary Comnmiitee and the [ntelligence Commitiee.

I spoke with Senator Leahy yesterday and indicated that we'd ike 1o wark together. if
possible, so we don't get into bantles of sequential referrals and that kind af thing. It was
my thinking simply 1o extend those three Provisions umil the Patriol Act is up for
reauthorization, which is three years hence. | believe Senator Leahy will submit a bill that
does some other things as well.

I'have just receisod a copy ofa letter. or a leper directed 10 me and the +ice chairinan
of intelligence, dawed Scplember | 4. by the Justice Department. saving thar they are in
full suppart of reautharization of all three provisiony: and that thev, i’ there were same
ideas for some changes. they would be happy to discuss themn. The fetter i signed by Ron
Weich. And it's a rather forcetul case for CorHinuarion.

P wouid like 1o ask vou it ¥ou would discuss vour use of those three provisions and
Iheit relevance today in the Cuminuing concerns about terror infiltrating our cauntry,

MUELLER:

Well. let me stan by sayiny ! hope you reinioree each mher 1o - 1o, again. pass these
three -- these three provisions,

LIIAHY:
ACLU Sect. 215-437



Wo'll work 1; oul

FEINSTEIN;
Right.

MULLLER:

The -- first of all. the busincss records, 200 —- 213, between 2004 and 2009, we've usad
that more than 250 times. [ make the point that that provision is used with the approval of
the FISA court. And the business records that arc sought there relate almost - not all the
Hme - but almost solely o terroris) Investigations in which the records that are recojved
atc absolulely esscntial to identifying other persons who may be involved in terrorist
activilics.

FEINSTCIN:

[nvolving a forcign terrorist,

MUELT.CR:

Invelving a - a - a -- someone who is a - ves, a foretgn Lermerist,
FEIMNSTEIN:

S, you're prepared to sav that thete is no domestic exclusivity, but that this relates toa
forctan terrorist.

MUELLER:
Well. it relates 1o an agent of a torcign power,

FEINS[EIN:
Exactly,

MUELLER:
Agent of -- as it says in the..,

FEINSTEIN:
Yes, cxactly,

MUELLER:
- inthe FISA statue,

I'EIMNSTEN:
So. each one would.

MULELLCR:

Y5, My undersianding is that 215 relates (o any imvestigation relating to...
[CROSS-TALK]

CEINSTIETN:
ACLU Sect. 215-438



It deses and {inaudihle) ir's being used that way.

MIULTLER:
Yes,

FLINSTEIN:
OK.

MUELLER:
L.et me just check and make sure that's so. Yes,

LEAHY:
The...

FEINSTED:
Lan we..,

LEANY:
Do you want to add to the question?

FEINSTEIN:
Ol |- if he could just 1inish quickly...

LEANY;
Sun,

FEINSTEIN:
- en the -- the lone wolf provision. .

MUILT.I.ER:
OK.

FEINSTEIN:
- and the roving wiretap,

MUELILER:

Riwing wiretaps we used approximately 140 times over the — the — those same years.
And it's remendously important. With the new technology, it ts nothing o buy four or
-tve cell phones at the same time and use them serfaily 1o aveid -- to avoid coverage. And
the roving wiretaps are used in those circumstances, where we make a case that is going
to happen. And we've got approval for it Its essential. piven the technolegy and the
grwth of technolopy that we've had,

As to the lone wolf. that has been -- that has not heen used vet. But my belief is it
needs te be there. where we have an individual, such as Moussaoui, whom we need to go
up and gel a LIS A warrant, cither for a search or a - an mtereeption and cannot idennify
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specifically, with specificity, a particular tureign power that is particularized terrorist
uTganzation. thal he belenys to.

But we - the need 10, as thev say 10 this lene werk -- lone wolf context -- golea FISA
court and sav, OK, this is a lone wolf, We cant put the -- the tic 1o this panticular lerrorist
greup. But here are the reasons why we need to go up on this individual. S0, my beliefis
each of these three provisions arc impurant 10 our work,

FLINSTEIN:
Thank veu, Mr. Chairman. for a) lowing hin to answer.

September 3, 2000 Senate Homelund Securin

MR MUFLLER: Ml leap into the fray and say yes. The Patriot Act s eoing w be
debated. | know those provisions hay e been vury cssential to us, particularly the first rwo
which relate to the business records provision and, secondly, the roving wiretaps, And a
third, while it has not been used, lone wolt will be and is imponant if we et the similar
situanien that we had with Musawi in 2001 Se | would urge the reenactment of those
provisions.

False would make a point in terms ol national security leiters. Qur success and cur
nformation is in large part atiributable to the information we can gather, not of
substantive com crsations but of the “ag data or the telephone 101l data that we obtain by
reason of national security letters. So it's real ly retaining these capabilities that is
nmportant,
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U.S. Deprriment of Justice

(Hlice of Legislative A Majr:
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January 25, 2p0%

The Honorable Paurick J. Leahy
Chairman

Committee on the Judiciary
United Scates Senaee
Washingion, D.C. 20510

Dear Mr. Chairman:

Please iind enclosed TESPONSER 10 questions posed to FRI Director Robert S, Mueller I,
following Director Mueller's appearance before the Comm;ttee on March 27, 2007, The subyj et
of the hearing was “Oversight of the Federal Bureau of Investigation.™

The Cifice of Management and Budget has advised ys that from the perspective of the
Adminjstration's program, there is no gbiection to the submission of this Jetter. Plegse do not
hesitate to contace this office if we may be of further assislance with this, or any gther matter,

Sincerely,

Brian A, Bencgk ok
Principai Deputy Assistant Attomney General

Enclosures

¢c.  The Honorable Arlen Specter
Ranking Minority Member
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1. During the bearing. vou cited the Inspector Gencral's Report on Section 215 of the
PATRIOT Act, which found that the FBI rarcly used this authority 10 obtain library
re¢ords. Huwever, | am concerned that the FBI is using other provisions in the PATRIOT
Act to obtain this information, thereby ¢trcumventing the safeguards and reporiing
requirements of Scetion 215, For example in 2005, the FBI issucd NSLs to four
Cannceticut librarics asking them to surrender "all subscriber information, billing
information and access logs of any person” related to a speeific library computer during a
specific time period, pursuant 1o Section 505 of the PATRIOT Act. These NSLs also

Thivse resgiowives wre correns av of T 30 6
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prohibited the librarians from disclosing the Fact that they had received the NSLs ar their
conicnts - the so-called "gag order” wnder the PATRIOT Act.

2. Please describe the circumstances surrounding the FBL's decision ta issuc

these Nahional Scewrity Letters.

Response:

We belicve the report that NSLs were served on Four Cannecticul librarics is
crrongous. The FRI served one NSI, on the Executive Diroctor of Library
Cooncetions, Jnc., an Internet service provider that furnishes COMPUtCr SCrvices Lo
scveral librarics. No library was served. Three dircctors of Library Conncutions,
Ine.. have apparently described themselves as individual NSL recipicnts, but the
Cane agent who served the NSIL on one official had no contact with the others,

This ang NSL wag issued in order 2 follow up on an alleged local connection to
internationzl terrorism. The FBI soupht subseriber information. woll billing
records. and logs relative to those who had access tor the cOmMmuoications scrvices
during relevant times. The N8I was very narrom Iy tailored to seek information
forunly a 45-mirute periad.

b. Please identify all of the PATRIOT Act provisions that the FB! has used

To obtain Nbrary records from libraries and educational institutions "

Response:

We urdersland the term “library records™ 10 mean records of libraries that reflect
loans of books, movics, and simiiar materials to library patrons, W'e are oot
awarc of aoy use of the LSA PATRIOT Act to obtain such “library records” from
educational institutions ar librarics, As indicated in the prcvious response, we are
awarc that ane NST. was served on a company that provides computer services,
Including Intemet aceess. to several librarics, This NSL was authorized by 18
L.5.C. § 2709, which was amended by section 505 of the USA PATRION Act.

¢. Is the FBL circumventing the requirements of Section 215 by relying on

other provisions in the PATRIOT Act to obtain this information?

Rosponsc:

The premise of this questior. appears to be that the sole authoriry for oaining

mformation from a Iibrary or cducational institution is section 2 15 olthe 154

PATRICKT At In fact, iibraries and schools arc subject W grand jury subpocnas
9

TREse rospienes are crvens as of 73107

ACLU Sect, 215-731



and NSl.s under centain circumstances. 11 a library provides Internet service that
meets the definition of an electronic communication scrvice, as defined in 18
LLS.C§ 25100155, then the library is an electronic communication service
provider towhich the provisions of 18 11.5.0°, § 270% apply. Similarly, while
special rules sovern the acquisition of 2 student’s records from a Utk versily. an
NI can he used to obtain toll billing records if the school is functioning as a
telephone company relative to the provision of campus telephone services.

Flire resposrics ore corvent as of = 10 67
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Digest of Director's Hearine
Refore the Senate Judiciary Commirtee
March 30, 2011

On Wednesday. March 30. 2071 the Senate Judiciary Committee held a hearing

on FBT Gversight. Director Mueller way the anly withess, "I'en Members attended the
hearing.

FATRIOT Reauthorization: When asked if he thought it was important tor all three of
the expining provisions to be reauthonized, the Director responded that ail three have heen
mtegral in protecting the couniry Irom terrorist attack and should be reauthorized. The
business record provision, for example. has been used over 380 times. The twing
wiretap provision. which we ve had an the criminai side for a number of years, has been
used 190 times, He added that while the | 131 has vot 1o use the lone woll provision. we

ACLU Sect, 215-675



have come close and will likely be using it in the future. When asked i f any of the
provisions have been subject 1o abuse, the Director indicated he was nol aware of 4 single
case of abuse. In response ta other related questions, the Director stated that Natianal
Secunity Letlers (N SL3) should not ba subject to sunset. additional legal burdens need not
be added to other provisions, und that he could not thnk of 4 single abuse that would
require decreasing the delayed search notices from 30 days to seven.
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Questions Posed by Senator Feinstein

Bl As vou offered at the hearing, please provide:

2. A description of how many of the 2,072 FISA warrants that the FB]
obtalned last year were “emergency” applications, as oppased 1¢ nan-emergency
applications.

Response;

Th.e response to this iguiny is classificd and js, therefore, provided scparately,

b. The averape armount of time the ¥DI needs to file and get 2 FISA warrant
in each of these categories.

Respopge:

The response (o this inquiry is classificd and s, therefote, provided separately,

84
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MNIA Surveillance Piopraim

100. Has the FB1 received, via Information sharing, information from the NSA’s domestic
wiretapping corducted outside of FISA? If 50, i5 a system in place, either at the FBI or
NSA, Lo Identify when information was obtained without 2 FISA warrant? Does the FBI
bave any minimization procedures in place for information shared with the FBI by the
NSA that bas been obtained putside of existing FISA procedures? If so, please describe
those procedures and the date when they were pnacted.

Responge:

It is not appropriate 5 discuss the operationa details of the Terroris Survedllunce
Propram in this context. The full Scnate Select Commitlee on Lntelligence has
been fully bricfed on the operational details of 1he TSP desgribed by the Presiden.

101. Has the FBI, like the NSA, conducted non-Title 11T dorestic tlectronic szrveillace
(hereinafer “domestic wiretapping™) without obtalning or sceking 2 FISA warrant? If not
why has the KBI chosen gof to do what the NSA has done? If so, please describe {in a
classlfied submission. if Decessary) the natere of the FBI's activities, the date on which sach
domestic wiretapping without FISA court approval began, and the reason(s) why the FH]
determined (hat FJSA warrants were pot kepally requirced for these activities.

Response:

All electroric surveillance conducted by the PBI is jr. accordance with (he
Constilution and taws of the United States. The FB1 conducts domestic clectronic
surveillance pursuant to Title [1] and FISA. [n addition, the FII engages i lwo
types of surveillance wilhout court order: consensyal monitoring (hased on the
consent of one pany to the conversation) and under c.rcumstances in which there
IS N0 reasonable cxpeclation of privacy. The TSP /s not a “domestic” surveillancy

o8
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program. Rather, that program largets for interception only international
communtcations where NSA delermines there is probabie cause to believe that at
least one parly o the communication is a member or agenl of al-Qa'kda or an
allilizted terrorist organizatien,

102. In his written testimony, Inspector General Fine noted how the FBI has reported a
variety of claims of civi] rights and civil liberties violations 1o ihe President's Inteflipence
Oversight Board (“IOB'", including some in FYs 2004 and 2005 relating lo “jnlercepling
commuilicativos outxide the scope of the vrder {rom the FISA court,” and how “|njotL all
possible violations were attributable svlely (o FBI canduct.” Tid the FB] ever submit, to
the OB, concerns about the NSA’s {or the FBI’s, or any other sgency’s) activities relating
t0 dumestic wiretapping without a FISA warrant? If s0, pleyse provide the date and
subject matter of such submisslvns, and please produce all such submissions that the FBI
sent to the OB (in classified form, if DECLEEANY),

Rejponse:

Fhe FBI's abligation is t0 repor intelliperce activities alecting FBI investigations
that vielate law, AG Guidelines, or the FBI's intammral polivies cxlablished to
protect the rights of nited Statcs persons. Because DOJ has opined that the TSP
iz lawful, there has been no basis for TepTLing aclivities related 1o 1hat Program to
the Intelligence Qversight Board,

Questions Posed by Senutor F eingold
~ational Security Totters

103. When you appeared befare the J udiciary Committee on May 2, 2006, I asked you
dbout the disparity between the number of Nations) Security Lettery {NSLs) thal were
issued in 2005 versus the oumber of Section 215 business records oiders issued in 2005,
You agreed that obtuining a Section 215 order requires judiclat approval, and that issuing
4 NSL does not require judicial approval, but suid that you would get back to me abont
why $0 many more NSLs were issued in 2005. Please provide a response,

Responsyg:

NSLs are available to obwain the records that fonm the basic building blocks of
mast investigations (6.¢., telephone records and banking records). They are used
frequently and in many natlonal secunity investigalions (similar to the role of
prand jury subpoenas in eriminal mvestigations). Crders pursuant 1o Section 215
of the USA PATRIOT Act, o0 the other hand, are uzed only if lhe records cannot
be obtained through other means {e.g.. through NSL or voluntary production),

99
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The preference toward NSLs is not bomne of any desire 10 avoid judicial roview,
bul rather from a desire w obiain the information needed to pursue g national
stcunty investigation in the most eMcient way possible under she jaw. Bocause
NSLs can be issued at the ficld office level, they arc far more efficient than 215
orders, which require cour filings.

NSA Wiretapping Program

104. When did yoa first learn about the NSA wiretapping propram authorized by the
Fresident shortly after September 11, which circumvented the FISA coarl process?

Response:

Dirgctor Muclter became aware of NSA's TSP ar or near the time the progrem
cumimenced

[03. Did you raise any ohjectlok to the NS A wiretapping program at the time?
Response:

As Lexplained al the hearing, T do not believe I should ¥0 ‘nto intemal discussions
I may have had with others in the Executive Branch,

106. Do you bave any concern thet Judges would oot permit the information Eathered
through the nse of these wirctaps to he uscd in eriminal prasecutions?

Respoa se:

The purpose of the TSP is 1o gather intelligence abour what al-Qa'ida and
affiliated terrorist orpanizations are planning, particularly ir the United States of
agains! United States interests, not 1o gather gvidence for use i criminal
proceedings. The FBI has used FISA and Title [[] as the exclusive means of
eavesdropping on individuals within the United Siates, whether we arg atlempting
t¢ develop evidence for use in eriminal procecdings or 10 gather forcirn o
intelligence, o SR
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LSA PATRIOT Act

UR. Tn March, Chairman Specter Introduced legislation (8, 2369) that contained four
additional changes to the Patriot Act, beyond what was in the reauthorization packape.

3. In Chairman Specter’s bill, the provision relating to Section 215 would
require the government to cpnvince a FISA judge: (1) that the business records PeTTain to
2 tercorist or spy; (2) that the records pertain o an individual in contact with or known to
a suspetted terrorist or spy; or {3} that the records are relevant to the activities of 2
suspected rerrorist or spy. Do ¥0u apree this stapdard is adeguate t¢ provide apents with
the Qexibility they need? If oot, please provide specific examples demonstrating why not,

Besponse:

The response to this inquiry is classificd and i, therefore, provided separately.

101
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€. Another provision of the bill would make sure that recipients of business

records orders under Section 215 of the Patrlot Act and recipients of National Security
Letters can get meaningful judicial review of the accompanying gag orders. Under the
reauthorization package, the recipient would have to prove that any certification by the
government that disclosurc would harm national secarity or impair diplomatic relations
was made in bad faith. This seems to be a viraally impossible standard to meet. How
frequently would you estimate that FBI agents make such certifications in bad faith?

Respopse:

The bad-faith s1andard 1o which this question refers. containcg in the USA
PATRIOT Improverent and Reautharization Act of 2005 (herzinafier the
“Reauthorization Act™), applies in the very limited context of a petition
challenging the nondisclosure provision of a national securty letter or a FISA
business records order in which there has been 2 cerification by the AG, the
DAL, an Assistant AG, or the FRI Director that disclosure of the letter ar the
business records order may endanger the natjonal security of the United States or
inerfere with ¢iplomatic relations. We do not expet that any such certifications
will be executed in bad faitk, 'We shouid note, howegver, that under the statutory
scheme contsired in the Reauthorization Act, if the zovernment invokes any other
reason for nondisclosurc (e, interforence with g criminal, counlerlerrorism, ar
counterinteliigence investigation or danger to the Iife or physical safety of any
person), cver. if such a cerfification is made 10 that effect by one of Lhe officials
enumerated above, or if the cenification is mude by un ofFcial other those
enumeraled above, then the nondisclosure provision can be set aside if the district
court finds there is no reason to believe such damage will aueur. Accordin ely, the
bad-faith standard to which the question refirs will be applicable only in a very
harrew subsct of all cases in which nondisclosure provisions in NSLs or business
records orders are challenped. W note that there have only been (wo such
challenges in the history of the NSL statytes {thers has been no challenpe to 2
FISA busiress records order), and nene since the USA FPATRIOT Act was
reauthorized. In one of the two challenges, after the enactment of (he
Reautharization Act, the povernment did nat cerlify that ity disclosire womld
causc harm and the NSL was, in Fact, disclosed. B o
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I16. Among the more disturbing aspects of cverything the lospector Geperal has presented
today in his writien testimeny are bis reports of FBI intelligence violations, specifically:
FBI agents intercepling cammunications outside the scape of FISA orders; FBI agents
continuiug inyestigative activities after the gutharicy for the investigation expired; and
third parties providing information that was not pari of a national sccurity letter request.
In light of these findings, please explain the following.

a. Were any of these activities thut the O1G defines as violations authorized
b¥ ¥ou, personslly, or any deputy of vours?

Response;
No. As indicuted in response to Question 60, ahove, the emrors identificd by the
OXC: were eilher inadvenient or third-party errors. None were the product of
directives lo exceod FISA or ather investigative authority.
h. Were any of these activities authorized by the President?

Response:

No.

€. Docs the use of surveillance ouiside the scope of FISA orders by the FBI
have any connection to the NSA domestic sorveillance program the President has
described? 1sit part of a separate program?

Respgnye:

No, in response to cach question. As previously stated, the compliance 155UCs

noted by the IG were inudvertent, and not wilful, viclatiens, CToAT Tk e
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LL.S. Department of Justice

Office of Legislative Affairs

OfFice af the Assstane Anomey Geaeral Warshingtuer 0 (7 20540

Hovember 30, 2006

‘I'he Honerable Arlen Specier
Chairman

Committec on the Judiciany
Umited States Senate
Washington, D.C. 20510

Dear Mr, Chairman:

Enclosed please find responses 1o questions posed to FBI Director Robert 5.
Mueller Ii], following Director Mue|ler's appearance before the Committee on May 2,
2006. The subjeet of the Committee's hearing was “"Oversight of the Federal Bureau of
Investigatton.” The F13[ submitted these responses {or clearance on July 10, 2006, We
hope this information is helpfual to the Committec.

The Office of Management and Budget has advised us that from the nerspective of
the Administration’s program, there is no ohjection Lo the submission of these [EspOnses,

i we may be of additional assistance in connection with this or any other mafier, we trust
that vou will not hesitare 1o calf upan us,

Sineercly,

it

James H. Clinger
Acling Assistant Attorney General

Enclosurg

¢ The Honorable Patrick J. l.eahy
Ranking Minority Member
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ATRIGT Act Reauthorization

34. As you are aware, three provisions of the USA FATRIOT Act are set o cxpire at the
end of this year. Without action. law enforcement would not be able to use these three
important tools after December 31, 2009: scetion 206 of the USA PATRION Act, which
governs “roving” wiretaps: scetion 215 of the USA PATRION Act, which allows federal
agents to ask a court for an order to obtain business records in national seeurity terrorism
cases: and section 6001 of the Intelligence Reform and Terrorism Prevention Act
(*IRTPA™}, which allows intelligente investigations of lone terrorists not connected to «
forcign nation or organization (also known as the “looe wolf™ provision}.

3. Last week, Assistant Aftorney General Ronald Weich sent a views letier 1o
Chairman Leahy recommending reoewal of all three of these togls. The
letier noted that the Office of the Director of National Intelligence concurred
with the recommendations for renewal. Tn that letter, the Department of
Justice specifically stated that the roviog wiretaps provision “has Nnctioned
ag intended and bas addressed an investigative requirement that will
continue to be eritical to national seeurity operations.” 1o yon agree?

Ttesponsc:
The response t this inquiry is classified and is, therefure, provided separately.
b. In that same letter, the Department of Justive also recommended the
renewal of section 215, the husiness records provision. It stated, “the

availability of a generic. court-supervised FISA business records authority is
the best option for advanving national sccurity investigations in a manner

38

ACLU Sect, 215-1331




Response:

consistent with civil liberties. The absence of such an awthority could force
the FB1 to sacrifice key intelligence apportunitics,” Do yvou agree?

Yes. This authority has been exceptionally useful in our national sceurity
investigations. |t allows us to obiain records in nationa) seeurity investigations
thal we may he unable w obtain using National Sccurity [eners (NSLs); the
records that ¢an be obtained vsing this wol are those that are typically abtaingd in
acriminal case by using a grand jury subpoena. U'he operational SECUFiTy
requirements of most intelligence investigations require the secrecy afforded by
this FISA authority. W anticipate that there will always be national security
iInvgstigations in which the FRI needs 10 oblain records that are not available
through the use of NSbs and in which criminal Imvestigative oals ane cither
unavailable or insulliciently secure, The authority 1o oblain records under the
supervision of the FISA Court in such ¢ases is entirely appropriate. Moreover,
the FISA Court’s track record since this provision was added (o FISA ¢learly
ustablishes that the court is sensitive 10 the need 1o protect the privacy rights of
uncenscntmg LS. persons who may have some connection to the documents
received pursuant to such an order. e o
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April 8. 2019

[he Honarable Patrick J. Teahy
Chairman

Committee on tae Tudiciary
United States Senarc
Washingon, D.C 203040

Dear Mr. Chatriman:

Lnclosed please find responses to guestions for the revord posed 1o Federal Bureaw of
I estigation Director Robert Mueller following his appearatice before the Commites at an
oversight hearing on Seplember 16 2009,

We nope this infermation is helpfus. Please do not hesitate 1o contact this office if we ma
be of Jurther assistance an olher matlers. The ChTice of Management and Budge! has advised us
that trom. the perspectiv e of the Adminisiration’s program, skey kave no objection 10 subimission
of this letier.

Sineerely.

NG

Ronaid Weich
Asggistant Attomen Lreneral

Enclosure

ce: The Honorable Jeff Sessions
Ranking Minorits Member
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September 13, 2010

The Honorable Patrigh Leahy
{’haimman

Commitlee on Judiciary
L'rited States Senate
Washingon, D.C. 20515

Dear Mr, Chairman:

Enclosed please find resflonses to cuestions for the record arising from the appearance
uf FBI Cvber Division Deputy Divectar Steven Chabirsky, before the Committee on November
17, 2009, at a hearing uniit]ud‘f}-bcrsecuri'.y: Preventing Temroris: Anacks and Pratecting
Privacy in Cyberspare”

W upiloize for aur delay in Tesponding 10 your letter and hope that this information is
helpfil o the Committee. Pleuse do not hesilate to contact this office if we may provide
addttional assistance regarding this or any vther mavter. The Office of Management and
Hudget has advised us that from the perspective of the Admintstmation’s program, there is no
objection 1o submission of this letter.

Sincereiy,

Ronald Weich
Assigtant Attarney General

Enclosures

ce; The Honorable leiT Session
Ranking Minority Member
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Terrur Fighting Tools in Invesligating Cvber Communications

3. Deputy Assistant Direcior Chabinsky, sctting eside the widespread cyber attack lor a
moment, [ am also concerned sbont how technelagy is making it easier for verrorists to
communicate. Smart phones have become hand held computers that make phone cafls and
trunsmit email, Luptops wilh wireless internet can operate in city parks, fast food
restaurants and coffee shops. Some in Congress want to raise the requirements and imcreuse
burdens of proof for the FHJ hefore they can gather information on suspected terrorists. 1
4m not one of thoge people especially when I have seen the numbers an how often they have
been used and how soecessful they have heen.

2. Would the FBI use 215 business records searches 1o gain information on a
particular ISP or if a Wi-Fi hat spot that had been repeatedly used? 1ask this because the
Senate will be debating the resuthorization of the PATRIOT Act. These are crifical tonks
that Director ¥ueller has publicly endorsed as essential in detecling terrorist plots.

b. If pessible, can you elaborute an how the Cyber Division uses terror
fighting Lo0ls when terrorists retreat to cyber communication?

Responsc to subpicts a and b

Consistent with the Attomey Gensral’s Guidelines for Domestic FBI Uperations
and the FBI's associated Domestic [nvestigations and Operations Guide, in
deciding what investigative lechnlques to use in a given case, the FBi considers
which techniques will afford an effective and efficient means of accomplishing the
imvesligative ubjectives in the least inlmsive manner based on all of the
circumstances involved. Tae FBI would apply for an urder under the Foreign
Intelligence Surveillance Aa (FISA} Business Records provision in the refermeed
vircumsiances if that would be 11 most timely. most eltective, and least itrusive
means of investigating a suspected lemorist,

ACLU Sect, 215-605
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June 14, 2007

The Honorable Patrick ). [.eahy
Chamrman

Committee on the Judiciary
United States Senate
Washington, D.C. 20510

Dear Mr. Cheirman:

Iinclased please find respenses to questions posal to FBI [irector Robert S
Mueller [T, following Dircctor Mueller's appearance before the Committee on December
6, 2006. The subjeet of the Commitice's hearing was “Oversight of the Federal Burcau of
Investigation.™ We hope this information is helpful to the Commitice,

The Office of Management and Budget has advised us that from the perspective of
the Admimistration’s program, there is no objection to the submission of these responses,

If we may be of additional assistance in connection with this or any other marter, we trust
that you will not hesitute to ca!l upen us,

Sincerely,

L2 A He]

Richard A. Hentling
Principal Deputy Assistunt Anomey General

Enclosure

¢¢:  The Honorable Arlen Specter
Ranking Minority Member
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IMPACT OF CHANGES IN SUPPI.EMENTAI. PATRIOT BILL

4. During the debate over reauthorization of the PATRIOT Act, [ introd ured z bin
(5.2369) along with Senator Leahy to correct some of the provisions contained in he
conference report negotiated with the Honse of Representatives. Ope provision of cencern
was the provision goverping challenges to the so-cailed “ga2g" or non-disclosure
requircment that accomparies National $ccurity Letters and orders issued pursuang to
Section 215 of the Fairiot Act, Under the conference report, the recipient of an NSL or a
Sectinm 215 prder cap hullenge the “gag,” but there is 8 conclusive pTesumption reguiring
COUrts tn uphold the “gag™” if the government makes z good-faith certification that
disclosure may cendanger the national secUrity of the United States or interfere with
diplematic relations. Our bIN eliminates this “conclusive presumpiton” to give courts more
discretion In reviewing the “gag” requirement.

a. Why shouldn't we trust Article 1N Judges to make sound declsions abowe
disclosure or nondisclosure?

These responses are current ay of 2847

-
i’
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Response:

orders?

Brosponse:

The provisions adopted m the USA Patriot Aet Improvement and Resuthorization
Act 0F 2005 (the Act) to modify the so-called “gag” provisions of the National
Security Letter (NSL) statules and Section 213 of the PATRIOT Act were not the
result of any distrust of Azticle TN Judges. To the contrary, they are carefully
crafled provisions thl conform %o constilutional allocations of power. When the
Execulive Rranch cettifies that there should ke non-disclasere of an NSL or 2 215
order hecause disclosure would imerfere with a criminal, courlerterrarism, ur
countgrinteligence investigation or endanger the life or physical safety of any
persan, that certification is Fully reviewablc by un Anticle IIT judge begause (he
Judiciary is fully compelent [0 evaluste those possible harms. Un the other hand,
wien the Excentive Branch corlifies {via a high level executive oificialy thal
disclosure of an NSL or 215 order might cndanper nitional securily or interfere
wilh diplomatic relations, the Executive is rnaking an assessment in un wrea that is
gt the core afl the Executive Branch's Constuutional authority. In those insiances
fi.e., national security and foreign relations), the Exceutive Branch is better uhls 1o
assess the risk caused by disclosurs.

b. Would this change megutively impact the FBI's use of NSLs pr Section 215

As mdicated abave, we believe the Executive Branch is besl able to #ssess the
harm to naipna; 5eCUTILy of Lo diplomatic relations that could be caused by

diselosing the cxisence of an NSL gr g 2] 2 order, and thut the statute should not
be fursher amended).

R I = -

Thse responses are curvent as of 2807
8
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the violation, a repott may be 1ssued (o 1he approptiate entity within DOJ or to the
FBI's QFR, resulting in formal review and potermial disciplinary action.

96. Im light of the FBY's failure to comply with the existing Guidelines and the ineMeetual
sanctions {o deler vialations of the Guidelines, please state the FRI's position on H.R. 4132,
the Law Eaforcement Cooperatian Bill introdyced by Comgressmen Lundgren aod
Delahunt. The bill would reguire mandatory pramps Notificatian to federal, state and local
prosecutars having jurisdiction, whencver the FBI obtains koowledgs & confidential
informant or any other individual has committed a vialent crime, If the FBI has canceros
abnut this propesed legislation, Please provide the Committee with 2 detailed explan:tion
of these concerus.

Rrsponse:

The FBI's concemns regarding H.R. 4132 are articulated in the K256 letier
provided as Enclosure D,

NI NEW REPORTING REQUIREMENTS UNDER THE REAUTHORIZATION OF THE
FATRIOT ACT

The USA Patriot Improvement and Reauthorizatian Act enacted last March contains new

reporting requiremciits relating to Natignal Security LeHers as well ay an audit of the yse
ol these letters.

7. Lnder the Act, a repart on the numher of Natianal Securlty Letters is due tu the Senate
Judiciary Committee by APril 2007. Please provide the Committee with am update and

detailed infurmation on the FBI’s Progress 1o camply with implementation of these new
Yeporling requirements,

Respunse:

Pursuant jo the USA PATRIOT Improvement and Reauthorization Ac of 2005,
the AG submitted the first annua; report an 428/06. The FBI is currently
compiling the information required for the cajender year 2006 report. We expecl
that report 10 include a caveal regarding the reported number of different 1S,
Persans on whom we have collocted data through NSLs because, toward (he end
of the year, we discovered that we hag not adcquately explained the change in the
ICPOHNE requiremert to our fcld persornel. That lack of clarity, together with
the fact that the U.S. person status of the subject of an NSL (as opposcd to (he

Hhese responyes are current ay of 28407

113
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U.S. person status of the target of the investigalion) is not always clear, leads us to
believe that the statistics we have this year ot the number of different 1.8,
persons whose dala is gathered through NSLs will not be as precise as we would
like. Further, we have ieamed from the review conducted by the DOI Q16 that
there arc other errors in our compilation of these numbers, We cominue 1o work
to ensure the accuracy and reliability of these staisties,

94. Please provide the Commirtee with information relating to apy changes in FBI policy
or procedures following the enactment of the USA Patript Improvement And
Reauthorization Act last March.

Response:

The USA Patriot mprovement and Reauthorization Act ("Painot IRA’"} amended
several stitues that are regularly used by the FBI in the conduct of s national
BECUOTY investigalions. In limited respects, some of these statory changes
required changes to FBI processes: ather notable changes largely codified
proceshures the FBI already followed,

NSIs. The Pairiot IRA modified the various authorities pursuant to which the
FBI tssues W51 5 in several respects, it increased the nomber of commiitees to
which certain semi-annual reporls are made, and il aitered the content slightly of
these reports.

Those changes required ihrec changes to FBI process and proceduce, First, the
FBI 15 now requiral to report the number of different persons (including status as
a ULS. Person or Non-10.§. Petson) about whom information is soughl As
discussed further above, befare cnacknent of the Patriot IRA the FBI reported
only the ULS. Person status and the number of different 1argets abowt whom
information was gathered. This change in external reporting has required changes
I mtemal reporting. Agents are now required to inclade with every TEquest for an
NSY. the U.S. Person status of the person to whom the requested NSI. relates,

The second change to FBI process and procedure required by the Matrio: IRA
telales to the internal evaluation that must dccompany cvery reques! for an NSI .
Prioz [aw automaticaily imposed an cbligation of confidentality on the recipicnt
of an NSL. The Patriat IRA requires a case-by-case evaluation of the need ve!
nan for the recipient to be obligated not to disclose the exislence of the N3I., In
response, FRI process now requires its employes mitiating the NSL request to

These respomser eve current as of 2807
114
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cxplain in thc request whether, and if so why, the recipient should be obligated noi
to disclose the NSL. That justification is reviewed along with (he request for the
NSL and must be approved by the ofMicial who exccutes the NSL.

Finally. the Patriot TR A mandated that the recipicnt of an NSL he allirmatively
notified of: the process by which he or she can challenge the NSL ot the
nondisclosure provision and his or her right to disclose the NSL to persons
nucessary 1o comply with the NST. tequest, including an attorney to obtain legal
advice or legal assistance reyarding the NSLL. The FBT made conforming changes
1o the standard forms ol ail NSLs.

Rowing Foreign Intellipence Surveillance Act (FISA} Surveillance. [he Palnot
IRA modified FISA reparding the amount of detait the FBI must provide in
connection with a FISA roving surveillance order. The application must now
inciude a description of the "specific” taruet when Ihe targel is identilicd by
description rather than by name. The Court, in turn, must find the possibilily of
the targel thwarting surveillance based upon specif:ic facts. The FBT has always
provided a descripiion of the target of surveillance, to the extent knowr, (The
FBI's deseribing the target with as much specificity as possible has always been
necessary Lo accomplish collection on the corrert person or persons authorized by
the Courl.) Thus, this changc, in efTecl, codificd existing practice and did not
requite changes to FBT procedures.

The Patniot TRA also added a statutory relum requirement, pursuant o which the
FBI is generally required to notify the Courl within ten days of instituting
surveillance oi'a new facility under the roving authority. In the notice, the FBI
must inform the Court of the nature and location of the new facility, the facls and
¢lrcumstances upon which the applicant relics, any new minimizalion procedures,
and the total number of electronic surveillances (hat have been or are heing
conducted urder the roving authority. As a practical matler, thar change simply
codified the practive that was yenerally followed with reving surveillance. Even
before the Patnot TRA, the FISA Coun typically mandaled notice 1o the Courl
when the surveilled faciiity changed. L'he new siatute hag imposed some more
repotiing requirements, and FBI has adjusied its process to generate the required
information in a umely fashjon.

Buyiness Records under FISA. The Pamiot [RA made signtlicant changes to

Section 215 of the Pamriot Act (FISA Business Recordsy Order). Amuong other
things, the law now requires that a FIS A Business Records Order describe the
langible things that must be produccd with sufficient padicularity t¢ permit them

These respunses ure curreni as af 278907
115
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to be fuirly identified. The Order must also cortain a date on which the tangible
things must be provided, and that dare must afford 1he recipicnt a reasonablc
pened of lime in which to moduce them. The Patrict IRA also imposes high-level
supervisory approval of F1SA RBusiness Records Orders when they are seeking
certain speciai categories of things such as library circulation records, library
patron lists, book sales records, book customner lists, fireurm sales records, tax
remm reeerds, educational records, and medica: records comaining informration
that would ideutify a person.

The new statutory sbligation ta specifica’ly describe the documents sought ang
provide a daic on which they musi be Poduced did not required changes o FRE
pulicy and procedures. Rather, if stuply coditied existing policy and procedure.

The obligativn 16 ebtain high-level SUpervisory approsal ior sensitive FISA
Business Records Requests has resited in an wlteration in practice. Prcvipusty,
virtually all FISA Business Records Requesty were sigued by either the FRI
Uieneral Counset of the FHj Deputy General Camsel for the Nationa! Becunty
Law Branch, As aresull gI'the Parjor IHA, that process has been altered to the
limited extent that, in those very limited situations in which semsitive records are
sought, the General Counse) obains the signature of cither the FBI Director or
Depuly Director.

FISA Duration Changes. The Patrint [RA extended the duration of initiations and
renewals of clectronic surveiilmee, Physical searches, and pen register/trap-arud-
Irave surveillance for agents of foreipn powers who arc ttot U1.S. persons.
Initiations and renewals for U.S. persons remained the same,

The duration of FISA surveilance and physwal search for non-U.S . persons was
icreased from. the standard of 90-day initiations and 90-day renewals. Flectronic
surveillance and physical search Coverage increased to @ 120-day initiation and
ong-year renewal, and the pen regislec/trap-and-trace increascd to a Dile-year
miliation.

While there was litile, i any, effect on FBI polimes or procedures, both Q) and
the FBI have bencfitted from the substantial sAvings in resources that 1 esulted
from the new derations.

Hhese responses are current v o AT
il&
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140. In April 2005, a Department of Justice Inspectar General review of eight FBI field
offices, conducted over three days, found that three of these affices failed (o review their
bigh-priority FISA interceptions within 24 hours.

a. Please state che FHI’s current rule regarding how quickly FISA

interceptions must be reviewed,

Besponge:

Response:

FBI policy is that FISA intercepts in the highest priorily counterlemmorism and
counterintelligence cascs (those in which the subsject potentally presems a direcl
threat of violent terrorist activity) will be reviewed within 24 hours. Addihenal
information in response to this inguiry is classified and is, iherefors, provided
scparately,

b. Please describe what is entailed by such a review.

A review is completed when the linguist or amalyst determines whether a session
conlains a threat to safely andfor security or contains actionabie intelligence. If
the reviewer detamines there s a threat or actionable intelligence contained in the
sessiom, this information is immediately reported to parties that can act on the
information.

Those responses are carrent as of 25707
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c. Flease cxplain what specific steps, if amy, you arc taking tv clarify the rule
am reviewing FISA interceptions and to ensure (hat field oifices arc abiding by this rale.

Respongg:

The FBI disseminated policy in 2004 and in 2006 reiterating the rule that a session
15 Not considered reviewed until the Lthreat Information/uctionable intelligence or
lack thereof has been deermined. This peliey 15 reinforcen through reneater
FISA training. T T

these responscs are eurrent oy of 2847

158
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HEARING OF THE SENATE JUDICIARY COMMITTEE
nSUBJECT: QVERSIGHT OF THE FBI

aWiTNES3: FBI DIRECTOR ROBERT MUELLER
aCHAIRED 8Y: SENATOR PATRICK LEAHY {D-VT)

226 DIRKSEN SENATE OFFICE BUILDING, WASHINGTON, D.C.
10:02 AM. EDT, WEDNESDAY, SEPTEMBER 186, 2009 R

SEM. LEAHY; Good morning. I always hate to -ush the photographers, If 1 do this wrong, !
hear about It &t family gatherings. And the photographers underskand what I'm talking akbout.

ACLU Sect. 215-693



I've alse clusely tracked the use of Section 215 of the original Fathet Act, which authgrized an
erder tor business records. T've leng believed that greater owversight of tus sechien 15 required,
including broader accexs to judicial review of the non-disclasure orders 1hat are so often issaed with
Section 215 demangs for rucords,

ACLU Sect, 215-694




SEM, LEAHY; When Congress Included in the 2006 Patrict Art reauthonzation, we had a
requirerment that the Justice Deparoment's Ofice of Inspecter General canduct audils and reviews of
the use of national security ketters authority In Section 215, Qrders for Business Recards.

PANEL | OF A HEARING OF THE SENATE JUDICIARY COMMITTEE

sSUBJECT: REAUTHORIZING THE PATRIOT ACT

aWITNESSES: DAVID KRIS. ASSISTANT ATTORNEY GENERAL, NATIONAL SECURITY
DIVISION, DEPARTMENT OF JUSTICE; GLENN FINE, INSPECTOR GENERAL,
DEPARTMENT OF JUSTICE

*CHAIRED BY: SENATOR PATRICK LEAHY (D-VT)

226 DIRKSEN SENATE OFFICE BUILDING, WASHINGTON, D.C.
10:00 AM. EDT, WEDNESDAY, SEPTEMBER 23, 200%

SEM. LEAHY: [t's here.

Glenn Fing is well known, of course, to this committes, He served a3 the Department of Justice
inspeclar general since 2000. He's been a number of the Gffice of (nspector Gengral since 1995,

Hs office conducted comprehansive audits of Sechien 215 of the ®atrict Acl. for the use of
national security lettars. These audits, which are combined v a number cf ether reports issued by
his office, represent really the largest portion of the public reporting on the use of surveillance
aukhorities.

ACLU Sect, 215-695
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Mr. Fine, glad to have wou here, So ahead, please.

MR. FIME; Mr. Chairman, Ranking Memter Sessions, members o° the committes, thank you
for inyiTing ma to testrfy about the Office of Lhe 11spector Generai's work re ated o the Patriol Act

Our most significant reviews haye focused on the “BI's use »f nationa security letters and
Section 215 orders. Pursuant to the Patriot Reauthorizabioy Ack, in March 2007 and March 2CC8, we
issued "eports examining the FBI' use of these two authorities, and T will Foous my testimony on
our findings frem those reviews.

whlh regard bo the use of Section 215 orders, the OIS exanmined ang issued twa reports gn the
FEI's use of these orders o oblam busivess records. While used much lass fraquently than NSLs,
the FB[ believes that the Section 215 authority is essential to national security investigatio=s
bactause it is the ovly compulsory orocgss for cedam kinds of records,

Gur reviews did not dentity any ilegal use of Section 215 orders. However, our second repor,
does discuss a case in which the FISA Court vwice refused to authorize a Section 215 order based on
cotcerns that the investigation was premised on protected First Amendment activity. The FBI
subsequently issued NSLs to obtan Information about 1the same subjed based on the same lacval
predicate, evey though the NSL statute containg the same First Amendment caveat as the Section
215 statute.

ACLU Sect, 215-696
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h)

2. During the hearing, vou cited the Inspector General s Report on Section 215 of the
PATRIOT Act, which found that the FRI rarely used this authority 10 obtain library
records,  However. I am conwerned that the FBI is using other provisions in the
PATRIOT Act 1 obtain this intormation, therchy circumventing the safeguards and
reporting reguirements of Section 215, For cxample in 2003, the FBI jssued NSLs to
fvur Conneeticut libraries asking them w surrender “all subscriber ilurmation, billing
nformation and access logs of any persen” related 1o a specific library computer during
a specilic lirme period. pursuant to Section 505 of the AT RIOT Act. These NSLs also
prohibited the librarians from disclosing the tact that they had received the NSLs or
their contents -- the so-called "gag order” under the PATRIOT Act,

Please identify all of the PATRIOT Act provisions that the FBI has used to oblain
library records from libraries and educational institutions*

ACLU Sect, 215-656
24




¢) Is the FBI circumventing the requirements of Section 215 by relving on other
provisions in the PATRIOT Act o ohtain this information’?

ACLU Sect, 215-657
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SUMMARY OF PATRIOT ACT REAUTHORIZATION
Sunsets
* Retains 4-vear sunsets for two PATRIOT Provisions:

©  Section 206, muiti-point or “moving” wiretaps; and
2 Section 215, FISA court orders for business records

* Makes remaining PATRIO provisions permanent.

Section 215 (FISA Rusiness Hecords)

* Requircs applications to include “a statement of Tacts™ showing “reasonable grounds to

helieve™ the things sought are “relevant™ 1o an authorized investigation.

» Createsa lepal presumption in favor ol a tinding of relevance for records that pertain
te: {a) a foreign powcer or an agent of a foreign power: (b the activiljey of a suspected
agent of a foreign power who is the subject of an authorized nveshgation; or {c) an
individual in contact with, or known to. a suspected agent of a toreign power who is the
sutnect of an authorived investigation,

= Includes explicit right for recipients to consult legal counsel and 10 seek judicial IEVIew.

ACLU Sect. 215-664



Permits challenges 10 nun-disclosure requirement, but niu sooner than 1 vear after
issuance of urder. {Added by Sununu bill, 8.2271.)

Makes clear that section 213 orders are nut available for threat assessments,

Requires I'BI Direetor, Deputy Director or Exceutive Assistant Director to appruve
requests lor cemain records (e, library, medical. educational, and tax recurds),

Limits scope of requests to maierials that could be obtaired via grand jury subpoena or
a similar coun order for the production ol records.

Requires recipients, upon request. to inform the FRI of the names of othiers to whom the
order has been or wil] be disclosed,

o Disclosures 1o legal counsel Cxempt from this requirement. [Added by 8. 2271)

Requires the use ol minimization procedures tu limit “the retention, and prohibit the
dissemination” of information concerning LS persons.

Reyuires audits by the DOJ Inspector Gieneral on the use of Section 21 3;

Ihcludes enhanced reporting 1y Congress regarding the use of Section 215 and rew
public reporting un the use ol Section 215,

ACLU Sect, 215-6ob
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USA PATRIOT ACT

CHIEF DIVISION COUNSEL - FB) SPRINGFIELD

ACLU Sect. 215-1135



PATRIOT ACT

J10/26/200]

116 sunset provisions (12/31/2005)
JPermanent provisions

ACLU Sect, 215-1136



PATRIOT ACT

Jinformation s

narng;

JProvide fradif

lonal criminal

nvestigative tools to nafional secumy
Investigations;

JBring statutes up to date with
emerging technology

ACLU Sect, 215-1137



PATRIOT ACT

215 - FISA Business Records Court Order

»Brocdened scope to includa ‘any fangible
thing" from afl businesses

' Previously imited fo certain businesses

ACLU Sect, 215-1143



USA PATRIOT IMPROVEMENT AND
REAUTHORIZATION ACT

ACLU Sect, 215-1153



PATRIOT ACT

JThe USA Patriot Improvement and

Reauthorization Act of 2005 went into
effect on March 09, 2004

< Makes 14 of the 16 USA Patriot Act
provisions permanent .

ACLU Sect, 215-1154



PATRIOT ACT

J Creates anew 4 year sunset extension
for two USA Patriot Act prowmons
frough 12/31/2009:

r FISA Business Records court orders

ACLU Sect, 215-1155



PATRIOT ACT

JChanges:
»FISA Business Records:

ACLU Sect, 215-1156



BUSNIESS RECORDS

JFISA Business Re
been modified

cord authority has
0 provide more

sareguards to p

otect certain

categories of personal information.

ACLU Sect, 215-1157



BUSNIESS RECORDS

Jopecial cateqories:

»Library circulation records

» Library patron lists;

»BOOK sales records:

»Book customer lists;

» Firearms sales records:

»1ax refum records;

»Educational records:

»Medical records which idenfify @ person

ACLU Sect, 215-1158




BUSNIESS RECORDS

dThese special categories of business
records will require approval from
FBIHQ executive management

ACLU Sect, 215-1159



JNon-Di

BUSNIESS RECORDS

Disclosure Provision

»NO

person shall disclose the fact that the

FBI has sought fangible things under this
authority, with these exceptions:

 Persons necessary for compliance:
' An attomey for legal advice,

ACLU Sect, 215-1160



BUSNIESS RECORDS

JJudicial Challenge of the court order

»The recipient of a FISA Business Record
court orcer may challenge the legality of
the order In the FISA Court.

rRelief may e granted only if the court
orcer does not meet legal requirements.

ACLU Sect, 215-1161



BUSNIESS RECORDS

JJudicial challenge of nondisclosure

»HSC may set aside the nondisclosure
provision only if there is no reason to
elieve that disclosure may:

' Endanger National Security:

' Inferfere with & pending investigation:
* Inferfere with diplomatic relations, or

' Endlanger the life or safety of a person.

ACLU Sect, 215-1162



QUESTIONS
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J|

JO
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J Uniting and
d Strengthening
J America by

d Providing

J Appropriate
d Tools

J Required to
J Intercept and
J Obstruct

d Terrorism

ACLU Sect, 215-1177
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LNCLASSIFIED

USA PATRIOT IMPROVEMENT and REAUTHORIZATION ACT of 2005
(Public Law 109-177).

&

USA PATRIOT Act Additional Reauthorizing Amendments Act of 2006
(Public Law 109-178).

Chart Summaries of recent changes 1o national security legal authorities
as a result of the “USA PATRIOT Improvement and Reauthorization
Act of 2005" and the “UUSA PATRIOT Act Additional Reauthorizing
Amendments Act of 2006

. Title [ - USA PATRIOT Improvement and Reauthorization Act

Title I makes most of 1he original sunset provisions of the original 1'Sa
PATRION Act permanent. though it ereates new sumsets for the authorities i
sectton 206 [FISA roving authoritv) and section 215 (FISA avcess 1o Business
recards) ol the U'SA PATRIOT Act. and section 6001 (Lone Wolt provision) of
the Intellizence Reform and T'ervorism Prevention Act 02 2004, 1t also extends the
duration of several FISA tools. Additionallv. it makes significr changes to the
National Security etier stotuies, Finalty. the L'SAPA [RA requires new
Conpressiomal reporting of the use of national seeuriiy wols,

INCLASSITILD !
ACLU Sect. 215-980



UNCLASSIFIID

TITLE I- USA PATRIOT IMPROVEMENT and REAUTHORIZATION
ACT of 2005

SUNSET PROVISIONS

See. 102, USA PATRIOT Act Sunset Provisions.

Seetion 102 repeals section 234 of the TSA PATRIOT Aci, making most of the original
sunsel provisions permanen®. This section adopts a new d-vear sunset (December 31 0% for
sections 216 (roving authorityy and 215 ihusiness records) of the TS A FATRIOT Act. The now
permanens provisions of the USA PATRIOT Actare he fol lowing:

FNCLASSIFIED 2y seat, 215-981

I




UNCLASSIFTED

Provision
T e

Sew Sunset Date

FISA Tusiness Records Authority

December 21, 00

UNCLASSIFIED

ACLU Sect, 215-582
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UNCLASSIFIED

FISA BUSINESS RECORD CHANGES

Nee, g, Avceess to Certain Business Records Linder Section 215 of the USA PATRIOT

Act)

Scope of I'ISA Dusiness
Records authority.

» This autkorily may be used 10 obtain “any tangible (hings
(including buoks, records, papers, doecuments, and other
ttems).” This autherity is broud. similar i seope o A criminal
zrand jury subpoens.

* This authority requires additiony] procedurcs for cenain special
categenies ol records (see helow).

Special Cutepories of
Tangible Things

Crmuress designated particulur calegones of records for special
Procedures and appeovals. The FI3 will adjust procedures to
account tor the speeial desiznation.

* Special Categories:

Library circulation records, library pawron lists, book sales
records. book custemer lists, fircanms sales records. tax returmn
records, educattonal records. and medical record containing
information thar would tdentify a person.

* Approval Level for
special categones:

The Dircetor af the FRI may delegate the authority w either -
= the Deputy Director of 1he I'BI: or

* Ihe Executive Assistant Director (F.A1») for Nationul
SeCurity (or any successor pasition).

No further delegation is allow e,

' This information alse includes the clianges made by scctions 3 and 4 of the “LUS A

PATRIOT Act Additional e

authorising Amendments Act of 2006,

[NCLASSIFIED 4
ACLU Sect. 215-983




INCLASSIFIED

* Congressional Oversipht
of special catepories:

Attorney General must previde annual report { April) o the
House Judiciary Conuninee (1110, the House Permancnt Select
Comunittee on Intelligence (1PSCLL. the Senate | udiciary
Comumitiee (S2C), and the Senate Sclect Conmunitiee on
Inteliigence {SSC1).

* Nuather of FISA business record orders gramted. moedified. or
denied for the special categories of iungible things.

154 Business Record
Standard- Relevance:

The FBEUs facts must show that there are “reasoguhle eroungds to
believe that the tangible things soupht are relevant to an
authorized inycstigation.”

* Presumptive Relevance
Test:

The tangible things are presumplively relevant i the fwes show
they pertain to -

"1} a toreign power or wy agent of a fore; £l poweT:

{1i) ke acavities of a suspected ageni of 4 forcign power who iy
the subject of such authorized vestpation: ar

{1k an individual in contact with, or known to, i suspected agent
of & forgipn power who is the subject of such wathorized
InvesIintions. ™

FISA Business Record
Order;

* The order must deseribe the tangible things with sufMicient
particularity to permit them o be fairly identined.

* Date fer return - the order will conwain a date on which Loe
tangible things must be provided.

= Recipient inust have a reasonahle period of time to produce,
* The Order may only require production of tangihle things that
wolld be available with a grand jury subpoenu or a District
Court order fin other words, privileges under the [aw will apps
L Business Record orders).

[
FISA Busmess Record

bon-Disclosure Provision:

Nao person shall disclose the Fact tha the FBI Bas soupht tangible
things,

* Exceptions 1o non-
disclosure:

A recipient may disclose w FISA Business Record Order 1o -

(] persons w0 whom disclosure is DECeRsAry o compls ;

{2} an aRoriey w obtain lega’ advice or assistance wilh respect to
*he production;

(3} a person as pennined by the FBI Director (or designee).

UNCLASSIFIED

L
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= Extension of
nondisclosure to others:

* [Fthe recipient diseloses 1o another PRESON (5¢C eXeeplions
above), the recipient shall notify ihe persun of the nondisel osure
requirgment.

* The persun to whent diselosure is made shal] e subject 1o the
nandiselosure rayuirerment.

* The FRI director {or desiznec may ask the recipient to tdentity
the other persons w0 wham diselosure of the Business Revord
ordet will be made (except that the reeipient does not have to
identify the attorney).

|
Judicial Challenge of FISA
Business Record authority;

The recipient of'a FISA Business Record order may chatlenpe l
the Jepality o7 the order in the Foreign Intelligence Sumeillance
Cow.

« Chullenging the order:

* Revipicat may move to modiy or set aside the order.
* FISC muy grant the minion anly if the onder does not mget the
requirements of FISA or is otherwise unlawful,

* Challenging the non-
disclosure provision:

* Mot less than | year after the order. the FECIPIent may mave o
maodify or set aside the nondiselosire order.

* FISC may prant such a motion vnly 1 these is na reason o
Bradieve tha disclosure may viidanger the national security of the
LoS.dnterfere with a criminal, COUNICTLCrrOrSm. Or
countenmielligence investigation, inerfere with diplomatic
refutions. or endanger the lile or physical satetv of any person,
= The FISC will treat as conclusive a certification by the
Adtorney General, Depuly Attorhey General, an Assistunt
Attorney Generad, or the Direetor of the F13] 1hat adisclosure
may cndanger the national seeurity ot the 1.8, inteefare with a
enminal. coumtererrorism, or vounterintelligence imestigation,
mierfere with diplomatic relutions, or endanger the Life or
physical safety of any persen,

* Iilings shall be under seg!
*Chief Justice o the L2.S.. in consullation with the AG and the
PINL will establish SECUCILY N1SUSUTes,

—

—
Minmmization Pracedures

for FISA Business
Records:

Within 181 davs of coactiment. the Atworney General shall adopt
specilic mindmization procedires governing the retention and
dissemination ol FISA Business Record mnfonmmation,

|

NCLAKSIFIE
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L5, Person information:

The minimization procedures should minimize the retention. and
prohibit the dissemination. ol nonpublicly available information
concerning uncansenting U S, persons consistent with the (5.
inteligenee commentity need (o abtain, produce and disseminate
toreign intelligence information,

* Evidence of a crime:

The procedures should allow for the retention and dj sseminalion
af information that is evidence of'a crime.

Reporting Cyele:

Attorney General will report on an annual hasis {Apnl ol each
WEHr).

Congressional *House Permanent Select Commitiee on Intelligence
Committees: liouse Tudician ommince

*Semate Select Commitiee on Intclhigenge

*Senate Nidician € ommintee
Reponing Cateporics: {11 Total number of applications for FISA Business Records,

{20 1ot meunber of orders egranted, modified. or denicd.
(3) Tatal oumber of orders granted. mod:fied. or denied for the
special categories of fangible things,

* Library circulation records, tibrary patron lists. book sales
records. or ook customer Jists.

= Fireamms sales record s,

= lux recurn records.

“kducational records.

* Medical records containing information that would identity a

[RrR0mn,

Additional unclassified
report:

Annually (April of cach vear), the Attorney General shall inake
an enelassified report on 1he total number of FINA Business
Reecords applications, and *he total number of orders granted.
madified. or denied.

LNCLASSIFIED
x ACLU Sect, 215-986
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Sce. 106A Audit on Access to Certain Business Records for Forcign Intelligence

Purpases.

Scope of Audit:

The 16 will perfurm a comprehensive audit of the eflectiveness
and use. including any maproper of illepal use, of the
mvestigative awhoriry.

Timning of Audit-

Far 2002, 2003, and 2004, the audit <hay Id be completed within
ane vear v enaciment (March 9, 7y

FFor 20035 and 2006, the audit should be completed by December
312007,

Repon results w0 Congress:

The I(; shall submit the audit reports

* House Judiciary Committee.

* House Permanent Select Committes on inrelligence,
* Senate Tudiciary Comntnittee.

* Senate Select Commmittee on Intelligence.

Fxamine effcetiveness of
the onl;

Audit will look ar the toltowing for effectivencss -

* Categaries of records ohtained.

* The importance (o ike FBI and e iC af the iy lormation
ubtained.

= T'he manner in which the intormation is cellected. reiatned.
analyzed. and disseminated by the 1'BI (thig will include an
exatmination of the access 10 “raw data™ provided by the FD to
ather agencies of (he Federal, State. local. or tribal govemmenty.
0T privale sector agcncies),

* The minimization procedures adopred b the AG.

» Whether. and how often. the FB! used ntormarion o produce
analytical intelEgence products for the FRL e IC. or ather
iederal. State. local. or tribal govermen HEENCILS.

= Whether, and how otten. the B provided the iniormation 1o
law enforcement authoritics Gw erdminal procecdings.

UNCLASSIIED e 515 087
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—

Exarnine the process:

The audit process will look at the ioliowi np:

» How ofien the FII requested DO o <ubmit an application and
the mequest was not submitted to the coun {including the basis
tor the decision),

* Whether the courl sranted. modified. or denied the application.
* The Justification tor the failure of the AG to issue
implementing proced ites governing the requests in a time;yv
Fashion, tncluding whether *he delay barmed national security.

* Whether bureaucratic or procedural impeiments prevent the
FBI fronm fuliy wsing the authoriny,

UNCLASKIFIE
ACLASSIFIED ACLU Sect, 215-588
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ELD TAFpmal ] LG lNEL
PEFERI TP OTNCLAUITRIED:

cohn MI-0T-2N1E BT S

LINCTASSTEIED
REPORTING REQUIREMENTS UNDER

THE USA PATRIOT IMPROVEMENT and REAUTHORIZATION ACT of
2003 (Public Law 109-177),

&

THE USA PATRIOT Act Additional Reauthorizing Amendments Act of 2006
{Public Law 109-178).

FI5A BUSINESS RECORD CHANGES

See. 106, Access to Certain Business Reeords Under Section 215 of the USA PATRIOT
Aut,
Beporing Cycle: Attorney Crenerad will report on an annual basis iApril 0! cach
YD,
Congressional “Heuse Permanent Seleet Commitice on Inteilipence
Cominitrecs: ‘House Judiciary Committee

*Senate Sulect Commitee on Inteliigence
Senuie Judiciary Committee

Beporling Cateporics: (1} Total nueaber of upplications for 154 Business Reconds.
(23 Total number of crders erunted . modified. or denjed.
{3) Total number of orders pranted. modibied. a- denied tor the
special culepories of tangible things,

* Library circuintion records., Iibrary putron lists, book sules
records, or book customer Jiss.

* Fireanns sales records.

= Tax rewrn reconds,

~Educationul records.

* Medical records containing information that would identity a

PCISOTL
Additional unclassificd Annually {April of ach veurs, the Atorney Generai shall make
report: an unelussidied report on the total number of FISA Business

Records upplications. and the wtal number of orders graned,
maodified, or denied.

UNCLASSIFIED
kL ACLU Sect, 215-965 !
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See. 106 Audit on Access to Certain Business Recerds for Foreign Intellipence

Purposcs.

Scope of Auvdit: The IG will perform i comprehensive audit of the clfectiveness
und use. including any ‘mproper or tllegal use, of the
investigative authori;y.

Timing of Audit: For 2002 2003, and 2004, the audit should be enmipleted within

ane year b caactment (Mirch €. 2007),

Far 2003 and 2006, the audit shoyld be conplered by December
AL 2007,

Report results 10 Congress:

The G shall submit the yudit rCpOTS 0 -

* Uouse Judiciary Commitiee.

* House Permanent Select Committee on [ntel| BCILE,
* Senate Judiciiny Committe,

* Senate Scleay Commitiee on Intelhgence,

Lxamine effectivencss of
the togl:

Auciv will ook at the tollowing for eifectivencss -

+ Categories of records oblained,

* The importance w the FBL aad the 1€ ol the information
wliLine.

* The manner in which the izformation | colloewed, retaingd,
analyred. and dissemninated by the FBI ks will inelude an
examination of the access w0 raw data™ provided by the FHI 1o

other apencies of the Federal, Ste, ieal. or triba] LaverIments,

OF PHIVAC SeClor apencies).

* The minimization procedures aduvpted by the AG.

* Whether, and how ofien, the FBI used ituremarion to pradyce
analytical inrelligence praducts for the FBIL the 1€ or ather
Federal, State, local, or trikal BOVELIMENt agencics.

= Wheiher, and how often. the I'BI provided the informuation w
[iw enrorcement autherities for eriminal proccedings,

LNCLASSIITED
ACLU Sect, 215-570
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Examine the process:

The audit process will look at the lollowing:

* How often the FBI requested DOJ w0 submit an application and
the request was not submitted 10 the court fineluding the basis
for the decision),

* Whether the court granted. modified. or denjed the appiication.
~ Ihe justification for the lailure of the AG 1o issue
Implementing procedures governing the reguests in a timely
tashion, ineluding whether (e detay harmed national seeuriry.

* Whether bureaucrativ or procadural mmprediments preven the
FRI trom fully using the aathonts

. 00O

UNCLASSIFIED

Laa
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DATE 21-22-ZC12 I 0317Ts DRCIAITRAMCG

PATRIOT ACT SUNSET PROVISIONS
(2155/Roving Wirctaps/Lonc Woll)

What use has 1he FB] mude of the expiring Patriot Act authorilies?

Response:

Business Recards (2]55)

The FBI began using Business Records in 2004, Since thal time. through CY 2008, we have used this
authority a tolat of 236 tmes.

Business Record ¢ omhination
Year Business Record L, o bimed with PROLT Totals
{pureh request 17 the FING)

04 7 i 5

005 R 41 155

mny 17 0 T

2008 . 13 - o .-.-- 13

TOTaLS | 63 173 236 |

Roving Wiretaps

We have ulilized the Raving Wiretap authority a wotal of 147 times.

Lone Waoll

Although the lone wolf provision has never been used, it is an wnportant investigative option which
must remain available. This provision gives the FI3 the flexibility w obtain F15A warrants and
orders in the rare circumstance whese 4 non-US person engages in termorist activities. bot his or her
nexus 1 a known terrorist group 15 unknowi. The fact that this provision has not been used does nor
tlenigeate the need for the provision. To the conmrary. 1his is an important wol which allows the FRI
to obtain foreign intelligence about a non-U'S person under the authority and direct supervision ol a
cour expressly crealed to keep the domestic collecrion of foreign intelligence within consCtutional
limits,

1145 an importan, tool which will be wsed only under the appropriate circun stances and wilh the
appropriale supervision from the Foreign Intelligence Surveillance Court, Because the cirgum stances
uidler which we would use the lone woll provision have not arisen since the passage of the
Intelligence Reform and Terrorist Prevention Act of 2004 dues not mean that they will not arise in the
future. The Linited States CGovernment necds w e prepared 1o address that situation should i1 oceur.

Iezermatesn proeided By Wk SAoMally w000 S48 O’
Iwdennation appeove by LU Vale e Capsom (R0 P, &85 el

ACLU Sect, 215-39
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U5, Department o Justice

pederal Dareau of Tnvesiipatun

Woskingion, £ O 25000

Cretpbyer 30, 200K

Hungrable Arlen Specter
Chaimman

Commiliee an the Twdiciary
United States Senate
Washington, G, 24510

I3ear Mr. Chatrman:
[ am writing in response 1o vour letter dated Getober L1, 2000 in which you raised a

number of oversight issues of interest 1o the Commitiee  Enclosed please find thy fullowing
responstve material for your review, A

{1}
{2)

(3]

i4)

{57 The Department of Just.oe Bepart 1o the Congress dated April 2§, 2006 pursuant
12 the Foreign Inlelligence Surveillance Act and the US4 PATRIOT Impravement
and Reauthorizalion Act.

(6

{7)

ACLU Sect, 215-4941




Honorable Arten Spector

These matenals address most of the issnes set forth o your letter. With pepard ko e
[¢mIANing, 155UCs, to include operational mallews, Directon Mucller 15 prepared to discuss those
with vou dunnyg your courtesy visit schednied {or October 31, 2006,

[ hope that this information is helplul to you, [ you have additional quasticns or issues
that are not adequately addressed by taz Jeiter or dunng your mmeeting wih Direclor Mucller,
please do nol hesitate to contact me

Sincerely.
s (R it
Eleni v. Kalisch

Assistant Dircclor
OMTice of Conercssional A fTairs

Enclosures

ACLU Sect, 215-942
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GRASSLEY:

I would take a moment to publicly thank you, Director Mueller,
for your service to America. And I do that just in case this might
be the last time as director of the FBI you're before this
committee. But I'll bet you, afler you're in private life, you'll be
asked 1o testify on various things before Congress in that capacity
because of your experience.

While we have had our share of disagreements, Director Mueller,
I've always appreciated your candor and your willingness to work
with us to get answers even if we don't always agree with what
those answers are.

[For instance, I know there's a lot of agreement between you and
me on the need to extend the Patriot Act provisions that are set to
expire in May.

The three expiring provisions of the Patriot Act are very important
tools used by law enforcement and the intelligence community to
protect us from threats to our national security. They're vital to our
ability to investigate, identify and track and deter terrorists.

It was recently revealed that the FBI successfully utilized a
Section 215 order as part of the investigation that prevented a
terrorist attack planned by a Saudi national in Texas.

In that case it was revealed that the individual in question
purchased bomb-making materials, such as three gallons of
sulfuric acid, clocks, chemistry sets and a gas mask from online

retailers Amazon.com and eBay.
ACLU Sect, 215-812



This case is the latest of many examples of successes of the Patriot
Act provisions and your successful use of that,

Given the numerous threats we face and the fact that the three

expiring provisions have not been found to have been abused, the
Senate should work to reauthorize the expiring authority without
amendment. h T

ACLU Sect. 215-813




MUELLER:

Let me bricfly discuss two arcas where Congress can help the FBI
with its mission,

First, you (ph) do encourage Congress to reauthorize the three
FI5A tools that are due to expire later this spring. The roving
Internet -- intercept authority is necessary for our national security
mission, and provides us with tools similar to what we use in
criminal cases already, and have used for a number of years.

The business records authority permits us to obtain key documents
and data in our national security cases, including in our nost
serious terrorism matters,

And the lone wolf provision is important to combat the growing
threat from tone offenders and home-grown radicalization.

These authorities, all of which are conducted with full court
review and approval, are critical to our national security.

ACLU Sect. 215-813



GRASSLEY:

Director Muelier, I'm going to start out with a question or two that
probably you touched on in your testimony, but I think it's
important that we get answers to specific questions. It's in regard
to the Patriot Act.

And you know the three provisions that arc expiring. Do you
agree that these three provisions should be made permanent?

MUELLER:
Yes, sir.

GRASSLEY:

Have these three tools been useful to the FBI to prevent terrorists
attacks on our country?

MUELLER:

They have, Let me, if I briefly can mention the business records
provision has been used over 380 times. You alluded to an
instance where it was used recently. It's absolutely essential that
we have the ability to gather these records through that provision,

ACLU Sect, 215-828




whcther it be for identifying inteltigence officers from other
countries.

These records enable us to get hotel records, travel records and the
like. And without that eapability, we would -- would be -- it would
be difTicult to develop the cases and the investigations in that

arcna, as wcll as the counterterrorism arena, without this
pProvision.

GRASSLEY:

[ think that your answer shows that if these provisions were not
reauthorized or if they were substantially weakened by including
new requirements, that it would be detrimental to the agents in the
ficld. Would that be a correct assumption?

ACLU Sect, 215-829




MUELLER:
Yes, sir.
GRASSLEY:

And do you -- T kind of, from your point of view, whether any of
these provisions have been subject to any negative reports of
finding abuse?

MUELLER;

I'm not aware of any,

ACLU Sect, 215-830




CQ Transcriptions, March 30, 2011

Listof Panel_mcmia-ers anﬁ-"it;less.es- PAN_EI; M EMBERS:
SEN. PATRICK J. LEAHY, D-VT. CHAIRMAN
SEN. HERB KOHL, D-WIS.

SEN. DIANNE FEINSTEIN, D-CALIF.

SEN. CITARLES E. SCHUMER, D-N.Y.

SEN. RICHARD 1J. DURBIN, D-ILIL..

SEN. BENJAMIN L. CARDIN, D-MD.

SEN. SHELDON WHITEHOUSE, D-R.I.

SEN. AMY KL.OBUCHAR, D-MINN.

SEN. AL FRANKLEN, D-MINN.

SEN. CHRIS COONS, D-DEL.

SEN. RICHARD BLUMENTHAL, D-CONN.

SEN. CHARLES E. GRASSLEY, R-IOWA RANKING
MEMBER
ACLU Sect, 215-890



SEN. JEFF SESSIONS, R-ALA.

SEN. ORRIN G. HATCH, R-UTAH
SEN. JON KYL, R-ARIZ.

SEN. LINDSEY GRAHAM, R-S.C.
SEN. JOHN CORNYN, R-TEXAS
SEN. TOM COBURN, R-OKLA.
SEN.MIKE LEE, R-UTAH
WITNESSES:

FBI DIRECTOR ROBERT MUELLER

Source: €Q Transeriptions
Al metterials herem are profected v United Stetes comrinii oy and BV HOE be Feprodiced
tistribured. transmiried, disploved, published or broadcest without the prior written permission

of CO Trunseriptions. You PN HOF affer oF remove ame frademork, CORVEIRRE Gr otier meice
frean copivs of the content.

C201] COQ RO Call All K:izhts Reserved.
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COMPARISON OF "PATRIOT" PROVISIONS

Cat epmeqimeeqs - iy -
I L S PR

E

R N PR o R L T [ I

ORI IE

LISA PATRIOT Act

USA PATRIOT Improvement and

Sen. Specter's New PATRIOT

{implieif selesance stndzrd).

Heauthorization Act Bill (5. 2369)
{incl, Sen. Sununw’s Bill, 8.3271)

StalusSunsels Bevame ks 10: 12001, Beecame Liw 13709 2008, Introdued 03l 2000,

|6 prowisions desipned to sunset | vear sonsers hept for PATRIOT § 208 | Adds 4-vear sunset fur NSLs.

on 12:3 152003 {postpened to (FISA "roning™ wiretaps and § 215 (FISA

03 10 200y, busingss recards).
FI3A Business Records Requires cetification "thathe | Requires "statement of facts™ shewimg. | Under -part fest, the records must:
(Grders {Secton 213) - tecards concernied are saught for | “reasumable grounds t beheve” roeurds | (1) pertain to a furcign power or an
Legal Standard an guthiori zed 16y eshiaaton” are "elevanr” o autherized investigation. | awent of a foseom power {AFP")

' { reates a Jegal presumiption cf re-evane

for eegonds thar waristy 3-part tesi [see nead

calumaj.

i 2) be relevant to the actsites of a
swspectel AFP whe is the subject
ef an authorized imestigatn, or
{3 pertaic te an indisidual in
sontact with 2 suspected AP,

Judicial Review of Section
215 Onders

Noesplicit right to judreial res iew
of produstion arder or fiea-
disclosure requirenent,

—

Faplicit right 1o challenge both peoduction
request ang “pag."

But. mel..des "canclusie presumption”
{like NSL.s) ard requires a [-4car wailing
peried foe challenges to th "ap” arder,

Elinnates (e “ganglusive
presumption” and the 1-vear
waiing period for challznges e the
negdisclosure ceirement.

ACLU Sect. 215-8%2
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CONGRESSIONAL TRANSCRIPTS

Conpressional Hearings

Mlarch 28, 2007

House Imeliigence Committee Holds Hearing on FBI Use of National Security Letters

REYES:

The committee will please come to order.

This moming. the committes will cxaming the FBI's use of the national security leliers
and Section 215 orders for business records under the Foreign Intelligence Surveillance
Act, two investigative wols that were preatly expanded by Congress under the IUSA
Falriol Act,
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KEYLES:
Thank vou. Mr, Hockstra.
And wita that, we'll begin with the panclists' opening statement.
We'll stant with vou Mr, Fine.

FINT::

Thank you. Mr. Chairman. Mr. Hocksira and members of the commiutee. Thank ¥ou
for inviting me to testify about reports issued by the Department of lustice Olfice of the
Inspector General regarding the FBI's use of national security letters and Section 215
orders Lo obtain business records.

Tae Patriot Reauthorization Act required the Q10 (o examine the FBI's use of these
authoritics. And on March 9ta, we issued reports detailing our findings.

Today | will summarize our key findings, focusing my attention on the mational
securily letter report.
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FLNL:

I'also want 1o brictly note al the end here our review of Sevtion 215 orders for business
records. We did not find that it was used widely, Only 21 pure Section 215 requests wiere
issued from 2002 through 2005, We atso did ot identify instances involving improper or
Hlegal use of a pure Section 213 order. In addition. we did ot tind that they were used 1o
obtain library records, which was one of the concemns relating to the slatute when it was
passed.

The FBI also noted to us - reported 10 us. and we reviewed -- thal Section 215 orders
were a specialized tool tha: was uselul in various contexts.
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EEYLS:

But 1t wasn't without having warings from thasc of us in € ongress -- as we debated
the Pairiot Azt we acally identified some of these, some of these very 1ssucs that the
inspectar general has now documented in his rcpot.

In fact, vesterday the director was at the Senate Judiciary Commitier. And he was
asked: Had Congress not required an inspector general report. would it have been
passible tor the FBI 10 have identificd these issucs or these problems?

And the director's answer was: He cortainly heped sa.

Well, hope — like eversthing else -- doesn't cut it in an area where we're 1alking about
the seeurity of this countty and maki ng sure that agenis are accountsble 1o follnw
procedures and the Jaw.

The face that. in at least one casc. a problem by one of your attomeys in the FBI was
brought o the attention of a member of management. 4 supcrvisor, and nothing was done
15 vers troubling to me.
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I have, as vou knew, the privilege of having worked with many fine, outsiznding FBI
agenis, and also managers and agents in charge as a chief in the Border Patrol. Sa [ know
how important having these kinds ot tools iy (o an investigation, cspecially when we're
talking ahout ermorism.

But. you know, the one thing -- and [ will 141 vaul in the last three weeks or so, [ve
made contact with some of my former colleagues: some have made contact with me --
one of the troubling things is that vou might have had waining in place, bul it was not
tollowed.

In fact. a couple commented 1o me: You know, when we're under such pressure o
perfonn and to do these investigations, one of the first things that falls by the wayside is
training.

But training in a critival areu like NST.s or Scetion 215 - in tact, | asked that question:
How came there weren't more 2155 executed”? And the candid answer from some of my
colleagues was: Because more agents don't understand them: don't understand how to use
them.

And so that is very telling on the ageney, And so | hope you do retocus on training:
you do refocus on accountability and racking and making sure that you, as the deputy
and the director. know exactly what's ZOINE ON in yOUr respective agency.

L know, as a chiell we always had the mantra o do more wiln less. And whenever we
had o ¢t back. one of the iTrst arcas (hat management always identificd: Well, we'll just
foregzo the training.

Well, you know what? There are certain arcas thar we can't lorego. We certainly can't
foregzo fivearms traininyg for agents out there. because that makes a ditference between an
agent surviving or nol surviving,

And the same principles apply when you're dealing in natienal secutity and vou're
dealing with the rights and libenies of Americans, We want vou to have the tools. but we
want 10 make sure thal you use them judiciously. and cenainly within the Constitution
and the law.

S0 | wanted to make these comments. because I hold the FBI in the highest regard. [
mean, you've stumbled, you've tripped. but I'm cenainly going 1o be mindtul to continue
to watch but also remind you that there's a lot at stake in your ability to do vour jeb
professionally. competenty and within the law, : :

S0 [ hope vou cariy tha message back.

With that, I'd like 10 - | don't really have a question: 1just wanited 1o make that
comment because of tny expericnee and relationship with the FBI in the past,
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DINH:

Thank you, Mr, Chairman,

hank you. Ranking Member Hoekstra and members of the commitiee., It is an honor.
although not necessarily a pleasure. to be here with you today.

My formal statement is submitted for the record so. with ¥our permission, ']l speak
very {rankly.

['am disappuinted; I'm dismayed: and. trankly. | was sick to my stemach when I found
wul about these misuses, when { was on vacation a couple of weeks ago.

Lhe reason tor that, as you all know_ is that, when [ was assistant allerney general. ny
colicagues spent many duys. hours and nights with vou and with your staft, in working
through o revise and reform the pre-existing NS authorities that are disparate amongst
onr laws. to come up with the provisions in the USA Patriot Act.

With the authority that you gave the Departtrent of Justice and the FBI comes & very
patticular responsibility to use {1 wisely and correctiv.

That responsibility was not discharged. Instead. what we saw was reckless actions and
cureless munagement. That is inexcusable. 1 cannot be swept under the rug.

And if there is a silver lining in the [ust several weeks. it is that nobod v has tried to
sweep this under the rug: that the FBI director, deputy director, the atlerney general, the
deputy attorney zeneral have all gwned up and said. "These were mistakes.”

DINH:

"They are inexcusable. We are not going to iy and excuse it or explam it bur we will
implement procedures in order (o prevent their recurrence and investigations in erder 1o
ascribe responsibility, wherever they may lead.”

That is the most that we can ask, in hindsight, of our managemenl tearm.

What we need 1o ask furiher is now in foresight. What do we do?
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My disappointment and my dismay is especially acute because I realjze. as | think
mast members of the commitiee do, how imponant these authorities are to protecuny our
national security and our law enforcement effons.

Because they are so important, they should not be misused and give the opporiunity for
pelitical activism so that the law enforcernent and national security officials would be
disabled from using these impontant bread-and-butter aols in protecting Ametica in the
future,

L hepe against hope that this process. this dialogue, will reaffirm the necessity of these
10018 while., al the same time. reaffizm the need lor oversight and contrels to ensure that
they are used properly, appressively. bul within proper channels and with the appropriate
checks and balanges.

One o the things that was alse dismaying in the inspector general's report that the
chairman has ponted out is that where there are properly authorized auttiorines, Section
215, for example, they were net fuily ulilized because there was confusion. lack of
traiming and lack of knowledge regarding the applicability and uselulness in specific
investipations.

Soruseiul 10ols are not being used while essential tools were being abused. That's what

I call reckless action and careless management, And it sheuld pot be excused
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KIYES:
Thank vou.
Mr. Dinh?

[N

I don't know enough about Director Mueller's testimony or the proposal on the wble in
order 1o comment intelligently on it. $o | can't give you a full answer,

I do know, however, thet ¥ou have varations of i, Section 215 and also the mttonal
sceurity letters. in order 1o ohtain thi rd-party reeotds -- which are cxsential at a beginning
of an tovestigation -- [ think a go0d [irst step would be, as the chairman had noted, is to
make sure the training is in place, that 215 is fully utilized. and national seeurity letters
are properly utilized. And then see where the gaps in enforcement are, and where ihe
cnvelope was pushed. but the needs of law entorcement was not mel with the cxisting
authorities,

it may well be the envelope has been stretched, and I simply den't know it

REYLS:

Thank vou, My, Dinh.
M. Hoeksiea?

HOBESTRA:
Pl pass,

REYES:
M=, I'shoo?

ESHOO:
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[hank you. And thank you to the members of this pancl. 1 wish all the members were
still here 1o hear vour testimony, because T think that the follow-on te the first panel and
which you have given 10 us is reallv Very, Very Imporant.

[ have snme observutions, and they may not be in any patticular order. But it scems 1o
me that what we heard from the first punel -- with the exceplion, ubviously, of the
mspector general - (s, "Mea culpa, mea culpa, but don't touch us.”

Mow. these powers are really swe 2ping, and T think that Congresswoman Schaknwsky
stated that very, very clearly.

What seems 10 be the mantra of the law enfarcement commuity, namely the FBI in
this case. is: "We have to be able 10 keep these paowers. and they should not be subjected
o any scrutiny by the coun.”

I'n: consineed that the protections of liberty have 1o come uptront. | don't believe that
no matter what the FBI puts into place -- of course. a lot ol things they've put into place
have just fallen apar, so I mean, they just talk about i1, it doesn't really seem to happen.

We've spent hundreds af millions ol laxpayer doflars and come up with. "Close your
cyes. What do you see™ “Nothing." o, these are Just kind of promises on the
{Inaudible}.

So I'm at a place now where the protections of liberty have to come upfront, And 1
thmnk that that's something that's strengthtul (s5ic). IU's not weakening.

I'm going 10 po to Mr. Yinh first, because my seiise is that you're going to object 1o
that. But can you el me why the FISA model cantiot work?

DINTI:

1hat's a very good question and a very pertinent observation. Congresswoman. The
[0,

ESH{0):
You dar't have 1o 1lalter me.

[INIL:

N, no, no. no. I do that (o CVETry oIl

(LAUGHTER)Y

There are two observations. One, first that, as Mr, Dempsey points out in his writen
testimony, third-party records of the type that are subjoct 1o NSLs and Section 215
authority have not been recognized by the Supreme Court as constitutionally protecied.
private matier such that ivs subject to the Fourth Amendment because they' ¢ been piven
wathird pary.

And 50 the level of judicial supervision that is appropriate for a conlent-related
Intercepl ur a subpoena would not be apprapriate {or this vpe of information. ¢ither...

[CROSSTALK}

RO
But hasn't the FBI supgested that they don't collect content in this?

DMNi:
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They don't. They don't. And [ understand vou have a modification and | dop't want to
put words in your mouth. But that's one...

ESHOQO:
Of course, we don't know. There's no way o cheek.

IDINH:

That's vne observation. The other observation is the follow ng: The impurtance of
these types of information is similar to what the ordi nary criminal investigators put pen
registers and wace and trap devices to, which is to find links not in content, but in
cominuniction patterns.

ESHO():
Why don't we po to Mr. Dempsey?
(CROSSTALK)

DEMPSEY:

Well, I wouid Fust say that, Mr. Dinh. ¥ou know, you ¢anl't have vour cake and cat it
too. Youve testificd here about the importanee and value and usctulness of the Seetion
215 Patriot Act count order process fur getting third-party business records.

S0 we have two parallel processes here now: onc which is a court order process: one
which is this BI sell-issucd decument for some of the mast sensitive intormation
imaginable -- banking records. communications records. insurance records.

You knuw, the FBI agents already prepurcd internally, [ think, a factual explanation --
or they should be preparing -- why they need this record. [ think that the court Process
can be made flexible. timely, responsive. Tt won't be perfeet necessarily, but we necd to
get all three branches ol govemment involved in this PToCCss.

And ! think it can be done in a workable way. And in many regards, Scetions 215 is the
model] for that,

GRAVES:
And if T could just add. Congresswoman.

LSHOO:,
dust yuick]y,

GRAVES:

Every court in the couniry has emergeney procedures 1o access it on an emergene v
basis, even the FISA Court. And the suggestion that they can't get records that they need
immediately or pretty quickly through the count | think is just not proven by the
aceessibility of the federal courts and the federal Judges uernss the country.

And it we need more judges. we can provide more Judaes,

ESHICO:
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But. Mr. Chairman. I think that this is an area that we're not only §oIng 1o continue (o
parsue. but I think really cries ow for legislation. T think there's an undeniable conclusion
here. and that bs that the FRI s incapable ol policing itsclf

But “hat's not all right. I's not OK just to make that stalement and to leave it there. And
I for one. am interesied in pursuing a legislative remedy 1o thes because of what not only

the inspector general has hrought out. but the widespread abuse that stands us a resull of
it. . N T

Thank vou.
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USA PATRIOT ACT

+ THE UNITING AND
STRENGTHENING AMERICA BY
PROVIDING APPROPRIATE
TOOLS REQUIRED TO INTERCEPT
AND OBSTRUCT TERRORISM

¢ Passed October 26, 2001
¢ Senate 98-1 votes; House 357-66
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USA PATRIOT ACT

¢ Impetus of ACT- September 11,

)
T

001 terrorist attacks on the World

ade Center and the Pentagon.

¢ Purpose of ACT - To prevent
another terrorist attack!!!
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USA PATRIOT ACT

¢ Counterterrorismy/Foreign
Counterintelligence tools- ™=

- Allows FISA order if significant purpose
S to obtain foreign intelligence:
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USA PATRIOT ACT

¢ Counterterrorismy/Foreign

_ _ RN
Counterintelligence tools-

- Permits FBI to acquire business records
f relevant to an FBI investigation.
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END???

¢ QUESTIONS??7?

d
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L.S. Department of Justice

CHfice of Information Policy
Suire P50

425 New York Avenue, NI
Washington, £2C 2053 0-000/1

Telephone: (202) 314-3642

MAR 15 2012
Re:  AG/I1-00790 (17
Mr. Alexander Abdo DAG/11-00791 (10
American Civil Liberties Union ASG/1-00792 (Fy
125 Broad Street, 18ih Floor QLA 1-00793 (F)
New York, NY 10004 VRB:DRH:SBT

Drcar Mr. Abdo:

This responds to your Freedom of Information Act {FOIA} request dated and received
in this Otfice on May 31, 2011, for all records concerming the government's inlerpretation or
use of section 215 of the PATRIOT Act from March 9, 2006 to the present. The scope of your
request was subsequently narrowed per stipulation filed December %, 2011, This response 15
made on behalf of the Offices of the Autorney General, Deputy Attorncy General, Associate
Attomney General, and Legislative Affairs.

Pleasc be advised that searches have been conducted in the Offices of the Attomcy
General, Deputy Attorney General, Associate Attomey General, and Legislative Alfairs
{OLA), as well as of the clectronic database of the Deparimental Executive Secretariat, which
is the official records repository for the Offices of the Attorney General, Deputy Atlorney
General, Associate Attomey General, and maintains certain QLA records. We also conducied
a search of the records indices ot ithe administration of former Attormeys General (Gonzales and
Mukascy. The indices supplement the elecironic databasc of the Departmental Executive
Sccretariat and list file folder titles, arranged according to subject, for the records of former
(fice of the Attormmey General, Deputy Attorney General, and Associate Attomey General
staft. In addition, as we advised in our letter of Aupgnst 31, 2011, the National Secunty
Division lgcated and referred material to (his Office. In total, sixteen records, totaling 262
pages, have becn located that are responsive 10 your request.

[ have determined that eight documents, totaling twenty-six pages, are appropnate tor
release without excision and copies are enclosed.

Additionally, four documents, totaling ten pages, are being withheld in full pursuant to
Exemptions | and 5 of the FOLA, 5 U.8.C. § 552(b)}(1). (b} 3), which pcrtain to information
that is properly classified in the intcrest of national security pursuant ¢ Section 1.4{c) of
Execulive Order 13526 and to cerlain inter- or intra-agency communications protected by the
deliberative process privilege. For your [ntormation, the withheld material consists of bricfing
material and three classified letiers between the Department and Congress that are dentical bul
for the addressee. None of the information being withheld is appropriate for discretionary
disclosure.




2.

Moreover, one document, totaling five pages, is a duplicate of material previously
withheld in full pursuant to Exemption 1 by the National Security Division. This material is
already the subject of litigation in the Southern District of New York, New York Times Co. v.
DOJ, 11 Civ. 6990 (WHP) and ACLU et al. v. FBI et al., 11 Civ. 07562 (WHP).

Because one document, totaling thirteen pages, originated with the Office of the Legal
Counsel (OLC), we have referred that material to OLC for processing and direct response to
you. You may contact OLC as follows:

Elizabeth Farris, Supervisory Paralegal
Office of Legal Counsel

Room 5515

950 Pennsylvania Avenue, NW
Washington, DC 20530-0001

Telephone: (202) 514-2038
Email: usdoj-officeoflegalcounseli@usdoj.gov

Additionally, because two classified documents, totaling 208 pages, originated with the
Office of the Inspector General (OIG), we have referred that material to OIG for further
processing. You may contact OIG as follows:

Deborah Waller, Paralegal Specialist
Office of the Inspector General
Room 4726

950 Pennsylvania Avenue, NW
Washington, DC 20530

Telephone: (202) 616-0646
E-mail: oigloiaf@usdoj.gov

Although I am aware that your request is the subject of ongoing litigation and that
appeals are not ordinarily acted on in such situations, I am required by statute and regulation to
inform you of your right to file an administrative appeal.

Sincerely,

Vanessa R. Brinkmann
Counsel, Initial Request Staff
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The Hanoreble Eric H, Helder, Jr.
Attorney General

Department of Justice
Washington, D.C. 20530

The Honorable Dennia C. Blair
Director of Netional Inteliigence
Washington, D,C. 20511

Dear Attorney General Holder and Director Blair:

Three provisions of the Foreign Intelligence Surveillance Act of 1978, as
amended, are scheduled to sunset on December 31, 2009, Two of them—on
roving wiretaps and business records—were enacted or significently amended by
sections 206 and 2135 of the USA PATRIOT Act of 2001, end extended for four
years by tho USA PATRIOT Improvement and Reauthorization Act of 2005, The
third—on lone wolf surveillance authority—was epacted as section 6001 of the

Intelligetice Reform and Terrorism Prevention Act of 2004, and also extended for
four years by the Reauthorization Act,

We would like fo begin consideration of these provisions soon so that
legiglation can be enacted in advence of the end of the year, We would, thetefore
appreciate receiving from you, by May 1, 2009, your recommendations together
with a wrillen presentation of the facts end reasons that support those
recomunendations. To the exlent thet national security permils, please do so in an
unclessified manner to enhance public underslanding of your recammendations,
Please supplement that unclassified presematlun with a classifled annex as

appropriate,

If there are further recommendstions you would like to make jointly to our
Commitiee for legislative conaideration this year based on experience under Lhe
FISA Amendments Act of 2008 or olher matters relsting to national security
investigations, please include them in your response to this request,

ESIRi
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We intend to schedule a hearing in May that will provide the Committee
wilh an initial epportunity to consider your recommendations,

Sincerely,

hrisiopher 8. Bond
¥ice Chairman

CIPQOO0Z




Li.5. Depariment of Jusiice

Gtfizn of Legislative Affair

LHifice o the Azrnenl Allemey Oeerl Waraingrow, T FOFHD

Sepkembar 14, 2008

The Honorable Dianne Fainstein
Chainvoman

The Henorahle Christapher 3, Bond
Vise Chaimmon :

Select Committes on Infelligence
Lloited Siates Sgnate

Washington, D.C, 205180

Deor Senators Feinsielo 2nd Bond:

Thenk you for pour [etier requesting oot recommerdations on the (hree provisions of the
Foreign Intelligenes Surveiliance Act {"FISA™) cutrent]y sehaduled to 2xpize gn December 31,
2009 W belisve that the best legislation will emerge from a careful examination of these
maders, [nthis lettor, we provide Gur recommendations for cach provision, xlong with a
summary of the supporiing facts and rationele, We have discussed these issucs with the Office
of the Dirgctor of Malienal Intellipence, which concurs with the views expressed in this [etier.

We nlso are aweare that Members of Congress may poopose modiNicatlons W provide
pedditionai protection for the priveey of law abiding Amcticans, As President Obaria said in his
specch ot the Warional Archives on May 21, 2009, "“We are indeed ot war with 8l Qaeda and iz
affilistes. We do need lo wpdate cur instirafions to deal with this thresl. But we must do so with
an zhiding corfidence in the rule of law and due process; (n chacks and balrnces and
accountnbitity.” Therefore, the Administration (s willing to consider sueh idens, provided chat
they do ot undormine s effectivensss of these important autoeities.

1. Hovlng Wirciaps, USA PATRIOT Act Sectton 206 (codiled ot 50 1.5.C. §
1305121}

We recommend resathorzing section 264 of the USA PATRIOT Act, which provides for
toving surveillunce of targets who (ke measuees to thwarl FISA4 survelllance. It has praven an
imporaRt intelligence-gathering tool i 4 smoll but significant suhset of FISA electronic
surveillance arders,

This provislon states that where the Gevernment sats forth in its appllcation for a
surveillance arder "spesific facts” indicating that the sctions of he wtget of the order "may have
the effect of hwaring" the identifigation, at the tine of the spplication, of third parifes nzcessary
to accorplish the ardered surveillance, Lhe order shall dircet such thicd parties, when identified
ta Furnish tha Coveenement with pll nssistance nesestery to accomplish surveillance of the mrget
identified in the order, In ather words, the "roving” authority is only aveiiable when the

QIPGR002




The Honotabls Dianne Fainstiain
The Honorable Cheistopher 5. Bond
Page 2 ’

Governmienl 5 able to provide speelfie information that the targel may engage in counter-
surveitlance activity (such as rapidly swilching ocll phone numbers. The language of the stante
dues npt allow Lhe Govsmment to meke o geaernl, “"baoilsrplete’’ sllegation that the 1arget may
engage in such activities; rather, the Government must provide spesifie (o Lo Suppon (13
allegriion,

There Lre al least twa scenarios in which the Gowernmenl s ability to obiain a raving
wirglap may be critical ta offective surveillance ol a target. The tirst iz wheee the surveillanca
{ergeis & raditiomal Turefgn intelligence gtteer. In thess cases, the Qovernment oflen has years
of saptrience maintaining surveillance of officers of a particular foreign intelligence service who
are posled 19 facations withon the United States. The FBI will have exlensive information
documanling Oie 1eetics and radecraft practiosd by offisers of Lbe parlcular inietligence service,
and may even have information ahoul the {roining provided o those officers in their home
country, Under these cirenmptances, the Govemment can repregent Lhal an individual who bas
been ldentified 2s an officer of that inelligenes service i5 Jikely 1o engage in counter-surveillance
aelvity.

The second scenario in which the abilily 10 obtain & reving wirtlap may be critical to
effective surveiliance is the case of gn individual who actuelly bas engaged in counter-
survefifane e agiivities or in preparations for Such aclivities. In some cases, individuals already
subject ta FISA surveillance are fourd 10 be meking preparations for counler-surveiilance
Lctivilies or iRSLrUCEng Associates on how o corrmumicate wilk (hem (hreugh more securs
meanz. In other cases, pon-FISA imvestigative technigues heve revealed counter-surveillange
preparationg (fuch as buying "ihrowaway” cell phonce or mmullipte celiing cards). The
Covamment then oifees these specitic facts wibe FISA ¢ourt as justificalion for & grant of
reving authority,

Ginge the roving authority was added o PESA in 2001, the Government has SOUght to use
it in = relatively small number of cages {on average, bwenty-two pplicatiors a year), We woukd
be pleased to bricl Members or staff reganding actual numbers, alonyg with specific case
examples, in & ¢lassificd sctting. The FII uses the granted autharity anly when the Larget
actuslly brgins 1o engage in connter-surveillance activity that towarts the alreedy authorized
turveillance, end docs so in a way that renders Lhe wse of roving autharity feasible.

Roving rutharily is subject (2 1ht same eoun-gpproved minimization tules that govern
athar skeetronis surveillance under FLSA and (hat protect against the unjustified acquisition or
relenition of non-periinent infarmation, The stetuln gencvally requires the Govemment 13 nallfy
the FISA court within 10 daya of the datc upon which surveillance heging o be directed at any
new facllily, Owver the past ssven yoars, this process has funstioned well and has provided
clFectbve oversight for this iavesiipative wechnique.
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We belicve that the bast: Justificatlon offcred \o Congress in 200 for the reving
autharity remeing valid teday. Specifically, the case with whick individuals can rapidly shift
bebwean communications providess, and the proliforalion of both those providers and the
services Lhey offer, almost certainly will increase as technolagy continles to develop.
lnlemetionel tervarists, foreign intelligence officers, and espionage suspeets — like ordinary
comioaly = - have leamed to wse these nuragtgus and diverse cormnunicalions pligns to their
adviniage. Any effcelive surveillance mechaniam must incerporats the ability to rapidly addresy
an unanticiysted changs it the target's communications behavier. The roving clectromic
surveillamee provision has functioned es intsnded end has addressed an invesligntive requicement
that will continue to be critical o national scocurity operations, Accondingly, we reoommend
reauthorizing this featre of FTSA.

1. "Business Records,” USA PATRIOUT Act Secilon 215 (eodliied ot 50 U.5.C. §
1861-67)

We also recommend reuuthorizing section 205 of the USA FPATRIOT A, which allows
the FISA court to compe) the production of “buslness records.” The business records provision
addresses a gap in imelligenee collootian authorities and has proven valuable in & number of
comtexts.

The USA PATRIOT Act made the FISA autharity reluting to bukiness cecords rooghly
analogous 10 thal available to FBI apents investigating srimimal matters throvgh the use of grand
jury subpocmes, The orginal FISA lenguage, added in 1992, limited the business recards
authgrty ta four specific types of mtords, and required lhe Govermnent to demonstrate “specific
und articulabie Fagls” supporling & regson to belicve that the larget wes an ageat of a foreign
power. Inthe USA PATRIOT Aci, the avthoriy was changed L cneompass the production of
Vamy tengibte things™ and the logal stundard was changed 1o ong of simple relevaces foan
authorized investipstlon to obiain Forcign inelligense information net conceming a United States
fcrson o5 ko protect against intemetiona) terrarism r clendesting intslligence activives.

The Government fiest used the USA PATRIOT Act busingsa records autnarity in 2004
after extensive internal discussions gver ils proper implementation, The Department’s inspectar
general evaluated the Department’s implementation of thia new autherity at length, in reparts
that arc now publicly available, Other parts of the USA PATRIQT Act, specilicelly thoes
climinsiing the “wall* scperating intelligense operations and ciminal investigations, 2lso hed an
effeci on the oporationu] environment, The greater oceess that intelligencs investigators now
heve ho criminal toals (such as grand fury subpoenas) reduces but does cot eliminase the need for :
intclligenee wols such Bs the busingss eoeds authority, The operationol sccurity requirements i
of most intelligence inveatigations still réquirs the secrecy afforded by the FISA authority, :

Far the pefiod 2004-2007, the P1SA court hus iatued about 320 orders to produce
business records. (f these, 173 ordem were tssued in 2004-06 in combinal on with FISA pen
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registet orders 1o address an wenmaly in the statulany languege thal prevented the acquisition af
subgcriber identification information ordinar |y assecited witt pen register informatinn.
Conpress cammected this deficiengy in the pen register provision in 2006 wilh linguage in the
USA PATRIOT Impravement and Reautharization Act. Thus, this use of the business records
wulkaniy becames unnece ssary.

The remaining huginese recorda ordars issued betweer 2004 and 20407 wers vsed Lo
ohlmin trenszetons] information tat did not full within the scope of uny otte: national securily
investigative authanty (such us 3 national sacerity latter), Seme of Giese arders werg used 10
suppor! impartan and highly sensitive intellipence eollection opemlions, of which bath Members
uf the Intelligence Committen nad heir stafTs are aware. The Departruent ean provide addiional
information ta Membecs or their sieff in 3 classificd selung.

1t is notewpsrhy that no recipient of 2 FISA business records order bas ever challenged
the validity of the arder, despile the availability, since 2006, of 2 clear statutory mechanism (o do
g0, Althe time of the USA PATWIOT Act, there was conceen that ihe FBI would exploit the
braad scape of 1he business recardy awhority to collect sensilive personal informalios on
constitutionaliy protected activitics, such as the use of publie libraries, This sunply has net
accurred, even in the envitanrent of heightened terrorist threat activity. The eversigh provided
by Congreas since 203 and the speeific aversight pravisions 2dded to the palute in 2006 have
helped to ensure that the autharity is being used s intended.

Based upan this aperational experience, we belicve that the FISA business recards
anthority should be reautharized. There will continue ta be instantes in which FB investigatars
need 19 ablain iransactionsd information that daes not fall within the seope of aulberities rclating
16 narlonal security letiees and are aperaling inan environment that precludes the use afless
cecure criminal auiborities. Many of those inalences will be mundans {25 they have been in the
pasty, such a3 the necd to htain driver's licenze infarmatian that is prolected by Slat law.
CHthers will be migre camples, such &5 the roed ta track the activities of intelligence officers
throtsgh their uss of cartain business services, In 2li these cuses, the availzhilny of o generie,
court-supervised FISA business records autherity is the best option far advancing national
sccurily investigelions in a manner cengistent with civil libarties. The absence af such an
authorily could force the FBI ta sacrifice key inteltigonce opportunitics.

3, “Lone Wol,” Intelligence Reform and Tervorlain Preveatlan Act of 2004
Sectlon 4001 (codified at 50 U.S.C. § 1801{D(LCY)

Section 6001 of the [ntelliyerce Reform and Temesdsn Preventian Act of 2004 defines 4
"gne wolf” agent of 2 forcign power and allows A nen-United Staies person who “cngrges in
international termoriEm acti vitias™ (o be considered an agont of a foveign power woder FISA cven
theugh the speoi fic forcign powsr (fe, the intemalional terrarisl group) remaing unidentified.
Woa alisa recomeonend reantharizing this provisian.
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Eracted in 2004, this provision srose fom discussions inspited by the Zacarias
Moussacui case, The basle idea behind the authurity was to cover situariond in which
infyrmetipn linking the target of aa investigation to an intemational group was aksent or
imsu fficient, olihowgh the target’s cogageman in “intemations] emasism” was sufficiently
cstallished. The definition is quite nammow, i applics obly to non-Linited States perons; the
petivitice of the pergon must meet the FIEA definiton of "intemational temorsmg” and the
information likely lo be obtained must be forsign inlellipsnee information. What thiz meang, in
praciice, i3 thet the Govermment mus know & greal deal ebaut the largel, including the target’s
putpose @nd plans for temrorist activity (in arder 1o sutiafy the definition of “inemational
terrorism™y, but &iill be unable 1o contect the individyal ta any group that meets the FISA
definition ol a foreign power.

To datg, the Government has net encoundeted & gage in which this definition wag hath
necessary nd available, f.e., the target was a non-United States person. Thus, the definitien has
never besnuzed ina PISA application.  Ilgwever, we do not heligve thal this merng the
autharity (s pow ynoecessary. Subscetion 101(b) of FISA prowvides ten separats deflnitions for
the termn “agent of & foreipn power” {five applicable only to non-Limited States persons, and five
spplicable 1o 8l persanc), Some of these definitions cover the most sommon fagt patterns; olhers
degsenbe narmow categories that may be eacountered rarely. However, this latter mroup includes
legitimate targets that could eol be weoominodated under the mors genenic definitions and would
cseape survelllange ki for the more specific definilions.

We helieve tha: the “lape wolf* provision falls squarely within this class. Whilc we
ganmot predicl the frequency with which 1t may be used, we can freses situations in which it
would be the only avenue to effective surveillance. For example, we could have a case in which
a kpown international tarrorist affinmatively seveced his connectian with his group, pethaps
followmg some intemnal disputs. The target still would be an imemational terrorist, and an
appropriate target for intelligence surveillange, Hawever, the lovemment could na longer
represznl (g the FISA court that he was currently 8 mesmber of an internalional terorist geoup or
acling on ila bohatf Lacking the “long wolf” definition, the Govemment could have [0 postpone
F34 surveillance unti] the target could be linked 1o another group. Ansther scerario &5 the
praspect of a termonist who “self-radicalizes” by means of informalion and tralndng provided by n
varicty of inlermational 1eTrorist groups via the Internet, Although this arget would biwve adopted
the aims and feans of inemationa) terrorsm, the terget would not aciually have conlacted &
terrorist group. Withown the |one wolf definition, the Gavemment might be unabla 10 esiublish
FISA surveillance,

These soenarios ere not cemote hypothelicals; they are based on trends we observe in
gurrent inte!lig=noe ropotting. We cannal detcrmleg how commen these fact mttems will be in
the Fiture or whether any of the targets will S0 completsly lack connections to groups that they
cannot be accommodaicd under ather definiions, Howeswgr, The continued availability of the
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lone woll definition eliminates any gap, The statutory languages of the cxisting provision ehsures
its nacrow application, so The availahility of this pewentially useful too] carrics Nitthe rigk of
overuse. We believe Lhat it is ssanbial 1o Rave the too! availahle for the rare sitbation in which it
is necaasary rather than to deloy surveiflance of a lemrooist in the hopes that the noeessury links
ere es5iahlisherd,

Thu=k you for the opportunily 1o present o views, We would be bappy le mest with
yout stafT 1o diseuss them. The Office of Management and Budpst hus odvised ua that fram the
perspeclive of His Administration's program, Lhere is no objection to submission of this leter.

Sincerely,

IR N

Rrnald Weich
Agsistent Atoeney General
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September 14, 2009

The Honormble Palrick J. Lezhy
Chairman

Committes on the Judiciary
Unilgd States Senate
Washtngton, .C. 20510

Dear Mr, Cheirman;

Thaitk you for your letter requesting our recommienditions on the tres hravisians of the
Foretgn Intelligence Surveillance Aot (“FISA") curtenty seheduted lu expire an Deeember 31,
2009, We believe hat the best Teyistation will emerge from o careful examinntion af these
matters. In this letter, we provide our reeomimendations o sach frovision, aong with o
simiary of lhe supporting fucts and rationals, We have discussed these issues with the Citice
ol the Divector of National Intelligence, which concurs witl the views expressed in his letter,

We alsa are aware that Members of Congress may propose modilicatjons 1o provide
sdditionad protection fiir the prvacy of law abiding Amesicans. Az President Obama snid it his
speech af the National Avchives oo May 21, 2009, "We are fndeed at war with af Qmeda and jts
sffiliates. We do ieed to update our institutions 10 deal wilh this threal, Bul we must do so with
ain ebidihg confidence in the rule of law and due procesy, in checks and balances and
sceountability.” Thaerefore, the Administration ts willlng o considor such ideas, Provided that
they do not undermine the effectivencas of these impoctan! suthsritiss,

L. Roving Wiretaps, USA PATRIOT Act Section 206 {codificd af 50 [.5.C. §
1805(e}(2)) . -

We recommend reacthorizing seciion 206 of Hie USA PATRIGT Act, which provides for
ceving surveillance of targets wha take measuves o thwan FISA surveillnnce. It Las proven An
Important tnielligence-gathesing tool in a small bt gignificant subsst of FISA elegiranic
surveillance orders. : " '

This provision states that wiere the Government sets farth in its application (or a

- surveiliance arder “specific facts™ indicating that the actions of the target of the order “may have :
the effect of thwarting” the identiflcation, at the time of the application, of third parties necessaty _ [
to accanplish the ordered surveiilance, the order shall direct sueh hird pariies, when ideatified
to furnish the Government wiih all assistance necessary to aceoniplish aurveillance of the targel
identified in the order. D other words, the “raving” authority is only available when he
Government is ebie to provide spectfic informalion thet the targst may engage mcounter-
survefltance activity (such as rapidly swilching cell phono nuntbets, The langunge of the stante
does not allow the Government to make » geneval, “boileeplate” atlegalion it the targel may
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engage in such metivities; rather, the Government nwiét provide specific faets 10 support its
allepation,

There are of least Lwo scenar{os in which the Governmen)'s #bility to obtain a roving
wiretap nay be critical lo eifeetive survéillanes of & target. The first is where the surveillance
fargets & traditional foreign inteliigence oificer. In these cases, the Covernment efien hag years
of experiesnce aisaining survedlance of afficers af i particular forelgn intelligenee service wha
are posted Lo locations within the United Stales, The FBI will hove extensive information

- dacumenting Lhe factics and tradecrafl practiced by efficers of the particufar inlelligenge setvice,
and may even have inferimalion about tie training provided to fhase officars in Lzir home
eountry, Under these circumstances, the Govelnment can represent that an dddevidual who his
been identified as an officer of that inlelligence service is likely to engage 'n coumer-surveil lnnee
activiy.

The second scenariv in which the ability 10 obiain 2 roving witelans may e erilical o
eflective survelllance is thz case of an individusl wha actually bas coguged i caunter-
surveiliance activities ¢r i1 preparations For sueh netivitics. T sonme eases, individuals already
subject to FISA surveillunee are found 1o be maltinnp presarations oy counter-serveillance
activilies or instructing associntes on Dow to contuunicate with tem through mors secume
nmieans. I ather cases, non-t18A investigative technigues have revenled commter-surveit mice
preparations (such as buying “throwmvay” cell phones ov multiple catling eards). The
Crovernment then offers these speclfic facis to the FISA court ag Justificetion for a grant of
roving avthority. '

Since the roving antherity was added to FISA in 2001, the Govermment has soughl to uee
it in arelatively smali number of cases {on averugs, (wenty-two applications a yeark. Wewould
be pleased to brief Membars vr staff reparding satual numbery, along with specific case
oxaniples, in e classified sctting. The PRI uses the granted authority only when the target
eorually begins 1o engage in counter-swveillance activity thet thwaets the alresdy authorized
surveillance, and dues s in o way that renders the use of roving nulhority feasible.

. Roviug authority is subject to the same court-pproved minimization ruies that ESvem
other glectronic surveilfance under FISA and that protect against the wnjustified acquisition or
retention of non-pertinent tnfornation. "The statute generally requires the Government (o notily
the FISA cawrt within 10 days af the daie upowwhich surveillunce begins to be dirccted at any
. new feeility, Over the past seven yeavs, this process has functioned we)l and has provided
effective oversight for this investigative technique, '

We believe that the basic fustifieation offered to Cougress in 2004 fur the roving
“authority remains valid today. Specifieally, the esse with which individunls can rapidly shifl
between communications providers, and the prolifemtion of botly those providers aud the
“services they offer, almost certainly will increase as techitology continues tr develop.
Interimtional tecrorists, Rireign intelligence officers, and espionage suspects —— like ordinury
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eriminals — have learned 10 use thess numerous and diverse commumications options to their
advantage. Any cffective sizveillance mechanisn inust ineomorate the ahilily (o rapidly address
an unanticipated changs in the farget’s communicationg belavior, The roving eleelnmnic
surveiliance provizion has fuirctioned as intended and has addressed an ilvestigative requirciment
that wit continue to ke critical to national security opsrations. Accordingly, we recorymend
reruthorizing thie tepture of FISA. ' :

2. “Rusiness Records,® USA PATRIOT Act Scetlan 218 {codified at 56 U.5.C. §
18G61-62) : ' )

We also recommend reauthorizizg section 215 of the USA PATRIOT fct, which aligywes
the FISA court tr compel the production of “business records.™ The business records provigion
addresses a gap in intelligence eoliection autharities and has proven valuglble fna number af

Conigxis.

The LISA PATRIOT Act made the FISA pulhority relating nr business recards roughly
analegous to it available o FOI agents investigating cemiinal matters through the use of grand
Jjury subpoenms. The original FISA language, added ‘n 1998, limited the husincss recods
nuthority to four specific types of records, and reguired the Governmenl o demuonstrate “specilic
and anfeulable facts™ suppocting a resson (o bedieve thal e mrget was an agent of 8 foreign
power. In the USA PATRIOT Act, the authority was changed to encotmpass the produsticn of
“any langible things™ and the legal standard was changed ic one of simple relevance o an

" autherized invesligation to cblain foreign intel[igence information not conceming a United Stares
person or to profect against intsrnational terrotiam or clandesting intelligence activivies.

The Goverument fiyst used the USA PATRIOT Act business records authority in 2004
aller extensive internal discussions over its proper impleinentation. The Department's inspector
general evalunted the Department’s impleieatation of this new authority al length, in reponis
that are now publicly available. Other parts of the USA PATRIOT Act, specifically these
eliminating the “wali” separating intellipence operations and criminal investigations, also had an
effect on the operational envirciment, The praaster access that intelligence investigators now
have to oriminal tools (such ne grand jury subpomias) reduces but does nal eliminate the need for
intelligence tools such as the busingss recurds authority. The operational security requircnients
of mest Intelligence investigations still require the sedrecy afforded by the FISA authority.

Tor the period 2004-2007, the FISA court has issued about 224 otders to produce
business rocords. OF these, 173 orders were issued in 2004-06 in combination with FISA pen
register n_rd'ers to address an anomaly in the statutery [anguage that prevented the acquisiion of
- subsgriber identification information ardinanly associated with pen register information.
Congress corrested this deficiency in the pen segistar provision in 2006 with language in (he
Usa PATRIOT Impprovetaent and Reautharization Acl. Thus, this use of the business records

acthority beeame unnecessary.

CIPQO011




The Honorable Palrick J, Lealy
Fape 4 '

The remaining husiness recordy ovders issned between 2004 wid 2007 were viesd bn
obtain transactional information that did aat fal! within the seope of any ather national seeyrity
mvestigative aherity (such as-a nationat security letter). Some of these arders were used i
sUppeIt impontant and highly sensitive intelfigance collection npertiong, of which bath Members
of the Intelligence Comrritter mund Hieir staffs are awsre, The Department can provide additéonai
fufarmation te Members or their staff in a classified selling.

[tis noteworthy thai ne recipient of a FISA business records arder has evar chaflenped
U validity of the erder, despite the avaflibility, singe 4006, of a cledir stutatory mechanism to do
so. Albthe thime of the USA PATRIOT Act, there was concern (at the FI13 would explojt the
braad seope of the business records authority 1o vollect sensitive perscnal infrmatian on
congtilutionally protected activities, such as tha use of public Yibraries. This simply has no
oultimed, even in the envirainent of heightened terorist (hreat actfvity, The nversiphl provide:
by Congress since 2001 anil the specihic oversigh! provisions added 10 the stiicte in 2006 have
ieiped ro ensute that the authority is buing used as intended.

Based vpon this operational cxperignes, we believe that the FISA husiness reconds
authgrily shauld be reauthorized. There will eonticee 1o be instances in which FAEI investiganrs
need 10 obtain tansactional information that does not fall within the seope of authorities relating
Lo nartioual security letters and are operating it an environnient that precludes the nse of loss
secure criminal authorities, Many of these instances will be munduaae (as they have been i the
past). such as the need (o dbtain driver’s license information that is protocted Ly State lavw.
Others will be more complex, such.as (he naed 1o wack the dctivities of inte lligence officers
through their use of certain business dervices. 10 all these cases, the availabijity of o Reneriz,
court-supervised FISA business records nuthority is the bost option for udvancing national
security investigalions in a manner consistent with ivl] liberties, The ahacnce of such an
puthority could force the FBI 10 sacrifice key intelligence opportunities.

3 “Lone Wol," Intelligence Reform and Terrordsm Freveniion Act of 2004
Scetlon 6001 (eodified at 50 U.B.C. § 1801{b}{1)(C})

Section 6001 ‘of the Inteliigence Reform and Terrorism Prevetion Act of 2004 defines 4
“lone wolf” agent of e foreign pewer and ellows a non-United States person wha "engages in
intemational terrerism activities” to be considered an agent of a foreign power undar FISA ceen
(hough the specific foreign power {L.e., the temnativnal tevorist group) remains unidentidied.
We algo recommend reanthorizing this provision. - :

_ Enacted tn 2004, this provision arpse from discussions inspiced by the Zacorias
Moussaou ease. The basic idea behind the avtharity was to cover situalions in which
infortmation linking the frget of an investigation to an intemational group was absent or
insufficient, althongh the target’s engagement in “imternationa! lerrorigm” wos sufficiently
established. The definition is quite narovw: itapplies only (o non-United States persuns; the
activilies of i persen must mect the FISA defitition of "International tercorism:™ and the
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informalion [ikely 10be obtained must he foreign intelitgence information. What 1his Imeans, di
pracice, is that the Governmend mast kuow a grent deal about the taeget, inche ding e turpe:'s
prirpase and plans for terorist ackivily lin ordet 1o sanisfy the definition of "international
terorism®”), bt still be upable to connect the :ndm:lual ta any srowp that imeews the FISA
definition of o forgign power.

Tu dule, the Government lias el engomtlered a cass in which this Uefiniion was bath
necessiry and aviilable, io., the mrget was a nan-United States persen. “Fhus, the definilion bas
never been used in g FISA application.  Maweswet, v do not helieve that this meany rhe
autherity is now unnecsssary. Subsealion 101(b) vl FISA provides ten sepaiale delinitions (or
the term “agent of a forcign povwer” (five applicable only 1o non-United Stales persans, and five
applicable taall persons). Same af hese definilions cover e mosl commaon Tnet pateems; uthars
deserive narrew categarics thid may be encountered rarely. However, tis lallee group includes
legetimate Largets that gnald not e accemmedated under the more generiv delniliung and wunlll

sseuph ‘1LIWLI.|iar1l'.‘{. buz Ter the mere gpecific dofitions.

Wo beliove that the “ione wolf™ provision (alls squarely within this class. While we
cannel predicd the frequeney with which it muy be used, we cep loresee silgations in which 1
waould ba the anly avenue ro elleelive surveillnee, For eanmple, we conld tve 8 cose in which
# kinown interational tercorisl affirmiatively severed his connestion witk his group, perhaps
following some imternal disputs, The wrgal still weauld bean stornadicassk Lerroriat, and an
upprogeiale trget for inlelligence surveiltanee, Howgver, the Gavermment could no longer
represent {0 e FISA cowrt that e was sunently a member of an interaational terrorist group o
acting on its lehall, Lacking ihe “lone wol definition, the Govermment could have (o posipone
FISA surveillance until she target sould be linked to anotber growp. Anolher seemario is the
prospect of @ terearist who “self-adicalizes” by means of intormatian and training provided by a
variety of international tervorist groups vea the lntemet. Although this rarger would have adopied
the qite and means of international terrarism, the target would not netuslly Dirve contacted a
rervorist group. Wilthout the lone welf definition, the Giovernment might be unable ip estyblish

PTSA surveiilance.

These seenurios are not remote hypolheticnls; they are based on trends we observe in
curtent infelligence reporting. We cannot determiine how comamon dhege fact putterns will be in
the futiure oo whether any of the tarpets will so completely lack connections o graups that they
cannat be accommodated under other definitions, However, the continued availability of the
lane wolf definitiva elimingies any gap. The siatulory Tanguege of e eaisling provision ensures
its narrow application, so ihe availehility of this patentintly uselul toal enrrics litlle visk of
overuse. We believe that it is essential 1o have the toe] available for the vare siiuation in whicls »
i3 nceaysory rather than to deluy suiveillance of & tevrorist in the hapes Wiat (he necossary |nks

are ostablighed.
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Thaitk you for the apportunity to present owr views, We would be happy to meet witl
your staff to-discuss them. The Office of Managemeni and Budget has advised us that from the
. perspective of the Adminigiratinn's program, there 5 no ghjeciton Lo gubmission of Lhig letter

Smeerely,

TV e N

Rannld Weich
Assislanl Altorney Cengtal

o The Hongeable 1elf Sessiong
Ranking Minority Member
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U.S. Department of Jugtice

Office of Lepislative AlTairs

Oz of the Avrizin| Ablamey General

The Honorable Patrick ], Leahy
Chairmen . '
Commikicy on the Jediciary

" Uhited States Senate
Washington, D.C. 20510

_ The Honorable John Conyers, Jr.
Chairmen

Commiltes on fhe Judiciary

.5, House of Representalives

Washington, D.C. 20515

Dear Madam and Mesgm, Chairmen;

Fuhington 0O

Aprl 30, 2010

The Hortorable Dianne Feinstein
Chairmnan : -
Select Commities on [ntelligence
Uniled Slatee Senate
Washington, DT, 20510

The Honorable Silyestre Reyes
Chairmran
Permemen! Select Committes on Intelligence

. U.5. House of Representatives

Washington, D.C, 20515

This report is submitted pursuani ta sections 107 end 502 of the Forcign
Intolligenee Surveillance Act of 1978 (the "Act™), os amended, 50 U.5.C. § 1801 et seg.,
and soction 118 of USA PATRIOT Imptovement and Reauthorization Act of 2005, Pub,
L. No. 109-177 (2006). In accordance with those provisions, this report covers all
applicalions made by the Gevernment duting celendar year 2009 for authority to conduct |
clecironic survelllanee for foreign intelligence purposes under the Act, all applications
made by the Government during calendar year 2009 (or access o certein business records
{including the production of tengible things) for foreign intelligence purposes, and certain
requedts made by the Federnl Buredu of Envestigation pursuant ta netional security leiler
authorities. In addition, whila nat required to do g by statute, the Government
providing irformation conceming the number of applications made duting calendar year
2002 for authorty to conduct phyaical searches for foreipn intelligence purposes.

- Applications for Electronie Suyveillance Marde Durlog Crletdar Year 2009

{(gection 107 of the Act, 50 US.C, § 1807 .

During calendar year 2009, the Juvemment made 1,376 applications o the
Yoreipn Intelligence Surveillance Court (hereinafter “FISC™ for autherity to conduct
eluctronic surveillance and physical searches for foreign intelligence purposss. The 1,376
applications include applications mada salely for electronic surveillance, applications
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rhnde zalafy for phyzical search, and smmbined appli'cal'..i-:ms rejuesking authority for
electranic surveillance and physical sezrch, Of these, 1,329 applications included
requests for authonity to conduct electrontc surveillance. '

Of these 1,329 applications, eight were withdrawn by the Governmen!, The FISC
denied ané application in whole, and one in part, and made madifications to the proposed
orders in foorieen applications. Thusg, the FISC approved collectian activity in a lofal of
1,320 of the applications that included requésts for authority to conduct :l:cfmmc
surw:tl!ama

Applications for Accesy to Certain Business Records {Including the
Productlon of Tanglble Things} Made Durlog Caleadar Year 2009 (sectian

502 of the Act, 50 17.8.C. § 1862(cK1)}

During calendar year 2005, the Government made twenty-one applications Lo the
FISC for access 10 certain business records {including the pmdumnn of tengibie things)
. for faraign intslligance pummoses. The FISC did not deny, tn whale or in parl, any such
application filed by the Govemment during celendar year 2009. The FISC made
maodifications 1o nine proposed ordes in applications for sccens to business recards.

Requests Made for Certain Informaton Concerolng Different Unlted States
Persons Pursumit to National Securty Letter Authorities Doring Calendar

Year 2009 (USA PATRIOT Improvomen! end Reautharization Act of?.lms Pub.

L. No. 109177 (2006])

Pursuant to Section 11§ of the USA PATRIOT Improvement and
Reauthorization Act, Pub. L. 109-177 (2006}, the Depariment of Justice provides
Congress with annual reports ragarding requests made by tho Federal Bureau of
Investigation (FBI) pursuant to the National Secunty Letter (NSL) auwtherities
provided in {2 U.5.C. § 3414, 15 U.8.C. § 1681y, 15US.C. § 1681v, 18 US.C.
§ 2709, and SOTIS.CL § 436,

In 2009 the FBI made 14,788 NSL requests (excluding requests for subscriber
information only} for inlrmatien conceming United Stales persons. These sought
infarmaiion pertalning to 6,114 different United States parsons.
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We hope thiy infermalion iv helpful, Please do nol hesilate Lo contaci Lhis office if
-yeu need additionsl assigtance regarding this matter,

Sincercly,

ol

Fomnald Weich
Asnistanl Attomney Ganeral

cc:  ‘The Honcrable Jeil Scesjons
Ranking Minorily Member
Zenate Committes on the Judiclary

The Honorable Christopher 8. Band
Yige Chalrman
Renate Solect Cammitioe on Intelligence

The-Honorable Lamar 8. Smith
Renking Minarity Membar
House Commitier on the Judiciary

The Hohorable Peter Hoekstra
Ranking Minority Mamber
House Permanent Select Committee on Infelligence
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U4, Dopartoros of Fities
. (OMce of Logialtiva Affhlrs

e n ! ther Amilag) Armon e Clones Wafibgion, B0 30030

spril 29, 2001

T Hanoimbia Josopt k. Hdan, Ir
Prepldum -

Lialved Stutes Rensie

Wwwhingwoe, DT 20510

Do 3. Prosida:

Tk ranort b sobmitted pursamnt io-wagtlons 107 myd 302 of the Fareign hntellighnse
Survoillaage Aet of 1978 (thio “Act™), as amendsd, 50 U5, § 1801 a2 seq., nid aostion 118 of
1ISA BATRIOT Linpsoveimat axtd Resnetharlzation A¢t of 2005, Pub, L, Np, 100-177 (2008, In
ppoindanid wil thoes provisions, this repert covers afl sjplicationa mpds by the Covertomant
during ealsrdar yenr 2010 for outhiority o conduet stégtronid surveiliumos Tor foreign intetHyanea
purposts undar {5 At #t applsations made v the Govesnetiond dughng walendnr pase 2030 for
wwones to seraln bushisss rocords (inaludting the produstion of taptigiblé Yalngs} Rt fhrmign
rredEhghrice Porprsns, Givel THrttin ouueuRs ndte iy tiy Fegusal Bursw of thvestijetion presuast
to-nationil security iotter pdianitien, I addidon, whilte not reraived lo di 5o by dhitts, the
Goverunent v provithieg trformation eoademitigthe ousther of gl bstiels mds Gortse
cAlbidi vedr 2010 for alithodity o dotitnge philond searelios for Rinstgn inteltlgaiton pmpoass.

gttany Mo (o The Faroigd Intiligstros Biyrvetiiares Culiet Toring Calbednr

mﬁﬁw (waticn 1 07-of the Aut, 30 USC, § 1807)

Thering ealentier yeur 20, the Croveniment mude 1,578 appliosticars te the. Forelgn
mw&me Survedltasoe Caort (aratnafter "FISCT) o muthority to sandiiet olestrisio.
arvellfanee andior phpstod! scatcioes Tor Fotps mtofligeioe pusponss ‘Ths 1,399 applicationy
. imtide applodions meds sotoly for dlattronls satvellingos, spplicutions rande solat) fe
shysiodl sennlt, and goebined applioptions requesting awdiority for stanteoniy survolflatios ond
phiyibenl senvelt. Of thowo, §;211 appdisadors tiohided tegueste R autiority to conithiet
© sletironie sureglilance. ' -

OFf thaya 1,511 oppstiogtians, Mvo wore withdnoey by the Goveramam. Tha FISC did o
deny noy sppllcations n whala, or fn par. The ITSC rade modiHoetians b the proposed orilers
in tonrsen spplisetions. Thus, the FISC epproved collacticn activiny n o totsl of | 306 of the
apr:Howtions thut inohsded requents for nmhnrlty o comdurt slogitonis sarvelilanes.
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Appilicatluny fir Accost b Coreufn Business Rugords (Incloding the Production of
Tengfle Things) Made Daertag Colendar Yoar 3010 {umction 502 of the Agt, 50

UL, § 186X}

Durmg calomar vanr 2010, tha Covernmant made 96 aystidations to the FIRE for necesy
to comrein businers records {including the preduction of wnglhle things) for fereign kntslligzace
purpeste. The FIST did not dady, Ih whols or {a pan, any such apphizatice Gled by fio
Governmeny dudng catendar yare 2010, The FIBC made modificaitms » 43 propjuzod orders i

applicatlons far ccass t busiress rogords,

Hﬂ;nwu Made fyr Corraln Ipformation Concerning Dll'l'urm{ United Stutes Pursens
Purgueant to Netbonnd 8ecurlly Letiy Anthovitles Doying Calondsr Yewr 3010 {84
PATRIDT Irmprovemend aod Reauthorlention Aet nf 2008, Muls L. Ha, 109177 (20067

Pursynnt to Section 118 of the USA PATIUOT Imipravement ol Rosdhosization Act,
Pub L. 1035127 (2006), tho Denartmont of Justlon provides Congresy with eusl reyort
regu iding requisls madp by the Fedarml Biureay of imvestigation (FBI) pumsuy it to die Wationn)
Security Laticy (WEL) sudiorities provided in 12 ULS.C § 3414, 15 U.S.C. § 1681y, 14 A0
§ 1681y, LB LSS.C. § 200U, ond 5pU.5.C. § 436,

In 2010, the FBI made 24,287 NEL requeats {(excluaing reqeesis for subserbar
infurnaation only} for ifomnation concerning Unlted Swtes persons. Thest sought informetion
penimning lo 14,212 dillevent United funes persons. '

We hope tha) tis information is betpfli, Please do ool hesilate (o contas) this oMce |f
you would ke addifonal asateluee regurding this or any othor master.

Sinoerely,

Eonald Wd:—/\
Assipiunt Attorney Generl
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Bnited Seates Bente qe ki .
WASHINATON, DG 20610
011 SEP 22 ANI0: 65
Sepambar 21, 2011

The Hopgrabls Erle Holdey
Attomey Conaral

Unitod Statea Deportment of Justice
Waahilngten, D.C, 20530

Cear Aftternay Genem] Holdas!

A3 you know, wa heve heen concernad for soms thoathet the U.3, govemmen (= relylng
on seerdt Imtorpretations of survallleogy euthoritles that ~ in gur judgmeant - d|far
signlfloamly from the publie's understending of whas ¢ permined under U.S. law,

We belimvs that policymakers oan haye legltimats dlTorenoe of opinlon about whet
types of damemls aurvelllanos should be pormided, but we alsa balieve that the American
peoplo should by able ta lsamn what thelr government thioks thet the lew rasens, 80 that
votars have the sbility 10 mify or reject doclsiony that alected offlalals make on thelr

behalf,

Unfortanetsly, howsver, the declalon to olasslfy the governmemt's interpretations of the
lew itself makes an informed debalz on Lhia issus Imposafble, Morzover, the ebaence of
publloly wvailabls informetion sbout the govamment's uadarstanding of its authorities
|ncTeases the sk of the public balng misled or misiaformead about the officlel

interpmtation of public lawe,

VWhile we ars aurs that you would agrae thet government officlals should not describo
government nuthqrities in & way that mialeads the publio, during your tenure Justice
Dopartmont afficialy have — an a number of oeoeslong — mads what wo balieve ore

misleading staterents perialning to the govammant's [ntarpratatlon of suryelllanes lew, !

The first set of staternants that coricern ua ara the reposted cleimy by Justics Deperiment
offlclals that the governmont’s authority to obtain businesy reoozda or other 'tangiblo
thinga® undsr seqtion 215 of the USA Petrict Act is anelogotts to the use of » grand Jusy
subpoans, This compatison —witlch wa cotualdor highly mislending — has baen made by
Tustioe Deperiment officlals on multipls occsslons, including In testimony before
Congtees, Aa you know, Seotien 215 authorities ars not intorpretad in the same way that
grand jury swhpoana authorities ars, and wa are conosrnad that when fusties Department :
officials snggest that the two authoritles are “amlogous” they previde the public with u
falss underatending of how survoillance lew Ja futsrpreted |1t practise,

More racsntly, wo wers roubled to leam Lhat a Justice Dapartment spokazman staind that
WSection 215 [of the Patrdot Ast] ls not a sooret [ew, nor hes {t bean implemented under
secret ogal oplnlons by the Juatice Department.” This statemont 18 alse axtremely

ralsleading. Agthe NSA Qaneral Counscl 1eetifled In Suly of thls yoer, slgniflvent
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Interpretations of section 215 of ihe Pririot Aot ars contalned Ln olassified oplalons of the
Forelgn Intelllgenze Burveillanoe Court and (hege aplnions — and the legal Intorpretations
they contali — esntinue to be kept secret. In qur judgment, when the government relies
on slgnificant interpretetions of public statutes thet aro kept soaret from the Amerlomn
puble, e government fs cectively relylng oo saarat law,

Apgain, we haps vou will agres that misicading statements of this nature aze not in the
publio {nterest and must be correctad, Americans will eventually and Inev{tably come w
learn abour the gap that currantly sxists between the public's undorstending of .
government survesllagce authoritien and the officlal, clessifisd Interpretation of these ' :
authotitles, We balieve that the bust way o evold a negative publio zosctlon and an
sroafon of confldenas In 175 intellganca agancies [s to {nitlnts e informed publlo debate
about thess atthorities todry, However, If the exsontlve branch 1o uawdlling to do that,
then it ls pertisulariy importent for government offlelals to avold compmnding the
problem by making misleading statements auch a8 the onea v have dosocibed heee,

We urge you to ¢amest the publio record with rogerd to these staternents, and enure thes
sveryono whe speeks for the Justiss Departmant on this jssus 1y informed spongh about it .
o evold almilarly mialeading staterments In the futurs, !

Thank you for your allentlon b this metter.

Binoerely, . ,
Ron Wydsn Mark Udal .
United States Sanator Unlind Btmlea Senator
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Tha Honorable Ron Weden
Unlied States Senaie
Weshington, D.C. 20510

Deay Sanplor Wyden:

Thank yau For your Seember 21, 2011 Edeer to the Aftomey Qeneraf concenting the
goverament’s suthority to oblaln records under seotion 215 of the U3 A PATRIOT Act. We am
aending an idenileal response ko Senasar Mok Udall, wha Joined In pouy Letker,

Ag you knpw, sectiun 215 aliows the fedee] govenunent 10 apply to the Forclgn
Inteligence Surveilfanes Court (“FIS 4 Coun™] for a coun order direeting the produetlen of any
tanplble things for en Authorfeed investigatian o pratect egainat intcrnational terrorism ar
¢landeating intelligenee aslividles, ln order (o lasue w order, the FI3A Counl must dererming thae
thers g reasoneble grounds o balieve thec: (1) the tanglble things Bougli ere relevant Lo &n
authorzed nalonal asgurity Investlgatlon, ather (han g threat aesessment; {2) the investigatlon i
helng conducted under Guidetings approved by the Awcrney Qeneral under Executive Order
12332 and {3} 10 LLE. person i the subleet of the Invesiigation, the [nvextigad oo ia not being
sonducted solely on the baals of First Amendment protected uotlvitics. In addiden, by lew, the
FISA Court may anly requits Ihe production of reeords that can be obialned with & prand jury
subpoene areny ather coun oeder direqtlng Uhe production of roeards or (anglble things, See 50
L.8.C, § 1B6I{NIND).

The government has made publc thal some ordees issued by the FISA Coort under
pection 215 have boen used ta suppart impenart and klghly sensltlve Ingl|(gencs cofizciion
operalions, on which membera of Congress have been fulty and repeatedly bricfod, Durlng the
texl Congresa (i December 2009), and In the currem Congresa (February 2011 the Theperiment
of justlce aod the Intelligence Communlty movided 0 docwment 6 the House and 3emate
InteHlgenge committecs ta b made avallable 1o all members of the 1Tousc and Benate decerlbing
tha glassified usen ol sectlon 215 in detell, The Inte|ligence and Judicizry Commltiees have been
brteferd on these operat|one multiple fimes and have had acoess to coples of the classificd FIEA
Cout! grders and opinkens relevant to the use of szetlon 215 In those matters, [n additlan, the
Diepartment of Justice baa provided Congress with classifled and unclnssified aeual and semi-
unnual wrilten repocta on section 215 use, und, over the years, has pravided extcnabve briefings

|
|
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and tesllmany pn the wey this statufe has baan {mplemented pucbuant o lawlul FI5A Court
orders. Meost recenily, in confoction wilh the reauthorization of tic FATRIQT Act, the Altorncy
Oeacrel, the Dicectar of the FAI, und rclevant neada of Inkelllgence Conumunity agevcies heve all
testiiied ar bricfed members of Congeesa on the operatlon of section 215, I addition 1o analiple
corgressional hearlngs 8t which ather senior Department of Justlee and lmelligence Commutily
officials textified and brisfed the issug over the pest year. Armed wilh this (nformelion, the
Congress, on & bipertiann besis end by large majotities, hes repeatedly reaulhotized seclian 213,
In Mey 2011, the Senaic egproved the legislatlon 1o rautharlze the sttite and teo other
provisions of the LBA PATRIOT Actby & vore of 72-21 zod the [oue voled in favor of the

legistarlon by 250153,

Againat this backdrom, we do nat beileve the Bxecutive Branch by operating purseet 1o
“gecrel [aw” or ‘aecrel apinlong of Ihke Departmant of Justice,” Kather, the ireliigeace
Community is ronducting court-guthar|zed intelligenoe sctivittes pursuant fo » public statute,
with the Wnowledgs and averslght of Congress and the mielligence Comimitess of hata Houses,
These ie dlso extensive ovorsighl by 1he Executlve Branch, inchuding the Deperiment of Justice
and relevant agoncy Ciengral Counscls and [nspectars General, as well a2 annvel end wimi-annual
report lo Congress 13 required by faw.

T be qure, the F1%A Court opinlons and orders telovant to the use of section 215 and
macy other inlglligenes collection autharilies ase clesifled. Thia 1 necessacy bozavar public
Jisclosure of the ectivities they dlszuss would harm natlonsl sceuriLy and [mpede the
effcclivensss of the Intolligence twals thet Congress has authorlzed, Thia i true of muny ther
ke iigence activitics that out goverunent thraughout fta history hen carried oul [n g class(fied
manner [ the interest of national scoudty, $lace iUia not pussibls 1o disclnes (hese oellvitles o
the publiz, Cangress estehllshed the Scnate and House intelllgence committees to ensurg thet
Congress is able Lo pacfoom ila proper overslght robe on hehalf of the American peaple.

W enpresiatc and shisre your [ntcrest [ an informed publle debate on how The
govormment inlerprety and uses ite Inwelligenee collect/on authoritlcs. However, the: Intelllgenca
Communlty has determined that public dlselasure of tho clpas| fed waes ol section 215 wuuld
#xpoat sensltive sourcen and methods te our adversarles anid therefore bavm national accurtly.
A3 you know, the Attomey Geasrel and 3 sonicr metber of the Intelligence Cornunity tevificd
in June 2011 In & glosed heering before the Senatm Selest Committes o Intetligenes conceming
tha clawsified upes o acciion 215, Their clagsificd westimony addressed in detail the cperations
cargied out under the statne, fheir fegal basls, thelr mportence t nalicnal scourity, and the
reasom why Reither the operations nor thelr detiled logel basis can be diapiosed pubdlcly. As
they explained, the Executive Hranch has done everyihing it o2 10 anaure that the peoploa’s
elected mproaeniatlves are fuliy [aformed of the Imelllgades sollection gperations at isaue and
how thay Rarclion.

I
-
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The Hongeghle Ron Wyden
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Finnlly, with regard to the anslogy berween section 215 and grand jury subpoenas, As
noted above, scctlon 21 5 expressly provides that 1he court “may only requlre the produston of
targlbde thlng If such thing can be obtaned with 2 subpecna duces oo Lasued by & eourt of the
Ugited States i aid oF s grand |ury [nvesligation or with any other onder issued by g coun of the
Unlted Statey diresring the prodution of records or [engihle things™ 50 US4 BIBEI{cK THD).
Grand jury subposnag da nat require the approval of & court but rather mey be obtalaed whk the
sppreval of 8 single prosecuisr and mey sequest @ wids variety of reeords, the govemment iy not
regulced i make any showing of relevence to a court before isswing such a pubpoens. The
records obtained pursuant o & grend jury subpoenn mey concern Lhe fawbul aetivitics ol U3
citizens if those recards are cclevant toan investhgation. A moton lo quesh & grand Jury
subpocna witl be denled uadess thers 12 “no reasonable pagslbd|lcy™ thar the category of
informatioh the government ascka will produce infermation relsvanl to the general subject of the
grand jurys investigation, In contmet, ns discussed sbove, recordy eollected under Scotion 213
require approval of g Artele U judge sitting on the FIBA Courd, and the government must
make an alflmeetive thawing lo that Court that the records aeg relevant to an sutharized neilonal
security iveatipatlon. Partfewlarty ln light of Lhe tatutory requicsment that a section 253 order
may only ohisii rezords thel could bo oMained via agrand jury subpoena (or court order), we
coaflhue to belleve thal the anafogy Between seation 215 and a prand |ury aubpocha Ly apl, This
I3 nat to sy, ofeaurse, 1hat the Factud] conlex! 3 which section 253 may be used for clavificd
intelligence collestion operations is the samc sg it ia [T erdinery eriotbmal matets.

In aum, glven the eonstrabiiis 85 to whal can be discusyed in an unclussificd getling, we
believe 1hat we bave been s fortheoming as possiHe In our dlecusalors of sectlon 215.

“Thenk you For the opporiunity W prosen] oor vicw, and pleass do nol healtate to contact
thin wifice IE we can be of firlber auststance reganding this or any other matisr.

Sincepely,

V{ZON

Kansld Welch
Asajaiant Attomey Oengral
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October 5, 2009

"The Henorable Bric H, Holder
Attomey Goneral of the United States
U.3. Department of Justice
930 Pennsylvania Ave, NW ' o '

Weshington, DC 20530 _ : ot

Dear Mr, Attomey Generals

As the Committes continucs {is work concemning Lhe USA Patriot Act and relared
legislation, sevoral sections of which expire this year, we are writing to ask that the Department
of Justice make publicly available additlonal information on the implementation of the Act. We
appreciated the Department’s September 22 testimony before the Subcommittes on the
Censtitution, Civil Rights, and Civi] Liberties, in which it exprossed the Administration's
willingnoss to wotk with Congress on Patriot Act proposals to betier protect Americana* privacy
and ¢ivH liberties, and in which it publicly provided important information about the usa of the
“lone wolf” provision of the Act. In order for Congress to meaningfully consider whether and
how 1o ¢xtend the “business records” section of the Act, however, we ask that the Department
work to provide additional public informadon on the use of that provision.

Specifically, at the September 22 hearing, Deputy Assistant AHomey General Hinnen
testified that ordery under Section 215 of the Act, whish zuthorizes cotmpulsory productlon of
“Pusineds recoruds,™ have bean used 1o obtain "ransactional information” to support “important
and-highly sensitjve Intelligence collection.” He explatned that some members of the
Subcommitics and cleared steff have recelved some bricfings on this topic, and that sdditonal

~ inforination could be mads available to them “In & classified sctting.”

Wao have sppreciatad the information thal has becn provided, and fully understand the
Imporiance of sefeguarding our counuy's nxttonal security secrets, Too oftcn in 2007 and 2008,
however, crucial informaon remalnad unknowa to the pubic and many members of Cangress
when Congress voted on Jmportant surveillance Jegislation aflecting the intercsts of all
Americans. As had also been reguested in the Senate, we ask that the Lepanment wark 1o make
publicly avallable additional basic Informetion on the use of Section 215, so that Congress can

CIPQOD2E
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The Honorable Erig H. Holder
October 5, 2009
Page Two

mare openly and thoroughly consider the future of this zuthorty while ftily protecting our
nattonel security soorats. |

Fleasc contact the Fudiciary Comrmittee offics, 2138 Rayburn House Office Building,
Washington, D.C. 20515 (tel,; 202-225-3951; fax: 202-225-7680} in response to this requast,
“Thank you for your prompt attention to this matter, '

Stneerely, _ :
! A 1
' / Ll _f
_ ELL DAY ;
“John Comyerz, Ir. Jerrold Nadler - “  BotbyScon '
Cheirmnn Chainnan, Subcommittee Chaltman, Subcormmittee
on the Canstilution, Civil on Cripig, Terrorism end
Rights and Civil Liderties Homeland Security
ce: Ron Weich
The Honorable Lamar _Smith
¢
THTAL P,00S
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U.5. Department of Justice

Office of Legal Counscl

Washington, 1} C. 20330
March 15, 2012

Jameel Jafter

Deputy Lepal Dircctor
American Civil Libenies Union
125 Broad 5t., 18" Floor

New York, New York 10004

Decar Mr. Jalfer:

This letter responds to your Freedom of Information Act (FOIA) request to the
Oilice of Lepal Counsel (O1.C) dated May 31, 2011, We understand that the ACLU
has stipulated in ACLE v, FBY, 11 Civ. 7562 (§.D.N.Y.), that the request is limited to OLC
legal opinions and memoranda concerming or interpreting Sechion 215 of the USA Patriot
Act. We have searched OL.C’s liles and found two documents that arc responsive to your
request. We are withholding the documents pursuant to FOLA Exemption Five, 5 US.C.
& 552(b)(3). They arc prolccted by the deliberative process povilege, and they are not
appropriatc for discretionary release.

In addition, in response to your FOIA request, the Office of Infonmation Policy has
referred one document to OLC for direct responsc to the ACLU.  That document is the
same as one of the two documents described above.

Although | am aware that your request is the subject of ongoing litigation and
appeals are not ordinanly acted on in such situations, [ am required by statute and
regulation to inforin you of your right to Ale an administrative appeal.  Any administrative
appeal must be received wathin 60 days of the date of this letier by the Office of
Information Policy, United States Department of Justice, lag Building, Suite 570,
Washington, D.C. 20530-0001. Both the letter and the envelope should be clearly marked
“Freedom of Information Act Appcal.”

Sincerely,

LS o

Paul P, Colborn
Special Counsel
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