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AFFIDAVIT
I, Jeffrey W. Alford, being first duly sworn, hereby depose and state as follows:
Introduction

1. I am a Special Agent with the United States Department of Justice, Federal
Bureau of Investigation, currently assigned to the Albany, New York Division in the Rutland,
Vermont Office. I have been an FBI Special Agent for 22 years. As a Special Agent, I am an
investigative or law enforcement officer of the United States within the meaning of Title 18,
United States Code, Section 2510(7), authorized to investigate violations of Federal law and to
execute warrants issued under the authority of the United States. 1 am currently responsible for
conducting investigations in a variety of criminal matters, to include computer-related crimes. I
am empowered to conduct investigations of, and to make arrests for, felony offenses to include
those involving the sexual exploitation of children, as enumerated in Title 18, United States
Code, Chapter 110, and in particular Sections 2252 and 2252A, which criminalize the receipt,
distribution, or possession of, or the knowing access with intent to view, child pornography.

2. As a Special Agent, I have participated in the execution of numerous search
warrants, to include those resulting in seizure of computers and electronic storage media with
regard to violations of Federal law. In my experience, I have observed numerous examples of
child pornography stored on computer media and have received training relative to investigating
child pornography. [ know 18 U.S.C §§ 2252(a)(2), 2252(b)(1), 2252A(a)(2)(A), and
2252A(b)(1), make it a crime to knowingly receive or distribute, or attempt or conspire to
knowingly receive or distribute, child pornography transported in interstate or foreign commerce,
including by computer; and 18 U.S.C. §§ 2252(a)(4), 2252(b)(2), 2252A(a)(5)(B), and
2252A(b)(2) make it a Federal offense for any person to knowingly possess, access with intent to
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view, or attempt or conspire to access with intent to view, child pornography transported in
interstate or foreign commerce, including by computer.
Background

3. This Affidavit is submitted in support of an Application for a search and seizure
Warrant for the residence located at: 71 Western Avenue, Apartment 101, Brattleboro,
Windham County, Vermont 05301 (hereafter referred to as the “Subject Premises”), to include
any computer(s) and computer media located therein, where contraband, evidence, fruits, and
instrumentalities of violations of Title 18, United States Code, Sections 2252(a)(2), 2252(b)(1),
2252A(a)(2)(A), 2252A(b)(1), 2252(a)(4), 2252(b)(2), 2252A(a)(5)(B), and 2252A(b)(2), as
specified further in Attachment B, might be found.

4. I believe that a computer has been used in conneétion with violations of Title 18,
U.S.C. §§ 2252(a)(2), 2252(b)(1), 2252A(a)(2)(A), 2252A(b)(1), 2252(a)(4), 2252(b)(2),
2252A(a)(5)(B), and 2252A(b)(2), with regard to the illegal receipt, distribution, possession, or
accessing of child pornography. [ believe the items delineated in Attachment B to be
contraband, evidence, fruits, instrumentalities of these offenses, and/or property utilized in the
commission of these offenses. I respectfully request authority to seize S;JC}I material from such
premises, specifically any computer(s), and related peripherals and media, which could constitute
both an instrumentality of the crime and/or a container in which contraband and other evidence
of the commission of the crime(s) is or could be enclosed. I request authority to search the entire
premises, including the residential dwelling and any computer and computer media located
therein where the items specified in Attachment B may be found, and to seize all items listed in
Attachment B as instrumentalities, fruits, and evidence of crime.

5. [ base this Affidavit upon my own experience and background as a Special Agent
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of the FBI, as well as investigative information provided and conveyed to me by the FBI's Major
Case Coordination Unit in the state of Maryland, which is part of the Violent Crimes Against
Children Section under the direction of the Criminal Investigative Division at FBI Headquarters
in Washington, D.C. This includes information provided by other FBI Special Agents; written
reports about this and other investigations that I have received and reviewed, either directly or
indirectly from other law enforcement agents, including those from foreign law enforcement
agencies; information gathered from the service of administrative subpoenas; results of physical
and electronic surveillance; and independent investigation and analysis by FBI Agents/Analysts
and computer forensic professionals.

6. This affidavit is offered for the limited purpose of establishing probable cause and
does not include each and every fact in connection with this investigation. I have set forth only
those facts that I believe are necessary to establish probable cause that evidence of violations of
18 U.S.C. §§ 2252(a)(2), 2252(b)(1), 2252A(a)(2)(A), 2252A(b)(1), 2252(a)(4), 2252(b)(2),
2252A(a)(5)(B), and 2252A(b)(2) is located at the Subject Premises. Where statements of others
are set forth in this Affidavit, they are set forth in substance and in part.

7. To summarize, the following information sets forth facts indicating a computer
user at the Subject Premises has accessed, via the Internet, images depicting minors engaging in
sexually explicit activity, and contraband, evidence, fruits, instrumentalities of the
aforementioned offenses, and/or property used in the commission of such offenses, is located at
said premises. The instant investigation, as described below, involves an Internet-based website

hereafter referred to as “Website 20.”' The investigation revealed that an individual who is

1 The particular website described in this affidavit has been referred to in other related legal process by the
number used in this affidavit, so this number is being used here for consistency. The actual name of the website is
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believed to reside at the Subject Premises voluntarily and intentionally accessed a section of
“Website 20” that contained child pornography. The primary purpose of “Website 20” is to
advertise and distribute child pornography. I believe that a user of the Internet at such premises
knowingly received, possessed, or accessed with intent to view, or attempted to receive, possess,
or access with intent to view, child pornography on “Website 20.”

Definitions of technical terms

8. The following definitions apply to this affidavit:

a. “Bulletin Board” means an Internet-based website that is either secured
(accessible with a password) or unsecured, and provides members with the
ability to view postings by other members and make postings themselves.
Postings can contain text messages, still images, video images, or web
addresses that direct other members to specific content the poster wishes.
Bulletin boards are also referred to as “internet forums” or “message boards.”
A “post” or “posting” is a single message posted by a user. Users of a bulletin
board may post messages in reply to a post. A message “thread” refers to a
linked series of posts and reply messages. Message threads often contain a
title, which is generally selected by the user who posted the first message of
the thread. Bulletin boards often also provide the ability for members to
communicate on a one-to-one basis through “private messages.” Private
messages are similar to e-mail messages that are sent between two members
of a bulletin board. They are accessible only by the user who sent/received
such a message, or by the bulletin board administrator.

b. “Child erotica,” as used herein, means any material relating to minors that
serves a sexual purpose for a given individual, including fantasy writings,
letters, diaries, books, sexual aids, souvenirs, toys, costumes, drawings, and
images or videos of minors that are not sexually explicit.

c. “Child Pornography,” as used herein, is defined in 18 U.S.C. § 2256 (any
visual depiction of sexually explicit conduct where (a) the production of the
visual depiction involved the use of a minor engaged in sexually explicit
conduct, (b) the visual depiction is a digital image, computer image, or
computer-generated image that is, or is indistinguishable from, that of a minor
engaged in sexually explicit conduct, or (¢) the visual depiction has been

known to law enforcement and to me. Investigation into the users of this site remains ongoing and disclosure of the
name of the site would potentially alert users to the fact that law enforcement action is being taken against the site,
potentially provoking users to notify other users of law enforcement action, flee, and/or destroy evidence.

4




O 1B e-06638 “poctimant 1-5 > Filed Ber2gle *page's 31347

created, adapted, or modified to appear that an identifiable minor is engaged
in sexually explicit conduct).

d. “Computer,” as used herein, is defined pursuant to 18 U.S.C. § 1030(e)(1) as
“an electronic, magnetic, optical, electrochemical, or other high speed data
processing device performing logical or storage functions, and includes any
data storage facility or communications facility directly related to or operating
in conjunction with such device.”

e. “Computer Server” or “Server,” as used herein, is a computer that is attached
to a dedicated network and serves many users. A web server, for example, is
a computer which hosts the data associated with a website. That web server
receives requests from a user and delivers information from the server to the
user’s computer via the Internet. A DNS (domain name system) server, in
essence, is a computer on the Internet that routes communications when a user
types a domain name, such as “www.cnn.com”, into his or her web browser.
Essentially, the domain name must be translated into an Internet Protocol (IP)
address so the computer hosting the web site may be located, and the DNS
server provides this function.

f. “Computer hardware,” as used herein, consists of all equipment which can
receive, capture, collect, analyze, create, display, convert, store, conceal, or
transmit electronic, magnetic, or similar computer impulses or data.
Computer hardware includes any data-processing devices (including, but not
limited to, central processing units, internal and peripheral storage devices
such as fixed disks, external hard drives, floppy disk drives and diskettes, and
other memory storage devices); peripheral input/output devices (including, but
not limited to, keyboards, printers, video display monitors, and related
communications devices such as cables and connections), as well as any
devices, mechanisms, or parts that can be used to restrict access to computer
hardware (including, but not limited to, physical keys and locks).

g. “Computer software,” as used herein, is digital information which can be
interpreted by a computer and any of its related components to direct the way
they work. Computer software is stored in electronic, magnetic, or other
digital form. It commonly includes programs to run operating systems,
applications, and utilities.

h. “Computer-related documentation,” as used herein, consists of written,
recorded, printed, or electronically stored material which explains or
illustrates how to configure or use computer hardware, computer software, or
other related items.

1. “Computer passwords, pass-phrases and data security devices,” as used
herein, consist of information or items designed to restrict access to or hide
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computer software, documentation, or data. Data security devices may consist
of hardware, software, or other programming code. A password or pass-
phrase (a string of alpha-numeric characters) usually operates as a sort of
digital key to “unlock” particular data security devices. Data security
hardware may include encryption devices, chips, and circuit boards. Data
security software of digital code may include programming code that creates
“test” keys or “hot” keys, which perform certain pre-set security functions
when touched. Data security software or code may also encrypt, compress,
hide, or “booby-trap” protected data to make it inaccessible or unusable, as
well as reverse the progress to restore it.

j.  “Hyperlink” refers to an item on a web page which, when selected, transfers
the user directly to another location in a hypertext document or to some other
web page.

k. The “Internet” is a global network of computers and other electronic devices
that communicate with each other. Due to the structure of the Internet,
connections between devices on the Internet often cross state and international
borders, even when the devices communicating with each other are in the
same state.

. “Internet Service Providers” (ISPs), as used herein, are commercial
organizations that are in business to provide individuals and businesses access
to the Internet. ISPs provide a range of functions for their customers
including access to the Internet, web hosting, e-mail, remote storage, and co-
location of computers and other communications equipment. ISPs can offer a
range of options in providing access to the Internet including telephone based
dial-up, broadband based access via digital subscriber line (DSL) or cable
television, dedicated circuits, or satellite based subscription. ISPs typically
charge a fee based upon the type of connection and volume of data, called
bandwidth, which the connection supports. Many ISPs assign each subscriber
an account name — a user name or screen name, an "e-mail address," an e-mail
mailbox, and a personal password selected by the subscriber. By using a
computer equipped with a modem, the subscriber can establish
communication with an ISP over a telephone line, through a cable system or
via satellite, and can access the Internet by using his or her account name and
personal password.

m. “Internet Protocol address™ or “IP address” refers to a unique number used by
a computer to access the Internet. IP addresses can be dynamic, meaning that
the Internet Service Provider (ISP) assigns a different unique number to a
computer every time it accesses the Internet. IP addresses might also be
static, if an ISP assigns a user’s computer a particular IP address which is used
each time the computer accesses the Internet. IP addresses are also used by
computer servers, including web servers, to communicate with other
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9.

the following:

computers.

n. “Minor” means any person under the age of eighteen years. See 18 U.S.C. §
2256(1).

0. The terms “records,” “documents,” and “materials,” as used herein, include all
information recorded in any form, visual or aural, and by any means, whether
in handmade form (including, but not limited to, writings, drawings, painting),
photographic form (including, but not limited to, microfilm, microfiche,
prints, slides, negatives, videotapes, motion pictures, photocopies),
mechanical form (including, but not limited to, phonograph records, printing,
typing) or electrical, electronic or magnetic form (including, but not limited
to, tape recordings, cassettes, compact discs, electronic or magnetic storage
devices such as floppy diskettes, hard disks, CD-ROMs, digital video disks
(DVDs), Personal Digital Assistants (PDAs), Multi Media Cards (MMCs),
memory sticks, optical disks, printer buffers, smart cards, memory calculators,
electronic dialers, Bernoulli drives, or electronic notebooks, as well as digital
data files and printouts or readouts from any magnetic, electrical or electronic
storage device).

p. “Sexually explicit conduct” means actual or simulated (a) sexual intercourse,
including genital-genital, oral-genital, anal-genital, or oral-anal, whether
between persons of the same or opposite sex; (b) bestiality; (c) masturbation;
(d) sadistic or masochistic abuse; or (e) lascivious exhibition of the genitals or
pubic area of any person. See 18 U.S.C. § 2256(2).

q. “Visual depictions” include undeveloped film and videotape, and data stored
on computer disk or by electronic means, which is capable of conversion into
a visual image. See 18 U.S.C. § 2256(5).

r. “Website” consists of textual pages of information and associated graphic
images. The textual information is stored in a specific format known as
Hyper-Text Mark-up Language (HTML) and is transmitted from web servers
to various web clients via Hyper-Text Transport Protocol (HTTP).

The Internet and E-Mail

Based on my experience, as well as consulting with other special agents, I know

a. The Internet is a worldwide network of computer systems operated by
governmental entities, corporations, and universities. In order to access the
Internet, an individual computer user must subscribe to an access provider,
which operates a host computer system with direct access to the Internet. The
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world wide web (“www”) is a functionality of the Internet which allows users
of the Internet to share information; .

b. With a computer connected to the Internet, an individual computer user can
make electronic contact with millions of computers around the world. This
connection can be made by any number of means, including modem, local
area network, wireless and numerous other methods; and

¢. E-mail is a popular form of transmitting messages and/or files in an electronic
environment between computer users. When an individual computer user
sends e-mail, it is initiated at the user’s computer, transmitted to the
subscriber’s mail server, then transmitted to its final destination. A server is a
computer that is attached to a dedicated network and serves many users. An
e-mail server may allow users to post and read messages and to communicate
via electronic means.

Computers and Child Pornography

10. Based on my experience, as well as consulting with other Special Agents, I know
the following:

a. Computers and digital technology have revolutionized the way in which
individuals interested in child pornography interact with each other. Child
pornography formerly was produced using cameras and film (either still
photography or movies). The photographs required darkroom facilities and a
significant amount of skill in order to develop and reproduce the images.
There were definable costs involved with the production of pornographic
images. To distribute these on any scale required significant resources. The
photographs themselves were somewhat bulky and required secure storage to
prevent their exposure to the public. The distribution of these wares was
accomplished through a combination of personal contacts, mailings, and
telephone calls.

b. The development of computers and digital cameras has changed this.
Computers basically serve four functions in connection with child
pornography: production, communication, distribution, and storage.

c¢. Individuals who access with intent to view, possess, distribute, and/or receive
child pornography can now transfer printed photographs into a computer-
readable format with a device known as a scanner. Furthermore, with the
advent of digital cameras, when the photograph is taken it is saved as a digital
file that can be directly transferred to a computer by simply connecting the
camera to the computer. In the last ten years, the resolution of pictures taken
by digital cameras has increased dramatically, meaning the photos taken with
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digital cameras have become sharper and crisper. Photos taken on a digital
camera are stored on a removable memory card in the camera. These memory
cards often store over 100 gigabytes of data, which provides enough space to
store thousands of high-resolution photographs. Video camcorders, which
once recorded video onto tapes or mini-CDs, now can save video footage in a
digital format directly to a hard drive in the camera. The video files can be
easily transferred from the camcorder to a computer.

d. A device known as a modem allows any computer to connect to another
computer through the use of telephone, cable, or wireless connection.
Electronic contact can be made to literally millions of computers around the
world. The ability to produce child pornography easily, reproduce it
inexpensively, and market it anonymously (through electronic
communications) has drastically changed the method of distribution and
receipt of child pornography. Child pornography can be transferred via
electronic mail or through file transfer protocols (FTPs) to anyone with access
to a computer and modem. Because of the proliferation of commercial
services that provide electronic mail service, chat services (i.e., “Instant
Messaging”), and easy access to the Internet, the computer is a preferred
method of distribution and receipt of child pornographic materials.

e. The computer’s ability to store images in digital form makes the computer
itself an ideal repository for child pornography. The size of the electronic
storage media (commonly referred to as the hard drive) used in home
computers has grown tremendously within the last several years. These drives
can store thousands of images at very high resolution. In addition, there are
numerous options available for the storage of computer or digital files. One-
terabyte (1000 gigabytes) external and internal hard drives are not uncommon.
Other media storage devices include CDs, DVDs, and “thumb,” “jump,” or
“flash” drives, which are very small devices which are plugged into a port on
the computer. It is extremely easy for an individual to take a photo with a
digital camera, upload that photo to a computer, and then copy it (or any other
files on the computer) to any one of those media storage devices. (CDs and
DVDs are unique in that special software must be used to save or “burn” files
onto them.)

f. The Internet affords individuals several different venues for obtaining,
viewing, and trading child pornography in a relatively secure and anonymous
fashion.

g. Individuals also use online resources to retrieve and store child pornography,
including services offered by Internet Portals such as Yahoo! and Hotmail,
among others. The online services allow a user to set up an account with a
remote computing service that provides e-mail services as well as electronic
storage of computer files in any variety of formats. A user can set up an

9
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online storage account from any computer with access to the Internet. Even in
cases where online storage is used, however, evidence of child pornography
can be found on the user’s computer or external media in most cases.

As is the case with most digital technology, communications by way of
computer can be saved or stored on the computer used for these purposes.
Storing this information can be intentional, i.e., by saving an e-mail as a file
on the computer or saving the location of one’s favorite websites in, for
example, “bookmarked” files. Digital information can also be retained
unintentionally, e.g., traces of the path of an electronic communication may be
automatically stored in many places (e.g., temporary files or ISP client
software, among others). In addition to electronic communications, a
computer user’s Internet activities generally leave traces or “footprints” in the
web cache and history files of the browser used. Such information is often
maintained indefinitely until overwritten by other data.

Characteristics common to individuals who are interested in child pornography

11. Based on my prior investigative experience related to child pornography

investigations, and the training and experience of other law enforcement officers with whom I

have consulted, I believe there are certain characteristics common to individuals who utilize web

based bulletin boards to possess, access with intent to view, distribute, and/or receive images of

child pornography, specifically:

a.

Individuals who possess, access with intent to view, distribute, and/or receive
images of child pornography may receive sexual gratification, stimulation,
and satisfaction from contact with children; or from fantasies they may have
viewing children engaged in sexual activity or in sexually suggestive poses,
such as in person, in photographs, or other visual media; or from literature
describing such activity.

Individuals who possess, access with intent to view, distribute, and/or receive
child pornography may collect sexually explicit or suggestive materials in a
variety of media, including photographs, magazines, motion pictures,
videotapes, books, slides and/or drawings or other visual media. Individuals
who have a sexual interest in children or images of children oftentimes use
these materials for their own sexual arousal and gratification. Further, they
may use these materials to lower the inhibitions of children they are
attempting to seduce, to arouse the selected child partner, or to demonstrate
the desired sexual acts.
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¢. Individuals who possess, access with intent to view, distribute, and/or receive
child pornography almost always possess and maintain their “hard copies” of
child pornographic material, that is, their pictures, films, video tapes,
magazines, negatives, photographs, correspondence, mailing lists, books, tape
recordings, etc., in the privacy and security of their home or some other secure
location. Individuals who have a sexual interest in children or in images of
children typically retain pictures, films, photographs, negatives, magazines,
correspondence, books, tape recordings, mailing lists, child erotica, and
videotapes for many years.

d. Likewise, individuals who possess, access with intent to view, distribute,
and/or receive child pornography often maintain their child pornography
images in a digital or electronic format in a safe, secure and private
environment, such as a computer and surrounding area. These child
pornography images are often maintained for several years and are kept close
by, usually at the possessor’s residence, to enable the individual to view the
child pornography images, which are valued highly.

e. Individuals who possess, access with intent to view, distribute, and/or receive
child pornography also may correspond with and/or meet others to share
information and materials; rarely destroy correspondence from other child
pornography distributors/possessors; conceal such correspondence as they do
their sexually explicit material; and often maintain lists of names, addresses,
and telephone numbers of individuals with whom they have been in contact
and who share the same interests in child pornography.

f. Individuals who would have knowledge about how to access a hidden and
embedded bulletin board would have gained knowledge of its location through
online communication with others of similar interest. Other forums, such as
bulletin boards, newsgroups, IRC chat or chat rooms have forums dedicated to
the trafficking of child pornography images. Individuals who utilize these
types of forums are considered more advanced users and therefore more
experienced in acquiring a child pornography image.

g. Individuals who possess, access with intent to view, distribute, and/or receive
child pornography prefer not to be without their child pornography for any
prolonged time period. This behavior has been documented by law
enforcement officers involved in the investigation of child pornography
throughout the world.

12. Based on the fact that the user of IP Address 50.133.199.243 accessed “Website
20” which contained child pornography and which has as its primary purpose the advertisement
and distribution of child pornography, I believe that such computer user likely displays

11




O 1B e-06638 “Doctimant 1-5 > riled Berbete *pagdia 6357

characteristics common to individuals who possess, access with intent to view, distribute, and/or

receive child pornography.

Searches of computers and related equipment, and seizure of computer systems

13. Based on my training and experience, and on my communications with other law

enforcement personnel, I know the following:

a.

b.

Searches and seizures of evidence from computers commonly requires agents
to download or copy information from the computers and their components, or
seize most or all computer items (computer hardware, computer software, and
computer related documentation) to be processed later by a qualified computer
expert in a laboratory or other controlled environment. This is almost always
true because of the following two reasons:

ii.

Computer storage devices (like hard disks, diskettes, tapes, laser disks,
magneto opticals, and others) can store the equivalent of thousands of
pages of information. Especially when the user wants to conceal
criminal evidence, he or she often stores it in random order with
deceptive file names. This requires searching authorities to examine
all the stored data that is available in order to determine whether it is
included in the warrant that authorizes the search. This sorting process
can take days or weeks, depending on the volume of data stored, and is
generally difficult to accomplish on-site.

Searching computer systems for criminal evidence is a highly
technical process requiring expert skill and a properly controlled
environment. The vast array of computer hardware and software
available requires even computer experts to specialize in some systems
and applications, so it is difficult to know before a search which expert
should analyze the system and its data. The search of a computer
system is an exacting scientific procedure that is designed to protect
the integrity of the evidence and to recover even hidden, erased,
compressed, password-protected, or encrypted files. Since computer
evidence is extremely vulnerable to tampering or destruction (which
may be caused by malicious code or normal activities of an operating
system), the controlled environment of a laboratory is essential to its
complete and accurate analysis.

In order to fully retrieve data from a computer system, the analyst needs all
magnetic storage devices as well as the central processing unit (CPU). In
cases involving child pornography where the evidence consists partly of
graphics files, the monitor(s) may be essential for a thorough and efficient

12
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search due to software and hardware configuration issues. In addition, the
analyst needs all the system software (operating systems or interfaces, and
hardware drivers) and any applications software which may have been used to
create the data (whether stored on hard drives or on external media).

c. Furthermore, because the investigation renders belief that the computer and its
storage devices are all instrumentalities of crime(s), within the meaning of 18
U.S.C. § 2251 through 2256, they should all be seized as such.
Search methodology to be employed
14. The search procedure of electronic data contained in computer hardware,

computer software, and/or memory storage devices may include the following techniques (the

following is a non-exclusive list, as other search procedures may be used):

a.

on-site triage of computer systems to determine what, if any, peripheral
devices or digital storage units have been connected to such computer
systems, a preliminary scan of image files contained on such systems and
digital storage devices to help identify any other relevant evidence or potential
victims, and a scan for encryption software;

on-site forensic imaging of any computers that may be partially or fully
encrypted, in order to preserve unencrypted electronic data that may, if not
immediately imaged on-scene, become encrypted and accordingly unavailable
for examination; such imaging may require several hours to complete and
require law enforcement agents to secure the search scene until that imaging
can be completed;

examination of all of the data contained in such computer hardware, computer
software, or memory storage devices to view the data and determine whether
that data falls within the items to be seized as set forth herein;

searching for and attempting to recover any deleted, hidden, or encrypted data
to determine whether that data falls within the list of items to be seized as set
forth herein (any data that is encrypted and unreadable will not be returned
unless law enforcement personnel have determined that the data is not (1) an
instrumentality of the offenses, (2) a fruit of the criminal activity, (3)
contraband, (4) otherwise unlawfully possessed, or (5) evidence of the
offenses specified above);

surveying various file directories and the individual files they contain;

opening files in order to determine their contents;

13
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g. scanning storage areas;
h. performing key word searches through all electronic storage areas to
determine whether occurrences of language contained in such storage areas

exist that are likely to appear in the evidence described in Attachment B; and

i. performing any other data analysis technique that may be necessary to locate
and retrieve the evidence described in Attachment B.

Investigation of “Website 20”

15.  Based on my training and experience, and on my communications with other law
enforcement personnel involved in this investigation who have direct knowledge of the
following, I know the following about “Website 20”:

a. “Website 20” is of a format commonly known as an image board, which
allows users to upload images to, and download images from, thé website. The primary purpose
of the website is the advertisement and distribution of child pornography. According to statistics
posted on the site, the site contained 3,317 registered members, 5,354 images that were
uploaded, and 40 galleries uploaded with 2,362 images as of June 25, 2013.

b. The initial web page contained eight hyperlinks at the top of the web page
and numerous data-entry fields in the middle of the web page, including an area to upload files.
Located at the bottom of the web page were four additional hyperlinks.

c. A review of the hyperlinks at the bottom of the web page revealed that
three of the four contained approximately 174 pages of uploaded images, with approximately 30
images per page. A review of selected pages revealed images that appeared to depict child
pornography (CP) and child erotica of prepubescent and early pubescent females. The fourth
hyperlink contained one page with approximately 30 images on the page that also appeared to

depict CP and child erotica of prepubescent and early pubescent females. Each of the above
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images appeared to contain the date and time of uploading, as well as the total number of views.
For example, a user posted an image depicting a prepubescent female being orally penetrated by
what appeared to be an adult male's penis. This image had been viewed approximately 2,575
times as of June 25, 2013. A user posted an image depicting a naked prepubescent female who
was sitting with her legs spread apart, exposing her vagina. Her right hand was pressed against

her vagina. This image had been viewed approximately 106 times as of June 25, 2013.

d. No chat features were located on the web page, and no registration was
required.
Court-authorized use of Network Investigative Technique
16. Based on my training and experience, and on my communications with other law

enforcement personnel involved in this investigation who have direct knowledge of the
following, I know the following:

a. Websites generally have Internet Protocol (IP) address logs that can be
used to locate and identify the site’s users. In such cases, after the seizure of a website whose
users are engaging in unlawful activity, law enforcement can review those logs in order to
determine the IP addresses used to access the site. A publicly available lookup could then be
performed to determine what Internet Service Provider (“ISP”) owned the target IP address. A
subpoena would then be sent to that ISP to determine the user to which the IP address was
assigned at a given date and time.

b. IP address logs of “Website 20” users were contained within data
examined by law enforcement when data from the computer server hosting “Website 20” was
obtained. However, because of the network software utilized by “Website 20,” the logs of user

activity contained only the IP addresses of the last computer through which the communications
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of “Website 20 users were routed before the communications reached their destinations (the
destination being “Website 20™). It is not possible to trace such Internet use back through the
network to the actual users who sent the communications or requests for information. Those IP
address logs therefore could not be used to locate and identify users of “Website 20”; rather, they
could only identify the last computer through which users were routed before arriving at
“Website 20.”

C. Accordingly, on July 22, 2013, the United States District Court for the
District of Maryland authorized a search warrant to allow law enforcement agents to deploy a
Network Investigative Technique (“NIT”) on “Website 20” in an attempt to identify the actual IP
addresses and other identifying information of computers used to access “Website 20.” Pursuant
to that authorization, between July 31, 2013, and approximately August 5, 2013, each time a user
logged into “Website 20” by entering a username and password and/or accessed a section of
“Website 20” where child pornography may be accessed, the NIT sent one or more
communications directly to the user’s computer. Those communications caused the receiving
computer to deliver data to a corriputer either known to or controlled by the Government, that
would help to identify the computer, its location, other information about the computer, and the
user of the computer accessing “Website 20.” That data included the computer’s actual IP
address and the date and time that the NIT determined what lhat. [P address was, a unique session
identifier to distinguish the data from that of other computers, the type of operating system
running on the computer, including type (e.g., Windows), version (e.g., Windows 7), and

architecture (e.g., x 86), the computer’s host name, and the computer’s Media Access Control

(MAC) address.
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User of IP Address 50.133.199.243 on “Website 20”

17.  Based on my communications with other law enforcement personnel involved in
this investigation who have direct knowledge of the following, | know the following:

a. According to data obtained from logs on “Website 20,” monitorihg by law
enforcement, and the deployment of an NIT, on August 04, 2013, from approximately 4:06am
until 4:08am UTC, an unknown user utilized Internet Protocol (IP) address 50.133.199.243 to
access “Website 20.”

b. During this time period, the individual accessed approximately six (6) web
pages that contained 171 images. Of the 171 images viewed during this time period,
approximately 65 of these images related to child exploitation material or similar content. The
images included the following:

1. 5762 _hrjustin001.jpg — image depicts a clothed pre-school age
child of indeterminate sex standing between the legs of a partially clothed adult male who is
naked from the waist down. The adult male appears to be sitting in a chair near a desk or
computer. The adult male’s left hand is visibly touching his erect penis and placing it against the
minor’s mouth.

ii. 5763 001MO013Copy.jpg — image depicts a partially clothed infant
male, with a pacifier lying on his chest, naked from the waist down laying on his back with his
genitals exposed to the camera. A partially clothed adult male, naked from the waist down, is
also visible in the picture. The adult male’s erect penis is visibly penetrating the anus of the
minor.

iii. 5765 2112.jpg — image depicts an infant of indeterminate sex
apparently asleep. An adult male penis has been placed into the infant’s open mouth.

17
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iv. 5772 2chubl5.jpg — image depicts a naked pre-pubescent female
and another naked pre-pubescent child of indeterminate gender. The minor female is laying on
her back on a bed with her feet toward the camera and her body and legs positioned in such a
way that her genitals are exposed to the camera. Additionally, what appears to be handcuffs or
shackles are clearly visible on both ankles and the right wrist. Her left arm/wrist is obscured by
the second child in the picture.

C. In addition to the previously described site, the individual utilizing IP
address 50.133.199.243 was also observed to access another website associated with child
exploitation materials, though it did not appear that the user accessed such materials on that
second site. Access to this second site occurred on August 4, 2013 between 3:58am and 4:04am
UTC.

d. A check conducted of publically available databases showed that IP
address 50.133.199.243 is assigned to Internet Service Provider (ISP) Comcast Communications.
e. On August 4, 2013, a subpoena was servéd upon Comcast
Communications for information related to the customer assigned IP address 50.133.199.243 on

August 4, 2013 at 3:58am UTC and at 4:06am UTC. On August 6, 2013, Comcast
Communications, in response to the issued subpoena, provided the following information related
to the customer assigned the captioned IP address during the time period requested:
Name: Susan Klien
Address: 71 Western Avenue Apartment 101, Brattleboro, VT 05301-6914 (the
Subject Premises)

f. Records checks performed at the FBI’s Major Case Coordination Unit
confirmed that a “Susan Rachel Klein” currently resides at the Subject Premises. Comcast
confirmed that the spelling of the last name in their system is “Klien.” Records checks showed
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Cathy Gray as another potential resident at such address. Checks also showed Susan Klein has
an also-known-as name “Susan Gray”.

Investigation of the Subject Premises and Residents

18. On November 7, 2013, I caused a search to be done of the State of Vermont
Department of Motor Vehicles automated records. Based thereon, I learned that the following
people reside at the Subject Premises:

a. Susan R. Klein, nee Susan Gray, female, Operator License Number 12746920.
Vermont DMV records also reflect a 2013 Mazda MZ2, license plate
GAG603, color black, as a motor vehicle currently registered to Susan Klein
at the Subject Premises.

b. Grant L. Klein, Operator License Number 62741317. Vermont DMV records
also reflect a 1999 Ford pickup truck, license plate 170A872, color red, as
having been registered to Grant Klein at the Subject Premises. Such
registration expired in October 2013.

c. Cathy M. Gray, Operator License Number 02710749. Vermont DMV records
also reflect a 2005 Toyota truck, license plate 189A595, color black; as well
as a 2007 Hyundai Accent, license plate FTT804, color blue, as motor
vehicles currently registered to Cathy Gray at the Subject Premises.

19. On November 15, 2013, I conducted surveillance of the Subject Premises and
observed the following:

a. Isaw a black Toyota Tacoma pickup truck with Vermont registration number
189A595 parked in the driveway to the Subject Premises. This vehicle is
registered to Cathy Gray.
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b. I also saw a black Mazda vehicle in the driveway, which bore Vermont
registration GAG603. This vehicle is registered to Susan Klein. I also saw
this vehicle parked in the parking lot of the People’s United Bank processing
center, 10(‘:ated at 629 Putney Road in Brattleboro. On November 18, 2013, |
spoke with a security official at the People’s United Bank, who confirmed that
Susan Klein is employed by People’s United Bank at its Operations Center on
Putney Road in Brattleboro, Vermont, and that she is listed in the Bank’s
records as living at the Subject Premises.

20. On November 13, 2013, I spoke with Windham County Department of
Corrections Probation and Parole Officer (PO) Henry Farnum, who told me that he supervised
Grant Klein from November 9, 2010 until January 10, 2012, following Klein’s conviction for
Interference with Access to Emergency Services. During his supervision of Klein, PO Farnum
visited him at the Subject Premises. PO Farnum recalled Klein’s apartment to be accessible on
the east side of the building via the driveway which leads to a shed where Klein stored his

-snowblower. PO Farnum thought Klein’s apartment was also accessible from the front door to
the building at 71 Western Avenue. PO Farnum recalled that Klein lived at such location with
his wife named “Susan” or “Suzanne” and his mother-in-law. On November 14, 2013, I received
from PO Farnum a copy of the Brattleboro Probation & Parole Intake Information Form which
was completed by Klein upon being placed on probation. This form indicated his residence to be
the Subject Premises, a green building on the corner of Speno Court, and that he lived with

Susan Klein and Cathy Gray.
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21.  On November 7, 2013, I caused an open source database query to be conducted
which showed that as of November 2012, Susan Klein (or Klien), Grant Klein, and Cathy Gray
reside together at the Subject Premises.

22. On November 15, 2013, I received information from the US Postal Inspection
Service, Manchester, New Hampshire Office, which indicated that Susan Klein is an authorized
mail recipient at the Subject Premises.

23. On November 19, 2013, I received information from Comcast which indicated
that as of November 17, 2013, the subscriber to the Subject Premises is Susan Klien. Susan
Klien is the same name of the subscriber to the Subject Premises on August 4, 2013.

Conclusion

24, Based on the foregoing factual information, with my training and experience, and
information provided and conveyed to me by the FBI's Major Case Coordination Unit and other
law enforcement personnel working on this investigation, I believe that violations of Title 18,
United States Code, Sections 2252(a)(2), 2252(b)(1), 2252A(a)(2)(A), 2252 A(b)(1), 2252(a)(4),
2252(b)(2), 2252A(a)(5)(B), and 2252A(b)(2), have been committed and that contraband,
evidence, fruits, instrumentalities of those offenses, and/or property used for committing those
offenses, to include a computer, are located at the premises known as 71 Western Avenue,
Apartment 101, Brattleboro, Windham County, Vermont 05301 (the Subject Premises), which is
more particularly described in Attachment A.

25. 1 further believe that off-site forensic analysis of the computer(s), and/or
computer-related equipment and storage devices and media, seized from the Subject Premises

will yield evidence in the form of child pornography contraband, and other electronic evidence
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of violations of Title 18, United States Code, Sections 2252(a)(2), 2252(b)(1), 2252A(a)(2)(A),
2252A(b)(1), 2252(a)(4), 2252(b)(2), 2252A(a)(5)(B), and 2252A(b)(2).

26. Based upon the foregoing, I respectfully request this Court to issue a warrant to
search the residence located at 71 Western Avenue, Apartment 101, Brattleboro, Windham
County, Vermont 05301 (the Subject Premises), which is described more particularly in
Attachment A, authorizing the search for, and seizure of, items described in Attachment B, and a
subsequent, more thorough, highly technical search of those items in a secure and controlled off-

site environment.

Special Agent
Federal Bureau of Investigation

/ﬁ

<"~ day of November, 2013

20"

Sworn to and subscribed before me this

ON JOHN M. ONR
Umted States Magistra
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