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SENSITIVE: The information marked (U/ILES) in this document is the property of MATIC, MNFC, NDSLIC, SDFC, WSFC, STIC, DONFC, and DHS and may be distributed within the Federal Government
(and its contractors), US intelligence, low enforcement, public safety or protection officials, and individuals with a need to know. Distribution beyond these entities without MATIC, MNFC, NDSLIC, SDFC, WSFC, STIC, DOIFC, or DHS
authorization is prohibited. Precautions should be taken to ensure this information is stored andlor destroyed in a manner that precludes horized access. Inft ion bearing the LES caveat may not be used in legal proceedings

without first receiving ization from the originating agency. Recipients are prohibited from subsequently posting the information marked LES on a website on an unclassified network.

(U} Warning: Thus dncument contains UNCLASSIFIED//FOR OFFICIAL USE ONLY (U//FOUQY) information that may be exempt from public release under the Freedom of Information Act (5 US.C. 552). It is to be controlled, stored,
handled, tr ibuted, and di d of in accordance with DHS policy relating to FOUQ information and is not to be released to the public, the media, or other personnel who do not have a valid need to know without prior
approval of an authorized DHS nfﬁcml Sratc and local homeland security officials may not share this document with critical infrastructure and key resource personnel or private sector security officials without further approval from

DHS.
(U} This product contains US person information that has been deemed necessary for the intended recipient to understand, assess, or act on the inft provided. It has been highlighted in this docurnent with the label USPER
and should be handled in accordance with the recipient’s inteligence ight and/or inft handling procedures. Other US person inf ion has been ized. Should you require the minimized US person information,

please contact the 1&A Production Branch at IA.PM@hq.dhs.gov, IAPM@dhs.sgov.gov, or IAPM@dhs.ic.gov.
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2 May 2017

(U//FOYO) TTPs Used in Recent US Pipeline Attacks by Suspected i

Environmental Rights Extremists

(0)(T)(E)

(U/FOUQ) Preparé

() Scope This Field Analysis Report (FAR) h.-ghhghts recent criminal disruptions and violent incidents against pipeline

projects in the Midwestern and Western United States in 2016, and[BXT)E)P)(3)50 US C_§ 30241),b)(3)6 U.S C_§ 121(d)(11) | per DHS 1&A
[b)7)(E);(b)(3)50 US C_§ 3024(:);(b)(3)6 US C § 121(d)(11) |

This product is intended to assist government and law enforcement security partners in identifying, deterring, preventing,
and responding to potential threats against pipelines and related entities. It includes a discussion of drivers possibly

affecting the future threat of pipeline-related violence from environmental rights extremist violence. (Sb_)%)(E);(b)(
)7)(E)BX T
3):50 () Key Judgments

= ber DHS 18A
per DHS e (U/FOUQ) | éb?é?o}{t},{b}l

I1&A [BIE/ES-b)
3):50
Iecr™ 8
per DHS o (U/LES) | |  ©X7EeX
I&A : " e m— — I  — T — —— — =7 e ﬂ#m@.(b)(
3750
ncr 8
e (U/FOUO) | |
per DHS (b)(?)(E) {bX
|8A
rrnwg(m (b)(
3):50
o (U/LES) |
per DHS
|8A

“(U/fFOUQ) DHS defines environmental rights extremists as groups or individuals who facilitate or engage in acts
of unlawful violence against people, businesses, or government entities perceived to be destroying, degrading, or
exploiting the natural environment.

T (U#FOUQ)- DHS defines terrorism as any activity that involves an act that is dangerous to human life or potentially
destructive to critical infrastructure or key resources, and is a violation of the criminal laws of the United States or of
any state or other subdivision of the United States and appears to be intended to intimidate or coerce a civilian
population to influence the policy of a government by intimidation or coercion, or to affect the conduct of a
government by mass destruction, assassination, or kidnapping.

#{U) For background information on DAPL, see Appendix A.

§ (J) Doxing attacks often include posting on websites targeting individuals’ personal background, associates or
family, place of employment, home address, or contact information.
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(D)7 )E)(b)
3):50

(BSEAES (b
3):50
e~ £
. (U/FOUO) | [—
per
AUGIEK dick
2):50
(0)&7{ B (b)(
3):50 ) Significant Inci
ler s v <L
oLo
MF"’"’"’) | (U) Environmental Rights Extremists
per DHS (U//LES) Environmental rights extremists have a long
1&A history of committing violent acts across the United States
against entities they perceive are damaging the
environment. Since the movement's inception in the
1880s, adherents have been responsible for many YTIE).B)
criminal acts and threats of violence, such as arson, as 3)50
well as hundreds of other criminal acts resulting in {Sh;_)g?OMEQ.{b]{
damages in the tens of millions of dollars to Iargetﬁd/ 350
: corporations and businesses, inclydina eneray an
{qt?,{%){a{b){ (U Valve Sh s al North transportation industry targets.'"t |,
b : A n r m
{3%70(}{5@_{}3){ {Y) Valve Shutoffs along Northe ber DHS 184
e 8
\"\UHFOUO) 1
per
DHS
[8A
(B)THE;(b)(
2y-50
[/ HEL (D)
3)50
e 8
o (UJLES) On 11 |
per DHS
[8&A

" (U//FOUQ) DHS recognizes that individuals associated with various groups and movements participated in criminal
and violent acts against pipelines in 2016. For the purposes of this paper, these individuals are referred to as
environmental rights extremists, as these campaigns were fundamentally about protecting the environment—whether
that is opposing oil pipeline construction projects or protecting the indigenous water supply from pollution.

t(U) For other examples of environmental rights extremists attacks against the energy sector, see Appendix B.
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(0)(T)(E);(b)( {U) Figure 1. Alleged pipeline af
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3):50
(U//LES) RUEIRk
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" () For background information on tar sands, see Appendix C.
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‘(L)) The Dakota Access Pipeline is sometimes referred to as the Bakken Qil Pipeline.
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“(U)y A “pig" is a device used to check for pipeline leaks.
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(0)(7)(C)

(L)(7)(C)

(M FOUS)L-Comments, requests,or shareable intelligence may be directed t0:| |or F‘g\ DHS

L

{U} Source Summary Statement per DHS
(Y The information used in this FAR is drawn from open source reporting, court documents, and DHS and other law L
enforcement intelligence reports. We have high confidence in the information obtained from DHS, court, other US
Government and law enforcement agencies. We have medium confidence in the information obtained from open (bYTHE)(b)
sources, which includes reports from the news media, NGOs, and Internet websites whose information is credibly ?I)igop i
(Sb_)%)(ai(b)( sourced and plausible but may contain biases or unintentional inaccuracies. When possible, open source informati
| I)'Q - has been corroborated through other law enforcement and government sources. /////an/
(U/FOUO) | (b)(T)(E);(b)
3):50
(D)7 )E);(b) lner &
3):50
e 8
(umes) | T—0
(b)(T)(E);(b)(
3):50
(b)(T)(E);(b)( ner &
3):50
™ &
per DHS
per DHS| ~(/Fouo 18A
[&A
(b)(T)(E);(b)(
(b)(T)(E);(b) 3):50
3):50 ler 8
e 8
TOFOUOT | [
per DHS

ez {U) Report Suspicious Activity

(U)-To report suspicious activity, law enforcement, Fire-EMS, private security personnel, and emergency managers
should follow established protocols; all other personnel should call 911 or contact local law enforcement. Suspicious
activity reports (SARs) will be forwarded to the appropriate fusion center and FBI Joint Terrorism Task Force for further action.

For more information on the Nationwide SAR Initiative, visit http://nsi.ncirc.gov/resources.aspx. b)(7TYE)
(b)(T)E)
i . per DHS
(Uni_.:S) Tracked by: H 18A
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per DHS 1&A
(Y) Appendix A: The Dakota Access Pipeline
(D)(7)(E), (L)

(U//LES) The Dakota Access Pipeline project is an underway $3.78 billion construction project i
to build a 1,172-mile, 30-inch diameter pipeline for transporting US light sweet cruii;w/
t nd Three Forks production areas of North Dakota to existing pipelines in-Patoka,

inois for further distributi refining markets.1%4| BE

In July 2016, the tribe filed a lawsuit

AANTSTITE US ATTMY GOTPS U JITEETS 1O ore granting permits to build the pipeline.% B)T)E)

he lawsuit spurred-a-series of protests and demaonstrations near the reservation.'°”

UNCLASSIFIED
North Dakota

Minnesota

South Dakota

Nebraska

(Y} Map of DAPL project.!'2

Michigan

Wisconsin

llinois
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(U) Appendix B: Prior Energy Sector Attacks by Environmental Rights
Extremists

(U//FOUO) The pipeline attacks in the Midwest and Western United States in the latter half

of 2016 were the first significant environmental rights extremist attacks targeting the B)(T)E). D)
BIEGN transportation and energy sectors since September 2015. The last known attack specifically S
3)50 targeting a pipeline occurred in Texas in 2012.
e &

o (U/LES) | |

per I&A FOIA
per I&A FOIA
(D)(7)(E), (L)

OEEX e
] .Q ~ 8

o (UIEES) |

|

e (U) From 17 to 18 June 2012, environmental rights extremist Anson ChiYSPER set off a
series of explosive devices on top of an AtmosUSPER gas pipeline in Plano, Texas. Chi
intended to damage the pipeline and disrupt natural gas flow. He was sentenced to 20
years in prison without parole on 30 June 2014."2%12" Chi pled guilty to a charge of
attempting to destroy a natural gas pipeline used in interstate commerce, and to a
charge of possessing an explosive device not registered with the National Firearms
Registration and Transfer Record.'?® Chi also contacted well known convicted bomber
Theodore KaczynskiVSPER to be a mentor; Kaczynski eventually broke off contact and
told Chi to seek professional help.'?®
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UNCLASSIFIED/L AW ENFORGCEMENTSENSTTHVE

(U) Appendix C: Tar Sands

{U)- Several pipelines along the US—Canadian border carry crude oil into the United States for
refinement and distribution.’®* Alberta, Canada has one of the world’s largest deposits of a
particularly thick and heavy form of crude oil known as tar sands oil. Tar sands oil is
controversial because of perceived negative impacts to the environment that occur during
mining, processing, and transporting the oil—such as large CO. emissions contributing to
climate change, contamination of groundwater during extraction, and destruction of natural
resources used by indigenous tribes.'® In October 2016, US environmental rights extremists
engaged in coordinated attacks to disrupt five border pipelines perceived to be transporting
tar sands oil from Canada into the United States.'?®

UNCLASSIFIED
ALBERTA
USA Peace River
Lake Athabasca — p
Fort Chipewyan
Athabasca nt-:'j
> W ALBERTA
m E Mines - operational
1 ’ B Mines - proposed/
% under construction
- ALBERTA O Oil sands area
! O Surface mineable area
OCalga
3 i Oil sands deposits o Edmonton
(U) Map of tar sands extraction site in Alberta, Canada.'?’?
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(U/FOUO) Appendix D: Behavioral Indicators of Planned Criminal

o e or Violent Activities Targeting Pipelines per DHS 18A
(U/IFOQUQ) There are a number of potential behaviors and indicators of planned criminal or
violent activities targeting pipelines and associated entities. Some of these behavioral (B)T)E); X
B)TE)DN indicators may be constitutionally protected activities and should be supported by additional FEp
i facts to justify increased suspicions.
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CLASSIFICATION:

Office of Intelligence and Analysis
Customer Feedback Form

Homeland
Security

Product Title: (U//FOUQO) TTPs Used in Recent US Pipeline Attacks by Suspected Environmental Rights Extremists

All survey responses are completely anonymous. No personally identifiable information is captured unless you
voluntarily offer personal or contact information in any of the comment fields. Additionally, your responses are
combined with those of many others and summarized in a report to further protect your anonymity.

1. Please select partner type: BEESEOIE] m&elect One |

2. What is the highest level of intelligence information that you receive? Select One |

3. Please complete the following sentence: “l focus most of my time on:” EEE«AIE |

4. Please rate your satisfaction with each of the following:

Neither
Very Somewhat Satisfied nor =~ Somewhat Very
Satisfied Satisfied Dissatisfied Dissatisfied Dissatisfied N/A
Product’s overall usefulness O O O O
Product’s relevance to
your mission O O O

O|0[0 |0
0|00 |0

O
Product’s timeliness O O O O
Product’s responsiveness O O O O

to your intelligence needs

5. How do you plan to use this product in support of your mission? (Check all that apply.)

[1Drive planning and preparedness efforts, training, and/or [Jinitiate a law enforcement investigation
emergency response operations [JIntiate your own regional-specific analysis

[Jintiate your own topic-specific analysis

[C]Develop long-term homeland security strategies

[]Do not plan to use

[]Other:

[CJObserve, identify, and/or disrupt threats

[CJShare with partners

[CJAllocate resources (e.g. equipment and personnel)
[CJReprioritize organizational focus

[CJAuthor or adjust policies and guidelines

6. To further understand your response to question #5, please provide specific details about situations in which you might
use this product.

7. What did this product not address that you anticipated it would?

8. To what extent do you agree with the following two statements?

Strongly Neither Agree Strongly
Agree Agree  nor Disagree Disagree Disgree  N/A
This product will enable me to make
better decisions regarding this topic. O O O O O O
This product provided me with intelligence
information | did not find elsewhere. O O O O O O

9. How did you obtain this product? BEIEHE0E

10. Would you be willing to participate in a follow-up conversation about your feedback?

To help us understand more about your organization so we can better tailor future products, please provide:

Name:
Organization:
Contact Number:

Privacy Act Statement

CLASSIFICATION:

UNCLASSIFIED//FOR OFFICIAL USE ONLY

Position:
State:
Email:

Product Serial Number: 14-0143-17
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