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IN THE UNITED STATES DISTRICT COURT ~
FOR THE DISTRICT OF COLUMBIA

NASSER AL-AULAQI, .on his own!
behalf and as next friend
acting on behalf of
ANWAR AL AULAQI

Plaintiff, No. 1:10¢cv01469 (JDB)

V.

BARACK H. OBAMA, Pre31dent of the
Unlted States, ’

ROBERT M. GATES; Secretary of
Defense, i

LEON E. PANETTA, Dlrector, Central
Intelligence Agency

(in their official capac1t1es)

Defendants. {

(U) CLASSIFIED, {IN CAMERA, EX PARTE
DECLARATION AND FORMAL CLAIM OF
STATE SECRETS PRIVILEGE AND STATUTORY PRIVILEGES
BY LEON E. PANETTA, DIRECTOR, CENTRAL INTELLIGENCE AGENCY

(U} I, LEON E. PANETTA, ?hereb’y declare:

I. (U) INTRODUCTION

1. (U) I am the Dir?ctgr of the Central
Intelligencé Agency (“DCIA?)éand have served in this
j

capacity since 13 February 2(;)0-9.1 As DCIA, I serve as the

. N ) ] . s . .
executive head of the CIA pu%suant to the National Security

! (U) Prior to serving éprCIA, I served as Chief of Staff to President

William J: Clinton, from 1994 to 1997; Director of the Office of
Management and Budget,. from 1993 to 1994; Member of the U.S. House of
Representatives from California’s 17th District, from 1977 to 1993; and
First Lieutenant in the U.S. Army from 1964 to 1966, for which I
received the Army Commendation.Medél.
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Act of 1947, as amended.? IQ my capacity as DCIA, I lead
the CIA and manage the Ihteli&gence Community‘s human
intelligence and gpen sQurce§collec§ion'programs on behalf

of the.DireCtor.oﬁvﬂational Intelligence (*DNI”).?

(b)(3) NatSecAct

2. | () Tﬁfo.ugh the %e,;,c,,e;rc,:‘isfie: of my of-f'i‘éial duties,
I have been adV'i’Sel._d‘ of this litigation and I have read the
Complaincffiled“iﬁ this case;\ I make thé following
statements based ubon my peré¢nal kinowledge and information
made available to ﬁe in my g%fieial cdpacity. The
judgmehts.expressed in this éedlaf&tion are ﬁy own,

3. ' (U) The purpose bf this declaration is to

formally assert and claim the Bstate secrets privilege, as

. well as relevant &tatutory pr1v1leges under section

102A(1)(1) of the Natiomal Security Act of 1947, as

amended,; and sectlon 6 of the CIA Act of 1949, as amended,

to protect xntellxgence agtixdtieg, sources, and methods

that may be implicétéd by th%.allegations-in the Complaint
: . i

? (U) 50 U.S.C.A. § 403-4a (West s\‘%pp, 2010) .

3 (U) Executive Order 12333, as amended, §§ 1.6-1,7, sets forth in full

the duties of the DCIA. See 3 C.FLR. 200 (1981), reprinted in 50
U.S.C.A. § 401 haote at 25 " (West Supp 2010), and ag amended by ‘
Executive Order 13470, 73 Fed. Reg. 45,323 (July 30, 2008).

!
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or otherwise at risk of disclgsure-in this case. I make

these claims of privilege inzmy-capacity as the Director of
‘the CIA and after deliberatiéh and personal consideration
of the matter.

II. . (U) EXECUTIVE SUMMARY

[ﬁbx1)

4. (b)(3) NatSecAct

Dual U.S.-Yemeni citizen

Anwar al Aulagi (“gulaqi") i;‘one-of the world’'s most
dangerous terrorists. As_thé chief of external operations
for al-Qa’ida in tﬁe Arabian%Peninsula (“AQAP”), a Yemen-
based regional nodé-of al—Qaéida, Auléqi.is responsible for
the planning and e#ecution of terrorist attacks. against the
United States, our allies, agd American interests
worldwide. Although perhaps%best known for his pivotal
role in AQAP's attémpt to bléw up a U.S. airliner bound for
Detroit. on Decembe% 25; 2Q09é Aulagi continues to seek to

recruit, vet, and train othe# terrorists for future attacks

against the U.S. Homeland. indeed, no other member of AQAP
possesses Aulagi's near-celebrity status (he is a well-
; i

¢ i
known Islamic scholar), his @nglishflanguage abilities, or

his knowledge of the West (h% was born and educated in the
U.S.). These charactefiétidé make him a particularly

effectivevrecruitef and advocate for al-Qa’ida’'s violent

ideology.

s i3
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iof_ the CIA, I am bqunﬂ by both

law and duty to do eiver‘yth-ing"; in my power to protect from

9. (U) As Director
disclogure the detrails of thé CIA's efforts against al-
Qa‘’ida. I therefeore have det::ermined that I must assert the

e : |
state secrets privilege and ‘f;e»l-evant statutory privileges
. | : :
in this case to protect fromjdisclosure a wide range of

intelligence sources, methods, arnd aétivities implicated by

the Complaint. T do noet _‘mak{a these ¢laims lightly.

H
+ B

. i9
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o iy 0 i .

S(u) It is my belief that this declaration adequately éxplains why this
case cannot be litigated without risking or requiring glie disclogure of
¢lassified and privileged intellxgenee information that must. not be
disclbsed. Should the Court requHre additional information concérhing
my claimg of privilege, however, I respectfully request an opportunity
to provide such additional Information prior to the entry of any ruling
regarding my privilege claims. : [

TOP SECRET// | (b‘;(1)
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III. (U) CLASSIFICATION AND CONTROL MARKINGS - '
(b)(1) _ :
11, (\/(b)(3 NatSecActLass:LfJ.catlon and control ' ‘

markings affixed to this d_ecl;aa:;a-t_:mn and each paragraph
were made _‘p_ur.eiu;,am;f' to the ret;:_uire‘ment.s‘, of Exécutive Or&e';
13526, 75 Fed. Reg;. 707 (Jan 5, 2010), reprinted in 50
U.S.C.A. 435 note at 215 (2010) (“E.0. 13526”) and
applicable fegulat;idns :, 'I"'he‘%@:l&s‘i‘fiéa.tion level of this
declaration as a whole is thé same as the highest

classification level of 1nformat10n contalned in any of its

paragraphs. The. everall class:.flcatlon of this document is

s o (b)(1)
TOP SECRET// (b)(3) NatSecAct

Each individual paragraph i-sgpo_rtion-ma_rked to indicate the

classification 6f that 'para_gj;’,aphi: “(U)” for unclassified,
“{S)* for SECRET and “(TS)“ for TOP SECRET. Some

paragraphs are mariced, with El,ie “NF” diseemination céntrol,
which stands for “Not- Releasable to Foreign Nationals," or

NOFORN, and denotes ‘that dls%emlnation of that information

—
is limited to U.S.: 01t1zens‘j
(b)(1)
(b)(3) NatSecAct
o
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14, (U) Because 'thi:sé declaration contains
classified infomSt-ion, T amgsubmi.tti_.n_g it in camera, ex
parte solely for the eyes O-f:;the presiding Article ITI
judge (8) feviewinq_this case. It must be stored in
HUTEREY i gwemme“t‘aé?m:oved security procedutes,
and in a Sensitive comp‘a‘rtme?ted Informatién Facility, or

) “SCIF,” ‘when not in the perdonal possession of the
i

¢

presiding judge (s’.).::.,

¢
}
:

i
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IV. (U) FACTUAL BACKGROUND
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V. ()’ ASQERT,I.ON{_ OF THE STATE SECRETS PRIVILEGE
. 28. | {0 T ‘.:here_,by _ig_;iugll.y -asé,e_'z"t; and ¢élaim the
: 4
state secrets privilege in :Q']I;:'ﬂjb';q to protéct intelligence
activities, source?, and m‘et.lia“ods that imay bée implicated by
the allegations 1n the -Compl,a;int o:.; otherwise at risk of
disclosure in thi;s'. case. I xé\,ﬁ,k.e. this claim of privilege in

my capacity as the Director c}f the CIA and after

del-iberé.tion and personal co:f;sideration’ of the matter.

o (b)(1)
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VI. (U) ASSERTION OF STATUTGRY,PRIVILEGES

30. T {(w Séction lozAai)kll of the National Security
Act Of 1947, as am;nded, 50 ?5S¢CQAQ § 403-1(i) (1) (West
Supp. .20;01) (the .'“‘NSA"-"), prmgrides that the DNI “shall
protect intelligence sources;and methods from ‘unauthorized
disclosure.” Pursuant to se%tien 102A of the NSA, as
amended, 50 U}SKCEA. § 403&1§i); and consistent with
section 1.6(d) of ermcive Qrdér 12333,° the CIA is
aﬁthorized.t@ prbt?ct inteiliéence sources and methods from

” -
unauthorized disclosure. g

(b)(3) NatSecAct

o=

. i )

2 (U) Section 1. 6(d) oﬁ Executive Order 12333, as amended, 3 C.F.R. 200
(1981); reprinted in 50 U.S.C.A. § 401 note at 25 (West Supp. 2010),
and as amended by Executive Order 13470, 73 Fed. Reg. 45,323 (July 30,
2008) requires the Director of the Central Intelligence Agency to

“protect intelllgence _Bources, methods and activitxes from unauthorlzed
disclosiire . . . . Pk { i
1

Toe SECRET/ (b)(ﬁ
d (b)gs) NatSecAct
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3. (U) 1 'hereby fpr@&lly assert and claim thege

statutory privileges -- whicﬁ»areAcoextenaive with my
: J
assertion of thé state secregs'privilege -- 4n order to
X & ¢
protect the Privileged Info:%atign des¢ribed in Part V of

this declaration, above, I @akg this claim of privilege in
) 4 1 .
my capacity as the Director of the €IA and after

| .
delibeération and personal consideration of the matter.

b)(1 : ‘
VII, E ;gsgﬁétSecActTO U:s. mvr:om SECURITY

33, (\/ b)(3 NatSecAct‘tmg Ehis c¢ase would risk or

réeguire dLsclosure of the Pr1v11eged Information because to

adequately defend itself fro@ these allegations, the CIA
would be required to prqﬁfgriinfbrmation‘that reasonably
Y i . C
could be expected to expose éxtremely sensitive and
i i

' classified intelligence aonrées, methods and activities.

(b)(1)
(b)(3) NatSecAct

, iae .
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K3

1
'

JO(U) As ;he Director of the CIK, écting under. a delegation of authority’
pursuant to section 1.3(¢) of E.O.! 13526, I hold original
classification authority at the TOP SECRET ,levél. This means that I am.’

ddthorized to assess the current,, iroper dlag-if;eatign of CIA

information, up to and .including TOP SECRET information, based on the
claspitlcation criteria of E.O. 13526 and applicable régulations. I
have determined that ‘the Pr1v11eged Information described in this
declaration id currently and properly classified at the SECRET and TOP
SECRET level pursuant td the provi;sions of E.0. 13526. ‘This means that
its unauthorized disclosure reasonably could be expected to cause

. Serious or exceptionally grave damage to U.§. national security.

Executive Order 13526 replaced Executive Order 12958, as amended, as of

Jume 27, 2010. See 75 Fed. Reg. 707 (Jan: 5y 2010).
(b)(3) NatSecAct
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IX. (U) CONCLUSION
67. (U) For all of the reasons stated above, and
after personal consideration {¢f this matter in my capacity

as head of the CIA, I hereby ‘formally assert the state

secrets privilege and the rei,e;Vantl statutory privileges to-.
i .
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protect intelligéﬁCe(éouﬁées; methods and activities from

disclosure. I join other agéncies impacted by this case in

i
asserting the;privilege'beea@se I have determined that
. ;

there are no other adequate means to ensure the protection

of the national aecurity-andjfareign relations interes@g

" -
. Iy i
addressed in both this d‘,ecflaii‘atio,n and other agencies’
declarations without asserting the state secrets privilege.
4

(U) I hereby declare unc{lser penalty of perjury that

thé foregoing is true and-cokrect,

: s -
(U) Executed this SAD  day of September, 2010.

{G)Lesff E. Panetta .
(U) iréctor, Central Intelligénce Agency

e
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