
(b)(6), 
(b)(7)( 
C) 

(b)(6), (b)(7)(C) OV 

(office) 

(mobile) 

ice.dhs 

202-732 

202-494 

From: 

  

(b)(6), (b)(7)(C) 

Sent: 10 Feb 2020 22:09:12 +0000 

To: (b)(6), (b)(7)(C) 

 

Cc: 

  

Subject: RE: Venntel and WSJ Article 

Use this version. Apologies. 

(b)(6), (b)(7)(C) 

Associate Legal Advisor 

Homeland Security Investigations Law Division 

Office of the Principal Legal Advisor 

U.S. Immigration and Customs Enforcement 

202-73 C office) 
b)(7)( 

202-494) ,mobile) 

Dice.dhs.gov 

*** WARNING *** ATTORNEY/CLIENT PRIVILEGE *** ATTORNEY WORK PRODUCT *** 

This document contains confidential and/or sensitive attorney/client privileged information or attorney work 

product and is not for release, review, retransmission, dissemination or use by anyone other than the intended 

recipient. Please notify the sender if this message has been misdirected and immediately destroy all originals and 

copies. Any disclosure of this document must be approved by the Office of the Principal Legal Advisor, U.S. 

Immigration & Customs Enforcement. This document is for INTERNAL GOVERNMENT USE ONLY. FOIA exempt 

under 5 U.S.C. § 552(b)(5). 

(b)(6), (b)(7)(C) 

(b)(6), (b)(7)(C) From: 

Sent: Monday, February 10, 2020 5:08 PM  
To:  (b)(6), (b)(7)(C) ce.d hs.gov> 

(b)(6), (b)(7)(C) @ice.d hs.gov>; b)(6), (b)(7)(C) 1@ice.dhs.gov> 

Subject: RE: Venntel and WSJ Article 

(b)(5) 

(b)(6), (b)(7)(C) 

Associate Legal Advisor 

Homeland Security Investigations Law Division 

Office of the Principal Legal Advisor 

U.S. Immi:ration and Customs Enforcement 
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*** WARNING *** ATTORNEY/CLIENT PRIVILEGE *** ATTORNEY WORK PRODUCT *** 
This document contains confidential and/or sensitive attorney/client privileged information or attorney work 

product and is not for release, review, retransmission, dissemination or use by anyone other than the intended 

recipient. Please notify the sender if this message has been misdirected and immediately destroy all originals and 

copies. Any disclosure of this document must be approved by the Office of the Principal Legal Advisor, U.S. 

Immigration & Customs Enforcement. This document is for INTERNAL GOVERNMENT USE ONLY. FOIA exempt 

under 5 U.S.C. § 552(b)(5). 

From: (b)(6), (b)(7)(C) 

Sent: Monday, February 10, 2020 4:29 PM 

 

(b)(7)(C) @ice.dhs.gov > 

 

Cc: (b)(6), (b)(7)(C) @ice.d hs.gov>;  (b)(6), (b)(7)(C) Wice.dhs.gov> 

Subject: RE: Venntel and WSJ Article 

(b)(6), 
(b)(7)(C) 

Here's a proposed draft response to (b)(6), (b)(7)(C) questions. 

(b)(5) 
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(b)(5) 

b)(6), (b)(7)(C) 

Associate Legal Advisor 

Homeland Security Investigations Law Division 

Office of the Principal Legal Advisor 

U.S. Immigration and Customs Enforcement 

2O2-732()(),  'office) 

202-494 r
)(7)( 

; 
mo b i le) 

(b)(6), (b)(7)(C) @ice.dhs.gov 

*** WARNING *** ATTORNEY/CLIENT PRIVILEGE *** ATTORNEY WORK PRODUCT *** 

This document contains confidential and/or sensitive attorney/client privileged information or attorney work 

product and is not for release, review, retransmission, dissemination or use by anyone other than the intended 

recipient. Please notify the sender if this message has been misdirected and immediately destroy all originals and 

copies. Any disclosure of this document must be approved by the Office of the Principal Legal Advisor, U.S. 

Immigration & Customs Enforcement. This document is for INTERNAL GOVERNMENT USE ONLY. FOIA exempt 

under 5 U.S.C. § 552(b)(5). 
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From: (b)(6); (b)(7)(C) 

 

Sent: 
To: 
Cc: 

10 Feb 2020 22:54:17 +0000 
(b)(7)(C) 

Subject: RE: Venntel and WSJ Article 

Hi 
(b)(6); 
(b)(7)(C) 

(b)(5) 

b)(6), (b)(7)(C) 

Associate Legal Advisor 
Homeland Security Investigations Law Division 
Office of the Principal Legal Advisor 
U.S. Immigration and Customs Enforcement 
202-732 (" 6);  (office) (b)(7)(C 
202-494) (mobile) 

(b)(6); (b)(7)(C) pice.dhs.gov 

*** WARNING *** ATTORNEY/CLIENT PRIVILEGE *** ATTORNEY WORK 
PRODUCT *** 
This document contains confidential and/or sensitive attorney/client privileged 
information or attorney work product and is not for release, review, retransmission, 
dissemination or use by anyone other than the intended recipient. Please notify the sender 
if this message has been misdirected and immediately destroy all originals and copies. 
Any disclosure of this document must be approved by the Office of the Principal Legal 
Advisor, U.S. Immigration & Customs Enforcement. This document is for INTERNAL 
GOVERNMENT USE ONLY. FOIA exempt under 5 U.S.C. § 552(b)(5). 

From:0)(6);  (b)(7)(C) j4ice.dhs.gov> 
Date: Monday, Feb 10, 2020, 2:56 PM 
To: (0(6); (b)(7)(C) ice.dhs.lov> 
Cc: (b)(6); (b)(7)(C) Oice.dhs.gov> 
Subject: RE: Venntel and WSJ Article 

(b)(5) 

(b)(6); (b)(7)(C) 

Program Manager 
Systems, Tools, and Access Team 
Homeland Security Investigations - Office of Intelligence 
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(b)(6), 
( 202)732 ( b)(7)(C Desk 
(202)823) Cell 
b)(6), (b)(7)(C) rice.dhs.gov 

From:  (b)(6), (b)(7)(C) @ice.dhs.gov> 

Sent: Monday, February 10, 2020 2:49 PM 
To:  (b)(6), (b)(7)(C) pice.dhs.gov> 
Cc: @ice.dhs.gov> 
Subject: RE: Venntel and WSJ Article 

(b)(6), 
Thank you (b)(7)(c This is hugely helpful. No need to reinvent the wheel here. I've drafted some 
responses based on the information you provided. Can you take a quick look and let me know 
what you think? 

(b)(5), (b)(6), (b)(7)(C) 

(b)(5) 
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(b)(5) 

(b)(6), (b)(7)(C) 

Associate Legal Advisor 

Homeland Security Investigations Law Division 

Office of the Principal Legal Advisor 

U.S. Immi ration and Customs Enforcement 

202-732 13)(6) ' office) 
b)(7)(C 

202-494 mobile) 

ice.dhs :ov 

*** WARNING *** ATTORNEY/CLIENT PRIVILEGE *** ATTORNEY WORK PRODUCT *** 

This document contains confidential and/or sensitive attorney/client privileged information or attorney 

work product and is not for release, review, retransmission, dissemination or use by anyone other than 

the intended recipient. Please notify the sender if this message has been misdirected and immediately 

destroy all originals and copies. Any disclosure of this document must be approved by the Office of the 

Principal Legal Advisor, U.S. Immigration & Customs Enforcement. This document is for INTERNAL 

GOVERNMENT USE ONLY. FOIA exempt under 5 U.S.C. § 552(b)(5). 

From:  (b)(6), (b)(7)(C) @ice.d hs.gov> 

Sent: Monday, February 10, 2020 11:45 AM 
To:  b)(6), (b)(7)(C) hs.gov> 

Subject: RE: Venntel and WSJ Article 

(b)(6), (b)(7)(C) 

HSI does not capture the number of investigations supported, individuals 
possibly identified, nor store the raw geolocation data on  (b)(7)(E) I've attached 
the format used by HSI DC to capture geolocation findings  for a better idea of the 
finished products that resides on (b)(7)(E) The attached email 
contains responses to questions raised by the front office this morning regarding 
the use of geolocation data by the Office of Intelligence. The ERO Combined 
Intelligence Unit has a license acquired through Intel, but have not used the 

b)(6), (b)(7)(C) 
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system operationally based on usage information provided by the vendor in late 
January. 

Let me know if you have any questions, I'm happy to assist. 

Best, 
(b)(6), (b)(7)(C) 

Program Manager 
Systems, Tools, and Access Team 
Homeland Security Investigations - Office of Intelligence 
(202)732-0b)(67), _ Desk 
(202)823( X )(u)  Cell 

(b)(6), (b)(7)(c)— pce.dhs.gov 

From:  (b)(6), (b)(7)(C) 1@ice.dhs.gov> 

Sent: Monday, February 10, 2020 9:01 AM 
To: (b)(6), (b)(7)(C) ice.dhs.gov> 
Subject: FW: Venntel and WSJ Article 

 

Hi (b)(6), 
(b)(7)(C 

   

      

(b)(5), (b)(6), (b)(7)(C) 

      

      

(b)(6), (b)(7)(C) 

Associate Legal Advisor 
Homeland Security Investigations Law Division 
Office of the Principal Legal Advisor 
U.S. Immigration and Customs Enforcement 
202-732 (b)(6),  (office) 

(b)(7)( 
202-494c) (mobile) 

1(b)(6), (b)(7)(C) 1@ice.dhs.gov  

*** WARNING *** ATTORNEY/CLIENT PRIVILEGE *** ATTORNEY WORK PRODUCT *** 

This document contains confidential and/or sensitive attorney/client privileged information or attorney 

work product and is not for release, review, retransmission, dissemination or use by anyone other than 

the intended recipient. Please notify the sender if this message has been misdirected and immediately 

destroy all originals and copies. Any disclosure of this document must be approved by the Office of the 

Principal Legal Advisor, U.S. Immigration & Customs Enforcement. This document is for INTERNAL 

GOVERNMENT USE ONLY. FOIA exempt under 5 U.S.C. § 552(b)(5). 
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From: (b)(6); (b)(7)(C) 

 

Sent: 
To: 
Subject: 

10 Feb 2020 23:24:12 +0000 

Article 

(b)(6); (b)(7)(C) 

RE: Venntel and WSJ 

(b)(5) 

(b)(6); (b)(7)(C) 

Associate Legal Advisor 
Homeland Security Investigations Law Division 
Office of the Principal Legal Advisor 
U.S. Immi ration and Customs Enforcement 
202-732 (office) 
202-494 mobile) 

ice.dhs.gov 

*** WARNING *** ATTORNEY/CLIENT PRIVILEGE *** ATTORNEY WORK 
PRODUCT *** 
This document contains confidential and/or sensitive attorney/client privileged 
information or attorney work product and is not for release, review, retransmission, 
dissemination or use by anyone other than the intended recipient. Please notify the sender 
if this message has been misdirected and immediately destroy all originals and copies. 
Any disclosure of this document must be approved by the Office of the Principal Legal 
Advisor, U.S. Immigration & Customs Enforcement. This document is for INTERNAL 
GOVERNMENT USE ONLY. FOIA exempt under 5 U.S.C. § 552(b)(5). 

From: (b)(6); (b)(7)(C) kice.dhs.gov> 

  

Date: Monday, Feb 10, 2020, 5:33 PM 
To: PO); (b)(7)(C)   ice.dhs.gov> 
Subject: RE: Vermtel and WSJ Article 

(b)(5) 

(b)(6); (b)(7)(C) 

Chief 
Homeland Security Investigations Law Division 
Office of the Principal Legal Advisor 
U.S. Immigration and Customs Enforcement 
U.S. Department of Homeland Security 
(202) 732 (b)(6); - desk 

(13)(7)(C

 

(305) 970) - cell 
b)(6); (b)(7)(C) 1@dhs.gov  
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*** Warning *** Attorney/Client Privilege *** Attorney Work Product *** 
This communication and any attachments may contain confidential and/or sensitive attorney/client 
privileged information or attorney work product and/or law enforcement sensitive information. It is not 
for release, review, retransmission, dissemination, or use by anyone other than the intended recipient. 
Please notify the sender if this email has been misdirected and immediately destroy all originals and 
copies. Furthermore do not print, copy, re-transmit, disseminate, or otherwise use this information. Any 
disclosure of this communication or its attachments must be approved by the Office of the Principal Legal 
Advisor, U.S. Immigration and Customs Enforcement. This document is for INTERNAL GOVERNMENT USE 
ONLY and may be exempt from disclosure under the Freedom of Information Act, 5 USC §§ 552(b)(5), 
(b)(7). 

From:  (b)(6), (b)(7)(C) bice.dhs.gov> 

Sent: Monday, February 10, 2020 5:23 PM  
To:  (b)(6), (b)(7)(C) @ice.d hs.gov> 

Subject: RE: Venntel and WSJ Article 

Saved by bell! I defer to GILD! 

bx6);(i 

Associate Legal Advisor 

Homeland Security Investigations Law Division 

Office of the Principal Legal Advisor 

U.S. Immi ration and Customs Enforcement 

202-732 office) 

202-494 mobile) 

ice.dhs ov 

*** WARNING *** ATTORNEY/CLIENT PRIVILEGE *** ATTORNEY WORK PRODUCT *** 

This document contains confidential and/or sensitive attorney/client privileged information or 

attorney work product and is not for release, review, retransmission, dissemination or use by 

anyone other than the intended recipient. Please notify the sender if this message has been 

misdirected and immediately destroy all originals and copies. Any disclosure of this document 

must be approved by the Office of the Principal Legal Advisor, U.S. Immigration & Customs 

Enforcement. This document is for INTERNAL GOVERNMENT USE ONLY. FOIA exempt under 5 

U.S.C. § 552(b)(5). 

From: (b)(6),  (b)(7)(C) 

Date: Monday, Feb 10, 2020, 5:09 PM 

@ice.dhs.gov> 

   

To:  (W(6), (b)(7)(C) pice.dhs.gov> 

Subject: FW: Venntel and WSJ Article 

Just in: 
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(b)(6), (b)(7)(C) 

Chief 

Homeland Security Investigations Law Division 

Office of the Principal Legal Advisor 

U.S. Immigration and Customs Enforcement 

U.S. Department of Homeland Security 
(202) 732. c - desk 

(b)(7)( 
(305) 970•) - cell 

l(b)(6), (b)(7)(C)  pdhs.gov  

*** Warning *** Attorney/Client Privilege *** Attorney Work Product *** 

This communication and any attachments may contain confidential and/or sensitive attorney/client 

privileged information or attorney work product and/or law enforcement sensitive information. It is not 

for release, review, retransmission, dissemination, or use by anyone other than the intended recipient. 

Please notify the sender if this email has been misdirected and immediately destroy all originals and 

copies. Furthermore do not print, copy, re-transmit, disseminate, or otherwise use this information. Any 

disclosure of this communication or its attachments must be approved by the Office of the Principal Legal 

Advisor, U.S. Immigration and Customs Enforcement. This document is for INTERNAL GOVERNMENT USE 

ONLY and may be exempt from disclosure under the Freedom of Information Act, 5 USC §§ 552(b)(5), 

(b)(7). 

From: (6), (b)(7)(c) :10)(6), (b)(7)(C) 

To (b)(6), (b)(7)(C) 

ice.dhs.gov>  (b)(6), (b)(7)(C) 

(b)(6), (b)(7)(C) 

Subject: RE: Venntel and WSJ Article 

(b)(6), 
(b)(7)(C) 

ice.dhs.gov> 

(b)(6), (b)(7)(C) 

ice.dhs.gov>  
b)(6), (b)(7)(C) I@ ice.dhs.gov> 

Sent: Monday, February 10, 2020 5:01 PM 

_kice.dhs.gov> 

ice.dhs.gov>; 

Below is the summary of the FOIA litigation that is referenced in the article. I have copiec, 

c!D?c6?:_ to this email too, as he is the  attorney handling. The FOIA lawsuit was filed on December 

13, 2019, against both ICE and CBP. (b)(5) 

 

(b)(5) 

(b)(5) 
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Thanks, 

(b)(6), (b)(7)(C) 

(b)(5) 

t Information Law Division 

Office of the Principal Legal Advisor 

U.S. Immigration and Customs Enforcement 

(202) 732 
M

ODesk) 

(202) 909 1(Mobile)  

*** WARNING *** ATTORNEY/CLIENT PRIVILEGE *** ATTORNEY WORK PRODUCT *** 
This document contains confidential and/or sensitive attorney/client privileged information or attorney 

work product and is not for release, review, retransmission, dissemination or use by anyone other than 

the intended recipient. Please notify the sender if this message has been misdirected and immediately 

destroy all originals and copies. Any disclosure of this document must be approved by the Office of the 

Principal Legal Advisor, U.S. Immigration & Customs Enforcement. This document is for INTERNAL 

GOVERNMENT USE ONLY. FOIA exempt under 5 U.S.C. § 552(b)(5). 

From: 1(b)(6), (b)(7)(C) 1@ice.dhs.gov> 
Sent: Monday, February 10, 2020 1:50 PM 

      

1@ice.dhs.gov>; To b)(6), (b)(7)(C) b)(6), (b)(7)(C) ice.dhs.gov>; 
  ce.d hs.gov> 
Cc: (b)(6), (b)(7)(C) @ ice .d hs.gov> 

(b)(6); (b)(7)(C) 

Subject: FW: Venntel and WSJ Article 

   

Hi GILD, 

(b)(6); (b)(7)(C); (b)(5) 

Thanks! 

(b)(6) (b)(7)(C) 

Chief 
Homeland Security Investigations Law Division 
Office of the Principal Legal Advisor 
U.S. Immigration and Customs Enforcement 
U.S. Department of Homeland Security 
(202) 732•S - desk h\avr 
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From: 
Sent: 
To: 
Cc: 
Subject: 

FYSA 

 

(b)(6), (b)(7)(C) 

  

 

11 Feb 2020 20:20:29 +0000 
(b)(6), (b)(7)(C) 

 

 

FW: Geolocation Use 

(b)(6), (b)(7)(C) 

Program Manager 
Systems, Tools, and Access Team 
Homeland Security Investigations - Office of Intelligence 
(2o2)7320)(6),  Desk 
(2o2)o ,„23 

(b)(7)(C) 
• Cell 

V (b)(6), (b)(7)(C) ice.dhs.gov 

From:  (b)(6), (b)(7)(C) @ice.dhs.gov> 

Sent: Tuesday, February 11, 2020 3:17 PM 
To:  (b)(6), (b)(7)(C) hs.gov> 
Subject: RE: Geolocation Use 

It was done by the CIU; specifically (b)(6), 
(b)(7)(C) 

RESPECTFULLY, 

 

(b)(6), (b)(7)(C) 

Section Chief, Combined Intelligence Unit 
Immigration and Customs Enforcement 
Potomac Center North 
500 12th St SW 
Washington, D.C.  20536  
Office: 202_732_0)(6),(b)(7)(c) 

Blackberry: 202-

 

UNCLASS: (b)(6); (b)(7)(C) @ice.dhs.gov 
HSDN: b)(6), (b)(7)(C) dhs.sgov.gov 
JWICS: (b)(6), (b)(7)(C) @dhs.ic.gov 

1 : This document is UNCLASSIFIED//FOR OFFICIAL USE ONLY (U//FOU0). It contains Win-

 

that may be e. lublic release under the Freedom of Information Act (5 U.S.C. 55 7 e controlled, 
stored, handled, transmitte c is ' and disposed of in accordance 1 ' o icy relating to FOUO 
information and is not to be released to the pu ) ' 117e who do not have a valid "need-to-know" 
without prior approval of an authoriz icial. No portion i ort should be furnished to the media, 

either in written o rm. The contents of this communication are considerec I. deliberative, and 
onal in nature. 

From: (b)(6),  (b)(7)(C) Wice.dhs.gov> 
Sent: Tuesday, February 11, 2020 3:12 PM 
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To:  (b)(6) (b)(7)(C) pice.dhs.gov> 

Subject: RE: Geolocation Use 

Where was the ATD testing conducted? 

(b)(6), (b)(7)(C) 

Program Manager 
Systems, Tools, and Access Team 
Homeland Security Investigations - Office of Intelligence 
(2o2)732  (b)(6); Desk 
(202)823 )(7)(C  Cell 

1(b)(6), (b)(7)(C) ice.dhs.gov 

From (b)(6), (b)(7)(C) hs.gov> 
Sent: Tuesday, February 11, 2020 3:11 PM 
To:  (b)(6), (b)(7)(C) 1@ice.dhs.gov> 
Subject: RE: Geolocation Use 

(b)(6), 
(b)(71(C) 
Below was our response. 

There are two primary companies that ICE (HSI and ERO) has interacted with regarding geo-
location services: Venntel and Babel Street/Locate X. CBP also has contracts with both of these 
companies. 

HSI had a contract with Venntel in FY2019, during which time ERO tested N 7)(E)  license for 
"proof of concept." ERO's test proved successful for locating ATD absconders. The Venntel 
contract ended 09/30/2019. 

(b)(5) 

RESPECTFULLY, 

(b)(6), (b)(7)(C) 

Section c.niet, c.omninea Intelligence Unit 
Immigration and Customs Enforcement 
Potomac Center North 
500 12th St SW 
Washington, D.C. 20536 
Office: 202-732 b)(6), 

(b)(71(C) 
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Blackberry:  202-239-

 

UNCLAS  S 1(13)(6), (b)(7)(C) 0_ice . dhs . goy 
HS DN : (b)(6), (b)(7)(C)  @ dhs . sciov goy  
JWICS : (b)(6),  (b)(7)(C) dhs . ic . gov  

(b)(6); 
(b)(7)(C) 

This document is UNCLASSIFIED//FOR OFFICIAL USE ONLY (U//FOU0). It contains in 
that may be exem Ile release under the Freedom of Information Act (5 U.S.C. 55 s s e controlled, 
stored, handled, transmitted, distrt s osed of in accordance i o icy relating to FOUO 
information and is not to be released to the public or who do not have a valid "need-to-know" 
without prior approval of an authorize aal. No portion oft us sild be furnished to the media, 
either in written or in. The contents of this communication are considered to be r tive, and 
pre s na In nature. 

FrOM:10)(6); (b)(7)(C) ice.dhs.gov> 

Sent: Tuesday, February 11, 2020 3:05 PM 
To:  (b)(6); (b)(7)(C) pice.dhs.gov> 
Subject: Geolocation Use 

(b)(6); (b)(7)(C) 

Anything you can pass along about ERO field use would be greatly appreciated. DHS 
Deputy General Counsel (b)(6), (b)(7)(C) is asking OPLA about agency geolocation use. 

Best, 
(b)(6); (b)(7)(C) 

Program Manager 
Systems, Tools, and Access Team 
Homelan rity Investigations - Office of Intelligence 
(202)732 Desk 
(202)823 Cell 
(b)(6); (b)(7)(C) pice.dhs.gov 
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From: 

Sent: 

To: 

Subject:  

(b)(6), (b)(7)(C) 

11 Feb 2020 21:18:25 +0000  
(b)(6), (b)(7)(C) Holz, Jordan p)(6), (b)(7)(C) 

Geolocation Services Procurement 

Good Afternoon Privacy folks, 

(b)(5) 

Would appreciate your assistance! 

Thank you, 

(b)(6), (b)(7)(C) 

b)(6), (b)(7)(C) 

Associate Legal Advisor 

Homeland Security Investigations Law Division 

Office of the Principal Legal Advisor 

U.S. Immigration and Customs Enforcement 

202732 (b)(6),  office) 

2
(b)(7)(C

O2-494) , mobile) 
(b)(6), (b)(7)(C) pice.dhs.gov 

*** WARNING *** ATTORNEY/CLIENT PRIVILEGE *** ATTORNEY WORK PRODUCT *** 

This document contains confidential and/or sensitive attorney/client privileged information or attorney work 

product and is not for release, review, retransmission, dissemination or use by anyone other than the intended 

recipient. Please notify the sender if this message has been misdirected and immediately destroy all originals and 

copies. Any disclosure of this document must be approved by the Office of the Principal Legal Advisor, U.S. 

Immigration & Customs Enforcement. This document is for INTERNAL GOVERNMENT USE ONLY. FOIA exempt 

under 5 U.S.C. § 552(b)(5). 
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From: 

Sent: 

To: 

Cc: 

Subject: 

 

(b)(6), (b)(7)(C) 

  

 

11 Feb 2020 20:54:32 +0000 
(b)(6), (b)(7)(C) 

 

 

RE: Geolocation Use 

Alternative  to Detention, aka ankle bracelets. (b)(7)(E) 

(b)(7)(E) 

 

  

1(b)(6); (b)(7)(C) 

rogram Manager 
Systems, Tools, and Access Team 
Homeland Security Investigations - Office of Intelligence 
(2o2)732 b)(6), Desk 

b)(7)(C 
(202)823 - Cell 

ice.dhs.gov 

From:  (b)(6), (b)(7)(C) Zice.dhs.gov> 

Sent: Tuesday, February 11, 2020 3:50 PM 
To: (b)(6), (b)(7)(C) ice.d hs.gov> 
Cc: @ice.dhs.gov> 
Sub'ect: RE: Geolocation Use 

Thanks (  Do you know what "ATD" stands for? (b)(7) 

(b)(6), (b)(7)(C) 

Associate Legal Advisor 
Homeland Security Investigations Law Division 
Office of the Principal Legal Advisor 
U.S. Immigration and Customs Enforcement 
202-732 (b)(6), (office) 

(b)(7)( 202-494 in (mobile) 
Dice.dhs.gov  

*** WARNING *** ATTORNEY/CLIENT PRIVILEGE *** ATTORNEY WORK PRODUCT *** 

This document contains confidential and/or sensitive attorney/client privileged information or attorney work 

product and is not for release, review, retransmission, dissemination or use by anyone other than the intended 

recipient. Please notify the sender if this message has been misdirected and immediately destroy all originals and 

copies. Any disclosure of this document must be approved by the Office of the Principal Legal Advisor, U.S. 

Immigration & Customs Enforcement. This document is for INTERNAL GOVERNMENT USE ONLY. FOIA exempt 

under 5 U.S.C. § 552(b)(5). 

From: (b)(6), (b)(7)(C) ice.d hs.gov> 
Sent: Tuesday, February 11, 2020 3:20 PM 
To: (b)(6), (b)(7)(C) Dice.dhs.gov> 
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Cc: (b)(6), (b)(7)(C) @ice.dhs.gov> 
Subject: FW: Geolocation Use 

FYSA 

(b)(6), (b)(7)(C) 

Program Manager 
Systems, Tools, and Access Team 
Homeland Security Investigations - Office of Intelligence 
(2o2)732(ID)(6),  - Desk 
(202)_238 (b)(7C  - Cell ) )( 

 

(b)(6), (b)(7)(C) pice.dhs.gov 

From:  (b)(6), (b)(7)(C) hs.gov> 
Sent: Tuesday, February 11, 2020 3:17 PM 
To:l(b)(6), (b)(7)(C) bice.dhs.gov> 
Subject: RE: Geolocation Use 

It was done by the CIU; specifically (b)(6), 
(b)(71(C) 

RESPECTFULLY, 

(b)(6), (b)(7)(C) 

Section Chief, Combined Intelligence Unit 
Immigration and Customs Enforcement 
Potomac Center North 
500 12th St SW 
Washington, D.C. 20536 
Office: 202-732-
Blackberry: 202-

 

UNCLASS : (b)(6), (b)(7)(C) 

HSDN: 1(13)(6), (b)(7)(C) 

JWICS: (b)(6), (b)(7)(C) 

his document is UNCLASSIFIED//FOR OFFICIAL USE ONLY (U//FOU0). It contains it n 
that may be exemp 'c release under the Freedom of Information Act (5 U.S.C. 5 / to be controlled, 
stored, handled, transmitted, distil )u L a osed of in accordance • policy relating to FOUO 
information and is not to be released to the public or o who do not have a valid "need-to-know" 
without prior approval of an authorized cial. No portion of this re be furnished to the media, 
either in written or ye • ;. The contents of this communication are considered to be c ra • 've and 
pre- a in nature. 

From:  b)(6), (b)(7)(C) Oice.dhs.gov> 
Sent: Tuesday, February 11, 2020 3:12 PM 
To:  (b)(6), (b)(7)(C) pice.dhs.gov> 
Subject: RE: Geolocation Use 

2021-ICLI-00013 2304 

rj @ice.dhs.qov 
@dhs.sgov.gov  

@dhs.ic.gov  

b)(6), (b)(7)(C) 



license for 
e Venntel 

Where was the ATD testing conducted? 

(b)(6); (b)(7)(C) 

Program Manager 
Systems, Tools, and Access Team 
Homeland Security Investigations - Office of Intelligence 
(2o2)7324)(6), - Desk 

(b)(7)(C 
(202)023 \ - Cell 
bX6), (b)(7)(C) pice.dhs.gov 

From: (b)(6), (b)(7)(C) wice.dhs.gov> 
Sent: Tuesday, February 11, 2020 3:11 PM 
Toi(b)(6), (b)(7)(C) Oice.dhs.gov> 
Subject: RE: Geolocation Use 

(b)(6), 
(b)(7)(C) 

Below was our response. 

There are two primary companies that ICE (HSI and ERO) has interacted with regarding geo-
location services: Venntel and Babel Street/Locate X. CBP also has contracts with both of these 
companies. 

HSI had a contract with Venntel in FY2019, during which time ERO tested 
"proof of concept." ERO's test proved successful for locating ATD abscon 
contract ended 09/30/2019. 

(b)(5) 

RESPECTFULLY, 

(b)(6); (b)(7)(C) 

Section Chief, Combined Intelligence Unit 
Immigration and Customs Enforcement 
Potomac Center North 
500 12th St SW 
Washington, D.C. 20536 
Office: 202_732_(b)(6),(b)(7)(c) 

Blackberry: 202-

 

UNCLASS:  (b)(6), (b)(7)(C) @ice.dhs.clov 
HSDN: (b)(6), (b)(7)(C) @dhs.sgov.gov  
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b)(6); (b)(7)(C) 

JWICS: (b)(6), (b)(7)(C) @dhs.ic.cpv 

•• his document is UNCLASSIFIED//FOR OFFICIAL USE ONLY (U//FOU0). It contains in 
that may be eacempsic release under the Freedom of Information Act (5 U.S.0 o se controlled, 
stored, handled, transmitted, distil is osed of in accordanc • policy relating to FOUO 
information and is not to be released to the public or nnel who do not have a valid "need-to-know" 
without prior approval of an autho o :cid No portion o t ould be furnished to the media, 
either in writte orm. The contents of this communication are considered to s e iberative, and 

cisional in nature. 

From:1(b)(6); (b)(7)(C) pice.dhs.gov> 
Sent: Tuesday, February 11, 2020 3:05 PM 
TO:1(b)(6); (b)(7)(C) pice.dhs.gov> 
Subject: Geolocation Use 

(b)(6) 
(b)(7)(C) 

Anything you can pass along about ERO field use would be greatly appreciated. DHS 
Deputy General Counsel (b)(6), (b)(7)(C) is asking OPLA about agency geolocation use. 

Best, 

rogram anager 
Systems, Tools, and Access Team 
Homeland Security Investigations - Office of Intelligence 
(202)732 (b)(6),  Desk , „ (b)(7)(C) 
(202)623 Cell 
(b)(6), (b)(7)(C) pice.dhs.gov 
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From: (b)(6), (b)(7)(C) 

 

Sent: 
To: 
Subject: 

11 Feb 2020 17:34:18 +0000 

Article 

(b)(6), (b)(7)(C) 

RE: Venntel and WSJ 

(b)(6), 
(b)(7)(C) 

(b)(5) (b)(7)(E) 

(b)(6), (b)(7)(C) 

Associate Legal Advisor 

Homeland Security Investigations Law Division 

Office of the Principal Legal Advisor 

U.S. Immi ration and Customs Enforcement 

202-732 b)(6)' office) 
b)(7)(C 

202-49i mobile) 

ice.dhs.:ov 

*** WARNING *** ATTORNEY/CLIENT PRIVILEGE *** ATTORNEY WORK PRODUCT *** 
This document contains confidential and/or sensitive attorney/client privileged information or attorney work 

product and is not for release, review, retransmission, dissemination or use by anyone other than the intended 

recipient. Please notify the sender if this message has been misdirected and immediately destroy all originals and 

copies. Any disclosure of this document must be approved by the Office of the Principal Legal Advisor, U.S. 

Immigration & Customs Enforcement. This document is for INTERNAL GOVERNMENT USE ONLY. FOIA exempt 

under 5 U.S.C. § 552(b)(5). 

From: (b)(6), (b)(7)(C) 

Sent: Tuesday, February 11, 2020 7:50 AM  
To:  ())(6), (b)(7)(C) hs.gov> 

Subject: RE: Venntel and WSJ Article 

Just confirmed. Yes that is accurate. 

(b)(6), (b)(7)(C) 

Associate Legal Advisor 

Homeland Security Investigations Law Division 

Office of the Principal Legal Advisor 

U.S. Immigration and Customs Enforcement 

b)(6), (b)(7)(C) 
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202-732 b)(7)(C office ) 

202-494 mobile) 
(b)(6), (b)(7)(C) I@ ice.dhs.gov 

*** WARNING *** ATTORNEY/CLIENT PRIVILEGE *** ATTORNEY WORK PRODUCT *** 
This document contains confidential and/or sensitive attorney/client privileged information or attorney work 

product and is not for release, review, retransmission, dissemination or use by anyone other than the intended 

recipient. Please notify the sender if this message has been misdirected and immediately destroy all originals and 

copies. Any disclosure of this document must be approved by the Office of the Principal Legal Advisor, U.S. 

Immigration & Customs Enforcement. This document is for INTERNAL GOVERNMENT USE ONLY. FOIA exempt 

under 5 U.S.C. § 552(b)(5). 

From:  (1)(6), (b)(7)(C) ice.d hs.gov> 

Sent: Monday, February 10, 2020 5:33 PM 

To:  b)(6), (b)(7)(C) ice.dhs.gov> 

Subject: RE: Venntel and WSJ Article 

(b)(5) 

(b)(6), (b)(7)(C) 

Chief 

Homeland Security Investigations Law Division 

Office of the Principal Legal Advisor 

U.S. Immigration and Customs Enforcement 

U.S. Department  of Homeland Security 

(202) 732- c  desk 
(b)(7)( 

(305) 970-) cell 

(b)(6), (b)(7)(C) I@ dhs.gov  

*** Warning *** Attorney/Client Privilege *** Attorney Work Product *** 

This communication and any attachments may contain confidential and/or sensitive attorney/client privileged 

information or attorney work product and/or law enforcement sensitive information. It is not for release, review, 

retransmission, dissemination, or use by anyone other than the intended recipient. Please notify the sender if this 

email has been misdirected and immediately destroy all originals and copies. Furthermore do not print, copy, re-

transmit, disseminate, or otherwise use this information. Any disclosure of this communication or its attachments 

must be approved by the Office of the Principal Legal Advisor, U.S. Immigration and Customs Enforcement. This 

document is for INTERNAL GOVERNMENT USE ONLY and may be exempt from disclosure under the Freedom of 

Information Act, 5 USC §§ 552(b)(5), (b)(7). 

From: (b)(6), (b)(7)(C) pice.dhs.gov> 

Sent: Monday, February 10, 2020 5:23 PM  
To:  (b)(6), (b)(7)(C)  ice.dhs.gov> 

Subject: RE: Venntel and WSJ Article 
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Saved by bell! I defer to GILD! 

(b)(6), (b)(7)(C) 

Associate Legal Advisor 

Homeland Security Investigations Law Division 

Office of the Principal Legal Advisor 

U.S. Immigration and Customs Enforcement 
202-732 (b)(6), (office) 

(WM( 
202-494 c) (mobile) 
b)(6), (b)(7)(C) I@ ice.dhs.gov  

*** WARNING *** ATTORNEY/CLIENT PRIVILEGE *** ATTORNEY WORK PRODUCT *** 

This document contains confidential and/or sensitive attorney/client privileged information or attorney 

work product and is not for release, review, retransmission, dissemination or use by anyone other than 

the intended recipient. Please notify the sender if this message has been misdirected and immediately 

destroy all originals and copies. Any disclosure of this document must be approved by the Office of the 

Principal Legal Advisor, U.S. Immigration & Customs Enforcement. This document is for INTERNAL 

GOVERNMENT USE ONLY. FOIA exempt under 5 U.S.C. § 552(b)(5). 

From:  b)(6); (b)(7)(C) I@ice.dhs.gov> 
Date: Monday, Feb 10, 2020, 5:09 PM 
To:  (b)(6), (b)(7)(C) @ice.dhs.gov> 
Subject: FW: Venntel and WSJ Article 

Just in: 

(b)(6), (b)(7)(C) 

Chief 

Homeland Security Investigations Law Division 

Office of the Principal Legal Advisor 

U.S. Immigration and Customs Enforcement 

U.S. Department of Homeland Security 

(202) 732 C  - desk 
(b)(7)( 

(305) 970 - cell 
b)(6), (b)(7)(C) 1@dhs.gov  

*** Warning *** Attorney/Client Privilege *** Attorney Work Product *** 

This communication and any attachments may contain confidential and/or sensitive attorney/client privileged 

information or attorney work product and/or law enforcement sensitive information. It is not for release, review, 

retransmission, dissemination, or use by anyone other than the intended recipient. Please notify the sender if this 

email has been misdirected and immediately destroy all originals and copies. Furthermore do not print, copy, re-

transmit, disseminate, or otherwise use this information. Any disclosure of this communication or its attachments 

must be approved by the Office of the Principal Legal Advisor, U.S. Immigration and Customs Enforcement. This 

document is for INTERNAL GOVERNMENT USE ONLY and may be exempt from disclosure under the Freedom of 

Information Act, 5 USC §§ 552(b)(5), (b)(7). 
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b)(6), (b)(7)(C) 

From: (b)(6), (b)(7)(C) 

 

Sent: 

To: 

Cc: 

11 Feb 2020 20:01:25 +0000 
(b)(6), (b)(7)(C) 

Subject: RE: Venntel and WSJ Article 

(b)(5), (b)(6), (b)(7)(C) 

(b)(6), (b)(7)(C) 

Associate Legal Advisor 

Homeland Security Investigations Law Division 

Office of the Principal Legal Advisor 

U.S. Immigration and Customs Enforcement 

202-732(b)(6),  (office) 
(b)(7)( 

202-494o) (mobile) 
(b)(6), (b)(7)(C) Dice.dhs.gov 

*** WARNING *** ATTORNEY/CLIENT PRIVILEGE *** ATTORNEY WORK PRODUCT *** 

This document contains confidential and/or sensitive attorney/client privileged information or attorney work 

product and is not for release, review, retransmission, dissemination or use by anyone other than the intended 

recipient. Please notify the sender if this message has been misdirected and immediately destroy all originals and 

copies. Any disclosure of this document must be approved by the Office of the Principal Legal Advisor, U.S. 

Immigration & Customs Enforcement. This document is for INTERNAL GOVERNMENT USE ONLY. FOIA exempt 

under 5 U.S.C. § 552(b)(5). 

From:  b)(6), (b)(7)(C) hs.gov> 

Sent: Tuesday, February 11, 2020 2:44 PM 
To  b)(6), (b)(7)(C)  • ice.dhs.gov> 

b)(6), (b)(7)(C) ice.dhs.gov> 

Subject: RE: Venntel and WSJ Article 

(b)(5) 

rogram anager 
Systems, Tools, and Access Team 
Homeland Security Investigations - Office of Intelligence 
(202)732 W(),  Desk 

b)(7)(C 
(202)623 Cell 
(b)(6), (b)(7)(C) ice.dhs.gov  
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From: (b)(6), (b)(7)(C) 

Sent: Tuesday, February 11, 2020 7:04 AM 
To: b)(6), (b)(7)(C) 

(b)(6), (b)(7)(C) ice.dhs.gov> 

Subject: RE: Venntel and WSJ Article 

That is correct. 

b)(6); (b)(7)(C) 

Homeland Security Investigations 
Office of Intelligence 
(202)823-M) 
(b)(6), (b)(7)(C)  — Fice.dhs.gov 

From:  1(b)(6), (b)(7)(C) 1@ ice.dhs.gov> 
Date: Monday, Feb 10, 2020, 5:54 PM 
To:  (b)(6), (b)(7)(C) I i ce.d hs.gov> 
Cc: @ice.dhs.gov> 
Subject: RE: Venntel and WSJ Article 

Hi (b)(6), 
(b)(7)(C) 

(b)(5) 

(b)(6), (b)(7)(C) 

Associate Legal Advisor 

Homeland Security Investigations Law Division 

Office of the Principal Legal Advisor 

U.S. Immigration and Customs Enforcement 

202-732 (b)(6),  (office) 
(b)(7)( 

202-494 c) (mobile) 
(b)(6), (b)(7)(C) I@ ice.dhs.gov  

*** WARNING *** ATTORNEY/CLIENT PRIVILEGE *** ATTORNEY WORK PRODUCT *** 

This document contains confidential and/or sensitive attorney/client privileged information or attorney 

work product and is not for release, review, retransmission, dissemination or use by anyone other than 

the intended recipient. Please notify the sender if this message has been misdirected and immediately 

destroy all originals and copies. Any disclosure of this document must be approved by the Office of the 

Principal Legal Advisor, U.S. Immigration & Customs Enforcement. This document is for INTERNAL 

GOVERNMENT USE ONLY. FOIA exempt under 5 U.S.C. § 552(b)(5). 

From: (b)(6), (b)(7)(C) pice.dhs.gov> 
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Date: Monday, Feb 10, 2020, 2:56 PM 
To: (b)(6), (b)(7)(C) ice.dhs.gov> 
Cc: (b)(6), (b)(7)(C) ice.dhs.gov> 
Subject: RE: Venntel and WSJ Article 

(b)(7)(E) 

(b)(6), (b)(7)(C) 

Program Manager 
Systems, Tools, and Access Team 
Homeland Security Investigations - Office of Intelligence 
(202)732 (b)(6),  - Desk 

b)(7)(C 
(202)823 ( - Cell 

1(b)(6), (b)(7)(C) pice.dhs.gov 

From:  W(6), (b)(7)(C) 1@ice.dhs.gov> 
Sent: Monday, February 10, 2020 2:49 PM 
To:  (b)(6), (b)(7)(C) ice.dhs.gov> 
Cc: @ice.dhs.gov> 
Subject: RE: Venntel and WSJ Article 

b)(6), 
Thank you (b)(7)( This is hugely helpful. No need to reinvent the wheel here. I've drafted some 
responses based on the information you provided. Can you take a quick look and let me know what you 
think? 

(b)(5), (b)(6), (b)(7)(C) 

(b)(5) 
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(b)(5) 

(b)(6), (b)(7)(C) 

Associate Legal Advisor 

Homeland Security Investigations Law Division 

Office of the Principal Legal Advisor 

U.S. lmmi ration and Customs Enforcement 

202-732 office) 

202-494 mobile) 

ice.dhs ov 

*** WARNING *** ATTORNEY/CLIENT PRIVILEGE *** ATTORNEY WORK PRODUCT *** 
This document contains confidential and/or sensitive attorney/client privileged information or attorney work 

product and is not for release, review, retransmission, dissemination or use by anyone other than the intended 

recipient. Please notify the sender if this message has been misdirected and immediately destroy all originals and 

copies. Any disclosure of this document must be approved by the Office of the Principal Legal Advisor, U.S. 

Immigration & Customs Enforcement. This document is for INTERNAL GOVERNMENT USE ONLY. FOIA exempt 

under 5 U.S.C. § 552(b)(5). 

From: 1(b)(6), (b)(7)(C) pice.dhs.gov> 

Sent: Monday, February 10, 2020 11:45 AM 
To:  (b)(6), (b)(7)(C) ice.dhs.gov> 

Subject: RE: Venntel and WSJ Article 

(b)(6), (b)(7)(C) 
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HSI does not capture the number of investigations sus sorted, individuals possibly 
identified, nor store the raw geolocation data on (b)(7)(E) ye attached the format used 
by HSI DC to capture geolocation findings for a better idea of the finished products that 
resides on (b)(7)(E)  The attached email contains responses to questions 
raised by the front office this morning regarding the use of geolocation data by the 
Office of Intelligence. The ERO Combined Intelligence Unit has a license acquired 
through Intel, but have not used the system operationally based on usage information 
provided by the vendor in late January. 

Let me know if you have any questions, I'm happy to assist. 

Best, 
(b)(6), (b)(7)(C) 

Program Manager 
Systems, Tools, and Access Team 
Homeland Security Investigations - Office of Intelligence 
(202)732 (b)(6), Desk 
(202)823 (b)(7)(C)  Cell 
b)(6),  (b)(7)(67—Fice.dhs.gov 

From: 1(b)(6), (b)(7)(C) 1@ice.dhs.gov> 

Sent: Monday, February 10, 2020 9:01 AM 

To: (b)(6), (b)(7)(C) ce.d h s.gov> 
Subject: FW: Venntel and WSJ Article 

 

Hi 
(b)(6), 
(b)(7)( 

   

      

(b)(6) (b)(7)(C), (b)(5) 

      

      

(b)(6), (b)(7)(C) 

Associate Legal Advisor 

Homeland Security Investigations Law Division 

Office of the Principal Legal Advisor 

U.S. Immigration and Customs Enforcement 

202-732 (b)(6),  (office) 
(b)(7)( 

202-494-c) (mobile) 
b)(6), (b)(7)(C) hice.dhs.gov  

*** WARNING *** ATTORNEY/CLIENT PRIVILEGE *** ATTORNEY WORK PRODUCT *** 
This document contains confidential and/or sensitive attorney/client privileged information or attorney work 
product and is not for release, review, retransmission, dissemination or use by anyone other than the intended 
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(b)(5) 

***DRAFT*** 

(b)(6); (b)(7)(C) 
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Chief 

Homeland Security Investigations Law Division 

Office of the Principal Legal Advisor 

U.S. Immigration and Customs Enforcement 

U.S. Department of Homeland Security 

(202) 732(b)(6); -desk 

(305) 970 
(b)(7)(C-

 cell 

b)(6), (b)(7)(C) pdhs.gov  

*** Warning *** Attorney/Client Privilege *** Attorney Work Product *** 
This communication and any attachments may contain confidential and/or sensitive attorney/client 
privileged information or attorney work product and/or law enforcement sensitive information. It is not 
for release, review, retransmission, dissemination, or use by anyone other than the intended recipient. 
Please notify the sender if this email has been misdirected and immediately destroy all originals and 
copies. Furthermore do not print, copy, re-transmit, disseminate, or otherwise use this information. Any 
disclosure of this communication or its attachments must be approved by the Office of the Principal Legal 
Advisor, U.S. Immigration and Customs Enforcement. This document is for INTERNAL GOVERNMENT USE 
ONLY and may be exempt from disclosure under the Freedom of Information Act, 5 USC §§ 552(b)(5), 
(b)(7). 

From: Loiacono, Adam V (b)(6),  (b)(7)(C) pice.dhs.gov> 

Sent: Saturday, February 8, 2020 4:37 PM  

To,  (b)(6), (b)(7)(C) ice.d hs.gov> 

Cc: Davis, Mike Pl(b)(6), (b)(7)(C) ice.dhs.gov>;  Loiacono, Adam V 
(b)(6), (b)(7)(C) Oice.dhs.gov> 

Subject: FW: Venntel and WSJ Article 

(b)(6), 
(b)(7)(C) 

Please start working up a response on Monday. 

Thanks, 

Adam V. Loiacono 
Deputy Principal Legal Advisor for Enforcement and Litigation 
Office of the Principal Legal Advisor 
U.S. Immigration  and Customs Enforcement 
Desk: 202-732-(b)(6); 
1phone: 202-50 (b)(7)(C)  
(b)(6); (b)(7)(C) ice.dhs.gov  

— ATTORNEY/CLIENT PRIVILEGE — ATTORNEY WORK PRODUCT —

 

This communication and any attachments may contain confidential and/or sensitive attorney/client privileged information or attorney work product 
and/or law enforcement sensitive information. It is not for release, review, retransmission, dissemination, or use by anyone other than the intended 

recipient. Please notify the sender if this email has been misdirected and immediately destroy all originals and copies. Furthermore do not print, copy, 
re-transmit, disseminate, or otherwise use this information. Any disclosure of this communication or its attachments must be approved by the Office of 
the Principal Legal Advisor, U.S. Immigration and Customs Enforcement. This document is for INTERNAL GOVERNMENT USE ONLY and may be 

exempt from disclosure under the Freedom of Information Act, 5 U.S.C. §§ 552(b)(5), (b)(7). 
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Chief of Staff 
Office of Acquisition Management (OAQ) 
U.S. Immigration and  Customs  Enforcement 
Desk Phone: 202-73: 
Cell Phone: 202-906 

@ice.dhs.gov 

(b)(6), 
(b)(7)(C) 

(b)(6), (b)(7)(C) 

From: (b)(6), (b)(7)(C) 

 

Sent: 
To: 
Cc: 

13 Feb 2020 15:22:07 +0000 
(b)(6), (b)(7)(C) 

Subject: RE: Geolocation Services Procurement 

Hi 
(b)(6), 
(b)(7)(C) 

The OAQ systems team is looking into this for you. I will be back in touch once I have 
an update. 

Thanks and V/r 

(b)(6), (b)(7)(C) 

From:  b)(6); (b)(7)(C) 14ice.dhs.gov> 
Date: Wednesday, Feb 12, 2020, 1:20 PM 
To:(b)(6); (b)(7)(C) laice.dhs.

f

0v> 
cc:(b)(6); (b)(7)(C) -ajce.dhs.gov> 
Subject: RE: Geolocation Services Procurement 

Hi 
(b)(6), 
(b)(7)(C) 

The below data entries and corresponding contract/agreement identification numbers are not 
coming up in the procurement portal. (b)(5) 

(b)(5) 

Thanks, (b)(6), 
thlaltrl 

  

(b)(6), (b)(7)(C) J.D./Joint M.S. Cybersecurity 
Management and Program Analyst 
Office of Information Governance and Privacy, Privacy Division 
U.S. Immigration  and Customs Enforcement 
Mobile: 401-826-

 

PCN 
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From:  b)(6), (b)(7)(C) Oice.dhs.gov> 
Sent: Wednesday, February 12, 2020 12:58 PM 
To:  (b)(6), (b)(7)(C)  ice.d hs.gov> 
Subject: FW: Geolocation Services Procurement 

Hey (b)(6), 
(b)(7)(C) 

(b)(5) 

(b)(6), (b)(7)(C) 

Associate Legal Advisor 
Homeland Security Investigations Law Division 
Office of the Principal Legal Advisor 
U.S. Immi ration and Customs Enforcement 
202-732 b)(6)' office) 

b)(7)(C 
202-494 mobile) 

ice.dhs :ov 

*** WARNING *** ATTORNEY/CLIENT PRIVILEGE *** ATTORNEY WORK PRODUCT *** 
This document contains confidential and/or sensitive attorney/client privileged information or attorney 
work product and is not for release, review, retransmission, dissemination or use by anyone other than 
the intended recipient. Please notify the sender if this message has been misdirected and immediately 
destroy all originals and copies. Any disclosure of this document must be approved by the Office of the 
Principal Legal Advisor, U.S. Immigration & Customs Enforcement. This document is for INTERNAL 
GOVERNMENT USE ONLY. FOIA exempt under 5 U.S.C. § 552(b)(5). 

From: b)(6), (b)(7)(C) IfW ice .d hs.gov> 
Sent: Wednesday, February 12, 2020  9:39 AM 
To. (b)(6), (b)(7)(C) bice.dhs. ov> 
cc:(b)(6), (b)(7)(C) ice.dhs.gov>; 

   

(b)(6), (b)(7)(C) 

  

     

(b)(6), (b)(7)(C) I@Ice.dhs.gov>; b)(6), (b)(7)(C) 

 

 ice.dhs.gov>; b)(6), (b)(7)(C) 

   

(b)(6), (b)(7)(C) 

    

ice.dhs.gov>4b)(6) (b)(7)(C) 

  

           

(b)(6), (b)(7)(C) (b)(6), (10)(7)(C) Dice.dhs.gov>;  (b)(6), (10)(7)(C) 

2ice.dhs.gov> 

Subject: RE: Geolocation Services Procurement 

 

2ice.dhs.gov>; 

    

(b)(6), 
(b)(7)(C) 

Good morning. I'd like to refer you to our OAQ Chief of Staff, (b)(6), (b)(7)(C) I think he will be 
able to provide you with a better overall response regarding any other possible geolocation-type 
service contracts issued by OAQ. I'm only familiar with HSI and our office. 
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(b)(6), (b)(7)(C) 

(b)(6), (b)(7)(C) 

(b)(6), (b)(7)(C) 

laice.dhs.gov>; 

 ice.dhs.gov>;  (b)(6), (b)(7)(C) 

Dice.dhs.gov>; b)(6), (b)(7)(C) 

ice.dhs.gov>; 1(b)(6) (b)(7)(C) 

ice.dhs.gov> 

(b)(6), (b)(7)(C) 

(b)(6), (b)(7)(C), (b)(5) 

 

Feel free to contact me if you would like to discuss further. 

   

 

Thanks, 

       

(b)(6) (b)(7)(C) 

     

 

Investigations & Operations Support Dallas (IOSD) 
Section Chief I Contracting Officer (HSI-West) 
DHS I  ICE I Office of Acquisition Management (OAQ) 
Phone: 214-905/W(6); (b)(7)(C)  

EmaiI: b)(6); (b)(7)(C) pice.dhs.gov  

   

           

 

From:  (b)(6), (b)(7)(C) ice.dhs.gov> 
Sent: Wednesday, February 12, 2020 7:16 AM 
To:  (b)(6), (b)(7)(C) Pice.dhs.gov> 
Cc: (b)(6), (b)(7)(C) IPice.dhs.gov>; 

   

 

(b)(6), (b)(7)(C) 

  

           

Subject: RE: Geolocation Services Procurement 

Hi 
(b)(6), 
(b)(7)(C) 

(b)(6), (b)(7)(C), (b)(5) 
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(b)(6); Thanks, 

J.D./Joint M.S. Cybersecurity 

Management and Program Analyst 

Office of Information Governance and Privacy, Privacy Division 

U.S. Immigration 

v.-

 

Ct  stoms Enforcement 

Mobile: 401-826-0jic 

PON . (b)(6)' '01(71(C)  

From:  (b)(6) (b)(7)(C) @ice.dhs.gov> 

Sent: Tuesday, February 11, 2020 4:18 PM 

TOOD)(6), (b)(7)(C) hice.dhs.gov>;  Holz, Jordan 

@ice.dhs.gov> 

Subject: Geolocation Services Procurement 

(b)(6) (b)(7)(C) 

IFR; (b)(7)(C) 

(b)(6); (b)(7)(C) ice.dhs.gov>; 

Good Afternoon Privacy folks, 

(b)(5) 

Would appreciate your assistance! 

Thank you, 

(b)(6); 

(b)(6) (b)(7)(C) 

Associate Legal Advisor 

Homeland Security Investigations Law Division 

Office of the Principal Legal Advisor 

U.S. Immi:ration and Customs Enforcement 

202-732 (b)(6)  (office) 
(b)(7)(C 

202-494) (mobile) 

ice.dhs :ov 

*** WARNING *** ATTORNEY/CLIENT PRIVILEGE *** ATTORNEY WORK PRODUCT *** 
This document contains confidential and/or sensitive attorney/client privileged information or attorney 
work product and is not for release, review, retransmission, dissemination or use by anyone other than 
the intended recipient. Please notify the sender if this message has been misdirected and immediately 

2021-1C11-00013 2320 

b)(6), (b)(7)(C) 



destroy all originals and copies. Any disclosure of this document must be approved by the Office of the 

Principal Legal Advisor, U.S. Immigration & Customs Enforcement. This document is for INTERNAL 

GOVERNMENT USE ONLY. FOIA exempt under 5 U.S.C. § 552(b)(5). 
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Withheld pursuant to exemption 

(b)(5) 

of the Freedom of Information and Privacy Act 



J.D./Joint M.S. Cybersecurity 
Management and Program Analyst 
Office of Information Governance and Privacy, Privacy Division 

U.S. Immigration and Customs Enforcement 
Desk: 202-732 

Mobile: 401-8; 

PCN: 

(b)(6), (b)(7)(C) 

(b)(6), 
(b)(7)(C) 

(b)(6), 
(b)(7)(C) 

From: 
Sent: 
To: 

(b)(6), (b)(7)(C) 

   

 

13 Mar 2020 13:00:04 +0000 

 

 

(b)(6), (b)(7)(C) 

  

    

Subject: FW: **DUE TOMORROW AT 9AM**FW: Review and Comment (b)(7)(E) U.S. 

Senator Edward Markey writes AS1 re: DHS / ICE Purchase and Use of Data and Software that Tracks 

Location for Immigration Enforcement Purposes ICATT (b)(7)(E) 

Attachments: Cover Letter - Markey Response.docx, 20-00659-02.20-Geolocation 

Congressional Response - AT esponse_03112020.docx, Letter from Senator Markey to AS1 - 
2.12.2020.pdf 

Importance: High 

Has this tasker made its way to you? I am looking at it now. Let me know if you want to coordinate a 

response. 

Thanks, (b)(6), 
(b)(7)(C) 

From: b)(6), (b)(7)(C) pice.dhs.gov> 

Sent: Friday, March 13, 2020 8:54 AM 
To: (b)(6) (b)(7)(C) @ice.dhs.gov> 

Subject: FW: **DUE TOMORROW AT 9AM**FW: Review and Comment -(0)(7)(E) U.S. Senator 
Edward Markey writes AS1 re: DHS / ICE Purchase and Use of Data and Software that Tracks Location 
for Immigration Enforcement Purposes ICATF g(b)(7)(E) 

Importance: High 

Hi (b)(6), 
(b)(7)(C) 

(b)(5) 

Best, 
(b)(6), 
(b)(7)(C) 
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From  b)(6), (b)(7)(C) Oice.dhs.gov> 

Sent: Thursday, March 12, 2020 10:34 AM 
(b)(7)(C) ice.dhs.gov>;(b)(6), (b)(7)(C) @ice.dhs.gov>; 

b)(6), (b)(7)(C)  ice.dhs.gov>  

Cc: Holz, Jordan 10D)(6), (b)(7)(C) 1@ice.dhs.gov>;  b)(6), (b)(7)(C) ice.dhs.gov> 

Subject: **DUE TOMORROW AT 9AM**FW: Review and Comment XID)(7)(E)  - U.S. Senator Edward 

Markey writes AS1 re: DHS / ICE Purchase and Use of Data and Software that Tracks Location for 

Immigration Enforcement Purposes ICATT (b)(7)(E) 

Importance: High 

Hello: 

Tasking (b)(7)(E) has been received by IGP. Please find a brief of the tasking below. **NOTE: PLEASE 
CONFIRM RECEIPT AND SPECIFY WHO WILL BE TAKING THE LEAD ON THIS TASKER.**  

Folder: CL-20-00659 

Received Date: 3/12/2020 

Due Date: Friday 3/13/2020 9:00 AM 

Clearance Level: Standard 

IGP Assignees: Privacy 

Tasking Description: U.S. Senator Edward Markey writes AS1 re: DHS / ICE Purchase and 

Use of Data and Software that Tracks Location for Immigration 

Enforcement Purposes 

Tasking Request: IGP: 

Please review the following documents and provide edits / inputs / 

comments via track changes. 

Please note deferrals to IGP in the enclosure document. 

Documents for review / input: 

• Cover Letter — 101327 - Cover Letter - Markey 

Response.docx 

• Enclosure — 102054 -(b)(7)(E) )2.20-Geolocation 

Congressional Response - ATD ILD.Lresponse_03112020.docx 

Incoming Correspondence for reference: 

• 99616 - Letter from Senator Markey to AS1 - 2.12.2020.pdf 

Previous Assignees: ERO Corr, HSI, OAQ 

Current ICE Assignees: IGP 

Additional Information: N/A 
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(b)(7)(E) 

 

'Access Files: 

 

Assigned To IGP 

 

1 

   

Best, 

l(b)(6), (b)(7)(C) 

Desk: 202-732 _,))1(6)',-, 
V.

b)(6), (b)(7)(C) ;ic \e.dhs.gov 

From: ICATT.Alert (b)(7)(E) Dice.dhs.gov> 

Sent: Thursday, March 12, 2020 10:09 AM 

To: #ICEIGPTaskings(b)(7)(E) ice.dhs.gov> 

Subject: Review and Comment 1(b)(7)(E)  - U.S. Senator Edward Markey writes AS1 re: DHS / ICE 

Purchase and Use of Data and Software that Tracks Location for Immigration Enforcement Purposes 

I CATT 4b)(7)(E) 

Hello IGP, 

A Clearance has been assigned to you. Please accept in 1 day 

Clearance Name: (b)(7)(E) Assigned To IGP  

Due Date: 03/13/2020 10:30 AM Eastern 

Instructions: 

IGP: 

Please review the following documents and provide edits / inputs / 
comments via track changes. 

Please note deferrals to IGP in the enclosure document. 

Documents for review / input: 

• Cover Letter - 101327 - Cover Letter - Markey Response.docx 
• Enclosure - 102054 - 02.20-Geolocation 
Congressional Response - ATD esponse_03112020.docx 

Incoming Correspondence for reference: 

• 99616 - Letter from Senator Markey to AS1 - 2.12.2020.pdf 

Due: 
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NLT 10:30 AM - 3/13/2020 

Thank you. 

Best, 

(b)(6), (b)(7)(C) 

Correspondence Analyst 
Office of the Executive Secretariat 
Office of the Director 
U.S. Immigration and Customs Enforcement 
202.732.(OM (o) (b)(7)(C) 
202.281.  (c) 

1(b)(7)(E) ,Oice.dhs.gov 

Thank you. 
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From: 
Sent: 
To: 
Cc: 
Subject: 
Attachments: 

(b)(6), (b)(7)(C) 

  

 

13 Feb 2020 20:52:19 +0000 

 

 

(b)(6), (b)(7)(C) 

 

 

RE: Geolocation Services Procurement 

Copy of Venntel and Babel search.xls 

Hi (b)(6), 
(b)(7)(C) 

All contracts for Venntel (1st  tab) and Babel (2nd  tab) appear to be HSI Intel except two of them which 

the Originating Office is different. They all are OAQIOSD contracts so maybe Mr. (.1  :an check with 
HSI to clarify on those two. 

V/r 

(b)(6), (b)(7)(C) 

Chief of Staff 

Office of Acquisition Management (OAQ) 

U.S. Immigration and Customs Enforcement 

Desk Phone: 202-73 

Cell Phone: 202-906-

 

Email: (b)(6), (b)(7)(C) ice.d hs.gov 

From:(b)(6), (b)(7)(C) Wice.dhs.gov> 

Sent: Wednesday, February 12, 2020 1:20 PM 

To:  (b)(6), (b)(7)(C) Sice.dhs.gov> 

Cc: (b)(6), (b)(7)(C) ice.dhs.gov> 

Subject: RE: Geolocation Services Procurement 

Hi 
(b)(6), 
(b)(7)(C) 

The below data entries and corresponding contract/agreement identification numbers are not coming 

up in the procurement portal. (b)(5) 

b)(6), 
(b)(7)(C) 

(b)(5) 

Thanks, 
(b)(6), 
(b)(7)(C) 

(b)(6), (b)(7)(C) J.D./Joint M.S. Cybersecurity 
Management and Program Analyst 

Office of Information Governance and Privacy, Privacy Division 

U.S. Immigration  and Customs Enforcement 

Mobile: 401-826 

PCN: (b)(6), 
(b)(7)(C) 

(b)(7)(C) 
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202-732 
202-494 

(office) 
(mobile) 

(b)(6), 
(b)(7)( 
C) 

From: (b)(6), (b)(7)(C) @ice.dhs.gov> 
Sent: Wednesday, February 12, 2020 12:58 PM 
To:  (b)(6), (b)(7)(C) I@ ice.dhs.gov> 
Subject: FW: Geolocation Services Procurement 

Hey (b)(6), 
(b)(7)(C) 

(b)(5) 

(b)(6) (b)(7)(C) 

Associate Legal Advisor 
Homeland Security Investigations Law Division 
Office of the Principal Legal Advisor 
U.S. Immigration and Customs Enforcement 

(b)(6), (b)(7)(C) @ice.dhs.gov 

*** WARNING *** ATTORNEY/CLIENT PRIVILEGE *** ATTORNEY WORK PRODUCT *** 
This document contains confidential and/or sensitive attorney/client privileged information or attorney work 
product and is not for release, review, retransmission, dissemination or use by anyone other than the intended 
recipient. Please notify the sender if this message has been misdirected and immediately destroy all originals and 
copies. Any disclosure of this document must be approved by the Office of the Principal Legal Advisor, U.S. 
Immigration & Customs Enforcement. This document is for INTERNAL GOVERNMENT USE ONLY. FOIA exempt 
under 5 U.S.C. § 552(b)(5). 

From:  (b)(6), (b)(7)(C) @ice.dhs.gov> 
Sent: Wednesday, February 12, 2020  9:39 AM 
To: (b)(6), (b)(7)(C) ice.dhs.gov> 

ice.dhs.gov>; Cc: (b)(6), (b)(7)(C) (b)(6) (b)(7)(C) 

1(b)(6), (b)(7)(C) bice.dhs.gov>; M(6), (b)(7)(C) Wice.dhs.gov>; 1(b)(6) (b)(7)(C) 

(b)(6), (b)(7)(C) ice.dhs.gov>; (b)(6), (b)(7)(C) pice.dhs.gov>; (b)(6), (b)(7)(C) 

(b)(6), (b)(7)(C) pice.dhs.gov>;  (b)(6), (b)(7)(C) Dice.dhs.gov> 

 

Subject: RE: Geolocation Services Procurement 

(b)(6), 
(b)(71(C) 

Good morning. I'd like to refer you to our OAQ Chief of Staff, (b)(6), (b)(7)(C)  I think he will be able to 
provide you with a better overall response regarding any other possible geolocation-type service 
contracts issued by OAQ. I'm only familiar with HSI and our office. 

(b)(5) 
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(b)(5) 

Feel free to contact me if you would like to discuss further. 

Thanks, 
(b)(6), (b)(7)(C) 

Investigations & Operations Support Dallas (IOSD) 
Section Chief I Contracting Officer (HSI-West) 
DHS I ICE I Office of Acquisition Management (OAQ) 
Phone: 214-905-1(b)(6), (b)(7)(C) 

Emaill(b)(6), (b)(7)(C) ice.dhs.gov  

From:0)(6), (b)(7)(C) ice.d hs.gov> 
Sent: Wednesday, February 12, 2020 7:16 AM 
To:  b)(6), (b)(7)(C) hice.dhs.gov> 
Cc: (b)(6), (b)(7)(C) ice.dhs. OV>; (b)(6), (b)(7)(C) 

(b)(6), (b)(7)(C) ice.dhs.gov>; (b)(6), (b)(7)(C) ,1ice.dhs.gov>110)(6); _  
(b)(6), (b)(7)(C) 

 

(b)(6), (b)(7)(C) 

(b)(6), (b)(7)(C) @iCe.dhS.gov>;  b)(6), (b)(7)(C) OV> 

    

Subject: RE: Geolocation Services Procurement 

Hi (b)(6), 
(b)(7)(C) 

(b)(6), (b)(7)(C), (b)(5) 

Thanks, (b)(6), 
(b)(7)(C) 

2021-1CLI-00013 2333 



(b)(6), (b)(7)(C) J.D./Joint M.S. Cybersecurity 

Management and Program Analyst 

Office of Information Governance and Privacy, Privacy Division 

U.S. Immigration  and Customs Enforcement 

Mobile: 401-826 

PCN: (b)(6), 
(b)(7)(C) 

(b)(6), 
(b)(7)(C) 

From: (0(6), (b)(7)(C) I@ ice.dhs.gov> 

Sent: Tuesday, February 11, 2020 4:18 PM 

To: 1(0(6), (b)(7)(C) Pice.dhs.gov>; Holz, Jordan 
(b)(6), (b)(7)(C)  ice.dhs.gov> 

Subject: Geolocation Services Procurement 

   

(b)(6), 
(b)(71(C) 

(b)(6); (b)(7)(C) 'Wice.dhs.gov>; 

   

Good Afternoon Privacy folks, 

(b)(5) 

Would appreciate your assistance! 

Thank you, 

(b)(6), 
(b)(7)(C) 

(b)(6), (b)(7)(C) 

Associate Legal Advisor 

Homeland Security Investigations Law Division 

Office of the Principal Legal Advisor 

U.S. Immigration and Customs Enforcement 

202-732"4 C  (office) 
(b)(7)( 

202-494) (mobile) 

Dice.dhs.gov  

*** WARNING *** ATTORNEY/CLIENT PRIVILEGE *** ATTORNEY WORK PRODUCT *** 
This document contains confidential and/or sensitive attorney/client privileged information or attorney work 
product and is not for release, review, retransmission, dissemination or use by anyone other than the intended 
recipient. Please notify the sender if this message has been misdirected and immediately destroy all originals and 
copies. Any disclosure of this document must be approved by the Office of the Principal Legal Advisor, U.S. 

2021-1CLI-00013 2334 

b)(6), (b)(7)(C) 



Immigration & Customs Enforcement. This document is for INTERNAL GOVERNMENT USE ONLY. FOIA exempt 

under 5 U.S.C. § 552(b)(5). 
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(b)(5) 
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From: 

  

(b)(6), (b)(7)(C) 

Sent: 

To: 

Subject: 

25 Feb 2020 15:16:49 +0000 
(b)(6), (b)(7)(C) 

 

RE: PLAnet Task Assigned 

Okay. I have a 2PM call. I'll put something on the calendar for 2:30 just in case the team meeting goes 

the full hour. 

(b)(6) (b)(7)(C) 

Associate Legal Advisor 

Homeland Security Investigations Law Division 

Office of the Principal Legal Advisor 

U.S. Immi ration and Customs Enforcement 

202-732 office) 

202-494 mobile) 

ice.dhs. ov 

*** WARNING *** ATTORNEY/CLIENT PRIVILEGE *** ATTORNEY WORK PRODUCT *** 
This document contains confidential and/or sensitive attorney/client privileged information or attorney work 

product and is not for release, review, retransmission, dissemination or use by anyone other than the intended 

recipient. Please notify the sender if this message has been misdirected and immediately destroy all originals and 

copies. Any disclosure of this document must be approved by the Office of the Principal Legal Advisor, U.S. 

Immigration & Customs Enforcement. This document is for INTERNAL GOVERNMENT USE ONLY. FOIA exempt 

under 5 U.S.C. §552(b)(5). 

From: (b)(6), (0(7)(C) I@ ice.dhs.gov> 

Sent: Tuesday, February 25, 2020 9:51 AM 
To:  (b)(6), (b)(7)(C)  ice.dhs.gov>; (b)(6), (b)(7)(C) 

Subject: RE: PLAnet Task Assigned 

Sure (b)(6)  told me this might be coming. Let's touch base after the team meeting. 

(b)(6), (b)(7)(C) 

Chief 

Homeland Security Investigations Law Division 

Office of the Principal Legal Advisor 

U.S. Immigration and Customs Enforcement 
U.S. Department of Homeland Security 

(202) 732 b)(6)' desk b)(7)(C 
(305) 970 cell 

dhs.:ov 

*** Warning *** Attorney/Client Privilege *** Attorney Work Product *** 

1@ice.dhs.gov> 

b)(6), (b)(7)(C) 
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This communication and any attachments may contain confidential and/or sensitive attorney/client privileged 

information or attorney work product and/or law enforcement sensitive information. It is not for release, review, 

retransmission, dissemination, or use by anyone other than the intended recipient. Please notify the sender if this 

email has been misdirected and immediately destroy all originals and copies. Furthermore do not print, copy, re-

transmit, disseminate, or otherwise use this information. Any disclosure of this communication or its attachments 

must be approved by the Office of the Principal Legal Advisor, U.S. Immigration and Customs Enforcement. This 

document is for INTERNAL GOVERNMENT USE ONLY and may be exempt from disclosure under the Freedom of 

Information Act, 5 USC §§ 552(b)(5), (b)(7). 

From:PDX6), (b)(7)(c) 1@ice.dhs.gov> 

Sent: Tuesday, February 25, 2020 9:46 AM 

  

     

1@ice.dhs.gov> To: (b)(6), (b)(7)(C) @iCe.dhS.gov>; b)(6), (b)(7)(C) 

Subject: FW: PLAnet Task Assigned 

    

(b)(6), (b)(7)(C) 

     

Please be advised of the tasking below. Can we discuss at some point today? 

(b)(6), (b)(7)(C) 

Associate Legal Advisor 

Homeland Security Investigations Law Division 

Office of the Principal Legal Advisor 

U.S. Immigration and Customs Enforcement 

202-732 

202-494 

(b)(6), 
(b)(7)(C 

office) 

'mobile) 
(b)(6), (b)(7)(C) p ice.dhs.gov 

 

*** WARNING *** ATTORNEY/CLIENT PRIVILEGE *** ATTORNEY WORK PRODUCT *** 
This document contains confidential and/or sensitive attorney/client privileged information or attorney work 

product and is not for release, review, retransmission, dissemination or use by anyone other than the intended 

recipient. Please notify the sender if this message has been misdirected and immediately destroy all originals and 

copies. Any disclosure of this document must be approved by the Office of the Principal Legal Advisor, U.S. 

Immigration & Customs Enforcement. This document is for INTERNAL GOVERNMENT USE ONLY. FOIA exempt 

under 5 U.S.C. § 552(b)(5). 

From: <ECU >(b)(7)(E)  ice.dhs.gov> 

Sent: Tuesday, February 25, 2020 9:17 AM 

To: b)(6), (b)(7)(C) [@ice.d hs.gov> 

Subject: PLAnet Task Assigned 

You have been assigned a task in the OCMS system to review: 

SES- Get Backs from FY21 Budget Brief 02/14/20 - 02-24-2020 _ (1)(6), (b)(7)(C) located at 
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(b)(7)(E) 

Description: 

BACKGROUND: Below is a follow up question from 
regarding the FY21 budget. HSI deferred to OPLA. 
1. 
INSTRUCTIONS: Please review and provide a legal 
acceptable if appropriate). 
COMPONENTS: OPLA 
OPLA DIVISIONS: HSILD 
ICATT Link: None 

Due Date: 

2/27/2020 3:00 PM  

a recent meeting with the Appropriations Committees 
Please review and respond. 

response in paragraph form (charts are also 

(b)(5) 

Sincerely, 

PLAnet Tasking Team 
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From: 

Sent: 

To: 

Subject: 

(b)(6), (b)(7)(C) 

 

20 Feb 2020 18:55:41 +0000 
(b)(6), (b)(7)(C) 

  

RE: Venntel and WSJ Article 

Thanks. I had not seen Adam's email back either so appreciate the forward! 

(b)(6), (b)(7)(C) 

Associate Legal Advisor 

Homeland Security Investigations Law Division 

Office of the Principal Legal Advisor 

U.S. Immigration and Customs Enforcement 

202-732 

202-494  

(office) 

(mobile) 

(b)(6), 
(b)(7)(C 

(b)(6), (b)(7)(C) @ice.dhs.gov 

*** WARNING *** ATTORNEY/CLIENT PRIVILEGE *** ATTORNEY WORK PRODUCT *** 

This document contains confidential and/or sensitive attorney/client privileged information or attorney work 

product and is not for release, review, retransmission, dissemination or use by anyone other than the intended 

recipient. Please notify the sender if this message has been misdirected and immediately destroy all originals and 

copies. Any disclosure of this document must be approved by the Office of the Principal Legal Advisor, U.S. 

Immigration & Customs Enforcement. This document is for INTERNAL GOVERNMENT USE ONLY. FOIA exempt 

under 5 U.S.C. § 552(b)(5). 

From: (b)(6), (b)(7)(C) ice.d hs.gov> 

Sent: Thursday, February 20, 2020 1:51 PM 
To:  (b)(6), (b)(7)(C) aice.dhs.gov> 

Subject: FW: Venntel and WSJ Article 

(b)(6), (b)(7)(C) 

For your awareness. 

(b)(6), (b)(7)(C) 

Chief 

Homeland Security Investigations Law Division 

Office of the Principal Legal Advisor 

U.S. Immigration and Customs Enforcement 

U.S. Department of Homeland Security 
(202) 73210

)
)
ic

- desk 

(305) 970-) - cell 
(b)(6), (b)(7)(C)  d hs.gov  
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From: 

Sent: 

To: 

Subject: 

Holz, Jordan 

21 Feb 2020 19:00:29 +0000 
(b)(6); (b)(7)(C) 

RE: Geolocation Services Procurement 

Hi (b)(6); (b)(7)(C) 

1 don't have any information that other offices outside of HSI Intel are using this 
technology but I can try to follow up and see if I learn anything to the contrary. The only 
Venntel procurements that have come our way have been from Intel. 

Jordan Holz 

Privacy Officer 

Office of Information Governance and Privacy 

U.S. Immigration and Customs Enforcement 

Desk: 202-732 

Mobile: 202-701. (b)(6); 
(b)(7)(C) 

Main: 202-732 l
b)(6); 
b)(7)(C) 

From:  (b)(6); (b)(7)(C) kice.dhs.gov> 
Sent:  Tuesday, February 11, 20204:18 PM 
To:  b)(6); (b)(7)(C) ice.dhs.Q0 >; Holz, Jordan 

(b)(6); (b)(7)(C)  ice.dhs.gov>;  b)(6); (b)(7)(C) gice.dhs.gov> 
Subject: Geolocation Services Procurement 

Good Afternoon Privacy folks, 

(b)(6); (b)(7)(C) 

Would appreciate your assistance! 

Thank you, 

2021-ICLI-00013 2342 
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(b)(6) (b)(7)(C) 

(b)(6); (b)(7)(C) 

Associate Legal Advisor 

Homeland Security Investigations Law Division 

Office of the Principal Legal Advisor 

U.S. Immigration and Customs Enforcement 

(b)(6); 202-732 (b)(7)(c (office) 

202-494 (mobile) 

b)(6); (b)(7)(C) pice.dhs.gov 

*** WARNING *** ATTORNEY/CLIENT PRIVILEGE *** ATTORNEY WORK PRODUCT *** 
This document contains confidential and/or sensitive attorney/client privileged information or attorney 
work product and is not for release, review, retransmission, dissemination or use by anyone other than the 
intended recipient. Please notify the sender if this message has been misdirected and immediately destroy 
all originals and copies. Any disclosure of this document must be approved by the Office of the Principal 
Legal Advisor, U.S. Immigration & Customs Enforcement. This document is for INTERNAL 
GOVERNMENT USE ONLY. FOIA exempt under 5 U.S.C. § 552(b)(5). 
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Thanks Jordan! 

contracts. (b)(5) 
has come to the rescue and helped me work with OAQ to track down the 

b)(6); 
h11711r1 

From: 

Sent: 

To: 

Subject: 

Attachments:  

(b)(6); (b)(7)(C) 

21 Feb 2020 19:12:55 +0000 

Holz, Jordan; (b)(6) (b)(7)(C) 

RE: Geolocation Services Procurement 

WF1191089 incoming.pdf 

(b)(5) 

(b)(5) 

(b)(6); (b)(7)(C) 

Associate Legal Advisor 

Homeland Security Investigations Law Division 

Office of the Principal Legal Advisor 

U.S. lmmi ration and Customs Enforcement 

202-732 office) 

202-49 mobile) 

ice.dhs. ov 

*** WARNING *** ATTORNEY/CLIENT PRIVILEGE *** ATTORNEY WORK PRODUCT *** 

This document contains confidential and/or sensitive attorney/client privileged information or attorney work 

product and is not for release, review, retransmission, dissemination or use by anyone other than the intended 

recipient. Please notify the sender if this message has been misdirected and immediately destroy all originals and 

copies. Any disclosure of this document must be approved by the Office of the Principal Legal Advisor, U.S. 

Immigration & Customs Enforcement. This document is for INTERNAL GOVERNMENT USE ONLY. FOIA exempt 

under 5 U.S.C. § 552(b)(5). 

From: Holz, Jordan  b)(6); (b)(7)(C) I@ ice.dhs.gov> 

Sent: Friday, February 21, 2020 2:00 PM 
To: (b)(6), (b)(7)(c) 

(b)(6), (b)(7)(C) ice.dhs.gov> (b)(6), (b)(7)(C) @ice.dhs.gov> 

 

ice.dhs.gov>; (10)(6), (b)(7)(C) 

Subject: RE: Geolocation Services Procurement 

Hi (b)(6); 
(b)(7)(C) 

(b)(5) 

2021-1C11-00013 2344 



Jordan Holz 

Privacy Officer 

Office of Information Governance and Privacy 

U.S. Immigration and Customs Enforcement 

Desk: 202-732 

Mobile: 202-7( 

Main: 202-732 

(b)(6), 
(b)(7)(C) 

Fromib)(6), (b)(7)(C) pice.dhs.gov> 

Sent: Tuesday, February 11, 2020 4:18 PM 
To:  b)(6), (b)(7)(C) 1 ice dhs ov>; Holz, Jordan b)(6), (b)(7)(C) ice.dhs.gov>; 
b)(6), (b)(7)(C) I@ ice.dhs.gov> 

Subject: Geolocation Services Procurement 

Good Afternoon Privacy folks, 

(b)(5) 

Would appreciate your assistance! 

Thank you, 

(b)(6), (b)(7)(C) 

orn 

Associate Legal Advisor 

Homeland Security Investigations Law Division 

Office of the Principal Legal Advisor 

U.S. Immigration and Customs Enforcement 

202-732 (WO); : office) 
(b)(7)(C 

202-4941 :mobile) 
(b)(6); (b)(7)(C)  ice .dhs.gov  

*** WARNING *** ATTORNEY/CLIENT PRIVILEGE *** ATTORNEY WORK PRODUCT *** 

This document contains confidential and/or sensitive attorney/client privileged information or attorney work 
product and is not for release, review, retransmission, dissemination or use by anyone other than the intended 
recipient. Please notify the sender if this message has been misdirected and immediately destroy all originals and 
copies. Any disclosure of this document must be approved by the Office of the Principal Legal Advisor, U.S. 

2021-1CLI-00013 2345 



Immigration & Customs Enforcement. This document is for INTERNAL GOVERNMENT USE ONLY. FOIA exempt 

under 5 U.S.C. § 552(b)(5). 
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From: 
Sent: 
To: 
Subject: 

(b)(6), (b)(7)(C) 

 

25 Feb 2020 14:27:50 +0000 

HSILDTaskings 
RE: PLAnet Task Assigned 

Thanks (b)(6), 
(b)(7)( 

yes, it looks like I'm probably the right person to take it. 

(b)(6), (b)(7)(C) 

Associate Legal Advisor 

Homeland Security Investigations Law Division 

Office of the Principal Legal Advisor 

U.S. Immigration and Customs Enforcement 

202-732(b)(6),  (office) 
(b)(7)(C 

202-494) (mobile) 
(b)(6), (b)(7)(C)  ice.dhs.gov  

*** WARNING *** ATTORNEY/CLIENT PRIVILEGE *** ATTORNEY WORK PRODUCT *** 
This document contains confidential and/or sensitive attorney/client privileged information or attorney work 

product and is not for release, review, retransmission, dissemination or use by anyone other than the intended 

recipient. Please notify the sender if this message has been misdirected and immediately destroy all originals and 

copies. Any disclosure of this document must be approved by the Office of the Principal Legal Advisor, U.S. 

Immigration & Customs Enforcement. This document is for INTERNAL GOVERNMENT USE ONLY. FOIA exempt 

under 5 U.S.C. § 552(b)(5). 

From: HSILDTaskings (0)(7)(E) @ice.d hs.gov> 

Sent: Tuesday, February 25, 2020 9:18 AM 

To:  ())(6) (b)(7)(C) aice.dhs.gov> 

Subject: FW: PLAnet Task Assigned 

(b)(6), (b)(7)(C) 

I assigned this b/c of the Ventell angle; do you have time to cover? 

(b)(6), 
(b)(7)(C) 

From: <ECU >(b)(7)(E) JEDice.dhs.gov> 

Sent: Monday, February 24, 2020 5:15 PM 
To: HSILDTaskings (b)(7)(E) ice.dhs.gov> 

Subject: PLAnet Task Assigned 

You have been assigned a PLAnet Task: 

SES- Get Backs from FY21 Budget Brief 02/14/20 - 02-24-2020 

2021-1CLI-00013 2347 



Description: 

BACKGROUND: Below is a follow up question from a recent meeting with the Appropriations 
Committees regarding the FY21 budget. HSI deferred to OPLA. Please review and respond. 

(b)(5) 

INSTRUCTIONS: Please review and provide a legal response in paragraph form (charts are also 
acceptable if appropriate). 
COMPONENTS: OPLA 
OPLA DIVISIONS: HSILD 
ICATT Link: None 

Due Date: 

2/27/2020 3:00 PM 

Link: 

(b)(7)(E) 

Sincerely, 

PLAnet Tasking Team 

1. 

2021-ICLI-00013 2348 



From: 

  

(b)(6), (b)(7)(C) 

Sent: 

To: 

Subject: 

25 Feb 2020 14:50:51 +0000 
(b)(6), (b)(7)(C) 

 

RE: PLAnet Task Assigned 

it
Sure. ): r  old me this might be coming. Let's touch base after the team meeting. 

(b)(6), (b)(7)(C) 

Chief 

Homeland Security Investigations Law Division 

Office of the Principal Legal Advisor 

U.S. Immigration and Customs Enforcement 

U.S. Department of Homeland Security 

(202) 732C)  desk 
(b)(7)( 

(305) 97C - cell 
1(b)(6), (b)(7)(C) Vdhs.gov  

*** Warning *** Attorney/Client Privilege *** Attorney Work Product *** 
This communication and any attachments may contain confidential and/or sensitive attorney/client privileged 
information or attorney work product and/or law enforcement sensitive information. It is not for release, review, 
retransmission, dissemination, or use by anyone other than the intended recipient. Please notify the sender if this 
email has been misdirected and immediately destroy all originals and copies. Furthermore do not print, copy, re-
transmit, disseminate, or otherwise use this information. Any disclosure of this communication or its attachments 
must be approved by the Office of the Principal Legal Advisor, U.S. Immigration and Customs Enforcement. This 
document is for INTERNAL GOVERNMENT USE ONLY and may be exempt from disclosure under the Freedom of 
Information Act, 5 USC §§ 552(b)(5), (b)(7). 

From: (b)(6), (b)(7)(C) pice.dhs.gov> 

  

Sent: Tuesday, February 25, 2020 9:46 AM 

To:  (b)(6), (b)(7)(C) @ ice .d hs.gov>; (b)(6), (b)(7)(C) ice.d h s.gov> 

Subject: FW: PLAnet Task Assigned 

(b)(6), (b)(7)(C) 

Please be advised of the tasking below. Can we discuss at some point today? 

b)(6), (b)(7)(C) 

Associate Legal Advisor 

Homeland Security Investigations Law Division 

Office of the Principal Legal Advisor 

U.S. Immigration and Customs Enforcement 

202-732 office) 
(b)(7)(C 

202-494 mobile) 
b)(6), (b)(7)(C)  ice.dhs.gov  

2021-1CLI-00013 2349 



*** WARNING *** ATTORNEY/CLIENT PRIVILEGE *** ATTORNEY WORK PRODUCT *** 
This document contains confidential and/or sensitive attorney/client privileged information or attorney work 

product and is not for release, review, retransmission, dissemination or use by anyone other than the intended 

recipient. Please notify the sender if this message has been misdirected and immediately destroy all originals and 

copies. Any disclosure of this document must be approved by the Office of the Principal Legal Advisor, U.S. 

Immigration & Customs Enforcement. This document is for INTERNAL GOVERNMENT USE ONLY. FOIA exempt 

under 5 U.S.C. § 552(b)(5). 

From: <ECU >(b)(7)(E) @ice.dhs.gov> 

Sent: Tuesday, February 25, 2020 9:17 AM 
To:  (b)(6), (b)(7)(C)  ice.dhs.gov> 
Subject: PLAnet Task Assigned 

You have been assigned a task in the OCMS system to review: 

SES- Get Backs from FY21 Budget Brief 02/14/20 - 02-24-2020 - (b)(6), (b)(7)(C) ocated at 

(b)(7)(E) 

Description: 

BACKGROUND: Below is a follow up question from 
regarding the FY21 budget. HSI deferred to OPLA. 
1. 
INSTRUCTIONS: Please review and provide a legal 
acceptable if appropriate). 
COMPONENTS: OPLA 
OPLA DIVISIONS: HSILD 
ICATT Link: None 

Due Date: 

2/27/2020 3:00 PM  

a recent meeting with the Appropriations Committees 
Please review and respond. 

response in paragraph form (charts are also 

(b)(5) 

Sincerely, 

PLAnet Tasking Team 

2021-1OLI-00013 2350 



From: 

Sent: 

To: 

Subject: 

Importance: 

Hi (b)(6), (b)(7)(C)  

(b)(6), (b)(7)(C) 

26 Feb 2020 18:56:07 +0000 
(b)(6), (b)(7)(C) 

FW: Tasking: Get Backs from FY21 Budget Brief 02/14/20 
High 

Just an FYI, this question came to us via taskings from a briefing to the Appropriations Committees. I've 
drafted a response below, wanted to give you visibility. 

(b)(5) 

(b)(6), (b)(7)(C) 

Associate Legal Advisor 
Homeland Security Investigations Law Division 
Office of the Principal Legal Advisor 
U.S. Immigration and Customs Enforcement 
202-732 C  (office) 

(b)(7)( 
202-494) (mobile) 

@ice.dhs.gov  

*** WARNING *** ATTORNEY/CLIENT PRIVILEGE *** ATTORNEY WORK PRODUCT *** 

This document contains confidential and/or sensitive attorney/client privileged information or attorney work 

product and is not for release, review, retransmission, dissemination or use by anyone other than the intended 

recipient. Please notify the sender if this message has been misdirected and immediately destroy all originals and 

copies. Any disclosure of this document must be approved by the Office of the Principal Legal Advisor, U.S. 

Immigration & Customs Enforcement. This document is for INTERNAL GOVERNMENT USE ONLY. FOIA exempt 

under 5 U.S.C. § 552(b)(5). 

From : b)(6) (b)(7)(C) I@ ice.dhs.gov> 
Date: Monday, Feb 24, 2020, 4:36 PM 

To: #OPLA CHIEF OF STAFF 1(b)(7)r) ice.dhs.gov>, (WO), (10)(7)(C) 
b)(6), (b)(7)(C) ice.d hs.gov>, b)(6), (b)(7)(C)  ice.dhs.gov>  

(b)(6), (b)(7)(C) •ice.dhs. ov>3b)(6), (b)(7)(C)  

   

   

1@ice.dhs.gov>, (b)(6), (b)(7)(C) 
b)(6), (b)(7)(C) Pice.dhs.gov> 

2021-ICLI-00013 2351 

b)(6), (b)(7)(C) 



Subject: Tasking: Get Backs from FY21 Budget Brief 02/14/20 

Please address the following questions from the Appropriations committees resulting from the FY21 

Budget briefing held on 02/14/20, which was deferred to OPLA by HSI. 

1. (b)(5) 

Responses should be brief, in short paragraph format, charts are acceptable if appropriate. Please 

responds with a Word document by 2:00pm, Friday 28 Feb 20. 

Thank you. 
(b)(6); (b)(7)(C) 

ICE Appropriations Liaison 
Department of Homeland Security 
U.S. Immigration  and Customs Enforcement I Office of the Chief Financial Officer 
b)(6); (b)(7)(C) ice.dhs.gov 
Off: (202) 732 
Cell: (202) 305 

(b)(6); 
(b)(7)(C 
1 

2021 -ICU-00013 2352 



From: 

  

(b)(6), (b)(7)(C) 

Sent: 
To: 
Subject: 

26 Feb 2020 18:44:47 +0000 
(b)(6), (b)(7)(C) 

 

RE: PLAnet Task Assigned 

Yes, this works for me; I'll then respond to the OGC Ventel chain. Thanks! 

(b)(6), (b)(7)(C) 

Chief 

Homeland Security Investigations Law Division 

Office of the Principal Legal Advisor 

U.S. Immigration and Customs Enforcement 

U.S. Department of Homeland Security 

(202) 732 (0(4C  desk 
(b)(7)( 

(305) 970) -cell 
b)(6), (b)(7)(C)  d hs .gov  

*** Warning *** Attorney/Client Privilege *** Attorney Work Product *** 

This communication and any attachments may contain confidential and/or sensitive attorney/client privileged 

information or attorney work product and/or law enforcement sensitive information. It is not for release, review, 

retransmission, dissemination, or use by anyone other than the intended recipient. Please notify the sender if this 

email has been misdirected and immediately destroy all originals and copies. Furthermore do not print, copy, re-

transmit, disseminate, or otherwise use this information. Any disclosure of this communication or its attachments 

must be approved by the Office of the Principal Legal Advisor, U.S. Immigration and Customs Enforcement. This 

document is for INTERNAL GOVERNMENT USE ONLY and may be exempt from disclosure under the Freedom of 

Information Act, 5 USC §§ 552(b)(5), (b)(7). 

From: (b)(6), (b)(7)(C) pice.dhs.gov> 

Sent: Wednesday, February 26, 2020 1:43 PM 
To:  (b)(6), (b)(7)(C)  ice.dhs.gov>; 

Subject: RE: PLAnet Task Assigned 

(b)(6), (b)(7)(C) @ice.dhs.gov> 

(b)(6); (b)(7)(C) (b)(5) 

(b)(6), (b)(7)(C) 

Associate Legal Advisor 

Homeland Security Investigations Law Division 

Office of the Principal Legal Advisor 

U.S. Immi ration and Customs Enforcement 

202-494 (mobile) 

• ice.dhs 

2021-1CLI-00013 2353 

202-732 (office) b)(6) 
b)(7)( 

b)(6), (b)(7)(C) OV 



*** WARNING *** ATTORNEY/CLIENT PRIVILEGE *** ATTORNEY WORK PRODUCT *** 
This document contains confidential and/or sensitive attorney/client privileged information or attorney work 
product and is not for release, review, retransmission, dissemination or use by anyone other than the intended 
recipient. Please notify the sender if this message has been misdirected and immediately destroy all originals and 
copies. Any disclosure of this document must be approved by the Office of the Principal Legal Advisor, U.S. 
Immigration & Customs Enforcement. This document is for INTERNAL GOVERNMENT USE ONLY. FOIA exempt 
under 5 U.S.C. § 552(b)(5). 

From: (b)(6), (b)(7)(C) pice.dhs.gov> 

Sent: Tuesday, February 25, 2020 3:20 PM 
To:1(b)(6), (b)(7)(C) biCe.dhS.g0V>; 
b)(6), (b)(7)(C)  ice.dhs.gov> 

Subject: RE: PLAnet Task Assigned 

 

(b)(6), (b)(7)(C) 

 

Look great to me. 

(b)(6), (b)(7)(C) 

Acting Deputy Chief 

Homeland Security Investigations Law Division 

Office of the Principal Legal Advisor 

U.S. Immigration and Customs Enforcement 

202-732(b)(6), (office) 

2
(b)(7)(C

O2-839) (cell) 

*** Warning *** Attorney/Client Privilege *** Attorney Work Product "* 

This communication and any attachments may contain confidential and/or sensitive attorney/client 

privileged information or attorney work product and/or law enforcement sensitive information. It is not 

for release, review, retransmission, dissemination, or use by anyone other than the intended recipient. 

Please notify the sender if this email has been misdirected and immediately destroy all originals and 

copies. Furthermore do not print, copy, re-transmit, disseminate, or otherwise use this information. 

Any disclosure of this communication or its attachments must be approved by the Office of the Principal 

Legal Advisor, U.S. Immigration and Customs Enforcement. This document is for INTERNAL 

GOVERNMENT USE ONLY and may be exempt from disclosure under the Freedom of Information Act, 5 

USC §§ 552(b)(5), (b)(7). 

From: (b)(6), (b)(7)(C) PiCe.dhS.g0v> 

Sent: Tuesday, February 25, 2020 3:18 PM  

To: (b)(6), (b)(7)(C) @ice.dhs.gov>; IM(6), (b)(7)(C) 

Subject: RE: PLAnet Task Assigned 

Good Afternoon, 

My proposed draft response is attached. 
(b)(5) Thoughts or edits? 

bice.dhs.gov> 

(b)(5) 

2021-1CLI-00013 2354 



b)(6), (b)(7)(C) 

Associate Legal Advisor 

Homeland Security Investigations Law Division 

Office of the Principal Legal Advisor 

U.S. Immigration and Customs Enforcement 

202-732 C  (office) 
(b)(7)( 

202-494) (mobile) 

(b)(6), (b)(7)(C) I@ ice.dhs.gov  

*** WARNING *** ATTORNEY/CLIENT PRIVILEGE *** ATTORNEY WORK PRODUCT *** 
This document contains confidential and/or sensitive attorney/client privileged information or attorney work 

product and is not for release, review, retransmission, dissemination or use by anyone other than the intended 

recipient. Please notify the sender if this message has been misdirected and immediately destroy all originals and 

copies. Any disclosure of this document must be approved by the Office of the Principal Legal Advisor, U.S. 

Immigration & Customs Enforcement. This document is for INTERNAL GOVERNMENT USE ONLY. FOIA exempt 

under 5 U.S.C. §552(b)(5). 

From: (b)(6), (b)(7)(C) 

Sent: Tuesday, February 25, 2020 10:17 AM 

To:  (b)(6), (b)(7)(C) ice.dhs.gov>;1(b)(6), (b)(7)(C) 

Subject: RE: PLAnet Task Assigned 

1@ice.dhs.gov> 

Okay. I have a 2PM call. I'll put something on the calendar for 2:30 just in case the team meeting goes 

the full hour. 

(b)(6), (b)(7)(C) 

Associate Legal Advisor 

Homeland Security Investigations Law Division 

Office of the Principal Legal Advisor 

U.S. Immigration and Customs Enforcement 

202-732 (b)(6),  (office) 
(b)(7)(C 

202-494) (mobile) 
(b)(6), (b)(7)(C) kD ice . d h s.gov  

*** WARNING *** ATTORNEY/CLIENT PRIVILEGE *** ATTORNEY WORK PRODUCT *** 

This document contains confidential and/or sensitive attorney/client privileged information or attorney work 

product and is not for release, review, retransmission, dissemination or use by anyone other than the intended 

recipient. Please notify the sender if this message has been misdirected and immediately destroy all originals and 

copies. Any disclosure of this document must be approved by the Office of the Principal Legal Advisor, U.S. 

Immigration & Customs Enforcement. This document is for INTERNAL GOVERNMENT USE ONLY. FOIA exempt 

under 5 U.S.C. §552(b)(5). 
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(b)(6) (b)(7)(C) Holz, Jordan; 

From: 

Sent: 

To: 

Cc: 

Subject: 

Thanks! 

(b)(6), (b)(7)(C) 

26 Feb 2020 20:25:37 +0000 
(b)(6), (b)(7)(C) 

RE: Tasking: Get Backs from FY21 Budget Brief 02/14/20 

Thanks, (b)(6), 
(b)(7)(C) 

J.D./Joint M.S. Cybersecurity 

Management and Program Analyst 

Office of Information Governance and Privacy, Privacy Division 

U.S. Immigration  and Customs Enforcement 

Mobile: 401-826 b)(6)' b)(7)(C 

From:  W(6),  (10 )(7)(C) 1@ice.dhs.gov> 

Sent: Wednesday, February 26, 2020 1:56 PM 
To: (b)(6), (b)(7)(C) ice.dhs.gov>; b)(6), (b)(7)(C) I@ ice.dhs.gov> 

Subject: FW: Tasking: Get Backs from FY21 Budget Brief 02/14/20 

Importance: High 

Hi (b)(6), (b)(7)(C) 

Just an FYI, this question came to us via taskings from a briefing to the Appropriations Committees. I've 

drafted a response below, wanted to give you visibility. 

(b)(5) 

(b)(6), (b)(7)(C) 

Associate Legal Advisor 

Homeland Security Investigations Law Division 

Office of the Principal Legal Advisor 

U.S. Immigration and Customs Enforcement 

202-732 C) (WO),  office) (b)(7)( 
202-494 mobile) 

2021-1CLI-00013 2356 

(b)(6), (b)(7)(C) 

PCN: (b)(6), 
(b)(7)(C) 



(b)(6), (b)(7)(C) Pice.dhs.gov 

*** WARNING *** ATTORNEY/CLIENT PRIVILEGE *** ATTORNEY WORK PRODUCT *** 
This document contains confidential and/or sensitive attorney/client privileged information or attorney work 

product and is not for release, review, retransmission, dissemination or use by anyone other than the intended 

recipient. Please notify the sender if this message has been misdirected and immediately destroy all originals and 

copies. Any disclosure of this document must be approved by the Office of the Principal Legal Advisor, U.S. 

Immigration & Customs Enforcement. This document is for INTERNAL GOVERNMENT USE ONLY. FOIA exempt 

under 5 U.S.C. § 552(b)(5). 

From:  b)(6); (b)(7)(C) bice.dhs.gov> 

Date: Monday, Feb 24, 2020, 4:36 PM  

To: #OPLA CHIEF OF STAFF (b)(7)(E) hice.dhs.gov>, 

(b)(6); (b)(7)(C) pice.dhs.gov>4b)(6); (b)(7)(C) '@ice.dhs.gov> 

@ice.dhs.gov>0)(6); (b)(7)(C) pice.dhs.gov>, 

1. (b)(5) 

Responses should be brief, in short paragraph format, charts are acceptable if appropriate. Please 

responds with a Word document by 2:00pm, Friday 28 Feb 20. 

Thank you. 
(b)(6), (b)(7)(C) 

ICE Appropriations Liaison 
Department of Homeland Security 
U.S. Immigration  and Customs Enforcement I Office of the Chief Financial Officer 

l(b)(6); (b)(7)(C) ice.dhs.gov 
Off: (202) 732.00); 
Cell: (202) 309(b)(7)(c) 

2021-1CLI-00013 2357 

(b)(6), (b)(7)(C) 

Cc:1(b)(6), (0(7)(C)  

1(b)(6), (b)(7)(C) ice.dhs.gov> 

Subject: Tasking: Get Backs from FY21 Budget Brief 02/14/20 

Please address the following questions from the Appropriations committees resulting from the FY21 

Budget briefing held on 02/14/20, which was deferred to OPLA by HSI. 

(b)(6), (b)(7)(C) 



From: 
Sent: 
To: 
Cc: 
Subject: 

(b)(6) (b)(7)(C) 

  

 

28 Feb 2020 14:47:13 +0000 

 

 

(b)(6) (b)(7)(C) 

  

     

 

FW: Tweet by (b)(6), (b)(7)(C) on Twitter 

      

(b)(6) (b)(7)(C) 

FYI only. More approps questions. 

(b)(6) (b)(7)(C) 

Chief 

Homeland Security Investigations Law Division 

Office of the Principal Legal Advisor 

U.S. Immigration and Customs Enforcement 

U.S. Department of Homeland Security 

(202) 7320)(6),  - desk 
(b)(7)(C 

(305) 970 - cell 
1(b)(6), (b)(7)(C) I dhs.gov  

*** Warning *** Attorney/Client Privilege *** Attorney Work Product *** 

This communication and any attachments may contain confidential and/or sensitive attorney/client privileged 

information or attorney work product and/or law enforcement sensitive information. It is not for release, review, 

retransmission, dissemination, or use by anyone other than the intended recipient. Please notify the sender if this 

email has been misdirected and immediately destroy all originals and copies. Furthermore do not print, copy, re-

transmit, disseminate, or otherwise use this information. Any disclosure of this communication or its attachments 

must be approved by the Office of the Principal Legal Advisor, U.S. Immigration and Customs Enforcement. This 

document is for INTERNAL GOVERNMENT USE ONLY and may be exempt from disclosure under the Freedom of 

Information Act, 5 USC §§ 552(b)(5), (b)(7). 

(b)(6) (b)(7)(C) 

(b)(6) (b)(7)(C) 

(b)(6), (b)(7)(C) 

(b)(6), (b)(7)(C) •@ice.dhs.gov>; 

Subject: RE: Tweet by 

@ice.dhs.gov>; 
(b)(6), (b)(7)(C) 

on Twitter 

From: 
Sent: Friday, February 28, 2020 9:45 AM 

To: b)(6), (b)(7)(C) 

ice.dhs.gov> 

(b)(6), 
(b)(7)(C) 

(b)(5) 

2021-1C11-00013 2358 



(b)(5), (b)(6), (b)(7)(C) 

(b)(6), (b)(7)(C) 

Chief 

Homeland Security Investigations Law Division 

Office of the Principal Legal Advisor 

U.S. Immigration and Customs Enforcement 

U.S. Department  of Homeland Security 

(202) 
732((bb)((76)(,C) 

desk 

(305) 970 cell 
(b)(6), (b)(7)(C)  dhs.gov  

*** Warning *** Attorney/Client Privilege *** Attorney Work Product *** 

This communication and any attachments may contain confidential and/or sensitive attorney/client privileged 

information or attorney work product and/or law enforcement sensitive information. It is not for release, review, 

retransmission, dissemination, or use by anyone other than the intended recipient. Please notify the sender if this 

email has been misdirected and immediately destroy all originals and copies. Furthermore do not print, copy, re-

transmit, disseminate, or otherwise use this information. Any disclosure of this communication or its attachments 

must be approved by the Office of the Principal Legal Advisor, U.S. Immigration and Customs Enforcement. This 

document is for INTERNAL GOVERNMENT USE ONLY and may be exempt from disclosure under the Freedom of 

Information Act, 5 USC §§ 552(b)(5), (b)(7). 

2021-1C11-00013 2359 



Thanks (b)(6), 
b)(7)(C) 

(b)(6) (b)(7)(C) 

Chief of Staff 
Homeland Security Investigations 
Office: (202) 732 
Mobile: (571) 31! 

(b)(6), 
(b)(7)(C) 

<HSICHIEFSOFSTAFF@ice.dhs.gov> 
Subject: RE: Tweet by (b)(6) (b)(7)(C) on Twitter 

From: (b)(6) (b)(7)(C) 

Sent: Friday, February 28, 2020 8:38 AM 
6ice.dhs.gov> 

  
  

j@ice.dhs.gov>; 
(b)(6), (b)(7)(C) 1@ice.dhs.gov>;  b)(6),  (b)(7)(C) bice.dhs.gov> 
Subject: FW: Tweet by Michelle Hackman on Twitter 

(b)(6), (b)(7)(C) 

(b)(5) 

TO b)(6), (b)(7)(C) (b)(6) (b)(7)(C) 

From:(b)(6),  (b)(7)(C) ice.dhs.gov> 
Sent: Thursday, February 27, 2020 5:11 PM  
To: (b)(6), (b)(7)(C) I@ ice.dhs.gov>; (b)(6) (b)(7)(C) 

ice.dhs.gov> 
Cc: (b)(6) (b)(7)(C) ice.dhs.gov>; #HSI CHIEFS OF STAFF 

Good Afternoon, 

SAC Minority had the following tack on questions to this topic- could you please provide a response by 
COB tomorrow if possible? 
j(b)(5) 

2021-ICLI-00013 2360 

(b)(5) 



(b)(5), (b)(6), (b)(7)(C) 

Kindly, 

(b)(6), (b)(7)(C) 

ICE Appropriations Liaison 
Department of Homeland Security 

U.S. Immigration  and Customs Enforcement I Office of the Chief Financial Officer 
1(b)(6);  (b)(7)(C) ice.dhs.gov  1(202) 732 (10)(6); (1))(7)(C) (mobile) 

From: b)(6), (b)(7)(C)   ice.dhs.gov> 
Sent: Monday, February 10, 2020 1:42 PM 
To:  (b)(6); (b)(7)(C) 

Cc: (b)(6) (b)(7)(C) 

 

pice.dhS.g0V>;1(b)(6), (b)(7)(C) i@ice.dhs.gov> 

bice.dhs.gov>; #HSI CHIEFS OF STAFF 

    

(b)(7)(E) eice.dhs.gov> 
Subject: RE: Tweet by (b)(6), (b)(7)(C) on Twitter 

Thanks (b)(6), 
(b)(7)(C) 

 

    

    

From:  (b)(6), (b)(7)(C) @ice.dhs.gov> 
Sent: Monday, February 10, 2020 1:40 PM 
To:1(b)(6), (b)(7)(C) hice.dhs.gov> 
Cc:  (b)(6), (b)(7)(C) i b ce.dhs.gov>; (b)(6), (b)(7)(C)  

(b)(6), (b)(7)(C) [@ice.dhs.gov>;  #HSI CHIEFS OF STAFF b)(7)(E) pice.dhs.gov> 

Subject: RE: Tweet by Michelle Hackman on Twitter 

Yes, prior to Babel Street we had a one year contract with Venntel. 

(b)(6), (b)(7)(C) 

Deputy Assistant Director 
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From: 

Sent: 

To: 

Subject: 

&# 128522; 

(b)(6), (b)(7)(C) 

11 Mar 2020 13:13:16 +0000 
(b)(6), (b)(7)(C) 

on Twitter RE: Tweet by (b)(6), (b)(7)(C) 

(b)(6), (b)(7)(C) 

Associate Legal Advisor 
Homeland Security Investigations Law Division 

Office of the Principal Legal Advisor 

U.S. Immi:ration and Customs Enforcement 

202-732 

202-494 
b)(6), (b)(7)(C) 

*** WARNING *** ATTORNEY/CLIENT PRIVILEGE *** ATTORNEY WORK PRODUCT *** 

This document contains confidential and/or sensitive attorney/client privileged information or attorney work 

product and is not for release, review, retransmission, dissemination or use by anyone other than the intended 

recipient. Please notify the sender if this message has been misdirected and immediately destroy all originals and 

copies. Any disclosure of this document must be approved by the Office of the Principal Legal Advisor, U.S. 

Immigration & Customs Enforcement. This document is for INTERNAL GOVERNMENT USE ONLY. FOIA exempt 

under 5 U.S.C. §552(b)(5). 

Fron4b)(6), (b)(7)(C) pice.dhs.gov> 

Sent: Wednesday, March 11, 2020 9:11 AM 
To:  b)(6), (b)(7)(C) ice.dhs.gov> 

Subject: RE: Tweet by b)(6), (b)(7)(C) on Twitter 

Sorry for the late follow-up on this,(b)(6)
(
, 
C)  Really appreciate the nice feedback on (b)(6), We are (b)(71 ih)(71(C) 

big fans of her as well, but  it is always nice to hear from somebody outside of OPLA Rest assured, my 

answer came largely from (b)(6), paper; I'm not smart enough to have come up with it on my own. (b)(7)(c) 
84#128522; 

b)(6), (b)(7)(C) 

Chief 

Homeland Security Investigations Law Division 
Office of the Principal Legal Advisor 

U.S. Immigration and Customs Enforcement 

U.S. Department of Homeland Security 
(202) 732-(b)(6), desk 

(b)(7)( 
(305) 970-c) cell 
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(b)(6), 
(b)(7)(C 

office) 

mobile) 

ice.dhs OV 



V@ice.dhs.gov>; 

fj Wice.dhs.gov> 
(b)(7)(C) 

Ccl(b)(6), (b)(7)(C) 
(b)(6), (b)(7)(C) '@ice.dhs.gov>;  (b)(6),  (b)(7)(C) 

(b)(6), (b)(7)(C) 

(b)(6), (b)(7)(C) Wice.dhs.gov> 

b)(6); (b)(7)(C) 1@dhs.gov 

*** Warning *** Attorney/Client Privilege *** Attorney Work Product *** 

This communication and any attachments may contain confidential and/or sensitive attorney/client 

privileged information or attorney work product and/or law enforcement sensitive information. It is not 

for release, review, retransmission, dissemination, or use by anyone other than the intended recipient. 

Please notify the sender if this email has been misdirected and immediately destroy all originals and 
copies. Furthermore do not print, copy, re-transmit, disseminate, or otherwise use this information. Any 

disclosure of this communication or its attachments must be approved by the Office of the Principal 

Legal Advisor, U.S. Immigration and Customs Enforcement. This document is for INTERNAL 

GOVERNMENT USE ONLY and may be exempt from disclosure under the Freedom of Information Act, 5 

USC §§ 552(b)(5), (b)(7). 

From: (b)(6),  (b)(7)(C) Zice.dhs.gov> 

Sent: Friday, February 28, 2020 10:30 AM 

To: (b)(6), (b)(7)(C) 1@ice.dhs.gov> 

 

    

Subject: FW: Tweet by (b)(6); (b)(7)(C) on Twitter 

    

(b)(6); (b)(7)(C) 

   

(b)(6); (b)(7)(C); (b)(5) 

2021-1C11-00013 2363 



(b)(5) 

Please let me know if you need anything else from Intel on this. 

Vr 
(b)(6); (b)(7)(C) 

Deputy Assistant Director 

Office of Intelligence & Criminal Analysis 

Homeland Security Investigations 

202-734b)(6)' desk 
b)(7)(C) 

202-276 cell 

n1111C COepi 

From: (b)(6), (b)(7)(C)   ice.dhs.gov> 

Sent: Friday, February 28, 2020 8:38 AM 
TOOD)(6), (0(7)(C) 

(b)(6), (b)(7)(C)  ice.dhs.gov>;(b )( 6 ) (0(7)(c) 

Subject: FW: Tweet by  b)(6), (0 Ion(7)(C) Twitter 

(b)(6) (b)(7)(C) 

Wice.dhs.gov>; (b)(6); (b)(7)(C) 

ice.dhs.gov> 

(b)(6), (b)(7)(C); (b)(5) 
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(b)(7)(E)   ice.dhs.gov> 

Subject: RE: Tweet by D n Twitter (b)(6) (b)(7)(C) 

(b)(5) 

Thanks, (b)(6), 
(b)(7)(C) 

(b)(6) (b)(7)(C) 

Chief of Staff 

Homeland Security Investigations 

Office: (202) 732 

Mobile: (571) 31., 

From: (b)(6),  (b)(7)(C) ice.dhs.gov> 

Sent: Thursday, February 27, 2020 5:11 PM 
To:  (b)(6), (b)(7)(C) 

(b)(6), (b)(7)(C)  ice.dhs.gov> 

b)(7)(C) 

@ice.dhs.gov>; (b)(6); (b)(7)(C) 

Cc: (b)(6), (b)(7)(C) @ice.dhs.gov>; #HSI CHIEFS OF STAFF 

Good Afternoon, 

(b)(6), (b)(7)(C) (b)(5) 
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Kindly, 

(b)(6) (b)(7)(C) 

ICE Appropriations Liaison 
Department of Homeland Security 

U.S. Immigration  and Customs Enforcement I Office of the Chief Financial Officer 

(b)(6), (b)(7)(C) Pice.dhs.gov 1(202) 732  (b)(6) (b)(7)(C) (mobile) 

From: b)(6), (b)(7)(C) [@ice.dhs.gov> 

Sent: Monday, February 10, 2020 1:42 PM 

To: b)(6) (b)(7)(C) Oice.dhs.gov>;  (b)(6) (b)(7)(C) ice.dhs.gov> ,  

Cc:(b)(6) (b)(7)(C) j@ice.dhs.gov>; #HSI CHIEFS OF STAFF , 

 

@ice.dhs.gov> 

Subject: RE: Tweet by (b)(6) (b)(7)(C) on Twitter 

Thanks (b)(6), 
(b)(7)(C) 

From:  b)(6), (b)(7) C) 

Sent: Monday, February 10, 2020 1:40 PM 
To: (b)(6), (b)(7)(C) koice.dhs.gov> 
cc (b)(6),  (b)(7)(C) bice.dhs.gov>; 

(b)(6), (b)(7)(C) ice.dhs.gov>; #HSI CHIEFS OF STAFF (b)(7)(E) 

Subject: RE: Tweet by (b)(6) (b)(7)(C) on Twitter 

Yes, prior to Babel Street we had a one year contract with Venntel. 

(b)(6) (b)(7)(C) 

Deputy Assistant Director 

Office of Intelligence & Criminal Analysis 

Homeland Security Investigations 

202-732 

202-276 

(b)(6), 
(b)(7)(C 

desk 

cell 

nunc coepi 
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(b)(7)(E) 

pice.dhs.gov> 

(b)(6) (b)(7)(C) 

pice.dhs.gov> 



From: 

Sent: 

To: 

Subject: 
track phones 

 

(b)(6), (b)(7)(C) 

 

 

6 Mar 2020 16:03:07 +0000 
(b)(6), (b)(7)(C) 

  

 

RE: Through apps, not warrants, 'Locate X' allows federal law enforcement to 

       

(b)(6), (b)(7)(C) 

Associate Legal Advisor 

Homeland Security Investigations Law Division 

Office of the Principal Legal Advisor 

U.S. Immigration and Customs Enforcement 

202-732 (b)(6),  office) 
(b)(7)(C 

202-494) mobile) 

@ice.dhs.gov 

*** WARNING *** ATTORNEY/CLIENT PRIVILEGE *** ATTORNEY WORK PRODUCT *** 

This document contains confidential and/or sensitive attorney/client privileged information or attorney work 

product and is not for release, review, retransmission, dissemination or use by anyone other than the intended 

recipient. Please notify the sender if this message has been misdirected and immediately destroy all originals and 

copies. Any disclosure of this document must be approved by the Office of the Principal Legal Advisor, U.S. 

Immigration & Customs Enforcement. This document is for INTERNAL GOVERNMENT USE ONLY. FOIA exempt 

under 5 U.S.C. § 552(b)(5). 

From: b)(6), (b)(7)(C)   ice.dhs.gov> 

Sent: Friday, March 6, 2020 9:16 AM 
To:  (b)(6), (b)(7)(C) ice.dhs.gov> 

Subject: FW: Through apps, not warrants, 'Locate X' allows federal law enforcement to track phones 

(b)(6), (b)(7)(C) 

You've probably seen this already, but wanted to be sure... Just can't catch a break. 

Best, 
(b)(6), (b)(7)(C) 

Program Manager 
Systems, Tools, Access, and Requirements 
Homeland Security Investigations - Office of Intelligence 
(202)732 Desk 

, (b)(7)(C) 
(202)823 Cell 

pice.dhs.gov  
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1b)(6); (b)(7)(C) 

(b)(6), (b)(7)(C) 

Thanks (b)(6) — that is the truth! 



Through apps, not warrants, 'Locate X' allows federal law 

enforcement to track phones 
Federal agencies have big contracts with Virginia-based Babel Street. 
Depending on where you've traveled, your movements may be in the 
company's data. 
Charles Levinson  
March 5, 2020 

U.S. law enforcement agencies signed millions of dollars worth of 
contracts with a Virginia company after it rolled out a powerful tool that 
uses data from popular mobile apps to track the movement of people's 
cell phones, according to federal contracting records and six people 
familiar with the software. 
The product, called Locate X and sold by Babel Street, allows 
investigators to draw a digital fence around an address or area, pinpoint 
mobile devices that were within that area, and see where else those 
devices have traveled, going back months, the sources told Protocol. 
They said the tool tracks the location of devices anonymously, using 
data that popular cell phone apps collect to enable features like mapping 
or targeted ads, or simply to sell it on to data brokers. 
Get what matters in tech, in your inbox every morning. Sign up for Source Code.  
Babel Street has kept Locate X a secret, not mentioning it in public-
facing marketing materials and stipulating in federal contracts that even 
the existence of the data is "confidential information." Locate X must be 
"used for internal research purposes only," according to terms of 
use distributed to agencies, and law enforcement authorities are 
forbidden from using the technology as evidence — or mentioning it at 
all — in legal proceedings. 
Federal records show that U.S. Customs and Border Protection 
purchased Locate X, and the Secret Service and U.S. Immigration and 
Customs Enforcement also use the location-tracking technology, 
according to a former Babel Street employee. Numerous other 
government agencies have active contracts with Reston-based Babel 
Street, records show, but publicly available contract information does not 
specify whether other agencies besides CBP bought Locate X or other 
products and services offered by the company. 
None of the federal agencies, including CBP, would confirm whether 
they used the location-tracking software when contacted by Protocol. 
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Babel Street's other products include an analytics tool it has widely 
marketed that sifts through streams of social media to "chart sentiment" 
about topics and brands. 
A former government official familiar with Locate X provided an example 
of how it could be used, referring to the aftermath of a car bombing or 
kidnapping. Investigators could draw what is known as a geo-fence 
around the site, identify mobile devices that were in the vicinity in the 
days before the attack, and see where else those devices had traveled 
in the days, weeks or months leading up to the attack, or where they 
traveled afterward. 
"If you see a device that a month ago was in Saudi Arabia, then you 
know maybe Saudis were involved," this person said. "It's a lead 
generator. You get a data point, and from there you use your other 
resources to figure out if it's valid." 
A former Babel Street employee said the technology was deployed in 
a crackdown on credit card skimming, in which thieves install illegal card 
readers on gas station pumps, capturing customers' card data to use or 
sell online. The Secret Service was the lead agency in those 
investigations, which, according to published reports, led to arrests and 
the seizure of devices. 
A spokesperson for the Secret Service declined to comment on its work 
with Babel Street, saying the agency does not reveal methods used to 
carry out missions. 
While federal records show that CBP purchased Locate X and last year 
upgraded, paying for "premium" licenses, the records neither describe 
what Locate X does nor define the difference between a basic and 
premium license. A CBP spokesperson would not comment in detail 
about the use of the tool, but said the agency follows the law when 
deploying "open-source information." 
Told of Protocol's reporting on Babel Street, Sen. Ron Wyden, a 
Democrat from Oregon who has pushed for tougher privacy legislation, 
questioned whether uses of the technology might violate the Fourth 
Amendment ban on unreasonable searches. 
The Supreme Court, in the landmark case Carpenter v. United States, 
ruled in June 2018 that the government must obtain a search warrant to 
access cell-tower location data for individual phone accounts. The court 
"recognized that the government needs a warrant to get someone's 
location data," Wyden said. "Now the government is using its checkbook 
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to try to get around Carpenter. Americans won't stand for that kind of 
loophole when it comes to our Fourth Amendment rights." 
A spokesperson for Babel Street, Lacy Talton, declined to answer 
specific questions about the company's government sales or its Locate X 
technology, but said the firm handles data carefully to comply with both 
the law and internet terms of service. There is no indication Babel Street 
is doing anything illegal. 

Sen. Ron Wyden said the U.S. Supreme Court has "recognized that the government needs a warrant to 
get someone's location data."Photo: Sarah Silbiger via Getty Images 

"Although data content is freely available without restriction from 
thousands of vendors and suppliers, Babel Street employs a variety of 
measures to ensure appropriate use of the data," Talton said in a 
statement to Protocol. "This is not required by most vendors but stems 
from Babel Street's ethos of proper data compliance. The company 
regularly ensures that the data accessed through its software is in 
compliance with ever-changing global privacy regulations, data use 
rights, and terms of service." 
The details of Babel Street's location-tracking technology and its 
contracts with the federal government have not been reported before. 
Last month, The Wall Street Journal reported that border and 
immigration agents were tracking the location of cell phones, and looking 
for activity in suspicious places near the border, after buying data 
from Venntel Inc. of Herndon, Virginia. 
Venntell is a subsidiary of location-based marketing company Gravy 
Analytics of Dulles, Virginia. Gravy Analytics has provided location data 
to Babel Street, according to former employees of both firms. 
Taken together, the revelations suggest that the sale of personal location 
data from commercial firms to the government is more widespread and 
has been going on longer than previously known. The emergence of the 
technology comes amid growing, broader concern over the tracking of 
people's movements, whether through facial recognition, their license  
plates or the phones in their pockets. 
While consumers enable location-based services on their cell phone 
apps, privacy advocates said people are generally unaware of how far 
their personal information could travel — and in particular that it could be 
piped to law enforcement. 
The sources who spoke to Protocol, who independently described the 
location-tracking technology, were three former Babel Street employees, 
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a former government official with firsthand knowledge of the company's 
products, and two former employees of Gravy Analytics. They requested 
anonymity because the information is sensitive, and some feared 
retribution from employers for speaking to the media. 
A spokesperson for Gravy Analytics declined to comment on the 
company's relationship with Babel Street. She said Venntel is a "wholly 
owned subsidiary of Gravy Analytics that supports public sector 
initiatives." 
She pointed to the company's privacy policy on its Web site: "We take 
consumer privacy seriously and ensure that our data platform remains 
fully transparent and compliant with industry and legal requirements," the 
policy reads. "Gravy ensures that 100% of our data complies with all 
local privacy laws, including required consumer consent and opt-out 
provisions." 
From brand to threat management 
While there is little public information about Locate X, government 
contracting records provide a picture of Babel Street's growth and 
increasing popularity in federal law enforcement circles. The 
company registered Locate X with the U.S. Patent and Trademark Office 
in May 2017, and sales to federal agencies shot up afterward —from 
$64,000 in fresh contracts in 2016 to more than $2.1 million in 2017 to 
nearly $5.3 million in 2018. 
Babel Street's sales spike was fueled in large part by four new 
customers: CBP, which signed $3.2 million in contracts, ICE ($1.1 
million), the State Department's Bureau of Diplomatic Security 
($710,000), and the Secret Service's Criminal Investigations Division 
($313,858), the records show. 
CBP signed a first contract worth $981,000 for "Babel software" in 
September 2017. The Targeting and Analysis Systems Directorate, the 
CBP branch that purchased the software, apparently liked what it 
received. A year later, the agency signed a fresh contract worth $2.2 
million for "Babel software licenses." In March 2019, CBP filed an  
amended contract, worth an extra $130,000, to "upgrade the current 
Babel Street Locate X licensing from basic to premium licenses as well 
as add an additional 10 licenses." 
Asked about its use of Locate X, a CBP spokesperson told Protocol the 
agency uses a "variety of tools" that "may include tools to facilitate 
access to open-source data relevant to its border security mission. All 
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CBP operations in which open-source information may be used are 
undertaken in furtherance of CBP's responsibility to enforce U.S. law at 
the border and in accordance with relevant legal, policy and privacy 
requirements." 
In September 2018, ICE officials signed a one-year, $1.1 million  
contract with Babel Street. The deal included Locate X, according to a 
former Babel Street employee. Last August, ICE signed a fresh five-year 
deal worth up to $6.5 million with Babel Street for "data subscription 
services," records show. 
A spokesperson for ICE said, "We do not discuss specific law 
enforcement tactics or techniques, or discuss the existence or absence 
of specific law-enforcement-sensitive capabilities." She also said, 
referring to cell phone location data, "ICE does not generally use this 
type of information for routine enforcement operations." 
Other agencies with active Babel Street contracts include the 
Department of Justice, the U.S. Marshals Service, the Army, the Coast 
Guard, the Drug Enforcement Administration and the Department of 
Transportation's Office of Intelligence, Security and Emergency 
Response. The contract records are from USAspending.gov, the official 
source for U.S. government spending. 
A spokesperson for the Department of Transportation, which signed a 
yearlong contract with Babel Street last May, said the Office of 
Intelligence, Security and Emergency Response "utilizes Babel Street 
software features depending on the nature of particular incidents." 
Spokespeople for the Army, the Bureau of Diplomatic Security, the DEA 
and the Marshals Service declined to comment on the contracts with 
Babel Street. The Department of Justice and the Coast Guard did not 
respond to requests for comment. 
A spokesperson for a regional DEA office in El Paso, Texas, which 
signed a separate $12,978 contract for a one-year Babel Street software 
license last September, denied that the agency had purchased the 
location-tracking data tool. 
The technology was controversial enough that some agencies, including 
the FBI and the ATF, declined to purchase Locate X after those 
agencies' lawyers nixed it, a former Babel Street employee said. 
A spokesperson for the FBI declined to comment. A spokesperson for 
the ATF, April Langwell, declined to comment on ATF procurement 
decisions. "ATF always works within DOJ guidelines with regard to the 
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investigative techniques that we use and ensure that they are consistent 
with federal law and subject to court approval," Langwell said. 
The former Babel Street employees and the former government official 
said Babel Street was careful about its clients for location data 
technology. For example, they said, it did not sell to commercial clients, 
local law enforcement agencies or foreign governments. 
The software included pop-ups that reminded users it was to be used 
only in the investigation of serious crimes and matters of national 
security, one former employee said. However, after users complained 
that the pop-ups were annoying, the company removed them, the 
employee said. Babel Street did not respond to emailed questions about 
the pop-ups. 
Secrecy to the extreme 
Despite the apparent power of the tool, Protocol could not find a single 
instance in which a federal agency had publicly described using Locate 
X, in an investigation or in any other capacity. And Babel Street appears 
to have taken a number of steps to keep the technology secret. The 
company advertises other products on its website and in press releases, 
but makes no mention of Locate X or the tracking of mobile devices. 
Locate X's terms of use, spelled out in a single document published 
online by the General Services Administration, require government 
clients to agree that the product "will be used for internal research 
purposes only. Locate X data may not be used as the basis for any legal 
process in any country, including as the basis for a warrant or subpoena, 
or any other legal or administrative action." The terms state that Locate 
X data may not be "cited in any court/investigation-related document." 
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2. Locate X Data. EIS. as Reseller to Babel Street, shall provide the Lo-
cate X Data to Customer pursuants to the terms of the applicable Order 
Form. For avoidance of doubt, Locate X Data constitutes a "Data Feed-  as 
defined in the Terms and, as such, shall be subject to the applicable Terms. 
In addition, the following additional terms shall also apply to the Locate X 
Data: 

2.1. The existence and terms and conditions of this Addendum, and the Lo-
cate X Data in its entirety, shall be considered -Confidential Information' 
of Babel Street subject to the Terms. In addition, notwithstanding Section 
9.1 of the Terms, Locate X Data may not be disclosed by Customer to any 
third party (including consultants, advisors, and/or independent contrac-
tors) without the prior written consent of an authorized representative of 
Babel Street; and 

2.2. Any and all Locate X Data, including, but not limited to, results gen-
erated by Customer's use of the Locate ) 3  Data, will be used for internal 
research puiposes only. Locate X Data may not be used as the basis for 
any legal process in any country, including as the basis for a warrant, sub-
poena, or any other legal or administrative action (nor may the Locate X 
Data be cited in any court/investigation-related document). 

Terms of use for Babel Street's Locate X product state that the data "may not be used as the basis for 
any ?eclat orocess "Illustration.  615 Productions 

Protocol shared the terms of use in the Locate X contract with Nathan 
Wessler, a lawyer with the ACLU's Speech, Privacy, and Technology 
Project who argued the Carpenter v. United States case before the 
Supreme Court. He called the secrecy provisions "tremendously 
disturbing," raising the possibility that a criminal defendant might not 
know the tool had factored into a case — and therefore wouldn't be able 
to challenge its legality. 
"These secrecy provisions prevent the courts from providing oversight," 
Wessler said. "That is really corrosive to our system of checks and 
balances." 
In the past, Wessler noted, courts have been critical of nondisclosure 
agreements with law enforcement that are designed to protect sensitive 
surveillance technologies, notably in cases involving devices that mimic 
cell towers in order to capture phone information, often referred to by the 
brand name Sting Rays. 
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Scores of U.S. law enforcement agencies deployed the devices for years 
in secret without judicial scrutiny or public transparency. When use of the 
technology began to be exposed in criminal trials, the courts did not take 
a favorable view of the secrecy agreements. One of the more pointed 
opinions came in a 2016 ruling by a Maryland state appeals court judge, 
involving Baltimore police and an attempted murder suspect. 
The use of a nondisclosure agreement to protect the technology is 
"inimical to the constitutional principles we revere," Judge Andrea M.  
Leahy wrote for the three-member court panel. 
In 2015, both the Department of Justice and Homeland Security updated 
their policies to require law enforcement to disclose the use of cell site 
simulator technologies to the courts when used as part of an 
investigation. "In all circumstances, candor to the court is of paramount 
importance," the Homeland Security policy reads. "Applications for the 
use of a cell site simulator must include sufficient information to ensure 
that the courts are aware that the technology may be used." 
The limits of anonymity 
One of the former Babel Street employees who spoke to Protocol cited 
another example of how Locate X could be used to protect U.S. national 
security. Investigators, this person said, could identify mobile devices 
carried near popular border crossing points into the U.S. and pull up the 
historical location data for those devices, viewing where they've been in 
the preceding months. 
"If you are thinking about attack planning, and you know these devices 
were just at a Hezbollah or ISIS training camp, and now they're sitting in 
Juarez, maybe that matters," the former employee said. 
Still, privacy experts told of Protocol's reporting on Locate X asserted 
that law enforcement officials' practice of buying data they would 
otherwise need a warrant to access amounts to a form of data 
laundering. 
"That consumers can have data being collected that tracks their location, 
and the government, instead of getting a warrant, which they would 
normally need to do, can just go to a private company and buy it directly, 
that's hugely concerning," said Serge Egelman, a computer science 
professor at UC Berkeley who works on privacy issues. 
In the Supreme Court's Carpenter v. United States case, the court  
held that investigators violated the Fourth Amendment by obtaining cell 
tower records without a warrant that placed a robbery suspect near the 
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crimes. Chief Justice John Roberts wrote, in the majority opinion, that 
authorities in that case had failed "to contend with the seismic shifts in 
digital technology that made possible the tracking of not only Carpenter's 
location but also everyone else's, not for a short period but for years and 
years." 
But whether courts would hold anonymous location data culled from 
mobile apps to the same standard is an open question. 
A spokesperson for Wyden said the senator's aides had a phone call 
with Venntel attorneys on Feb. 20, in response to The Wall Street 
Journal article, to discuss the company's sale of location data to the 
government. A Wyden aide said Venntel's counsel declined to answer 
most questions, would not identify the company's government clients, 
and would not reveal the source of the data. 
Babel Street's sale of location data to the government could also raise 
potential liability issues for app developers under the Stored 
Communications Act, said Wessler, the ACLU lawyer. The 1986 law 
prohibits providers of computing services or electronic communication to 
the public from knowingly divulging customer information to any 
government entity. 
"The question for the app companies themselves is whether, now that 
they know that Babel Street is taking their customers' location data and 
providing it to law enforcement, are those companies themselves now 
liable under the Stored Communications Act," Wessler said. 
Location data culled from mobile apps is said to be anonym ized, with 
each device masked behind a nameless ID number. But experts say 
data can be traced back to individual users, based on their particular 
movements. 
The New York Times reviewed a database of location data 
and reported in December 2018 that it was able to identify a woman as 
she traveled to her dermatologist's office, hiked with her dog and stayed 
over at her ex-boyfriend's home. Babel Street did not respond to an 
emailed question about whether Locate X data can be de-anonymized. 
Big sales, big hires 
Babel Street was founded in 2009 as Agincourt Solutions by former U.S. 
Navy Officer Jeff Chapman, and became Babel Street in 2014. On its 
website and in marketing materials, it describes itself as "the world's 
data-to-knowledge company," focusing on a service that analyzes 
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streams of social media activity in multiple languages, often for brand 
management and sometimes linked to locations such as sports arenas. 
Early on, the promise of gleaning meaningful intelligence from Twitter 
feeds and other social media applications drew clients to Babel Street, 
according to government records, published reports and the former 
employees. The NFL has used Babel Street's analytics software. So, 
too, have at least 10 local law enforcement agencies around the country, 
according to the Brennan Center for Justice at New York University Law 
School. 
Motherboard and The Washington Post wrote about the company's 
social media analytics software in 2017, noting heavy interest from 
police agencies overseeing major events like Super Bowls. On the 
government side, the FBI and the Army were among Babel Street's early 
customers. Michael Flynn, who served briefly as President Trump's 
national security adviser and later pleaded guilty to lying to the FBI, was 
once an adviser to the firm, according to Flynn's financial disclosure  
forms. 
Just before the rollout of Locate X, the company hired a veteran 
Department of Justice privacy lawyer, Jill Maze, to be the company's 
chief privacy officer, according to former employees and Maze's Linked In 
account. 
Subsequent hires suggest the company viewed location data as a 
growth area. In February 2019, Babel Street hired retired Maj. Gen. Mark 
Quantock, a former director of intelligence for U.S. Central Command, 
which includes the Middle East and Central Asia, and the former director 
of operations for the National Geospatial Intelligence Agency, essentially 
the government's headquarters for location data intelligence. 
Three months later, the company hired a 20-year Pentagon 
veteran, Dave Dillow, who since 2003 has worked with special 
operations forces focused on integrating "publicly available information," 
or PAI, into the intelligence pipeline for those forces. Commercial 
location data is one type of PAI. 
Get in touch with us: Share information securely with Protocol via encrypted 
Signal or WhatsApp message, at 415-214-4715 or through our anonymous  
SecureDrop. 
The data used by Babel Street, said the former employees of Babel 
Street and Gravy Analytics, comes largely from third-party data 
aggregators who broker deals with mobile app developers, offering 
revenue in return and sometimes detailed analysis about how users are 
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engaging with the app. Data aggregators who spoke to Protocol said 
they enable services like mapping and marketing, and comply with 
privacy regulations, which include requiring all app users to give their 
consent to sharing their data. 
Privacy advocates say such consumer opt-ins are often buried in small 
print or otherwise clouded in vague or bureaucratic language, and that 
users have little visibility into how their data is used. 
"That's the fundamental problem," said Egelman, the UC Berkeley 
professor. "The trafficking in this data is totally opaque to everyone who 
isn't a party to these transactions." 
Charles Levinson  
Charles Levinson (@levinsonc) is a senior reporter at Protocol. Previously, he worked on 
investigative projects at Reuters, where he won awards for his reporting on Guantanamo Bay and 
skullduggery on Wall Street. Before that, he spent 12 years as a foreign correspondent in the Middle 
East for The Wall Street Journal. He covered the U.S. occupation of Iraq and that country's sectarian 
civil war, the Arab Spring uprisings in Tunisia, Egypt, Libya, Bahrain, and Syria, and Israel's wars in 
Lebanon and Gaza. He has reported from over 20 countries. He lives outside New York City. 
https://www.protocol.com/government-buying-location-data  
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Through apps, not warrants, 'Locate X' allows federal law enforcement to track 

FYI. I will also share with CBP. 

Through apps, not warrants, 'Locate X' allows federal law 

enforcement to track phones 
Federal agencies have big contracts with Virginia-based Babel Street. 
Depending on where you've traveled, your movements may be in the 
company's data. 
Charles Levinson  
March 5, 2020 

U.S. law enforcement agencies signed millions of dollars worth of 
contracts with a Virginia company after it rolled out a powerful tool that 
uses data from popular mobile apps to track the movement of people's 
cell phones, according to federal contracting records and six people 
familiar with the software. 
The product, called Locate X and sold by Babel Street, allows 
investigators to draw a digital fence around an address or area, pinpoint 
mobile devices that were within that area, and see where else those 
devices have traveled, going back months, the sources told Protocol. 
They said the tool tracks the location of devices anonymously, using 
data that popular cell phone apps collect to enable features like mapping 
or targeted ads, or simply to sell it on to data brokers. 
Get what matters in tech, in your inbox every morning. Sign up for Source Code.  
Babel Street has kept Locate X a secret, not mentioning it in public-
facing marketing materials and stipulating in federal contracts that even 
the existence of the data is "confidential information." Locate X must be 
"used for internal research purposes only," according to terms of 
use distributed to agencies, and law enforcement authorities are 
forbidden from using the technology as evidence — or mentioning it at 
all — in legal proceedings. 
Federal records show that U.S. Customs and Border Protection 
purchased Locate X, and the Secret Service and U.S. Immigration and 
Customs Enforcement also use the location-tracking technology, 
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according to a former Babel Street employee. Numerous other 
government agencies have active contracts with Reston-based Babel 
Street, records show, but publicly available contract information does not 
specify whether other agencies besides CBP bought Locate X or other 
products and services offered by the company. 
None of the federal agencies, including CBP, would confirm whether 
they used the location-tracking software when contacted by Protocol. 
Babel Street's other products include an analytics tool it has widely 
marketed that sifts through streams of social media to "chart sentiment" 
about topics and brands. 
A former government official familiar with Locate X provided an example 
of how it could be used, referring to the aftermath of a car bombing or 
kidnapping. Investigators could draw what is known as a geo-fence 
around the site, identify mobile devices that were in the vicinity in the 
days before the attack, and see where else those devices had traveled 
in the days, weeks or months leading up to the attack, or where they 
traveled afterward. 
"If you see a device that a month ago was in Saudi Arabia, then you 
know maybe Saudis were involved," this person said. "It's a lead 
generator. You get a data point, and from there you use your other 
resources to figure out if it's valid." 
A former Babel Street employee said the technology was deployed in 
a crackdown on credit card skimming, in which thieves install illegal card 
readers on gas station pumps, capturing customers' card data to use or 
sell online. The Secret Service was the lead agency in those 
investigations, which, according to published reports, led to arrests and 
the seizure of devices. 
A spokesperson for the Secret Service declined to comment on its work 
with Babel Street, saying the agency does not reveal methods used to 
carry out missions. 
While federal records show that CBP purchased Locate X and last year 
upgraded, paying for "premium" licenses, the records neither describe 
what Locate X does nor define the difference between a basic and 
premium license. A CBP spokesperson would not comment in detail 
about the use of the tool, but said the agency follows the law when 
deploying "open-source information." 
Told of Protocol's reporting on Babel Street, Sen. Ron Wyden, a 
Democrat from Oregon who has pushed for tougher privacy legislation, 
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questioned whether uses of the technology might violate the Fourth 
Amendment ban on unreasonable searches. 
The Supreme Court, in the landmark case Carpenter v. United States, 
ruled in June 2018 that the government must obtain a search warrant to 
access cell-tower location data for individual phone accounts. The court 
"recognized that the government needs a warrant to get someone's 
location data," Wyden said. "Now the government is using its checkbook 
to try to get around Carpenter. Americans won't stand for that kind of 
loophole when it comes to our Fourth Amendment rights." 
A spokesperson for Babel Street, Lacy Talton, declined to answer 
specific questions about the company's government sales or its Locate X 
technology, but said the firm handles data carefully to comply with both 
the law and internet terms of service. There is no indication Babel Street 
is doing anything illegal. 

Sen. Ron Wyden said the U.S. Supreme Court has "recognized that the government needs a warrant to 
get someone's location data."Photo: Sarah Silbiger via Getty Images 

"Although data content is freely available without restriction from 
thousands of vendors and suppliers, Babel Street employs a variety of 
measures to ensure appropriate use of the data," Talton said in a 
statement to Protocol. "This is not required by most vendors but stems 
from Babel Street's ethos of proper data compliance. The company 
regularly ensures that the data accessed through its software is in 
compliance with ever-changing global privacy regulations, data use 
rights, and terms of service." 
The details of Babel Street's location-tracking technology and its 
contracts with the federal government have not been reported before. 
Last month, The Wall Street Journal reported that border and 
immigration agents were tracking the location of cell phones, and looking 
for activity in suspicious places near the border, after buying data 
from Venntel Inc. of Herndon, Virginia. 
Venntell is a subsidiary of location-based marketing company Gravy 
Analytics of Dulles, Virginia. Gravy Analytics has provided location data 
to Babel Street, according to former employees of both firms. 
Taken together, the revelations suggest that the sale of personal location 
data from commercial firms to the government is more widespread and 
has been going on longer than previously known. The emergence of the 
technology comes amid growing, broader concern over the tracking of 
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people's movements, whether through facial recognition, their license  
plates or the phones in their pockets. 
While consumers enable location-based services on their cell phone 
apps, privacy advocates said people are generally unaware of how far 
their personal information could travel — and in particular that it could be 
piped to law enforcement. 
The sources who spoke to Protocol, who independently described the 
location-tracking technology, were three former Babel Street employees, 
a former government official with firsthand knowledge of the company's 
products, and two former employees of Gravy Analytics. They requested 
anonymity because the information is sensitive, and some feared 
retribution from employers for speaking to the media. 
A spokesperson for Gravy Analytics declined to comment on the 
company's relationship with Babel Street. She said Venntel is a "wholly 
owned subsidiary of Gravy Analytics that supports public sector 
initiatives." 
She pointed to the company's privacy policy on its Web site: "We take 
consumer privacy seriously and ensure that our data platform remains 
fully transparent and compliant with industry and legal requirements," the 
policy reads. "Gravy ensures that 100% of our data complies with all 
local privacy laws, including required consumer consent and opt-out 
provisions." 
From brand to threat management 
While there is little public information about Locate X, government 
contracting records provide a picture of Babel Street's growth and 
increasing popularity in federal law enforcement circles. The 
company registered Locate X with the U.S. Patent and Trademark Office 
in May 2017, and sales to federal agencies shot up afterward —from 
$64,000 in fresh contracts in 2016 to more than $2.1 million in 2017 to 
nearly $5.3 million in 2018. 
Babel Street's sales spike was fueled in large part by four new 
customers: CBP, which signed $3.2 million in contracts, ICE ($1.1 
million), the State Department's Bureau of Diplomatic Security 
($710,000), and the Secret Service's Criminal Investigations Division 
($313,858), the records show. 
CBP signed a first contract worth $981,000 for "Babel software" in 
September 2017. The Targeting and Analysis Systems Directorate, the 
CBP branch that purchased the software, apparently liked what it 
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received. A year later, the agency signed a fresh contract worth $2.2 
million for "Babel software licenses." In March 2019, CBP filed an  
amended contract, worth an extra $130,000, to "upgrade the current 
Babel Street Locate X licensing from basic to premium licenses as well 
as add an additional 10 licenses." 
Asked about its use of Locate X, a CBP spokesperson told Protocol the 
agency uses a "variety of tools" that "may include tools to facilitate 
access to open-source data relevant to its border security mission. All 
CBP operations in which open-source information may be used are 
undertaken in furtherance of CBP's responsibility to enforce U.S. law at 
the border and in accordance with relevant legal, policy and privacy 
requirements." 
In September 2018, ICE officials signed a one-year, $1.1 million  
contract with Babel Street. The deal included Locate X, according to a 
former Babel Street employee. Last August, ICE signed a fresh five-year 
deal worth up to $6.5 million with Babel Street for "data subscription 
services," records show. 
A spokesperson for ICE said, "We do not discuss specific law 
enforcement tactics or techniques, or discuss the existence or absence 
of specific law-enforcement-sensitive capabilities." She also said, 
referring to cell phone location data, "ICE does not generally use this 
type of information for routine enforcement operations." 
Other agencies with active Babel Street contracts include the 
Department of Justice, the U.S. Marshals Service, the Army, the Coast 
Guard, the Drug Enforcement Administration and the Department of 
Transportation's Office of Intelligence, Security and Emergency 
Response. The contract records are from USAspending.gov, the official 
source for U.S. government spending. 
A spokesperson for the Department of Transportation, which signed a 
yearlong contract with Babel Street last May, said the Office of 
Intelligence, Security and Emergency Response "utilizes Babel Street 
software features depending on the nature of particular incidents." 
Spokespeople for the Army, the Bureau of Diplomatic Security, the DEA 
and the Marshals Service declined to comment on the contracts with 
Babel Street. The Department of Justice and the Coast Guard did not 
respond to requests for comment. 
A spokesperson for a regional DEA office in El Paso, Texas, which 
signed a separate $12,978 contract for a one-year Babel Street software 
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license last September, denied that the agency had purchased the 
location-tracking data tool. 
The technology was controversial enough that some agencies, including 
the FBI and the ATF, declined to purchase Locate X after those 
agencies' lawyers nixed it, a former Babel Street employee said. 
A spokesperson for the FBI declined to comment. A spokesperson for 
the ATF, April Langwell, declined to comment on ATF procurement 
decisions. "ATF always works within DOJ guidelines with regard to the 
investigative techniques that we use and ensure that they are consistent 
with federal law and subject to court approval," Langwell said. 
The former Babel Street employees and the former government official 
said Babel Street was careful about its clients for location data 
technology. For example, they said, it did not sell to commercial clients, 
local law enforcement agencies or foreign governments. 
The software included pop-ups that reminded users it was to be used 
only in the investigation of serious crimes and matters of national 
security, one former employee said. However, after users complained 
that the pop-ups were annoying, the company removed them, the 
employee said. Babel Street did not respond to emailed questions about 
the pop-ups. 
Secrecy to the extreme 
Despite the apparent power of the tool, Protocol could not find a single 
instance in which a federal agency had publicly described using Locate 
X, in an investigation or in any other capacity. And Babel Street appears 
to have taken a number of steps to keep the technology secret. The 
company advertises other products on its website and in press releases, 
but makes no mention of Locate X or the tracking of mobile devices. 
Locate X's terms of use, spelled out in a single document published 
online by the General Services Administration, require government 
clients to agree that the product "will be used for internal research 
purposes only. Locate X data may not be used as the basis for any legal 
process in any country, including as the basis for a warrant or subpoena, 
or any other legal or administrative action." The terms state that Locate 
X data may not be "cited in any court/investigation-related document." 
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2. Locate X Data. EIS. as Reseller to Babel Street, shall provide the Lo-
cate X Data to Customer pursuants to the terms of the applicable Order 
Form. For avoidance of doubt, Locate X Data constitutes a "Data Feed-  as 
defined in the Terms and, as such, shall be subject to the applicable Terms. 
In addition, the following additional terms shall also apply to the Locate X 
Data: 

2.1. The existence and terms and conditions of this Addendum, and the Lo-
cate X Data in its entirety, shall be considered -Confidential Information' 
of Babel Street subject to the Terms. In addition, notwithstanding Section 
9.1 of the Terms, Locate X Data may not be disclosed by Customer to any 
third party (including consultants, advisors, and/or independent contrac-
tors) without the prior written consent of an authorized representative of 
Babel Street; and 

2.2. Any and all Locate X Data, including, but not limited to, results gen-
erated by Customer's use of the Locate ) 3  Data, will be used for internal 
research puiposes only. Locate X Data may not be used as the basis for 
any legal process in any country, including as the basis for a warrant, sub-
poena, or any other legal or administrative action (nor may the Locate X 
Data be cited in any court/investigation-related document). 

Terms of use for Babel Street's Locate X product state that the data "may not be used as the basis for 
any ?eclat orocess "Illustration.  615 Productions 

Protocol shared the terms of use in the Locate X contract with Nathan 
Wessler, a lawyer with the ACLU's Speech, Privacy, and Technology 
Project who argued the Carpenter v. United States case before the 
Supreme Court. He called the secrecy provisions "tremendously 
disturbing," raising the possibility that a criminal defendant might not 
know the tool had factored into a case — and therefore wouldn't be able 
to challenge its legality. 
"These secrecy provisions prevent the courts from providing oversight," 
Wessler said. "That is really corrosive to our system of checks and 
balances." 
In the past, Wessler noted, courts have been critical of nondisclosure 
agreements with law enforcement that are designed to protect sensitive 
surveillance technologies, notably in cases involving devices that mimic 
cell towers in order to capture phone information, often referred to by the 
brand name Sting Rays. 
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Scores of U.S. law enforcement agencies deployed the devices for years 
in secret without judicial scrutiny or public transparency. When use of the 
technology began to be exposed in criminal trials, the courts did not take 
a favorable view of the secrecy agreements. One of the more pointed 
opinions came in a 2016 ruling by a Maryland state appeals court judge, 
involving Baltimore police and an attempted murder suspect. 
The use of a nondisclosure agreement to protect the technology is 
"inimical to the constitutional principles we revere," Judge Andrea M.  
Leahy wrote for the three-member court panel. 
In 2015, both the Department of Justice and Homeland Security updated 
their policies to require law enforcement to disclose the use of cell site 
simulator technologies to the courts when used as part of an 
investigation. "In all circumstances, candor to the court is of paramount 
importance," the Homeland Security policy reads. "Applications for the 
use of a cell site simulator must include sufficient information to ensure 
that the courts are aware that the technology may be used." 
The limits of anonymity 
One of the former Babel Street employees who spoke to Protocol cited 
another example of how Locate X could be used to protect U.S. national 
security. Investigators, this person said, could identify mobile devices 
carried near popular border crossing points into the U.S. and pull up the 
historical location data for those devices, viewing where they've been in 
the preceding months. 
"If you are thinking about attack planning, and you know these devices 
were just at a Hezbollah or ISIS training camp, and now they're sitting in 
Juarez, maybe that matters," the former employee said. 
Still, privacy experts told of Protocol's reporting on Locate X asserted 
that law enforcement officials' practice of buying data they would 
otherwise need a warrant to access amounts to a form of data 
laundering. 
"That consumers can have data being collected that tracks their location, 
and the government, instead of getting a warrant, which they would 
normally need to do, can just go to a private company and buy it directly, 
that's hugely concerning," said Serge Egelman, a computer science 
professor at UC Berkeley who works on privacy issues. 
In the Supreme Court's Carpenter v. United States case, the court  
held that investigators violated the Fourth Amendment by obtaining cell 
tower records without a warrant that placed a robbery suspect near the 
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crimes. Chief Justice John Roberts wrote, in the majority opinion, that 
authorities in that case had failed "to contend with the seismic shifts in 
digital technology that made possible the tracking of not only Carpenter's 
location but also everyone else's, not for a short period but for years and 
years." 
But whether courts would hold anonymous location data culled from 
mobile apps to the same standard is an open question. 
A spokesperson for Wyden said the senator's aides had a phone call 
with Venntel attorneys on Feb. 20, in response to The Wall Street 
Journal article, to discuss the company's sale of location data to the 
government. A Wyden aide said Venntel's counsel declined to answer 
most questions, would not identify the company's government clients, 
and would not reveal the source of the data. 
Babel Street's sale of location data to the government could also raise 
potential liability issues for app developers under the Stored 
Communications Act, said Wessler, the ACLU lawyer. The 1986 law 
prohibits providers of computing services or electronic communication to 
the public from knowingly divulging customer information to any 
government entity. 
"The question for the app companies themselves is whether, now that 
they know that Babel Street is taking their customers' location data and 
providing it to law enforcement, are those companies themselves now 
liable under the Stored Communications Act," Wessler said. 
Location data culled from mobile apps is said to be anonym ized, with 
each device masked behind a nameless ID number. But experts say 
data can be traced back to individual users, based on their particular 
movements. 
The New York Times reviewed a database of location data 
and reported in December 2018 that it was able to identify a woman as 
she traveled to her dermatologist's office, hiked with her dog and stayed 
over at her ex-boyfriend's home. Babel Street did not respond to an 
emailed question about whether Locate X data can be de-anonymized. 
Big sales, big hires 
Babel Street was founded in 2009 as Agincourt Solutions by former U.S. 
Navy Officer Jeff Chapman, and became Babel Street in 2014. On its 
website and in marketing materials, it describes itself as "the world's 
data-to-knowledge company," focusing on a service that analyzes 
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streams of social media activity in multiple languages, often for brand 
management and sometimes linked to locations such as sports arenas. 
Early on, the promise of gleaning meaningful intelligence from Twitter 
feeds and other social media applications drew clients to Babel Street, 
according to government records, published reports and the former 
employees. The NFL has used Babel Street's analytics software. So, 
too, have at least 10 local law enforcement agencies around the country, 
according to the Brennan Center for Justice at New York University Law 
School. 
Motherboard and The Washington Post wrote about the company's 
social media analytics software in 2017, noting heavy interest from 
police agencies overseeing major events like Super Bowls. On the 
government side, the FBI and the Army were among Babel Street's early 
customers. Michael Flynn, who served briefly as President Trump's 
national security adviser and later pleaded guilty to lying to the FBI, was 
once an adviser to the firm, according to Flynn's financial disclosure  
forms. 
Just before the rollout of Locate X, the company hired a veteran 
Department of Justice privacy lawyer, Jill Maze, to be the company's 
chief privacy officer, according to former employees and Maze's Linked In 
account. 
Subsequent hires suggest the company viewed location data as a 
growth area. In February 2019, Babel Street hired retired Maj. Gen. Mark 
Quantock, a former director of intelligence for U.S. Central Command, 
which includes the Middle East and Central Asia, and the former director 
of operations for the National Geospatial Intelligence Agency, essentially 
the government's headquarters for location data intelligence. 
Three months later, the company hired a 20-year Pentagon 
veteran, Dave Dillow, who since 2003 has worked with special 
operations forces focused on integrating "publicly available information," 
or PAI, into the intelligence pipeline for those forces. Commercial 
location data is one type of PAI. 
Get in touch with us: Share information securely with Protocol via encrypted 
Signal or WhatsApp message, at 415-214-4715 or through our anonymous  
SecureDrop. 
The data used by Babel Street, said the former employees of Babel 
Street and Gravy Analytics, comes largely from third-party data 
aggregators who broker deals with mobile app developers, offering 
revenue in return and sometimes detailed analysis about how users are 
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engaging with the app. Data aggregators who spoke to Protocol said 
they enable services like mapping and marketing, and comply with 
privacy regulations, which include requiring all app users to give their 
consent to sharing their data. 
Privacy advocates say such consumer opt-ins are often buried in small 
print or otherwise clouded in vague or bureaucratic language, and that 
users have little visibility into how their data is used. 
"That's the fundamental problem," said Egelman, the UC Berkeley 
professor. "The trafficking in this data is totally opaque to everyone who 
isn't a party to these transactions." 
Charles Levinson  
Charles Levinson (@levinsonc) is a senior reporter at Protocol. Previously, he worked on 
investigative projects at Reuters, where he won awards for his reporting on Guantanamo Bay and 
skullduggery on Wall Street. Before that, he spent 12 years as a foreign correspondent in the Middle 
East for The Wall Street Journal. He covered the U.S. occupation of Iraq and that country's sectarian 
civil war, the Arab Spring uprisings in Tunisia, Egypt, Libya, Bahrain, and Syria, and Israel's wars in 
Lebanon and Gaza. He has reported from over 20 countries. He lives outside New York City. 
https://www.protocol.com/government-buying-location-data  
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From: (b)(6) (b)(7)(C) 

 

Sent: 6 Mar 2020 16:07:31 +0000 
To: (b)(6) (b)(7)(C) 

 

Subject: 
track phones 

FW: Through apps, not warrants, 'Locate X' allows federal law enforcement to 

(b)(6) (b)(7)(C) 

FYI, in case you had not seen this one: 

Through apps, not warrants, 'Locate X' allows federal law 

enforcement to track phones 
Federal agencies have big contracts with Virginia-based Babel Street. 
Depending on where you've traveled, your movements may be in the 
company's data. 
Charles Levinson  
March 5, 2020 

U.S. law enforcement agencies signed millions of dollars worth of 
contracts with a Virginia company after it rolled out a powerful tool that 
uses data from popular mobile apps to track the movement of people's 
cell phones, according to federal contracting records and six people 
familiar with the software. 
The product, called Locate X and sold by Babel Street, allows 
investigators to draw a digital fence around an address or area, pinpoint 
mobile devices that were within that area, and see where else those 
devices have traveled, going back months, the sources told Protocol. 
They said the tool tracks the location of devices anonymously, using 
data that popular cell phone apps collect to enable features like mapping 
or targeted ads, or simply to sell it on to data brokers. 
Get what matters in tech, in your inbox every morning. Sign up for Source Code.  
Babel Street has kept Locate X a secret, not mentioning it in public-
facing marketing materials and stipulating in federal contracts that even 
the existence of the data is "confidential information." Locate X must be 
"used for internal research purposes only," according to terms of 
use distributed to agencies, and law enforcement authorities are 
forbidden from using the technology as evidence — or mentioning it at 
all — in legal proceedings. 
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Federal records show that U.S. Customs and Border Protection 
purchased Locate X, and the Secret Service and U.S. Immigration and 
Customs Enforcement also use the location-tracking technology, 
according to a former Babel Street employee. Numerous other 
government agencies have active contracts with Reston-based Babel 
Street, records show, but publicly available contract information does not 
specify whether other agencies besides CBP bought Locate X or other 
products and services offered by the company. 
None of the federal agencies, including CBP, would confirm whether 
they used the location-tracking software when contacted by Protocol. 
Babel Street's other products include an analytics tool it has widely 
marketed that sifts through streams of social media to "chart sentiment" 
about topics and brands. 
A former government official familiar with Locate X provided an example 
of how it could be used, referring to the aftermath of a car bombing or 
kidnapping. Investigators could draw what is known as a geo-fence 
around the site, identify mobile devices that were in the vicinity in the 
days before the attack, and see where else those devices had traveled 
in the days, weeks or months leading up to the attack, or where they 
traveled afterward. 
"If you see a device that a month ago was in Saudi Arabia, then you 
know maybe Saudis were involved," this person said. "It's a lead 
generator. You get a data point, and from there you use your other 
resources to figure out if it's valid." 
A former Babel Street employee said the technology was deployed in 
a crackdown on credit card skimming, in which thieves install illegal card 
readers on gas station pumps, capturing customers' card data to use or 
sell online. The Secret Service was the lead agency in those 
investigations, which, according to published reports, led to arrests and 
the seizure of devices. 
A spokesperson for the Secret Service declined to comment on its work 
with Babel Street, saying the agency does not reveal methods used to 
carry out missions. 
While federal records show that CBP purchased Locate X and last year 
upgraded, paying for "premium" licenses, the records neither describe 
what Locate X does nor define the difference between a basic and 
premium license. A CBP spokesperson would not comment in detail 
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about the use of the tool, but said the agency follows the law when 
deploying "open-source information." 
Told of Protocol's reporting on Babel Street, Sen. Ron Wyden, a 
Democrat from Oregon who has pushed for tougher privacy legislation, 
questioned whether uses of the technology might violate the Fourth 
Amendment ban on unreasonable searches. 
The Supreme Court, in the landmark case Carpenter v. United States, 
ruled in June 2018 that the government must obtain a search warrant to 
access cell-tower location data for individual phone accounts. The court 
"recognized that the government needs a warrant to get someone's 
location data," Wyden said. "Now the government is using its checkbook 
to try to get around Carpenter. Americans won't stand for that kind of 
loophole when it comes to our Fourth Amendment rights." 
A spokesperson for Babel Street, Lacy Talton, declined to answer 
specific questions about the company's government sales or its Locate X 
technology, but said the firm handles data carefully to comply with both 
the law and internet terms of service. There is no indication Babel Street 
is doing anything illegal. 

Sen. Ron Wyden said the U.S. Supreme Court has "recognized that the government needs a warrant to 
get someone's location data."Photo: Sarah Silbiger via Getty Images 

"Although data content is freely available without restriction from 
thousands of vendors and suppliers, Babel Street employs a variety of 
measures to ensure appropriate use of the data," Talton said in a 
statement to Protocol. "This is not required by most vendors but stems 
from Babel Street's ethos of proper data compliance. The company 
regularly ensures that the data accessed through its software is in 
compliance with ever-changing global privacy regulations, data use 
rights, and terms of service." 
The details of Babel Street's location-tracking technology and its 
contracts with the federal government have not been reported before. 
Last month, The Wall Street Journal reported that border and 
immigration agents were tracking the location of cell phones, and looking 
for activity in suspicious places near the border, after buying data 
from Venntel Inc. of Herndon, Virginia. 
Venntell is a subsidiary of location-based marketing company Gravy 
Analytics of Dulles, Virginia. Gravy Analytics has provided location data 
to Babel Street, according to former employees of both firms. 
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Taken together, the revelations suggest that the sale of personal location 
data from commercial firms to the government is more widespread and 
has been going on longer than previously known. The emergence of the 
technology comes amid growing, broader concern over the tracking of 
people's movements, whether through facial recognition, their license  
plates or the phones in their pockets. 
While consumers enable location-based services on their cell phone 
apps, privacy advocates said people are generally unaware of how far 
their personal information could travel — and in particular that it could be 
piped to law enforcement. 
The sources who spoke to Protocol, who independently described the 
location-tracking technology, were three former Babel Street employees, 
a former government official with firsthand knowledge of the company's 
products, and two former employees of Gravy Analytics. They requested 
anonymity because the information is sensitive, and some feared 
retribution from employers for speaking to the media. 
A spokesperson for Gravy Analytics declined to comment on the 
company's relationship with Babel Street. She said Venntel is a "wholly 
owned subsidiary of Gravy Analytics that supports public sector 
initiatives." 
She pointed to the company's privacy policy on its Web site: "We take 
consumer privacy seriously and ensure that our data platform remains 
fully transparent and compliant with industry and legal requirements," the 
policy reads. "Gravy ensures that 100% of our data complies with all 
local privacy laws, including required consumer consent and opt-out 
provisions." 
From brand to threat management 
While there is little public information about Locate X, government 
contracting records provide a picture of Babel Street's growth and 
increasing popularity in federal law enforcement circles. The 
company registered Locate X with the U.S. Patent and Trademark Office 
in May 2017, and sales to federal agencies shot up afterward — from 
$64,000 in fresh contracts in 2016 to more than $2.1 million in 2017 to 
nearly $5.3 million in 2018. 
Babel Street's sales spike was fueled in large part by four new 
customers: CBP, which signed $3.2 million in contracts, ICE ($1.1 
million), the State Department's Bureau of Diplomatic Security 

2021-ICLI-00013 2393 



($710,000), and the Secret Service's Criminal Investigations Division 
($313,858), the records show. 
CBP signed a first contract worth $981,000 for "Babel software" in 
September 2017. The Targeting and Analysis Systems Directorate, the 
CBP branch that purchased the software, apparently liked what it 
received. A year later, the agency signed a fresh contract worth $2.2 
million for "Babel software licenses." In March 2019, CBP filed an  
amended contract, worth an extra $130,000, to "upgrade the current 
Babel Street Locate X licensing from basic to premium licenses as well 
as add an additional 10 licenses." 
Asked about its use of Locate X, a CBP spokesperson told Protocol the 
agency uses a "variety of tools" that "may include tools to facilitate 
access to open-source data relevant to its border security mission. All 
CBP operations in which open-source information may be used are 
undertaken in furtherance of CBP's responsibility to enforce U.S. law at 
the border and in accordance with relevant legal, policy and privacy 
requirements." 
In September 2018, ICE officials signed a one-year, $1.1 million  
contract with Babel Street. The deal included Locate X, according to a 
former Babel Street employee. Last August, ICE signed a fresh five-year 
deal worth up to $6.5 million with Babel Street for "data subscription 
services," records show. 
A spokesperson for ICE said, "We do not discuss specific law 
enforcement tactics or techniques, or discuss the existence or absence 
of specific law-enforcement-sensitive capabilities." She also said, 
referring to cell phone location data, "ICE does not generally use this 
type of information for routine enforcement operations." 
Other agencies with active Babel Street contracts include the 
Department of Justice, the U.S. Marshals Service, the Army, the Coast 
Guard, the Drug Enforcement Administration and the Department of 
Transportation's Office of Intelligence, Security and Emergency 
Response. The contract records are from USAspending.gov, the official 
source for U.S. government spending. 
A spokesperson for the Department of Transportation, which signed a 
yearlong contract with Babel Street last May, said the Office of 
Intelligence, Security and Emergency Response "utilizes Babel Street 
software features depending on the nature of particular incidents." 

2021-ICLI-00013 2394 



Spokespeople for the Army, the Bureau of Diplomatic Security, the DEA 
and the Marshals Service declined to comment on the contracts with 
Babel Street. The Department of Justice and the Coast Guard did not 
respond to requests for comment. 
A spokesperson for a regional DEA office in El Paso, Texas, which 
signed a separate $12,978 contract for a one-year Babel Street software 
license last September, denied that the agency had purchased the 
location-tracking data tool. 
The technology was controversial enough that some agencies, including 
the FBI and the ATF, declined to purchase Locate X after those 
agencies' lawyers nixed it, a former Babel Street employee said. 
A spokesperson for the FBI declined to comment. A spokesperson for 
the ATF, April Langwell, declined to comment on ATF procurement 
decisions. "ATF always works within DOJ guidelines with regard to the 
investigative techniques that we use and ensure that they are consistent 
with federal law and subject to court approval," Langwell said. 
The former Babel Street employees and the former government official 
said Babel Street was careful about its clients for location data 
technology. For example, they said, it did not sell to commercial clients, 
local law enforcement agencies or foreign governments. 
The software included pop-ups that reminded users it was to be used 
only in the investigation of serious crimes and matters of national 
security, one former employee said. However, after users complained 
that the pop-ups were annoying, the company removed them, the 
employee said. Babel Street did not respond to emailed questions about 
the pop-ups. 
Secrecy to the extreme 
Despite the apparent power of the tool, Protocol could not find a single 
instance in which a federal agency had publicly described using Locate 
X, in an investigation or in any other capacity. And Babel Street appears 
to have taken a number of steps to keep the technology secret. The 
company advertises other products on its website and in press releases, 
but makes no mention of Locate X or the tracking of mobile devices. 
Locate X's terms of use, spelled out in a single document published 
online by the General Services Administration, require government 
clients to agree that the product "will be used for internal research 
purposes only. Locate X data may not be used as the basis for any legal 
process in any country, including as the basis for a warrant or subpoena, 
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or any other legal or administrative action." The terms state that Locate 
X data may not be "cited in any court/investigation-related document." 

2. Locate X Data. EIS, as Reseller to Babel Street, shall provide the Lo-
cate X Data to Customer pursuants to the terms of the applicable Order 
Form. For avoidance of doubt, Locate X Data constitutes a -Data Feed-  as 
defined in the Terms and, as such, shall be subject to the applicable Terms. 
In addition, the following additional terms shall also apply to the Locate X 
Data: 

2 A. The existence and terms and conditions of this Addendum, and the Lo-
cate X Data in its entirety, shall be considered - Confidential Information-. 
of Babel Street subject to the Terms. In addition, notwithstanding Section 
9.1 of the Terms, Locate X Data may not be disclosed by Customer to any 
third party (including consultants, advisors, and/or independent contrac-
tors) without the prior written consent of an authorized representative of 
Babel Street; and 

2.2. Any and all Locate X Data, including_ but not limited to, results gen-
erated by Customer's use of the Locate )s;  Data, will be used for internal 
research purposes only. Locate X Data may not be used as the basis for 
any legal process in any country, including as the basis for a warrant, sub-
poena, or any other legal or administrative action (nor may the Locate X 
Data be cited in any court/investigation-related document). 

/11111110-1 4141** Alt AO 110 110 - 

Terms of use for Babel Street's Locate X product state that the data "may not be used as the basis for 
any legal process."Illustration: 615 Productions 

Protocol shared the terms of use in the Locate X contract with Nathan 
Wessler, a lawyer with the ACLU's Speech, Privacy, and Technology 
Project who argued the Carpenter v. United States case before the 
Supreme Court. He called the secrecy provisions "tremendously 
disturbing," raising the possibility that a criminal defendant might not 
know the tool had factored into a case — and therefore wouldn't be able 
to challenge its legality. 
"These secrecy provisions prevent the courts from providing oversight," 
Wessler said. "That is really corrosive to our system of checks and 
balances." 
In the past, Wessler noted, courts have been critical of nondisclosure 
agreements with law enforcement that are designed to protect sensitive 
surveillance technologies, notably in cases involving devices that mimic 
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cell towers in order to capture phone information, often referred to by the 
brand name Sting Rays. 
Scores of U.S. law enforcement agencies deployed the devices for years 
in secret without judicial scrutiny or public transparency. When use of the 
technology began to be exposed in criminal trials, the courts did not take 
a favorable view of the secrecy agreements. One of the more pointed 
opinions came in a 2016 ruling by a Maryland state appeals court judge, 
involving Baltimore police and an attempted murder suspect. 
The use of a nondisclosure agreement to protect the technology is 
"inimical to the constitutional principles we revere," Judge Andrea M.  
Leahy wrote for the three-member court panel. 
In 2015, both the Department of Justice and Homeland Security updated 
their policies to require law enforcement to disclose the use of cell site 
simulator technologies to the courts when used as part of an 
investigation. "In all circumstances, candor to the court is of paramount 
importance," the Homeland Security policy reads. "Applications for the 
use of a cell site simulator must include sufficient information to ensure 
that the courts are aware that the technology may be used." 
The limits of anonymity 
One of the former Babel Street employees who spoke to Protocol cited 
another example of how Locate X could be used to protect U.S. national 
security. Investigators, this person said, could identify mobile devices 
carried near popular border crossing points into the U.S. and pull up the 
historical location data for those devices, viewing where they've been in 
the preceding months. 
"If you are thinking about attack planning, and you know these devices 
were just at a Hezbollah or ISIS training camp, and now they're sitting in 
Juarez, maybe that matters," the former employee said. 
Still, privacy experts told of Protocol's reporting on Locate X asserted 
that law enforcement officials' practice of buying data they would 
otherwise need a warrant to access amounts to a form of data 
laundering. 
"That consumers can have data being collected that tracks their location, 
and the government, instead of getting a warrant, which they would 
normally need to do, can just go to a private company and buy it directly, 
that's hugely concerning," said Serge Egelman, a computer science 
professor at UC Berkeley who works on privacy issues. 
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In the Supreme Court's Carpenter v. United States case, the court 
held that investigators violated the Fourth Amendment by obtaining cell 
tower records without a warrant that placed a robbery suspect near the 
crimes. Chief Justice John Roberts wrote, in the majority opinion, that 
authorities in that case had failed "to contend with the seismic shifts in 
digital technology that made possible the tracking of not only Carpenter's 
location but also everyone else's, not for a short period but for years and 
years." 
But whether courts would hold anonymous location data culled from 
mobile apps to the same standard is an open question. 
A spokesperson for Wyden said the senator's aides had a phone call 
with Venntel attorneys on Feb. 20, in response to The Wall Street 
Journal article, to discuss the company's sale of location data to the 
government. A Wyden aide said Venntel's counsel declined to answer 
most questions, would not identify the company's government clients, 
and would not reveal the source of the data. 
Babel Street's sale of location data to the government could also raise 
potential liability issues for app developers under the Stored 
Communications Act, said Wessler, the ACLU lawyer. The 1986 law 
prohibits providers of computing services or electronic communication to 
the public from knowingly divulging customer information to any 
government entity. 
"The question for the app companies themselves is whether, now that 
they know that Babel Street is taking their customers' location data and 
providing it to law enforcement, are those companies themselves now 
liable under the Stored Communications Act," Wessler said. 
Location data culled from mobile apps is said to be anonym ized, with 
each device masked behind a nameless ID number. But experts say 
data can be traced back to individual users, based on their particular 
movements. 
The New York Times reviewed a database of location data 
and reported in December 2018 that it was able to identify a woman as 
she traveled to her dermatologist's office, hiked with her dog and stayed 
over at her ex-boyfriend's home. Babel Street did not respond to an 
emailed question about whether Locate X data can be de-anonymized. 
Big sales, big hires 
Babel Street was founded in 2009 as Agincourt Solutions by former U.S. 
Navy Officer Jeff Chapman, and became Babel Street in 2014. On its 
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website and in marketing materials, it describes itself as "the world's 
data-to-knowledge company," focusing on a service that analyzes 
streams of social media activity in multiple languages, often for brand 
management and sometimes linked to locations such as sports arenas. 
Early on, the promise of gleaning meaningful intelligence from Twitter 
feeds and other social media applications drew clients to Babel Street, 
according to government records, published reports and the former 
employees. The NFL has used Babel Street's analytics software. So, 
too, have at least 10 local law enforcement agencies around the country, 
according to the Brennan Center for Justice at New York University Law 
School. 
Motherboard and The Washington Post wrote about the company's 
social media analytics software in 2017, noting heavy interest from 
police agencies overseeing major events like Super Bowls. On the 
government side, the FBI and the Army were among Babel Street's early 
customers. Michael Flynn, who served briefly as President Trump's 
national security adviser and later pleaded guilty to lying to the FBI, was 
once an adviser to the firm, according to Flynn's financial disclosure  
forms. 
Just before the rollout of Locate X, the company hired a veteran 
Department of Justice privacy lawyer, Jill Maze, to be the company's 
chief privacy officer, according to former employees and Maze's Linked In 
account. 
Subsequent hires suggest the company viewed location data as a 
growth area. In February 2019, Babel Street hired retired Maj. Gen. Mark 
Quantock, a former director of intelligence for U.S. Central Command, 
which includes the Middle East and Central Asia, and the former director 
of operations for the National Geospatial Intelligence Agency, essentially 
the government's headquarters for location data intelligence. 
Three months later, the company hired a 20-year Pentagon 
veteran, Dave Dillow, who since 2003 has worked with special 
operations forces focused on integrating "publicly available information," 
or PAI, into the intelligence pipeline for those forces. Commercial 
location data is one type of PAI. 
Get in touch with us: Share information securely with Protocol via encrypted 
Signal or WhatsApp message, at 415-214-4715 or through our anonymous  
SecureDrop. 
The data used by Babel Street, said the former employees of Babel 
Street and Gravy Analytics, comes largely from third-party data 
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aggregators who broker deals with mobile app developers, offering 
revenue in return and sometimes detailed analysis about how users are 
engaging with the app. Data aggregators who spoke to Protocol said 
they enable services like mapping and marketing, and comply with 
privacy regulations, which include requiring all app users to give their 
consent to sharing their data. 
Privacy advocates say such consumer opt-ins are often buried in small 
print or otherwise clouded in vague or bureaucratic language, and that 
users have little visibility into how their data is used. 
"That's the fundamental problem," said Egelman, the UC Berkeley 
professor. "The trafficking in this data is totally opaque to everyone who 
isn't a party to these transactions." 
Charles Levinson  
Charles Levinson (@levinsonc) is a senior reporter at Protocol. Previously, he worked on 
investigative projects at Reuters, where he won awards for his reporting on Guantanamo Bay and 
skullduggery on Wall Street. Before that, he spent 12 years as a foreign correspondent in the Middle 
East for The Wall Street Journal. He covered the U.S. occupation of Iraq and that country's sectarian 
civil war, the Arab Spring uprisings in Tunisia, Egypt, Libya, Bahrain, and Syria, and Israel's wars in 
Lebanon and Gaza. He has reported from over 20 countries. He lives outside New York City. 
https://www.protocol.com/government-buying-location-data  
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