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Approved for public release. All v.flhheld /nfo<maHon exempl widerb(1) and b{3) except 88 -· noled. 
'fOP SECREl'/fC6MHffltORCON,NOl'0RN . 

GOVERNMENT'S RESPONSE TO THE 
COURT'S BRIEFING ORDER OF MAY 9, 2011 

1. ~nt's May 2 Letter can be read to take the position that 
-are conimunicatfons authorized for collection under the Section 702 
Certifications that have previously been approved by the Court. ('fB/i'S'ffiHf') 

a. Fo1· )low long has NSA been acquiring 
upstream collection? {'fS/l6J//NF} 

through Its 

Under the Section 702 Certifications, NSA a "Internet 
communications.'; E.g., DNIIAG 702(g) Certification 
Affidavit of General Keith B. Alexander, D,irector, National Security Agency , ed Apr. 
20, 2011, at 1 · unications "include but are 
not limited to, 

In the context ofNSA's upstteam collection techniques, NSA acquires Internet 
communications in the fonn of "tninsactions," which in this filing refers to a complement of 
"packets" travel'Sing the Internet that together may be undmtood by a device on the Internet and, 
where applicable, rendered in an intelligible form to the user of that device.1 A "transaction" 
might 'contain infonnation or data representing either a discrete comm.1lnication (e.g., an e-mail 
message), or multiple discrete conununicatjonB . All further described in 
the response to question 2 below, whenever a tasked selector 1s present within a .transaction, 
NSA's "upstream" Internet collection tecJmiqucs are designed to identify and acquire that 
transaction. (TS,l/SI/,'Nf3 

. ~ . . 
' While the terms "Internet communication" and "transmission" have been used to describe the types of 
coromunication~ N~A acquires, NSA believes that, in the context of upstream collection, •transaction" is 
the more precise tenn fi:am a technical penspective, because "trallllmission" could be ullderstqod to mean 

... -·- .......... __ !11 data bein_g exchanged on the Internet within a specific time period by a specific device, and an 
"Intemetcommiiii.lcatiOri"mayaciiiiilly COiifiihimiiltipl6 togi"callyreplltale oommunicationS'betweeu· or·-··----·-- .. -- . " 
among persons. fJiSllB'IJINF) · 

. ·- -- ------- -- - - --------- • --·-- •M-. 
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At the time of acquisition. NSA's upstream Internet collection devi~ are, with limited 
exceptions. further dcsCribed below, not presently capable of distinguishing transactions 
containing only a single ~te communication to, from, or about a tasked selector from 
transactions containilig multiple discrete communications, not all of which may be to, from, or 
about a tasked selector. 2 Thus, in order to acquire transactions containing one or more 
communications to, from, or about a tasked select.or, it has been necessary for NSA to employ 
these same upstream Internet collection techniques throughout the entire timefram:e of all 

. certifications authorized under Section 702 of the Foreign Intelligence Surveillance Act of 1978, 
as amended (hereinafter "FISA,, or "the Act"), and the Protect America Act of 2007, Pub. L. No. 
110-SS, 121 Stat 552 (Aug. s. 2007) Qtereinafter '-'PAA"). It was also necessary for NSA to 
employ i es to • lement the electronic survei1Jance authorized 

b. According to the May 2 Letter, may Include the full 
content of emaJl message. that 1re not to, from or about the user of a tareeted 
selector. They also may include discrete communications as to which all 
communicants are within the Uni~ed States. Please explain how the acquisition of 
such transmissions: (TSJ.tSJl/MP) 

t. comports with the government's representations to the Court regarding the 
scope of upstream collection under Section 702 and the approvah granted by the 

t J ~ I . I \.i I a I t I ons in Dockets 702(1) 08-01,­
see, e.g., Docket No. 702(i)-08-01, Aug .. 

27, 2008 Healing Transcript at 19-26, 40-41 and Sept. 4, 2008 Memorandum 
Opinion at 15-20, 38); (TB/ISJllNF) 

The Government has concluded, after a careful review of the record, that its prior 
representations to the Court regarding the ste:Ps NSA mtist take in order to acquire single, 

· ------· -diser«&oommunicatfous..torfrom_. or. ab<lut .aJ~~1Qr dirui.9! fi.illy ex,P.lain all of the 
means by which such communications are acquired through NS'A's upstrCam.oofiectioii·-·· ··---·--·----·- ·-··- -, 
techniques. The Government will attempt through this .filing to provide the Court with a more 
thorough explanation of this technically complex collection. This notwithstanding, tho 
Governnient respectfully submits that for the reasons set forth in its 1·esponses to questions 2.ii., 

1 SpecJficaJly, as is discussed in the GovelDlllC!lt's response to qu~tions 2(c) and (d) of tho Court's . 
briefing order, NSA does have the abi · · · · · ications to from, or 

. ca~ 

TOP 8Bffim'J'//COMIN'iW9lWON;NOFORN 

2 
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2.ili., and 5 below, NSA's prior 1µ1d ongoing acquisition ofinfonnation utilizing its upstream· 
collection techniques is consistent with the Court's prior orders, meets the requirements of 
Section 702, and is consistent with the Fourth Amendment. (TBiiS:Y/t<iry 

b. According to the May 2 Letter, may include the full 
content of email messages that are not to, from or about t e user of a targeted 
selector. They also may Include discrete communications as to which all 
communicants are within the United States. Please explain how the acquisition of 
such transmissions: ('FS>'fSfffl<iry 

ii. meets the requirements of Section 702, including, but not limited to, the 
requirement that targeting procedures must be reas\)nably designed to "prevent 
the intentional acquisition of any communication as to wlii<;h the sender and all 
Intended recipients an known at the time of acquisition to be located In the 
lflrlted States", and, (TS//S:Yll:ffl · 

NSA'S TARGETING PROCEDURES ARE REASONABLY DESIGNED TO PREVENT 
THE INTENTIONAL ACQUISmoN OF COMMUNICATIONS AS TO WHICH THE 
SENDER AND ALL INTENDED RECIPmNTS ARE KNOWN AT TilE TIME OF 
ACQUISITION TO BE LOCATED IN THE UNITED STATES. {S} 

Under Sectjon 702, the Government targets "persons reasonably belieyed to be located 
outside the United·States to acquire foreign intelligence irifo1mation." 50 U.S.C. § 1881a(a). 
The GovC!Dlllent determines whether the targeting of a person is consistent with Section 702 by 
applying Court-approved targeting procedures. 50 U.S.C. § 188la(d). These targeting 
procedures must be "reasonaqly designed to (A) ensure that any acquisition authorized under 
subsection [702(a)] is limited to targeting pemons reasonably believed to be located outside the 
United States; and(B) preyent the intentional acquisition of any communication as to which the 
sender and all intended recipients are known at the time of acquisition t.o be located in the United 
States." .50 U.S.C. § 188la(d)(l). (U) 

A. The 'User of a Tasked Selector Is the Person Being Targeted by all 
·· ·· · ·· ·· · ·--- ---- --------AcquisltloliS·liy'.NSA'~·uvsti:eanrCollection;-Includlng-'I'ransactloos-i:ha~--·------­

Contain Multiple Discrete Communications (TSifBI/ll:ffl 

As previously explained to the Court, the Government "targets" a person by tasking fur 
collection a "selector" ( e. an e-mail account) believed to be used by that person. See, e.g., lit 
l"e DNIIA.G Certificatio11 Docket No. 702(i)-08-0l, Mem. Op. at.8 (USFISC Sept. 4, 
~008) (hereinafter ' em. Op."). NSA acquires foreign intelligence infonnation through 
the tasking of selectors by collecting communications to or from a select.or used by a targeted 
person (hereil.ia.!1er "to/from communications'? and by collecting communications thaUefer to or 

· are about a selector used by a targeted person (hereinafter "abouts communications"). Id. 
· · ·{i'S/lllrl/U!') ·---- -- · ·--·- -·-· - ·---·------·-·--·- ·-···-··· ·-·-·----·· -- -·---------·-·-· 

'fOP SECRI!llWC0MlNT/IORCON,NOFOR:N 

.. 3· 
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In both of these types of acquisition> the person being "tar~" is the user of the tasked 
selector, who, by ope.ration of the targeting procedures, is a non-United States person reasonably 
believed to bei located outside the United St.ates. Specifically, "tbt persons targeted by 
acquisition of to/from communications are the users of the tasked selectors, .. because "their 
communications are intentionally selected for acquisition." -Mem. Op. at 15. Similarly, 
the person being tru:geted by acquisition of abouts communications is also the user of tlie tasked 
selector, ubecause the government's purpose in acquiring ·about communications is to obtain 
information about that uscr.11 Id. at 18 (citation omitted). (TS//S£1flff') 

This remains true for all ~cquisitioris cOnducted by NSA's upstream collection -­
including transactions containing several discrete communications. only one of which may be to, 
from, or about the user of a tasked selector. AB discussed above, the fact that tbern also may be 
communications to, from,. or about persons other than the target in the transaction does not mean 
that those persons are also being targeted by the acquisition. The sole reason a transaction is 
selected for acquisition is that it contains the presence of a tasked selector used by a person who 
has heen subjected to NSA's tatgeting p1ocedu1-es. 3 Indeoo, at the tim&a tmasaQtiOA is a~.r--------: 
NSA cannot always know whether the transaction includes other data or information 
representing communications that are not t.o1 from, or about the target, let alone always have 
knowledge of the parties to those communications. Cf. - Mem. Op. at 18-19 (noting that 
with respect t.o abouts communications. "the government may have no knowledge of (the partjes 
to a communication) prior to acquisition11

). It therefore cannot be said that the acquisition ofa 
: · transaction containing multiple discrete communications results in the intentional targeting of 

any of the parties to those communications other than the user·of tho tasked selector. Cf Un.ited 
States v. Bin Laden, 126 F. Supp. 2d 264, 281 (S.D.N.Y. 2000), ajf'd sub 120m. In re Terrorist 
Bombings of U.S. Embassies in East Africa, 552 F.3d 157 (2d Cir. 2008). cert. denied sub nom. 
Bl-Hage v. United States, 130 S.Ct. 1050 (2010) (acknowledging that in light of Unit.ed StatP.S v. 
Verdugo-Urquidez, 494 U.S. 259, 265 (1990), and Title III "incidental interception" case law, 
overseas surveillance of a United States pemon ten'Orism suspect would have posed no Fourth 
Amendment problem "if the Government had not been aware of {his] identity or of his 
complicity in the [terrorism] enterprise"). (TS#SINOC,NP) 

:.~ 4 .. 

NYT v DOJ, 16 CIV 7020 000370 

NSA-WIKI 00240 

Case 1:15-cv-00662-TSE   Document 168-26   Filed 12/18/18   Page 5 of 42



Approved for pubic release. All withheld JnformaUon exempt under b(1) and b(3) °'"""'I as olhelWise ncte<I. 
TOP BBCRB1f#COMIN'f/i'ORC0N,N&FOR:N 

B. NSA's Targeting Proc.edures are Reasonably Designed to Prevent the 
Intentional Acquisition of Communications as to Which the Sender and All 
Intended Reclplents Are Known at the Time of Acquisition to be in the 
United States {a}-

Iu conducting acquisitions targeting fue user of a tal!ked selector, the Government ''may 
not intentionally acquire any communication as to which the sender and all intended recipients 
are known at fue time of acquisition to be located in the United States." 50 U.S.C: § 188la(bX4). 
As noted above, the targeting procedures must be reasonably designed to prevent such 
intentional acquisitions. With respect to to/from communications, "because a user of a tasked 
selector is a p111ty to every to/from communication' acquired by NSA, a reasonable belief that the 
users of tasked selectors are outside the United States will ensure that NSA dces not intentionally 
acquh-e any to/from communication 'as to which the sender and all intended recipients are known 
at the time of acquisition to be located in the United States."' ~em. Op. at 15 (citation 
omitted). with i'ilSpOOt to upstream colh:clion that may contain abeli!s eem;mimi;atigiis, NS A's 
targeting procedures provide that: · 

E.g., Amendment I to DNiiAG 702(~ Certifioation-Dooket No. 702(i)-Ex. A, 
filed Aug. 12, 2010, at 1-'.? (b.ereinafter "NSA Targeting Procedures"). Althcugh""ih:' 

· provisions on their face suggest separate teclmical means might apply only to the "abouts" aspect 
ofNSA's upstream collectiou, in practice these provisions currently apply to any Internet 
transaction collected upstream. ffSffSfll99;Nf~ 

.. ·---·-.. ·-·- prevents the intentional acquisition o commum Ollll a u e er . 
and all intendectrec!Pienl!i'lire lfii.owniit"tlfe~~tio1rto-be-located-in-the-l:Jnited--------·--------.. -
States." Jn reDNJ/AG 702(g) Certification-Docket No. 702(i)-08-0l, Government's. · 
Preliminary RespollSlj to Questions Posed by the Court, filed Aug. 26, 2008, at 3. '.\he 
Government also has represented that these IP filters "have been effective in limitirig the 
collection to communications with at least one communicant located outside the United States." 

• This provision has remained Identical throughout every set ofNSA's Section 71Yl targeting procedures 
· -- -.. ·--·-·--·-approvedforuse--by-th&Goulil,-and·is·also-the.same..in.the.pro110Slldiar~Q..C..¢ures submitted with 

DNI/AO 702(g) Certification (S#OG,Nli9 .. ----
- . ·-···-- -· -·· 

TOP Sl!lCRETNCOMJN'F//-ORCON,NOFOR:N 

5 :;:: . 
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Id. at.4. Except in one circumstan9e previously reported to the Court,s the Govemm.ent is not 
aware of a. case where an about collection resulted in the acquisition of a communication where 
both ends were inaiM the United States. NSA therefore cl;)Iltinues to believe that these prior 
representations remain accurate. Accordingly, for tbe·rcasons described below, the Govermnent 
respectfully submits that NSA's targeting procedures are reasonably designed to prevent, in the 
context of NSA's upstream collection, "the intentional acquisition of any communication as to 

· which. the sender and all intended recipients are kno uisition to be located in 
the United States," including· Internet communications that 
have not been previously described to the Court. 50 U.S.C. § 1881~ 

1. How NSA's IP Filters Work ~ 

~OP SEO~T//COMINTHORCON,NOFORN 

6 ' " M • • ' 

NYT v DOJ. 16 CIV 7020_000372 

NSA-WIKI 00242 

Case 1:15-cv-00662-TSE   Document 168-26   Filed 12/18/18   Page 7 of 42



....... ~ ....... ~·· ·-· .... ··- - ... . 

Apprllved for public releHO. All withheld lnfonnatk>n exempt under b(1) and b(3) except as otherwise noted 

T0P 8Effil:lii'ff>'C0l.'IHN'fh'OR€0N,N6F6R:N . 

Additionally, at the time of acquisition, NS.A: a ups eam e , 
limited exceptions further described below, not presently capable of distinguishing transactions 
containing only a single discrete communication to, from.or about a targeted selector from 
transactions containing multiple discrete con:u:nunications.7 Accorclingfy, NSA cannot prevent 

· the acqitlsi.tion of, or even mark for sep s of transactions that may 
· feature multiple discrete communications . (fBi'/flflt'O 6;11fj 

7 s~ Governml!llt's response to questions 2(c) and (d) in./ra. (U) 
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NSA-WIKI 00243 

Case 1:15-cv-00662-TSE   Document 168-26   Filed 12/18/18   Page 8 of 42



Approved for public release. All wl111held lnfonnalion exempt under b(1) and b(3) except as olhe!Wise noted. 

'l'O? SBCMTHCOMIN'fHOR:CON,NOF9RN 

Except for the one instance noted above conceming an error by an electronic 
communicati rvice vider NSA is not aware of any instance in which its upstream 
collection on rare subject to au IP filter 
nevertheless resulted in the acquisition o a commuruca on as to which the sender and all 
mteliiled rec1p1ent8 wereimown at tl:re time of acqtlisitiea. te lie !eG!lllld in the United States 

11 

This includes those situations in which NSA might collect unrelated colllJ1luni<;ations when 
acquiring Internet communications that include multiple; discre\e communications. (TS/JS:YilP!F) 

. ---·------;;-It is note~~y th:;~~;;o~;; :~:~:~ha~~~l~ -in th~-~cq~lsltl~; ~f-d;;;;;.;;ti~-~~~u~ic;.!k;ii'S~vas- -- - _ ... · 
first identified not by the provider, but by an NSA analyst who recognized a doroestio communication in 
NSA 's repositories, realized that such a domestic communication should not have been acquired, and 
properly reported the communication through NSA channels. NSA lnv<)Stigated this matter and found 
that domestic cOJDlllunications h · o tical limitations ln its IP filter 
technology, but instead b.ocause The 
domestic overcollection caused by this incident represented a very small portion of NS s co ection 
during the ti!llf' period of the overcollection, and an even smaller portion ofNSA's collection since tl1e 
initiation of its Sec ti.on 702 acquisitions, but the error was still discovered and remedied. It is therefore 
particularly noteworthy that no NSA analyst bas o'herwise yet discovered a wholly domestic 

· _,, __ ------ - ·-·communicatlon·fil.NSA's-repasitorlos.ccllectedthrou~U!JUII\Oam. co)J~!i911.l!Ysle,ns. (TS//sY/-00,Mf) . . - - --· .... -. - -·--... ---·· -··· 

TOP SJ!lCRE'FllCOM:l:NTi/ORCON,NOFORN 
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Jn· May 2011, NSA conducted two tests of its Section 702 upstream collection in order to 
· e likelihood of collecting an Internet transaction between a user in the United States 

The first test included 

The. first test sample included no records whe1-e both the sender and receiver IP addresses 
· n e United States · · 

NSA collected any wholly domestic commurucations 
(TI!i'tsflR?ff') 

In swn, the Goveroment submits that the two test samples discussed above, coupled with 
the fact that, except as noted above, no NSA analyst has yet discovered in NSA 's repositories a 
wholly domestic communication collected through NSA's upstream collection systems, strongly 
suggests that NSA's acquisition of transactions or single Internet communications between users 
in the United States and currently occurs only in a.very small percentage of 

· ··- · --- --· -·-·--cases-:-· Eve.tl"tliose~Vtli';"WOn't·nooessarllyinvolve·a1JS!ll':in-lhe·lJru. · ted-States---·- -- - -----·- ._ 
. feceiving from th~ transaction containing a communication from a person .. 

known at tJ.ie time of acquisition to be located in the United States. 12 {TS/IBY~~ · : 

"Additionally, as discussed elsewhere herein, even if the sender is located ln ihe United Ststes, the 
·-- --·- · ... -- - ·-communicstion-lik"1y· will-not.contain any reliable infurnia!lon.!lmL'llQlll!!.!1!1aJlle !!!!~.lo det~~!! 1)1_•_ 

time of acquisition the sender's location. (l'S./19'&'/ee;M!') ··- · · - -· ·-

'!!OP SEcnETIJ00MEN'f//ORCeN;NOFORN 
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2. The - Means by Which NSA Prevents the Intentional Acquisition 
of Communications as to Which the Sender and All Intended Recipients 
Are Known to be Located In the United st,tes at the TiQ?.e of Acquisition 
Are Reasonable ~ 

This Court ha& fou.nd that NSA's targeting procedures are reasonably designed. to prevent 
the intentional acquisition of communications in which tho sender and all intended recipients are 
known at the·· of acquisition to be located in the United States. Jn approving DNI/ AG 702(g) 
Certification with respect to NSA's upstream collection of "abouts" communications, in 
particular;the Court noted that NSA 11relies on~eans of ensuring that a~ 
least one party to the communication is located outside tho United States.11 ~em. Op. at 
19. As describ¢ above. those means are NSA's.use of"an Intem~t Protocol filter 
fo eD.SUIO that the · o ei · l • telli nee information is located 
overseas11 and NSA1s NSA 

- - -ir-argetmg Procedilres at 1-:2' Re also Mem. 9p;-at- . · 1 

. representations that theseliiiimeans had prevented the acquisition of wholly domestic 
communications under the PAA, and recognizing that it is 11thooreticall ssibl~ that a wholly 
nn""'"'Q'. · ·cation could be a~uired aa a result of the 

11 the Court found that these eans were 
"reasona y es1gn o preven e mtentional acquisition of commurucat1ons as to which all 
parties are in the Unit.ed States." ~em. Op. at 20 & n.17. The Government respectfully 
submits that there is no aspect of NS A's upstream collection, as further described herein, that 
would prevent file Court from continuing to fmd that NSA's fllrgeting procedure.a are z:easonably 
designed to prevent the intentional acquisition of communications as ·to which the sender and all 
intended recipients are known at the time of acquisition to be in the United States. 
f!'Sl/£Hff<)C.NF; 

Two aspects ofNSA's upstream colleciion activity that have not been specifically 
addressed by ~e · · fact that NSA ac uires some . . 

and second, the fact that NSA could acquir 
:.:;: whethen~trieving a single; 

communication, or a transaction containing several diserete comniunications -- possibly resulting 
in the a~uisitlon of wholly domestic communications. (TS/fSYIOC,NF) 

-- NSNs targeting proce s are 
..... - - -- --·--- ·- remmsbly·desfgned-to1'revent-the·mtentia · -aGq_Ul81 . on-of.conununications_asJo . ..wbi@Jl1L _ 

sender and all intended recipients are known at the time of acquisition to be located in the United - - -···· ---· -·· --· · 
- - . · -- . · - · . 

. 10 -. .-; . 
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only in a minute percentage of cases. Yet even in ose rare cases, wo 
no way for NSA to know at the tim.e of a uisition that the ~ender and intended recipient are 

~ " ' .. - -

.:,.. ... . ·~ • . 11 
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Accordingly, NSA has di:osigned its systems so that it should never intentionally acquire a 
communication as to which tlie sender and all intended recipients are known at the time of 
acquisition to be located in the United States. To the extent that NSA does unintentionally 
acquire such communications, NSA must treat'these collllllunications in accordance with its 
minimization procedures -- just as it must for other types of coOllllunicatiolis that it is prohibited 
from intentionally collecting under subsection 702(b), but nevertheless sometimes does 
unintentionally acquire, such as communications acquired from a target while that target is 
located lIISld'e the untied SI.lites. ffSf/9J//OG,NF) ·----------

c. Conclusion (U) 

Although for different reasons than those discussed ab9ve, the Court has recognized that 
it is "theoretically possible that a wholly domestic com.munication could be acquired" through 
NSA's upstream collection o.f "abouts" communications. ~em. Op. at 20 n.17. For the 
reason8 outlined above, the Government respectfully submits that, despite the theoretical 
scenarios under which NSA could acquire communications through its upstream· collection as to 
which the sender and all intended recipients are located in the United S(l\tes, NSA's targeting 
procedures are reasonably designed to prevent such acquisitions where· the location of the sender 
·and all intended recipients is known at the time of acquisition. (TSf/S'fffOG,NF) 

The 1•emal11der oftl1is page i11te11tlo11ally left blank • 
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1'0P SBCRB'f/1€0l\U:1'1'f/JeR€0N,NOFO-Ol ' .......,,. as 
0 

e1W>se noted. 

b. According to the May 2 Letter, may Include l;he full 
content of emali messages· that are not to, from or about e user of a targeted 
selector. They also may Include discrete cnmmunications as to which all 
communicants are within the United States. Please explain how the acqulsltlnn of 
such transmissions: ff~/19l'/fNr5 

ill. is consistent with the'Fourth Ameudmertt. ffSli'SY/l!tfj 

NSA's ACQUISITION OFTRANSACT~ONS CONTAINING MULTIPLE DISCRETE 
COMMUNICATIONS IS CONSISTENT WITH THEFOVR.m AMENDMENT. 
(TS//SI//NF) 

Section 702 requires the Attorney General (AG) and the Director ofNatiomil Intelligence 
(DNI) to execute a certification attesting, among other things, that the targeting and minimization 
procedures are consistent witl1 l'be reqniremeats eftlle Foin:th Amendment. 50 us.c .. § 

1881 a(g)(2)(A)(iv). In reviewing a certification, Section 702 in tum requires the Court to en~r 
an order approving the certification and the use of the targ1'ting and minimization pro~edures if 
the Comt fmds, among other things, that those procedures are consistent with the requirements of 
the Fourth Amendment. Id. § 1881a(i)(3)(A). The issue for the Court in light of the above­
described nature and scope ofNSA's upstream collection is whether, in l.ight of a governmental 
inierest "of the highest order of magnitude,'~ NSA's targeting andminin:rization proceaures 
sufficiently protect the individual privacy interests of United Slates persons whose 
communications are inadvertently acquired. In re Directives Pursuant to Section I 05B of tlie 
Foreign Intelligence Surveillance Act, 551 F.3d 1004; 1012 (Foreign Int. Surv. Ct. Rev. 2008) 
(hereinafter "In re Dil'ectives"). E*£llSifl:NF) · 

The Fourth Amendment protects the right "to be secure : .. against unreasonable searches 
and seizi.u-es" and directs that "no Warrants shall issµe, but upon probable cause, supported by 
Oath or iiffumation, and particularly describing the place to be searched, and the persons or' 
things to be seized." U.S. Const. amend. rv. As demonstrated below, the Fourth Amendinent 
requires no warrant here, and the upstream collection conducted by NSA is a reasonable exercise 
of governmental power that satisfies the Fourth Amendment. {;TSliSifi'Nfj ... - .. ,,. ___ -··- "-·--·--- ---·--- --·-·--- -----------· --·-------·- ---

A. The Warrant Requirement Does Not Apply to NSA's Acquisitlo;~f---------·--· 
Trall!iactlons Contalnlng Multiple Discrete Communications. (TS//SYJNF) 

The Supreme Court has recognized exceptions to the Fourth Amendment's warrant 
requirement ''when special.needs, beyond the normal need for law enforcement, make the 
warrant and probable-cause requirement impracticable." Gr!lfin v. Wiscmisin, 483 U.S. 868, 873 
(1987) (internal quotations omitted); see also Vernonia Sch. Dist. 47 J v. Acton, 5 l 5 U.S. 646, 
653 (1995) (quoting Gr!lfin). The Foreign Intelligence Surveillance Court of Review, in 
upholding the Goveriiment's implementation of the PAA, held that a foreign intelligence 

· · · ---·-· -·- · -- · · -ex~ption-existsJ1when·11urveillance.is.oonducted. to_obtain.1'9.W&!! intelligence for national 
. security _purposes and is dfrected against foreign po were or agents of foreign-powei'S reasoiiioly - . 

TOP SEC1lE'fli'CO!\HN'fh'OR€0N;NOFORN . 
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believed. to be located outside the United States." In re Directives, 551 F.3d at 1012. See also In 
re Sealed Case, 310 F.3d 717, 742 (Foreign Int. Surv. Ct. Rev. 2002) ("[A]ll the .. . courts to 
have decided the issue [have] hold that the President did have inherent authority to conduct 
warrantless searches to obtain foreign intelligence information. 11

). (TS/IBJIJNF) 

In approving a previous Section 702 certification, this Court has found that Section 702 
acquisitions "fall within the exception recognized by the Court of Review" in that they "target · 

. persona reasonably believed to be located outside the United States who will have been assessed 
by NSA to possess and/or to be likely to communicate foreign intelligence information 
concerning a foreign power authorized for a·· ition under the Certification" and are 
"conducted for national security ~utp<>SCS." Mem. Op. at 35 (citations otajtted). 
Spec~cally, this Court rccogJiiud that the o view's rationale for applying a foreign 
intelligence exception "appl[ies] with equal force" to Section 702 acquisitions, in that the , 
Government's purpose in conducting Section 702 acquisitions goes well beyond a no~al law 
enforcement objective and involves 111the acquisition from overseas foreign agents of foreign 
intelligence to help protect national secwity,' a eircumste.ee 1B v.thi~h tbc govemment1e interest 
is particularly intense.'11 Id. at 35-36 (quoting In re Directives, 551 F.3d at 1011). In addition, 
this Court, noting the likely volume of Section 702 acquisitions and the fact that tliose 
acquisitions il~gets who are attempting to conceal their communications, found that 
"[s)ubjecting -number of targets to a warxant process inevitably would result in delays 
and, at least occasionally, in failures to obtain perishable foreign intelligence information, to the 
detriment of national securify.11 ~em. Op. at 36; see also United States v. 1humg Dinh 
Hung, 629 F.2d 908, 913 (4th C~ (11attempts to counter foreign threats to the national 
security feqUire the UtIJlOSt. S~ealth, Speed, and SeCtecy" SUCh that 11

( 8] warrant requirement WOU}d 
add a proce.dural hurdle that would reduce the flexibility of executive foreign intelligence 
initiatives, [and) in some cases del~y executive response to foreign intelligence threats ... "). The · 
Court's previous finding that the foreign intelligence exception applies to Section 702 
acquisitions ren:iains equally applicable here. ffSl/S'L'fUF) 

K NSA's Acquisition ofTi'ansactlops Containing Multiple Discrete 
Comm!1nication1 Is Reasonable Under the Fourth Amendment. (TS//Sfffla; 

··-- ·-- _ -··---- ---- Where, as here, the foreign intelligence exception applies, 1'govemmental action intruding 
on individiiilpnvacyfuleresfSiiiustC®lpOrt-with'the-Pourtb-Amendment•,,. reasonableness. - - . -----_____ _ 
requirmnont. 11 In re Directives, 551 F.3d at 1012. In .evaluatingthe reasonableness of the 
Government1s action, a court must consider the totality of the circumstances, see United Sta.tes v. 
Knights, 534 U.S. 112, 118 (2001)) talcing into account 11thenature of the government intrusion 
and how the intrusion is implemented.11 Jn re Directivei, 551 F,3d at 1012 (citing Tennessee v. 
Garner, 471 U.$. 1, 8 (1985) and United States v.' Place, 462 U.S. 696, 703 (1983)). In 

· balancing these interests, the Court of Review has observed that "[t]he more important the 
government's interest, the gt:eater the intrusion that may be constitutionally tolerated." In re 

· Directives, 551 P.3d at 1012 (citing Michigan v. Summers, 452 U.S. 692, 701-05 (1981)). "If the 
protections that are in place for individual privacy interests are· sufficient in light of the 

-- -·- -·· . ··-· --· g0Vtnunentalintere$-a~-stake; the-censtituticnal-SCales .will.tilt .i.u..faYQX.QLJJ.P.il.OldilJg. the . 
· government's ~ti~ns·". Icf. (ffilfSJl~W} ·· - --- ·---·- - · ----.. - ··---

.'FOP SECRM'HCoMfN'ff/ORCON,NOPORN 

14 

NYTv DOJ, 16 CIV 7020 000380 

NSA-WIKI 00250 

Case 1:15-cv-00662-TSE   Document 168-26   Filed 12/18/18   Page 15 of 42



Approved for public relea.e. All wllhheld Information """'11pl underb(1) and b(3) except as olherwlse iioted. 
TOP SBORB'f/1€0MfN'fWORCON,NOFORN 

1. NSA 's Acquisition of Transactions Containing Multiple Discrete 
Communications Implicates Fourth Amendment-Protected Interests. 
(TS!r'SV'~ · 

Although targeting under Section 702 is limited .to non-United States persons reasonably 
believed to be located outside the United States, who are not entitled to protection under the 
Fourth Amendment, see, e.g., ~em, Op. at 37, this Court.bas recognized that conducting 
acquisitions u!J.der Section 702 creates a "real arid non-trivial likelihood of intrusion on F.ourth 
Amendment-protected interests" ofUnited·States persons or persons located in the United States 
who, for example, communicate directly with a Section 702 target, id. at 38.14 In particular, as 
described herein, NSA's upstream collection may incidentally acquire infonnation concerning 
United States persons within transactions containing multiple discrete communications, only one 
of which is to, from, or about a person targeted under Section 702. ('f'Si'/Sfl/l~ 

2. !he Govermne:nt's futexest In the Forelp. lntalliglll!.ee I11forma«on 
Contained in All T!·ansactiolis, Including Those Containing Multiple 

· Discrete Communications, is Paramount. ('fll{lfJillNF) 

On the other side of the ledger, it is axiomatic that the Government's interest in obtaining 
foreign intelligence infonnation to protect the Nation's security and conduct its foreign affairs is 

·paramount. See, e.g., Halgv. Agee, 453 U.S. 280, 307 (1981) ("[l]t is 'obvious and unargiiable' 
that no governmental interest is moxe compelling than the security of the Nation." (citations 
omitted)). Equally indisputable is tho Government's intw:est in conducting acquisitions of 

· fon:ign intelligence info1mation15 under Section 702 of the Act. See .. Mem. Op. at 37 

"Although the scbpe of Fourth Amendment protection for e-mail is not settled, the Government has 
argued before this Court that United States persons have a reasonable expectation of privacy in the 
content of such electronic COlllllluuications. See, e.g., United States of America's Supplemental Brief on 
the Fourth Amendment, Docket No. l05B(g) 07-01, filed Feb. 15, 2008, at 1. The Government likewise 
assumes for purposes of this filing that the collection o. implicates privacy interests 
protected by the Fourth Amendment. ('F&'i&f/fNF'J · 

··•· • - ···---····-
1
'-

11Fo1elgn:lntllll.fgenceinforniation" is-derfued as; ........ -- ~ · ·· ···--·· ......... - ... :--.. ····---·-··--·'----·- -·--·--- -·----· --·-· . 

(1) infonnation that relates to, and if conceming a United States person is necessary to, the ability of 
the United States to protect against --
(A) actiJal or potential attack or other grave hostile acts of a foreign power or au agent of a 

fdreign power; 
(B) sabotage, international terrorism, or the international proliferation of weapons of mass 

destruction by a. foreign power or an Bgllnt of a foreign power; or · 
(C) clsndestine intelligence activities by an intelligence service or networlt of a. foreign power or 

by an agent of•· foreign power; or 
(2) information with respect to a foreign power or foreign territory that relates to, and if concerning a 

-----·-····- -··- ····- --- ·T:Tnited·Stal""llerson is-neeessacy . .ia.-. ···-···---· --··-- ···-----
{A) the national derense or the security of the United States; or 

. (B) the conduct ·of1he foreign affairs of.the United-States~. -
+or SEGml:+!ICQ!\mIT.'.'ORGON,NOFORN 

15· .. _ - . .. - .. ., 
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("The governments national security interest in conducting these acquisitions 1is of the highest 
• 

111 
• re Directives 551 F.3d at 1012 . For example, 

The Supreme Court has indicated that in addition to examining the g0vemmental interest 
at stake, some consideration of the efficacy of the search being implemented-- that is, some 
measure of fit between the search and the desired objective -- is also relevant to the . 
reasonableness analysis. See, e.g., Knights, 534 u .. s. at 119 (noting that the reasonableness of a 
searcl}. "is detern:tlned by assessing, on the one band. the degree to which it intrudes upon an 
individuar s privacy and, on the other, the degree to which [the search] is needed for the 
prom,otion oflegitiniate governmental interests. 11 (intenial quotation marks omitted)); see also 
Board of Educ. v. Earls, 536 U.S. 822, 834 (2002) (11Finally, this Court must consider the nature 
and immediacy of the government's concerns and the efficacy of the Policy in meeting them.11

)). 

Here, NSA's acquisition of transactions through upstream collection is an essential and 
irreplaceable means of acquiring valuable foreign intelligence information that promotes the 

--···- ··-----paramount govef.tliilentillnteresrorprot~ttnitlre-Nation·and··conducting-its-foreign-affeirs ... - - ... .... -·- . ·- ·····-... . 
(Tg/f8Yflff) 

. . 
The AG and DNI have attested that a s.ignificant purpose of all. acquiritions under Section 

702, which includes those conducted by NSNs upstream coJlection, is ·to obtain foreign 
intelligence information. These acquisitions are conducted'in accordance with FISC~approved 
targeting procedures reasonably designed to ensure that the acquisitions are directed "towa1·d 
communications that are likely to yield the foreign intelligence infonnation sought, an4 thereby 

- - -·- - - --· ---·- - · -~·-····- - ---- ---·-·- ----··--·.-..- --- ·--···----- - ··--------··- - -----·---------- ·· -·· ----~-----··-- -
50 U.S.C. § 180l{e). (U) 

'fOP Sf}CRlffff€0"MlN'fl'/ORCON,NOFORN' 
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afford a degree of particularity that is reasonable under the Fourth Amendment." ~em. 
Op. at 39-40 (footnote omitted), Indeed, certah1 of the valuable fbreign intelligence infonnation 
NSA seeks to acquire through upstream collection of transactions simply cannot be acquired by 
any other means. \fS//SrJ!NF} 

Specifically, as this Court has recognized, NSA's upstream collection "is particularly 
important because it is uniquely capable of acquiring certain t es of targeted communicationB 

· · e forei intelli infonnation," such as 

. l"I 
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I t II 

•:. - 1 tl: I - ). ; ) ;.. h II J '""' 

in transactions acquired t:brQugh NSA's upstream co11ection. Valuable foreign intelligence 
information such as this simply cannot be obtained by means other than the acquisition of 
transactions through NSA's upstream collection. (TSIJSI/~~ 

' . . 

3. The Acquisition of Foreign Intelligence InformaUon Contained in 
Transactions Is Conducted Using the Least Intrusive Means Available. 
(TSi'!SlWNF) 

The fact that NSA's upstream collection acquires transactions that may contain several 
discrete communications, only one of which is to, from, or about a tasked selector, does not 
render NSA's upstream collection unreasonable. See In re Directives, 551 F.3d at 1015 ("It is 
settled beyond peradventure that incidental collections oocuning as a result of constitutionally 
pcmussible acqu1stttons do not 1endex those aeqttisiti:otlS 'tmlav1M, ") ~itatfons omitted)); see 
also United States v. Bin Laden, 126 F. Supp. 2d 264, 280 (S.D.N.Y. 2000) (11[IJncide11tal 
interception of a person1s conversations during an otherwise lawful' [Title III] surveillance is not 
violative of the Fourth Amendm.ent.11

); cf.' Scott v. United States, 436 U.S. 128, 140 (1978) · 
(recognizing that 11there are surely cases, such as the one at bar [involving a Title III wiretap]~ 
where the percent~ge of nonpertinent calls is relatively high and yet their interception was still 
reasonable"). Indeed, the Supreme Court has repeatedly rejected suggestions that reasonableness 
requires "tho least intrusive search practicable.t1 City of Ontario y. Quon, 130 S. Ct. 2619, 2632 
(2010) (quotation marks omitted); see, e.g •• Earls, 536 U.S. at ~37 (1'[T]his Court has repeatedly 
stated that ieasonableness under the Fourth Amendment does not require employin;S the least 
intrusive means, because the logic of such elaborate less-restrictive-alternative arguments could 
raise insuperable barriers to the exercise of virtually all search-and-seizure powers." (inte~ 
quotation marks omitted)); Ver1Wnia, Sl5 U.S. at 663 ("We have repeatedly refused to declare 

........ ~ - . ...... • . .. - H-"""' " •• ••• .. -~'• h-· '' 

'ft>P ~C'itE'f//COMIN'fl/ORCON1NOlt'OR:N 

18 

NYT v OOJ, 16 CIV 7020 000384 

NSA-WIKI 00254 

Case 1:15-cv-00662-TSE   Document 168-26   Filed 12/18/18   Page 19 of 42



Approved for pubfic release. 
All llllhheld informeUoo exempt under b(1) and b(3) "'"'"Pia• Olhe!wl noted 

'fOl' 8f!lCMl'l'f/C0l\ffN'f/10RCON,NOPORN · se . 

that only the 'least intrusive' search practicable can be reasonable under the Fourth 
Amendment."). fFS/fSJ/i'NF} · 

. Although not demanded by the Fourth .Amendment, NSA ia neverlheless conducting "the 
lea$t intrusive search practicable" when it acquites a single tramaction which may contain 
several discrete communications, only one ofw · · i · telli ence information 

m or about a tasked selector. 

also render the info.pnation 
technologically infeasible for NSA's upstream ca on sys ems to extract only the discrete 
communication that is .to, from, 01· about a tasked selector. The 21112 way to obtain the foreign 
mtelllgence infOtm!ltton coiltaiued wifuin that diserete eenimtmiGat.illll, therefore, is to acquire 
the entire transaction in whiCh it is contained. The fact that other, non-pertinent information 
within the transaction may also be incidentally and unavoidably acquired simply cannot render 
the acquisition of the transaction umeasonable. See Umted States v. Wuagneux, 683 F.2d 1343, 
1352-53 (1 lth Cir.1982) (observing that "a searCh.ll).llybe as ext~ive as reasollablyrequired to 
locate the items described in the warrant, 11 and on that basis concluding that it was "reaso.nable 
for the agents [executing the search] to remove intact files, books and folders when-a particular 
document within the fi!e was identified as falling within the scope of the warrant"); Unlced States· 
v .. Beusch, 596 F.2d 871, 876-77 (9th Cir. 1979) (rejecting argument that "pages in a single 
volume of written material must be separated by ·Searchers so that only those pages which 
actually contain the evidence sought may be seized"). ffflffSiflNF} · 

At the same time, NSA is malcing every reasonable effort to ensure that its upstream 
colleetion acquires this singularly valuable foreign intelligence information in a manner that 
minimizes the intrusion into the personal privacy of United States persons to the greatest extent 
possible. As discussed above, these acqllisitions are conducted in accordance with FISC- . 
approved targeting procedures reasonably designed to ensure that the acquisitions are directed 

··- -·----~i'.'._l?.~~unications that are likely to yield the foreign intelligence information 
sought." ~em. op. at' 39=«<t (ftrotnote omitted):-The-applieatiooof.the targeting_. _____ _ 
ptocedures ·:further ensures that "[t]he targeting of communicatiQnS pursuant to Section 702 is 
designed in~er that diminishes the likelihood that United States person information will be 
obta:ined." -Mero. Op. at 23; cf. In re Directives, Docket No. 105B(g):07-0l, Mem. Op. 
at 87 (USFISC April 25, 2008) (recognizing that "the Vlllit majority of penons who are located 
. overseas are non United States persons and that most of their communications are with other, 
non-United States persons, who· are located overseas'~ (footnote omitted), aj]'d, 551 F.3d 1004 
(Foreign Int. Surv. Ct. Rev. 2008). Lastly, to the extent that United States person information is 
incidentally acquired in ttm acquisition of a whole traru;action by NSA's upstream collection, 

··-· ... -·-.. ··-·-:---·-··-··.--~-=··-· ~-----~--
"See Oovemmont's response to questions 2(c) ~d (d)uifr;-(05-:- ·· -'--- . -"·--·-·-------· -
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such information V'.till be handled in accordance with strict minimization procedures, as discussed 
in more detail below. C'fS//'Sb'/tiF) 

4. United States .Person Information Acquired Incidentally Through NSA1s 
Acquisition of Transactions Containin& ~ultip~e Discrete · 
Communications is Protected by NSA'a Section 702 Minimization 
Procedures. (TSlfS~fl~ 

As discussed above, the fact that NSA's upstream collection may result in the incidental 
acquisition of communications of United States persons cannot, by itself, render the overall 
collection umeasonable. Instead, courts have repeatedly found support for the constitutionality 
of foreign intelligence activities resulting in the incidental acquisition of United States person . 
information in the existence and application of ro~ust minimization procedures. See, e.g., Jn re 
Directives, 551 F.3d at 1015 (recognizing that minimization procedures are a 11means ofreducing 

____ ... act of incidental i:ntrusions into the privacy of non-targeted United States persons"); 
~em. Op. at 40 ( concMHng that minimization pioeedltftlS-meetiBg the defim.tion in so 
U.S.C. § 1801 (h)(l) 11ccmstitute a safeguard against improper use of infonnation about United 
States persons that is inadvertently or incidentally acquired, and therefore contribute to the 

· Court's overall assessment that the targeting and minimization procedul'CS are consistent with the 
Fourth Amendment"). As explained below, NSA1s current Section 702 minimization procedul-es, 
which this Court prevjously has found to satisfy the definition of minimization procedures u1 50 
U.S.C. § 180l(h)(l), 18 adequately protect the privacy interests ofUnited States persons whose 
communications may be incidentally acquired through NSA1s upstream collection and thus 
contribute significantly tO the overall reasonableness of that collection.· (i'Sl!Sll/t.fP) 

At the outset, it is worth noting that NSA1s acquisition of Internet transactions containing 
multiple discrete communications does not n~sarily increase the risk that NSA will 

-

. lly acquire United States person infonnation. For example, as disc:Ussed above, the 
means by which NSA ensures it does not intentionally acqu~ 

communica~ons limits the acquisition of certain transactions such as~ 
to persons located outside the United States~ can be wesumed to be non-United · 
States-persons. Thus> to the extent that the ...__of those non-Ynited States persons 

. -·----·-·--c~ communications that are not to, from, or about a· targeted selector, those communications 
· are unlikely. to b-e-O'mtccfSfates person cominmltcaiions"- -see-.br7'e-Birectives,-Deeket·Ne,-· .... ........ •. .. .. _ ........... .. . 

10SB(g):07-01, _Me:m. Op. at 87 (recognizing that "the vast majority of persons who are located 
overseas are non United States persons and that most of their communications are with other, 
non-United States persons, who are located overseas11) (footnote omitted). For this same reason, 
~erson information would be obtained throu the acquisition: of a 
-s no greater than in the acquisition of a 

11 50 U.S.C. § 180l(h){l) defines 11minimizationpr00edures11 as "specific procedures, which shall be 
adopted by the Attorney G®e1:al, that are reasonably designed in light of the purpose and technique of the 
particular surveillance, to minimize the acquisition and retcntio111 and prohibit the dissemination, of 

· nb)l,Publicly available-information-cellOl.ming unconse.nting. United StAt~~~Q~ QQnsistent with the 
need of the United States to obtain, produce, and disseminate f<lreign intelligence infonnation}i'-(ti) - · - · · · ·· .. - - · 
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a. Acqul.!itlon (U) 

As discussed above, with limited exceptions, 19 it is technologically infeasible for NSA's 
upstream oo!lection to acquire only the discrete communication to, from, or about a tasked 
selector that may be contained in a transaction containing multiple discrete communications. 
That does not mean, however, that the minimization procedw:es governing NSA's upstream 
collection do not adequately minimize the acquisition of any United States person iµformation 
that may be oontained in those transactions. Specifically, minimization procedurcs must be 
reasonably designed to minimize.the acquisition ofnonpublicly available informstion concaming 
w1constnting United States persons "consiste11t with the need of the United States to obtain, 
produce, and disseminate foreign intelligence information." 50 U.S.C. § 1801(h)(l). As 
dlScussed above, !l'le only way tu obtain the foteigit intelligenee infematima ~Ol:l.tained within • 
discrete communication is to acquire the entire transaction in which it is contained. Thus, to the 
extent that United States person infomiation may be contained within other discrete 
communications not to, from, or about the target in that transaction, the acquisition of such 
United States person infonnation would be "consistent with the need of the United States to 
obtain ... foreign intelligence infonuation." ('fSflSY/Nf) 

Congress has recognized that "in many cases it may not be possible fur technical 'reasons 
to avoid acquiring all information" when conducting fureign intelligence surveillance. H.R. Rep. 
No. 95-1283, pt. l, at 55 (1978); see also id. at 56 ("Itmay·notbe possible or reasonable to avoid 
acquhing all convei:Sations."); cf. Scott, 436 U.S. at 140 (recognizing that Title m "does not 
forbid the interception of. all nonrelevant con'?ersatioiis, but rather instructs the agents to conduct 
the surveillance in such as mann~r as to 'minimize' the interception of such conversations"). 
Rather, in situations where, as here, it is technologically infeasible to avoid incidentally 
acquiring communications that are not to, from, or about the target, "the ressonab!e 4esign of the 
[minimization] procedures must emphasize the minimization of retention and dissemination." 
H.R. Rep. No. 95-1283, pt. 1, at S5. (TS//BYfl<F) 

·· .. ·-··-··-·-·-·'···-- ..... ---·-·- ·-o; .. Rereiitlon -(U) .. _ .... --·· ·-·· ... -- ............... _. --------------····---· ............ - .......... -···---.. --...... - ... -

··~ ···'-- ·- ~··· 

In addition, for reasons discussed more fully below, nothing in the statutory defmition of 
1ninimization procedures obligates NSA to immediately destroy any United States person 
information in a communication that is not to, fi:om, or about a tasked selector within a 
~ansaction acquired by NSA's upstream collection. (TS//£T#NF) 

·---------- ·-· ... -·-·--·-... ---· 
19 See supra footnote 6. (U) ---··---·--··- ··-·-- ····--"7 -~-----····--··· 
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I. Destruciton Is Not Technological~y Feasible fFSi'iSJ/fllf!i') 

First, Congress intended that the obligation to destroy non-pertinent information would. 
attach only if the destruction of such information is feasible. See H.R. Rep. No. 95-1283, pt. 1, 
at 56 (11By mmimizing retention, the committee intends that information acquired, which is not 
necessary for obtaining[,] producin& or disseminating foreign intelligence information, be 
destroyed wherefeasible. 11 (omp~is added)). That is because Congress recognized that in some 
cases. the pertinent and non-pertinent information may be co-mingled in such a way as to make it 
tecbnolo&;.cally infeasi"ble to segregate the pertinentinformation from the non-pertinent 
information and then destroy the latter. See id. ("The committee rec:Ognizes that it may not be 
feasible to ~ut and paste files or erase part of tapes where some information is relevant and some 
is not. 1'). ffSNSfllt~ · 

A transaction containing several communications, only one of which contai~ the tasked 
selector, is to NSA's systemS tectmo!ogiuatly h1dislinguishable ffem a-mmsadi.on comainingu..._a - ----­
single message to, from, or about a tasked selector. n1at is true both for NSA's collection 
systems and for the NSA systems that process and then route Section 702-acquired information 
to NSA 's corporate stores. Thus, unlike other instances whore it is ~chnologically possible for 
certain kinds of communications to be recognized, segi;ega.ted, and prevented from being routed 
to NSA1s co.tporate stores, the transaction as a whole, including all of the discrete 
cominunications that may be included within it, is forwarded to NSA corporate stores, where it is 
available to NSA analysts. (TS//SI/t.Nf') 

The transaction is likewise not divisible into the discrete communications within it even 
ance it resi~s in an NSA corporate s~re. That is because NSA assesses that it is not 
technologically feasible to extract, post-acquisition, only the discrete communication that is to, 
from, or about. a tasked selector within a transaction without destabilizing -- and potentially 
rendering unusable -- some or all. of ~e collected transaction, including the single, discrete 
communication which is to, from or about the tasked selector. Thus, an NSA analyst cannot, for 
example, simply cut out any pertinent part of the transaction (i.e., the discrete communication 
that contains the tasked selector), paste it into a new record, and then discard the.remainder. In 

....... _ ........... --·· _thi!JY.~X~.~~-~ctions at issue here are a present-day version of the very same problem that I 
Congress recognized oveitlifrt.y yeaiS-ea-rlier-::.1:e.,-that"in·SOID.e-cases;· Jlitmight-not:-be-feasible ... . ·-·. --·· ··- ... . . . 
to cut and paste files . . . where some information is relevant and some is not. 11 H.R. Rep No. 95-
1283, pt.1, at 56. Given that Congress recognized it might be necessary to re~in all acquired 
information regardless of its pertinenco because destruction of the non-pertinent infonnation may 
not be feasible, minimfaation procedures that permit the retention of transactions in their · 
entireties because their further divisibility is infeasible (if not technologically impoSSJ"ble) are 

· consistent with the statµtory requirement that such procedures minimize the retention of United 
States person information. (TSJIBYJNFt 

-- -· - ·- · -- - . - ~--- - ·- ·--- ·--- - - - ----- ---
-------------.-~:. -- - -- -·---... ·-----4 .. 
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ii. Retention oflJnlted States Person Information Can Be Effectively 
Mlnlmlzed Through Restrictions on its Retrieval f!ffi:lfMi!Nfl'J 

Second, although it is not required that all non-pertinent '{)nited 'States person information 
be destroyed, NSA's retention of non-pertinent infonnation conceming innocent United States 
persons is not without bounds. FISA's legislative history suggests that the retention of such 
information could still be effectively minimized through means other than destruction. See H.R. 
Rep. No. 95-1283, pt. l, at 56 ("There area number of means and techniques which the 
minimization procedures may require to achieve the purposes set out in the definition."). Of 
particular relevance hel'e, Congress recognized that mi:a.im.izing the retention of such information 
can be accomplished by making the info1mation "not retrievable by the name of the innocant 
person" through the application of "rigorous and strict controls." Id. at 58-59. Those "rigorous 
and strict controls," however, need only be applied to the retention of United States person 
infonnation "for purposes other than counterintelligence or counterterrorism." Id. That is 
because Cdngress mtended mat "a significant degiee oflatitude be gY/ell i11 seuatc1'intel!igence 
and countertcrrorism cases with respect to the mtention of information." Id. at 59. EfSh'Sff/Ml') 

NSA's current Section 702 minimization procedures flatly prohibit the use of United 
States person names or identifiers to retrieve any Section 702-acq · o unications in NSA 
~· See, e.g., Amendment I f.o DNYAG 702(g) Certification 
~· B, filed-2010, § 3(bX5) (hereinafter "NSA Section 702 minimization 
procedures"). This "rigorous and strict control[]" applies even to United States person 
infonnation that relates to counterintelligence or counterterrorism, despite Congress's st11ted 
intent that agencies should have "a significant degree oflatitude ... with respect to the retention 
of [such] infonnation." H.R. Rep: No. 95-1283, pt. 1, at 59; see Id. at 58-59 (recognizing that 
"for. an extended period it may be nece.,Sllry to have infonnation concerning [the] acquaintances 
[of a hypothetical FISA target] retrievable" for analytic purposes, even though "[a]mong his 
contacts and acquaintances ... there are likely to be a large number of innocent persons"). 
NSA's current Section 702 minimization procedures thus require the retention of information 
concerning United States persons (innocent or otherWise) to be minimized to a significantly 
greater degree than is necessary for those procedures to be reasonable. (TSl/S1fll:~ 

. ·- ·· -- ... -- -.... -· ----·- ··or'Coiirse; ilie ·aovemmeiifieekS-tlirfCOUl'rir apprnvafofrevised-NSA ·Sectian·'7Q.a-- .... __ .,.. ~- -------­
minimization procedures that would enable NSA analysts to use United States person identifiers 
as selection texms if those selection terms are 1 likel to return foreign intelligence 
information. E.g., DNIIAG 702(g) Certificatio Ex. B, filed. 
Apr. 20, 2011, § 3(b)(5). Under these revised NSA Section 702 minimization procedures, the 
use of such selection terms must be approved in aceordance with NSA procedures. Id. The 
Govemment is still in the process of developing the NSA procedures governirig the use of United 
States person identifiers as selection terms. Until those proced1ll'e8 are complet.ed, NSA analysts 
will not begin using United States person identifiers as selection tenns. The Government will 
eusure that these NSA procedures contain "rigorous aii.d strict controls" on the retrieval of United 

---- · · .. ·· - -· - -Sriit!B-_pe1·i1oninformation-consistent-with statutozy-;equiraments.and.Congressillnal.intem....HJL.. __ _ 
Rep. No. 95-1283, pt._ I, at.59. (1'S>'ISiflNF) -· 
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. c. Dissemination (U) 

As discussed above, the NSA current Section 702 minimization procedures prohibit the 
use of United States person identifiers to retrieve any Section 702-acquired communications in 
NSA systems. Accordingly, the only way incidentally acquired United States person information 
cuuently will be reviewed by an NSA analyst is if that information appears in a communication 
that the analyst has retrieved using a pemiissible query teim - i.e., one that iB reasonably likely 
to retum information about non-United States person fill'eign intelligence targets. See ;NSA 

· , Section (02 minimization procedures,§ 3(b)(5). Any identifiable United States person 
irifonnation contained in a communication retrieved in this manner would be subject to the 
dissemination restrictions in the NSA Section 702 minimization procedures, which operate to 
ensure that any dissemination of United States person information is consistent with the Act; 
These restrictions apply regardless of whether the United States person information is contained 
in a discrete communication that is to, from, or about a tasked selector. Moreover, the same 
dtssermnatton restiicttonB wtll conlinue tu apply to BJl'l' Uflited Sllltes pmioll-infomiatiwi.. ______ _ 
retrieved through the UBe of a United States person identifier as a selection tenn in !lOOOrdance · 
with NSA's revised 702 minimization procedures. Indeed, given the small probability that an 
inci~ntally acquired communication of a United States person that is not to, from, or about a 
tasked selector would contain fureign intelligence infonnation or evidence of a crime, it is highly 
unlikely that NSA. would disseminate any information from that incidentally acquii:ed 

·communication, let alone infonnation concerning the United States person. (TSllSY~W) 

.. ' -24· . . , . ~ .. 
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c. The May 2 Letter states that NSA Is not presently "ae aratln out 
~formation" contained within 
--May 2 Letter at 3. Please explain why and state whether it 
would be feasible for NSA to implement such capability, either at the time of 
acquisition or thereafter. (I'S//Sil~W) 

d. e identified as distinct from 
other, discrete communtcatlomi between users, er at the time of acquisition 01• 

thereafter? If so, can NS-A filter its Section 702 collection on this b.asis? (1'S/1'SJ//tai] 

Except as described'above, at the time of acquisition, NSA is not presently capable of 
separating out transactions that contain multiple el~ctronic communi!lations into logical 
constituent parts without destabilizing-- and potentially rendering unusable - some or all of the 
entire collected transaction, including any particular communication therein which is in-:tllct to, 
from, or about the tasked selector. Each electronic communication service provider develops 

-· ···· ·--- ·· -·-- piOfocci!Sllfil pefformthemvt'Cll'S· lreingpro'Vided·in-a-manner-designedto-be-eco.IWll).icSl. in.--·-·----··----· 
· actors that the rovide.r considers impoi.tant 

15 Ali. NSA l!D"lyst would, howi:ver, be able to copy a portion of the rendered view of a transaction 
. contained in a NSAcorporate sto1-e and then paste it into a new record on a different system, suclras an 

-- - - ·--- --·--:analytic store. ·Even-so; the-or,lgina!-tnmsaction,.fromuch.that.o.opy...l!i~ wq)l!d be ~inei! in the 
.. corporate store in its original state, whiCh cannot bo altered for the reasons discussed below. ffS//f}J{~ -- -- · --- ·· 
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Each of the major providers change protocols often to suit their own business pwposes1 and it is 
therefore generally riot possible for NSA to isolate or separate out individual pieces of 
information contained within single transactions at the time of NSA acquisition. Any protocol in 
use toda could easily be changed by the provider tomorrow 

. escribed above. at the time of acquisition it is not technologically feasible for 
NSA to extract any particular communication that is to, from. or about a tasked selector within a 
transaction contailling multiple discrete coininunications. (TS//Sl//Nfj 

For the same reasons that p~otocol volatility and myriad user settings prevent the 
extraction of only discrete communications at the point of acquisition1 it is not technologically 
feasible to extJ:act, post-acquisition, only the specific communica.tion(s) to, from, or about a 
tasked selector within a transaction without destabilizing -- and potentially rendering unusable •• 
some or all of the collected transaction, includip._g any particular communication therein which is 
to, from, or about the tasked se~ector. Thus, an NSA analyst cannot, for example, simply cut out 
the discrete communication that contains the tasked selector, -paste it into a new record, and then 
discard the remainder. ·('fSffS:fl~iF) · 

a 2 Letter notes that NSA uses Internet P:rot~l (IP) ffitering and .. 
prevent the intentional acquJsltion of 

communications as to which the .ender and all known recipients are inside the United 
-·--·- - -·-----.. --.......,_;. M1rr2-~-r·a .... ..._, ETBllSY/M?-oa.•LC•· . .L.tt;'-U:: • .;,.-. ·- - .. -·-a--·-··-~---- .. ·----- ---------.. ·--·· 

a. lease describe how NSA a pHes IP filtering in the context of 
(TSllS:f//Nf). 
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NSA acquires Internet communications by collecting the individual packets of data that 
make up those communications. As required by NSA's targeting procedures, all Internet 
communications data packets that may contain abouts information that NSA intercepts through 
its Section 702 upstream collection must either pass through an "Internet Protocol filter to ensure 
that the perso whom it seeks to obtain forei intelligence infoI!l'.lation is located 

II 
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b. In the collection of 11to/from" communications, are the communl~nts always the 
individual us~rs of particular facllltles or does NSA 
sometimes consider Please 
explain. "(TSJJSY~ 

4. and volume, does NSA's collection o 
: 1 • ' • " • ' 

. 'I I I I • "' . under Section 702 compare with th 
Internet communications (such as e-mail messages) between or amone individual users? 
(FS//Sl/INF) . 

As a result of the present technological limitations 
NSA cannot precisely measure the number of 

• • I : I discrete communications 
for that figure with transactions containing a sin e, 

discrete commumcation witho~t manually exa.milµng each transaction 
that NSA has acquiied. o provide an estimate of the volume of s:uch 
collection at the Court's request, NSA perfonned a selies of queries into 
Souroe S · t holds the relevant transactions in question. 

esuits·were reviewed for three randomly selected days in April, average to pro uce an 
estima figure of collection o~for the month of April. This figure · 
was then compared to the total~ collection of web activity for the 
month. From this sam l NSA estimates that a: roximately 9% of the monthl Section 702 
upstream collection of 

6 
It is important 

· · · •· - •· ·- ·- -- - ~6NSkiit>~!rthat it'isiikety that this·90/o-figure ·hwludes·-ot.the.user of.the.targe.t~.d.s~J~tQI ... .... . 

. ~erself. fl'S//Sil!Nf; 
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~was a manually intensive and imprecise means to quantify the volume of 
- collection and should not be interpreted to s11ggest that any technological method 
of pre-filtering can l:ie applied to the collection before it is available to the analyst. (TS/ISIHHF} 

5. Given that some of the Information atqulred through upstr~m collectfon ls likely to 
constitute •1electronie surveillance" as defined in 50 U.S.C. § 1801(f)(2) that has not 
been apprnved by this Court, how does the continued acquisition of, or the further use 
or dissemination of, such information comport with the restl'iction:s of 50 U.S.C. 
§ 180!>(a)(1) and (a)(2)? (f&l9Ylt'f¥1 

I. THE CONTINUED ACQUISITION, USE, AND DISSEMINATION OF 
INFORMATION ACQUIRED THROUGH UPSTREAM COLLECTION DOES 
NOT VIOLATE SO U.S.C. § 1809._ (l'Sf/SYl*F) 

A. Introduction (U) 

Section 702 ofFISA, as codified at 50 U.S.C. § 188la, provides that "[n]otwithstandi.ug 
any other provision ofla:w," upon the issuauce of an appropriate Order from the court, the 
Attorney General (AG) and the Director of National li.ltelligence (DNI) may jointly authorize tho 
targeting of non-United States persons reasonably believed to be located outside the United · 
States to acquire foreigu intelligence information as long as certain conditions set out in 
subsection 702(b) are met. The joint authorizations of the AG and the DNI authorized NSA's 
upstream acquisition of communications that are to, fl:om, or about a.tasked selector. The Court, 
in tum, approved the implementing certifications as well.as the use of proffered targeting and 
minimization procedures, Accordingly, because the acquisition of communications to, from, or 
about a tasked selector was authorized by the AG and DNI, and the Court.approved the 
cer\ifications and procedures used to implement those authorizations, NSA 's acquisition of such 
communications upstream does not constitute unauthorized electronic surveillance and, . , 

_ --··--- •... _ . .t)lerefQ~,_does_not yi~~~ the terms of50 U.S.C .. § 1809. ffS/P.Wfl'tF) · · : 
. ·- -- -- ··--·-·-·-···-·-·-·----- --·-·-···---···· --···-·---------· -·. -··-···- ........ ·····- ·- . ·-· ·----: 
As noted above, the Government readily acknowlec!&es that it did not fully ·describe to the ' 

· Court·that the upstream collection techni~e would result in NSA acquiring ___ 
-types of Internet transactions that could inc.Jude multiple indivi~. 
communications As 
discussed below, however, this omission does not invah a s pnor 
authorizations. Nor does it mean that the incidental acquisition of communications that are not 
to, from, or about a tasked select9r as a consequence qf obtaining communications that are to or 
from a tasked selector or contain reference to a tasked selector, exceeds the scope of those 

· -----·--·-authorizaiio~. 'For tfo same reaSdl!r,thirc:Jcrvermnenti:espectfully-suggests-that·the·Gr.d&J.'!l-Qf'.----···: .•. - ... _ 

.. , ...... 31 . ·- ... 
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this Court upon which those authorizations rely likewise remain valid. Thus, Section 1809 .is not 
implicated byNSA'.s upstream collection activ~ties under Section 702. ffSl/S~fNP) 

B. Statutory Framework (U) 

i. Section 1809 (U) 

Under Subsection 1809(a), a person is guilty of a criminal offense if he or she 
''intentionally (1) engages in electronic surveillance under color oflaw, ex~ept as authorized by 
this Act. , .; or (2) disclose[&] or uses information obtained under color of law by electronic 
surveillance, knowing or havihg reason to know that the information was obtained tl1rough 
electronic surveillance not autho~zed by this Act.',,.7 (U) 

For purposes of Section 1809 the issue is whether the Government's prior failure to fully 
explain to the Court the steps NM mµst take in order acquire commurucations to, from, OJ: about 
a tasked sele.ctor, and certain technical limitations regarding the IP address filtering it applies, 
means that the acquisition of such communications was not autborired by tho DNT end AG, and 
inconsistent with Comt approval of the targeting and minimization procedures. (TS/ISilffW} 

ii. Section 702 Collection Authorizations (6~ 

Pursuant to 50 U.S.C. § 188la(a); "notwithstanding any other provision of law;" the AG 
anci the DNimay jointlyautborlzc for a period of up to one year the targeting of non-United 
States persons reasonably believed to be located outside the United States to acquire foreign 
intelligence information, subject to targeting and minimization procedUieS approved by this 
Court, Md certain limitations set out in § 1881 a(b ). Authorizatioll8 are premised on certifications 
to the Court, in which the AG and DNI attest to the fact that, among other things, the targeting 
and minimization procedures comply with certain statufory requirements and the Fourth 

27 This Court has previously noted that the legislative history of this provision focuses on a 
·· - ·· -··· - ----·p~or-bill-tbat..was.substantially..difftmit.fmm!M..12t.QYisio~~l!.ent~y~ted and codified. ------------- --

See Mem.Op. 
at 6-7 (Dec. 10, 2010). Yet, both the predecessor bill and the co died provmon use e wor 
intentionally, which has been described'as ·"carefully chosen" and intended to limit criminal culpability to 
those who act with a "conscious objective or desire" to commit a violatjon. Su H.R. Rep. No. 95-1283, 
pt.1,"at 97 (1978) ("The word ' intentionally' was carefully chosen. It is intended to reflect the most strict 
standard for criminal culpability . . . . The Govemmont would have t~ prove beyond a reasonable ·qoubt 
both that the conduct engaged ·in was in fact a violation, and that it was engaged in with a conscious 
objective or desire to commit a violation.''). Based upon discussions between responsible NSA officials 
and the Departmont of Justiee (iJOJ) and the office of tlle Director of National Intelligence (ODNI) and 

- ·- ·-·· -"DQJmd~DNrneview·ofdocuments-i:elated·te·thia ·matte.rTDOJ.aud.ONDNI.have..not found.any ___ ···-· _ ···- __ _ · _ _ 
. indication that there was e. conscious objective or desire to violate the authorizations here. (16//SL'/Hf) 

••• • •• • - • : 4 • • 
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Amendment. 50 U.S.C. § 188la(g)(2). Authorizations become effective ''upon the issuance of 
an order [of this Couit]" approving the certification and the use of the targeting and minimization 
procedures as consistent with the statute and the Fourth Amendment. Id. §§ 188la(a) (AG and 
DNI autholizations go into effect upon "issuance of an order"); 1881a(i)(2)-(3) (laying out scope 
ofFISC review).28 ('FS#SY/UP) . 

Thus, if an acquisition is authorized by the AG and DNI, and the certification and 
targeting and minimization procedures which implement that authorization are approved by the 
Court, and the authorization remains valid, then the acquisition does not constitute unauthorized 
electronic surveillance under 50 U.S.C. § 1801(1)(2) and is not a viol1;1tion of 50 U.S.C. § 1]!09. 
(TSNSY~;a') 

C. At a Min!mum, tile Upstream Acquisition of Single, Discrete Communications 
To, From, or About a Tasked Selector Was Authorized by the AG and the DNI 
(TS//Sil~lF} 

The relevant AG and DNI authori2'Ations and the targeting procedures the AG approved 
explicitly permit the acquisition Qf Internet communications that are .to, from, or about a tasked 
selector. See, e.g., NSA Targeting Procedures at 1 (describing the safeguards used in the 
acquisition of"about" as compared with ''to/from" communications). In addition, the 
accompanying Affidavits of the Director ofNSA described upstream collection in a paragraph 
detailing the various methods of obtaining such acqui~itions. See, e.g .. , DNI/AG 702(g) 
Certification Affidavit of General Keith B. Alexander, 
Director, NSA, filed July 16, 2010, 'If 4. Thus, it is clear that the authorizatious pennit-at a 
minimum - the upstream acquisition of single, discret~ communications to, from, or about a 
tasked selector. (TS//SY,q.119 

As describ¢ in detail in response to questions 2 and 3 above, due to certain technological 
limitations, in general the 011ly way NSA can currently acquire as pait ofits upstream collection 
single, discrete couununications to, from, or about a tasked sele~tor is 

...... - ... -· b:'(ootiiiiiii'igtliefutemenramaetiofi1flifWhlth tlto~e-emrununicatiilnn:re·a·pa:rr. mrlnternet ···-----· --:·---·-­
transaction can include eit11er a single, discrete communication to, from, or about 11 tasked . . . 

28 For reauthorizations, the AG and the DNI submit, to the extent possible, a certification to the 
FISC laying out, among other things, the targeting'and minimization procedures adopted at less! 30 days 
prior to the expiration of the prior authorization. The prior autho1ization remains in effect, 
notwithstanding the otherwjse applicable expiration date, pending the FISC's issuance of an order ivith 
respect to the certification for reauthorization. 50 U.S.C. § 188Ja(i)(5). The scope of the court's review 

is ~e 88.':'~!o! i::a~tho!izatio~s _as_~ is_for initi~l au_th~rization!._ Id. §_L88.~a~i)_(5){Bl'. ~ --~---- _ . .. 
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se1ector , o~ several discrete communications, only one of which may be 
to, from, or about a tasked seleeto 

Where an Internet transaction includes multiple .communications, not all of which are to, 
from, or about a tasked selector, it currently may not be technologically feasible for NSA to 
separate out, at the time of acquisition or therea:fte~, the discrete electronic communications 
within that ~ction that are to, from, or about a tasked selector. Indeed, at the time of 
acquisition,. NSA 's upstream Internet collection devices are, with limited ex~ptiC>n, not capable 
~or :ftu1:her separating disereto electronic communications---­
-within a single Intemet ti:ansaction. Thus, in some cases, NSA ~ 
communications to, .from, or about a tasked selector, as authorized by the certification, only by 
obtaming the Internet transaction of which those coIDm:unicatipns may be just a part. 
(FSNB'lllNY) 

In this respect, the upstream acquisition of Internet transactions whfuh conta1~ multipl~, 
discrete communications 'not all of which are (and, in some instances, only one of which is) to, 
from or about a tasked selector is akin to the Government's seizure of a book Qr intact file that 
contains a single page or document that a search warrant.authorizes the government to seize. In 
Unite.d States v. Wuagneux, 683F.2d1343, for example, the Eleventh Circuit rejected appellants' 
argument that a search was unreasonable because the agents seized an entire file, book, or binder 
if they identified a single documen~ within the file, book, or binder as being within the 
authorization of the wan-ant. AB the court explained, "a search may be as extensive as 
reasonably required to locate items described in the warrantn Id. at 1352. It was. therefore 
"reasonable for the agents to remove intact files, books and folders when a particular document 
within the file was identified as falling within the scope of the warrant." Id. at 1353. ·See also 
United States v. Rogers, 521. F.3d 5, 10 (1st Cir. 2008) (concluding that a videotape is a 
'"plausible repository of a photo" and that therefore a warrant authorizing seizure of ·-photos" 
allowed the seizure and review of two videotapes); United States v. ChristiM, 687 F: 2d 749, 760 
(3d Cir. 1982) (en ban~) (emphasizing that ''no tenet of the Fourth Ame11dme.nt prohibits a search 

· -·· · · ·· ·· - · · - ·-- ·merely·because,·it-eannot-be-performed· with.smgical.precision. Nor do.cs..the Fourth .. Am_ep~~i ..... .. _ · ·~ .. __ . . 
prohibit seizure of an item, such~ a singl~.lcdgcr, merely because it.happens to contain other 
information not covered by the scope of.the warrant.,; United States v. Beusch, 596 F.2d 87·1, . . 
816-77 (9th Cir. 1979) (rejecting argument that "pages in a single volume of written material 
must be separated by searchers so that only those pages which actually contain the evidence may 
be seized"). (TSl/Sl/~W) 

. -
That the certifications by the AG and DNI did not 8pecifically describ~ this aspect of 

NSA's upstream collection does not mean that collection was unauthorized b_y the AG and DNI. 
. - -- -... ---· ..... Again,_case.law__iuyplYii:lgJ.h.~ ~~sQpableness of searches con9ucted pursuant to criminal search 

WBmmt8 is instructive on this point. Fo~ example, ·fu D~ii~ -;.· Uni~Jslatu~·44rtJ:S~23s;2sir --­
(1979), the Supreme Cowt recogrti~ that 11[o]ften in ·executing a warrant the police may find .it. . 
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necessary to interfere 'with privacy rights not explicitly considered by the judge who issued the 
warrant." Id. at 257. See United States v. Grubbs, 547 U.S. 90, 98 (2006) ("'Nothing in the 
language of the Constitution or in this Court's decisions interpreting that language suggests that, 
in addition to the [i;equirementS'set forth .in the text], search warrants also must include a 
specification of the precise manner in which they are to be executed."') (quoting Dalia, 441 U.S. 
238, 257 (1979)). This is especially true whertt as in Dalia, "[t]here is no indication that [the] 
intrusion went beyond what was necessary'' to effectuate the search authorized. Dalia, 441 U.S. 
at 258 n. 20. f.FSi'fS:fltNFJ 

Like the seizure of an entire book or file simply because it contained a single page or 
document -.yithin the scope of tho warrant, NSA only acquires an Internet transaction containing 
several discrete communications if at least one of those communications within the transaction.is 
to, from, or·about a tasked selector. Moreover, unlike the agents in Wuagneux, who presumably 

-----eeeffi!ilI>dfl-hha~·,RJ~>aapted-te-seil!e eal.?' the >espOllsive pages out of the books and files searohed, excc;pt in 
limited circumstances, NSA has no choice but to acquire the whole Internet transaction in order 
to acquire the to, from, or about communication the DNI and AO authorized NSA to collect. 
NSA only acquires an Internet transaction if in fact it contains at least one communication to, 
from, or Rbout a tasked selector. NSA's acquisition of Internet transactions containing several 
discrete communications, only one of which is to, from, or about a tasked selector, is therefore 
"as extensive as reasonably required to locate the items described" in the DNI and AG's 
authorization, and thus cannot be said to exceed the scope of that authorization. (TS//SflfNF) 

Moreover, as described in response to questioi;is 1 (b )(ii) and (iii), the Government has 

concluded that such collection fitlly complies with the statutory requirements and the Fourth 
Amendment. Having now considered the ad.'!itional infozmation that is being presented to this 
Court, the AG and DNI have confmned that their prior authorizations remain valid. 
Accordingly, Goverrunent personnel who rely on those authorizations to engage in ongoing 
acquisition are not engaging in unauthorized electronic surveillance, much less· doing so 
"intentionally." (T81/Sli'8W) 

""··-··---·--·-·-·-·" --· ···-· ·---.,·-··-··-·--·-·--··-····-· ···--- ·-·-- ... ··- -- ---- ---·-··---···-··----··-- --·-·-------·-- ~-- -··-·-----------

D. The Court Approved the C,!ertifications and Targeting and Minimization 
Procedures Used to Implement the Authorizations of the' AG and DNI (TS#SllnW) 

A second issue concerns whether this Court's orders cover the full scope of the 
authorizations, and, if not, whether that affects the validity of the AG and DNI authorizations. 
Like the AG and DNI authorizations, in approving the applicable certifications and the use of the 
proffered targeting and miriimization pi:ocedures this Court's Opinions and Orders clearly 

· · ·· --· --·· ··--conteinplated-aud~pproved-seme-upstream.collection.of.commU11ications.to,.fi:.wn,_or_abP.lltJ!._ ·-- .. ___ _ 
. . target .. See, e.g:-1-4em. Op. at 15-17 (describing acquisition of communi'!lltions to, from, 

. ' . ·- .. .. . . . . - -· ... . . 
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and about a target).29 Thus, for the reas~ns desc.nocd above, the acquisition of Internet 
transactions that include at least one communication to, from, or about a target falls within the 
scope of the Court's Orders- even if additional communications are also incidentally acquired 
due to limits in technology. (TB//Bb'/HF) 

The fact that the Oovemment did not fully explain to 1he Court all of the means by which 
· such communications arc acquired through NSA's upstream collection techniques does not mean 

that such ~cquisitions are beyond the scope of the Court's approval, just as in the criminal context 
a search do~ not exceed the scope of a warrant because the Government did not explain to the 
issuing court ~11 of the possible means of execution, even when they are known beforehand and 
could possibly implicate privacy rights. See Dalia, 4.41 U.S. at 257 n.J 9 (noting that "[n]othing 
in the decisions of this Court ... ~dicatcs that officers requesting a Warrant should be 
constitutionally required to set forth the anticipated means for ex.eeution even in. those cases 
where they know beforehand that [an additional intrusion such as] uriannounced or forced entry 
likely will be nccessary.11

) . In addition, as discussed herein. the incidental acquisitions do not go 
beyond. what is reasonably necessiey to acquire tho foreign. intelligence infonnation contained in 
a commmiication to, from, or about a targeted selector within a transact_ion. See id. at 258 n: 20. 
ffS/ISYA~P} 

In any event, the Government believes that the additional information should not alter the 
Court's ultimate conclusion that the targeting and minimization procedures previously approved 
are consistent with the statutory requirements, including all the requirements of§ 188 la(b ), and 
the Fourth Amendment, and the Court's orders therefore remain valid. Cf. Franks v. Delaware, 
438 U.S. 154 (1978) (establishing that a search warrant l.s valid Ullless it was obtained as the 
result of a knowing and intentional false statement or reckless di.Sregard for the truth and the 
remaining co~tent ii! insufficient to establis.h the requisite probable cause needed to obtain the 
warrant). t'fSH6b'}HP) 

Pursuant to § 188 la, the Court reviews the following issues: (i) whether the AG and DNI 
certifications contain all the required elements; (ll) whether the targeting procedures are· 

····- ·-----ooliiiSten.'lwiffi Tue··reqiiirements or9·1ma[dJ(lJ;-cmr wnetlier llie inifilmizaUoff proceauresare-.. -· .. _ -· · --·· · -- ·· . 
cons~steD.t with § 1881 a(iX e )(1 ); and (iv) whether the targeting and minimiz.ation procedures are 
consistent with the requirements of the Fourth Amend:ciient. 50 U.S.C. § 188la(i)(2), (3). See 

also id. § 188 la(i)(5)(B) (specifying that reauthorizations are to be reviewed under the same 

29 Bach of the relevant 2010 FISC Orders is based on the "reason~ stated in the Memorandum 
Opinion issued co raneausly herewith." These Opinions, in tum, rely on the analysis conducted by 

_._ .:.._ ··- - - -the..Courtjn D.o.clceta ,..which..inc.Orporate .and.rely.on . th.ci .analysis_oharli~-·-- ··--·- .. ·- ·· ·-- . 
FISC Opinions, including Docket 702(i)-08..01. (FBl!.fHJ!t:fF) . 
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standards)." The Government believes that the Court's ultimate conclusions with respect to each 
of these issues should not change based on the additional information provided. {'fBi'i'SFf.Nf? 

First, there is no suggestion that the prior certifications failed to contain all the required 
elements. {'fBi'1'Sli'flo!FJ 

Second, while the Government acknowledges that it did not fully explajn to the Court the 
steps NSA must take in order to implement its Section 702 upstream lnteinet col!ectjon 
techniques, and certain technical limitations regarding its lP address filtering, the Court did 
·approve the DNl/AG certifications and the use of targeting and:minimiza.tion procedures which 
authorized the acquisition of communications to, from, or about tasked selectors. As discussed 
above.and in response to questions l(b)(ii) (ill") and 3, Internet tra11sactions are collected because 
they contain at least one discrete communication to, from, or about" a tasked sel~r. Each 
tasked selector has undergone .review, prior to tasking, designed to ensure that the user is a non­
United States perso~ reasonably believe to be located outside the Omted Stares. Moreover, With 
respect to "abouts" communications, for the reasons discussed in the response to question 
l(b)(ii}, NSA,'s targeting procedures are reasonably designed to prevent the intentional 
acquisition of any communications as to which the sender ami all intended recipients are known 
at the time of acquisition to be located in the United States.30 Thiis, NSA is targeting persons 
reasonably believed to be outside the United States and is not intentionally acquiring 
communications in which both the sender and all intended recipients.are known at the time of 
acquisition to be in the United States .. (TS//.Sil/Ni? 

Third, as described throughout, in many cases, it is µot technologically feasible for NSA 
. to acquire only Internet transactions that contain a single, discrete communication to, from, or 

about a tasked selector that may b~ contained in an Internet communication containing multiple 
discret~communications. As discussed in detail in resJ?onse to questions 
l (b )(ii) and (iii), this does not rnean that NSA's procedures do not adequately minimize the 
acquisition of any U.S. person infonnation that may be contained within those transmissions. 

. Rather, the minimization procedures fully comport with all statuto1-y requirements. (f8/lfiff.'i<ff!) ...... ~·-·- ·-·-·-·---·· -·--·-;·-··· -. ---·-·· -- -·-· .... - .. -··· - -----··--· ····- ......... _. ___ , ____ -7·---·----·--- ..... -···---· -:--

3·0 As the Court is aware, § 188 la(b)( 4) provides that an acquisition authorized under section 702, "may 
not intentionally ac~ any communication as to which the sender and all intended recipients are known 
at the time of the acquisition to be located in the United States ... " Although this prohibition could be 

. read at first glance to be absolute, another provision of Section 702 indicates otherwise. Specifically; § 
188la(d)(l)(B) provides that the targeting procedures that the AG, in consultation with the DNI, must 
adopt in connection with an acquisition autholized under section 702 need only be "reasonably designed 
to . : . prevent the intentional acquisition of any communication as to which the sender and all intended 
recipients are known at the time of the acquisition to be located in the United States.''. (U) 

. - . - - --~- ---·------------------· ····------------- ·- --·-------·-·--·· ... - -----···-
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Finally, as descn'bed in response to quemon l(b)(iii). the targeting and minimization 
_procedures fully comply with the Fourth Amendment. (FSIJSJllUF) 

Tiius, the additional information the Government has provided concerning details of i~ 
upstream collection does not - in the Government's view - und~ut the validity of the targeting 
or minimization procedures . .(Ti/JS:Y/UP) 

E. Compliance with the Authorizations: Use and Disclosure (TS//SF/ft'W) 

As descnOed abovC., § 1809(a)(2) criminalizes the intentional use and <l:isclosure of 
electronic surveillaµ.ce, "knowing or having reason to know that the infonnation was obtained 
through electronic surveillance not authorized by this Act." Having concluded that the upstream 
collection conducted by NSA falls within the scope of the relevant authorizations, the 
Government respectfully submits that the continued use and disclosure of. such information is 
Hkcwtse valid, so long as the· 111ii1hniz:ation pmeedttreS ap~ by tile CQm:t (aRd..discus .... se ... d .... in,.._ _ ___ _ 
detail in response to qtiestions l(bXii) and (ill)) are followed..31 -fF&NSJl~W) 

6. Please provide an update regarding the - over collection incidents 
described in tile government's letter to the Co~t dated April 19, 2011. 

The April 19, 2011, notice to the Court described. two overcollection incidents .involving 
1 ted · ns that had been 

The notice also a 1sc asp o 1 con u 
invcsti~ .incidents, :NSA would examine other systems to dete!'.llline whether 
simila~ssues occurred in those systems. (-178/fBYRR') 

The first incident described in the April 19 notice involved 

'' Although this apalysis has focused on acquisitions conducted pursuant to the 2010 Section 
l 881a Authorizations; the Govenune.nt"believes that, for all of the reasons discussed b~in. the upstream 
collection conducted pursuant to preVious certifications autho1i:zed llllder Section 1881 a of the Foreign 
Intelligence Surveillance Act the Protect America Act of2007, Pub. L. No. PO-SS, 

·oo 

falls"Within-the-~cope-of-the-relevant-authorizations.and.Orders.of-this.COurt. __ .... ·-··- .. __ _ 
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. 
32 Jn particular, section 3(b)(l) ofNSA's Section 702 Mhlimization Procedures state: 

--·· -··-·-·-···-·--~----- -·-·--·-·-·-"-·---·-·"'' .. -··----------·---·--······. -·- -- ........ -·-·-·-----·- ------··-'· --·--- -·---····-··· -····-·-· . . 
Personnel will exercise .reasonable judgment in determining whether infoIID11tion 
acquired must be minimized and will destroy inadvertently acquired communications of 
or concerning a United States person at the earliest prscticable poii1t in the processing 
cycle at which such communication can be identified either: as pl early not relevant to the 
authorized putpose of the acquisition (e.g., the communication does not contain foreign· 
intelligence information); or, as not containing evidence of a crime which may be 
disseminated under these procedures. Suc;h inadvorrently acquired communications of or 
concernjng a United States person may be retai11ed no ionger than five years in any event, 
The communicatlollll that may be retained lnclu$ electronic communicati9ns 
acquired because of limitations on .~A's ability to IUter communications. 

------ ·····-.. --- -·-------···-·-~--------·· -· ... -···-· 
(Emphasis added). {SffSl} 

'F0P Sl!lCR:lil'F/1€01\HNl'h'ORCON;Neli'ORN 

39. '.:O 

NYTv OOJ, 16 CIV 7020_000405 

NSA-WIKI 00275 

Case 1:15-cv-00662-TSE   Document 168-26   Filed 12/18/18   Page 40 of 42



Approved for public Allea9e. All v.ittlheld lnfom1a11on exempt under b(1} and b(3) e>ccept a. olhelWlae noted. 

TOP 8EGRBT/!€0Ml!'~T/lOOOON,N0FORN 

As in the ---incident, each ~ntains at least one communication that is to, 
p:om, or a~02-taslcedsele~ . 

uester in ita Collection Stores all communications 

• ,. :: . 

NSA has identified no reporting based upon overcollected communications and is 
current! ex lo · o tioDS to automate ways to acceJei:ato identification o 

The April 19 notice also advised the Court that NSA would "examin~ 
· . ·and other upstream collection systems to ensure that similar i~ 

occurring in those systems.'' NSA now reports that unlike 

.. ····- - -· "--·--- .... ' "; - -· · ... 
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7. Are there any other issues of additional information that should be brought to die 
Court's attention wl!lle It is cGnsidering the certifications and amendments filed in the 
above-captioned dockets? 

At this time, the Department of Justice (DOJ) and Office of the Director of National 
Intelligence (ODNI) are currently investigating certain. possible incidents of non-compliance 
about which the Department of Justice intends to file preliminafy notices in accordance with the 
rule of this Court. These incidents do not relate to any of the matters discussed in this filing and, 

~&mfel'H!aliea sw;reiatl:y a"ailable to DOI •nd ODNJ, the Government does not heHeJ© 
that the nature of these incidents is sufficiently serious such that they would bear on the Court's 
·consideration of the certifications and amendments filed in the above-captioned dockets. 
(S//OC,Hr} 

·- ; 

OU testmg emons a e e pOSSI I I m 
communications_ coul ave been forwarded through the SIGINT system, NSA has identified no actual 
overcollection !hat occurred as a result NSA is currently in the process of developing a software fix 
designed to properly process such cowrnunfoations under the limited circumstances in which 

· could occur. Until such a fix can be tested and deployed, NSA will continue to monitor 
and other upstream Section 702 collection systems 
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