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GOVERNMENT'S RESPONSE TO THE
COURT'S BRIEFING ORDER OF MAY 9, 2011

1. The government's May 2 Letter can be read fo take the position that
hare corimunications authorized for collection under the Section 702
Certifications that have previoasly been approved by the Court. {FS/SHANFy

a. For how long as NSA been a_cquiring— through its
upstream collection? (FS#EHPED— '
Under the Section 702 Certifications, NSA a iz, "Enternet
communications,” E.g., DNI/AG 702(g) Certification
Affidavit of General Kelth B Alexander Duector, Nattonal Security Agency ed Apr.

20, 2011, at § 4uuds et communications Yinclude but are
not hmxtad to,

AW ABE[alwrdamivy
b WEY

In the context of NSA's upstream collection techniques, NSA acquires Internet
communications in the form of "transactions," which ju this filing refers to a complement of
“packets” traversing the Internet that together may be understood by a devme on the Internet and,
where applicable, rendered in an intelligible form to the user of that device." A, “transaction"
might'contain information or data representing either a discrete comminication (e.g., an e-mail
message), or multiple discrete communications . As further described in -
the response to question 2 below, whenever a tasked selector is present within a transaction,
NSA's "upstream” Internet collection tocbmqucs are designed to identify and acquire that

transaction. -G?S#SWNF}

} While the terms “Intemet communication" and “transmission” have been used to describe the types of
commnmications NSA acquires, NSA believes that, in the context of upstream collection, "transaction” is
the more precise term from a technical perspective, becanse "transmission” could be understood to mean
_..all data being e axchanged an the Interet within a specific time period by a specific device, and an
"Internet communication” may actually édtifai TaMHplE logically sepurate commuupications-befween oy« - ——— wom - -

among persons. <FEHSHATE) -

The trensactions discussed herein -- whether they contaln single or multiple discrete
ans having a conmonality of a single user ~ should not be confused with the two

complance inctdents initially reported to the Court on April 19, 20W

disenssed below in the Gov ent's response to guestion 6, which Involved the
]
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. “FOP SECRET/COMINTHORCONNOFORN-

At the time of acquisition, NSA's upstream Internet collection devices are, with limited
exceptions. further described below, not presently capable of distinguishing transactions
containing only a single discrete communication to, from, or about a tasked selector from
transactions containing mulhple discrete comamunications, not all of which may be to, from, or
about a tasked selector.” Thus, in order to dcquire trapsactions containing one or more
communications to, from, or about a tagked selector, it has been necessary for NSA to employ
these same upstream Internet collection techniques throughout the entire timeframe of all

_ certifications authorized under Section 702 of the Foreign Intelligence Surveillance Act of 1978,
as amended (hereinafter “FISA” or "the Act"), and the Protect America Act of 2007, Pub. L. No.
110-55, 121 Stat. 552 (Aug 5, 2007) (hm‘emaﬂer “PAA™). It was also necessary for NSA to

: 1 mplement the electronic surveillance authorized

b. According to the May 2 Leiter, ay include the full
content of email messages that are not to, from or about the user of a targeted
selector. They also may Include discrete communications as to which all
communicants are within the United States. Please explain hotw the acquisition of

such transraissions: (FSHSHAE—

i. comports with the government's representations to the Court regarding the
scope of upstream collection under Section 702 and the approvals granted by the
those representations in Dockets 702(f) 08-01,
see, e.g., Docket No. 702(1)-08-01, Aug..
27, 2008 Hearing Transcript at 19-26, 40-41 and Sept. 4, 2008 Memorandum
Opinion at 15-20, 38); (FSHSHANT-

The Govemment has concluded, after a careful review of the record, that its prior
representations to the Court regarding the steps NSA must take in order to acquire single,
- ——diserete communications to, from, oz about a tasked selector did not fully explain all of the
means by which such communications are acquired through NSA's upstream collection
techniques. The Government will attempt through this filing to provide the Court with a more
thorough explanation of this technically complex collection. This notwithstanding, the

Government respectfully submits that for the reasons set forth in its responses to questions 2.1i.,

2 Specifically, as is discussed in the Govemment’s responsa to qunsnons 2(::) and (d) of the Count’s .
brieﬁngorder NSAdoeshnvutheabl' 0 jdentify and ac i
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2.ifi., and 5 below, NSA's prior and ongoing acquisition of information utilizing its upstream
collection techniques is consistent with the Cowt's prior orders, meets the requirements of
Section 702, and ie consistent with the Fourth Amendment, FSASHAND-

b. According to the May 2 Leﬁer,ﬂmay inciude the full
content of email messages that are not to, from or abont the user of a targeted

selector, They also may include discrete communications as to which all
communicants are within the United States. Please explain how the acquisition of

such transmissions: CPSH/SHND

ii, meets the requirements of Section 702, including, but not lirited to, the
requireraent that targeting procedures must be reasonably designed to "prevent
the infentional acquisition of any communication 3 to which the sender ard all
intended recipients are known af the time of acquisition to be located In the

Thdted W(TS#SL’: ™NT7)

NSA'S TARGETING PROCEDURES ARE REASONABLY DESIGNED TO PREVENT
THE INTENTIONAL ACQUISITION OF COMMUNICATIONS AS TO WHICH THE
SENDER AND ALL INTENDED RECIPIENTS ARE KNOWN AT THE TIME OF
ACQUISITION TO BE LOCATED IN THE UNITED STATES. {5 '

Under Sectjon 702, the Government targets "persons reasonably believed to be located
outside the United States to acquire foreign intelligence information.” 50 U.8.C. § 1881a(a).
The Government determines whether the targeting of a person is consistent with Section 702 by
applying Court-approved targeting procedures. 50 U.S.C, § 1881a(d). These targeting
procedures must be “reasonably designed to (A) ensure that any acquisition authorized under
subsection [702(a)] is limited to targeting persons reasonably believed to be located ontside the
United States; and (B) prevent the intentional acquisition of any communication as to which the
sender and all intended recipients are known at the time of acquisition to be located in the United
States." 50 U.S.C. § 1881a(d)(1). (U)

A The User of a Tasked Selector is the Person Being Targeted by all
“ACHulsiteEs by NSA'y Upstrean Collection; fucluding Transactions That—————.
Contain Multiple Diserete Communications—(ESHOHANT

As previously explained to the Court, the Government "fargets" a person by tasking for
collection a "selector" (e.2., an e-mail account) believed to be used by that person. See, e.g., In

re DNIVAG Certification Docket No. 702(i}-08-01, Memm. Op. at.8 {USFISC Sept, 4,
2008) (hereinafter ! em. Op,"). NSA acquires foreign intelligence information through

the tasking of selectors by collecting communications to or from a selector used by a tarpeted
person (hereinafter “to/from communications”) and by collecting communications that refer to ox
- are about a selector used by a targeted person (hersinafler "abouts communications™), /4.

- W.‘ m——— ————— .. T e e e it e - e o e

.’ . - -
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In both of these types of acquisition, the person being “argeted" is the user of the tasked
selector, who, by operation of the targeting procedures, is a non-United States person reasonably
believed to be located outside the United States. Specifically, "the persons targeted by
acquisition of to/from communications are the users of the tagked selectors," becanse "their
communications are intentionally selected for acquisition.” -Mem. Op. at 15, Similarly,
the person being targeted by acquisition of abouts communications is also the user of the tasked
selector, “because the government's purpose in acquiring about commumications is to obtain
information about that user." Id at 18 (citation omitted), {FSHSHAEY :

This remains true for all pcquisitions conducted by NSA's upstream collection -
including transactions containing several discrete communications, only one of which may be to,
from, or about the user of a tasked selector. As discussed above, the fact that there also may be
communications to, from, or about persons other than the target in the transaction does not mean i
that those persons are also being targeted by the acquisition. The sole reason a transaction is |
gelected for acquisition is that it contains the presence of a tasked selector used by a person who {
hias been subjected 10 NSA tarpeting procvedures:>—Indeed;-at-the time-a-transaction is-acquired, :
NSA cannot always know whether the transaction includes other data or information
representing communications that are not to, from, or about the target, let alone always have
knowledge of the parties to those communications. Cf, - Mem. Op. at 18-19 (noting that
with respect to abouts communications, "the government may have no knowledge of [the parties

. toa communication] prior o acquisition™). It therefare cannot be said that the acquisition ofa :
* - transaction containing multiple discrete communications results in the intentional targeting of i
any of the parties to those communications other than the user-of the tasked selector, Cf United :
States v. Bin Laden, 126 F, Supp. 2d 264, 281 (8.D.N.Y. 2000), aff'd sub nom. In re Terrorist
Bombings of U.S. Embassies in East Afiica, 552 F.3d 157 (2d Cir. 2008), cert. denied sub nom,
El-Hage v. United States, 130 S.Ct. 1050 (2010) (acknowledging that in light of United States v. ;
Verdugo-Urquidez, 494 U.S. 259, 265 (1990), and Title I1T “incidental interception” case law,
overseas surveillance of a United States person tertorism suspect would have posed no Fourth
Amendment problem "if the Government had not been aware of [his] 1dent1ty or of Ius

complicity in the [terrorism] enterprise"), {FSHSIHOCINE

NYTv DOJ, 16 CIV 7020_000370
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B. NSA's Targeting Procedures are Reasonably Designed to Prevent the
Intentional Acquisition of Comumnications as to Which the Sender and All
Intended Recipients Are Known at the Time of Acqnisition to be in the
United States €8}~

In conducting acquisitions targeting the user of a tagked selector, the Government “may
pot intentionally acquirs any communication as to which the sender and all intended recipients
are known at the time of acquisition to be located in the United States." 50 U.S.C, § 1881a(b)(4).
As noted above, the targeting procedures must be reasonably designed to prevent such
intentional acquisitions, With respect to to/from communications, "because a user of a tasked
selector is a party to every to/from communication’acquired by NSA, a reasonable belief that the
users of tasked selectors are outside the United States will ensure that NSA does not intentionally
acquire any to/from communication ‘as to which the sender and all intended recipients are known
at the time of acquisition to be located in the United States," em. Op. at 15 (citation

omitfed), With Tespect 1 VpstreanTeolievtion that may-contain-sbouts-communications, MSA's..
targeting procedures provide that:

Eg., Amendment 1 to DNVAG 702(g) Certification il Docket No. 702()
filed Aug, 12, 2010, at 1-2 (hereinafler "NSA Targeting Procedures"). Although these

Bx. A,

- provisions on their face suggest separate technical means might apply only fo the "abouts® aspect
of NSA's upstreana collection, in practice these provisions eurrently apply to any Internet
transgction collected upstream, (FSHSHOSNE

___brevents the intentional acquisition o commum q ; ;
and aYl infended recipienis are Kriown at thé i T“a‘r:quismbn‘ta'bs Ioaatadm-ﬂw Umtedu—m—-m S
States." In re DNVAG 702(g) Certification Docket No. 702(i)-08-01, Government's, -
Preliminary Response to Questions Posed by the Court, filed Aug. 26, 2008, at 3. The
Government also has represented that these IP filters "have been effective in limiting the
collection to communications with at least one communicant located outside the United States."

4 Thig provision haé remained identical thronghout every set of NSA's Section 702 targeting procedures
~ = —~—gpproved for use-by-the-Couxtrand is-also-the same.in the.proposed targeting procedures gubmitted with
DNHAG 702(g) Cemﬁcahon
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1d. at 4. Except in one circumstance previously reported to the Cout,” the Government is not
aware of a case where an about collection resulted in the acquisition of a communication where
both ends were insids the United States, NSA therefore continues to believe that these prior
representations remain accurate, Accordingly, for the reasons described below, the Government
respectfully submits that NSA's targeting procedures are reasonably designed to prevent, in the
context of NSA's upstream collection, "the intentional acquisition of any communication as to

which the sender and all intended recipients are kno uisition to be Jocated in
the United States," including Internet communications that
have not been previously described to the Coust. 50 U.S.C. § 1881a( A S5

1. How NSA's IP Filters Work (5)

NSA acquires Intemet
ake up those communications.

NYTv DOJ, 16 CIV 7020_000372
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S

Additionally, at the time of acquisition, NSA's npsiream
limited exceptions further described below, not presently capahlc of dlstmgmshmg transact{ons
containing only a single discrete cornmunication to, from or ahout a targeted selector from
transactions containing multiple discrete communications. Accordmgiy, NSA. cannot prevent
. the acquisition of, or even merk for sep g of trantsactions that may
* feature multiple discrete communications . CFHEHOE NS

Lt

7 Sge Government's response to questions 2(c) and (d) infra. ()

NYTv DOJ, 16 élV 7020_000}.’:73
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10 RSNSOI
Exocept for the one instance noted above conseming an error by an electronic
commumication service provider, NSA. is not aware of any instance in which its npstream
collection on%r are subject to an IP filter
nevertheless resnited in the acquisition of a communication as to which the sender and all
Jhtenaed Teoipients were knowrat the time of scquisitiente-be-lo cated in-the United States.”

This includes those situations in which NSA might coltect unrelated communigations when
acquiring Infernet communications that iriclude multiple, discrete communications. LESHSHARY

D et e L e T SRR —

11 4t 45 noteworthy that the provider ervor that resulted in the acquisition of domestic coramunications was
first identified not by the provider, but by an NSA. analyst who recognized a domestic communication in
NSA's repositories, realized that such a domestic conmunication showld not bave been acquired, and
properly reported the cormunication through NSA channels. NSA investigated this matter and found
that demestic communioations h { oretical limitations in its IP filter
technology, but instead because The
domestic overcollection caused by this incident represented a very sinail portion of NSA's collection
during the fime period of the overcollection, and an even srualler portion of NSA's collection since the
initiation of its Section 702 acquisitions, but the ecror was still discovered and remedied. It ig therefore
particularly noteworthy that no NSA analyst has otherwige yet discovered 2 wholly domestic

¢ o - - oommmmication i NSAs Tepesitories collected through NSAK wpstream, collestion systems.

MWW
-] ‘ Y v . . b Vi 8
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The first test included

The second test incinded

{PSHSHANES-

The ﬁrst test sample included no records where both the sender and reoewer P addresses

...........

total records (0.0016%6) included a non-targcwd user hkel M
e Internet from an IP address in the United States, W
NSA assesses, baged on Analysis of e .

NSA collected any whelly domestic communications

if8 acquisition of this fransaction,

In sum, the Government submits that the two test samples discussed above, coupled with
the fact that, except as noted above, no NSA analyst has yet discovered in NSA’s repositories a
wholly domestic communication collected through NSA's upstream collection systems, strongly
suggests that NSA!s acquisition of transactions or single Intemet communications between, users
L in the United States and [ cuzrently occurs only in 2 very small percentage of '
ST T T  cases. "Even thii§e TaIE CASes, moreover, won't necessarily involve snserinthe United-States - e o
receiving from ﬂx_ trapsaction containing a oommumcatmn from & person :
known at the time of acquisition to be located in the United States. *~€ESHEHATR)-

2 A dditionally, as discussed eisewhere herein, even if the sender is located in the United States, the

“wm mmere e = - --gommunication-likely will-not.contein any reliable. information that would enable NSA to determine atthe
time of acquxsltwn the sender's locatmn -@S#Hiﬂee;ﬂﬁ' . T

e

NYTv DOJ, 16 CIV 7020_000375
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2. The - Means by Which NSA Prevents the Intentional Acquisition
of Communications as to Which the Sender and All Intended Recipients
Are Known to be Located In the United States at the Time of Acquisition
Are Reasonable €8}

This Court has found that NSA's targeting procedures are reasonably designed to prevent
the intentional acquisition of communications in which the sender and all intended recipients are
known at the tize of acquisition to be located in the United States, In approving DNIVAG 702(g)
Certification with respect to NSA's upstream collection of "abouts" communications, in
particular, the Court noted that NSA "relies on eans of ensuring that at
least onie party to the communication is located outside the United States." [ llliMem. Op. at
19 As described above, those means are NSA's use of “an Internet Protocol filter

ersgn from : ign intelligence information is located

overseas” and NSA's
Targeting Procedur:

ic communication could be acquired as a result of the :
" the Court found that these eaus were
"reasonably designed fo prevent the intentional acquisition of communications as to which all

parties are in the United States," em. Op. at 20 & n.17. The Government respectfully
submits that there is no aspect of NSA's upstream collection, as further desciibed herein, that
would prevent the Court from continuing to find that NSA's targeting procedures are reasonably
designed to prevent the intentional acquisition of communications as'to which the sender and all
intended recipients are known af the time of acquisition to be in the United States.

~EBHRHOCNFY

Two aspects of NSA's upstrcam collact;on activity that have not been spemﬁcally
st the fact that NSA acquires some

commumcaﬁon, or & transaction contamning séveral discrete communieations - posslbly msu!tmg
in the acqmsmon of wholly domestic communications. (FS#SHHOCNEY

uisition of Cummunieaﬁons that

T T T reaonebly designed-to-prevent-the intenfional-acquisition of communications as to which the

sender and all intended recipients are knnwn at the umc of aoqmsmon to be located in the United

IPGPSEGRE:FHGGMWRN*
R - S 1D ‘
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i iscussed theoretical cases in which NSA could acquirea
%NSA‘B targeting
procedures also are reasonably designed to prevent the mtentiopal acquisition o communications

as to which the sender and all intended recipients axe known at the time of acquisition to be
located in i i above, NSA assesses that

only in a minute percentage of cases. Yet even in those xarc cages, the WO
4 i quisition that the sender and intended recipient are

Becanse NSA's filters will be looking at the best available inlormauor
I i cannot be said that the sender

and all intended recipients of those commm at the time of acquisition to be

cafl K
located in the United States, Similarly, in the case of NSA's _

———— i o ua
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]

Accordingly, NSA has designed its systems so that it should never intentionally acquire a
communication as to which the sender and all intended recipienta are known at the time of
acquisition to be located in the United States. To the extent that NSA does unintentionally
acquire such communications, NSA must treat those communications in accordance with its
minimization procedures -- just as it must for other types of communications that it is prohibited
from intentionally collecting under subsection 702(b), but nevertheless sometimes does
unintentionally acquire, such as communications acquired from a farget while that target is

Jocated inside the United States{(F8/8HOC -
¢. Conclusion (U)

Although for different reasons than those discussed above, the Court has recognized that
it is "theoretically possible that a wholly domestic communication could be acquired” through
NSA's upstream collection of "abouts" communications. -Mem. Op. at 20 n.17. For the
reasons outlined above, the Government respectfully submits that, despite the theoretical
scenarios under which NSA could acquire communications throngh its upstream collection as to
which the sender and all intended recipients are located in the United Stafes, NSA's targeting
procedures are reasonably designed to prevent such acquisitions where the location of the sender

"and all intended recipients is known at the time of acquisition, {FSHEHOCNEY

The remaingder of this page intentionaily left blank.
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b. According to the May 2 Letter,q may include the full
content of exnail messages that are not to, from or about the user of a targeted
selector. They also may inclade discrete coomunications as to which all

communicants are within the United States. Please explain how the acquisition of
such transmissions: (FSH3HAE-

i, is consistent with the Fourth Amendment. CESASHANEr

NSA's ACQUISITION OF TRANSACTIONS CONTAINING MULTIPLE DISCRETE
COMMUNICATIONS ¥S CONSISTENT WITH THE FOURTH AMENDMENT.
(TS//SH/NF)

Section 702 requires the Attorney General (AG) and the Director of National Intelligence
(DNI) o executs & cemﬁcanon attastmg, among othar things, that the targetmg and minimization

- b

procedires are sonsiste

1881 a(g)(Z)(A)(w) In revicwing a cemﬁcatmn Scctwn 702 in turn requires the Court to enter
an order approving the cerfification and the use of the targeting and minimization procedures if
the Court finds, among other things, that those procedures are consistent with the requirements of
the Fourth Amendment. 4 § 1881a(i)(3)(A). The issue for the Cowrt in light of the above- '
described nature and scope of NSA's upstream collection is whether, in light of 2 governmental
interest "of the highest order of magnitude," NSA's targeting and minimization procedures
sufficiently protect the individual privacy interests of United States persons whose
commumications are inadvertently acquited. n re Directives Pursuant to Section 105B of the
Foreign Intelligence Surveillance Act, 551 B.3d 1004,-1012 (Foreign Int. Surv. Ct. Rcv 2008)
(hereinafter "I re Directives"), {ESHEHAES ,

The Fourth Amendment proteets the right “to be secure .. . against unreasonable searches
and seizures” and directs that “no Warrants shall issue, but upon pmbable cause, supported by
Oath or affirmation, and particularly describing the place to be searched, and the persons or
things to be seized." U.8., Const. amend, IV, As demonpstrated below, the Fourth Amendment
requires no warrant here, and the upstream collection conducted by NSA is a reasonable exercise
of governmental power that satisfies the Fourth Amendment, {TSH#SE/NTY

A. The Warrant Requivement Does Not Apply to NSA's Acquisition of
Transactions Contalntng Multiple Discrete Communications, (FSHSHAEY

The Supreme Court has recognized exceptions to the Fourth Amendment's warmant
requirerment “when special needs, beyond the normal need for law enforcement, make the
warrant and probable-cause requirement impracticable.” Griffin v. Wisconsin, 483 U.S, 868, 873
(1987) (internal quotations omitted); see alse Fernonia Sch. Dist. 477 v. Acton, 515 U.S. 646,
653 (1995} (quoting Griffin). The Foreign Intelligence Surveillance Court of Review, in
upholding the Government's implementation of the PAA, held that a foreign intelligence
“~exception-exists-"when-surveillance-is-conducted. to_obtain foreign intelligence for. national
. security purposes and i is directed agamst fore1gn powers or agents of foreagn powers reasonably ~

= = ow . I - R ' R
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believed to be located outside the United States." In re Directives, 551 F.3d at 1012, See also In
re Sealed Case, 310 F.3d 717, 742 (Foreign Int. Surv. Ct. Rev. 2002) ("[A]ll the . . . courts to
have decided the issue [have) held that the President did have inherent authority to conduct
warrantless searches to obtain foreign intelligence information, "), (FSHSHANE~

In épprov'mg a previous Section 702 certification, this Court has found that Section 702
acquisitions "fall within the exception recognized by the Court of Review" in that they "target *

. persons reasonably believed to be located outside the United States who will have been assessed

by NSA to possess and/or to be likely to communicate foreign intelligence information
concerning a foreign power authorized for acquisition under the Certification” and are
“conducted for national security purposes.” em. Op. at 35 (citations omitted),
Specifically, this Court recognized that the view's rationale for applying a foreign
intelligence exception "appl[ies] with equel force" to Section 702 acquisitions, in that the -
Govemment's purpose in conducting Section 702 acquisitions goes well beyond a normal law
enforcement objective and mvolvcs “‘the acqumtwn ﬁ'om overseas forelgn agents of forelgn

|7 T govertmental interests-at stake; the constitutional scales will tilt in fayor of upholding the _

m.tclhgcncc to help s : S
is particularly intense," Jd. at 35-36 (quotmg In re Dzrectwes, SSl F 3d at 101 1). In addmon,

this Court, noting the likely volume of Section 702 acquisitions and the fact that those
acquisitions inyolve who are attempting to conceal their communications, found that
"[sJubjecting mber of targets to a warrant process inevitably would result in delays
and, at least occasionally, in failures to obtain perishable foreign intelligence information, to the
detriment of national security." m{em Op. at 36; see also United States v. Truong Dinh
Hung, 629 F.2d 908, 913 (4th Cir, 1 ("attemnpts to counter foreign threats to the national
security require the utmost stealth, speed, and secrecy” such that "[a] warrant requirement would
add a procedural hurdle that would reduce the flexibility of executive foreign intelligence
inifiatives, [and] in some cases delay executive response to foreign intelligence threats..."), The
Court's previous finding that the foreign intelligence exception applies to Section 702
acquisitions remains equally applicable here, {FSHSHANS

B. NSA's Acquisition of Transactions Containing Multiple Discrete
Communications is Reasonable Under the Fourth Amendment. {FS#SHANF)

Where, as here, the foreign intelligence exception apphcs "governmental action mtmdmg

" on individual privacy mterests must comport with the Fourth- Amendment's reasonableness. .. . ... ...

_ requirement," Jn re Directives, 551 F.3d at 1012. In evaluating the reasonableness of the

Government's action, & court must consider the totality of the circumstances, see United States v.
Knights, 534 U.8. 112, 118 (2001), taking into account "the nature of the government intrusion
and how the intrugion is implemented." In re Directives, 551 F.3d at 1012 (citing Tennessee v.
Garner, 471 U.S. 1, 8 (1985) and United States v. Place, 462 U.S. 696, 703 (1983)). In

* balancing these interests, the Court of Review has observed that "[t]he more important the

government's interest, the preater the intrusion that may be constitutionally tolexated." In re

" Directives, 551 F.3d at 1012 (citing Michigan v. Summers, 452 U.S. 692, 701-05 (1981)). “If the

protections that are in place for individual privacy interests are sufficient in light of the
government's actions.” Jd. -(FSHSHANTY
?ersneamfeeimﬂekeeﬂ;mekn—
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1. NSA's Acquisition of Transactions Containing Multiple Discrete
Communications Ineplicates Fourth Amendment-Protected Interests,

—CESHSHANET

Although targeting under Section 702 is limifed to non-United States persons reasonably
believed to be located outside the United States, who are not entitled o protection under the
Fourth Amendment, see, e.g., em, Op, at 37, this Court has recognized that conducting
acquisitions under Section 702 creates a "real and non-trivial likelihood of intrusion on Fourth
Amendment-protected interests" of United States persons or persons located in the United States
who, for example, communicate direcfly with a Section 702 target, id. at 38, In parucular,
described herein, NSA's upstreamn collection may incidentally acquire information concerning
United States persons within transactions containing multiple discrete communications, only one
of which is to, from, or about a person targeted under Section 702. (PSASHAEY

ST e = United States person g 0ecessany 0 o o—oee

A LRY

e Govermuent s hrterest-in-the-Foreign-Intelligence Information
Confained in All Transactions, Including Thase Containing Multiple
" Discrete Communications, is Paramount. (FSHSHANFY

On the other side of the ledger, it is axiomatic that the Government's interest in obtaining
foreign intelligence information to protect the Nation's security and conduct its foreign affairs is
-paramount. See, e.g., Halg v. Agee, 453 U.8, 280, 307 (1981) ("[1)t is ‘obvious and unarguable'
that no governmental interest is more compelling than the secunty of the Nation," (citations
omitted)). Equally mdxsputable is tha Government's interest in conducting acquisitions of
- foreign intelligence information’® undex Section 702 of the Act. See - Mem. Op. at 37

" Although the scope of Fourth Amendment protection for e-mail is not settled, the Government has
argued before this Court that United States persons have a reasonable expectation of privacy in the
content of such electronic communications, See, e.g., United States of America's Supplemental Brief on
the Fourth Amendment, Docket No. 105B(g) 07-01, filed Feb. 15, 2008, at 1. The Government likewise
assumes for purposes of this filing that the collectlon oi— implicates privacy interests
protected by the Fourth Amendment. {FSASHAT

—————— miL"Fﬁ!ﬁgﬂ'inwgﬂminfmtion“ is.deﬁ.r;ad. BB e v+ o e s i e e I -

(1) information that relates to, and if concerning a United States person is necessary to, the ability of
the United States to protect against --
(A) actval or potential aftack or other grave hostile acts of a forsign power or an agent of a
foreign power;
(B) sabotage, international terrorism, or the international proliferation of weapons of mass
desiruction by & foreign power or an agent of 2 foreign power; or
(C) clandestine intellipence activities by an intelligence service or network of a foreign power or
by an agent of a-foreign power; or
(2) information with respect to a foreign power or foreign temritory that relates to, and if concerning a

{A} the national defense or the security of the United States; or

_{(B) thie conduct of the foreign affairs of the United-States— - ... . . . : .
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("The govemment‘s natmnal security mterest in oonduchng these acquisitions 'is of the highest
- re Directives, 551 F.3d at 1012)). For example,

The Supreme Court has indicated that in addition to examining the governmental interest
at stake, some consideration of the efficacy of the search being implemented -~ that is, some
measure of fit between the search and the desived objective -- is also relevant to the
reasonableness analysis. See, e.g., Knights, 534 U.S. at 119 (noting that the reasonableness of a
gearch "is determined by assessing, on the one hand, the degree to which it intrudes upon an

* individual’s privacy and, on the other, the degree to which [the search] is needed for the
promotion of legitimate governmental interests," (internal quotation marks omitted)); see also
Board of Educ. v. Earls, 536 U.S. 822, 834 (2002) (“Finally, this Court must consider the nature
and immediacy of the government's concerns and the efficacy of the Policy in meeting them.")).
Here, NSA's acquisition of transactions through upstream collection is an essential and
irreplaceable means of acquiring valuable foreign intelligence information that promotes the
paramount governinental interest of protetting the Nation and conducting its-forergn-affairs. — - - - .~
{TSHSHANT .

The AG and DNI have attested that a significant purpose of all acquisitions under Section
702, which includes those conducted by NSA's upstream collection, is to obtain foreign
intelligence information. These acquisitions are conducted 'in accordance with FISC-approved
targeting procedures reasonably designed to ensure that the acguisitions are directed “toward
communications that axe likely to yield the foreign intelligence information sought, and thereby

SOUS C §1801(e) (U)

§ v—— o o e
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afford a degree of particularity that is reasonable under the Fourth Amendment," -Mcm
Op. at 39-40 (footnote omitted), Indeed, cextain of the valuable ibrfalgn intelligence mfopnauon
NSA seeks to acquire through upstream collection of transactions simply cannot be acquired by

any other means. (TS/SL/NF) . ‘
Specifically, as this Court has recognized, NSA's upsiream collection "js particularly

important because it is uniguely capable of acquiring certain types of targeted communications
Sntsinine yaluable foreion intelligence information,” such asb

16 More specifically, during the course of the Court's congjdezation of DNI/AG 702 Certiﬁcation- .
be Governmant explained the upicue value ofNSA'sw
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in transactions acquired through NSA's upstrcam collection. Valuabie fore;gn mtclhgence
information such as this simply cannot be obtained by means other than the acquisition of
transactions through NSA's upstream collection. (FSHSHANE)-

3, The Acquisition of Foreign Intelligence Information Contained in
Transactions is Conducted Using the Least Intrusive Means Available.

~CEBHEHAE

The fact that NSA's upstream collection acquires transactions that may contain several
discrete communications, oply one of which is to, from, or about a tasked selector, does not
render NSA's upstream collection unreasonable. See [in re Directives, 551 F.3d at 1015 ("It is

~ settled beyond peradvenmm that incidental conechons occumng as a result of conshmhonally

also United Sta!es v. Bin Laden, 126 F. Supp Zd 264 280 (S D. N Y. 2000) ("[l’jncxdental
interception of a person's conversations during an otherwise lawful [Title IIT] surveillance is not
violative of the Fourth Amendment."); ¢f. Scott v. United States, 436 U.S. 128, 140 (1978)-
(recognizing that "there are surely cases, such as the one at bar [involving a Title III wiretap],
where the percentage of ponpertinent calls is relatively high and yet their interception was still
raasonable“) Indeed, the Supreme Court has repeatedly rejected suggestions that reasonableness
requires “the least intrusive search practicable." City of Ontario v. Quon, 130 S. Ct. 2619, 2632
(2010) (quotation marks omitted); see, e,g., Earls, 536 U.S, at 837 ("[TThis Court has repeatedly
stated that reasonableness under the Fourth Amendment does not require employing the least
intrusive means, because the logic of such elaborate less-restrictive-alternative arguments could
raise insuperable barriers to the exercise of virtually all search-and-seizure powers." (internal
quotation marks omitted)); Vernonta, 515 U S, at 663 ("We have repeatedly refused to declare

NYT v DOJ, 16 CIV 7020_000384
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that only the least intrusive’ search practxcable can be reasonable under the Fourth
Amendment.”). CESHIHAEY )

Although not demanded by the Fourth Amendment, NSA ig nevertheless conducting "the
least intrusive search practicable® when it acquites a single transacuun wlnch ma.y contain
several d:screte comununications, only one of whj BV conts p

e it iz to. from, or about a tasked selector.

Aecordingly, at the time of acquisition, NSA.
generally cannot know whether a tains only a single communication to, fiom, or
about & tasked selector, or whether th j i icati

a taing that single communication along
commictions” AN ——
e — - - -
technologically infeasible for NSA's upstream collection systems to extract only the discrete

comrpunication that is fo, ﬁom oy about | tasked selector The gnlx way to obtam the forexgn
mtelligence T aTatior e e . .

the entire transaction in whmh itis ccmtamed The fact that other, non-psrtment mfonnaﬁon
within the transaction may also be incidentaily and unavoidably acquired simply cannot render
the acquisition of the transaction unreasonable. See United States v. Wuagneux, 683 F.2d 1343,
1352-53 (11th Cir, 1982) (observing that "a search may be as extensive as reasonably required to
locate the items described in the warrant,” and on that basis concluding that it was "reasonable
for the agents {executing the search] to remove intact files, books and folders whena particular
document within the file was identified as falling within the scope of the wa:rrant"), United States
v, Beusch, 596 F.2d 871, 876-77 (Sth Cir. 1979) (rejecting argument that "pages in a single
volume of written mate.rml must be separated by searchers so that only those pages which
actually contain the evidence sought may be seized"), {FS#FSEANTY

At the seme time, NSA is making every reasonable effort to ensure that it upstrearm
collection acquires this singularly vainable foreign intelligence information in 2 manner that
minimizes the intmsion into the persanal privacy of United States persons to the greatest extent
possible. As discussed above, these acquisitions are conducted in accordance with RISC- .
approved targeting procedures reasonably desigoed to ensure that the acquisitions are directed
only "tow, unications that are likely to yield the foreign intelligence information

sought.” em. Op. &t 39-40 (fovtnote omitted).~The-application of the targeting
procedures fiarther ensures that “[t]he targeting of communications pursuant to Section 702 is
designed in & manner that diminishes the likelihood that United States person information wili be
obtained." Mem. Op. 8t 23; ¢f In re Directives, Docket No. 105B(g):07-01, Mem. Op.
at 87 (USFISC Apnil 25, 2008) (recognizing that “the vast majority of persons who are located
.overseas are nion United States persons and that most of their communications are with other,
non-United States persons, who are Jocated overseas"} (footnote omitted), qff'd, 551 F.3d 1004
(Foreign Int. Surv. Ct, Rev. 2008). Lastly, fo the extent that United States person information is
incidentally acquired in the acquisition of a whole fransaction by NSA's upstream collection,

17 See Govemmant‘s response to questmns 2(0) and (d) h]ﬁ'a (U) Y-

wWooe 19 - A . - A
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such information will be handled in accordance with strict minimization procedures, as discussed

in more detail below. (TSH/SHANFYy

4. United States Person Information Acquired Incidentally Through NSA's
Acquisition of Transactions Containing Multiple Discrete
Commaunications is Protected by NSA's Section 702 Minimization

Procedures, (FSASHANT

As discussed above, the fact that NSA's upstream collection may result in the incidental
acquisition of communications of United States persons cannot, by itself, render the overall
collection unreasonable. Instead, courts have repeatedly fourid support for the constitutionality
of foreign intelligence activities resulting in the incidental acquisition of United States person .
information in the existence and application of robust minifnization procedures, See, e.g., In re
Dzrecdve.s-, 551 F.3d at 1015 (recognizing that minimization procedures are a "means of reducing

he jmpact of mczdantal intrusions into the privacy of non-targctcd Umtad States persons");
: 5 he definition. in 50

U.S.C. § 1801(]1)(1) “constitute a safeguard against i unproper use of mformaﬁon about United
States persons that is inadvertently or incidentally acquired, and therefore contribute to the

* Court's overall assessment that the targeting and minimization procedures are consistent with the
Fourth Amendment"). As explained below, NSA's current Section 702 minimization procedures,
which this Court prmously has found to sansfy the definition of minimization procedures in 50
U.S.C. § 1801(h)(1),"® adeguately protect the privacy interests of United States persons whose
communications may be incidentally acquired through NSA's upstream collection and thus
contribute significantly to the overall reasonableness of that collection, {RSHSHAEY

At the outset, it is worth noting that NSA's acquisition of Internet transactions containing

mulhple discrete communications does not necessarily increase the risk that NSA will

ly acquire United States person information. For example, as discussed above, the

means by which NSA. ensures it does not intentionally acquire wholly domestic
communications limits the acquisition of certain fransactions such as
to persons located outside the United States, who reasonably can be presumed to be non-United
States'persons. Thus, fo the extent that the ‘of those non-United Stafes persons
canfain communications that are not to, from, or about a targeted selector, those communications

are unlikely to be United Stafes person comimuaications. See fnre-Directives, Doeket No. -« - e .

105B(g):07-01, Mem. Op. at 87 (recognizing that "the vast majority of persons who are located
overseas are non United States persons and that most of their communications are with other,
on-United States persons, who are located overseas") (footnote omitted). For this same reason,

n
isk that United States person information would be obtained through the acquisition of
is no greater than in the acquisition of a

1% 50 1.S.C, § 1801(h)(1) defines "minimization procedures” as "specific procedures, which shall be
adopted by the Attorney General, that are reasonably designed in light of the purpose and technique of the
particular surveillance, to minimize the acquisition and retention, and prohibit the dissemination, of

- ionpublicly available-information-concerning umconsenting United States persons consistent with the
nued of the Unztcd States to obtam, produce and disseminate foreign mteihgenca information.” W

v 20
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a. Acquisition (U)

As discussed above, with limited exceptions, it is technologically infeasible for NSA's
upsiream oolisction to acquire only the discrete communication to, from, or about a tasked
selector that may be confained in & transaction containing multiple discrete communications.
That does not mean, however, that the minimization procedures goveming NSA's upsiream
collection do not adequately minimize the acquisition of any United States person information
that may be contained in those transactions. Specifically, minimization procedures must be
reasonably designed to minimize the acquisition of nonpublicly available information concerning
unconsenting United States persons "consistent with the peed of the United States to obtain,
produce, and disseminate foreign intelligence information. 50 U.S.C. § 1801(h)(1). As

discussed anormmmmmﬂmmmmmmm a

discrete communication is to acquire the entire transaction in which it is contsined. Thus, o the
extent that United States person information may be contained within other discrete
communications not to, from, or about the tarjet in that transaction, the acquisition of such
United States person information would be "congistent with the need of the United States to
obtain . . . foreign intelligence information." {ESHSTANT

Congress has recognized that “in many cases it may not be possible for technical reasons
to avoid acquiring all information* when conducting foreign intelligence surveillance, H.R. Rep.
No. 95-1283, pt. 1, at 55 (1978); see also id. at 56 ("It raay not be possible or reasonable to avoid
acquiring all conversations."); ¢f. Scott, 436 U.S. at 140 (recognizing that Title I1I "does not
forbid the interception of all nonrelevant conversations, but rather instricts the agents to conduet
the surveillance in such as manner as o 'minimize' the interception of such conversations”),
Rather, in situations whers, as here, it is technologically infeasible to avoid incidentally
acquiring communications that are not to, from, or about the target, "the reasonable design of the
[minimization) procedures must emphasize the minimization of retention and dissemination,"

H.R. Rep, No. 95-1283, pt. 1, at 55, {FBHOHANTT

¥ See supra footnote &. )

_ In addition, for reasons discussed more fally below, nothing in the statutory definition of
minimization procedures obligates NSA to immediately destroy any United States person
information in a communication that {s not to, from, or about a tasked selector within a
transaction acquired by NSA's upstream collection. {FSAEFAES-

NYT v DOJ, 18 CiV 7020_000387
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i. Destruction Is Not Technologically Feasible -(FS#SHASFY

First, Congress intended that the obligation to destroy non-pertinent information would.
attach only if the destruction of such information is feasible. See H.R. Rep. No. 95-1283, pt. 1,
at 56 ("By minimizing retention, the comunittes intends that information acquired, which is not
necessary for obtainingf,] producing, or disseminating foreign intelligence information, be
destroyed where feasible," (emphasis added)). That is because Congress recognized that in some
cases, the pertinent and non-pertinent information may be co-mingled in such a way as to make it
technologically infeasible to segregate the pertinent information from the non-pertinent
information and then destroy the latter. See id. ("The committee recognizes that it may not be
feasible to cut and paste files or erase parf of tapes where some information is relevant and some

is not."). (FSHSHANE

A transaction contammg several commmncatzons, only one of which contains the tasked

selector, 1s 6 NSA's systems technotogicatty indistt -transactioncontaining a

single message to, from, or about a tasked selector. That is true both for NSA's collection
systems and for the NSA. systems that process and then route Section 702-acquired information
to NSA's corporate stores. Thus, unlike other instances where it is technologically possible for
certain kinds of communications to be recognized, segregated, and prevented from being routed
to NSA's corporate stores, the transaction as a whole, including all of the discrete
cominunications that may be included within it, is forwarded to NSA corporate stores, where it is

available to NSA analysts. {FSHSHANEY

The transaction is likewise not divisible into the discrete communications within it even
once it resides in an NSA corporate store. That is because NSA assesses that it is not
technologically feasible to extract, post-acquisition, only the discrete communication that is to,
from, or about a tasked selector within a transaction without destabilizing -- and potentially
rendering unusable -- some or all of the collected transaction, including the single, discrete
communication which is fo, from or about the tasked selector, Thus, an NSA analyst cannot, for
example, simply cut out any pertinent part of the transaction (i.e., the discrete communication
that contains the tasked selector), paste it into a pew record, and then discard the remainder. In

. this way, the transactions at issue here are a present-day version of the very same problem that

Congress recognized over thitty years sarlier -~i:s;, that i some-cases; "it might not-be feasible.... ... ... .

* to cut and paste files . . . where some information is relevant and some is not." H.R. Rep No, 95-

1283, pt.1, at 56. Given that Congress recognized it might be necessary to retain all acquired
information regardless of its pertinence because destruction of the non-pertinent information may
not be feasible, minimization procedures that permit the retention of transactions in their
entireties because their further divisibility is infeasible (if not technologically impossible) are

- consistent with the statutory requirement that such procedures mmnmze the retention of United

States person information. (FSASHANE- -

CB . v5 ol
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il. Retention of [nited States Person Information Can Be Effectively
" Minimized Through Restrictions on its Retrieval {FSASHANT

Second, although it is not required that all non-pertinent United States person information
be destroyed, NSA's retention of non-pertinént information concerning innocent United States
persons is not without bounds, FISA's legislative history suggests that the retention of such
information could still be effectively minimized through means other than destruction, See HR.
Rep. No. 95-1283, pt. 1, at 56 ("There are a number of means and techniques which the
minimization procedures may require to achieve the purposes set out in the definition."). Of
particular relevance here, Congress recognized that minimizing the retention of such information
can be accomplished by maldng the infonmation “not retrievable by the name of the innocent
person” through the application of "rigorous and strict controls.” Jd. at 58-59. Those "rigorons
and strict controls," however, need only be applied to the retention of United States person
information “for purposes other thap counterintelligence or countertesrorism." Id, That is

because Congress intended war *asipmioent-degreeof latitude-be-given-in-counterintelligenca

and counterterrorism cases with respect to the retention of information.” Jd, at 59. {FSA#SHANF)

NSA's current Section 702 minimization procedmeés flatly prohibit the use of United
States person names or identifiers to retrieve any Section 702-acqujzed communications in NSA
gystems, See, e.g., Amendment 1 to DNI/AG 702(g) Cerﬁﬁcaﬁon%
hEx. B, filed [ 2010, § 3(6)(5) (hereinafter "NSA Section 702 minimization
procedures"). This "rigorous and strict control[]" applies even to United States person
information that relates to counterintelligence or counterterrorism, despite Congress's stated
intent that agencies should bave "a significant degree of latitude . . . with respect to the retention
of [such) information." H.R. Rep. No. 95-1283, pt. 1, at 59; see 4. at 58-59 (recognizing that
“for-an extended period it may be necessary to have information concerning (the) acquaintances
[of  hypothetical FISA target] retrievable” for analytic purposes, sven though. “{ajmong his
contacts and acquaintances . . . there are likely to be a large number of innocent pexsons”).
NSA's current Section 702 minimization procedures thus require the retention of information
concemning United States persons {innocent or otherwise) to be minimized to a significantly
greater degree than is necessary for those procedures to be reasonable. {FSHSFATE

Of course, the Govémment seaks ths Court's approval of revised NSA SecHon 703 - - -« wmecom s
minimization procedures that would enable NSA. analysts to use United States person identifiers :
as selection texms if those selection terms are ly likely to return foreign intelligence
information. E.g., DNVAG 702(g) Certificatio Ex. B, filed.
Apr. 20, 2011, § 3(b)(5). Under these revised NSA. Section 702 minimization procedures, the
use of such selection terms must be approved in accordance with NSA procedures. /d The
Government is still in the process of developing thé NSA procedures governing the use of United
States person identifiers as selection terms. Until those procedures are completed, NSA. analysts
will not begin using United States person identifiers as selection. terms, The Government will
eusure that these NSA procedures contain "rigorons and strict confrols” on the refrieval of United

T T T STates peson information consistent-with statutory-requirements.and. Congressional mte;m HR.

. Rep. No. 95-1283, pt, 1, at 50, CESHEHANY-
s s N S - TToE e
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. t. Dissemination (8);

As discussed above, the NSA current Section 702 minimization procedures prohibit the
use of United States person identifiers o retrieve any Section 702-acquired communications in
NSA systems. Accordingly, the only way incidentally acquired United States person information
currently will be reviewed by an NSA. analyst is if that information appears in a communication
that the analyst has retrieved using a permissible query term -- i.e., one that is reasonably likely
to retumn information about non-United States person foreign intelligence targets. See NSA

. Section 702 minimization procedures, § 3(b)(5). Any identifiable United States person
information contained in a communication retrisved in this mannar would be subject fo the
dissemination restrictions in the NSA Section 702 minimization procedures, which operate to
ensure that any dissemination of United States person information is consistent with the Act.
These restrictions apply regardless of whether the United States person information is contained
in a discrete communication that is to, from, or about 3 tasked sclector Moreover, the same
dissemmation resmiciions witi continestoapply-tos b 53
retrieved through the use of a United States person 1dent1ﬁer asa selectlon term in accordance ©
with NSA's revised 702 minimization procedures. Indeed, given the small probability that an
incidentally acquired communication of a United States person that is not to, from, or about a
tasked selector would contain foreign intelligence information or evidence of a crime, it is highly
unlikely that NSA would disseminate any information from that incidentally acquired

" communication, Jet alone information concerning the United States person. {FSASHANE

[ -
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¢. TheMay 2 Letter states that NSA {s not presently Ugeparating out
individual pieces of information™ contained withlnM
: “May 2 Letter at 3. Please explain why and state whether it

would be feasible for NSA to implement such capability, either af the time of
acquisition or theresfter. {FEHSHAEG

d. Can . e identlfied as distinet from
other, discrete communications between users, either at the time of acquisition or
thereafter? If so, can NSA filter its Section 702 collection on this basis? {FSH/BHNF;

Except as described 'sbave, at the time of acquisition, NSA. is not presently capable of
separating out trensactions that contain multiple electronic communications into logical
constituent parts without destabilizing -- and potentially rendering unusable — some or all of the
entire collected transaction, including any particnlar communicetion therein which is in-fact to,

from, or about the tasked selector. Each electronic communication sexvice provider develops
T protocols that perforn the services being provided-in-a-manner designed to-be-ecopomical i oo
i actors that the provider considers important. '

25 o1 'NSA analyst would, however, be able to copy a portion of the rendered view of 2 transaction
. contained in a NSA corporate store and then paste it into a new record on a different system, such'as an
-m- = - ———apglytic store. ‘Bven-soy the-original transaction from which that copy. svas made would be rstained in the

corporate store in its originsl state, which cannot be altered for the reasons discussed below. CTEHEENG
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Each of the major providers change protocols often to suit their own business purposes, and it is
therefore generally riot possible for NSA to isolate or separate out individual pieces of
information contained within single transactions at the time of NSA acquisition. Any protocol in

use todai could easily be changed by the provider tomorrow —

described above, at the time of acqmsmon it is not tcchnologically fcasxblc for
NSA to extract any particular communication that is to, from, or about a tasked selector within a
transaction containing multiple discrete communications. {FEASHAN

For the same reasons that protocol volatility and myriad user settings prevent the
extraction of only discrete communications at the point of acquisition, it is not technologically
feasible to extract, post-acquisition, only the specific communication(s) to, from, or about a
tasked selector within a transaction without destabilizing -- and potentially rendering unusable -«
some or all of the collected transaction, including any particular communication therein which is
to, from, or about the tasked selector. Thus, an NSA analyst cannot, for example, simply cut out
the discrete commumication that conteins the tasked selector, paste it into a new record, and then

discard the remainder. <TSH#SHANE)

/ ay 2 Letter notes that NSA uses Internet Protocal (IP) filtering and [l
: prevent the intentional acquisition of
communications as to which the sender and all known recipients are inside the United

-------- StutesMay 2 Eetter at SNy ——— oo

a, Please describe how NSA applies IP filtering in the context of [ NN
(ES/SHANE),

NYT v DOJ, 16 CIV 7020_000394
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3

NSA acquires Internet communications by collesting the individual packets of data that
make up those communications. As required by NSA's targeting pmcedures,_au nternet
communications data packets that may contain sbouts information that NSA intercepts through
its Section 702 upstream collection must either pass through an "I.ntemet Ifrott.mul filter to ensure
that the persog from whom it seeks to obtain foreign intelligence information 18 located

n aa

OV BtaS L)
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ccordmgiy,
ose types of transactions that may feature

acquisition of, or even mark for separate
multiple discrete communications

b. In the collection of "to/from" communications, are the communicants always the

individual users of particular facilities or does NSA
sometimes consider Please

explain, CFS/SUANE-

In the collection of “to/from" communications, NSA. considexs the communicants as
being the individual users of particular selectors. More particularly, NSA considers those
Tndividual users fo be.the senders and intended Yeoiptents of toffronr' communications:

G e o

4, thd volume, does NSA's collection OW
under Section 702 compare with th _

Internet communications (such as e-mail messages) between or among individual users?

NSA cannot precisely measure the number of fransa
enting several discrete communijcations

for ing that figure with transactions containing a single,

discrete communication without manually examining each transaction
that NSA has acquired. However,. o provide an estimate of the volume of such
collection at the Court's request, NSA performed a series of queries into the SIGINT Collection

____ source Sysiem of Record that holds the relevant transactions in question.
3
osults were reviewed for three randomly selected days in April, averaged to pro

estimated figure of collection o for the month of April. This figure -
. was then compared to the total take of Section 702 upsiream collection of web activity for the

month, From this sample, NSA, estimates that approximately 9% of the monthly Section 702 -
upstream collection of S Tt is important

e - - A ot that it is-likely that this 9% figure instudes [ of the uscr of the targeted selector .
 bim/hersels. CESASHAEr

"‘0
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e thet thig Was & manually intensive and imprecise means to quantify the volume of
collection and should not be interpreted to suggest that any technological method
of pre-filtering can be applied to the collection before it is available to the analyst, (TSASHANFY

5. Given that some of the information aéquired through upstream collectfon is likely to
constitute "electroniec surveillance' as defined in 50 U.S.C. § 18¢1(f)(2) that has net
been approved by this Courxt, how does the continued acquisition of, or the further use
or dissenxination of, such information comport with the resteietions of 50 U.S.C.

§ 1809(a)(1) and (a)(2)? (TSHSPANF)-

i THE CONTINUED ACQUISITION, USE, AND DISSEMINATION OF
INFORMATION ACQUIRED THROUGH UPSTREAM COLLECTION DOES
NOT VIOLATE 50 U.8.C, § 1809, {T5/S1/NF—

[T AV

A. Introduction {U}

Section 702 of FISA, az codified at 50 U.8.C. § 1881a, provides that “[njotwithstanding
any other provision of law,” upon the issnance of an appropriate Ovder from the Court, the
Attomey General (AG) and the Director of National Intelligence (DNI) may jointly authorize the
targeting of non-United States persons reasonably believed to be located outside the United
States to acquire foreign intelligence information as Jong as cextain conditions set out in
subsection 702(b) are met. The joint authorizations of the AG and the DNI authorized NSA's
upstream acquisition of communications that are to, fiom, or about a tasked selector. The Court,
in turn, approved the implementing certifications as well as the use of proffered targeting and
minimization procedures, Accordingly, becauss the acquisition of communications to, from, or
about a tasked selector was authorized by the AG and DNJ, and the Court.approved the
cestifications and procedures used to implement those authorizations, NSA's acquisition of such
communications upstream does not coustitute unaunthozized electronic surveillance and,
thereforq, does not violate the terms of 50 U.S.C, § 1809, -GFE#SI#NF}

As noted above, the Government readily acknowleclges that it d;.d not fuliy descnba tﬂ the [

" Court-that the upstream collection technique would result in NSA acquiring m
types of Internet transactions that could include multiple individual, discrele
coramunications

m As
discussed below, however, this omission does not invalidate the AG a § prior

authorizations. Nor does it mean that the incidental acquisition of communications that are not
to, from, or about a tasked selector as a consequence of obtaining communications that are to or
from a tasked selector or confain reference to a tasked selector, exceeds the scope of those

aunthorizations.” For the same ressonsy; thy Government respectfutty-suggests-that-the- Ordersof — .. .
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this Court upon which those authorizations rely likewise remain valid. Thus, Section 1809 is not
implicated by NSA's upstream collection activities under Section 702. {FSHEHANF)~

B. Statutory Framework (U)
4 Section 1809 (U)

Under Subsection 1809(a), a person is guilty of a criminal offense if he or she
“intentionally (1) engages in electronic surveillance under color of law, except as authorized by
this Act. .. ; or (2) disclose[s] or uses information obtained under color of law by electronic
surveillance, knowing or baving reason to know that the information was obtained through
electronic surveillance not authorized by this Act™ (U)

For purposes of Section 1809 the issue is whether the Government's prior failure to fully

___zxp]mmmmnmmﬂmm in order acquire communications to, from, or about

a tasked selector, and certain technical limitations regarding the IP address filtering it applies,
means that the acquisition of such communications was not autherized by the DNI and AG, and
inconsistent with Court approval of the targeting and minimization procedures. €FS#SHATY-

ii. Section 702 Collection Authorizations—8)-—

Pursuant to 50 U.S.C. § 1881a(a); “notwithstanding any other provision of law,” the AG
and the DNI may jointly authorize for a period of up to one year the targeting of non-United
States persons reasonably believed to be located outside the United States to acquire foreign
intelligence information, subject to targeting and minimization procedures approved by this
Court, and certain limitations set out in §1881a(b). Authorizations are premised on certifications
to the Court, in which the AG and DNI attest to the fact that, among other things, the targeting
and minimization procedures comply with certain statutory requirements and the Fourth

2 This Court has previously noted that the legislative history of this provision focuses on a
<o e pFedecessor-bill that was substantially different from the provision subsequently enacted and codified.

5 S RS, .
at 6-7 (Dec. 10, 2010), Yet, both the predecessor bill and the codified provision use the wo '

intentionally, which has been described 'ag “carefully chosen™ and intended to limit criminal culpability to
those who act with a “conscious objective or desire” to commit a violation. See H.R. Rep. No, 95-1283,
pt.1, at 97 (1978) (“The word *intentionally’ was carefully chosen. It is intended to reflect the most strict
standard for criminal culpability. . . . The Government would have to prove beyond a reasonable doubt
both that the conduct engaged in was in fact a violation, and that it was engaged in with a conscious
objective or desire to commit a violation.”). Based upon discussions between responsible NSA officials

. and the Department of Justice (DOJ) and the Office of the Director of National Intelligence (ODNI) and

== = —"DOT mmd ODNI's review of documents-related to-this matter, DOJ and ONDNLbave not foundany . _ . '
. indication that there was & conscious objective or desire to violate the authorizations here. (FSH#SHANE)-

MGRMHW
A A R v Bz i SO R ‘ e
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Amendment. 50 U.5.C. § 1881a(g)(2). Authorizations become effective “upon the {ssuance of
an order [of this Court]” approving the certification and the use of the targeting and minimization
procedures as consistent with the statute and the Fourth Amendment. Jd. §§ 1881a(a) (AG and
DNI authorizations go into effect upon “Issuance of an order”); 1881a(1)(2)-(3) (laying out scope

of FISC review).”® {FSHSHANEY

Thus, if an acquisition is authorized by the AG and DN], and the certification and
targeting and minimization procedures which implement that anthorization are approved by the
Court, and the authorization remains valid, then the acquisition does not constitute unanthorized
electronic surveillance under 50 U.S.C. § 1801(f)(2) and is not a violation of 50 U.S.C. § 1809,

TSRS
C. AtaMinimum, the Upstream Acquisition of Single, Discrete Communications

To, From, ox About 2 Tasked Selector Was Authorized by the AG and the DNI
~CRSH NG .

The relevant AG and DNI authorizations and the targeting procedures the AG approved
explicitly pexmit the acquisition of Internet communications that are to, from, or about a tasked
selector, See, e.g., NSA Targeting Procedures at ] (describing the safeguards used in the
acquisition of “about” as compared with “to/from™ communications). In addition, the
accompanying Affidavits of the Director of NSA described upstream collection in & paragraph
detailing the various methods of obtaining such acquisitions. See, e.g., DNIAG 702(g)
Certification |G - ffidzvit of General Keith B. Alexander,
Director, NSA, filed July 16, 2010, §4. This, it is clear that ths authorizations permit—ata
‘minimum — the upstream acgnisition of single, discrete commumcatlons to, from, or abouta

tasked selector. -(FEHSHAIL-

As described in detail in response to questions 2 and 3 above, due fo certain technological
limitations, in general the only way NSA. can currently acquire as part of its upstream collection
single, discrete communications to, from, or about a tasked selector —is

T Bji'bﬁ'tamm't"""“ g the Intériiet Hansactiong of which those comumunications are apart; An Internet --——~-— pmm———

transaction can inchide either a single, discrets communication to, frops, or about a tasked

% For reauthorizations, the AG and the DNI submit, to the extent possible, a certification to the
FISC laying out, among other things, the targeting ‘and minimization procedures adopted at least 30 days
prior to the expiration of the prior authorization. The prior authorization remains in effect,

. motwithstanding the otherwise applicable expiration date, pending the FISC's issuance of an oxder with

respect to the certification for reauthorization. 50 U.S.C. § 1881a(i)(5). The scope of the court’s review
is the same for reauthonzauons a8 itis for mmal authonzauons Id § 1881a(1)(5)(B) (U)

_ . - La 33 - o ¢ -t
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selector —, or several discrete communications, only one of which may be

to, from, or about a tasked seleetow

; Where an Internet transaction includes multiple communications, not all of which are to,
from, or about a tasked selector, it currently may not be technologically feasible for NSA o
separate out, at the time of acquisition or thexeafter, the discrete electronic communications
within that transaction that are to, from, or about a tasked selector. Indeed, at the time of
acquisition, NSA's upstream Internet collection devices are, with limited exception, not capable
of distinguishing or further separating discrete electronic communications
i‘::'hthimfa single Internet transaction. Thus, in some cases, NSA can collec
communications fo, from, or about a tasked selector, as authorized by the certification, only by
obtaining the Intemet transaction of which those communications may be just & part.

~CESHEHAE—

In this respect, the upstream acquisition of Internet transactions which confaii multple,
discrete communications not all of which are (and, in some instances, only one of which is) t,
from or about a tasked selector is akin to the Government’s seizure of a book or intact file that
contains a single page or document that a search warrant authorizes the government to seize. In
United States v. Wuagneux, 683 F.2d 1343, for example, the Eleventh Circuit rejected appellants’
argument that a search was unreasonable because the agents seized an entire file, book, or binder
if they identified a single document within the fils, book, or binder as being within the
authorization of the wamant. As the court explained, “a search may be as extensive as
reasonably required to locate items described in the warrant.” /d, at 1352. It was therefore
“reasonable for the agents to remove infact files, books and folders when a particular document
within the file was identified as falling within the scope of the warrant.” Id. at 1353, ‘See also
United States v. Rogers, 521 F.3d 5, 10 (Ist Cir, 2008) (concluding that a videotape is a
“plausible repository of a photo” and that therefore 2 wamrant authotizing seizure of “photos”
allowed the seizure and review of two videotapes); United States v. Christine, 687 F. 2d 749, 760
(3d Cir. 1982) (en banc) (emphasizing that “no tenet of the Fourth Amendment prohibits a search

“r= -~ merely becanse it cannot be- performed with surgical precision. Nor does the Fourth Amendment

prohibit seizure of an item, such s 4 single ledger, merely because it happens to contain other
information not covered by the scope of the warrant.”); United States v. Beusch, 596 F.2d 871,
876-77 (9th Cir. 1979) (rejecting argument that “pages in a single volume of written material
must be separated by searchers so that only those pages which actually contain the evidence may

be seized"”), {FSHEHAE)-

That the certifications by the AG and DNI did not épecifically deseribe this aspect of
NSA’s upstream collection does not mean that collection was unauthorized by the AG and DNL
- Again, case law involving the reasonableness of searches conducted pursnant to criminal search

warrants is instructive on this point. For example, in Dalia v. United States, 441 U8, 238,259
(1979), the Supreme Court recognized that "[o]ften in executing a warrant the police may find it .
FOP-SECRETHCONENTHORCON;NOFORN-
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necessary to interfere with privacy rights not explicitly considered by the judge who issued the
warrtant. Id at 257, See United States v. Grubbs, 547 U.5, 90, 98 (2006) ("Nothing in the
language of the Constitution or in this Court's decisions interpreting that language suggests that,
in addition to the {requirements set forth in the text], search warrants also must include a
specificetion of the precise manner in which they are to be executed."™) (quoting Dalia, 441 U.S.
238, 257 (1979)). This is especially true where, as in Daiia, "[{Jhexe iz no indication that [the]
intrusion went beyond what was necessary" to effectuate the search authorized. Dalia, 441 U.S.

at 258 n. 20, (FSHSHANE-

Like the seizure of an entire book or file simply because it contained & single page or
document within the scope of the warrant, NSA only acquires an Internet transaction containing
several discrete communications if at least one of those communications within the transaction.is
to, from, or-about a tasked selector. Moreover, unlike the agents in Puagneus, who presumably

————could-havg-opted-to-seize-oniy-the responsive pages ont of the honks and files searched, except in

limited circumstances, NSA has no choice but fo acquire the whole Intesnet transaction in order
fo acquire the to, from, or about communication the DNI and AQ authorized NSA to collect.
NSA only acquires an Internet transaction if in fact it contains at [east one communication to,
from, or about a tasked selector. NSA's acquisition of Internet transactions containing several
discrete communications, only one of which is to, from, or about a tasked selector, is therafore
“ag extensive as reagonably required to locate the items described” in the DNI and AG's
authorization, and thus cannot be said o exceed the scope of that authorization, £FSASHANE)

Moreover, as described in response to questions 1(b)(ii} and (jii}, the Government has
concluded that such collection fally complies with the statutory requirements and the Fourth
Amendment, Having now considered the additional information that is being presented to this
Court, the A} and DNI have confirmed that their prior authorizations rexnain valid.
Accordingly, Government personnel who rely on those authorizations to engage in ongoing
acquisition are not engaging in unauthorized electronic surveillance, much less doing 50
“intentionally.” CFSARHANET—

D. The Court Approved the Certifications and Targeting and Minimization
Procedures Used to Implement the Authorizations of the' AG and DNI LES#5HANF-

A second issue concerns whether this Court’s orders cover the full scope of the
authorizations, and, if not, whether that affects the validity of the AG and DNI authorizations.
Like the AG and DNT authorizations, in approving the applicable certifications and the use of the
proffered targeting and minimization procedures this Coust’s Opinions and Orders clearly
- e ——-—-contemplated-and-approved-some-upstreans-collection.of commusiications to, frorn, or shout a

target. See, e.g. [ Mem. Op. at 15-17 (describing acquisition of communications to, from,
FORBECRETHCOMINTHORCONNOFORN-
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* and about a target).”® Thus, for the reasons described above, the acquisition of Internet
transactions that include at least one communication to, from, or about a target falls within the
scope of the Court’s Orders — even if additional communications are also incidentally acquired
due to limits in technology. (FSHSHANTY

The fact that the Government did not fully explain to the Court all of the means by which
* such communications are acquired through NSA's upstream collection techniques does not mean

that such acquisitions are beyond the scope of the Court's approval, just as in the criminal context
a search does not exceed the scope of a warrant because the Government did not explain to the
issuing court all of the possible means of execution, even when they are known beforehand and
could possibly implicate privacy rights. See Dalia, 441 U.S. at 257 n.19 (noting that "{n]othing
in the decisions 6f this Court . . . indicates that officers requesting a warrant should be
constitutionally required to set forth the anticipated means for execution even in those cases
where they know beforehand that [an additional intrusion such as] unannounced or forced entry
likely will be necessary."). In addition, as discussed herein, the incidental acquisitions do not go
beyond what is reasonably necessary to acquire the foreign intelligence information contained in
a commuiication to, from, or about a targeted selector within a transaction. See id. at 258 n. 20.
~CESHEHANEY

In any event, the Government believes that the additional information should not alter the
Court’s ultimate conclusion that the targeting and minimization procedures previously approved
are consistent with the statutory requirements, including all the requirements of § 1881a(b), and
the Fourth Amendment, and the Court’s orders therefore remain valid. Cf. Franks v. Delaware,
438 U,S. 154 (1978) (establishing that a search warrant is valid unless it was obtained as the
result of a knowing and intentional false statement or reckless disregard for the truth and the
remaining content is insufficient to establish the requisite probable cause needed to obtain the

warrant). TESHSANE).

Pursuant to § 1881a, the Court reviews the following issues: (i) whether the AG and DNI
certifications contain all the requiréd elements; (ii) whether the targeting procedures are
consistent with the tequirements of § 188 Ta(d){1}; (iii) whethey thie minimization proceduresare ™~ 7 "7~
consisteﬁlwith § 1881a(i)(e)(1); and (iv) whether the targeting and minimization procedures are
consistent with the requirements of the Fourth Amendment. 50 U.S.C. § 1881a(i)(2), (3). See
also id. § 1881a(i)(5)(B) (specifying that reauthorizations are to be reviewed under the game

’ ; * Rach of the relevant 2010 FISC Orders is based on the “reasons stated in the Memorandum
Opinion issued co: raneously herewith,” These Opinions, in turn, rely on the analysis conducted by
et weethe Conrt.in Dockets| , which incorporate and rely on the analysis of earlier_. . ... . . .. .
FISC Opinions, including Docket 702(i)-08-01, -CRSHEHANTY "k
TOPR-SECRET/COMINT/ORCON;NOFORN
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NYTv DOJ, 16 CIV 7020_000402
NSA-WIKI 00272



. _Case 1:15-cv-00662-TSE Document 168-26 Filed 12/18/18 Page 38 of 42

Approved for public relaase, ' Al withheld information exempt under b{1) and b(3) except a2 otherwise noted.

“FOP-SECRETHEONMINTHORCONNOFORN-

standards). The Government believes that the Court’s ultimate conclusions with respect to each
of these issues should not change based on the additional information provided. {FSHSHANT

First, there is no suggestion that the prior certifications failed to contain all the required
_elements. (FS#SHANFY

Second, while the Government acknowledges that it did not fully explain to the Court the
steps NSA must take in order fo implement its Section 702 upstream Intexnet collection
techniques, and certain technical limitations regarding its IP address filtering, the Court did
‘approve the DNI/AG cextifications and the use of targeting and minimization procedures which
authorized the acquisition of communications to, from, or about tasked selectors. As discussed
above and in response to questions 1(b)(if) (iif) and 3, Mternet transactions are collected because
they confain at least one discrefe communication to, from, or about a fasked selector. Each
tagked selector hag undergone review, prior to tagking, designed to ensure that the uger is a non-

United States person reasonably belfeve 1o be located outside the United STATEs. MOreover, Wil
respect to “abouts” communications, for the reasons discussed in the response to question
1(b)(ii}, NSA’s targeting procedures are reasotiably designed fo prevent the infentional
acquisition of any communications as to which the sendet and all infended recipients are known

 at the time of acquisition to be located in the United States,*® Thus, NSA is targeting persons
reasonably believed to be outside the United States and is not intentionally acquiring
communications in which both the sender and all intended recipients are known at the time of
acquisition to be in the United States. £FSHSHAT -

Third, as described throughout, in many cases, it is not technologically feasible for MSA
. to acquire only Internet transactions that contein a single, discrete communieation to, from, or
sbout a tasked selector that may be contained in an Internet communication containing multiple
discretel I coovnications. As discussed in detail in response to questions
1(b)(if) and (ji), this does not mean that NSA's procedures do not adequately minimizé the
acquisition of any U.S, person information that may be contained within those transrmissions,
ther, the minimization procedures fully comport with al statutory requirements. (FSHSHANF)

S emry e e v ka2 e et

3 As the Court is aware, § 1881a(b)(4) provides that an acquisition authorized under section 702, “may
not intentionally acquire any comnunication as to which the sender and all intended recipients are known
at the time of the acquisition to be located in the United States , . . Although this prohibition could be

- read at first glance to be abeolate, another provision of Section 702 indicates otherwise, Specifically; §
18B1a(d)(1)(B) provides that the targeting procedures that the AG, in consultation with the DT, must
adopt in copnection with an acquisition authorized under section 702 need only be “reasonably designed
to . . . prevent the intentional acquisition of any communication as to which the sender and afl intended
recipients are kmown af the time of the acquisition to be located in the United States.” (U)
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Finally, as described in response to question 1(b)(iii), the targeting and minimization
procedures fully comply with the Fourth Amendment. {FSHSTAANE

Thus, the additional information the Government has provided concerning details of'its

upstream collection does not — in the Government’s vmw ~undercut the validity of the targeting
or minimization procedm‘cs LTSHEHANTY

E. Compliance with the Authorizations: Use and Disnldsurt‘z CFEHEHANE~

As described above, § 1809(2)(2) criminalizes the intentional use and disclosure of
electronic surveillance, “knowing or having reason to know that the information was obtained
through electronic surveillance not authorized by this Act.” Having concluded that the upstream

collection conducted by NSA falls within the scope of the relevant authorizations, the
Government rcspoctfnlly submits that the continued use and disclosure of such information is

and discussed in

detail i in responsc to queshons l(b)(u) and (m)) are fouowed.“ ~CESHEHNE)-

6.  Please provide an update regarding the - over collection incidents
described in the government's letter to the Court dated April 19, 2011.

The April 19, 2011, notice to the Court described two overcollection incidents involving
unrelated communications that had been

The notice also & t as part of 1ts confinu

investigation into these incidents, NSA would examine other systems to determine whether
aimilahissue occurred in those systems, €FSHSHANE)

The first incident described in the April 19 notice involved

mcanmto,_ﬁ'om, or-about.a Section 702-tasked selector, b

* Although this analysis has focused on acquisitions conducted pursuant to the 2010 Section
1881a Authorizations, the Government believes that, for all of the reasons discussed herein, the upstream
collection conducted pursuant to previous certifications authorized under Section 1881a of the Foreign
Intelligence Surveillance Ac the Protect America Act of 2007, Pub, L. No. 110-55,

nrelated comnmnications. This overcollection started _- PR
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All such commumcauons w:ll be processed in accordance witk

e NSA's ninimization pmced a2 2 The Go arnmant 1 advise the Conrt-of the final dis 'I,‘[Qn
of these communications. -

CLL ST {70 TYN
. b Ak

The second-described: incident involved overcollectios

. Ag described in the Ap
19 notice, on March 28, 2011, NSA discovered a of Section 702-acquired
communications that had not been propexls

In conirast to the
communications overcollected between discussed above, the
acquired as a result of the [ NEGGRC vercollection incident involved fewer commumcauons

. ¥ Tn particular, section 3@)(1) of NSA's Section 702 Minimization Proceduxes state:

Personnel will exercise reasonabla fudgment in detemnnmg whether information
acquired must be minimized and will destroy inadvertently acquired communications of
or concemning 2 United States person at the earliest practicable point in the processing
cyele at which such communication can be identified either: as clearly not relevant to the
anthorized putpose of the acquisition {e.g,, the communication does not contain forsign:
intelligence information); or, as not coniaining evidence of a crime which may be
digseminatad under thess procedures. Such inadvertently acquired communications of or
concemng a United States person inay be retained no longer than five years in any event,
The comvaunications that may be retained include electronic communiestions

. negudred because of limitations on NSA's ability to filter communications,

(Emphans added) ‘fS:’:‘Si}
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All withheld information exempt under b(1) and b(3) except as otherwise noled.

TOPSECREFHCOMINT/ORCON;NOFORN

Asin the _imident, each m least one communication that is to,
from, or about a Section 702-tasked selector, ,

Asof April 11, 2011, NSA be, uester in its Collection Stores all communications

Approved for public release.

objects to the while some of these 0 Jecﬁs include W&m objects
consist of only one communication to, from, or about a Section 702- selector.

of the April 19 notice, NSA has continued to evaluate collection fm?
d has observed no evidence of issues other than

NSA has 1dsnt1ﬂed no reporting based upon ovcrcollected commmucattons and is

The April 19 notice also advised the Court that NSA would "examinF
*. " and other upstream collection systems to ensure that simﬂaerm ems are no

occurring in those systems,” NSA now reports that unlike the most recen

NYTv DOJ, 16 CIV 7020_000406
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7. Are there any other issues of additional information that shonld be brought to the
Court's attentfon while it is considering the certifications and amenddents filed in the
above-captioned dockets?

At this time, the Department of Justice (DOT) and Office of the Director of National
Intelligence (ODNT) are currently investigating cerfain possible incidents of non-compliance
about which the Departiment of Justice intends to file preliminary notices in accordance with the
mle of this Court, These ingidents do not relate fo any of the matfers discussed i in this filing and,
—————baged-on-the-dnformation A - . )

that the nature of these mcxdenta is sufﬁexenﬂy serious such that they would bear on the Court's
-consideration of the certifications and amendments filed in the above-captioned dockets.

’ .

e e s ey —. e SPET P ITV

question 25 and (d), NSA has the abzhtsr to separate out individual Pxeces T
: ' In the course of the

% As discussed in response to
of information in certain cases

2 v . . A .
comnnications could have 'ueeu forwarded thmugh the SIGINT system, NSA has zdentxﬁed no ac.mal
overcollection that occurred as a result. NSA is currently in the process of devalopmg 8 software fix
des1gned to proparly process such communications under the limited cirenmstances in which

llections could ocour, Until such a fix can be tested and deployed, NSA will cnntmue to mon:tor
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