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“Using the XKS CNE dataset and a
DISGRUNTLEDDUCK fingerprint, we now see at least
21 TAO boxes with evidence of this intrusion set, most
of which are associated with projects aimed at Iran
WMD targets.” -- MHS, July 2010

March, 2011 |

xks-chne@rl.r.nsa
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The overall classification of this
presentation Is:
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What is XKEYSCORE?

e A suite of software running on a Linux host

e Classically, used for DNI processing,
selection and survey

e A distributed hierarchy of servers at field
sites and headquarters

e Extract and tag metadata & content from traffic
e Servicing analyst queries and workflows

e Web and programmatic front-ends

SECRET//COMINT//REL TO USA, FVEY




SECR EF/e G NrhRfdes T:® AbSA, FV/EY

What is XKEYSCORE?

e A suite of software running on a Linux host

e Classically, used for DNI processing,
selection and survey

e A distributed hierarchy of servers at field
sites and headquarters

e Extract and tag metadata & content from traffic
e Servicing analyst queries and workflows

e Web and programmatic front-ends

SECRET//COMINT//REL TO USA, FVEY




TOP SECREF 3 MRl v Rizhons[Hg« 2SA, FVEY

XKEYSCORE |

B R IS IS

K Metaviewer: chared by T6LO0ES: Categery, Hits at 670 - Mozllla Firerox
Lig Ldif Wierw  1hstary  Haskmarss  nnis  Lelp
L
“';"‘ '--.F."“ ) E"’q‘ﬁ Q ﬂ m Dllps: s -canraloorpareg icguy: B4 3EETSDORE searchfsland ardsearchlurmypsear chiHorms o ""'] [d"" wi Elhernel ﬁl
[@EEEJE?F: SIOToday M 1,24, = IElhi-_‘rlli-_".-'I.rl.l_lhj_:.li-_'di:l.'_:'“-_‘ Mre.. = [’.‘El'-'il_.l Signalaras Mg MK mMatavizwer. shared by ro. w N WMETSCORE - Fur Arialysls -, o i e’
IFE orcbomr B oudned do-UEs L1 ¥ =nz Human Fohbs Aot complonas
! ¥ecvacofc Weks = GG g Tt |
| $F 1lome &% Adrin dg Uzers L seaszn B wotdiow centz Y itesut: B nigeme s Bl ssisies 66 map B My azeount 8 sk crun K2 1lciz
[| Mzwizzhan icr {= =] iEI; | Hi stuagrann 3 il (K I |
[=] Sl — A [ egel 7 ][R ieasSelcshan §spas Ispayng T -1 6 I
BN = e P p— T
[ zmz 1 Azdreezee Bl SRR ANt
sk iy =|| [ <= 144
[Z] Zat 2zl Fil=w
[Z] un oz ik
=] ey zagzr
=] Mazhin= Inf=rm sticn i = |
[E] 4 =twork In-zrm et an | slwred by 610035 Coategu y HiL... | |
[=] 2= giear li= = |
| B3 mn=ic. | K llclz  Acions= JzpomsT View: | P MIpdow  FILILIS: e e !
TEZIMusCzreh % L) Sizad Arove Usn | Caseooldlio Fum IP FuPuwl | TuPul Foon Zounby f FroaCibr 021 Fo Lavilud= § =m o _oorgilude To Counby (1 To Citg (P Tw Lu.!
Z T asiv AN IFTINEY 159670 LIA?AANDED ~ a0 Pl i3] FR HFLILLYSUF 4000 »eT FR NFLILLYSLF 40—
: {
: %’""‘” IETICO US 967D LAZAADCCE by | 23M 1679 FR HEUILLYSUF 4E 8 227 FR MELILLYSLF 48
- [E]3lsckBErm? |
: |_I":IL'-=|5 -i!LIr."l.IJr [T LAZAANLE ~ i) s (RH HWLUILLYSUI- 454 2Ef 1z MLUILLYSUI S
oo i L
- E]uaccgor L SIETRCON UIS-987D LAZAACCE S 2304 1E5E FR WEUILLYSUF 4E8E 227 FR NEUILLYSUFR 38—
" [E] e ulsr Okl ICTHOON US-267D LAZAADCCE = | 2304 1120 rn WCUILLYSUR 4686 227 | [ WC UILLYSLUE 38
[ Timen Pansanre IFTINOF 153620 LIAZ A AN I 7 11an FR HNELILLYSLF 4506 27 (=3 WNELILLYSUR 8t
=l | |
- Ewtzrent llEnm' L5 9670 LAZAADCCE I 23M IET3 FR WEUILLYSUF 4E8E 227 FR MELILLYSLF 28—
i [=] 205 AR USESD (BEWFH.ILE R ~{ Aol L (RE) BRI LILL Y501 3K HH aur (i H Ml LILLYSLL 2
- E Toenmens Metad=1a |
L JETROON US.9870 LAZAANCE by | 2304 2100 FR WEUILLYSUF 4E8E 227 FR MELILLYSUR 38
-_— . L - |
L (e s ] A s :!Llr."I.IJF L5061 LIAZARNLE ~ il 1z 11 HWLUILLYSUI- 4588 a2 112 ML UILLYSLI 34
' E] trasted 1 ilzs IFTIOOY 153670 LIAPAANDTR ~“ a0 1ran FR HFLILLYSUF 4nnn »eT FR MF LILLYSLIF an
|
E]=a1 oz DRI IIE'I'I'."I:GF LS5 9670 LAZAADCCE by | 23M 1683 FR HEUILLYSUF 4E 86 227 FH MELUILLYSLF 48
-[E] Fenin'e 0L LS (RERFACTLFR ~{ Ao 2 (QE BE LILL Y51 4HHE mar (FH Ml LILEYSLL 2
- ED e aceary JETHCON US-367D LAZAADCCE = 2304 1083 FR NEUILLYSUF 4588 237 FR NEUILLYSUR 38—
i~ [=]'KE Pt s "] | i |'_i
i E{-}-I'.Ell:li‘-' ] - 1 i - - = 1 . . —
. E-W T —— | ) |50 Page| 1 |(cfiE] koo 1 Page Sieec| 0 I:f.-'.-.'.i:'M']rn'n'tru.-rp-:gﬁ]l F.htr.lil'g -"Iﬂn‘l‘l?-fll_
L. LA L L_LK .T
I = mE BAVED 9021975 1095-313
Done | | & =

TOP SECRET//COMINT//REL TO USA, FVEY




TOP SECREFAECMIMFA/ Rizks[6 {#SA, FVEY

Example Search

e Let's try a search for suspicious stuff...

http_activity search, 5-eyes defeat, look for fingerprints:
ndist/discovery/heuristic/BHAM/get with content OF http/get/with content

e While the search runs, some gotchas:
e You choose where your query is run
e Content and metadata age-off

e Burden is on user/auditor to comply with
USSID-18 or other rules

e Geolocation based on IP
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Search Results

=
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Fingerprints and Appids

e Useful for identifying classes of traffic or
particular targets (for SIGDEV or collection):

mail/webmail/yahoo
browser/cellphone/blackberry
topic/s2B/chinese missile
e appid — a contest, highest scoring appid wins
e fingerprint — many fingerprints per session

e microplugin — a fingerprint or appid that is
relatively complex (e.g. extracts and databases
metadata)
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Fingerprints and Appids (MGKE)

¢ Written in language called "GENESIS” (go
genesis-language):
appid('encyclopedia/wikipedia', 2.0) =
http host('wikipedia' or 'wikimedia'‘) ;
fingerprint ('dns/malware/MalwareDomains') =

dns host(' erofreex.info ' or ' datayakoz.info '
or ' erogirlx.info ' or ' pornero.info ' or ...

e If a fingerprint contains a schema definition, a

search form automatically appears in the
XKEYSCORE GUI

e Power users can drop in to C++ to express
themselves
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More about searches

¢ Many different searches
e Base search is Full Log DNI

e Depending on traffic type, will generate searchable
results for (example):

HTTP Activity Network GEO Info
Information

Extracted Files Email Registry
Addresses

Logins and Document Machine Info

Passwords Metadata

e workflow — a user query that is run
automatically usually every 24 hours
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XKEYSCORE Gotchas:

e Not all sites run latest XKEYSCORE
software or fingerprints

e fingerprint submission:

e XKEYSCORE team weighs mission-worthiness of user
fingerprints vs computational cost

e Content and metadata ageoff
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XKEYSCORE CNE

e Lots of endpoint data flows into XKS
TAO (no ECIs), GCHQ (almost all)

e Other limited flows include SIGINT
Forensics Center, TAO STAT

e XKEYSCORE works well for endpoint data

e Sometimes the paradigm breaks (e.g.
collected browser history file)
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XKEYSCORE CNE (more)

e Payload types:

dirwalk, extracted file, system
survey, hetwork config, captured
credentials, reglstry query, Kkey
Llogger, etc.

e Labeled dnt payload in appid/fingerprint
ontology

e | et’s look at some DANDERSPRITZ
data...
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XKEYSCORE CNE (more
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XKEYSCORE CNE (more)

e Recent Developments

e Upgrade of XKEYSCORE CNE
e Keyloggers: keylogger/perfect/extension

e PCAP Reingestion
e Router Redirection
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Counter CNE Methodoloay;

(refer to Counter CNE Resources slide...)

e Hypothesis/research-driven

e “"Could South Korean CNE be using similar selectors to
FVEY CNE?”

e “What keywords could be used to find keyloggers

e Bogus or Unusual Traffic
e HTTP GET with content (example in this presentation)
e HTTP POST at odd hours (from Russia 0200-03592)
» Funky user agents

e Known-Host or User driven (e.qg. drop sites)
o XKEYSCORE is GOOD at these kinds of things
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CNE-Specific

e Registry searches (e.g. SIMBAR)

e Fused Active/Passive search
e coOmmon selectors
e document hashes

e Known Processes (malicious
executables or code)

... Let’s enhance the process list appid

e map-reduce within CNE cluster using
GENESIS calls
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XKEYSCORE Doesn’t Doty

e ... at all (well, automatically, anyways)

e Paired traffic heuristic-based approach

e HTTP[S] imbalance (e.g. GET without
response)

e [IP/DNS mismatch™

e ... ONn an automatic basis
e Network or host characterization
e Changes in IP/DNS mapping over time
e Changes over time in malware comms

TOP SECRET//COMINT//REL TO USA, FVEY




TOP SECRE /oo 0 PP fete/feflons Pl b S A, FVEY

Counter CNE Resources

How to Discover Intrusions [using XKEYSCORE] by_
and [ (paper)

e MHS INDEX - Foreign CNE Discovery Page
https://wiki.itd.nsa/wiki/Foreign CNE Discovery

e (CSEC and GCHQ - DONUT (unknown protocols):
https://tiso.sigint.cse/snipehunt/index.php/DONUT

e GCHQ Discovery Posted some Research of Detecting Man-on-the-5ide
Attacks:

https://tiso.sigint.cse/snipehunt/index.php/MOTS
GCQH Disco Team posts POC’s for different Intrusions and some Details:
https://wiki.gchg/index.php/Discovery

e The GCHQ DISCO team also posts Discovery Theories they run once a
week:

https://wiki.gchg/index.php/Discovery Afternoons
e XKEYSCORE Fingerprints
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success Story — MHS INDEX

Using TAO-obtained Iranian implant encryption keys, inli
decrypt using XKS microplugin — IRGC-QF keylogger data'
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