IN THE UNITED STATES DISTRICT COURT
FOR THE DISTRICT OF COLUMBIA

AMERICAN CIVIL LIBERTIES UNION,et al.,
Plaintiff,
V. Civil Action No. 04-CV-4151

DEPARTMENT OF DEFENSE, et al.,

Defendants.
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DECLARATION OF DAVID M. HARDY

I, David M. Hardy, declare as follows:

(H I am currently the Section Chief of the Record/Information Dissemination Section
(“RIDS”), Records Management Division (“RMD”), formerly at Federal Bureau of Investigation
Headquarters (“FBIHQ™) in Washington, D.C., and currently relocated to Winchester, Virginia. I
have held this position since August 1, 2002. Prior to joining the FBI, from May 1, 2001 to
July 21, 2002, I was the Assistant Judge Advocate General of the Navy for Civil Law. In that
capacity, I had direct oversight of Freedom of Information Act (“FOIA”) policy, procedures,
appeals, and litigation for the Navy. From October 1, 1980 to April 30, 2001, I served as a Navy
Judge Advocate at various commands and routinely worked with FOIA matters. I am also an
attorney who has been licensed to practice law in the state of Texas since 1980.

2) In my official capacity as Section Chief of RIDS, I supervise approximately 256
personnel who staff a total of ten (10) units and two field operational service center units whose

collective mission is to effectively plan, develop, direct, and manage responses to requests for



access to the Federal Bureau of Investigation (“FBI”) records and information pursuant to the
FOIA; Privacy Act of 1974; Executive Order 12958, as amended; Presidential, Attorney General,
and FBI policies and procedures; judicial decisions; and other Presidential and Congressional
directives. The statements contained in this declaration are based upon my personal knowlevdge,
upon information provided to me in my official capacity, and upon conclusions and
determinations reached and made in accordance therewith.

(3) Due to the nature of my official duties, I am familiar with the procedures followed
by the FBI in responding to requests for information from its files pursuant to the provisions of
the FOIA, 5 U.S.C. § 552, and the Privacy Act of 1974, 5 U.S.C. § 552a. Specifically, I am
aware that as a result of a May 25, 2004 FOIA request to the Department of Defense (“DOD”)
including Department of Army, Department of Navy, Department of Air Force, Defense
Intelligence Agency, Department of Homeland Security (“DHS”), Department of Justice (“DOJ”)
including Civil Rights Division, Criminal Division, Office of Information and Privacy, Office of
Intelligence, Policy and Reviéw, Federal Bureau of Investigation, Department of State (“DOS”)
and Central Intelligence Agency (“CIA”), plaintiffs American Civil Liberties Union (“ACLU”),
the Center for Constitutional Rights (“CCR”), Physicians for Human Rights (“PHR”), Veterans
for Common Sense (“VCS”),‘and Veterans for Peace (“VFP”), seeking access to FBIHQ records
concerning the treatment, deaths and renditions of individuals apprehended after the
September 11, 2001 terrorist attacks in the United States, and who are currently being held or
who were formerly held in United States custody at military bases or in detention facilities

outside of the United States. (See Exhibit A.)



4) In the process of responding to plaintiff’s FOIA request, defendant, Department of
Justice, Office of Legal Counsel (“DOJ/OLC”) identified approximately 34 pages which
contained FBI-originated information which were referred to the FBI for consultation on
September 16, 2009. Following this review, the FBI identified releasable information within
the 34 referred pages. The release of this information occurred on October 30, 2009 and
November 6, 2009. FBI information has been withheld pursuant to 5 U.S.C. §§ 552 (b)(2), (b)(6)
and (b)(7)(C). The withholding of this information will be addressed in greater detail infra.

(5) As aresult, the FBI submits this declaration in accordance with Vaughn v. Rosen,

484 F.2d 820 (D.C. Cir. 1973), in support of defendants’ motion for summary judgment. In so
doing, the FBI will provide the Court with an explanation for the procedures used in reviewing
and processing of the FBI information referred by DOJ/OL.C, and provide justifications for the
withholding of this information pursuant to FOIA Exemptions 2, 6, and 7(C), 5 U.S.C. §§ 552
(b)(2), (b)(6), and (b)(7)(C).

JUSTIFICATION FOR WITHHOLDING FBI-ORIGINATED DOCUMENTS
IN THE DOJ REFERRAL

(6) Each of the 34 referred pages were reviewed, word-by-word, line-by-line and
document-by-document, to achieve maximum disclosure consistent with the provisions of the
FOIA. Every effort was made to provide plaintiff with all material in the public domain and with
all reasonably segregable portions of releasable material. Copies of the 34 pages as released are
attached as Exhibit B. Each page of Exhibit B is numbered at the bottom right-hand corner of
each page. The documents also contain information which is exempt from disclosure pursuant to
FOIA Exemptions 2, 6, and 7(C), 5 U.S.C. §§ 552 (b)(2), (b)(6), and (b)(7)(C).
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7 Copies of the pages contain, on their face, coded categories of exemptions which

are provided to aid in the review of the asserted FOIA exemptions. Each instance of information

withheld on the attached documents is accompanied by a coded designation that corresponds to

the categories listed below. For example, if “(b)(7)(C)-1” appears on a document, the

“(b)(7)(C)” designation refers to “Exemption (b)(7)(C)” of the FOIA concerning an

“Unwarranted Invasion of Privacy.” The numerical designation of “1” following the “(b)(7)(C)”

narrows the main category into the more specific subcategory, “Names and/or Identifying

Information Pertaining to FBI Special Agents and Support Employees.” Listed below are the

categories used to explain the FOIA exemptions asserted to withhold the protected material.

SUMMARY OF JUSTIFICATION CATEGORIES

EXEMPTION (b)(2)

(b)(2)-1

EXEMPTION (b)(6)

AND

EXEMPTION (b)(7)(C)

(b)(6)-1 and (b)(7)(C)-1

(b)(6)-2 and (b)(7)(C)-2

(b)(6)-3 and (b)(7)(C)-3

INTERNAL RULES AND PRACTICES OF AN AGENCY

Internal Telephone Numbers of an FBI Special Agent and Support
Employees [Cited in conjunction with Exemptions (b)(6)-1 and
(d)(7)(C)-1]

CLEARLY UNWARRANTED INVASION OF
PERSONAL PRIVACY

UNWARRANTED INVASION OF PERSONAL PRIVACY
Names and/or Identifying Information of FBI Special Agent
and Support Employees [Sometimes cited in conjunction with

Exemption (b)(2)-1]

Names and/or Identifying Information of Non-FBI Federal
Employees

Names and/or Identifying Information of Third Parties who
Provided information to the FBI
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JUSTIFICATION FOR REDACTIONS

(8) The paragraphs that follow explain the FBI's rationale for withholding each
particular category of information under the specific exemption categories described above.

EXEMPTION (b)(2)
INTERNAL AGENCY RULES AND PRACTICES

) 5U.S.C. § 552 (b)(2) exempts from disclosure information “related solely to the
internal personnel rules aﬁd practices of an agency.” This exemption protects routine internal
administrative matters and functions of the FBI which have no effect on the public at large.
Disclosure of this information could impede the effectiveness of the FBI's internal law
enforcement procedures.

(10)  Moreover, Exemption 2 also protects internal personnel rules and practices where
disclosure may risk circumvention of the law. This exemption encompasses two distinct
categories of records that are internal in nature: those involving trivial administrative matters of
no genuine public interest (“Low 2") and those where the disclosure of which would risk
circumvention of a statute or regulation (“High 2”). Disclosure of “High 2” information would
impede the effectiveness of the internal law enforcement procedures. Disclosure of this
information could impede the effectiveness of the FBI’s internal operational and law enforcement
support procedures.

(b)(2)-1 Telephone Numbers of an FBI Special Agent and Support Emplovee

(11)  Exemption (b)(2)-1 (High) has been asserted, in conjunction with Exemptions
(b)(6)-1 and (b)(7)(C)-1, to protect telephone numbers of an FBI Special Agent and two support

employees. The telephone numbers clearly relate to the internal practices of the FBI in that they
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are a tool used by FBI personnel during the performance of their duties. Disclosure of the
business telephone numbers could subject these individuals to harassing telephone calls which
could disrupt official business including impeding their ability to conduct and conclude law
enforcement investigations in a timely manner.

(12)  Accordingly, because these internal telephone numbers are related solely to the
FBI’s internal practices and disclosure would not serve any public interest and disclosure would
impéde the FBI’s effectiveness by subjecting the FBI employees whose telephone numbers were
disclosed to the possibility of harassment, the FBI properly withheld this information pursuant to
FOIA Exemption (b)(2)-1 on the following pages: 3406, 982 and 3413.

EXEMPTION (b)(7) THRESHOLD

(13) Exemption 7 of the FOIA protects from mandatory disclosure records or
information compiled for law enforcement purposes, but only to the extent that disclosure could
reasonably be expected to cause one of the harms enumerated in the subparts of the exemption.
See 5 U.S.C. § 552(b)(7). In this case, the harm that could reasonably be expected to result from
disclosure concerns invasion of personal privacy and revealing the identity of confidential
sources.

(14)  Before an agency can invoke any of the harms enumerated in Exemption 7, it
must first demonstrate that the records or information at issue were compiled for law
enforcement purposes. Law enforcement agencies such as the FBI must demonstrate that the
records at issue are related to the enforcement of federal laws and that the enforcement activity is

within the law enforcement duty of that agency.



(15)  The FBI is the principal investigatory component of the U.S. Department of
Justice and is mandated by federal law to investigate violations of numerous federal criminal
statutes, including criminal statutes pertaining to acts of terrorism. Additionally, the FBI has
mandated investigative responsibilities in the areas of the national security of the United States,
including counterintelligence activities and counterterrorism activities. The records at issue in
this case were compiled during the course of the FBI’s interviexévs and investigations of detainees
held at Guantanamo Bay pursuant to 18 U.S.C. § 2332(b). In support of the FBI’s overriding
mission of identifying those responsible for the September 11, 2001 attacks and preventing acts
of terrorism, the FBI deployed Special Agents (“SAs™) and support personnel around the world to
interview terrorist suspects detained in Guantanamo Bay, Afghanistan, Iraq and other locations
for the purposes of collection and analysis of investigative and intelligence information.

(16)  The FBI documents referred by DOJ relate to the FBI’s mission of identifying
terrorists and preventing acts of terrorism, these documents were compiled for law enforcement
purposes pursuant to 18 U.S.C § 2332(b). The enforcement activities reflected in this collection
of documents are well within the law enforcement duties of the FBI and the FBI information at
issue readily meets the threshold requirement of Exemption 7. The remaining inquiry is whether
their disclosure “could reasonably be expected to constitute an unwarranted invasion of personal
privacy;” and “ could reasonably be expected to reveal the identity of confidential sources.”

EXEMPTIONS (b)(6) AND (b)(7)(C):

CLEARLY UNWARRANTED AND UNWARRANTED
INVASION OF PERSONAL PRIVACY

(17) 5 US.C. § 552 (b)(6) exempts from disclosure “personnel and medical files and

similar files when the disclosure of such information would constitute a clearly unwarranted
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invasion of personal privacy.” 5 U.S.C. § 552 (b)(7)(C) exempts from disclosure:

records or information compiled for law enforcement purposes, but only to
the extent that the production of such law enforcement records or
information . . . could reasonably be expected to constitute an unwarranted
invasion of personal privacy'.

(b)}(6)-1 and (b)(7)(C)-1: Names and/or Identifving Information
Pertaining to FBI Special Agents and Support Employees

(18)  Exemptions (b)(6)-1 and (b)(7)(C)-1 have been asserted, at times in conjunction
with (b)(2)-1, to protect the names and identifying information such as telephone numbers of the
FBI SAs who were responsible for interrogating detainees and conducting investigations of
individuals who pose a threat to the United States and also support employees who aided in the
investigations.

(19)  Disclosure of the names could subject the FBI SAs and support personnel to
unauthorized inquiries by members of the media and the general public who seek access to this
type of information. Accordingly, the FBI determined that the FBI SAs and support personnel
referenced in the responsive records maintain a substantial privacy interest in not having their
identities disclosed.

(20)  The FBI next examined the records at issue to determine whether there was any

public interest that outweighed the substantial privacy interests of the FBI SAs and support

' The practice of the FBI is to assert Exemption (b)(6) in conjunction with (b)(7)(C).
Although the balancing test for (b)(6) uses a “would constitute a clearly unwarranted invasion of
personal privacy” and the test for (b)(7)(C) uses the lower standard of “could reasonably be
expected to constitute an unwarranted invasion of personal privacy,” the analysis and balancing
required by both exemptions is sufficiently similar to warrant a consolidated discussion. The
privacy interests are balanced against the public’s interest in disclosure under the analysis of both
exemptions.
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employees. The FBI could not identify any discernible public interest. The disclosure of the
names of the FBI SAs and support employees would not demonstrate how the FBI performs its
mission to protect and defend the United States against terrorist and foreign intelligence threats,
to uphold and enforce the criminal laws of the United States, and to provide leadership and
criminal justice services to federal, state, municipal, and international agencies and partners.
There have been no allegations that the FBI SAs and support personnel engaged in any type of
significant misconduct which would establish a public interest in the disclosure. Ultimately,
disclosure of the names of the FBI SAs and support personnel would shed no light on the
performance of the FBI's mission to protect and defend the United States against terrorist and
foreign intelligence threats, to uphold and enforce the criminal laws of the United States, and to
provide leadership and criminal justice services to federal, state, municipal, and international
agencies and partners. Thus, disclosure of the names of the FBI SAs and support personnel
would constitute a clearly unwarranted and unwarranted invasion of their personal privacy. The
FBI properly asserted FOIA Exemptions (b)(6)-1 and (b)(7)(C)-1 on the following pages: 3406,
3409, 982-988, 1019, 1035, 1056 and 3413.

(b)(6)-2 and (b)(7)(C)-2: Names and/or Identifving
Information of Non-FBI Federal Emplovees

(21)  Exemptions (b)(6)-2 and (b)(7)(C)-2 have been asserted to protect the némes and
identifying information of non-FBI federal government employees.

(22)  The relevant inquiry here is whether public access to this information would
violate a viable privacy interest of the subjects of such information. Disclosure of this

identifying information could subject the employees to unauthorized inquiries and harassment
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which would constitute a clearly unwarranted and unwarranted invasion of their personal privacy.
The rationale for protecting non-FBI federal employees is the same as that for FBI employees
articulated above.

(23)  After identifying the substantial privacy interests of the non-FBI federal
employees, the FBI balanced those interests against the public interest in disclosure. The FBI
could identify no discernible public interest in the disclosure of this information because the
disclosure of the non-FBI federal employees’ names and identifying information will not shed
light on the operations and activities of the FBI. Accordingly, the FBI determined that the
disclosure of this information would constitute a clearly unwarranted and unwarranted invasion
of personal privacy. The FBI properly asserted FOIA Exemptions (b)(6)-2 and (b)(7)(C)-2 onthe
following pages: 3406, 983-986 and 1043.

(b)(6)-3 and (b)(7)(C)-3: Names and/or Identifying Information of a
Third Party Who Provided Information to the FBI

(24) Exemptions (b)(6)-3 and Exemption (b)(7)(C)-3, have been asserted to protect the
name and identifying information of a third party who provided information to the FBI.
Disclosure of the identity of this third party would have a detrimental effect on the current and
future cooperation of other individuals willing to provide information to the FBI inasmuch as
they would have little or no faith in the FBI’s ability to maintain their information in confidence.
Thus, the name and any specific information provided by this third party which could ultimately
identify them has been protected.

(25)  The FBI examined the records at issue to‘ determine whether there is any public

interest that outweighed the substantial privacy interests of the individual who provided
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information to the FBI referenced in the responsive records. The FBI could identify no
discernible public interest. In particular, the FBI determined that disclosure of the name of this
individual would shed no light on the internal operations and activities of the FBI. Thus, the FBI
determined that the privacy interest of the individual who provided information to the FBI
outweighed an public interest in disclosure, and that disclyosure of the name and/or identifying
information of this individual would constitute a clearly unwarranted and unwarranted invasion
of privacy. The FBI properly asserted FOIA Exemptions (b)(6)-3 and (b)(7)(C)-3 on the
following page: 986.

CONCLUSION

(26)  The FBI has carefully reviewed and processed the 34 pages of FBI-originated
documents that were referred by DOJ/OLC in response to plaintiff's FOIA request for records on
the subject of this request. Fourteen FBI pages have been withheld in part. All withholdings
have been taken pursuant to FOIA Exemptions 2, 6, and 7(C), 5 U.S.C. §§ 552 (b)(2), (b)(6), and
(b}7)(C). The FBI carefully examined each of the pages and determined that the information
withheld from plaintiff in this case, if disclosed, would reveal internal administrative information
and would cause a clearly unwarranted invasion of personal privacy, and could reasonably be
expected to constitute an unwarranted invasion of personal privacy. After extensive review of
the documents at issue, the FBI has determined that there is no further reasonably segregable

information that can be released.
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Pursuant to 28 U.S.C. § 1746, I declare under penalty of perjury that the foregoing is true
and correct, and that Exhibits A and B attached hereto are true and correct copies.

W
Executed this | D “day of November, 2009.

DAVID M. HARDY

Section Chief

Record/Information Dissemination Section
Records Management Division

Federal Bureau of Investigation
Winchester, Virginia
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IN THE UNITED STATES DISTRICT COURT
FOR THE DISTRICT OF COLUMBIA

AMERICAN CIVIL LIBERTIES UNION, et al.,
Plaintift,
v. Civil Action No. 04-CV-4151

DEPARTMENT OF DEFENSE, et al.,

Defendants.
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May 25, 2004

VIA FACSIMILE AND OVERNIGHT DELIVERY

David M Hardy

Section Chief

Record/Information Dissemination Section
Records Management Division

Federal Bureau of Investigation
Department of Justice

935 Pennsylvania Avenue, N.W.
Washington, D C. 20535-0001

Re: Freedom of Information Act Request

Dear Mr. Hardy

This letter constitutes a request for records pursuant to the Freedom of Information Act
(*FOIA™), 5 US C. § 552 er seq., and corresponding regulations. The request 1s submutted on
behalf of the following organizations (collectively, “Requesters”) American Civil Liberties
Union (“ACLU”), Center for Constitutional Rights (“CCR”), Physicians for Human Rights
(“PHR”), Veterans for Commons Sense (*VCS”) and Veterans for Peace (“VFP”)

1. Records Sought

Requesters seek records concerning the treatment of individuals apprehended after
September 11, 2001, and held in United States custody in mulitary bases or detention facilities
outside the United States (“Detainees”). Over the past months, 1t has become clear that many
Detainees have been subjected to 1llegal interrogation, physical abuse, and even torture at the
hands of United States personnel In order to shed hght on the policies and practices of the
United States government with respect to Detainees, Requesters seek the following records.

a) Records concerming the treatment of Detainees in United States custody,

b) Records concerning the deaths of Detainees 1n United States custody, and

NEW YORK OFFICE + ONE PENNSYLVANIA PLAZA 37™ FLOOR NEW YORK NY 10119-3701 » 212-849-4700




GIBBONS, DEL DEO, DOLAN, GRIFFINGER & VECCHIONE

David M Hardy, Section Chief
May 25, 2004
Page 2

c) Records related to the rendition of Detainees and other individuals to foreign
powers known to employ torture or illegal interrogation techniques

To assist you in your search for records, Requesters have attached an appendix hsting
some of the records that fall within the scope of this request See Appendix A The list 1s meant
only to provide guidance and 1s not exhaustive

As you know, Requesters previously sought records from the Federal Bureau of
Investigation (“FBI”) relating to the treatment of Detainees through a FOIA request filed on
October 7, 2003 (“First Request”).! The instant request seeks, m addition to all of the records
sought by the First Request, records that may have been generated or obtained since October 7,
2003.

2. Requesters Are Entitled To Expedited Processing.

Expedited processing 1s warranted where a request pertains to a “matter of widespread
and exceptional media interest in which there exist possible questions about the government’s
integrity which affect public confidence.” 28 C F.R. § 16 5(d)(3), (1)(1v) The instant request
clearly meets this standard See, e g, Douglas Jehl and Eric Schmutt, CIA Bid to Keep Some
Detainees Off Abu Ghraib Roll Worries Officials, NYTimes.Com, May 25, 2004; John Barry et
al , The Roots of Torture: The Road to Abu Ghraib Began After 9/11, When Washington Wrote
New Rules to Fight a New Kind of War, Newsweek com, May 24, 2004 (tracing news coverage
uncoverning abuse of Detainees 1n Iraq and Afghanistan), Douglas Jehl and Enc Shmtt, Dogs and
Other Harsh Tactics Linked to Military Intelligence, NYTimes com, May 22, 2004, Scott
Higham, et al , Prison Visits By General Reported in Hearing, WashingtonPost com, May 23,
2004; Bradley Graham, Number of Army Probes of Detainee Deaths Rises to 33,
WashingtonPost com, May 22, 2004, Douglas Jehl and Enc Schmitt, Afghan Policies On
Questioming Taken to Iraq. Harsher Interrogation Practices are Cited, NYTimes com, May 21,
2004; David Rose and Gaby Hinshff, US Guards ‘Fimed Beatings’' at Terror Camp,
Observer Guardian uk com, May 16, 2004 (Briush military interrogator posted to Abu Ghraib
“made an official complant to U S. authonties” regarding the maltreatment of Detainees “as
long ago as last March”); R. Jeffrey Smuth, Knowledge of Abusive Tactics May Go Higher,
WashingtonPost.com, May 16, 2004, Charlie Savage, As Threats to US Changed, So Did
Prison Tactics, BostonGlobe com, May 16, 2004 (mulitary whistleblower turned 1n photographs
of abuse of pnisoners to officials in Abu Ghraib 1n January, 2004); Douglas Jehl, Earlier Jail
Seen as Incubator for Abuses m Iraq, NYTimes com, May 15, 2004 (International Commuttee
for the Red Cross report citing abuse of prisoners submutted to government in February, 2004),

' The previous request was filed by the FBI under FOIA No. 984710.
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Mitch Frank, A Pattern of Abuse?, Time.com, May 9, 2004 (“For two years reports have piled up
about ‘stress and duress’ techmques mlitary and CIA officers are using on al-Qaeda and Iraqs
captives”), Dana Priest and Joe Stephens, Pentagon Approved Tougher Interrogations,
WashingtonPost com, May 9, 2004 See also Appendix A-B (further listing of news articles)

Expedited processing 1s also warranted because delay in releasing the records will deny
“substantial due process rights,” 28 CF R § 16.5(d)(1n), and “pose an immunent threat to the life
or physical safety of an individual,” id § 16 5(d)(1) Indeed, had the government released
records sought by the First Request, many of the abuses and deaths that have recently come to
light might have been averted.

Finally, for the reasons stated above and in the First Request, see Appendices C-D,
expedited processing 1s warranted because there exists “an urgency to inform the public about an
actual or alleged federal government activity,” 28 C.F.R. § 16 5(d)(11) Each of the Requesters 1s
“primanly engaged 1n disseminating information ” See Appendix C (descniption of Requesters’
media and publication activities).

3. Requesters Are Entitled To A Fee Waiver.

Requesters are entitled to a fee warver because disclosure of the requested records is In
the public interest and “likely to contnibute significantly to the public understanding of the
activities of the government.” 5 USC. § 552(a)(4)(A)(au). As indicated above and wn the
attached Appendices, innumerable media reports reflect the extraordinary public interest in the
records sought All of the Requesters are not-for-profit organizations and this request 1s not
“pnimanly 1n the commercial interest” of any Requester, id., see also Appendix B (description of
individual organizations).

Requesters are entitled to a statutory limutation on fees because the records are not sought
for commercial use and, as described 1n the attached appendices, each of the requesters 1s a
“representative of the news media” within the meaming of the statute and relevant regulations
See Appendix C (description of Requesters’ media and publication activities). Requesters seek
records for purposes of publication and to further non-commercial interests that will significantly
contribute to the public understanding of government conduct

* * * *

If the request 1s demied 1n whole of part, Requesters ask that the FBI justfy all deletions
by reference to specific exemptions of FOIA. Requesters expect the FBI to release all segregable
portions of otherwise exempt matenal, and reserve the night to appeal a decision to withhold any
information or to deny the within applications for expedited processing and waiver of fees
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Thank you for your consideration of this request. Kindly direct all future responses to
Jennifer Ching, Gibbons, Del Deo, Dolan, Gnffinger & Vecchione, P C., One Ruverfront Plaza,
Newark, New Jersey, telephone (973) 596-4721.

Under penalty of perjury, I hereby affirm that the foregoing and attached Appendices are
true and correct to the best of my knowledge and belief.

Signed by:

S

Lawrence S Lustbeﬁ

Jenmifer Ching

GIBBONS, DEL DEO, DOLAN,
GRIFFINGER & VECCHIONE
A Professional Corporation

One Ruverfront Plaza

Newark, New Jersey 07102

(973) 596-4500

Attorneys for Requesters

Judy Rabmovitz

Amnt Singh

Jameel Jaffer

AMERICAN CIVIL LIBERTIES UNION
FOUNDATION

125 Broad Street, 18 Floor

New York, New York 10004

(212) 549-2609

Steven Watt

Barbara Olshanksy

Michael Ratner

CENTER FOR CONSTITUTIONAL
RIGHTS

666 Broadway, 7™ Floor

New York, New York 10012

(212) 614-6464
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cC.

Leonard S. Rubenstein
Physicians for Human Rights

Wilson Powell
Veterans for Peace

Charles Sheehan Miles
Veterans for Common Sense
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DECLASSIFIED BY 65179 DMH/MJIS

(Rav, 01+31-2003) ON 10-05-200%
BESRET/ORCON/NOFORN
FEDERAL BUREAU OF INVESTIGATION
Precedenas: PRIORITY L " Date: 01/27/2004
To: Counterterrorism ) Attn: AD Bald, CTD
o Room 5829
. ' © Attn: M.Chris Briese
¥rom: HAD Pistole Section Chief ITOS II

Roon 4972

Attn: Valerie Caproni
General Counsel
Room 742% '

Contact: Valerie Caproni

Approved By: Pistole John 8
Bald Gary M-
Caproni Valerie E
Curran John F :
Bowvman M ® . b2 -1

: _ b6 -1
Drafted By: | ] b7C -1

(U) - - cage 1D #:«-}e( 315E-HQ-1448524  (Pending)

() --mielag - y() Saddam Husgein
. IT-IRAQ

{U) v5ynopsis:'"}8i HDV-1 Interrogation team, Baghdad, seeks -
authority to question the subject without reading the subject . |
warnings under Mirands v, Arizona, to video tape questioning
of ‘gubject, and to identify themselves only as from U:S. '
Government.

W e o
- asglfy. On: _ b6 -2

b7C -2

(U) petailss D The FBI Legal Handbook for Special Agents
Section 7-3.2 provides ‘that Special Agernts conducting
interviews mugt identify themselves by name and official
identity and advise the person interviewed of theilr rights
under Miranda. MIOG PART 2, Section 7.l provides that

Woncou/worom -

- 0034086 .
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(v}

() .

SHCRET/ORCON/NOFORN

To: Counterterrorism From: EAD Pigtole
Re:mwxﬂ(: 315E-HQ-1448534, 01/27/2004

ciedentials shall be showed by Special Agents inte;viewing a subject.

s 'wm}b(:mlectronic recording of statements, includ;ng
surreptititug recordings may be approved by an SAC, sensitive
circumstances must be reported to the appropriate Assistant
Director at FBIHQ. Legal Handbook Section 7-8, MIOG Sections
10-1.0.10, . :

R The above guldelines generally apply to subjects
held in cuStody for interrogation in contemplation of
prosecution in United States courte. The in@errogation of
HVD-1 differs in the following ways: the subject i1s a non-
United Btatee person, overseas; he is an enemy priscner of war
under Geneva Convention III, under the control of the U.8.
Department of Defense. Further, the primary purpose of the
interview ig to support other U.S. intelligence agencies in

the collection of intelligence for foxce protection, public

safety and the security of the United States. Baged on these

- eircumstances, any MIOG ox FBI Légal Handbook procedures Lo

the contrary, or other FBI policy or procedure to.the
contrary, the interrogation team may interview the subject
without prior Miranda warnings, may video tape the interviews
suxreptitiously and may identify themselves only as _
representatives of the U.8. government. ‘The interviews should
be documented in a classified transcript. For each.interview,
a 302 cover trangmittal document- ghall be prepared documenting
that the interview tock place. The 302 should be classified
but state that it is unclassified when the transcxipt is
removed. No classified information. ghould be placed in the
302, 2ny claseified information, other than the transcript of
interview, ie to be transmitted in a classified EC. The
inkterviews shall be conducted under the zrules of Geneva
Convention IIX, August 12, 1947, and annexeg, that have been

provided to the team.

(o)

_LEAD

get Lead 1 (Action)

COUNTERTERRORISM -
AT WASHIN e

A — r}siélnterviews of HDV-1 are to proceed as per
guidance within this EC. '

“ERCRET/ORCON/NOFORN
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Memorandum.
Te : Valerie Caproni Duts January 27, 2004
' ' " b6 -1
From : AGC| _lana _ b7c -1
- AGC | » -

Suect: - Legal Isgues Surrounding :
Interview/Interrogation of Saddam Husgein

Attorney Client Privileged Material

legue

The following memorandum provides (1) legal guidance on .
whether Saddam Hussein must be advised of his legal rights,
similar to Miranda warnings, prior to FBI interrogation, and
(2) provides legal guidance on video taping the intezviews,

Summary Conclusion

The angwer to the gquestion concerning "advice of rights®
largely depends upon the purpose of the interrogation, the
legal status of Hussein, and the potential forum or venue-in
which he may etand trial, Since the Secretary of Defense has
granted Hussein Enemy Prigoner of War (EPW) statug, his rights
regarding detention .and interrogation are governed by the
Geneva II1 Convention (GIII), of August 12, 192489, )
Accordingly, all FBI interviews shall be conducted under the
rules of GITI. The FBI interrogation team may advise Hussein
that all interviews will be conducted in accordance with GIII,
“ however, is understood that the U.S. Army has the overall
vesponsibility for complying with GIII in the care and custody
of Hussein. Furthermore, the Counterterrorism Divieion at
FBIEQ has advised that the primary mission of the FBI
interrogation team is to interrogate Hussein for intelligence
purposes with a subsidiary purpose to preserve, to the extent
posgible, the evidentiary value of such statemeatg in a legal
forum. .Significantly, we are aware of no current inteit to
 try Hugsein in an United States court.

" Rocordingly, we conelude that the interrogation team is not
legally obligated to advise Hussein of his legal rights, which:

063409.
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Memorandum -
Re:Baddam, 01/37/2004

are generally afforded criminal defendants +n the United
States under Miranda v. Arizona, This opinion is provided
with two mignificant caveats. First, should the purpose of
the interrogation of Hussein change or Hugsein becomes the
target of a potential prosecution in a United States court,
our conclusion may also change., Second, if DOJ

_ representatives or political entities with proper authoxity

involved with Hussein's interrogation make a policy decision
that vadvice of rights" should be afforded, the FBI must
follow that advice.

A; Pri goner: of War-

With regard to the interrogation of EPWs, GIII prohibits the
Use of coercion or physical and mental torkture to secure
information of any kind from EPWe. See GIII, Article 17.
Additionally, EPWs who refuse to answer questions may not be
threatened, insulted, or exposed to any unpleasant oz
digadvantageous treatment of any kind. Id. Moreovexr, EPWE
muet also be provided with proper food, water, clothing,
showers, sanltary conditions and medical attention.during
their detention.” See id. at Articleg 25-30, '

However, until such time as Hussein'is'charged'with a crime
(GIII, Article 105) there is no provision in the Geneva

.Conventlaon III for providing an EPW an advide of rights.

Accordingly, we conclude that FBI interrogation for |
intelligence purposes may proceed without an advice of rights.

B. Enemy Combatant

A similar conclugsion would be reached if Hupsein were treated
ae an illegal Enemy Combatant (BEC) facing a potential Military
Tribunal similar to the detainees held at Guantanamo Bay,
Cuba. Although the Pregsidential Order of November 2001
requires that ECs be treated humanely, ECe generally are not
afforded the right to legal counsel, nor are they advised of
legal rights prior to custodial intexviews. .

FEB. 4.2084 11:12AM : NC.278  P.6
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RetBaddam, - 01/27/2004

Q. a £ o ch pPoegible legal Forum

1. Iragl Judieial System

Current Iraql law does not require Miranda-type warnings for
custodial interrogations. A Tribunal created to prosgecute
Huggein was approved by the Iragi Governing Counsel and signed
inte law by Ambassador Bremmexr on December 10, 2003,

This statute creating the Tribunal lists the rights of accused
individuals including: the presumption of imnccence; the right
to be adviged of charges; the right to ¢oungel; and the right
against gelf incrimination. However, there is nc authority
under thie statute, or any current Iragi law of which we are
aware, for providing an acdused an advice of rights.

In addition, international law specific to the Arab world does
not provide for an advice of rights. gSee Arab Charter on
Human Rights, Axticle 7 ("The accused shall be presumed
innocent until proven guilty .at a lawful trial .in which he has
enjoyed the guarantees necessary for his defense'); Cailro
Declaration on Human Rights in Islam ("It is not permitted
without legltimate reason to arrest an individual, or restrict
- hig freedom; to exile or punish him.")

2. International Criminal Court

Potential charges such as Genocide or other Crimes agalnst
Humanity potentially may be brought before an International
Court establighed in the Hague. Although international
tribunals guarantee certain fundamental rights, there is noe
provision for the advice of rights prior to interrogation.

U.N. level international law governing such proceedings
provides for basic due process righte for accused including,
notification of charges, right to counsel during interrogation
and trial, and the right against self incrimination.

Moreover, there is also the potential for the establishment of
an ad ho¢ Nuremberg Model Intexnational Criminal Court to try
Hugsein for crimes against -humanity. Since the rules

_STeRET_
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governing such a Court have not been establighed, it would be
mere speculation to address whether advice of rights would be
required. .

There ig no indication that a trial of Hugsein is contémplated

4in the United States. That factor, together with the primary
intelligence purpose of the interrogation, weigh strongly in

favor of our opinion that an advice of rights is not required
by law. However, if these factors change, OGC would need to

reassegs that poesition. . : ' ‘

‘Other Issues - | .

videbtaping Interrogation

‘Videotaping, including surreptitious recording, of interviews

is permitted by the MIOG with SAC approval, and DOJ/CTS has
advised that it has no objection to wvideo taping this -
interrogation. Army regulations implementing GIII would not
present a bar under the current gcenario because the
requlations permit video taping of an EPW for internal .
adminigtration and intelligence/counterintelligence purposes.
As the primaxy purpose of the interrogation ig for ‘ .
éptelligence purposes, video taping would be permiszible undex
II, . :

302 vs EC

The interviews. should be documented in a classified
transcript. For each interview, a 302 cover transmittal
document shall be prepared dogumenting that the interview took
place. The 302 should ke classified but state that it is
unclagsified when the transcript is removed. No clagsified
information should be placed in the 3032, Any clasgsified
information, other than the transeript of interview, is to be

transmitted in a clagegified EC.
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FEDERAL BUREAU OF INVESTIGATION oe 1
0o -
Precedence: ROUTINE . . Date: 05/30/2003 p7c 1.
To: Counterterrorism Attn: A/SC J
- . CTOR
a/uc |
MLDU
General Counsel Attn: . Marion E. Bowyman,

- ’ Senior Counsel for Natlonal
Security Affairs

Miami Attn: SAC Hector M. Pesquera;
ASAC C. Frank Figliuzzi;
SSA

From: . CIRG

Behavioral A?alzs'is_w.ni.t_LEAm
Contact: SSA |

b2 -1
b6 -1
Approved By: © b7C -1
Drafted By: | ftmn o @ﬂh}‘
. B e i b -
Case ID #: {(U) 265A-MM-C%9102; (Pending) IQO(J] e F" -

Title: (U) - GTMO-INTEL
- " . GUANTANAMO BAY CUBA
'00:MTAMI
MAJOR CASE 188
Synops:.S°‘ (U)  To document BAU assistance and challenges encountered
TDY‘ ass:.gnment '::Ln _Guantanamo Bay '(GTMO) .

Enclosure("s) : (U) Enclosed documents provide- additional details
regarding issues encountered by SSAs| Jin GTMO:

1. (U) "Intelligence Interrogation," U.S. Army Field Manual (No. 34-
52)'- ¢ .

(Y- 2 % "Interrogation Tactics" as promulgated by DHS
_ at Gmio, 12/11/2002. .
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_SEERET/ORCON/NOFORN

To: Counterterrorism From: CIRG
Re: (U) 265A-MM~C99102, 05/30/2003

3. (LES) FBI(BAU) Letter forwarded to, Major General (MGEN) G.R.
Miller, Commander, Joint Task Force-170 on 11/22/2002.

() -  “4.;}si:U2Sa Army Legal Brief on Proposed Counter-Resistance .
Str¥ategies, 10/15/2002. )
5. (LES) Legal Analysis of Interrogatlon Techniques by SSA [:::::]

FBI (BAU).
(Uj"W”“G.W}Bi:DHS Interrogation Plan for Detainee #63, 11/22/2002. b6 -1,2
. . ) : o 4 b7Cc -1,2

7. (LES) FBI(BAU)/CITF Interrogation Plan for Detainee #63,
11/22/2002. .

(U)o 81;)8§;Review of JTF—dTMO Interrogation Plan by 4]
11722/72002.

9. (LES) Letter from FBI GTMO Supervisor/BAU to MGEN Miller re: Video:
Teleconference on 11/21/2002. .

10. (LES) Draft of CITF Memorandum For JTF-GTMO/J2, 12/17/2002.

11. {LES) Draft Memorandum For Record, " Aggressive Interlogatlon-
Historical Record," 01/15/2003.

.12. (LES) FBI(BAU) -Interview notes re: Detainee -#682, 11/22/2002.-. .. ...
' b6 -1

' ‘ b7Cc -1
() -Details: ( During the TDY assignments of SSA | : |
(10/27/2002-12/06/2002) and SSA [ ] (11/07-2002-12/18/2002),

ﬂhto Guantanamo Bay:: (GTMD),,several discussions were ;heldito, detérmine .
FHEhe fmost “effectiva means *of - conduct1ng“1nterv1ews “Of detalnees’*These
*discussions were prompted by the recognition that members of-‘the =+
~ Defense Intelligence Agency's (DIA) Defense Humint Services (DHS)
were being encouraged at times to use aggressive interrogation tactics
- in GTMO which are of questionable effectiveness and subject to '
uncertain interpretation based on law and regulation. Not only are
these tactics at odds with legally permissible interviewing techniques
used by U.S. law enforcement agenc1es in the United States, but they
are being employed by personnel in GTMO who appear to have little, if
any, experience eliciting information for judicial purposes. The
" continued use of these technlques has the potential of negatively
“1mpact1ng future interviews by FBI agents as they attempt  to gather
e n-lntelllgence and - prepare ‘cases for prosecutlon. LR e e
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BEERET/ORCON/NOFORN

To: Counterterrorism From: CIRG
Re: (U) 265A-MM-C99102, 05/30/2003

() e '”W":RS: The intérrogation techniques taught by DHS to military
" interrogators in GTMO come from a U.S. Army Field Manual (#34-52)

entltled "Intelligence Interrogatlon, (Encl 1) and from tactics used
in U.S. Army Search, Escape, Resistance and Evasion (SERE) tralnlng
(Encl 2) to prepare military personnel to resist interrogation in the
event they are taken prisoner by the enemy. Although SERE techniques
may be effective in eliciting tactical intelligence in a battlefield
context, the reliability of information obtained using such tactics is
hlghly questionable, not to mention potentlally 1egally inadmissible

in court. b6 -1

‘b7C -1

(- T - SSAsI | with the concurrence of BAU
- management, argued for the use of a rapport-based approach in

interrogations (Encl 3), pointing out the success of the FBI in
eliciting information from hostile and recalcitrant individuals in
previous terrorism investigations. Unfortunately, these arguments were
met with considerable skepticism and resistance by senior DHS
officials in GTMO, despite several ‘attempts.to convince them
otherwise. Nonetheless, the DHS have falsely claimed that the BAU has

helped to develop and support DHS's interrogation plans. b6 -1~
: b7C -1
(U) During their TDY assignment, SSAs l_______]and kept

the BAU apprized of details of ‘the above controversy. Additionally,
they offered interviewing assistance and provided training on o6 -1

1nterrogat10n methods to FBI/CITF personnel. b7C -1
iUI- —— { On 1%zgzzzggz, SSAE:::]sent several documents v1a e-""
. mall to Unit Chief BAU, Quantico, who advised he would

forward them to Marion Bowman, Legal Counsel, FBIHQ. These documents
- included a letter to the JTF-170 Commanding General, Major General
gMGENMwJ G.hMlller~(Encl :3)wa, U?S $Army Legal Brief, OR. Proposed
‘Counter<Resistance™ ‘Stratégies’ supportlng ‘the use of aggressxve

interrogation' techniques (Encl 4); ‘and-a Lefal Analysis- of

..~--‘-.1_--;'v.u. -

Interrogation Technlques {(Encl 5) by SsSa b6 -1,2
i b7C -1,2
tUJ'”””““"”"“\Dﬁg [t is noteworthy that the case agent in GTMO, SA
~ and senior officials from the Criminal Investigative

Task Force (CITF), who have been involved in GTMO since the beginning,
concur with the BAU's approach to interrogation. Among those most
supportive of such methods is| 1 Chief Psvchologist
with the Naval Criminal Investlgatlve Service (NCIS). has
been an advisor-'to the CITF in GTMO since its ‘inception and has
ire eatedly argued for 1mplementatlon of a rapport-based approach L;::]
{::ii::}lamented that many DHS -interrogators -seem to- belleve that
only way to elicit information from uncooperatlve detalnees 1s to use
aggre351ve techniques on them.

"“'“”""“"’W@*Ww-«nwnm«zzmm}mMAQRCON/NQqum\WW‘_ - T ——
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e B Zg(: Despiteyﬁfiectinns_ﬁaised by the BAU as well as
concerns articulated b (Encl 8), the DHS initiated an
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To: Counterterrorism From: CIRG

Re: (U) 265A-MM-C99102, 05/30/2003
b6 -1,2
b7Cc -1,2

' o The differences between DHS and FBI interrogation
techniques” and the potential legal problems which could arise were .
discussed with DHS officials. However, they are adamant that their
interrogation strategies are the best ones to use despite a lack of
evidence of their success. The issue regarding the effectiveness of
DHS's techniques was amplified during an awkward teleconference
between GTMO and Pentagon officials. During this teleconferen e
GTMO officer overseeing military interrogations, LCOL
USA, blatantly misled the Pentagon into believing that the BAU
endorsed DHS's aggressive and controversial Interrogation Plan (Encl
6) for Mohammed Al- Qatani, a detainee cQ fer o as #63.
Prior to this video teleconference, SSAs | and had
discussed with DHS the advantages and rationale regarding the FBI's
interrogation strategy for #63 (Encl 7), and had made available to
them a written draft of this plan.

b6 -2
b7C -2

aggressive interrogation plan for #63. This plan incorporated a

confusing array of physical and psychological stressors which were
designed, presumably, to elicit #63's cooperation. Needless to say,
this plan was eventually abandoned when the DHS realized it was not

working and when #63 had to be hospitalized briefly. b -1

: E?q: The military and DHS's inaccurate portrayal to the °’¢ 71

Pentagon that the BAU had .endorsed and, in fact, ‘helped .to,create .
DHS's 1nterrogat10n plan for #63 prompted SSA and
the FBI on-scene TDY operations supervisor, SSA to

send a letter (Encl 9). to MGEN Miller correctlng these misstatements

and requestlng an opportunlty to address the matter with MGEN Miller

iy

ont . meetin en MGEN Mllleraand .SSAS . e
"arid *SA details” andﬁratldnale for

he BAU'sS interviewing approach were presented.-Although MGEN Miller
acknowledged positive aspects of this approach, it was apparent that
he favored DHS's interrogation methods, despite FBI assertions that
such methods could easily result in the elicitation of unrellable and
legally inadmissible information.

e -m;ES(: Subsequent contact with FBI personnel in GTMO has
revealed a

t MGEN Miller remains blased in favor of DHS's
interrogation methods, although there is some indication that his

" attitude may be shifting sllghtly following a recent visit by Pentagon
_ off1c1als. On.12/17/2002, CITF, in consultation with the BAU, drafted

‘a letter: (Encl 10) for  MGEN Miller - relteratlng the- strengths:of +the:..:;
FBI/CITF approach to conducting interrogations. Encl’‘(11),*authored by
a TDY ;egal advisor assigned to CITF, provides a detailed historical

A DO weror abipemitstnonnrs SHCIET / ORCON/NOFORN esmims
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To: Counteérterrorism From: CIRG
Re: (U). 265A—MM~C99102,105/30/2003

-record of the development oﬁ interagency policies regarding eégressive

interrogation techniques in GTMO. . . b6 -1

‘ b7c -1
pr————— ;}é{ SSAsl landl | observed that DHS personnel
have an advantage over the FBI as a result of their longer periods of.
deployment. Currently, DHS personnel are deployed for six months,
whereas the FBI on-scene supervisor and interviewing agents are
a551gned for periods of only 30-45 days. About the time an FBI
supervisor or 1nterv1ew1ng agent begins to feel comfortable with
his/her surroundings and is able to establish meaningful rapport with
detalnees, he/she must prepare to depart GTMO. There are several
examples in which DHS personnel have awalted the departure of an FBI
supervisor before embarking on aggressive, unilateral interrogation
plans which they 1d not have been endorsed by the FBI. For
this reason, SSA and | | suggested to Acting Unit Chief.
(A/UC)| jthat the GTMO Task Force consider extending periods
of deployment for the on-site FBI superv1sor and for some agents

assigned to conduct interviews. b6 -1,2
bIC ~1,2

o SSAsl landl |dlscussed the above issues not
only with ‘BAU management, but- also- with A/UC[::::] who traveled to
GTMO in early December. As part of his visit, A/UC| | participated
in a second teleconference betweesn MGEN Miller, his staff and the
Pentagon. During this teleconference, A/UCl::::]challenged DHS's
assertion that the FBI had endorsed DHS's interrogation technlques.

This -dis¢losure :surprised -Pentagon off1c1als who "had been-..ted to - - .
believe that. the FBI and DHS were working as a team. who

~was present at the Pentagon during this teleconference, advised that

{background,on.thls dssue. en.

he would follow up on this issue by meeting with senior members of the
Department of Defense (DOD) Legal Counsel to prov1de further

- -
._.-{(4 San oW -.l,:_'¢ - e '-‘.. A 27 e sl Te

(AR Ty AT Hid: F"'et.‘rv—"-.-nv s r«"r«m 1A

7~" (U) “Upon their return from GTMO SSAs and| ] -
brlefed the BAU and provided unit members with copies of relevant
documents. During this brief, both explained that although they were
compelled by timing and circumstances to devote a considerable amount
of time to the above policy issues, they were able, nevertheless, to
asgist agents conducting interviews and provide trainihg to FBI/CITF
personnel. Of particular imiortance were a series of successful

B -'-3- B j-é -~ C..r.-‘ 2 "(v %, nraat

in iews which SSA conducted with | |p6 -1,3
(known as detainee J2) , who had stopped talking to b7C -1,3

interrogators. Utilizing interviewing techniques” taught by the BAU,

SSAI was gradually able to re-establish a dialogue (Encl 12)

which{ultimately led to- ‘the. detalnee s renewed cooperatlon.-,,yf".
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To: Counterterrorism From: CIRG

Re: (U) 265A~-MM-C99102, 05/30/2003
b6 -1
b7C -1

(U e :}ﬁi ssas| ~jand [ | recognize that issues regarding
differencés in interrogation techniques may not be encountered by all
BAU agents who travel to GTMO. However, considering the constant
placement and turnover of persomnel there, it is an issue which is
likely to surface again. At present, FBI agents and DOD investigators
condict interviews on a daily basis in response to a steady number of
criminal and intelligence-related leads. Some of the information
gathered from these intérviews is likely to be used in military - .
tribunals and, possibly, in federal court. Therefore, it is essential
that FBIHQ, DOJ and DOD provide specific guidance to protect agents
and to avoid tainting cases which may be referred for prosecution.
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To: Counterterrorism From: CIRG .
Re: (U) 265A-MM-C99102, 05/30/2003

LEAD(s):

Set Lead 1: (Discretionary)

COUNTERTERRORISM

AT WASHINGTON, D. C.

(U) It is recommended that CTD, in coordination with OGC,
consider lmpllcatlons of interview and interrogation methods employed
by military personnel at' GTMO on potentlal future criminal’
prosecutions or military tribunals and provide specific guidance to
FBI personnel deployed to GTMO. Request CTD provide information
contained in this communication to PENTTBOM team, as deemed
appropriate.

Set Lead 2: -(Discretionary)
GENERAL COUNSEL

AT WASHINGTON, DC

(U) It is recommended that OGC, in coordination with CTD,

. consider. implications.of, 1nterv1ew and: 1nterrogat10n methods. employed
by military personnel at GIMO on potential future ¢riminal
prosecutions or military tribunals and provide specmflc guidance to
'FBI personnel deployed to GTMO.

AT MIAMT, FLORIDA

(U) For information only.

ce: ssal __ | BAU-East b6 -1
GTMO Coordinator ‘ b7C -1
+*
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) Draﬁed by FBI (BAU) personnel at Guantanamo Bay with on-site FBI operations supervisor and forwarded to | ‘
. Commanding General, Joint Task Force-170 on 11/22/2002.
j} ALL INFORMATION FGHTAIEED \

HEREIN I3 UNCLASSIFIED !
. DATE 1Q-06-Z003 BT 65173 DHH!HJS
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As we approach the one-year anniversary of the confinement of Al Qaeda/Tahban
detainees at GTMO, perhaps itisa good time to revisit our interrogation strategies which
may be in need of revision.

Since last year, deta.mees have been interrogated by representatives of the Defense
Human Intelligence Services (DHS) and by members of the FBI/CITF in an effort to
obtain valuable intelligence. In this sense, the missions appear to be identical. However,
both the FBI and the CITF have additional responsibilities. While the FBI is working to
obtain information to strengthen existing terrorism investigations for prosecution, the
CITF is trying to ensure that incriminating information gathered from the detainees is
done in a manner acceptable for military tribunals.

Central to the gathering of reliable, admissible evidence is the manner in which it
is obtained. Interrogatlon techniques used by the DHS are designed specifically for short-
term use in combat environments where the immediate retrieval of tactical intelligence is-
critical. Many of DHS’s methods are considered coercive by Federal Law Enforcement
and UCM]J standards. Not only this, but reports from those knowledgeable about the use
of these coercive techniques are highly skeptical as to their effectiveness and reliability. -
Since nearly all of the GTMO detainees have been interviewed many times overseas
before being sent here, the FBI/CITF wouild argué that a different approach should be
undertaken in terms of trying to elicit.information from them. The FBI/CITF favors the
use of less coercive techniques, ones carefully designed for long-term use in which
rapport-building skills are carefully combined with a purposeful and incremerital
manipulation of a detainee’s environment and perceptions.-A model of this approach was
offered recently in an FBI/CITF interview plan for detainee 063.
’ “ FBUCITF agents are well-tramed hlghly experlenced -and-very Successful -
in overcoming suspect resistance in order to obtain valuable information in complex
criminal cases, including the investigations of terrorist bombings in East Africa and the
USS Cole, etc. FBI/CITF interview stratégies are most effective when tailored
- -specifically fo suit a suspect’s or detainee’s needs and vulnerabilities. Contrary to popular. :  :.....
bellef; these vulnerabilities are more likely to reveal themselves through the employment
of individually designed and sustained interview strategies rather than through the
haphazard use of prescriptive, time-driven approaches. The FBI/CITF strongly believes
that the continued use of diametrically opposed interrogation strategies in GTMO will
only weaken our efforts to obtain valuable information..

A second problem with the current interrogation strategy is that detainees are
smarter now than when they first arrived. No longer are they susceptible to suggestions
for early release or special consideration. Indeed, no one seems to know when the
mdltary tribunals will begin. As TDY interrogators continue to interview and re-

- interview detainees utilizing every theme 1magmable, detainees have become -- :
mcreasmgly cynical of any. offers of concession. Moreover, they appear to have become
better conditioned for almost all interrogation approaches with many detainees simply

. ‘ refusmgto answer any uestlons Com hcatm matters 1s the stxuctural set-u of Cam
S Sht e Yy oo ! p X . b " pmimwl? R

001011




Delta, which enables detainees to exchange counter-interrogation resistance strategies
with relative ease while at the same time strengthening their solidarity.

Except for a recently enacted reward system offering minor creature comforts to
cooperative detainees, there is a lack of major incentives which.could encourage
detainees to provide more information. Major. incentives are greatly needed. Recently,
investigators from Italy were successful in retrieving valuable information and
cooperation from some detainees after they were provided with guarantees of judicial -
leniency. '

In addition to a review of interrogation strategies the FB]HQ representatives wish
to discuss with the Commanding General the following issues:

1. Projected long term FBI Agent and Professional Support presence in support of
* JTF GTMO mission

2. FBI continued technical support .

3. DOJ prosecutorial interest in GTMO detainees

e “‘mi‘p\ﬁﬂmi‘?u Dy M%wamwm ;pmwmx,\,-.f."_&..«mﬁqwm,mﬁ.nm:-gm VNI e TR 27 i ':W""""“&h R .
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¢4 Drafted by SS:A:::I.FBI (BAU) at Guantanamo Bay and forwarded to Marion Bowman, Legal P
P ;7 Counsel, FBIHQ, on 11/27/2002. . . ALL INFORMATION CONTAINED
.o . : . . HEREIN 13 UNCLASSIFIED
' T DATE 10-06-2009 EY 65179 DMH/HJS
) b6 -1

LEGAL ANALYSIS OF INTERROGATION TECHNIQUES: b7C -1

Interrogation Techniques

Category I —
1.- Gagging with gauze.
2. Yelling at detainee.
3. Deception
a. Multiple Interrogators '
b. Interrogator posing as an interrogator from a forergn nation
-with a reputation of harsh treatment of detainees.

Category II-
. Use of stress posrtlons (such as standing) for a maximum of 4 hrs. .
Use of falsified documents or reports.
Isolation -facility for 30 day increments.
Non-standard interrogation envrronment/booth
Hooding detainee.
Use of 20-hour interrogation segments.
Removal of all comfort items (including religious ltems)
Switching detainee from hot rations to MRE’s.
Removal of all clothing.
. 10 Forced grooming.(shaving of facial halr etc...) -
. 11.Use of individual phobias (such as-fear of dogs) to induce stress

Q@N@WﬁPNH

. Category III= - ' .
1. Use of scenarios desrgned to convmce detamee that death or severe
. pain is imminent for him or his family.

2. Exposure to cold weather or water (with medical monitoring).

3. Use of wet towel and dnpplng water to mduce the mlsperceptlon of
drowning. -

4. Use of mild physrcal contact such as grabbmg, light pushmg and poklng
with finger.

Category Iv:

1. Detainee will be sent off GTMO, either temporarily or permanently, to
Jordan, Egypt, or another third country to allow those countries to employ
interrogation techmques that will enable them to obtain the requisite
information, .

AL e A g - aWnMgmmmwhr ";"’."‘"W"'m?”“'f'-"www?*'“*@ﬁ5’!"5'.’-5""?”"*’"7"09“‘# S Ve 1 8 -
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Legal Analysis

- The following techniques are examples of coercive interrogation
techniques which are not permitted by the U.S. Constitution:

Category I - :
3. b. Interrogator posing as an interrogator from a foreign nation witha
reputation of harsh treatment of detainees. :
Category 11-
. Use of stress positions (such as standing) for a maximum of 4 hrs.
Use of falsified documents or reports. :
Hooding detainee.
Use of 20-hour interrogation segments.
. Removal of all clothing.
1 Use of individual phobias (such as fear of dogs) to induce stress.

ROo MR

Category I111-
1. Use of scenarios designed to convince detainee that death or
severe pain is imminent for him or his family.
2. Exposure to cold weather or water (with medical monitoring).
3. Use of wet towel and dripping water to mduce the misperception of
drowning. .

. -+ Information obtained through these- methods. will-not be admissible in any.

* Criminal Trial in the U.S. Although, information obtained through these methods

might be admissible in Military Commission cases, the Judge and or Panel may
determine that I|ttle or no weight should be given to information that is obtained
under duress W e . .

The followung techniques ére examples of coercive interrogation
techniques which may violate 18 U.S.C. s. 2340, (Torture Statute):

Category 1I-
5." Hooding detainee. .
11. Use of individual phobias (such as fear of dogs) to induce stress.

Category III- g
1. Use of scenarios designed to convince detainee that death or
. severe pain Is imminent for himy or his family, - ‘
2. Exposure to cold weather or water (with medical monitoring)
4. Use of wet towel and dripping water to induce the misperception of

P S drowning i
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In 18 U.S.C. s. 2340, (Torture Statute), torture is defined as “an act
committed by a person acting under color of law specifically intended to inflict
severe physical or mental paln or suffering upon another person within his
custody-or control.” The torture statute defines “severe mental pain.of -

" suffering” as “the prolonged. mental harm caused by or resulting from the

intentional Infliction or threatened infliction of severe physical pain or suffering;
or thé administration or application, or threatened administration or application,
of mind-altering substances or other procedures calculated to. disrupt profoundly

- the senses of the personality; or the threat of imminent death; or the threat that ‘

another person will imminently be subject to death, severe physical pain or
suffering, or the administration or application, of mind-altering substances or
other procedures calculated to dlsrupt profoundly the senses of the personallty "

Although the above lnterrogatlon techniques may not be per sé violations
of the United States Torture Statute, the determination of whether any particular
use of these techniques is a violation of this statue will hinge on the intent of the
user. The intent of the user will be a questlon of fact for the Judge or Jury to
decide. Therefore, it is possible that those who employ these techniques may be
indicted, prosecuted, and possibly ‘convicted if the trier of fact determines that
the user had the requisite intent. Under these circumstances it is recommended
that these techniques not be utilized.

The following te’chnlque is an example of a coercive interrogation
technique Wthh appears to violate 18 U.S.C. s. 2340, (Torture Statute):

" Category IV-

1. Detainee will be sent off GT MO, either temporarily or permanently, to

_ Jordan, Egypt, or another third country to allow those countries to employ
‘-mterrogatxon techniques that wull enable them to obtaln the reqwsnte
' -'lnformaﬂon ﬁ%’”‘f SR e

‘.—'-- .‘.h\‘ ¢ :' _‘_':. :'

In as much as the mtent of this category is to utnllze outsnde the U.S.,
interrogation techniques which would violate 18 U.S.C. s. 2340 if committed in
the U.S., itis a per se violation of the U.S. Torture Statute. Discussing any plan
Wthh includes this category, could be seen as a conspiracy to violate 18 U.S.C.

s. 2340. <Any person who takes any action in furtherance of implementing such a
plan, would inculpate all persons who were involved in creating this plan. This
technique can not be utilized without vnolatlng u.s. Federal law

RS
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e w2 #63’8 psychologlcal state.--We beliéve. that this is an advantageous time to mmate a s
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Dmﬁed b)' EBI (BAU) and CITF personnel at Guantanamo Bay and forwarded to Commanding General, Joint Task

Force-l?O lll22/ ' X
on 11/22/2002. o ALL INFORMATION CONTAINED

HEREIN IS TMCLASSIFIED .
DATE 10-06-2009 BY 65179 DMH/MJ3

LAW ENFORCEMENT SENSITIVE

Draft: November. 22, 2002
- INTRODUCTION -

The Interrogatxon Plan for GTMO detainee #63, Mohammad Al-Khatani, offered below
is the result of a collaborative effort by representatives of the FBI's Behavioral Analysis .
Unit (BAU), and behavioral specialists, psychiatrists and psychologists with the Criminal
Investigation Task Force (CITF). The members of the FBI (BAU) and the CITF BSCT
are well known for their expertise in consultation on interrogation approaches and
strategies throughout the world regarding criminal investigations and counterintelligence
operations. The CITF Behavioral Consultation Team is comprised of professionals from
NCIS, Amy CID, Air Force OSI, NSA, NRO, CIA. The FBIBAU is comprised of
Supervisory Special Agents with an average of 18 years of experience in criminal and
counterintelligénce investigations. This plan is based on interrogation approaches '
strategies and techniques used by federal agents throughout the United States and around
the world in investigations, interrogations, and operations involving potential attacks
against the United States and it’s allies by Al-Qaeda and other terrorist organizations. The
approaches developed and included in this plan are derived from an extensive analysis of
Al-Qaeda, as it relates to the psychology of the Middle Eastern mindset, organizational
recruitment, radicalization as reflected in the training and deployment of operatives
against the United States and their allies. These strategies are currently used to train law
enforcement and intelligence professionals in the United Stdtes and allied professionals
currently engaged in investigations and operations against Al-Qaeda around the world.

Based on 2 review of the [imited portions of #63s case filé that were made available to
us, we strongly recommend that a long-term rapport-building approach be implemented
l.mmedmtcly to optimize the reliability of operationally relevant information collected. It
is believed that the effects of three months of isolation are bcgmmng to take their toll on

careflﬂly designed plan to create an increasing amount of dependence and trust betwecn )

" " #63 and the interviewer which, ultimately, may make him more susceptible to influence

and persuasion in deciding to share information he may have p;eviously withheld. -
BACKGROUND

In August 2002, #63 was placed into isolation at the GTMO brig for his lack of .
cooperation in providing truthful information regarding his knowledge of known Al-
- Qaeda members or terrorist activities. When #63 was placed into confinement, _
. .mtemewels believed that his isolation from other detainees might provide himwith . . . _
**sufficiént motivation to cooperate fmore fully. Indeed, a review. of his file reveals that =+ %=
since March 2002, # 63 has been interviewed at least eight times in GTMO by an array of
_ interviewers from different agencies. The actual number of interviews is believed to be
.much higher since it appears that some.interviews Thave not t yet been documented in his
file. The conclusion drawn from this analysis is that #63 has never been 1nterrogated
using a sustained relatxonshlp-oncnted strategic approach

~ - - 691027




EFFECTS OF ISOLATION

Observations by guards psychologlsts and members of various mtervrew teams all

indicate that #63’s behavior has changed significantly during his three months of
isolation. He spends much of his day covered by a sheet, either crouched in the comer of .
his cell or hunched on his knees on top of his bed. These behaviors appear to be unrelated
to his praying activities. His cell has no exterior windows, and because it is continuously
lit, he is prevented from orientating himself as to time of day. Recently, he was observed
by a hidden video camera having conversations with non-existent people. During his last
interview on 11/17/02, he reported hearing unusual sounds which he believes are evil
spirits, including Satan. It is not clear to us whether these behaviors indicate that #63 is
hallucinating or whether these behaviors are a conscious effort designed to.convince us of

. his rmental deterioration in an effort to be released from isolation. Indeed, during his last
" interview, he repeatedly requested to be returned to Camp Delta to be among his fellow

detainees. Although we are uncertain as to his mental status and recommend a mental
evaluation be conducted, there is little doubt that #63 is hungry for human interaction.
Our plan is designed to exploit this need and to create an environment ifi which it easier
for #63 to please the interviewer with- whom he has come tohave complete tfust and
dependence thus developing a motivation to be forthright and cooperative in providing
reliable information.

RATIONALE FOR RAPPORT-BUILDING APPROACH

Numerous approaches have been attempted on #63 with a variety of themes including

" pointing out inconsistencies in his cover story; appealmg to his sense of guilt, describing

his failures in life, disclosing the betrayal of his comrades, discussing the futility of his
predicament, telling him he will never be a father and that he will never see his mother
again. None of these approaches has been successful in persuading him to provide

4 truthfal mformatron. ‘We. beheve a predictable pattern has, emerged whereby-every few w

A N TR

O weeks anew set of i mtervrewmg agents attempts to establish basic rapport with him over

a short period of time before launching into a series of questions about his terrorist
activities. The effect of this pattern is that # 63 appears to have become resistant to any
approach that begins with short-term rapport-building themes and turns quickly into
specific questioning. Indeed, it appears that many interviews with #63 have ended with

* the interviewing agents yelhng at him, thereby making it miore difficult for subsequent
: mtervrew teams to estabhsh sincere, meamngful rapport and trust wrth him.

Iromcally, #63’s negative contact with interviewing agents only reinforces Al-Qaeda
stereotypes about evil Americans and validates their expectation of harsh treatment and -

- potential torture. Rather than creating an environment that might i 1nsp1re him'to. 1denufy

with his captors and compei him to questlon his onalty and alliances to Al-Qaeda, we
believe he would be more likely to increase his resclve to withhold information from us, -
thus reinforcing his belief system in resisting interrogation, Individuals who become

" affiliated with extremist groups ' who promulgate hate; whether pohtrcal or rehglous, are.

frequently in search ofa psychologlcal anchor. Direct challengés to their belief systems

001328
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are a threat to their sense of self-worth. Our approach is aimed at creating a d;pendehcy
and trust between #63 and a single interviewer whose behavior and personality

.. contradict the negative image that #63 has imagined or encountered. Over time, we . .
believe it is possible that his loyalty to Al-Qaeda may be ‘weakened, and that he is more

likely to reveal information to someone whom he trusts.

Whether #63's ability to resist making full disclosure of his activities is a product of '
personal strength or the successful utilization of counter-interrogation techniques, or
both, we believe the time is right for utilization of an altogether different approach, one

* which has not been tried before with #63 and has been utilized successfully in other

investigations against Al-Qaeda.

INTERVIEW PLAN

Our approach emphasizes long-term rapport-building in which questions of an
investigative nature would purposely be avoided in order to allow the opportunity-for #63
and the interviewer to develop a bond on matters unrelated to the investigation. The
long-term strategy-would be to create an environment in which total dependence and trust
between #63 and the interviewer is established at its own pace. Such a plan should be
given up to a year to complete although the actual time may be considerably shorter

.depending on how events unfold.

To help foster an environment conduc1vc to the estabhshment of dependence and trust,
we propose that the interviewer initially meet with #63 every other day. This should be

-his only contact with othet people, and-we believe he will anxiously-loek forward to these -

meetings. No investigative questions will be asked. This will confuse #63, as he will
expectto be qucsuoned about his terrorist activities.

Bqﬂt mto this plan, will be penodlc stressors stich as the stripping of certam ltems of 35, Skt
“comfort from him by guards, such as the removal of his mirror or the issuance of a shéet

. half the size of the one he likes to drape around himself. These and other stressors will be

- carefully and subtly introduced not by the interrogator, but by guards. We believe that -

#63 will likely look to his only human contact, his interviewer, in an attempt to gain help.
The interviewer's status as a caregiver and problem-solver will thus be increased. At the
same time, consideration should be given to introducing visual stimuli to #63 which is
something we believe he is hungry for. Such materials céuld include visual i images
designed to invoke sympathy or carefully culled articles from Arabic newspapers which
could help weaken #63’s sense of loyalty to Al-Qaeda associates.

e ‘«Bullt into our plan is flexibility. However, this ﬂexxblhty will be purposeful,aid it wﬂl s

. be continuously assessed for its effectiveness. The emphasis must be placed on pahence .

and subtlety. At no time should the plan be rushed. In fact, demands by #63 for
restoration of things taken from him should be honored slowly so as to create the -
impression that the interviewer can ultimately-help hxm although not necessanly qulckly.-.._-- »

or w1th ease. )
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Detainee Interviews (Abusive Interrogation Issues)

e In late 2002 and continuing into mid-2003, the Behavioral
Analysis Unit raised concerns over interrdgation tactics being
employed by the U.S. Military. As a result an EC dated
5/30/03, was generated summarizing the FBI’s continued
objections to the use of SERE (Search, Escape, Resistance and
Bvasion) techniques to interrogate prisoners. This EC is
attached and includes a collection of military documents
discussing and authorizing the techniques. We are not aware of
the FBI participating directly in any SERE interrogations.

e It should be noted that FBI concerns and objections were
documented and presented to Major General Geoffery Miller, who
oversaw GTMO operations. MG Miller is now in Irag serving as
the commander in charge of the military jails. MG Miller
appeared in the New York Time on 5/5/04 defending "“coercive
and aggressgive” interrogation methods.

e .FBI operations in Afghanistan, Irag and GTMO have each been
queried and all have reported back that they do not have any
direct knowledge of ‘any abusive interrogation techniques being
used. Each location was aware of rumors of abuse which have
surfaced as a direct result of pending Military investigations
into abusive interrogation techniques.

e The FBI has participated in the interview of 204 individuals
in Iraq and 747 in GTMO. Our Afghén operation needs
additional time to prepare a list of those interviewed in
theater. Attached are the lists from GTMO and Irag.

s B key word search of the Iraq interviews identified one
individual alleging abuse by military personnel. In this
instance a woman indicated she was hit with a stick and she
wanted to talk only to German officials.

* FBI personnel assigned to the Military Tribunal effort
involving GTMO.detainees has during the review of discovery
- material seen, on a few rare occasions, documentation of SERE
techniques being noted in interviews conducted by Military
personnel. In these instances the material was called to the
attention of military’s Criminal Investigative Task Force
(CITF), and Office Military Commissions (OMC) personnel.
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Concerning food, which is reportedly a major issue with #63, care will be taken to create
the impression that the interviewer is the one who has occasmnal influence over the kind

of food #63 is given.

Additional details of this plan will be tailored specifically to the behav:or and cognitive
style., eg communication, thinking process; use of deception, of #63 in consultation with.
the behavioral analysis components with the overall objective of continuing to foster

complete dependence and trust as'a precursor to the elicitation.
\

‘The progress of the interrogation process will be assessed on an ongoing basis. The '

interrogator will be supported by a team of behavioral consultants who will help to
translate the meaning' of the detainee’s behaviors, communications and activitiés in and
out for the interrogation room. Monitors will include the assessment of the detainee’s
communications and behavior for the use of deception, avoidance and manipulation to
assist in directing inquiry and ensure the validity and reliability of the information
elicited via this process

We have mentioned in several places the role of the guards in this interrogation plan. One .
of the most valuable contributions that the guards can make during an interrogation.

would be to become the eyes and ears in between interrogation sessions. It is )
recommended that the guards who are assigned to #63 be provided specialized training to
become attentive to specific patterns of behavior displayed by #63 in between sessions to
aid in the ongoing assessment of the interrogation process. Further, it is recommended

that a special log be established with the guidance of the interrogator to be available to

the interrogator and the behavioral support team. This strategy has been found.to be very

useﬁll in other high value 1nterrogat10ns

Fmally, Agents from the FBI and CTIF who are most knowledgeable about this case

«2Should be used f0:dgyelop:an interrogation matrix that:identifies the. most critical #5# i 5.

ob_]ecuves and’ Ieadsl “At this time, this plan reflects a behavioral approach that will
* facilitate the necessary relationship and rapport with this detainee needed before we can -
move onto substantive questioning.

ot TS theme L e s - e e T e L e
- ) M

02038




AAAAAA

Draﬁed by FBI (BAU) personnel at Guanta.namo Bay with on-site FBI operatxons supervisor and forwarded to
Commandmg General, Joint Task Force-170 onl 1/22/2002
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P

From: FBI, Guantanamo Bay
Subject: VTC 21 November 2002
To: Major General Miller

The purpose of this correspondence is- to bring to the
Commanding General's attention concerns the FBI has regarding
representations that were made about the FBI's position on the
proposed operational approach to ISN US9SA-00063DP (Maad Muhamad

. al- Khatani) at the 21 November VTC.

‘At the direction of the Commanding General and in an effort
to find some methodological common ground with respect to an
Interrogation Plan for detainee 63, the FBI On-site Supervisor.
and Supervisors from the FBI Behavioral Analysis Unit met with
JTF GTMO staff members on the evening of 20 November. During
this meeting, DHS presented its draft Interrogation Plan. The
FBI voiced misgivings about the overall coercive nature and
possible illegality of elements of this plan. The FBI also
voiced its strong objections regarding the efficacy of a fear-
based approach.

The FBI offered in writing an alternative interrogation.
approach based on long term rapport-building. This approach was
previously discussed extensively between FBI Behavioral experts
and DHS and JTF staff members. At the 20 November meeting, DHS
and JTF staff members recognized ‘advantages of the FBI's
approach, and decided to revise their plan by 1ncorporating some
of the FBI's rapport-building aspects. Despite the .close working
environment of this consultation, JIG and DHS staff never advised
FBI personnel that the revised plan would be presented the
following day to the Pentagon Office of General Counsel. In
fact, the FBI representatives stated clearly to the JIG and DHS

‘representatives that the techniques proposed in the plan must be

‘~reviewéd and. formally approved by FBIHQ and BAU . officials prior .
to any implementation. - -

Had the JIG adVised the FBI of his intentions to present the
revised DHS plan to DOD at the 21 Novembér VTC as an FBI/DHS
plan, FBI representatives would have strenuously objected.
it vere aware that the NCIS
‘'was scheduled to arrive on

21 November for the purpose of evaluating the DHS and FBI plans,
the JIG did not solicit professional opinion

bé -2

This matter is brought to. the Commanding General's attention
for the purpose of sétting an important record- straight. 'The FBI
remains committed to supporting the JTF GTMO mission.

. {01043 - )
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Memo to: File bé -1

Memo From: SSA[ I p7C - 1

Subject: - Requested attempts to re-establish rapport w1th detainee #682.

Although detainee #682 had been fairly cooperative in the past, he had
completely shut down all communication with the interview team assigned to him since.
his interview by the CTC on 10/28/02. Detainee #682 is'a Saudi Arabian born, 28 year
old male who has spent considerable time in the United States as a student. He is well
educated and articulate in the English language and is particularly proud of his ability to
intellectualize and discuss Islamic issues. In an effort to re-establish rapport with this
detaines, and at the request of the interview team, writer engaged in a-series of non-
investigative rapport building discussions with detainee #682 regarding Islam and its
people. It is writer’s intention to use this discussion to get the detainee talking again
about non-threatening topics which should lead to themes which can be exploited by his

‘interview team in the near future.

Writer met with detainee #682 on 11/02/02, 11/09/02, 11/11/02, 11/17/02 -
and 11/20/02, and was successful in developing rapport. -Writer then transitioned
detainee #682 back to the original interview team on 1 1/22/02 Attached is a summary of

_ the results of these d1scussmns

601056
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Islam is first introduced to children in the family by both parents if they are both

.presént in the home. However, Muslims believe that children are born with the innate

knowledge of Allah. Specifically, that there exists only one true “God” and that is Allah,
This knowledge is found within the soul of every human being. This belief is supported
by a passage in the Qur’an which states that Allah makes a covenant with his servants
before they are born. Allah is seen as Just, s0 Muslims believe that if a person is never
exposed to Islam they will not be judged badly but will be excused by Allah. Arab

* Muslims believe that Westemners have been exposed to Islam but choose to reject Allah’s

true teachings.

Muslims further believe that Jesus was a Prophet, whose mission was to return the
Jewish people to “True Judaism.” Mohammed too was a Prophet, whose mission was to
return Christians to “True Christianity.” They acknowledge that all Prophets come to us
with miracles so that they can prove who they are. Moses, Jesus and Mohammed all had
their miracles, which are divine interactions with the physical world. Mohammed’s
greatest miracle was the revelation of the Qur'an. The Qur’an wasrevealedto
Mohammed directly from Allah. The woids themselves are sacred. They set out the
Sharia Law, which is a comprehensive set of rules governing Islamic living. Thus it is
impossible to separate the Islamic faith from everyday life. Sharia Law does not separate
right from wrong as much as it delineates Perrmsmblc Conduct (Halal) from )

" Impermissible Conduct (Haram).

. Sharia law is updated and explained via Fatwas which are specific rulings made
by Islamic scholars through a process called Ijtihad. Sharia lawis perpetual and
infallible. Fatwas are time and circumstance dependant. They give clarification and
perspectlve under circumstances at the time they are made. Some Fatwas are considered
unnecessary, such ‘as the Fatwa declaring cigarette smoking harmfuil and thus against

¢ ..;:Sharid law.; One who follows theé Fatwa of an Islamic.Scholar wha. perm1ts Haram‘and 7. ....5
' forbids Halal, Las elevated that scholar to the position of. God. :This is strongly forbldden

in the Islamic faith. -Fatwas have been used at times. by self-interested scholars for

- political reasons. (This is a good argument for not blindly following an Islamic Scholar -

who issues a Fatwa that is clearly wrong.)

" Allah apparently changed his teaching on the consumption of alcohol over time,
since Jesus drank wine and early followers of Mohammed did too. During Mohammed’s
lifetime, an absolute prohibition against alcohol was revealed in Sharia law. However,
even this absolute is not absolute. For if you are stranded in the desert and have nothing
to drink and come upon a jug of alcohol and there is nothing else to keep you alive, you

may drink the alcohol to save your life and get yourself tosafety:: Howcver, there' are two : .

restrictions: You must not desire the alcohol and you must only drink the minimum
amount necessary to sustain your life. - (This may be a useful analogy to employ when
confronted with a detainee who refuses to answer questions that might hurt his brothers
on religious grounds. eg.; You need to cooperate to help yourself. As long as you don’t
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desire to hurt your friends and you tell us only the minimum necessary to get you back
home to your family, it is the right thing to do.)

* Muslims believe that all Jews and Christians are “Disbelievers.” That is, they
reject the teachings of the Prophet Mohammed and continue on a divergent path. From
the Islamic perspective, Judaism is seen as promoting “an eye for and eye.” Whereas
Christianity is seen as promoting “turn the other cheek.” Muslims believe in the tenet of

“an eye for an.eye, but it is better for you if you choose to forgive.” Thus the Muslim has -
the choice to seek retribution in kmd or to forgive the transgressor:

9/11 has caused a resurgence in the Islamic Faith in the Arab world Arab
Muslims consider the embassy bombings in Africa, the Cole bombing in Yemen and the
9/11 hijackings in the U.S., to be acts of reaction and self-defense and not acts of
aggression or violence. They believe that the people of the United States feel “Injured”
by these attacks. Liberal Islamic thinkers may believe these attacks were unjustified, but
fundamentalists believe the attacks were akin to the U.S. Military dropping atomic bombs
on Japan’s civilian population during World War II. That is, they were necessary to stop
the U.S. from killing Muslims. Arab Muslims believe that the U.S. and Israel are
engaged in the killing of Muslims as a matter of policy and fact. .

Immediately after 9/11, the Government scholars in Saudi Arabia spoke out
against the.acts of the hijackers as against Islam. This’is because Islam preaches the
_protection of innocent women and children and non-combatants. However, shortly
thereafter, other scholars said these acts were consistent with the Sharia. They based this
decision in part on a 500 year old Fatwa which says if the enemy has taken Muslims
captive and there is a threat from that enemy, then you can kill the enemy and all of the -
captives. Under the concept of Wala, Muslims are to love and protect all other Muslims.
Muslims hate to see Muslims getting killed. On the contrary, Bara means that Muslims
shouid not take disbelievers on as intimate ﬁlends however, they must be just and fair to
them ) . o .
i o i Mf“ PRI . s
Mushms ﬁirther beheve that the American pubhc has a ﬁmdamental lack of
understandmg of its enemy. That is, they don’t take into account that their enemy wants
- to die. Jihad fighters want to become martyrs. Also, since Usama Bin Laden (UBL)
works from cells, he does not need Al-Qaida to wage his war against the U.S. So the
recent victory over Al-Qaida and-the Taliban in Afghanistan is-a hollow victory.

It is obvious from UBL’s actions that he 'wanted to reach the Muslim public. He
met with the MuJahideen, he made video tapes and he was interviewed by. the press all i in,
an effort to win public approval. Many Saudi Arabians believe UBL was successful in
this endeavor. The Saudi public is generally behind UBL. It is not only the extremists
who cheer UBL on. He is well liked by middle of the road Muslims. :

Saudi Arabia has the largest number of ﬁmdamentahst Muslims in the. world and
-60% of its population is under the age of 22, It is very easy to manipulate youthful
Muslims into fighting the jihad against the U.S. Although it is illegal in Saudi Arabia to
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call fora thad against the U.S,, one speech in a mosque could result in 2000 young
people joining the jihad. Many of those who went to fight jihad were not fundamentalist
Muslnns '

Saud1 Arabian Muslims belleve that if the US. contmues its thtary response
against Muslims the suicide acts will ¢ontinue and the situation will evolve into an
Israeli/Palestinian conflict, but on 2 much larger scale. They fear that the U.S. will feel
emboldened by the “victory” over the Taliban in Afghanistan in.only two months and say -
we should have done this before. They believe that unlike the Russians who continue to
- throw soldier after soldier into the.fray of a losing battle, the U.S. intelligently withdrew
from Somalia and Lebanon. They are dissatisfied with the presence of U.S. troops in
Saudi Arabia and blame the current economic problems they face on the presence of
these troops. They believe that the U.S. should remove its troops from Saudi Arabia and
Afghanistan, and not invade Iraq. In addition, they feel that the U.S. should at least make. .
it appear that they are no longer backing Israel in its use of force against the Palestinians.
This may be accomplished by using a Muslim middleman who knows the Religion and
culture of Islam. This, they feel, will be the way to end the U.S./Al Qaeda conflict.

Muslims believe that Allah knows all, including the future; They speak about a
book in which all things that happen in a man’s life are written. They often speak of their
fate being in Allah’s hands. The Muslim word for fate is “Kadar.” They use the word in-
situations of misfortune, for example when a child is struck by a car and killed. It is said
- that even the faithful have no control over these things. However, this concept does not .
wipe out man’s free will. That is, man must still take responsibility for hlS own actions.
He must do right instead of wrong and he must do the thmgs necessary to insure cause
~ and effect

_ Some Muslim people also-want to rationalize away their own negligence as fate.
To illustrate this point they speak of a parable told by Mohammed himself in which he
sees.a man whose camel is wandering off into the desert. Mohammed asks the man if he
:had tied up the camel and the man replies'that he.doesn’t have to worry about tying up his
camel because it is in the hands of Allah. 'Mohammed replied, no you must first take care
of your responsibilities by tying up your camel then you can put it in the hands of Allah.
In other words Allah requires that your participate in life by using your God given skills
and not simply sitting back and putting life in the hands of Allah. It is only after a
Muslim exhausts all of his means, that he can legitimately leave it in the hands of Allah.
(Theérefore, detainees who invoke the Will of Allah, should be reminded of this parable,
and encouraged to do what Allah requires, ie.; what is in their power to save themselves.)

_ " Some of the detainees will invariably say they don’t have any control over what
happens to them. The concept of tawkul means their lives are in Allah’s hands and they
rely on Allah to take care of them. (These detainees should be reminded that the test
Allah gives them in this life is very difficult-and this interview/interrogation process is
part of that test. They should participate in the process as Allah-requires and take an
active role in their lives. This is what their families would expect of them as well.)
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After the death of the Prophet Mohammed, the Islamic world was ruled by four -
successive Khalifas (Islamic leaders who ruled over all Muslims) without division. .
" However, after the murder of the fourth Khalifa, Ali, there was a split among Muslims.
They divided into the Sunnis, who remained faithful to the Sharia, and the Shiites, who
began praying to Khalifa Ali, and went their separate ways. Some Shiites even worship
Khalifa Ali.

Today Sunni Muslims outnumber Shiites and consider them a deviant sect. The -
Shiites instituted self-punishment rites to express the guilt they felt for failing to protect
their fallen Khalifa, Ali. Ayatola Khomeni’s followers are Shiites and are considered
strict fundamentalists. Like most other Shiites, Khomem s followers did not ﬁght in the
Jihad in Afghanistan.

, Like the Hezbollah, most Muslims in Iran and Lebanon are Shiites. These people
have never been a direct threat to the U. S.” On the other hand, Al-Qaida is made up
mainly of Sunms who are engaged in a jihad against the U. S.

There are many Qur’anic verses regarding martyrdom. These verses speak of the -
Heavenly incentives of martyrdom. These incentives are meant to push followers of
Islam to resist the fear of death and die in the defense of their faith. Most of the Qur’anic
verses calling people to jihad and martyrdom were revealed to Mohammed in the 8 years
he spent in Medina. In contrast, most of the verses revealed to Mohammed in the prior
13 years he spent in Mecca were peaceful, callmg people to worship one God and
spreading ethics. . :

Mohammed led by example, fighting on the front lines of the first Islamic jihad
and getting injired at times. However, his-followers did their best to protect him from
injury. Mohammed spent 13 years in Mecca, then 8 years in Medina where he
established an Islamic army before returning to Mecca and going on to conquer most of
the known world

In 2000 ‘a Saudi Arablan schola.r issued a fatwa and a pubhc statement that
Palestinian suicide bombers are not acts of Ma:tyrdom They are simply acts of suicide,
which are against Islam. This is believed to have been motivated by the Saudi
government. This attempt to quell suicide bombings seems to have backfired because
many Islamic Scholars around the world then made televised statements saying the
suicide bombings are acts of Martyrdom as long as they are not done out of despair.
After 9/11, people in Saudi Arabia were celebrating in the streets because they consider
these great acts of Martyrdom. :

- The Qur’an has many verses which call believers to martyrdom and it apparently .
does not envision a time for peace. In fact it calls for Muslims to spread Islam until only
one religion prevails, the one that praises the true God, Allah. Each believer has the
choice to martyr himself or to find another way to fulfill his faith. At this point in time,
however, almost all jihad movements are geared toward self-preservation and not toward

spreading Islatln | s 6010 6 0




In Islam, Faith and Jihad cannot be separated, however, jihad can be a violent or a
non-violent struggle. If.a jihad should bring Muslims in conflict with Muslims, the )
Qur’an says they should try to reconcile. Both sides should exhaust every means in their
power before putting the conflict in the hands of Allah. If the conflict is not resolved, the
aggressor is seen as wrong and true believers are called to join the side of the oppressed.
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Case ID #: (U) SSF HQ A1258990 ii)(ﬁ)
Title: (U) Treatment of Prlsoners and Detalnees

éyﬁopszs. (U) In llght of the widely publicized abuses at the Abu’

+ | policy with regard to. the interrogation of prisoners, detainees, or
persons under United States. control (collectlvely "detainees"). These
guidelines serve as a reminder of ‘existing FBI policy that has
consxstently provided that FBI pérsonnel way not obtain statementcs
during interrogations by the use.of force, threats, physical abuse,
threats of such abuse or severe physical conditions. In addition,
this EC sets forth -reporting requlrements for known or suspected abuse
or mistreatment of detalnees. ) . . g

Details: (U) .FBI personhel posted abroad come into contact with -
- detainees im a variety of’ sitpatlons Persons- being .detained or
othervwise held in the custody ,of thé United States are ertitled té
. varying levels .of procedural rights . dependlng npon thelr-sltuatzon or -
~ catagory of dgtent;on (2.g-.., unlawful combatant prlsoner QL warl’
" Although procedural rights, sucH as’ ';gng rights, ‘de ndét, apply .in
~all situakions overseas, certa;n minlmum standards af trcaumenc applv
in all casas- L -

-APPl;cablllty.- (v VBI personntl .nd ‘pérsonnel .undgx FB* stpe*v sicn
-deploved .in Ixaq, /Guantanamo Bav, Cubd, "-ghanﬂst;n or any cSriexr’ -
;;'°r°‘§n locaticn whers azmi;:r ‘ecent~on and- interrcgstion. issues
n:arlse ars to bol1ow mBI ,o’*c*gs and guidelines Iox the t_eatmeﬂt of
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To: A1l Fisld O’flcns ‘From: Genéralngéunsel
Re: (U) 68F-EQ-21258990, 05/19/2004 ’

FBI Pol;cy- (U) “It is the po11cy of the FBI ‘that no attempt be made

to obtain a statemeat by force, threats, or p*omLSes. FBI Legal
Handbook for Special Agents, 7-2. 1 (1997). A pexrson’s status

decermines the type and extent of ¢ue process- rights accorded by the
FBI, such as right to counsel orx advisement of rights. Regardless of
- status, alil pexrsons interrogated or interviewed by FBI personnel must
be treated in accordarice with FBI policy at all times. It is the
policy of the FBI that no 1nterrogat10n of detainees, regardless of
status, shall be conducted using methods which could be lnterpreted as
ipherently coercive, such as .physical abuse or the threat of such
jabuse to ‘the person being interrogated or to any third party, or
imposing severe physical conditions. See, FBI Legal Handbook Section

7-2.2.

Joint Custody or Interrogation: (U). FBI personnel who parc1c1pate in
interrogations with non-FBI personnel or .who participate in

. interrogations of persons detained jointly by FBI and non-FBI agenc1es
"or entities shall at all times comply with FRI policy for the

traatment of persons detalned FBI Eersonnel shall not participate in
iy tr chnigue tha i 21
compliance with his or her own ggldggzges If a co- Lnterrogator lS

complying with the rules of his or her agency, but is not .in
compllanCe with! FBI rules, FBI personnel may not participate in the
intexrogation and must’ remove Ehemselves from the situation. -

Reporting of Vzolatlons._(U) If an FBI employee knows or-suspects non-
EBI personnel has.abused or is ‘abuging or mistreating a detainee, the
PBEL employee must, report the 1ncident to the FBI on-scene commander, .
who shall report the situation to the appropriate FBI headquarters
chain of command. FBI Headquarters is responsxble for further follow

up thh the other party
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LEADS :
Set Lead 1 (INFO)
'ALL RRCEIVING OFFICES .
(U) Distxibute to .,all personnel.
Set Lead 2 (INFO)
.COUNTERTERRORISM .
AT WASHINGTON, DC-
o {U) To be d::istributed to- all-FBI persohanel who.are now, or
. in the future are, detailed toIraq, Guantanamo Bay, Cuba, or . ,
N\, Afghanistan or other ‘foreign lécations in which similaxr detention and
I interrogation issues may arise.. ) '
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