
UNITED STATES DISTRICT COURT 
FOR DISTRICT OF MASSACHUSETTS 

__________________________________________ 
       ) 
DAVID HOUSE,      ) 
       ) 
   Plaintiff,   )  
       ) 
 v.      ) 
       ) 
JANET NAPOLITANO, in her official capacity as ) 
Secretary of the U.S. Department of Homeland ) 
Security; ALAN BERSIN, in his official capacity as ) Case No. 
Commissioner, U.S. Customs and Border  ) 1:11-cv-10852-DJC 
Protection; JOHN T. MORTON, in his official  ) 
capacity as Assistant Secretary of Homeland  ) 
Security for U.S. Immigration and Customs  )  
Enforcement,      ) 

   ) 
       )  
   Defendants.   ) 
__________________________________________) 
 

PLAINTIFF’S STATEMENT OF MATERIAL FACTS AND 
RESPONSE TO DEFENDANTS’ STATEMENT OF MATERIAL FACTS 

PURSUANT TO LOCAL RULE 56.1 
 

Pursuant to Local Rule 56.1, Plaintiff David House submits herewith a concise statement 

of the material facts as to which there are genuine issues to be tried and responds to Defendants’ 

Concise Statement of Material Facts. 

 

Plaintiff’s Statement of Material Facts  

1. Plaintiff was detained at O’Hare because his involvement with the Bradley Manning 

Support Network was being investigated by agencies other than Immigration and 

Customs Enforcement (“ICE”) and Customs and Border Patrol (“CBP”).  Months before 

this incident, Plaintiff had been placed on the government’s TECS II watch list by an 

undisclosed government agency which resulted in the tracking of his international travel.  
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Declaration of David House, dated September 19, 2011, at ¶ 5 (hereinafter “House 

Decl.”) (Attached as Ex. 1).  Federal agents were waiting for Plaintiff when his plane 

landed at O’Hare airport in order to alert ICE and CBP to be prepared to detain and 

search his electronic devices.  See id. ¶¶ 4-7, 10.  Only after he had been admitted to the 

United States, after his belongings had been searched in the course of a secondary 

inspection, and after he was told that he was free to go was Plaintiff detained by Special 

Agents Louck and Santiago.  Id. ¶¶ 5-6.  Knowing exactly who he was, the two agents 

immediately confiscated Mr. House’s netbook computer, USB storage device, digital 

camera, and cell phone.  Id. ¶ 6.  Mr. House was then taken to a separate room for 

interrogation, where he was questioned about his affiliation with the Bradley Manning 

Support Network and why he visited Manning in prison.  Id. ¶ 8.  Mr. House and his 

companion were detained for over an hour before they were permitted to leave.  Id. ¶ 11.  

2. The detention and seizure of Mr. House’s electronic devices, along with the retention and 

sharing of the information stored on them, were not incident to a lawful border search.  In 

support of their threshold motion for summary judgment, Defendants have submitted the 

sworn statements of Special Agents Louck and Santiago.  These statements describe the 

general responsibilities of ICE and the fact that the agents were assigned to the Chicago 

ICE office, but neither statement explains the responsibilities of the two agents on 

November 3, 2010, nor their purpose in detaining Mr. House and seizing his electronic 

devices.  See Declaration of Marcel Santiago, dated July 27, 2011, Defs.’ Concise 

Statement of Material Facts Pursuant to Local Rule 56.1 (hereinafter “Defs.’ Facts”), Ex. 

2; Declaration of Darin Louck, dated July 27, 2011, Defs.’ Facts, Ex. 3.  
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3. The substantial delay in returning Mr. House’s computer and other devices was not solely 

attributable to the password protection of his computer, its dual boot configuration, the 

technical requirements of verifying the imaging of the computer, and the workload of 

ICE computer forensics technicians, as Agent Marten claims.  Declaration of Robert 

Marten, dated July 27, 2011, at ¶¶ 10-13, Defs.’ Facts, Ex. 4 (hereinafter “Marten 

Decl.”).  Forensic imaging of a computer’s hard drive using standard software can be 

completed in a matter of a few days, if not sooner.  Declaration of Alexander Stamos, 

dated September 20, 2011, at ¶ 6 (hereinafter “Stamos Decl.”) (Attached as Ex. 2).  The 

process is not delayed by the absence of a password as imaging produces a copy that is 

not password protected.  Stamos Decl. ¶ 20.  The devices were detained for a period of 

one week before being received in New York and were not received by Mr. House until 

December 22, 2010.  See Marten Decl. ¶¶ 5, 7; House Decl. ¶ 14. 

4. Defendants have conceded for purposes of this stage of the litigation that copies of Mr. 

House’s information were shared with other agencies and are being retained by those 

agencies.  Compl. ¶ 27.1  ICE Directive 7-6.1, § 8.5 provides for the sharing and retention 

of information by other federal agencies for various reasons.  Defs.’ Facts, Ex. 5.  

Defendants have submitted the sworn statement of Special Agent Marten in support of 

their threshold motion for summary judgment, which discusses only the copies retained 

by ICE itself.  Marten Decl. ¶ 15.  The declaration is silent about whether other copies 

were made, shared, and still exist.  For purposes of Defendants’ motion to dismiss, 

therefore, Defendants have conceded the allegation in Plaintiff’s complaint that 

                                                 
1 Although it is normally inappropriate to rely in a statement of material facts on allegations 
found in a complaint, Plaintiff does so here only to the extent that allegations contained in the 
complaint have not been put into dispute by Defendants’ declarations.   
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information copied from his computer has been shared with and retained by other 

government agencies.  

5. Copies of information from Mr. House’s devices were not retained merely for purposes 

of this litigation.  At the time the devices were returned, ICE was unaware that Mr. House 

was represented by counsel or that litigation was contemplated.  When counsel for Mr. 

House wrote to the Defendants on December 21, 2010, there was no mention of 

litigation.  Declaration of John Reinstein, dated September 20, 2011, at ¶ 3c, Pl.’s Opp’n 

to Defs.’ Mot. to Dismiss, or in the Alternative, for Summ. J., Ex. 1 (hereinafter 

“Reinstein Decl.”).  This action, which seeks destruction or return of the information, was 

not filed until May 2011, six months after the seizure of Mr. House’s devices and four 

and one half months after their return.  The only active litigation at the time the copies 

were made was the prosecution of Pfc. Bradley Manning.  Reinstein Decl. ¶ 3(c). 

 

Response to Defendants’ Statement of Undisputed Facts 

1. Admitted.   

2. Plaintiff disputes the notion that he was simply “referred” for secondary screening 

and then questioned.   

3. Admitted.  

4. Plaintiff admits that the ICE agents returned his cell phone and detained the 

remaining items, but asserts that no reason was provided for their detention and that 

these items were seized and detained without reasonable suspicion. Compl. ¶ 31. 

5. Plaintiff admits that he was stopped as he was leaving the area where his belongings 

were searched and that he was taken to a government office where he was detained 
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for over one hour.  House Decl. ¶¶ 7, 11.  Plaintiff cannot admit or deny that he was 

in the “Federal Inspection Service Area” when he spoke with government agents.  In 

any event, this term has no legal significance.  

6. Denied.  After the search of his belongings in the course of secondary screening, 

Plaintiff was told that he was free to leave. House Decl. ¶¶  5-6. 

7. Denied.  Plaintiff’s devices were seized by ICE on November 3, 2010.  They were not 

returned to him until December 22, 2010, seven weeks after they were seized.  House 

Decl. ¶ 14.  The devices were sent to an ICE facility in New York approximately one 

week after their seizure.  Marten Decl. ¶ 5.  

8. Denied.  The devices were sent to Plaintiff via FedEx on December 21, 2010, and 

were received on December 22, 2010.  House Decl. ¶ 14. 

9. Plaintiff admits that while his devices were detained by ICE, images of the detained 

media were forensically prepared and reviewed.  The qualifications of the individual 

responsible for imaging and review are neither described nor established by the 

Marten Declaration.   

10. Plaintiff admits that a purpose of forensic imaging is to ensure that the imaged data is 

intact and accessible for review.  

11. Plaintiff admits that a purpose of forensic imaging is to ensure that the original 

evidence is not disturbed.  Plaintiff disputes that the process of imaging caused the 

delay in returning his property. Stamos Decl. ¶ 6. 

12. Plaintiff admits that he was asked for passwords to access his computer and stated 

that he explained he could not disclose a password because the computer contained 

proprietary material belonging to his employer.  House Decl. ¶ 7.  Plaintiff asked 
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Agents Louck and Santiago whether he was required by law to disclose his password 

but did not receive a response.  House Decl. ¶ 7. 

13. Plaintiff disputes that his failure to provide passwords justified the extended detention 

of his property.  The processes of imaging and verification described in the Marten 

Declaration should not have taken more than 18 hours.  Stamos Decl. ¶ 6.  The 

process is not delayed by the absence of a password, which is “completely irrelevant” 

to any of the standard imaging methods.  Stamos Decl. ¶ 20.    

14. Plaintiff admits that his laptop contained both a Windows and a Linux operating 

system.  The partition of a computer’s hard drive and the use of a dual boot system 

employing different operating systems on a single computer is not “non-standard” 

and is not unusual.  Stamos Decl. ¶ 21.  The Linux operating system is widely used.  

Stamos Decl. ¶ 21.  Neither the use of a dual operating systems nor the use of Linux 

would delay the process of imaging.  Stamos Decl. ¶ 21.   

15. Plaintiff admits that most personal computers use Windows and Macintosh based 

operating systems.  At present, Plaintiff lacks sufficient information to respond to the 

statement concerning the practice of ICE forensics agents.  A properly trained and 

certified computer forensic technician would be familiar with the Linux operating 

system and with dual boot systems.  Stamos Decl. ¶ 21.  

16. Denied.  This process did not have to occur.  The verification step should have been 

performed during the initial capture of the hard drive and does not require any 

additional software.  Stamos Decl. ¶ 22.  Some groups consider it best practice to 

build a new forensics workstation for each project, but this step can be automated to 

occur very quickly and, at worst, should take only about four hours to install the 
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requisite new operating system and forensics software package.  Id.  At present, 

Plaintiff lacks sufficient information to respond to the statement concerning the 

imaging of his computer by ICE technicians. 

17. At present, Plaintiff lacks sufficient information to respond to this statement. 

18. At present, Plaintiff lacks sufficient information to respond to this statement. 

19. At present, Plaintiff lacks sufficient information to respond to the statement 

concerning the procedures followed by ICE and whether those procedures were 

consistent with ICE Directive No. 7-6.1. 

20. Plaintiff admits that ICE is retaining copies of his devices “only for purposes of 

litigation” but notes that Defendants have not indicated which litigation, whether this 

litigation or some other investigation or criminal proceeding.  Moreover, ICE is not 

the only defendant in this case; Plaintiff also sues Customs and Border Protection and 

the Department of Homeland Security.  Defendants have not offered a complete 

picture of all the agencies that copied, received, or retained the contents of Mr. 

House’s electronic devices.    

       
       Respectfully submitted,  
 

DAVID HOUSE 
By his attorneys, 
___/s/ Catherine Crump_____ 
Catherine Crump, Pro Hac Vice 
ccrump@aclu.org 
Speech, Privacy and Technology Project 
American Civil Liberties Union 
125 Broad Street, 17th floor 
New York, New York 10004 
(212) 549-2500 
 
____/s/ John Reinstein_______ 
John Reinstein, BBO # 416120 
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jreinstein@aclum.org 
Laura Rótolo, BBO # 665247 
lrotolo@aclum.org 
Alexia De Vincentis, BBO # 679397 
adevincentis@aclum.org 
American Civil Liberties Union 
  of Massachusetts 
211 Congress Street 
Boston, Massachusetts 02110 
(617) 482-3170 

 
 
September 21, 2011 

 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 

8 
 

Case 1:11-cv-10852-DJC   Document 17    Filed 09/21/11   Page 8 of 28



 
CERTIFICATE OF SERVICE 

 
I hereby certify that the foregoing document filed through the ECF system will be sent 

electronically to the registered participants as identified on the Notice of Electronic Filing (NEF) 
and paper copies will be sent to those indicated as non registered participants by First Class Mail, 
on the 21st of September, 2011. 
 

/s/ Catherine Crump__ 
CATHERINE CRUMP 
September 21, 2011 
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UNITED STATES DISTRICT COURT  
DISTRICT OF MASSACHUSETTS 

 
 
 
 

DAVID HOUSE,       ) 
        ) 
  Plaintiff,     ) 
        )     

)   
) 

JANET NAPOLITANO, in her official capacity as   ) Case No. 1:11-cv-10852-DJC  
Secretary of the U.S. Department of Homeland   ) 
Security; ALAN BERSIN, in his official capacity as  ) 
Commissioner, U.S. Customs and Border Protection; ) 
JOHN T. MORTON, in his official capacity as Director,   ) 
U.S. Immigration and Customs Enforcement,  )    
        ) 
  Defendants.     ) 

 

 

INDEX TO ATTACHMENTS TO PLAINTIFF’S STATEMENT OF MATERIAL FACTS 
AND RESPONSE TO DEFENDANTS’ STATEMENT OF MATERIAL FACTS 

PURSUANT TO LOCAL RULE 56.1 
 
 

EXHIBIT # DESCRIPTION 

1 Declaration of David House, dated September 19, 2011 

2 Declaration of Alexander Stamos, dated September 20, 2011 
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UNITED STATES DISTRICT COURT 
FOR DISTRICT OF MASSACHUSETTS 

 

__________________________________________ 
       ) 
DAVID HOUSE,      ) 
       ) 
   Plaintiff,   )  
       ) 
 v.      ) 
       ) 
JANET NAPOLITANO, in her official capacity as ) 
Secretary of the U.S. Department of Homeland ) 
Security; ALAN BERSIN, in his official capacity as ) Case No. 
Commissioner, U.S. Customs and Border  ) 1:11-cv-108520-DJC 
Protection; JOHN T. MORTON, in his official  ) 
capacity as Assistant Secretary of Homeland  ) 
Security for U.S. Immigration and Customs  )  
Enforcement,      ) 

   ) 
       )  
   Defendants.   ) 
__________________________________________) 
!

DECLARATION OF DAVID HOUSE 

 

I, DAVID HOUSE, hereby declare the following:  

1. In May 2010, Bradley Manning, a U.S. serviceman deployed in Iraq, was arrested on 

suspicion of having disclosed restricted material to the organization WikiLeaks.  In 

July 2010, he was formally charged with accessing and disclosing without 

authorization classified information, including “a classified video of a military 

operation,” and fifty Department of State cables.  Further charges were brought 

against him in March 2011, including a charge that he knowingly gave intelligence to 

the enemy, a capital offense.  
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2. In June 2010, I joined with other individuals to establish the Bradley Manning 

Support Network (“Support Network”).  The Support Network takes the position that 

Manning is accused of being a whistle blower who brought to light misconduct by 

U.S. armed forces personnel and has undertaken to inform the public of the issues 

raised by Manning’s prosecution, to coordinate international support for Manning, to 

raise funds for his legal defense, and to provide him with support during his 

imprisonment. 

3. On November 3, 2010, following a vacation in Mexico, I arrived at Chicago O’Hare 

International Airport en route to Boston.  

4. As the plane arrived at O’Hare, an announcement was made that everyone should 

have their passports out to be checked by government officials on the jetway as we 

deplaned.  Leaving the plane, I observed two uniformed agents taking people’s 

passports, checking them, and giving them back.  When I handed the agents my 

passport, they checked it, looked at each other, and handed it back to me.  The agents 

then turned around and left the jetway, neglecting to check the documentation of any 

of the passengers deplaning after me.  

5. I proceeded to pass through a passport control station and was admitted for entry into 

the United States as a U.S. citizen.  I was referred to secondary screening, where my 

belongings and those of my travel companion were searched by a Customs and 

Border Patrol (“CBP”) agent and I was questioned about whether I had been using my 

computer.  I have since learned that at some time prior to September 2010 my name 

was placed on the federal government’s TECS II watch list, which tracks my 

international travel and results in additional screening on entering the United States. 
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6. Following the search of my belongings, I was told that I was free to go and walked 

towards the terminal to make my connecting flight to Boston.  At that point, I was 

stopped by Special Agents Louck and Santiago of Immigrations and Customs 

Enforcement (“ICE”).  The agents identified themselves and required, without any 

explanation, that I give them my laptop computer, USB storage device, digital 

camera, and cellular phone.  The devices were taken to an undisclosed location. 

7. I was taken to a separate, closed room for interrogation, where I was initially asked 

questions concerning the security of my computer.  When the agents requested the 

password to log on to my computer, I explained that I could not disclose it because 

the computer contained proprietary material belonging to my employer.  I asked the 

agents if I was required by law to disclose the password but did not receive a 

response.  

8. I was next asked about my affiliation with the Bradley Manning Support Network, 

why I visited Bradley Manning in prison, what I thought about WikiLeaks, and 

whether I had been in contact with anyone from WikiLeaks while I was in Mexico.  

The agents also questioned my travel companion, asking similar questions about 

whether she was affiliated with the Support Network and what she thought about 

WikiLeaks.  

9. Neither I nor my travel companion were asked any questions relating to border 

control, customs, trade, immigration, or terrorism, and at no point did the agents 

suggest that we had broken the law or that my computer contained any illegal 

material.  
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10. At the conclusion of this questioning, the ICE agents returned my cell phone but 

detained my laptop computer, USB device, and digital camera.  I was given a receipt 

for the items and was told that they would be returned within a week.  

11. After being detained for over an hour, we were permitted to leave.   

12. The computer seized from me by the ICE agents was a netbook with a partitioned 

hard drive utilizing two operating systems, Linux and Windows.   

13. The hard drive of my computer was password protected and contained proprietary 

information from the Massachusetts Institute of Technology, my employer at the time 

of the seizure. 

14. I received my electronic devices on December 22, 2010, 49 days after they were 

seized.  The devices were shipped to me via FedEx from the “DHS CIS New York 

District Office.”   

15. One day prior to receiving my devices, I sent a letter, though counsel, to the 

Department of Homeland Security (“DHS”), CBP, and ICE requesting that the 

devices be returned and requesting that I be provided with documentation of the chain 

of custody of any copies made of the information contained on the devices and 

documentation of their destruction. 

16. In a letter dated December 30, 2010, general counsel for ICE noted that my devices 

had been returned but did not indicate whether the information contained on the 

devices was copied, to what agencies or individuals those copies were provided, and 

whether any such copies had been destroyed.  The letter stated that the request for 

documentation would be treated as a request under the Freedom of Information Act.  
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EXHIBIT 2 
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