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(U) Preliminary Statement 

(U) Defendants-appelIants·cross~appellees the Central Intelligence Agency 

("CIA"), the Department of Justice ("DOJ'\ and ooJ's Office of Legal Counsel 

("OLC") (collectively, the "Govemment") p.ppeal from a partial final judgment 
., 

entered by the United States District Court for the Southern District of New York 

(Hellerstei"11! J.) on October 1,2010. (Joint Appendix ("JA") 1383-87; Special 

Appendix ("SPA") 1 O~~ 1 09). The judgment was entered in accordance with the 

district court's orders dated October 13,2009, and December 29,2009, directing 

the Government to publicly disclose certain classified information in two OLe 

memoranda p~suant to the Freedom of Information Act ("FOIA"). (JA 1166-

1171,1197-1200; SPA 77-82) 101-104). 

The Government's appeal concerns a single, 

highly classified, active intelligence method:" 

By Order dated February 16,2011, this Court 
to file a classified brief and a classified appendix 

("CA") containing the classified documents in the record ex parte, for in camera 
review and a unclassified . 

. J 
I 
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" 
i 

The district court ordered the Government to 
I 

this memorandum. must be transmitted and stored in compliance with the standards 
for information classified at this level. The Government has endeavored to place 
as much infonnation as possible in the public domaint consistent with its 
responsibil~ty to protect national security. 

t 

2 

. 
;t, 
'I 
'i 
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I 
! . 

\' 

1 
disclose thi~ infonnation (hereinafter referred to as the "classified intelligence 

\ 

:' 
( 

method" or. the "withheld infonnationU
) under FOlA because, in the district 

if 
~ 

court's view, the infonnation is best characterized as a "source of authority," and 
r: 

not an intelligence method. 

(0) 1his infonnation falls squarely within two exemptions to FOIA that 
1-
( 

independerlt1y protect such intelligence methods and activities from public 

disclosure. ,Fir$t, FOIA Exemption 3,5 U.S;C. § 552(b)(3), in conjunction with 

the National Security Act of 1947 (''NSA''), as amended, 50 U.S.C. § 401 et seq., 

and the Cerltrallnielligence Act of 1949 ("CIA Act"), as amended, 50 U.S.C. 

§ 403 et seq., exempts intelligence methods and CIA functions. from unauthorized 

disclosure, ~even without a showing of potential harm. Second, FOIA Exemption 
:~ 

\ 

3 
, 
" 

J 
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" 
" 

1,5 U.S.C: § 552(b)(1), protects properly classified infonnation, including the 

information regarding intelligence methods and activities in this case: upon a 

showing that public disclosure could reasonably be expected to cause harm to 
'; 

national security. Here, the Government has shown through detailed declarations 
.. 

both that the classified infonnation at issue relates to intelligence methods and 
'f 

activities and that its disclosure could reasonably be expected to cause 

exceptionally grave hann to national security. These declarations, made by 
, 

officials at"~e highest levels of the Executive Branch, deserve substantial 
" 

" 

deference from the Court. 

(U) Indeed, even the district court recognized the potential hann that would 
: ~ 

flow from disclosure of the withheld infonnation, and it therefore attempted to 

devise a "cbmpromise" whereby the Govemment, in lieu of disclosure, could alter 

the OLe memoranda to replace the references to the classified intelligence method 

with a purPbrtedly neutral substitute invented by the court. In forcing the 
, ' ' 

Government to choose between this option and public disclosure ofa highly 

classified, ~.ctive intelligence method, the district court plainly exceeded its 

jurisdiction, under FOIA. The withheld information itself is exempt from , 

4 

,t , 

" !. 
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,-----------.. -----_ .. 

.. 
n 

disclosure ~der ForA. The district court's judgment compelling disclosure of 

this infonn~tion accordingly should be reversed. 

(U) Jurisdletional Statement 

(U) ~laintiffs invoked the jurisdiction' of the district court under 5 U.S.C. I 

,-

§§ SS2(a)(4)(B), 5S2(a)(6)(E)(iii), and 5 U.S.C. §§ 701.,706, as well as 28 U.S.C. , 

§ 1331. (JA 12, No.1). On October 1,2010, the district court entered partial final 
I 

judgment pursuant to Federal Rule of Civil Procedure S4(b), which, among other 
i . 

things, compelled disclosure of information concerning the classified intelligence .. 

method contained in the OLC memoranda. (JA l383 .. 87; SPA 105-109). The , 

Govemmen~ filed a timely notice of appeal on October 21,2010. (IA 1388-89); 
,~ , 

see Fed. R. \kpp. p. 4(a)(1)(B). This Courth~ jurisdiction pursuant to 28 U.S.C. 

§ 1291. 

H 
~ (U) Issues Presented for Review 
;; 

1. (U) 'o/hether FOIA Exemption 3, in conjunction With the NSA and the CIA 

Act, pennit~ the Government to withhold portions of memoranda that would, if 

disclosed, r~veal the existence and scope of a highly.classified intelligence method 

that is still it use. 

, 
:~ 

. 
~ 
J 

.~ 

5 
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------------;----_ .... - . 

:j . 
2. (U) :\\:Thether FOIA Exemption 1 permits the Government to withhold 

classified Jortions of memoranda that would, if disclosed, reveal the existence and 
• 'I 
\11 

scope of a highly classified, active intelligence method and activity~ disclosure of 
·1 

which reasonably could be expected to result in exceptionally grave damage to the 

national security of the United States. 
~ 

3. (U) 'Whether the district court exceeded its authority under FOIA by 

directing a purported "compromise,u whereby the Governme~.t could avoid public 

disclosure of infonnation concerning the classified intelligence method by altering 

the OLe m'emoranda to replace the references to the intelligence method with 
·1 

, substituted:language crafted by the district court. 

(D) Statement of the Case 

1 

CO) On October 7) 2003, plaintiffs-appellees~cross appellants ("Plaintiffs") 
1 

submitted a FOIA request to DOJ, CIA, and other Federal agencies, seeking the 
i 

disclosure 9f records concerning, inter alia, ~e treatment of detainees in United 

States cusU;dy overseas after September 11,2001. (JA 113 ~ 2). On February 1, 

2005, Plaintiffs submitted a second FOIA request to the OLC. (Id. ~ 4). Plaintiffs 

filed suit oil both FOIA requests (together, the "FOlA request"), seeking to compel 

6 
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'1 
release ofn~sponsive documents. (Id. mI 3,5). 

" (U) The classified intelligence method at issue in this appeal is discussed in 
, 

, \ 
two memor¥mda Mitten by the OLC and dated May 10,2005 and May 30,2005, 

,i 
respectively' (collectively, the "OLC met;n0randa")." The Goveinment initially 

withheld th~se and other OLC memoran~ in full (JA 114-15 , 12), but 
, 

subsequently released unclassified versions of the memoranda with limited 

redactions pursuant to FOIA Exemptions 1 ,and 3 (JA 549 ~ 8, 552 ~ 11).' The 
., 
• 

parties file~ cross-motions for summary judgment with regard to the 
'" 'ii 

Governme~t)s withholdings from the OLC memoranda and other documents. (JA 

60,65, Nos; 321, 347). 
\' 
.\ 

(U) The district court reviewed the umedacted OLC memoranda in a series 
j., , 

of three ex~arte, in camera sessions. (See JA 1166~71; SPA 77-82; JA 1197-
.i. • 

. (U):~ The May 10, 200S and May 30,2005 OLC memoranda were called 
the "Second OLC memorandum" and "Fourth OLe memorandum," respectively, 
in the mstribt court record, reflecting the order in which they were listed in the 
UnclassifieCl Declaration of Wendy M. Hilton, dated May 13,2009. (JA 550-51) . 

• CO) , The information relating to the classified intelligence method is found 
on pages 5 and 29 of the May 10,2005 OLe memorandum (CA 160, 184) and 
pages 4-5 aild 7 of the May 30) 2005 OLe memorandum (CA 205-06, 208). 

l' 

7 
\, 
"I 

~~ 

~ 

I? 

~ 

! to 
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1200; SPA~lOl.04; CA 76-121, 137-241). The court also reviewed classified 
1 " 
I 

declaratio~ submitted by the Government to justify its withholding of the 

redacted information pursuant to FOIA Exemptions 1 and 3. (See JA 1197-1200; 
I 

SPA 101-°1; JA 1317-18, 1383-87; SPA 105~09). 
p 

(U) The district court ruled that the information concerning the classified 

intel1igenc~" method contained in the OLe memoranda was not protected by FOIA 

Exemption~ 1 or 3, reasoning that the information concerns a "source of authority" 
~ 

rather than b intelligence method. The court ordered the Government to disclose 

this inform~tion or, alternatively, to adopt the court's "compromise" and substitute 
f 
J 

certain wor~s in place of the redactions. (Ji 1197-99; SPA 101-04; JA 1172-86; . " 

SPA 83-97;:CA 137.241). 

CO) ~n October 1,2010, the district c()urt entered partial final judgment 

pursuant to~Rule 54(b) of the Federal Rules of Civil Procedure! granting Plaintiffs 
~ 

summary judgment with regard to the information relating to the classified 

intelligence" method conta1D.ed hi the OLC memoranda. * The Government 
"j 

~ 

. (U)~ This judgment also embodied the court's rulings in favor of the 
Government on separate redactions taken to the OLC memoranda) as well as the 
parties' respective fifth motions for summary judgment, which concerned CLA .. 

", 
"J 

8 
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appealed the portion of the coUl't'sjudgment compelling disclosure of this 

informatioh. (JA 1388-89). Plaintiffs cross-appealed the courf s judgment insofar 
i 

as it sustaihed the Government's withholding of other infonnation from the OLe ' 

memoranda and other documents. (JA 1390-92).* 

(U) Statement of Facts 

A. (U) 'Statutory Background 
" 

(U)'The Freedom of Infonnation Act requires federal agencies to disclose 

agency rec9rds to the public, unless the materials sought are covered by any of 
f 
.-

FOIA's nme exemptions. 5 U.S.C. § 552(a), (b). Two of the exemptions-. , 

.1 

Exemption'J and Exemption 1 - are relevant here. 

(U) ?xemption 3,5 U.S.C. § 552(b)(~), incorporates the protections of 
} 

other statut~s, shielding records that are "specifically exempted from. disclosure by 

statute." 5 U.S.C. § 552(b)(3). The statutory directive to protect "intelligence 

documentsrefiecting the interrogations of detainees. (JA1383-S7; SPA 105-09) . 

• (U)' This is the fifth appeal in this case. See ACLU v. Dep 't of Defense, 
543 F.3d 59 (2d Cir. 2008), judgment vacated and case remanded, 130 S. Ct. 777 
(2009); ACI--Uv, Dep 't of Defense, No. 08-4912 (2d eir.); ACLUv. CIA, No. 
06-0205 (24 Cir.); ACLUv. No. Cir.). 

9 
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sources an~ methods from unauthorized disclosure" long has been held to trigger . 
. ( 
i 

the protectlons ofFOIA Exemption 3. CIA v. Sims, 471 U.S. 159, 167 (1985) 
i 

(citation oInitted). That directive is found in two provisions. First, Section 

102A(i)(1)jofthe NSA,as amended,. 50 U.S.C. § 403-1(i)(1), provides that "[~]he 
. 1 . 

Director ofNationallntelligence shall protect inte~ligence sources 'and methods 
r' 
I, 
·f 

from unauthorized disclosuret 50 U.S.C. § 403-1(i)(1). Second, Section 6 of the 

CIA Act, as amended, 50 U.S.C. § 403g, provides that the CIA shall be exempted 

from "the provisions of any other law which require the publication or. disclosure" 
r . 

of the "functions" of the Agency. 50 U.S.C. § 403g. These functions plainly 

include conducting intelligence activities and utilizing intelligence methods. See, 

e.g., 50 U.~.C. § 403-4a(d). 
:: 

(U) ~xemption 1, 5 U.S.C. § 552(b)(1), protects records that are "(A) 

specifically: ~uthorized under criteria established by an Executive Order to be kept , 
.t 

secret in the interest of national defense or foreign policy and (B) are in fact 
!: 

properly classified pursuant to such Executive Order." 5 U.S.C. § 552(b)(1). 

Executive Order 12)958) as amended, sets forth eight categories of information 

subject to classification, including "intelligence activities (including special 
. . 

.; 
'. 10 

., 
;. 
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i 

.i' 

activitie§) [and] intelligence sources or methods.» Exec. Order 12,958 § 1.4(c),* 
I . 

B. (U) The Classified Intelligence Method Discussed in the OLe 
M·rmoranda 

~,s 

1.'1 (U) The CIA's Intelligence Activities 

The primary mission of the CIA is to collect and evaluate 

intelligen~e relating to national security. 50 U,S.C. § 403-4a(d); (JA 599-600, 

.• ~ The classification decisions here were made pursuant to Executive 
Order 12,9?8, as ,amended. (IA 548~49 ~ 4); see also Exec. Order i2~958, 3 C,F.R. 
333 (19931~ reprinteq. as amended in 50 U.S.C. § 435 note a~ 91 (Supp. 2004);.68 
Fed. Reg. i5,315 (Mar. 25, 2003). For purposes of Exemption1, a classification 
decision should be considered tulder the criteria ofllie Executive Order pursuant 
to wPich the decisipn was made. See King v. DOl; 830 F.2d 210,216 (D.C. Cit.' 
1987). Ac~ordingly, although Executive Order 12,958 has since been superseded 

. by Executite Order 13,526, 7S Fed. Reg. 707 (Dec. 29, 2009), all citation~ herein, 
except whe.~e indicated, are to Executive Order 12)958, as amended. 

.' Ii 
, 11 • , 
! 

i 
" 
~ 

," 

~ 
'J. 

" 
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" 

1 
!, 
.\ 

34, 6041I 4p 

12 
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u 

.' 
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2. CD) The Classified Intelligence Method 
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_ .. _---_._-_._---------------, 

C. cui The Government's With holdings and the District Court's Orders 

(U) \ The Government withheld information concerning the classified 

.i 

, 

~{ 
17 

:~ 
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~ 
',: 

" 

Ii 
·1 

intelligence method from the May 10,2005 and May 30, 200S OLe memoranda 

pursuant t~ FOIA Exemptions 1 and 3. 
1~ 

The May 10, 2005 OLe memorandum contains 

two referen.ces to the classified intelligence method. Page 5 of this memorandum , 
I 

'f' 
includes the following sentence: 

If the plan calls for the use of any of the 
. herein, it is submitted to CIA 

Headquarters, which must review the plan and approve the use of any of 
these interrogation techniques before they may be applied. See George J. 
Tenet, Director of Central J.UI"J"'J..l.Lj::.VJ.J.v.;>, 

to the 
3 (Jan. 

(See CA 1 Page 29 of the May 10 memorandum also contains a reference to : 

the classif\ed intelligence method. (See CA 184). 

The May 30~ 2005 OLe memorandum contains 

three refer~nces to the classified intelligence method. 
I~ 

" I, 

• (U)' The underlined portions of the quotations from the OLe memoranda 
set forth in this section reflect the information redacted pursuant to FOIA 
Exemptio~s 1 and 3. The remaining portions of the quoted passages have been 
released to;: Plaintiffs. 

"I, 

:l 
,; 
; 

" " 

18 

..:~ 
" 
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(CA 206). 

19 
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, 
district court examined the Govemment's withholclings from the 

OLC mem8randa in several ex parte, in caniera sessions. (See CA 76-121, 137-
\. 

241; JA 1l:~6.71; SPA 77-82). 
" .{, 

(U) \The COurt first examined this infonnation during an ex parte, in camera 
1 
t 

session on :September 30,2009. (CA 76, 77). At that time, the court issued a 

prelimi:car)j ruling that all but one of the references to the classified intelligence 
t~ ~ 

method in the OLC memoranda must be disClosed. (See CA 86-87 t 92·99; JA 
I . 

~ 

1171; SP A'~2). The court !opined that publicly disclosing that information would 

not reveal In intelligence method, but only a source of the CIA's authority. (CA 
~ ! 

84-86). * nle court nevertheless permitted the Government to submit additional ., 
" I 

declaration~ supporting its withholding decision. eCA 86; JA 1171; SPA 82); The 

. (U), The district court sustained the Govemmenfs redaction of 
information relating to the classified intelligence method on page 5 of the May 30, 
2005 OLC inemorandum, but did not explain why it treated that redaction 
differently.·~ (CA 97), 

'1 
·' 
~ 
~ 

~ r 20 
\ . . , 

, 
" J 
5 
:i ., 
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" 'I 
'" 
I' ;i 
~ 
" " 
:; 
.~ 

t 
;, 
;: , 
j 

Govemm~nt submitted multiple declarations from high~ level Executive Branch 
~ 

~ 
officials S?Pporting its invocation ofFOIA Exemptions 1 and 3 with respect to 

~ 
informati9n concemmg the classified in~elIigence method.* 

" 
(U)~ In a subsequent in camera session, the district court adhered to its 

'. 
" 

preliminar.y ruling and explained that it viewed the withheld information as a ., 
~ 

"source o:fauthoritY' rather than an intelligence method: 
ti 
I 

(U) :11 think the government calls these "methods of interrogation" 
bediuse part of the method is to ,seek authority from a higher souroe. 
Anc£ I've called thes.e "source of authority" because I think they're 
less~a matter of methodology and more an aspect of authorization. 

\ 

~ 

I'm ~ot comfortable with calling these "methods.'t The statute 
autlforizes classification with regards to methods of interrogation. It 
doe~ not say anything about sources of authority for interro gation, 
and ~'s one of the tensions between the position expressed by the 

~ . 
~ 

) 

,. 

. ' 

· (Uj See Unclassified Declaration of Wendy M Hilton, CIA Associate 
Information Review Officer, dated May 13, 2009 (JA 546-81); Classified 
Declaration of Wendy M. Hilton, dated September 29,2009 (CA 66·75); 
Classified peclaration of Wendy M. Hilton, dated October 14, 2009 (CA 122*29); 
Classified Declaration of James L. Jones, then-National Security Advisor and 
Assistantt6 the President for National Security,dated October 26,2009 (CA 130 .. 
36); Classified Declaration of Wendy M. Hilton, dated March 1,2010 (CA 242-
66) (incorporating, inter alia, Classified De~laration of Lean Panetta, Director of 
the CIA, dated June 8, 2009 (CA 53-65), and Unclassified Declaration of Leon 
Panetta, daf.ed June 8, 2009 (JA 582~605)); and Unclassified Declaration of 
Wendy M. Jfi1ton, dated May 7, 2010 (JA 1363-68). 

" 

i 
'~ ., 
~ 

21 .; , 
i. 
~ 
~ 

t 

t 
~~ 
,i 
<, 

II 
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"' i: 

1 
f, 
9' .1 .. 
'1 

g01etnment and the rulings of the Cburt. 
I' 

(JA 1175t 

As a ",compromise," however, the district court 

142-43; see also JA 1198-99; SPA 102-03). 

With resp~ct to the redaction on page 4 of the May 30,2005 OLe memorand~ 
which court 

~ 

acknowlegged the sensitivity of the information involved, but nonetheless ordered 
~ 

the GcverBment to either disclose the inforlnation or adopt the court's 
" 

comprom.i~e: 
'! 

... Pm 
can the claim 

of redaction by the government And as I told the government 
• - • ~ - .:. I • - ••••• .: 

Again, I leave it to the government to decide whether they insist on the full 
redartion or abide by my ruling or abide by the compromise I suggested. 

, . 

22 
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" " 'J 
\ , 
.1 
i.' 
? 
~ 
~. 

~ 

t. 
~. 

(CA 145J~ 
., 
i 

~ The district court also ordered that references to the classified 
~ , 

li 
intelligeIl;~e method contained in the transcript of the September 30,2009 ex parte, 

Ii 
'I 

in camerq proceeding be disclosed, or oth~ge released in accordance with the 
~ 

court's cqkpronrlse proposal. (IA 1185-86, 1200; SPA 96-97). 
~ , 
l 
~ . 

(U); On October It 2010, the district court entered partial final judgment 
'I 
! 

based on ~1 of its prior rulings concerning the Government' sredactions to the 

OLe me~oranda, as well as its rulings on other documents that are the subject of 
t 

Plaintiffs'~cross-appeal. (JA 1383-87; SPA IOS-(9). 
'­
I 
'.' 

(U) Summary of Argument 

This Court should reverse the district court's 
1 

judgment ;~mpelling disclosure of the infotmation regarding the classified 
:,~ 

intelligen~e method contained in the OLe fuemoranda. . "': 

23 

r ,i 
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~ I. 

The record further establishes that publicly 

disclosing infonnation concerning the classified intelligence method could 
f' , 

reasonabl~ be expected to cause exceptionally grave damage to national security; 
of 

~ 

that this i¥ormation was properly classified; and that the information thus is 
~ t 
i· ? 

exempt :ITom disclosure under Exemption 1. The Governmenf s declarants -
.' 
; . 
~ . 

including:,the present CIA Director, his predecessor, and the then-National 
'; 

Security Advtsor and Assis.tant to the President for National Security - explain in 
~ , 
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( i 
(U)~ The district court exceeded its authority under FOrA by attempting to 

); 

'Lcom.pro+se'~ by crafting purportedly neu~allanguage to substitute for the 
~. 
" 

withheld Fonnation. FOIA pennits a court to order disclosure of non-exempt 
.. . 
I', : 

documen~ and infonnation; it does not perinit the court'to compel the 
~ . 

Governm~t to create modified docwnents that the court believes would not be 
3~ 

exempt. ''the court's apparent reliance on the Classified Information Procedures 
} . 

Act was n\isplaced, as that statute applies only in criminal cases, has materially 
~ 

different purposes (pennitting the use of altered classified infonnarion in order to 

preserve tpe defendant's right to a fair trial), and cannot expand the court's power 

". 
~ 
" 

. . , 
. ~ 

! 
• 
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under FO~. Because the infOImation relating to the classified intelligence 
i~ 
11 

method is exempt from disclosure, it was properly withheld without regard to 
:1 

whether other information or language would be exempt. See infra Point IV. 
~l 

(U) ARGUMENT 
" 

I. (U),;FOIA and the Standard of Review 

(U) ;FOIA "expresses a public policy in favor of disclosure so that the 

public might see what activities federal agencies are engaged in," A. Michae/Js 

Piano v. FTCJ 18 F.3d 138, 143 (2d Cir. 1994). Congress recognized, however, 

that publi~ disclosure is not always in the public interest, and accordingly 
;! 

exempted ~ine categories of information from disclosure. See John Doe Agency v. 
';1 , 

John Doe '90rp., 493 U.S. 146, 152 (1989). \ Those FOIA exemptions "are 

intended ~ have meaningful reach and application.'" Id. 
, 

(U) tAn agency carries its burden'ofproving the applicability ofaFOIA 

exemption'by declaration. Wilner v. NSA. 592 F.3d 60, 73 (2d eir. 2009)., Agency 

declarations are entitled to a presumption of good faith, see ida at 69, and 

"'[s]ummaty judgment is warranted on the basis of agency affidavits when the 

affidavits describe the justifications for nondisclosure with reasonably specific 

,1. , 

26 

L-______ ._-----'--' _. 
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.. " ........ __ ._------------, 

\ 

detail, demonstrate that the information wi~eld logically falls within the claimed 

exemptio~~ and are not controverted by either contrary evidence in the record nor 

by eviden~e of agency bad faith, m td. at 73i (quoting Larson v. Dep 't of State) 565 

F.3d 857,862 (D.C. Cir. 2009). 

. ~; 

(O}~An agency's assertion of a FOIA exemption to withhold documents is 

reviewed de novo. Wilner, 592 F.3d at 69. In the national security context, 

. however, t}le agency's justification for its withholding decision is entitled to 

"substanti~l weight." Wolfv. CIA, 473 FJd 370,374 (D.C. Cir. 2007); see also 

Sims, 471 p.S. at 179 ("The decisions of the Director [of the CIA, in exercising his 
. . 
\ 

authority pUrsuant to the National Security Act], who must of course be familiar 

with 'the ~hole picture' as judges are not, are worthy of great deference given the 
~ 
.; \ 

magnitude~iofthe national security interests and potential risks at stake."). 

" '''Ulti.tn8:te1y, an agency's justification for invoking a FOIA exemption is sufficient 

if it appear~ 'logical' or 'plausible.'" Wilner, 592 F.3.d at 73 (quoting Larson, 565' 

·P.3d at 86Z)~ idat 75; AeLU...,. Dep't of Defense, 628 F.3d 612,619,624 (D.C. 

C~. 2011).:1 

27 
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,.. -. 
1 

" 
~ ., 
i 
; , 
'f' 

i 
ll. (U}} The Government Properly Withhelil Informa.tion Concerning the 

Chlssified Intelligence Method Under FOIA Exemption 3 
r; 

i 
A. ~ (U) Exemption 3 and the Protection in the NSA and CIA Act for 

~ 

.j Intelligence Methods and CIA Functions 

(U}, FOIA Exemption 3,5 U.S.C. § 552(b)(3), shields from public 
!. 
:~ 
'. 

disclosure:;records specifically protected by. another non-FOIA statute. In 
1 

.' 

ad.judicat~g an Exemption 3 claim, the Court must determine (1) whether the 

other sta~te qualifies as an Exemption 3 statute, and (2) whether the withheld 

informatiqh satisfies the criteria of that statute. See Sims, 471 U.S. at 167; 

Pitzgibboil 'Y. CIA, 911 F.2d 755, 761-62 (D.C. Cir. 1990). Bothcriteriaare 

satisfied nere. 
;1 
1\ 

.~ 

(U)lFirst, as the district court noted, plaintiffs have not disputed that 
l ' . , . 
~~ 

Section 1 02A(i)(1) of the NSA and Section' 6 of the CIA Act are both e.xempting 
. . 

statutes ~thin the meaning of Exemption 3. (JA 1375). Indeed, the directives in 

. those sta~tes to protect "intelligence sources and methods" and CIA "functions" 

.i 

from unauthorized disclosure unquestionably trigger the protection of Exemption 

3. See Si1fts, 471 U.S. at 167 .. 68 (discussing prior version ofNSA); Larson, 565 

F.3d at 86~ '(discussing current version ofNSA); Baker v. qIA, 580 F.2d 664,667 

.1 
~ 

.l , 
·1 

,j • 

28 
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;1 
~ , 

(D.C. Cir, 1978) (discussing Section 6 of CIA Act). 
~ r 

(U) Becon4 the information at issue is protected by the NSA and CIA Act. 
I 

~ . 
The questi~n relevant here is simply whether the Government has shown that the 

withheld irifonnation "logically" or "plausibly,U Wilner, 592 F Jd at 73, falls 

" 

within the ~riteria of the NSA and the CIA Act, i.e., that ''release of the requested 
i.­
t 

information can reasonably be expected to lead to unauthorized d~sclosure of 

intelligence sources and methodsn or CIA functions. ,Phillippi V. CIA1 546 F .2d 
I' 

t 

1009, lOL5,n.14 (D.C. Cir. 1976). As explained below, it plainly does. 
;:.. . 

~; 

B. ',(U) The Withheld Information Relates to Intelligence Methods 
ij and CrA Functions ' 

The' Government's declarations establish that 

disclos:ure ~f the withheld information would reveal the Govemmenf s specific 
., 

implementation of a highly sensitive intelligence method employed by the CIA. 

·1 
Ii 
'I 
I 
,. 
rj 29 

~ 
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1 

I ~ 
I 
I' 
f. 

30 
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-I 
~ 

\. 

in conclu~ that disclosing 
~ 
\ 

~ 
~ 
I 

V 
!(. 

if 

~ :: 

;i 
0. -, 
v 
~ 

:;.: 

The district court therefore was entirely wrong 

YVv .......... not reveal an 

31 
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· I, 

~ 
: 

page 4 of the May 30, 2005 OLe memorandum would reveal 

additional !nformation about U.S. intelligence methods and CIA functions. 

33 

Case: 10-4290   Document: 64   Page: 40    03/04/2011    226913    66



I,~ .,. 

, 
~ ; 
' . . , 

Case: 10-4290   Document: 64   Page: 41    03/04/2011    226913    66



" 

" ,l 

. , 

00 (U) o;The Government's declarations in this case therefore establish on their 
I 0 

'i 

face that tIie withheld information concerns intelligence methods and CIA 
t 

functions p.rotected from disclosure under the NSA and CIA Act. That conclusion 
1/ , 

is reinforc~d by the substantial deference that courts must give to those 
°i 

• I 
declaration.s. 

~ 

(U) hhe Supreme Court has made clear that the CIA's judgment in 
" ~ 

detemrlnit:ik what would constitute an unauthorized disclosure of intelligence 
:! 

sources or::nethods is ''very broad:" Sims, 471 U.S. at 168·69. The Court in Sims 

explained ~t Congress vested the CIA with "sweeping power' in the NSA to 
~ . 

r 
! , 
~ , 

35 ~ 
; 
< 
! 

. 

; 
t, 
~ 
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t 
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!~ 

shield its Jhtivities from public disclosure, and emphasi~ed that the statute's "plain 

meaning" ~ot "be squared with any limiting definition that goes beyond the 

~I 
requireme$,t that the ['Withheld] information fall within the Agency's man~te to 

!~ 
collect for~ign intel1igence.'~ fd. at 169. Congress did not linlit the scope of 

~\ 

c;intelligenbe sources and methods" under the NSA in anY,way. ld. Indeed, the 
~ .. 
d • 

CIA ~'wo~d be virtually impotent" without "broad power to protect the secrecy 

and integrity of the intelligence process." ld. at 170. The Supreme Court thus 
:" 

? . 
instructed the judiciary to defer to the CIA's judgments with respect to disclosures 

( 

to ~ 
:! • 
t! 

that may a,:ffect intelligence sources and methods: 
Ii 
:1 

[l]t is the responsibility of the Director of Centra! Intelligence, not 
that :pf the judiciary, to weigh the variety of complex and subtle 

'. factors in determining whether disclosure of information may lead to 
an $acC(!ptable risk of compromi~ing the Agency's intelligence 
ga~ring process. 

ld. at 180; ~ee also Hunt v. CIA, 981 F .2d 1116, 1120 (9th Cir. 1992) (describing 
P~ 
'i: 

Exemptioti3 in conjunction with the NSA as "a near-blanket FOIA exemptionU
), 

.~ 

(U) fMoreover, "[a] specific showmgofpotentialhatm to national security 
.; 

is irrelevax;t to the language of' the NSA because "Congress has already decided" 

that discloke of information protected by the statute "is potentially harmful." , . 
~ :, 
~; 

" .. 
.' 
.~ 
' . 

.t 
• H 

36 : 
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r .. 

Linder v. N$AJ 94 F.3d 693 1 696 (D.C. Cir. 1996) (alterations omitted). The Court 

thus must d~cide only "whether the withheld material relates to intelligence 
/ 

sources andJmethods/' Larson, 565 F.3d at 865, or the CIA's functions of 
I. 

conducting ,intelligence activities and utilizing intelligence methods. 

(U) The Government's declarations easily satisfy the standard of 
u. 
~ 

demonstrating a "logical" or "plausible" basis for the CIAls judgment that the 

withheld lnfonnation pertains to intelligence methods and CIA functions. Wilner, 

592 F.3d at?5. By characterizing this infonnation as merely a "source of 

authority," ~d not an intelligence method, the district court improperly narrowed 

the scope o~ intelligence methods and CIA functions protected by the NSA and 

CIA Act (8.l1d therefore Exemption 3). This is precisely what the Supreme Court 

has admoni~hed courts not to do. The Court 'in Sims reversed the court of appeals' 

determination that only certain intelligence sources were entitled to protection 
, 

under the N$A and Exemption 3, concluding that the lower court's "narrowing" of 

the CIA'g authority to protect intelligence sources and methods "not only 
(. 

contravene~d] the express intention of Congress, but also overlook[ed] the 

practical necessities of modem intelligence gathering - the very reason Congress 

:i 

f: 
:,t 

37 
, 
.; 
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~ 
!i 
'( 

! 

;; 

entrusted ~e Agency with sweeping power to protect its 'intelligence sources and 
r. 
~ 

methods.''', 471 U.S. at 169. The district court here likewise erred in imposing its 
,I 

'i 

own defm1#on of intelligence methods rather than deferring to the CIA's informed 
~ 

judgment. IThis Court ~cordingly should reverse the judgment of the district 

court. 

m. (U) tThe Government Properly Withheld Information Concerning the 
CJa~sified Intelligence Method Under Exemption 1 

~ 
r. 

A. :; 
; 

, .. 
~ 

(U) Exemption 1 and the Classification of Intelligence Methods 
and Activities Under Executive Order 12t958 

(U) OE~emption 1 ofFOIA, 5 U.S.C. § S52(b)(1)1 provides an independent 
f~ • 

~ 

basis to wi}tmold the classified intelligence 'method from public disclosure. 
~ 

ExemptioI1; 1 protects matters that are "specifically authorized under criteria 

establishe4 by an Executive Order to be kept secret in the interest of national 
i 
( 

defense ot;;foreign policy," and "are in fact properly classified pursuant to such 
", 

1 

Executive prder." S U.S.C. § 552(b)(1). As relevant here, Executive Order 

12,958, as ,lunended, authorized the classification of information concerning 
~ 

'lintelligenge activities (including special activities), [an4J intelligence sources or 
'I 

methods," \so long as an original classification authority "determines that the 

~ 
j 
'j 

J~ 3S '. 

Ii 

i, 
1· 
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unauthorized disclosure of the [information] ... reasonably could be expected to 

result in damage to the national securityH and "is able to identify or describe the 

damage." Exec. Order 12,958 §§ 1.4(c), 1.1(4),68 Fed. Reg. 15,315-34, at 15,315, 

15,317: 

(U) As in the Exemption 3 context, in reviewing the Executive Branch's 

classification determination under FOIA Exemption 1, "substantial weight" must 

be accorded agency affidavits concerning the classified status of the records at 

issue. Doherty v. DOJ, 775 F.2d 49,52 (2d Cir. 1985). This Court recently 

observed in Wilner that: 

we have consistently deferred to executive affidavits predicting harm 
to the national security, and have found it unwise to undertake 
searching judicial review. We affirm our deferential posture in FOIA 
cases regarding the uniquely executive purview of national security. 
Recognizing the relative competencies of the executive and judiciary, 
we believe that it is bad law and bad policy to second-guess the 
predictive jU,dgments made by the government's intelligence agencies, 
regarding questions such as whether disclosure of 

• (U) There is no dispute that the remaining criteria for proper classification 
are satisfied: Information Review Officer Hilton was delegated original 
classification authority within the meaning of Executive Order 12,958 (see JA 549 
~ 6, 555-56 ~ 19); she personally reviewed the classified information at issue (JA 
555-56 ~ 19); and she determined that such information is "owned by the U.S. 
Govemment'~ (JA 556 ~ 20), See Exec. Order 12,958, 68 Fed. Reg. at 15,315. 

39 
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-------~' ,,_ ... _--

;: 
' . . , 

terrorist-related surveillance records \/vU'UH..J. 

sec~~. . 

592 F.3d atil76 (internal citations and marks omitted). Accordingly, 
.1 

"[t]he [Go,)~mment's] arguments need only' both 'plausible' and 'logical' to 

justify the i1.vocation of' Exemption 1. A 

F.3d at 75. :/ 

, 628 F.3d at 624; see Wilner, 592 

B. " (U) The Government Has Demonstrated That the Withheld 
)/ Information Was Properly CI.ssified . 
· I 

I 

(U) J'he Government's declarations plainly establish that the information 
~ I 

concerning;th~ classified intelligence metho~ withheld from. the OLC memoranda. 
" i 

! 
falls square!y within the category of "intelli&ence activities (including special 

, 1 

· i 
activities), [and] intelligence sources or nw1ods" that is properly ~lassified 

! 

pursuant toJ~~xecutive Order 12,958 § 1.4(c)j 68 Fed. Reg. at 15,317. For all ofllie 
1 I . 

1 

reasons' disqussed above with respect to Exemption 3, the infonnation at issue 
r I 
· I 

concerns intelligence methods. See supra Ppint II.B. 

The info~tion also pertains to intelligence 
I 
1 
I 

activities. ~xec. Order 12,958 § l.4(c), 68 

, 
:; 
" 

r; , 
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The GOvernment's declarations also 

demonstra~ that disclosure could reasonably be expected to cause exceptionally 

grave damage to the national security of the United States. 
\. 

i , 
" 
( .. 

41 

~. 
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, 
!':' 

~! 

CO) Damage to Activities and Relationships With F·oreign 
Intelligence Partners 

(u) Revealing the withheld information likely would damage the United 
'. f ' 

'.~ 
:~~ 

t! r 
? 
~ 

" 
~~ 

(: 42 , 
~ . 

. " 
" , 
.;; 
~ 

" ,. 

1 
~ 

~ 

J 
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States' "o~going activities and relationship~ with foreign intelligence liaison 
" 
1 

partners, ~hich are of the utmost importance to the CIA~s overseas intelligence 
h . 

43 

I 
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(U) Revealing Information to Hostiie Organizations and 
Increasing Risk to Intelligence Agents and Sources 

(U) l)isclosure of information relating to the classified intelligence method 
_ r~ 

t " 
would "alertO our adversaries to the existence of that intelligence method, which 

~ . 
~ 

would give them the opportunity to alter their conduct to adapt to this new 

.\ 

.j 

(:: 
~' .. , 

'" 1.-
", 47 
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'~ 
'. 

infonnatici~ and make future intelligence operations more dangerous and less 
'r 
1 
) 

effective·"i (JA 1367'~ 9(b)). This would ~so "increase the risks for all 

individuals involved in those operations." (JA 1368 ~ 9(~)). 
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, 
" i 
0) 

., 
;1 
o • .,. 

*** 

(U) In sum, the Govemment~s declarations make cleat that disclosing 

information concerning the classified intelligence method would "damag[e] 
~~ 
;. 

on·going activities and relationships with foreign intelligence liaison partnerst . , 
(JA 1367 ~~9(a»), "make future intelligenoe operations more dangerous and less 

~ 
effective" ~id, ~ 9(b)), and "increas[e] the risks for all individuals involved in those 

'j 

operations,::including CIA officers and asse~" CJA 1368 , 9(c)). In light of these 

! 

:antioipated~harms, the intelligence method is properly classified as TOP SECRET 
~ . 
j 

because its;fdisclosure "reasonably could pe expected to result in extremely grave 
J . 
.:. 0, 

damage to the national security," CJA 568 ~ 40; see JA 557-58 mr 22-23 (citing 
~ 

Executive ¢rder 12,958)). 

(U) the Government's justifications for the classification of this 
;! 
'. 

information: are "logical'l and "plausible,H and thus entitled to substantial 
, . . , 

:i 

~i , 
c· 
o 
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deference from this Court. 
~ 

73, 75; ACLU, 628 F.3d at 619, 
r I 

624; cf. als~ Wilson v. CIA, 586 F.3d 171, 1~6 (2d Cir. 2009) (deferring to harms 
~ ·1 

predicted by' CIA because agency provided "tational and plausible reasons for 
,. . i 

cc;mtinued cJassification"). Courts consistently have deferred to the Executive 

Branch' a as~essment that disclosure of clas.i~ed information would cause 

precisely ~~se kinds ofhanns. See, e.g., AdLD; 628 FJd at 625,626 (deferring 
: I 
· . i 

to Executive Branch's assessment that revelation ofinfonnation would harm. 
~ j . 

national se~urity by undermining agency's atility to secure cooperation of foreign 

, i 

governments, and by advising hostile forei~ governments and other organizations 
I 

· I 
of me Unit~Jd States' intelligence operationS'Im.aking future operations more 

· I 

difficult ~ more dangerous); Lars on, 565 rd at 863-64 (deferring to Executive 

Branch's assessment that intelligence sources could well refuse to supply 
· I 

informatiodfif CIA is unable to maintain conbdentiaHty of relationship ); Wolf, 473 . 
~ I . 

FJd at 376 Jexposure ofinfonnation concetg CIA's. secret relationship with 

. foreign nati6na1 could be expected to 'affect United States' relations with 

that countrY); see also Sims, 471 U.S. at 17 

interest in protecting both the secrecy of important to our national 

': 
'i 52 

, 
I . , 

L....-_______ ---' _______ ._. _ ...... . 

Case: 10-4290   Document: 64   Page: 59    03/04/2011    226913    66



security kd the appeatance of confidentiality so essential to the effective 
.I 
'I 

operatio4, of our foreign intelligence service." (citation and internal quotation 
r. 

marks 0rrrtted)); Phillippi, 655 F.2d at 1332 ("[T]he FOIA does not require the 

CIA to li~ten the task of our adversaries around the world by providing them 
~ 
~ 

with documentary assistance from which to piece together the truth."). In short, 
! 

the Goverpment properly invoked Exemptipn 1, ~ the district court's judgment 
~. 

can be re~~rsed on that independent ground. 
'j . 

IV. (U); The District Court's "Compromise Proposal" Exceeded Its 
AutJtority Under FOIA 

:) 
" 

(U) '~Finally, the district court's effort to craft a "compromise proposal'" 
or 
~ 

wb,ereby the Government could avoid public disclosure of information regarding 
~. 

~ , 

the classified intelligence method only by substituting a purportedly neutral phrase 
~ l 

~. 

invented by the district court(CA 149.50; see CA 142-46, 151), exceeded the 
f-
~ 

court's authority under FOIA. 
'~ 

i 
(U) ,FOIA does not pennit courts to compel an agency to produce anythlng 

~ ; r .. . . 

otherthan!esponsive, non· exempt records. See 5 U.S.C. § 5S2(a)(4)(B) (district ,. 
I 

court "has jurisdiction to enjoin the agency from withholding agency records and 

~ 
\ ,r ., 

it 
;f 
;, 
" . ;, 

't 
i 

53 
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,'. 
\ 

,t , . 
to order th~ production of any agency reC()rC1S 

I. 

~ 
complainant). Once an agency establishes information falls within a FOIA ' 

exemptioI\it cannot be compelled to prod 
~ 

that infonnation, even in an altered 

or modifie1 form. See, e.g., Kissinger v. gh .. ,l-\""~n,.n Comm. for Freedom o/the 
'/ 

Press, 445 y.S. 136, 152 (1980) ("The Act 
i 
'! 

retain docuinents."); NLRB v. Sears, Roeb 
'7-

not obligate agencies to create or 

& Co., 421 U.S. 132, 162 (1975) 

(FOIA "only requires disclosure of certain C1Qcmnlents which the law requires the 
I 

agency to PJepare or which the agency has for its own reasons to create"); 
! , 

, I 

Carsonv. q,S. Office of Special Counsel, 534 F. Supp. 2d 99, 103 (D.D.C. 2008) 
, I 

i i 

("[p]laintiffs request that this Court order th~ defendant to create records or to 
f, ! 

r~nder opinions ... is not cognizable under 4e FOIA.tJ). 
, 'j 

(U) ¥ere, the district court acknowledged the potential harms that could be 
:; 
i 

expected to:iflow from public disclosure of concerning the classified 
~I 
I, 

intelligence:!method. (CA 145; see also CA· 142, 148.49). The district court 

recognized that revealing this information chill our relationship with foreign 

allies and b~ used by hostile groups to the, States' detriment. (CA 142, 145, 

146). The c,Plll1: stated thB.t it deferred to the Branch's assessments in 

• ~ 

'" I. 54 
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I 
~ 

i 
this regard. (CA 

~ 
~ 

. " 
CU} Once the district court determined that the Government's judgments of 

harm wer~ reasonable and entitled to deference, its inquiry should have ended .. 
:1 

The distri!?t court had no authority under FOIA to attempt to devise substitu.te text 
!" • 
I· 
I 

for exemPJ information that, in its judgment, would avoid the harms that could be 

expected t}o flow from disclosure of such infonnation. Cf Wilner. 592 F.3d at 76 
• 

("Recognizing the relative competencies of the executive and judiciary, we believe 
t 

that it is b~d law and bad policy to second~guess the predictive judgments made by 
, 

the goyernp1ent's iiltelligence agencies." (internal quotation marks and citation 
l 

omitted)). g 
r 
t 

(U) :.The district court's apparent reli$nce on the Classified Infonnation 

Procedure~. Act ("CIPA"), 18 U.S.C. App. 3, §§ 1~16, as a basis to expand the 
t I 

scope ofa~ailable relief under FOIA (see Cl\ 149-50) was erroneous." CIPA 
11 

applies ex~lusivelY in criminal cases. See 18 U.S.C. App. 3, §§ 2-3, 5. 
~ 
,> 

t~ 

· (U) The district court specifically referred to the "elSA, Confidential 
Informatio:p. Securities Act." (JA 1184-85; SPA 95-96). It appears that the court 
intended td refer to CIP A, as ~'CISA" does not exist2 and the court described the 
statute as providing a procedure for handling the introduction of classified 
evidence irl criminal trials. (Id.). 

!i 
; , 
t 
/I 

11 
~ S5 

I 
I 

I 
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'f r ,: 
~ 
1 

jj 
(U)j By adopting CIPA~like procedures in the FOIA context (CA 149-50), 

, 

the distriJ court also failed to appreciate the materially distinct purpo~es 
f 

anhnating!those statutes. eIP A ''was designed to establish procedures to 
~ 

harmonize a defendant's right to obtain and present exculpatory material upon his 
~ 

trial and th.e government)s right to protect classified material in the national 
1~ ;! . ,: 

interest." :United States v. Pappas, 94 F.3d 795, 799 (2d eir. 1996) (internal 
0.\ 
1. 
lr 

quotation marks omitted).* CIPA's procedures allow a c'ourt to authorize the 
\. ' .' 

Govemmept to disclose information in an unclassified and modified form to 
f ' 
J . ' . 

ensure that a defendant receives a fair trial, while protecting se1;lSitive classified 
~. 

'i ,. 

infonnatioh from disclosure. 18 U.S.C. App. 3, § 6(0). Significantly, the 
;, 
·s 
'I 

Governmefit retains ultimate control as to whether classified information will be , . 
~ , 

disclosed, '41 any fo~ during the criminal proceedings, td. § 6( e), and the 

Governm.eb,.t always retains the option to diJcontinue the prosecution if it deems it 
~ . 

~ , 

. (D) Congress also intended to "minimize the problem of so-called 
graymail ~ a threat by the defendant to disclose classified information in the 
course oftiial- by requiring a ruling on the admissibility of the classified 
info1mation before trial." ld. (quoting S. Rep. No. 8~3, 96th Cong., 2d Sess. 2, 
reprinted iIi 1980 U.S.S.C.A.N. 4294, 4295). As courts have Doted, this concern 
cuts agains~ allo'Wing disclosure in the civil litigation context. See Sterling v. 
Tenet, 416 f.3d 338,343,347-48 (4th C4'. 2005). 

,) 
': , 
~ 

S6 
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necessary. 

(U) This contrasts sharply with FOIA. A FOrA requester's need for 

documents responsive to his or her request is irrelevant to the propriety of 

disclosure. See DOJv. Reporters Comm./or Freedom o/the Press, 489 U.S. 749, 

771 (1989). The only issue for a court adjudicating an agency's withholding of 

records is whether the rec~rds fall within any of the nine exemptions delineated by 

the statute. 5 U.S.C. § 5S2(b). And unlike in criminal cases, the Government does 

not have the option of discontinuing a FOIA case in order to avoid disclosure of 

classified national security information, nor can the Government restrict the right 

of the person receiving the information to publish that material. Under FOIA, 

release to one requester requires release to all requesters. Nat 'Z Archives & 

Records Adm. v. Favish, 541 U.S. 157, 174 (2004) ("It must be remembered that 

once there is disclosure, the information belongs to the general public."). 

(U) There is therefore no basis for a district court to "compromise" under 

FOIA. Where, as here, information is protected by a FOIA exemption, it may be 

withheld, without regard to whether other language or jnformation would be 

exempt. 

57 
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" .. I 
(U) Conclusion 

,~ 

(Uj; For the foregoing reasollS, the district court's judgment dated October 
, , . . ' 

1, 2010, crmpelling disclosure of information concerning the classified 
; 

inte11igenge method contained in the OLe memoranda, should be reversed. 
": 

Dated: New York, New York 
\'e 
.~ March 4, 2011 

Respectfully submitted, 

TONYwtST, 
Assistant l.ttorney General 

IAN HEA ill GERSHENGORN, 
Deputy As~istant Attorney General 

" , 

" DOUGLAS N. LETTB~ 
MATTHEW M. COLLETTE, 
Attorneys, Appellate Staff 
Civil Divis,ion 
u.s. Depaf:tm.ent of Justice 

I:, 
-I ., 
" 

. 
I~ 

" 

i 
i 

• .1: 

~! .' , 

PREET BHARARA, 
United States Attorney for the 
Southern District o/New York, 
Attorney for Defendcmts~Appellants­
Cross-Appellees. 

. TARA M. LA MORTB-, 
,AMY A. BARCELO, 
. SARAH S. NORMAND, 
Assistant United States Attorneys 

L-_____ ---'-----------... _.-.. _.-. 

Case: 10-4290   Document: 64   Page: 65    03/04/2011    226913    66



CERTIFICATE OF COMPLIANCE

Pursuant to Rule 32(a)(7)(C) of the Federal Rules of Appellate Procedure,

the undersigned counsel hereby certifies that this brief complies with the type-

volume limitation of Rule 32(a)(7)(B).  As measured by the word processing

system used to prepare this brief, there are 11,528 words in this brief.

PREET BHARARA,

United States Attorney for the
Southern District of New York,
Attorney for Defendants-Appellants-
Cross-Appellees

By: TARA LA MORTE,

Assistant United States Attorney

Case: 10-4290   Document: 64   Page: 66    03/04/2011    226913    66


