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Ly GENERAL PROVISIONS

Ao (U1} In sceordance with 30 T8 §8 18GHD) and 18214}, these procedures govern the
seguisiiion, mtontion, sud dissemination of nonpublicly aveilable Infbrmation conpenng
uwnconsenting United States pevsons that the Federal Buaresu of Investigation (FB1) obtamns
mrirsuant fo orders issusd by the Forsdgn Intalligance Survsillance Cowt (FISC or the Tty or
epergeney authorizations by the Atwney General under the Foreign Inteliipence Surveillancs
Aot of 1978, as amended (FISAY SO LLS.C §5 18011811 and 1R21-1830. Bxoepm where
indicated, these procedures apply to FIXA-acquired Information in any form. For the pueposs of
these procedures, the torey “applicable FISA suthority™ refors to both FiSCeandered snd Attomey
Geners! suthorized {ticc::imﬁ;éﬁ surveilianee or physiond search condusted i a2 partivular case
purswant o FIRA. The Altoraey Gevergl hes adopted these provedures sfler voncluding that they
mest the reguirsments of 30 LLE.C. 5 1801(H) snd 182144} beomuse they are specific procedures
that are reaspnably designed in Habt of the purpose and technigue of the parBoudar «mrseﬁhﬁm
or physiead search fo mintogze the soqudsition and retention, and probibit the dissemination, of
nonpublicly available inforawtion somen g snsonseutin 113 Uniied Stntes persons consistend
with the nued of the United States 1o obtaie, preduce, and dissaminate forelgn ntetligence
intormmation qad othorwise compert with the slattdory delmition of minimization procedures. In
accordas with 30 L8000 § 403-1{008), the Director of Nallwed Inielligence (ONT) hag
provided assistanos to the Attorey General with respest to she dissemination procadures set
forth boroin so that FISA-sequired adfonmation may be wsed efficiontly and affectively R

forcign intelligence parposes
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B (U} Pureusnt o SO LS 88 1806s) and 1825{(8), no wformation aoquired parsuant
FISA may be nyed or digclosed by Pedersl officers or emplovees except for Jlawdl paposes,
_§?:ic‘su;§“za?wn acquirad from slectronic survelllonce or physiedd search condusted under FIRA.
concorning Linted Mates persony may be used and dixclosed by Foderal officers mnd emplnvess
without the consent of the Undted States persons ondy hoapeerdarwe with those muinimization
procedures and sny modified o sopplomontst nunimization procodures thal may aoply, These
prccedures do not apple to pubdichy available idormation concorning Untied Statey persons, noy

do ey apply to inforwtion that s aoquired, refained, or dissenunated with a United States

person’s consent, i&ad_éitimz, sxoep or the provisions sof foeth below regarding attoanev-chiot

b3 -1 !
b7E -1

L 98 {0 These procedures sdopt the delinttions set fordh In SQ UR.C § 1801, inphuding these
for the feems “loraign intelligence indirmuetion” rod “Uniied States person.”™ Foy ifi.}.}.‘i}}uﬁt}ﬁ ot
these procedares, if an individusd is bnown & be focatad o the United Mates, or i it i3 ot
koowy whother the individual is located in or eutside af the ! g Staies, bo or she sheudd be
presumed to be a Untted States person vnless the individual ie identifiod as an alion whe has not
twen admitted for permanent residence or clroumstanees give rise fo the reasonable belef that t
mdivideal s not a Thntled Sindes person, Wan indieidial is known orbelieved 1o be Jocated
apdside the Unifed States, be or she should be presomed 1o b g non-United Stedes person widess

the individual is idontifiod as o United States purson or clamstances give rise to the reasonsble

FORYN

5
e
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beltef that the individus! is & United Ristos porson, 1o an sn-line operstion, 18 is not known
sehether an individua! 1 lossted in or owtside of the United Sisfes, he or she should be provurned
{o be a not-TUnited Siates person nndess the individusl s Wentificd a3 a Uniied Statos porson o

cirpunmtanees give sise to the reasonable bodief ﬁm the individiad I 8 United Stotes parson.

L {1 1 FRL personngl, which, for the payposes of these procedures, inclodes gl
gevdraciors angd others suthorized fo work undey the divertion and control of the FREon FISA

related matters, snconnter & situation thet they believe requiives tham fo st inconsiaently with

- these procodunes in ondsy 1o protect the national secority of the Uniied States, enforce the
imingl faw, or profect e or propesty from sarious hamm, those porsonned] immedistely should
contect FBI Headguwrdors and the {}'ﬁiﬁéa of Ttelligenos of the Nattonal Seonrity Diviston of the
’ Dapariment of Juetice (NSDY o requast that these procedures iw mndified. The United Stgtes
may obiain modifications to these rovedures with the spproval s:.)f the Atorney Genersl and a
detvomination by the FINC ihat the modified proosdurss oot the definition of minimization
provedires uder sections 1RO sndfor IR2108) of FISAL

E. {11} ] o ovder to protect ageinst ay inavediate threat to umae B, the PRI determines
that it must ke sction o spparent departure from these mrovedures and thet it is o fossible w
obisin & timely modification of these provedures from the FISC, the FBI shall report that sctivity
pompthy 1o the NS0, which shall notify the FISC promplly of such (.ts,iwa‘i}

E. {11} MNothing o these provedures shall restoict the FBUs performance of Tawful oversight
fusciions of its parsonmel or svslenus, or lawfnl oversight functions of the NAI or the

Departmeant of Justice Office of the Inspectoy General, Shmilarty, and votwithsianding sy other

QEFURN
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seciion i these ocedures, the FBI may use information acguived pursuant to FISA (o condwt

securily assessments of s svsfems n ondey to ansure that FRT systons have oot been

commpronaised. These secutity assessmsnts mmy Inclade, but are not lmied to, the wmporary

vetention of FiSA~scquived information in & separate gestom fin 8 period not to gxgeed ong yegr,

While relained W such 8 systern By seeuniiy assesonents, such FISA-acquired information may

not be acoessed or any other purpose. Any infonmation retained foy this purpose may be
dissemminated only In accordancs with the applicable provisions of these provedares,

L ) ACDUISITION

A {1} Acqguisiiion — Electronie Surveilisnce.

1s {11} Prior o initiating slocteonto sorveillancs, the FBI shall verify thet the

- e i e e e e

frility

o place mb which i# will direct swreeillance s the facilily o place spedified i the applicable

FISA wuthority. The FBE i under » continuing obligation o verily thel the suthorieed target of

the swrvelllancs uses or is abonn fo nae the faollity oo place & which the sarveilisnce Ty divecied

duving the suthorised period of srveillance. The FBI shall teominabe slectronde surveiliance of 8

- factlity or phaee g3 soon as i ddelamonnes that the authorized targst of the destranie suwrvaillance

ne fonger uses, pov i about 10 wee, the facility or place, and shall prosoptly notify e NSD of

such frmbation.

bl -1
b3 -1

W When condueting electromio surveillance of a Gellity or place pursuang o P7E 71, 2

the applivatle FISA swihority, the FBI may sequire, nsiog the means and to the extond approved

by the cosart o swtharized by the Attamey Guseral for that facility or place

[}
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bl -1
b3 -1
b7E -1, 2

available information or copsrmanioadions of ey concarning uneonsaating Uatled Sates paasons

that are pnd fowadon indsdlosnee indl 3 redsfine i 8 taeaet of the et Barcs and i
(8]
bl -1
b3 -1
b7E -1, 2¢
bl -1
b3 -1
b7E -1,2

frapvad personned of the FBL nod including contrastons

bl -1
b3 -1

Prarsuant o 50 UG, § 1R24(OQNB)-
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rrrrrrrrrrrrrrrrr bl -1
b3 -1

b7E -1, 2

{1¥, other persony ~Paay assist i the phesteal searchoas

specifiod t the applicable FISA anthority,

2 (1 Conducting Phyveical Search,

(U} Prior fo it aii:ﬁg physics] search, the FEI shell venty thet the promises o property
at which it will conduct physical seareh is the premnises or property speciffed in the applicable
FISA sutherlty, The FRI shall conduet physival seavch with the mindmum bntrusion necsesary to
acguire the foreign mviclligonce information soughl. Porsonnel eonducling ph.}e‘:;éeéi search shall
exerciss reasonable judement in delermining whether the information, reatert ’ﬁ Oy property
revealed threugh the search ressonably appears to be forcign m&’i gonee nfrmestion welading W
a target of the search o ovidanee of a erime. The FBI sl condact the search in accordanse

with the applicsble FISA authornily.

i 0 Avessolssauch. For phossical seareh of pranises or property, affer

eonducting any necessary protective swoep, the FBI shall, where reagonably foasible, Hmit
scareh arcas to locstiony within promises or property whare the FBI rexsonably expaots thats {1
forelen tviellgence Information may be stored ar conceuled by the target; or (1) fusign
intelligence infoouation welated to the target or the setivities of the tuget may be fownd.
b (11 Mgy of Search. The VB may conduct physical search using the
mothods most suttshle for soquiring {m: foreign intelligencs inforraation soughi in light of'the
particular circomstances of the sech,. When condeeting g physical search of electronie data, the

FRI may soquire all informstion, comnnnivetions, or data selating to the farget In accardance

with the applivable FISA anthority, Methods used fo conduet phesical seaveh may include

SEC
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mspeetion; examingtion; reproduction; tunporary removal; marking for identificaiion; festing

abteration; substitution; or seizure of information, msterial, or property.

bl -1
b3 -1
b7E -1, 2

it

[5]

.

i
N

Uy Deatramtive Tosting, The PRI may condust destractive tegting

of materis! discovered in 3 physical ssareh only whon suchs teating

is prosided for tn the applivable FISA authority v in case of

snergency when reasonably necessary 1o protect ageinst

immediate threat Yo puldic safety.

AN United Stefos Person Infrmation, Matenal gr Propards

;
bl -1
b3 -1

L7E -1, 2i

e

SECUESEH
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kN {UY Physical Ssarch Involving Ml or Privete Courises,

% -Jg

bl -1
b3 -1
b7E -1,2

i “‘53

4 @) Begnnd of nformation Collested tn Bhvsicsl Search.
(1) The FBI shall keep racords identifving all nfonmation, material, ot propurty
aequired during a physical search.

h {0 Report of Phvsicyl Search

Y Wb seven business days following the execption of a plyyaical search, o
recelving votion that a search haw been excented, snd for wivich the FISC ordered that 2 ssarch

return he fled, the TR shall notify the NED of the date the search ook place. The mreceding

. bl -1
% b3 -1
S) b7E -1,2

resptrement shall not appl

SEC
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L IRINEY Acguisition —~ Third Paviiex.

H_” rrrrrrrrrr z}{ 3

) “Thind-parly information” i () nommublicly available information of or

conceming an wwonsenting Uniled Stales person who Is not the aathorized twget of the :

[T SR

particular FISA collestion

bl -1
b3 -1
b7E -1, 2

HEL () RETENTION
A (L) General, Excep! where indicated bolow, these retention provistons apply o FERA-
acguired informetion FBI relains in auy form,

LUy Acesys fo FiSAqseaured mfvvmation reteined inany form, The FBI mest retiin

afl FISA-scguired information andey appropeiniely sevure conditions that Hhndr access to such
nformation only o ndividoals who require nogess in order fo porform theie official dutios or

assist in & lowidl and authorized govermmental fimetion. FRI percoumel with avcess 1o raw FIRA-

SECHETES
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soquired wformation must recetve training on theye minimization procedures before repelving

seeess to mw FISA-gequired Information. Ascess to FiSA~acquired information contained

Y

within diltoront systoms shall be appropuiaiely restricted, oven when the systems are nod

physically sepavated.  Such decurs conditions and Bmitaiions on acoess mxy be effocted by w1 —%

b3 -1 :
phrvsical sepavedion, logics! pavtidon, or & combinetion of bath, b7E -1, 2

i

B. (U} Definitions. For purposes of these procedures: !

U RANEY RIS Ascquived information” mesns all infonmation, pontnunications,
material, or property that the FRI scquires from sleptronic snrvelllanee or physicel search
conductod parsuant 1o FISAL

(O ra bé"‘v«?‘? “Raw FISA-sequired information” s FIR Avaciudred nformation that (8} Is in

the swme or substantially same Reond ss when the FBI soguired 1 or (b} has boon processed
only as proessary o render ¥t into & form in which it can be pvaluxied b accordance with thege
proopdures, Raw FISA-aoquired informaation, bowever, doss not incluade nformation the FBI bas

determined, i secordancs with these procediges, fo reasonnrbly appear to bo forelpn intedligones

bl -1
b3 -1
b7E -1, 2
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informeiion, to be necessary o vaderstend forsign intelligenpe tnformaiion or fo asessg Hs

< : . ; + . o~ + 3
HEDALGS, o7 o be evidencs of a erone

D VAN b7E -1, 2
3. RINF) |

""""""" S RGN Ad Hoe Svstoms - A ad hoo sysbun i sny PRI spplication, progeam, devics,
or process that does not meet the sdelfinition of Electronie and Data NMorage Svstem shove, that i3

Ry

noet governad by Section TLE, and that reteins o provides sceess © raw FiSA-avgquired

mfrmation. Ad boo systems may only be used by FBI porsonne! who s sngaged nor
sssisting with & particalar investigstion snd whiy such FBI persenne! have ressonably ‘
determined thet oy oghnical, analytics), operstional or sequity reasons they cannot fully,

completely, effictentdy or secuvely rovisw ox ;‘,«x};@}}f ze raw FISA-scquired information i an
slectronie and daia storage systam,

SEORE

1§
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oy

. {17y Additens] Provisions Regarding Acoess, Review, and Use of FiSd-aeguived
information

L (U Reviow and use of FIRA~acquired informalion refatmed in any fivny

a. (U} Crenerad. The FBI tay make raw FiSA-noguived Informetion svatlshlie to
avthorized }3» sanned on @ continuing basis for review, tansiation, analysis, and wee In
secordunce with these provedires, Authorized pavsonnel may continue fo scouss raw FISA-
aeguired faformation to determing whetber it rpasonshly sppears to be forelgn ntelligencs
mnformation, o be necessary to wderstaand forsign intelligencs Informution or 1o 885688 itn
unperisnee, o o be evidencs of & orime notwithstanding the fact that other FBI personnel
previcasty may bove reviewed such nformation and determined that it did oot reascnatdy appeay
to be forelgn utelligence information, 1 be necessary fo anderstand forcign infelligence
Information o o rssess Hs imporiance, or o be evidence of @ erlme al the thme of such review

{1} TBI personpel with suthorized sccess t raw FiSA-aoquingd mformation may

feview, iranslole, sopy, tensoribe, anslyze, sonumwize, and vse all such infoomation eﬁiy i
aceordance with these provedures and FISA and only as necessary for the purpose of evalusiing
or detormuung whether it reasonably spprars fo by forsign ntelBgence nfornn i‘is;}}},. to be
pecessary 10 understund Forsign inteliizence information Gr to assess is importance, o v be
pvidence of o wrime. Such personne] shall exerclse reasonabie judgment in making such
e&wzi:uﬂii{}r.;s or determibmtions,

b (U Spormuion swelbyy oriferie Qunes FRI porsommel have sasessed that raw FISA-
avguired information meels one of these orferis, the PR may relain that infeomation for further

imvestigation and snabesis and may dissemingte i in scoordance with these procedures. Pursuant
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SECRE

fo MY LS., §§ 18013 and ISZHAKC), however, tufuomation thal {8 sasossed 0 by ovidonge
of g critpe but not Yo be foreign intelligence information or necessary o wndersiand foveign
intelligenes informstion may only be retained and disseminated for law enforcensent ;‘mr;‘,és:-f:a.
s ALY Uindted Stotes person identities. Before using FISA-soquived informatinn for the

arposs of farther investigation, soabysis, or disseminadion, 'FS}T shall strike, or subsfitne a
characterization by, information of or conesrning 8 Unbisd States person, including that person’s
idendity, 11 i doos nol ressonably appesy to be foreign intelligence information, to be necaesary t
understand or assess the importance of foreign ntelligencs infbrmation, or  be evidece of a
orime, Procossing or analyzing FISA-acquived tnformation within av slectronic snd dats storage
S stern o ad hoe systen: does not Irigger this requirement, This requirement is adso not triggered

by transferring FiSA~aoquired information bobween or among elecironic and dita Morage

systerns, ad hoo svstems, collection platforms, or systoms used s @ic{x for audits snd oversight,

b7E

SECHESS
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do (Y Deolosure cnd diszemination. The FBI may disclose or dissominaio copdoy,
transeviptions, suommanes, and other docnments containing FISA-aoquired infonmation only i
acvordanee with the disclons and dissenmvation procedres set forth in Part 1V below,

& (U Excwlporory, ingeachmem, and p,’ scoverable moterdad, The FB shadl ratain
FiS&-neguived mfbrmstion that iz not foreign infelligence Information tiad has been revipwed
and reasonably appears 1o be excalpatory or epsschment materiad for 3 piming procesding, o

reasonably appears to be discoverable In g oriminal procesding, and shall voat that Information. 7 4

: b3 -1
as 1 18 wore evidenee of g orime. : b7E -1, 2

WY Thind-Parvty Inforsuaion

SECREES

14
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bl -1
b3 -1
b7E -1, 2

g tU) Sensitive Iormaion, Particudsr oave showdd be tuken sehien roviewing
tformation that is sonsitbve information, as defined bedow. No sensdtbve information mmay be
ueed I an analyais or report {such as an Blectronic Communivation (B nnless i 1y fingg

determined that sucl information ressonably appenrs {o be forelgn intelligonce aformation,

i
§
t
H
¥
}
3
1

necessary o andersisnd foreign mtelligonee informalion or sssess s smpariance, or evidenes of
aorime. Information thal ressormably appears to be oraign intelligence information, necesswy in

undersiand forelgn infelligence Information, or necessary o sesesy the importance of forstgn

intelligenes information may be rolsined, wovessad, and dissemingted i accordance with fhese
procedures oven 1 1 is sensitive intormation. Information that rensonabdy sppears to be

pvidenve o 2 orime may be retained, proceased, and dizsemipated for law enforcerent purposes

. arecrdawe with these pwocedures, even of i is sensitive information. Rensitive nformation

o

b3 -1
b7E -1
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b3 -1
b7E -1

2, {11} Provedurss Regarding Aceess to FISA-scquired Infonsation Refained i
Electronie Fornx, Tho PRI way gravt sovess o FIS Acacgnived infonmsdion to afl suthorized
personne] in aveordance with policies establizshed by the Divector, FBI, in consoliation with the
Altemey General or ndesignee. The FBI's polivies regarding sccess shall vary secording o
whether access ineludes raw B INdeauguired information, sud shell be consistent with the FEUs
foveign intelligencs idormution-gathering and information-shacing vesponsibilities, and shall
mchule provistons:

& Permutiing access t FINA-acguired inbonstion only by indivishuls who

require access in prder to perform their job dutise or assist in a lowind and

anthorized governmenta] funchon,

b. Requiring the FB Lo maintaln sconrste records of all porsons o whom i hags
granted scoess fo FibA-sequired nutrmation; and

. Requiring teduing on these minimizstion procedurss and the FBE s policies

rogarding aecess to raw FIRA-acguired intbrmation befbore grapting scoess o raw
FiSA-seguired information.

(L5 The FBY chall provide such policios o the Court when these procedures go inlo
effect. Thereafier, the TRE shall provide soy new policies or waienially modifisd polivies o the

Court on g somiarmngd basis

o

FBI 18-cv-12131-4590



£, (U Bleetronde snd Bads Storare Svelenn

Lo {U) Aeesss to information and suditing reguiremend. The FBRI shall maintsin
gucurate records of al parsons who have acosssed FISA-acquived informetion iy elertronic and
data storage sysiems and swhit tls access records regularly 1 ensure that FIRA-acquired
nformation is only sccessed by authorized ndividuals, tncluding TRI persorme] and the
ihviduads veferenced in Seations LT and VA of these procedures,

& (U} Marking. The FBI shall require the primary case ageat{s) amd hMstherthedr

designees thereinafior “orse comrdinator(z) 7} fo control the marking of rew FISA-avquired
fformation in 8 partioular case thet is raintained &y on clectronis and dals storape systom. A
marking, for example, would inclnde an indieation that the information i foreipn intellipence

information. The PRI shall dentily FiSA-avquired information in electronic and dats storgs
syatems that bas been revipwad and whether that tnformation has bean deternined to ressonably
appear te be fovefgn Intelligance sofbrmation, (o be neoessary o understand foreign intelligones

inforreation or 1 asesas s nportancs, or & be evidence of a erime.

3 (Y CQueries.

#e (U} Users whe sre authorized fo have aopess to raw FISAsacquired informativas in
electranie snd date storage sysiems thal conlaln raw FISA-scquired information may query
detasets containing such vaw FIS A-acquired inforosation i uch systems to fnd, extmnt, review,

transiake, snd assess whetber such Information ressonably appears to be foreign netiigence

FBI 18-cv-12131-460



mformation, to be nevessary fo wedersiand forelgn mielligence lolrmation or assesy is
mnportance, or to be evidence of a erime,

b {11 To the exient veasonably Teasible, suthorized users with access to raw ?E%‘&»
aucprired information vanst design sucly queries to fingd and sxtraet forsign infelligesce
miormaiion oy evidenes of ¢ orime. Authorized wers with secew to raw FiSA-anquired
infonnation n au electronie and date stovage system mny proeesy the sosults of an appropriste

e}{\EF‘f The FBI shall mainiain reeords of all queries, used by those with access to raw

FIS&-aoquirad Infonmation fo guery eleciromge and dals sorag systony b7E -1,2

4. {11} For purpeses of this section, the ferm guary doos not inchuade @ nser®s query of an
FRI slectronis and data sforage Riston tiat contains ravw FIN A-acquired hformativn, where the
user does not reestve taw FiSA-poquired Information in response to the a;aéry pither becanse the
wser has ot been g.;réuta&i gooess o the raw FISA-soquisnd iformation, or bovanse a user who
has been granted such access bos Dmited the quuety such that it canmet return vaw PIR Aaognired

mformation

1%
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4, {17} Retontion Thoe Linits,  The FBI is suthorized fo refatn data in electronie and

dula shorape sysioms as follows:

s (U Brandard for Reteomion. These Proceturss o not Balt the retention of informution

that rexsomably appesrs to be forsign intelligeace informstion, neeossary to mndorstand foreign

ateliigence Information or aasess iis importance, or evidence of & o

b, (13} Snfornunion e Bas vy bevr veviowed, Baw FINA-acquired information thet has

heen rebained bud never reviewesd shall be destroved Sve vears fiom the expisation date of the

docket authorizing the collection nnless spocific authorily is obtained fom ax executive w FRI

Headgaoariers in a position no lower than Assistant Pivector {AD) and Trom NI i retaln the

materigl, and the FISC spproves s now oiention period apon & finding that sneh medHication ie

corsistent with the gpphicgble stetitory definition of “minimization provedums”

VINEY Bnforeugion that s been reviewsd

£

o

sef et dedentified as meeting the

apprifeable stavsdrd. FIRA-avquived informsdion that has been retained and reviewsd, ntt not

identified ns information thiat reasonabdy sppears to be forcign inteliipence infhemation, to be

pecessary 1o understand forgig

1 inteligonce informeation or assess Hs buportanee, or to he

evidenee of & crime, may be retaived and be fally sccesaible to puthovived persoonsd for Dot

bl -1

- ey the expirstion date of the docket suthorizing the collectiog. b3 -1

t; eorn the explration dade of the docket suthoriaing the eolloction, aveess o

suchl ninrmation costained o cloclenie and dats storage sysiems shall be Hadted to
search capaldiities that would produce notice &5 an suthorized wer that inftemation
TESPOISTVE § @ quary exisls, Apmroval fom an exeontive & FBI Headguarters in a
posiion ne lewer than AD, or such persom s destgoee, I8 reguieesd to gadn full sovess to

this informagion,

FBI 18-cv-12131-462



i, FISA-sequived infrmaiion that bas been retained and roviewed, but not identifled ax

mformation that reasencbly appears to be forsign lntelligences, 1o be necessary o

urslerstand forelgn intelliganes nfturuation or sssoss My impariagce, ob fo be evidonos of
{Bpa srimne, shall be destroye vom the axpiration date of the dooket anthovizing the
cotlection unloss specific TOORTAY & oblained frons an executive of FBI Headguarters in
R position no lewer than AD and from NSD @ retain the mstenal, and the FIRC approves
anew retesgion periead npom & Boding that such modification 13 vonsisient with fir
applicably slshuwory delinition of “mintnurstion procedures.”

bl -1
b3 -1

L 5o JKONE) Retention of Attorney-Clicot Communieations. This section governs the

refontion of attomey-clicrt communications In alectronie and data vorage systems. The
sutrpsragraphs relalmg W aticrogy-cliont privileged conmupurdestions apply regadiess of whether

such commeumications e of or copeorning US. posons, In cortain csses, however, the
Oovernment may propose anddor the FIRC wany order the use of supplemental procedures. FRIL
persannet shall consult as approgeiate with ¥R Division Counsel, the ¥BI Offee of General

Coonsel, or the MR o detormuine whether a communication 15 privileged.

RUNEY Targer oharged with o evime prosut o the Unired States Code. As soon &

the FBI koows that a trget Is charged with 2 erime pursaant o the Usiied States Code, the FBI
shnil implement procedures thet cnsure thet the target’s atforaey-client mivilegs is protected.

These procedures shell inehude the Hllowing, wless otherwise authorized by the FISC:

i, Establishment of a roviow am of one of more sxoniiors andfor reviewsrs, who bave b
role it the prosecution of the charged oriming] matter, 1o nibially secess and review
mfarmation or comaunications sequived fhom 1 surveillance or search of & tupe! who is
charged with o arbme porspant fo the United Stefes Code

b1l -1
b3 -1
b7E -1,2

FBI 18-cv-12151-463



bl -1
b3 -1
b7E -1,2

£

S ]

bl -1
b3 -1
b7E -1,2

S A—
o
[ }
-

b1 -1
b3 -1
b7E -1,2

vl Assoon as FBI pereonnel recognive that commundeations befween the person wnder
i e aned hiy aliowey have boen acquiny
" ) b3 -1

3

OO DU Re asuie fraoEBlLelecironie snd datn 18

storage systun coaining raw FInA~-acquived mitrowedion, be recetves electronic

aotitication thet sfteensy-client communicsiions have been aogquins 11z
1

FORN
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bl -1
b3 -1

LT The papese of the notificalion Iy to alert sthees uim mRy reviesy this
TooIanon Al they may encownter privileped commundostions.”

bANGNEY Tareet charged with @ now-Federal crime iy rhe Lavfted Staves and peesosns
pifee than @ forget chorged with a erime v the United Sttes. FRUmonttors and other porsonnsd
with secass o FiSA-oquired information shall be alert for communications that sy be (D
between 8 farged who is charged with & mon-Fed exal crime in the United States and the attorney
eoprosenting the ndivichal In the cﬁmin&i mstier, or {13} bobaven a1 posson other than a target
charged with g orime in the Untled Stades and the attorney roprosenting the individual in e

oringinad maiter.

L PNEY As soon as FRI persennsd know that 8 target is charged with s now-Fedea! crime
i the United States or sompeans other than the fsrget who sppears fo regularly use the targeted
facility, plase, premises oy property is charged with a evime o the United Rates, they shall notify
the Chief Pivision Counsel, PRI Gifice of General Connsed, and WD to determine swhather
suppdemstal provedures or & soparate moniioring wan we roguired. To the absence of such
Sii}?pii?.?}’ltm:‘iﬁ&i prooodurss Gf & sepwate reonitonng feam, a3 xoon as FBI personved recogudes thay
they have aoguired a cormmmunication between {1} & farget who is charged with @ non-Fodoral
crime B the Undted States snd the aftorney represanting the fndividual in the eriminal matier, or

{11} o person pther than a target charged with » orime in the United Stadey and the aticomey

| b1 -1
b3 -1
b7E -1,2

SECE
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bl -1

repressuting the mdividual i the orimingl matter, the FBI shall imploment provedures that :-;’ ‘11 )
E - ’

inchade the foellowing:

£y

| fhe FRI shall senl the originad revond o portion thereof containing that
priviicgod communisation, label # as containing privileged communications, forward the
original recarding contaiming the privileged conmuication o the NSL for sequestration
wiih the FISC, and destray all other coples of the privileged coramumication thatare bl -1
acesasible in bard copy or electronically to syyone other than system scissistrators or b3 -1
shnilar jechnical porsonnel. b7E -1,2

v, As soon as FBI pussonne] recognize that coanmunications bebween the person wuder
crimingd charges and Ms storney have boen avgnire

.
TH

8 SYRT £ T TOVICWE NI TALT OF
which are In an FBI elictronte b1 -1
and daty storage systeom containing row FISA-acguired mormation, he meotves B3 -1

= & T . R 2 i ] 3 |3 . ] b7E _1 7 2
gloptronic netification that attemey-clisn comuunications have beeo acgqudred during the

o
[ }
-

=
o}
e

bl -1
b3 -1
b7E -1,2
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scarch of surssiflsnce. The purpoese of the nodifieation s o alrt others who may review
this informaiion that they may encouster privileged comprunicniions.’

PSUNEY Privifeged cospmpicativns fvoelving lovgeis and ¢ther persons ot churged

7

sefrhs oy ondse for ghe T Oefsesd .*?i;-'}i,«‘sl I|

b1 -1
b3 -1
bTE -1,2

IRENFY FilA-seguived conmmundontioms of & farpet oy other person not ehy srsrw witho a

crire in the Uniled States that e attornee-cliont privileged and retatned by FB i any form

shall not be disseminsted to any other sgency within the Iy telligenoe Community witheid the
approveal of the FREOffiee of thy General Cownsel oy FRI Diviston Covnsel Before any such
dssemination, the Offics of the General Counsel or FBI Division Counsed and FBI personned
shall mske regscaable offords to (1) use wiher non »gzx‘.i'?iiégged sotrzes, inadoding communications
proviousty reviewed by the ¥ BI serenmel, for any information bt the privileged convuuniestion,
1 available, and (2} ulor the dixsemination 1o minhnize or elimioate the disclosure of s
attorney-olient privileged commumication, consistent with the sead to dissensingte fureign

e iii ence informetion or ovidense of & grime,

'é‘H'b ,,,,,,,,,,,,,,,, >< b7E -1, 2
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}é\?; Belbre disseminating any attormey-client privileged commmmnication that

piherwize meets the stondards for disseminntion outside the Ungted Nstes Intedligonce b1 -1
g - N ¢ e _ . . S b3 -1 :
Community, the FBY must obiain the approval of the Attovssy General or the Assistan] Attormey p7r -1, 2

Cieneral S Nattonal Securidy |'$ |

ANEY Al disseminations of privileged communications shall Incdnde langnags

advigsing recipionts that {1) the report cordatngs information that is subivet fo the attorney-client
privilege, (2} the information is provided solely for el genee or fead parposes, and (3) the
arfrmstion may pot by disseminated Rather or used i any tial, heasing, or othey ;}3?{3:;;&;‘,3&5_;@
without oxpress approval by the FRL The FBI mey only grant such approval if suthorized by the

Attorney Uonorsd or the Assistand Atlorney Genorad Tor Nattonal Seourity,

Eaa

b1 -1
le3 -1

b7E -1,2
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| 38 {1 Ad Hoc Systemn, The followdng provisions apply 1o FIS&~-scguired indormetion in

ad hov systoms it addivion 1 those discussad iy Seotion [TLO above,

1. {17 NMandard for Use.

JAGEY HFRI personnel who ave cngaged in or assisting with a partivulay investigation
reasonatdy determine that for techaiead, anslytical, operstional or semurity ressons they cannot
fully, completely, officiently or securaly review or anslyzs raw FiSA-acquired infonmation in an
eloctronie and dale storage systom, the FEI may utilize ad hoe systoms 1o roview ar analyze such
wformation.

2. {1} Bisclosare, Bixcenduation, Complisnce, snd Privilege. The disssnination and
disclosure of FIRA-sequired information fom ad hoe systems are sulject to the Dissendnation
and Disclosure provisions in Sestion IV, Ad hoe systonts are sulgoct o the Compliance
provisions in Section ¥, The proviaions in subpaagraph & below relating fo aitorney-chio
privileged copwnunications apply regardiess of whether such conpmuieations ae of or
concermning I8 ;ﬁr&am,

3. {1 Access to and Ldentifieation of FISA-Asquired Informaton.

a. (U} Acvest to raw FISA-acquired mic)rmatmf: cottained I an ad hoo systers shall be
hmted to tndividuals engaged in o assisting with the pariionlar lnvestigation,
pslividoads conduciing or siding 1y the asscssinont or ansbvsis of that information iIn
support of that investigation, and systerm administrators or othey similer techniead

persennel wher roguive this aceess in ovder to perform their official duties,
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e {15 The FBI shall noiify persorvied with sovess to the ad hoo systers that it includes
raw FiSA-acquived Information
4. {1} Retention of FISA-Acguived lnformstion.

2, (1 Raw FiSA-acquired informaniion conceming wneorsenting 118, parsons may be

refained oo sd boe system in oeder o delenmine whether the afoomation
vexsonably appeass to be fueign intelligence formation, 1 be ascessary to .

uncherstand foreign urelligence infhrmation or assess iy imperianoe, oy to be evidonge
of ¢ wrixoe.

b (L) Any P A-acquired TLE, Peeson informetion that reasonably appears to be

e e e ey O I il ey S

frrsign dmelligence information, to be necessary fo widerstand foredgn intelligence
information or assess s irpportance, or to be evidence of a orime may be relsined i

suad oo svstem withont time Hoilation,

Ao OXONT) FiSA-aequired 118, Person information in an ad hoo svstem that hat not been
determined to be forcign infelligence informabion, necesswry to anderstand forpign
pielligenos nformation or 85508 By iuportanee, or evidence of 8 cuime, shall be
removed from sny ad bov system wo later thas five vears from the expivation of the

docket anthorizing the collection of that information,” unless speeific anthority &

1y 2 -
WP 18)

bl -1

b3 -1
b7E -1,2
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SECRETPH I

-

obtained from an sxecutive at FBI Headgnarters i a posiiion no Jower than Assistant

Privector and KR to retain the Infrpstion, and the FISC approves 8 neow retention
pariod npon s finding thet such modificsdion s consistent with the applicable
statptory defintiion of “miniodzation procodures™

pepsased, or have been granted sccess 1o, taw Fib A~-acguived information In an ad boe
syatern, {1} document ¥ INA-acupived information i an ad hoc aystom that has bepn
dofermined & be Dretgn intelligonce wformation, necsssary o uwndarstend forelgy
itelligence iInfbrnudion or sssess s Bnpeatanes, or evidenes of a orirve, and 3}

document the removal of FISA-aequitred tnformation as reguired in Section HLEY,

3 {10 Anslysis and Gueries of Rew FIS&-Acgquired Information.

{173 Ulaers whe ame authovized o have seeess to ravw FISA-soquired sbornsation i an ad
hoo systom oay analyvze the dads to Sind, extrach, revies, tnoslaie, aud assess whether such
information reasonably appears 1o be Fredgn intalligence information, 1o be mcessary o
wiklerstand foreign intelligence information or assess it imporfancy, or 10 be evidence of » orime.
If datasets which vontain raw FIS A-sequired informstion m wn ad bop systons are gueried, such
gueries must be degigned o Bod snd extract forelgn intellgence wilbrmation or evidonee of a

ST,
: bl -1
b3 -1

b7E -1,2

pr—
[ }
-

SECRE
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&l

an the type of ad boo systen: being us

SDEY The FRI shall document such queries © the oilent reasonably practicable bassd

od, Howover, the FBI shell net be reguived 1o naintain

i =1

g g - . - - o a e b
""" ~fesed 10 sean taw FISA~apguived information o donlily p3 -1

b7E -1, 2

mabware, The PRI shall also nod be reguived o maintadn reconds of 8 system wer™s avtions o sort

& dehined dataset based upon witvibutes of the data,

e Fo KON E Y Target churged with o crime puvsuont o the

ﬁk@f“‘ﬁ*’} Procedures for Hetention of Attornev-Chient Comamunications.

ke

Lo p

{ Statex Cods,

farget ohorged with o sor-Federad erime in the Undted Statex, aned persons ether than g

foorgged obarged with o ovime I the United Slofes. &s soon ax the FRIE koows that a targey

X

is charged with a crime pursusnt o the United States Cade, the FBI shall follow the

Fe

provedures described in Bection HLD 34 I FBI porsonne! Bacover atoragy-client

privileged compumications it an ad oo systen thet Fall within Secton LD S s or b, all

such attorey-chient priviteged communications must immediniely be resoved from the

ad hoe system.

.
5]
fo=4

o1 -1
b3 -1
b7E -1,2
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bl -1
b3 -1
b7E -1,2

SEWTY Other attorsey-vifens privileged comenadet

S‘l"}?q

i To the extent that the atiomey-client privileged conmumioniions are scopwible
i any olpetry
mrrpetatea if

ic and dats sioraoe svsbon the FRE shall sosaee it folloeeem § RLI

o

5

)

bl -1
b3 -1
b7E -1, 2

s

bl -1
b3 -1
b7E -1, 2

1
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@ (1D FBE personnisd shall consult as appropriste with FRI Diviston Connsel, the

FBI Qffice of the General Counscl, or NSEF 1o determine whether & communication is

privideged.

[

bl -1
b3 -1
b7E -1,2
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bl -1
b3 -1
b7E -1,2
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bl -1
b3 -1
b7E -1,2

FBI 18-cv-12131-478



(2

bl -1 |

b3 -1 i
b7E -1,2

H. {1} Additionst Procedures for Retention, Use, and Disclesurs,

L (1) Law Fadorcoment. Pursuant to 30 US.C 8§ 1RG&(E) and 1325{), no
nformation sequired pursumt o an order anthoizing electronic surveillance or physival search
wngler FISA shall be disclosed for law enforosinont paposes unloss such disclozurc s
sccomypanded by o statement that such information, or any fnformation dertved therefron, may
only beused in 3 wriminad procseding with the advanes suthorization of the Adtoraey Genersh
When Attoraey Goners! suthorizafion is sequired, FISA-acquived information, inchuding raw
FisA-aoquired infonmation, may be disclosed for low enforcomon purpeses i oriningl
procesdings.

i {U) Identities. The FRI shall engure that identities of any persons, nchuding
Lindtes! Bistes porsons, thet ressonably appear to be forcign ntelligones iﬁ'ﬁ?&)’fmatim}; 1o be
necessary to understond forelygn el genes infornation or aesess iy imporiowe, ova ke
evidencs of a oyt are scosssible when a query is condipted or made of FISA-scquired
nformalion

3, {3 Prosecutors.

R {L7} The FBI may disclose FISA-scquired information, inchediog raw
FiRA-aequirod mformation, and idomation derived thersfrom, & federal prosseutors and others
workng af their diregtion, for aif lewlnl fovedgn lntelligence and law enforeoment parposes,

including in order fo enable the prosscutors 1o defermine whethee the informstion: {1} s evidence

FBI 18-cv-12131-4790
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of & oxime, {2} containg exeulpatory or tnposchment information; o {3) :n otherwise
diseovetalde wnder the Comstitation ov spplicable federal law. When federal prososotors and
others werking af thelr divestion are provided aceess fo yaw FiSdenegnived information, they
shall bo trained on and comply with these and all {3‘;’%’.‘:&}" appheable mivimization procedurss.

k. (U} In aconrdance with spplicalle Aftceney Gererabapproved policies
and procedures, federal prosecuions may also disclose FIRA-aegudred information, when
npecessary for the prossontors o csery ot thelr vesponstbhilities, inchading o witnesses, targels or
subieets of sn invesigation, or their respestive vounsel, when the FiRaAacquired information
conld be foraign inteligence Information o is ovidence of w ertme. This provigion doos not
restrics & federal prosecutor™s abiliny, In s crimingd proceeding, to dsclose PIRA-aoipdred
information that confains exculpatory or inpeachyaent ioformation gr & otherwise discoverable

prrder the Constitidion or spplicable foderal law.

£ % Ty The PO may not provide Roderal proseotors and others working
at thelr directions with access o raw FISA-acaqudred tnformation valess sovh aecess §s: (a) for

foreign mtelligonos oy kaw sndorcement purposss; () vonsivient with thely responsibilities as
federal prosecators; and {0} pursuant 0 mocedures established by the Attorney General and
meevidhed 10 the FISC The pr{mmﬁms established by the Atiarmey General and provided in the
FI8C shall inchude the ollowing:

i Accoss B raw FIS&-neguived tnformation must be Hotled to that

which is consistent with thelr responsibilitios ay fedordd proscsrdors

FBI 18-cv-12131-480
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and novessary fo oarry aut fheir responsibiiities sfficiently during a
speciiie mvestigation or prosecution;

Aceess 1o raw FIRA-avquired nforadion 1o an FBI electronic and
duta sforage svetem or ad hoe sysiem must be ieguaated froms and
approved by an exemutive at FBI Hesdguarters in & position no
irwer ?Eam Preputy Assistant Diregtor (DAD) and in eopordinabion
with the Deputy Owreral Counised of the FBI Nations] Security

¥

Law Branch or & Seator Bxeeundve Bervice atforney in the National
Secprily Low Branch, and will be o 315 pred on a casc-by-case
basls, Acosas to rew FISA-acquired information in o By offwy

than i an FBI slevtronic snd data stovage systers or ad hov system

orast be requesied from and approved by sy exonutive af FBI

Headgnartoss In a position no lower than Scotion Chiel in he FRI

National Security Branch awd i covrdimaiion with a Section Chigt
in the FBI Mattonal Security Law Branch, and will be considersd
ot B page-bv-case basis;

A request for access must specty to which §§‘i¥ slectronic and dula
storage systony or ad how systers, FISC docket numbers, and

farpeied roilitios the proseoutor needs ackess, why wech scooss i3

peepssary, aud the dumtion of such seoesy;

SECRETSRITQEN
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fv. Al individuals recedving authorization fix have acvess to raw FISA~
acquired mitrmation inan FBI eloctronic and dats storage systom
oy mid hoe system prast receive oy hraining on the systom({sy o
which they seek access, and fraining on the standard muinimigtion
procedures and any relevant supplamental sinamization
wrocedures applivalile to the mibrmalion © which they have sovess;
¥, Access shall be mominsed no latey than e conclusion of the
relevand nvestigation ey prosecution; and
vio Pedersd prosecotors sy inmnediatedy bo given acvess to taw
FISA-goquivedt information 3 FRI porsorel deternine thet an
inmediate theeat to ik o of serions damage to propesty
necessitatos imonediate actess, and if such mmodiate acoess is
ghven to feders] prosecutors, notiffeation shall he made o FRI
Headsoarilers, FBDs Gﬁim:_t of Genersl Couwnsel, aud NED.
L {1} Cither Time Liwmits for Rotention. {1 general, the FBUmay retain FISA-seqoined
mfoermation that seasopably appears 1o be foreign veelligence information, to be peceasary

understond foreipo mdcligencs informaiion oy assess U Imporignee, or 1 be evidonce of & orime.

L 18)

b1 -1
o3 -1
b7E -1,2
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dalz be gecessed within sueh sysiems for the pupose of perfouning delligencs analvsis,

A FRINFY Backup and ovidence copies n FBI systems, Yh; FRImay retlainona
systery emergeney backup or orgine! evidense coples of informuation provided thet ondy system -
admmnistrators or other simtlar technical persormel bave avcess to such infurmation to parfonm

thelr offiedal duties, No ivtellipsree analysis may be perfrmied in such systems, nor niay the

inthe

event that sucl informstion must be used 1o restore lost, destroved, or inscosasible daty, ov 1o

bl -1
b3 -1

provide an originsd evidence vopy, the FBI shall apply these provedurss, invluding any

applicable retention e Hmits, 1o the tndered dala

b7E -1,2
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4. {17} Information refadued o comnection with Htigation matters, The FBI may

temporarily wolain sperific FISA-scquired information that woudd otherseise have o be destroyed

pursuent to these puimmibzaiion :*sm{\eﬁ'am%]

o W—

bl -1
b3 -1 |
b7E -1,2

"""""""""""""""" 5}@&%} Eucrypted {nformation. Raw FiSA.qured infonmetion thet

reasonably appedrs o be aperypted or to conlain seeret neaning may be madmalosd for any
perind of Ume doring which such roadeniad 18 subjeet to, ov of use in, erpptaaaiysis-ﬁr atherwisg 1
deciphering seovet mcaning.  Avcess to such information shall be restsictad to those PRI
personnel engaged in coyplenslysis ar dogiphering secrot mesning. Noapublicly available

nfhrmation concernlag unconsaiing LLE. persons retgined snder s subsection may paly be
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waed for aryptanalysis, and not for any other purmpose, unloss the FRI defermines thay i Iy als

¥
1S
o]

he redamed uoder a seperaty provision of thess Provedures.

prrm—
Exa
s

bl -1
b3 -1
b7E -1,2

L {)g\(?@‘?%i*} Retention tn sther form, FiSA-aognirved mitvmation retained by he FRIin

gy other Boom shall be destroved s spccadancs with the Adtomey Ueneral Guidelings and

relevant National Avcliives and Revords Admindstration procodures roganding the retontion of

information in FBI Investigetions,

IV, {U) DISSEMINATION AND DISCLOSURE

A, (U} Dhsemination of Foercign Intelligenes Information to Federad, Mate, Locel and
Tribad Officials and Ageneies.

(U The FBI may dissensinste FIRA-acquired if‘iarm\zzxgsu that ropsonably appears o be
forpign intell g snee information or is BEOTSNArY 1o understand foreign intelligence information or
assess s baportance in accordance with Rections TV.AL and IV.A2 © Sederal, state, loosd ssd
ribal officials and sgencies with responsibilities relating to national security that roipden agcess
o foreign infelligence information. Such informarion may be deseminuted only consiston with

- the seed of the United Metes fo oflam, praxtuce, sad dissominate foresgn infelligencs information.
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L} Uy Forglen luteligence Information as deBoed in AR US.C B 180 e

(4 The FBI may disseninate to federal, state, loosl snd tbad officiale and agpocies
FISA-poquived informudion converning United States persons that ressonably appears te be
necessary i the ability of the Uniied Stales t protect against: (1Y setusd or potentiad aitaek o

other grave hostile asts of a foreign power or an agent of & foreign posver; (1) sabotags,

internaitonal terronism, or the internstional proliferation of weapons of mass destruction by &

. ;
forgign power or i agent of § Dorcign power: or (i} clandestine intelligence activitivs by an ;
intetligaoce service o network of & forelgn power o by an agent of & foredgn power, f

%

2 {83 Forelgn Intelligence Information s defined o S LS. SIS0 eX 2y,

{11} The FBI may disseminate to federal, state, local and wibal offivialy and agencies
PESA-poguired information concarning United States porsons that rensonably appens to e
mcessary: (1) 1o the nationad defense or the seowity of the Untted Stajes; or 81 the conduct of
the freign affides of the United States. Such infoemmtion shall not he disseminated, honvweevey, in
& manner thad klenhifios 8 Untled Satos person, unless such person’s idestiy is nepassary o

understand foreige ntelligence mdormetion or {o sesess i imporfance,

B, (U) Dissemination of Evidence of 2 Crime to Federal, State, Local and Tribal
Officials, amd the National Center for Missing and Exploited Children.

{15} The FBI may disseminate, for u lvw enfrcernent purgose, FISA~-sognired
information concerning & United Sates porson that reasonably appears o be svidence of & orbe
bat not forelgn intelligence Informetion fo faderdd, state, Toonl, snd teibal lew enforcoms
officialy and agencies. The FBI may also disseminate, or ey enforcement purposes, FISA-

avguired information that reasopably appears we be evidence of 1 crlme velated o child

3%
2
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sxploiiation material, incinding child porsography, to the Natiousd ﬁe‘:ﬂ?&r for Missing and

Exploited Children {KCMECE The FBI shall disseminate such FINA-acguived information n g

yanner consistent with the requirements of Seatton HLG,

£ {1} Dissemination to Forsipn Governments,
Ml\gw The FBI may dizesminate FISA-avgared information concesning inited States

porsons, whish rersonably appears to be foreign intedligence iInfomation, i necesswy 10

winderstand foeign ntelligence information or sssoss iy inporiace, ot & evidenos of 8 orbme

balng disseminated for 2 Loy enforcoment parpose, to officialy {}i"; foreign govermments, as

foluws:

bl -1
b3 -1
b7E -1,2
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bl -1
b3 -1
b7E -1,2
3 {00 The Atterney General, in consultation with the DN or a designee, may
< i3 Fore b3 -1 '
gutheorize b7E -1
Privg to
sranting such authorkration, thoss officials shall consider, anomng other things (1) whether such
s 18 consistont with the nstivnal scownity mivrests of the Usated States, and {2) the elfoct of
stk use on any Kentiliable Untled States porson
4, {11y The FBI shall mabe a woitien recond of each dissersinstion approved
pursusnt to this secton, and indbrmation reparding such disaminations and approvals shall be
b3 -1
b7E -1 -
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B {¥} Disclosare of Raw FifA~sequived Inforwation for Techuieal ge
Linguistic Asskelanen

X&f\?) The FBI may obiain information or conppanications that, becasse of thep
fechrvden! or émgxmm content, pray reguire Rt } v analysis by aher federad agencies

{collertively, “sssisting federal aponcies™} o assist the FBY in detonpining thelr meaning or

disclose FISA~acquived hoformio

o assisting federad

sgencies for further processing and aashysis, The FBI may alsp diseloss, By the parpose of
obtatning techuival oy Hngaistic sseistance, PIRA-acquired information that rogsonably appears

ooy

bl -1

§53b3 -1

b7E -1,2

bl -1
b3 -1
b7E -1,2 .

P

y and Fxplotted Children

o the Ngtiona! Center fio Miss

{ROMEC) for Huther pwmv«rw andd snadysis. The Rdloedog vestrictions apply with respect to

any mstorisds so dizclosed:

L {1 Disclosure o nusisting foderal agencies a@éé NOMEC will be solaly for
mranshation ov snalyvels of such Informetion or corrmunications. Assisting federsd sgencips and
NUMEC will make no nse of any information or any consnuniontion of or concerning s}.u.}?

porson sxeept fo provide tochnical o Bnpudstic sssistance & the FBL

TN The FRT will advize ROMECT ni the sead te coonphy with e resirintions deseribed in Section V.0 with
respeet w informaticn dsclosed 1o NOMEC pursuan to thie seclion.

46
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{17 Discloswwe will be only 1 those persored within assisting fedeeal apenies

g NOMEC tovolbved In the Gaosiation or analysis of such information or vommundeations, The

munber of sieh porsonnel all be restricled © the gxtont rensonably fasible, Thore shall beno

further disclosure of this rew date within sseisting federal agencias or NOMEL.

A

- ><*_<’x§} Assisting federal agencies and NCMEC shall make sy permanent agenoy

sogord of infonmation or commumivations of or converming wyy person referred to in FISA- bl =1

b3 -1

avcanved miormation

b7E -1,2

T

ey

izt

disclosed by the FBI 1o assisting foderal agenciox oy NOMEBC, provided that assisting federal

bl

ageneies or NUMEBC may meintas sooh tomporary reeonds 8% are aovessary to cnabls thesa w

assist the FRI with the wansdation or snelysts of such informetion, Records maintained by

asststing federal agenvies o NOMEC for this pupose may 1ot be dinclosed within the assisting

red

foderal agency or NOMEC, except i personnel nvelved i providing techuica] assistancs to the

FRL

e «i}’éhi) Lipon the vonchusion of such techniond assistance o the FBI, the FISA-

gequired iamation

45 p1 -1
b3 -1
b7E -1,2

diselosed to assishing federal agencies and NCMEL, will either be returnad o the Fil or be

destooyed, with s accourging of such destruction niade to the FEL
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3. (D Any information that assisting federal agensies o NOMEBC provide 1o ihe
FBI ay a yesnlf of sueh teclunonl awsistanee may be dissominated by the FBIE i acoordance with

the apploable minimzation procedures.

,,,,,, ;>§m§| i b1 -1

b3 -1

&é”\#} The FBI may disclose to the Ceenral Dnvelligencs Agesoy (CIA) snd Nattonad bTE -1 ,2

[}

—— %4

1] I 1) BTE -1, 2

""""""""""""""""""" ;;:}2{%&#‘?\3?} Nothing in this Section shadl prohibit or otherwise Bl FBD s msthogity undey
aiher provisions of these procedures fo dissemate o CIA or NSA lnformation acquired

pursaant 1o the Aot sad to which goveming mintmdzation provedures heve besa applied,

FBI 18-cv-12131-491
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¥. {1 Dissesomation of Foregn Intelligenes Information for Terrarist Sereonling.

,,,,, >{<§\ Fy In sddition to dissemination anthorized under othey provinions hevein, fwsign
priciigency mformabion, as dobimned 1n Seolicar T8G1e), may be diseouinated © foderal, st
focal, terrioriad, snd fibal apthorities, foreipn officials and entities, and private seolor entitis
that have a substantial bearing on wanedand seciwity for the porposss of and iy accordasce with
Hospelond Security Presidential Duective 6 and the Meomeorandum of Understanding on the
Tutegonion aad Use of Sursening Infonmntion to Protest Againgt Tervorism snd the addenda
thereta,

G, k‘s{ss‘*‘l\i; Disclosure o the National Countertervorism Center (KUTC) of
Information Acquired i Cuses Related i Terrovism or Countlorterverism.

' %‘Nh In addition 1o othey disclosures perraitied in these procedures, the FRE

mayv brovide o NUTL:

b7E -1, 2

b information it FBI gereral Indices, Inchading the Antonmbed Case Suppord (ACS)
sysiem and any successor system, provided thet such acopss is lunied fo case
classticadons thad are kely 1o contain informnation related to rorrosisny o
counteriersorizm.

RUTC s rovedpt of Inftrmation desoribed o {3) and (b above s contingent apos NOTC s
application of NOTC mindrsization procedares appyosed by e FISC with respect to such

infoomation.
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usder other provisions of these proceduess to dsseoringte to NUTC mformation avqudred

prrsuant 1o the Act and o which goveening minimization procedurss have besn applied.

M ‘ b7E -1, 2
i 3><§«N§§| I

. S }QM} For every surveillance or search from which FRT discloses raw

b7E -1, 2

m H. {{1} Diszemination of Forvign Intelligence Information er Evidence of a Crime
Tavelving Computer latrusions sr Attacks o Privete Entitiee and Individnals,

PNGNFY The FRI may disseminste FISA-nognived tnformetion that reasonshly sppears i
be foreign intelligence Infrmation, is necessary to understand forsigy ntedligance Information

€

DF 3oy iy poriance, oy s evidenve of & evime and tha i reseonably belioves mxy ausist in
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the nutigation or provention of compotor ntrusions or aitacks o private entities o Individuals
that lmve been oy ae gt sk of bemyg viciinized e such nbrasions or stiaeks, o o privale
entities op tz wlivichoaly (soch vy Intornet security compasies and Indernet Service Providers)
capable of providing ssxistancy in mitigaiing or preventing susch nivasions or attacks, Wheeever

ersonably practicable, such dissemination should not include United States person entifying
informastion vnless the FRI rossonably helioves 3t is nopessary 10 caable the recipicat to sssist in
the mitigation oy evention of computer indrasions or attacks.

L {11} Bicsemination to Private Eatities aod Individusls of Foreign Infelligence
Information or Evidence of & Orime Invelving a Matter of Rervous Harm.,

ARFNE) The FB may deseminate FISA~avgquired information thar reasonably appears o
be foroign ntelligence infbrmation, is novessary to understand foreign mislligence nibrostion
oF assesy s Imporiace, or 1 evidencs of @ oriroe fo g private ndivistaal o ;i:.ktli.i by m sinations
where the FB determines that said private individuat e entity is capable of providing assistance
1 mitipating or preveniing serivug coonunnic haom or sorions phystcal am to iifa—:.‘ oF prapty,
Wherever rensonably practivable, weh dissemingtion deuld notl inchde Uniled Staies persen
ideatifving ndoomation unless the FBI reasonebly believes B s necessary o enable the recipient
1o aasist in the ndtipegion or provention of the harm. The FBI will report tor NSIY all
dissenonsiions made pursuant to this paragraph within fen businow days of such dissemination.

B will promoptly report {o the FISD any disserstualions made pucsuant o this poagaph.
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V. (U} COMPLIANCE
A {1y Oversight.

15 To eoswe complispes with these procodureg, the Adomey Generad, through the
Assixtant Attomey Generad {or Natlonsl Securliy or other designes, shall implement policies and
procedures that ensure the good faith complisuce with all of the requirements set forth hevein,
saned shall conduet porfodie minfmization revipws, inchuling reviows at FBI &imgquattm‘s, ficdd
offices, and U8, Adormey™s Offices that receive raw FISA-sequired information presuant i
Ssction HI of these proveduwres. The Attorney Cleneral ad the NS or other desigoes of the

Attorpey Ueneral shall have access to all FisA-aequired information & mc;izmk minimization

reviews and for sl ether kewlid purpeses,

gt b b e e

{15 To agsess © sﬂl}:ﬁvmu, with these provedures, munsmzation reviows shall comsist of
reviews of documents, communications, sudit ?w%% <r sthey information. They shall inclnde, as
approprisie, but are not Envited o

i {1 Roviews of slechonic commumivations or oibey docsmnenis z’&snt’nmm. Fi%
auquived nformation that have been retalned for further nvestigaiion rad snalysis ox
disseminated in arcordance with these procedures.

2 JRENEY Reviews of FISA-acqudrod fifornmation (from slectonis surveiliance and
physioal search) retained in eloctrondv Ty o assess vonplance with these procedures,
including, with regpect ® rew FifS-acquired information in o electronic and data storags
syt that satisivs the egoisonends destnibed 1o Seoticas T of these provedwvs, whether sush

row FISA-aoguired commuamiestions or property have beep properly vlentified as informetion

SECRET
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that reasonably appears to be foreign wtelligence Information, o be neesssary o undarstand

bl -1
b3 -1
b7E -1,2 .

fore .EL.‘{} intelligence information ar o ageeas s importance, or s be svidence of 2 erie, FISA-

sogared communrioations and property may alse be reviewsd fo determine whether they wase

300 ) Audiis of FIS A-geguited information 1o assess the FBDs

compliance with the retontion procedusas fur FiSAssequired infirmation as dotailed thase
b7E -1,2

provedures, The sl may sise include reviewing » sspling of

and accesses o raw FisA-gequired informstion, These

atgdiis may asgist in deternyining the FISA-aomquived Information that was secessed and the
individuals who aceessed the infomation. 1n ture, the mintmization rovisws may mehude
veatfying that the individuals who aceessed the FISA~-scquired information in FBI systoms wors

individuals whe had propeedy been ghven secess wnder FBI padetines,

B. {1 Training.

(Ut The Atorpey General, or o designee, shall ensurs thee adequuate training on these
procedores be provided fo s %p;;w;}a iate porsonnel,
L (U Minimization Briefings.

{11}y Follpwing the anthorization of mﬁectic»‘zmm‘ivit}i, :mi\%i) attorney shall condued »
mirmization bricfing with appropriate FRI personne! responsible for the FISA swrvsillance or

search.
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procedures to N8I,

VL (1) REVIEW OF PROCEDURES

5 The Altoruey Ucncral, or & designee, 1 consuliation with the FBI (e of Gensrad
Counsel, shall review these procedures and deferming whether they romals sppropriste I Hghd of

the tochnwslogy and practicss wused by the FBI no later then June 1, 2021, snd every five vears

therenfier. A writtex report of such review shall be provided o the Coat within six months of

e

the completion of the review.

- = o e *
& e

Jobn P, Carlin
g\ - ; w f Assistant Attormey Gonersd for Maiionsd Secarity
&
(b |
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