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I. (U) GEN~KRAL PROVlSIONS 

A. (U) In accordance \Yith 50 U,S,C §§ 1801 (h) and 1821(4), these procedtffcs govern the 

emcrgc-J.tcy aufaorlzatfons by the Attorney General under the F ordgn Inte!ligcnec Survdll:.mce 

these proccdm'i':'.S, the term ''applicable FISA authodty,, refers to both FJSC~t)ti.forcd and Attorney 

that are reasonably designed. in light of the pmJ>osc and technique of ihe particular smveillance 

infornmtfrm and other.vise cnmport \vith. the statutory definition of minhniz-.atfon procedures, Jn 

acconhmce \vith 50 U.S.C, § 403-1 (J)(6), the Director of.Natinnal Intdlig;ence (O:NI) has 

ptDv.kfod ass.istmwc to the Attorney General \.vith respect to the 1.flssernina:tlnn procedu.n'ls ~mt 

forth .htYci.n so th.at FlSA .. acquired. information may be used dtldcntJy and effectively frJr 

~ 
l 
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U. {U) Punn.mnt to 50 OS,C §§ 1806(a) and 1825(a), no infonnation acquiredpurs:uant to 

procedures do not apply to puhlk!y <:rw:rilahlc inJhrnmtkm concc.rnlng United States persnns, nor 

do thc:y apply to· infon1rntkm that is a{.'qUired, retained, or disseminated v.dth a United States 

pcrst_m\> \:onseut In addition, CXC·l:'..Pt for the provisions set folih befo\V regarding attc:u..i1cy,.clit"'.n.t 

th.est~ pmoedurns.,, if an individual is knmvn to be located in the lJnited States, or if it is not 

kumvn \Vhdher the in<lividmd is kK~atcd in or outside of the 1Jnikd States\ he or she should be 

been admhfad fi:}r penrnme.nt refticl.ence or drct.nnstances give rise to the reasonable helief that the 

~,. 
~ 
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'-'Oi\trm:.:torg ~md othern authorized to work undi.~r the <liR~tfon au<l control of the F.Bl on FIS.A 

these procedures b order to rrnte:ct the na.tiomd security of the. United States. enRxce the 

(~riminal lat.v~ or protect life <Jr property :from S(:rious hann~ those personnel hnmcdiately should 

mav obtain mi:.xlifications. to these mocedures \Nith the af'.'l)l'ova1 of the i\rtornev General <ind. a ~ t :J:·~:J:·~; )' 

detcrm.i11ation hy the FISC that the modified procedures meet the definition of m.iniinization 

pnxx~ch1n .. ~s under S{.1\3tions l80l{h) nndkw 1821(4) nf .F1SA . 

. E.. (U) u: in orc.kr to prntect against an irn.rned .. fa.te threat to humml Hf¢. the FBI detennines 

that it mu..st take action in ai.:wiru:ent deixuitll'e from these nrocedures and that it .is not fc .. "'l.Sible to + ;t l + 

F. {U) Nothing in thes1;.~ procedures sha11.re:strkt the FBI's. perfom1ance ofla.\vfu! oversight 

Hm1..::tions of its persorm.el or systen1s~ or lawful oversight functions of the NSD or the 

3 
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section in these procedures, the FBI may use infonnatlcn acqni.rcd p1..rn:;uant to FJS..1\ to c:omiuct 

\Vhile retained in such a svstt~m :for secrnitv assess1nenls, such FlSA,·<.Kouired lnfnnnation 1nav "" of:' . • . . . . ·i . . . . . . . . . . . . " 

not be accl!ssed. for any other i:nnposc, 1\:ny information rctaim:xt for this purpose may be 

U. (V) ACQlJlSfl'lON 

l , (U) Prior to lnitfating clcct.rcmic surveiUance, the Fm shall verify that tbe hi.dlity 

£'ISA. authotity, The FBI is under i~ C{Httin.uing nblign.tion to v1..~rify Umt tht~ anthorizcd target of 

during the autl1mizt.'tl p-erkxi of smveiflanct\ The FBI sha11 terminatt::~ e!ectronk: snrveHbnce of a 

facility or phl;:,.:e us soon us it detem:dnes that the a.uthorizi.~d target of the ck.x:tronic survd!Ja:ncc 

2 .. 

the appli~..:l.ble FISA authority, the FBI may ac:qu.ir~, using foe rnennos and to th{.~ t:~xti.;~nt i~pprovcd 

by tll(: corn:t or autl1ol'ized by the Attomcv {k'.ncral for that fadllty or phtccJ 
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'):dr1>.T"'' 'N- • •!.- - .:!' - c-- • J.J. l "'I } t"'j·n l l' > L.j ~:-k1') . 'Ot\vtfostanliltlg ooctwn __ .. ii .... , t 1.e f' :>I s.,JH i~ to tne l~x1ent reason<m y 

fr.asibk: (a) use means of surveillance: that arc dt\i:;.igncd to limit the· acqufoition ofnonpubfa.:Jy 

~J") Act]uisitfon - Physkal tw.~-.n~ 
...._~~~~~~~~~~~~~~---'! 

1, (U) P&1'.§9.JlndJ\PXh9ri?.~9JqJ;mJ.1lJ.Kt Physical s~a.rch, 

{UJ ~//NF) Phyf>'i\.ml st~ar(;h shall tx:~ ~;<)ndrn:t.t.xl {mly by; (i) -appropriately authorizt'tl and 

tni.i ned persorw.d vf the FBI, nnt includin~ contwctorsl 

5 
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(D). other person! ... _______________ ...... Jim~y w:;sist in thi~ physical si.mrch W> 

specified in the appHeahle FfS,A authnrity, 

(U) Pdor t(J initiating physh.m1 search, the FBJ shall vt.~rify that the pn;mises or prupcrty 

:FISi\ m.11hority. The FBI sh.all condtKt physicd search ·.,.vith the rninhrn.rin intrusion n-ecess<.wy to 

a target of the search or cYidcncc of a cd1nc, The FRI shall conduct the search in acconiant'.:c 

with the applkmhlc FISA attth(Jrity, 

search m.\.\."l.S to locations \VJ.thin premises or p.roperty vdi.ern the F.BJ reasonably expects that: {i) 

rm~thods n10£t suitable for tKXJ_uidng thi:.~ f~x;;,~ign inte:Hige:nce infhnnatkm sought in Ugbt of the 

\-Vith the appfo::ablc FIS1\ authority, rvlcth-ods used to conduct physical search may indudc: 

bl -1 
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alteration; substitution~ or seizure ofh1fnrrnation~ material, or property, 

i . 

. m. (U) Destructive Testing, The FBI n.Kty conduct destructh:1~ ti.~-sting 

of material discovered in a p. 'hvsic.al search onlv v/hcn such te~tim1 
~ ~ v 

hunwdiat-c: threat to public ;safety, 

bl -1 
b3 -1 
b7E -1, 2 

____ __,bl -1 

~NF) Unit~)-~ts.t~\t@iP~n.>QnJn.E,mJJgtim1, MatcriaL or Prnpe1ivJ l~~E -:1 , 2 j 

. 
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.:L (U) J;hysk:al. Search In:vol.vinq. l\JaH or PrivHte Coi..rrforn. 

h 

I 
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.... s 
...__~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~·~-

acquired during a physlca! search. 

S, (U) £;.gQgJtJ,~fI~hXRJ@JJ~,~1m:h, 

~INF) \Vithin st~vt~n business days follov .. ing the {~xec1~tkn of a ph.ysicd St~ard\ or 

receiving .nntke that a search has heen executed, and for ~sh.k:h the FlSC ordcned that a. ~Karch 
'"' 

reqoirern.ent shnll wJt: apptl .... _________________ ...... lc,s) 
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(SZ/Nf) Acquii,:;iti-On - Third Parties. 

HJ) ~''/NF) ""Third-party information" is; (a) nonpublicly availab1c infom1ation of or 

particular Fl SA co!lectk)J_ 

JU. (U) RKTEN'l'lON 

9 
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(U) 

t. .. l < l . t ·•. 1' ' t't ! puymca • separa.twn, ogrca.1 pal'tltton, or a corn. nnntlon o 1)Qt11. 

conducted pursuant t\"> FIS.\, 

the smne or substa.ntialLy sa:rne fornmt 1:1s \vhen the FBI ~K:qniri;;d it, or (h) has been processed 

detentiined, in accon.fo.rn::e s..vith these :i.:irot:cdures, to ~sonably appear to be fordg11 intelligence 
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\U) 

\U) 

or process that docs not meet the definition f'Jf Ekctro:nic. .and Data Storage Svsten1 H.bove, that is . - . . .. . .. . 

~ 
~ 
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C (U) A<lditi(1n-id Jlrovisfont> Rt~g~rdiug i\.n~l~s..~~ R~vfo'"~ aud Us'.~ of :FISi\,_-a_f,(fUir~d 
infonnatfon 

authc-d?:ed pernonnd on a conthrniug basis for rcvk,\Y, translatkm, analysis, and use in 

in1µortancc, or to L'-C cvidcnt'e of a crime notwithstanding the fact that other FBI penKnn1el 

(U) FBI personnel with authorized a.cce.ss to .ravv FISA_,.;_icquired intb-nnatfr.ix1 may 

or determining \\'hcthcr it rcasoriahly appears tl) be t(xeign _btdligence infa.)rrrn~tion. tn be 

FBl 18-cv-12131-455 



ink~Uigcnce ir&.m:nafam may only be retained and dlssen.)Inated 1hr la\v -enfnrcernent ptrrposes. 

c. {1J) United States person identities, Before using FIS/\,·acquired inh':irmation thr the 

crime, Proccsshig nt mmlyzing FISi\,..-at..:quin:d infommtion \Vithin an dec:tnmic and data storage 

by trnnsfon:ing FlSA,.acqulrcd information bchvcen or among dectrnrdc and data storage 

b7E -1, 2 

~ 
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d. (1J) Dfsctosurf and dissemination. The I'Hl may disclose or disseminate copksi 

act\>nhnce wifh the disdrnmre and dfaserni.nation procedures set forth in Puri TV bdn~v, 

··L (U) ExculpatoJ~y, impf-a:c!mwnt, and discoverable JnateriaL The FBI shall retain 

as if it \VOIT- cvh:k:ncc of a crhnc. 

i1 1nH 11------------------------------------!',L~!v,,,,-><:://NF) ThiNf.I) or(v bi.fbrma.fton 
\.U./....-~~~~~/--~,~---~~~~""'"'"~...._~~~--1 

14 
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d~d~nnincd that such infbn:natfon reasonably appcarn to be :fhn:ign intelligence infbr.n1atien, 

in accordance \Vlth these proced:m-es, even if it is sensitive intllnuation- Se.tIBit.ive inform.atkm 

15 
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peIS<Jrmd in acco:.rdance vdth policies established by the Director, FBI, in constiltation vdth (he 

include provisions.: 

a, Pn111itting access to FISA.,acquircd ill.formation only by individuals vA10 
require access it1 order to pcti:'on:n their job duties t)f assist in a ki:\\'fol and 
nuthorized gnvtmnnental fb.ndion~ 

b. Requiring the FBl to nminta.in a.\x~nwte n.~cords of ~lll persons tc1 \-vhom it has 
granted aczx~ss to FISA~a.cquin.xl infi)ntm:tion; and 

c, Rzxruidng tmining on th\)£t~ n:Jinimfaation prof-t~dur~~s and th~~ FBl's polic.ics 
regarding acecss to rmv FISA"acquircd infonnatkn1 bcthrc granting access to nnv 
F!SA-~Kqi.)frcd informat!otL 

Cmut on a serniammal basis. . 

l ti 
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, f'. . ··' ' ·1 . ,,i t . h . ' ' , " , l l , j• ~, . 1'.''DT . ] d .b .m. onnaiim1 1s on)' ft(~cesf::etl ~}f mit <.~nn.~(t m•.JlVl(.fl.l{.l s, l!l!;.HJ<:JJng ,( rn pcrsorme <m t e 

marking. thr example\ \vould h1c:fod0 an indicatkm. that the infonnatki-n is :foreign int.elHgeni..~~ 

in:l:ormaiion, The FBI shall identify FlSA .. acqufrcd infonnatkm. in eleetrr:<.n.ic and data storage 

information or to assess its importance. or tfJ he evlclc.nce t)f a crime, 

decln.inic and. <lda storage systern!l that c'..inta.b nrw FISA-acquircd infbnnation may query 

translate. and assess tvhethor s1Jch iuformation rcoasonably appears in be fhrejgn intelligence 

~ 
l7 
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impnrtatH.;e, or to be evidi.~tice nf a crirn1,~, 

acquired infor:m.ation must design such que:rks to find and extract foreigTi intelHgern;::e 

•'lUCfV in aco."!.rcla.ncc whh ~~foctkin lILC above, 
~- "' 

bl -1 
b3 -1 

.----1-~J_S_'A_· -_ac_··_.q._u:_ir_e_d_i_n_fi_o_rn_· 1_a_t.i_o_n_t_o_~ ... 1t_1e_.r ..... y_!;:_~1_•ec_'U_r_o_m_'<_;' _ar_1_d_d_a_ta __ s_to_r_~t""'g_o_s.._y_s._tc_1:_·1..._ ___________ .... b ?E _ 1, 2 

informaticm, 
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(S) 

i,S) 

4. (U) Reteutit)n Th:m.' Limit~. Tlrn FBI is authndzed to .retain data in d.ectronk and 

be.en rehdnt:d but never reviewed shall be dcstrcrycd .five years from the expi.ratfon date of the 

Headquarters In a posuton no lower than .Assistant Director (AD) and fr-urn NSD to re;taht the 

mak~riul, and tfa~ FISC approves a nc\'.r retea1tio.n pe.dod upon a finding that such mocfit1c.ation is 

{' i...f . ' d T;'I''' ~ > ' • t'• t• ··i... ' ·i... t ' . d J > .J b ' app11cau e su.rnaar · . r 8h. "acquired. m Drma rnn tna:c u<~S ('.!een .rem.me <.1.t1(1 rev1 e\\'eu, .. ut W.)t 

identified ~ts i.nfonnatk\ll that n;asonably appears to be foreign intdligcnce infonm.'l.tion~ to be 

evidence of a crirne, may be retained and be folly accessible t() ;.nxlhod.z~d personnel for farther 

iii!fo\'i ilhdtITTa!ysi• fuiBom the expiration <late of the <locket authorizing the coHoction. 

LJ f. I lfom IJ19 cxpinit.ion .1..fa.tc ... eA:·. the dor/.Kct.authoor{1ing t.hc co.lk.xtio,1;) t'..1..~cess to 
sue 1. m 'l:)rmat1on co.ntalll.cd m dcctromc and data storage systems shall be mmtcd to 
search capabilitlcsth .. <i.t vvou!cl pt<...r...-1.ucc notkc to an authorized u~r that frifr)n1mtion 
responsive k> a qtH:)f'Y i.,;,xists, A,ppn:rval fmrn an t'.:iwt:~.ri.i·v~: .at FBI Htmdquart1..~rn in .11 

position m) ln\.vcr than .A.D, or such person's designe~\ is required tn guin full access. to 
this infonnatlon" 
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\U) 

ii. FIS.A" acquired infhm1atk•n that has heen retained and revi ei,:ved, hut 110& identified as 
. · f· · ·=t' · t·]··~i· ,., ·· ~ ~" 1" 1 '<• "'' '\< t·· ·1\<-> i-~'l '"'-.,. ; t· Jr'n: · ,. t· · 1Y · .. ,. ··"•r '·t· HhonlM wn l<-<. .. l~&':i(..J .. <'-W.() ,Appe<.u, .. <.) ·'"". ,\\.l...-lg,n dJ.e.J6 e.nce, .._) ,.e.m.-:ves:i:;\:..,y o 
understand foreign intclli ·r ~- "'' i " ·· 11atio11 or assess its in11xda.i.1cc~ or to be evidence of 
a cdrne, sb.allhe dcsttoyc :··om the expiration <late of the docket authotlz.lng the 
"')Jj·"vt·'·' !·'S"''-<'~<>.'fv> • .. ')bi•) ».·1 ·j\ ... ·~. ·,., .•. , .. ;.' ,.",.!· J:Cnf.J·{<>•··}•n ·· ·t··' ,· \,.{__, .~\ •• d.\H.< Ull.\~---~ • ..]..>-;Cl. 1(,.' •. 3·.• ., ·, '" {. -«U.l;; .. ;., .... <Otn UJ (:)\.~.(,Utl°lo>;..- ,1.' p .. ,_,4\ \1,Hl ~:rs rn 

~l position no hwvcr tfom AD and from NSD to retain the matt.~rial, and the FJSC approves 
a ne•.v rete.ntkm period upon a finding that such rnodification. is cz1n$lstent '.vith the 
applic;1b le statutory d.efi.nitiou of "'tnininuzatiou :prn(:cdur~~s. ~' 

Government may propose and/01· the FlSC tnay (nde.r the. u .. ~e ofsi.tppletnental pn)Ct(hffts, FBI 

pcrsonnc01 shall consult as appropriate \'\'ith FBI Dlvis:km O:.mnsd, the FBI Offk'e. <J:f General 

the FBI k.r1fnvs that a target is. charged. with a cdrne pursuant tn the Un.ikd States Code, the FBI 

L Est~thlishmcnt of a wviesv team nf fme 01· n1ore tnni1itfm:: a:nd/i:.)r tevle1,\'eT~, 1,yh.{J h1:tve .im 

rok~ in lhi,.~ prost~~:uthm. of th>:~ dw.rged. 1,.idmitnd rnatk~r, to inii.fally mx:ess and nwk~1,v 
ini()mlation m c~nnmunications acquired from a survemance or search <Jf a target w1m is 
charged with ~1 crhne J.W.nsuant to the United States (\xie; 
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i--~~~~~~~~~~~~~~~~~~~~~~~~~...&..1~) 

vi, As ;-won as FBl persomH-~1 n.~c-ognize that eornnxnnkations bet\veen the· ,~rs_) .l rn.kw 
,......:i......i..i.1.1..1~...l,..i.· .-.'i.l..IM.. ilo;i·\.s. mid his attorney fu.tvc been acquirt~ 

the FBJ shall ensute that \Vh~~ncvcr ai._1'i-,.-u...,.s.,..e1-· .,.,.re.,...-\...,'1..,.C-v·;-·s-·· i"""n .... h-·1r_r_n-a""'1_o_n_1_w_· __ ....., 

\,.:om.mi..nw..:.\:l lOUS Ut\{Uin:~ ~IH-lnuFBL~lei:;.iri..miG WJ(.f.~l#t.a. 
storage system containmg ra\v _!,JSA-at\QUtrt~d mtbmwtlon~ k~ n~cdvcs ckt.\D.<)nic 
.rwtitkation that atto.rney--cHent cm_nJm..micH.tions have k>en ~K-q1d.re(t ... _________ _. 

~ 
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The purpose. vf tbe notification is to alert vthers \vlw rn;,l.y reviei,v this 
.__...,,.,,,.,...,,,.,,,.,.,,..,,.,,.,..,,..,.,...,,,,.~t thc:y may encounter prbdlcged commtmfo.ations,6 

b:~'/NF) Tt.<<J~ge.t charged 1vith a non-Fe.de.nd crime in tfa~ T.lnited States andpersons 

representing the individual ln the criminal matter, or {ii) bchvccn a person other than a target 

cdrnhwJ nl.ntter. 

~NF} i\:s sGon as FBI pcrsmmel b1mv th.at a target ls charged \Vlth a non~Fcdci;d t:dnw 

the C.hkf Division Counsel~ FRI Oftke of General CmmseJ, and NSD to determine '>vh.;;tl:K~.r 

c.rhnc in the Udted States and the attorney rcprcscntlug the .in.divl<lual in the c.dmfr1al ni:attet, or 

(ii} a peorson other than a target charged 'With a crhnc in the United Stales amt the attorney 

22 

bl -1 
b3 -1 

bl -1 
b3 -1 
b7E -1,2 

FBl 18-cv-12131-465 



IC \ 
] •.q 

representing th(~ individual in tbc criminal. nrnttCT, the fBl shall implem~'..l.1t pmi::.edun:~s that 

I th<.:) FBI shall sc~ll the original ret.ord or portion fht.~reof i.::ontaining that 
--J-)f ... 1-v'""H_c_g_cu"'"'•-c-.<.)-1l ... nni.mication, !.abel .it as cont:a.ining privHeged commtmkntfo:ns, Jorw$:rd the 

original reczin.ling containing the privileged (~)nm1u11ic~dion to the NSD for sequestration 
\<Vhh the FIST\ and destroy all other copies of tlw privileged con:rmi.mk:ation that ate 
aci::t::~ssible in hard copy or ehwtronkuHy to a.ny(>r.t~ odxw thmi systt.~m ~lthninistrn.tors or 
shniktr hx~lmk:al pcn.itinni:.~L 

bl -1 
b3 -1 
b7E -1,2 

bl -1 
b3 -1 
b7E -1,2 

v, As soon as FBI petsonncl rce<1gnize that cnrn:rncm.icatinm: behvecn the '~rw:..iu under 
c.rhnirmJ (:Ofoln;(~'°'' and his Rltom1.:~y hRv~! b(~{..~n ai:.:.qtfrn.~( 

...._,. ___ ___,,......._.~l~u~~JUS ' ,.~'!"'T'!'=~~="!"'Tl'~=~=~~--__. 
coni.murncations acqnm;:· bl -1 

and 1.:iaJ}J ~tornge syskrn. i.:.ontaiuing ra\v FISA.,at'.quircd info.r.ru.1tiou~ he rccdvcs b 3 -l 

ckctnm.ic notlficatlon that attorncy~dfont communications have bct'.n at:::qcdted during the b?E -l' 
2 
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(U) 

\Ul I 

search OT survtdHancc. The pm1x>se of the nofrlkatio:n is to ak'.rt others \vho xnay revk .. v 
this in.forrnatinn that they rnay encounter privHeged co:mmunk!:ltbns,8 

c~/NF) Privil(ged communications bwolving targ#s and other pfrsons md chm~~~w.i 
>.<>>tf., ~- .,,.,,;"'.''" .;~, /t,,,, TT-·• '<>A .C'i·.-,1.J 

apptoval nfthe FBI Office t)fthe General C\m:nsc.1 or FBI Division Cuunsd. Before any sui::h 

shall make R'-asona.bk cf.forts to (l) use other twn,,.pdvikgcd m,)urces, induding cnrnrmmk-atinns 

if available, and 0} t<dor the dissernination to mfoitniz'C or elirninate tll(~ disd O':HirG of ~u 
~ .. .. ' ' ' . . . . ' . . . . . . ' . . 

attomcy·client p1ivikged cornmunicaiion, consistent vilith the need to dis:Kminate fr~rcig.n 

>< I 
I 
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(U/ 

(k 1cral tbr National Securih 

HJ) ~/NF} AH disseminations of privile.g:ed conm1mlkatkms shall indude 1ang1iage 

advising re\:iµients fuat (1) the report contains i..nfhnm1tion tliat is subjt"Ct to the attorncy..clicnt 

without express apprcrval by the FB L The FBI may only grant such approval If authorized by the 
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ad hoc systems in addition to thoSi: dis.cussed in Section HLC above. 

1+ (U) Standard for Use. 

fU) ~/NT~) lfFBI pernun.nd \:vho m~ cngag~~d in >\'ff assisting <.vith ~l partfoula:r i..nvestigaticm 

dim:..Josurc ofFISA,·acquirnd irdbnnation from ad hoc systems are subject fo the Dissem1naiio.n 

and Disch:.n•ure provisions in Se(:tion IV, Ad hoc systems arc subject to the Compliance 

privikged c<.xm.nunications apply regan.ile~s of ~.vheiheI such cof.nmunicalions a~ of vr 

limitt>'tl to individuals engaged in or assisting vdth the parikufa.r investigatkm, 

individual~ C{mducting or aiding in the ~tSS{.~ssmcnt or arullysfa of iliat infon.naiion in 

. personnel \\'ho require this acceis in c.1rder 10 perform thdr official duties. 
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JTTI 

4, (U) Retention of FlS.A-Acqnired lnfonnation. 

tcssmm.bty nppcar:s w be :t't'.lrdgn intelligence Information, to be necessary to 

understand threign intellig~nt-e infbn:natfon or assess its imporhmce, or to be evidomx~ 

ofai:.:rime. 

b. (U) /\ny 11SA<it.";qu.in~l1 0,$, Person in.formatkm that n~a:so.nably appears to· be 

foreign intellige:nce ink.,.rrna1ion, to be necessary tn untkrstand forcig.11 intclligii'.':ncc 

an ~u1 bm~ sy1:>tcn1 "<Vithtmt time limitation. 

fUJ c. ~NF) F!SA-acquired. lLS. Person htfonnation in an ad hoc systl::~m that has not been 

intelhgcnc(~ information or assess its il11po:rtam:e, t_ir cvideucl'.~ ofa cr:llne~ shall bi..~ 

docket au:thorizin~ fhe colled.inn nf that in.fomm1ion}1 un:!css specific- au:thoritv is 
~ . . ~ 

I. 

bl -1 
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perkxl UJX.Yn a finding that such modification is 1xm~.istent \Vith the applicable 

statutory definition of '"n:iinimization procedures," 

d. ~//NF) Th'~ FBI \Vill keep adequak, t\~Cf\nfa to (i) i<kntif:v P'W~Kmz v.ihn dtlu.w lmx(~ 

systc.in, {ii) docmuent FTSAv<K~-quired infonnatl<Jn in nn ad hoc system that has been 

• h.:jV·~·" ,,., • ,.<"'. Ft··"). ····'"" ., .'; ., '·j" "N" ''t<'t '"+ . '·:>. ""']"'' .,. }le,. ,, ' • .. J f·"'>. lH1l;, il~~~ll>-'~ llil'-lITl.,(1 Kn (ff (foSCS:f; .hS l t\--H '" .lCt\ t)l "·\'h. tklt.:·e Lt a dJTllt!~ a.nu'\)} 

5. (ll) An~lysis 'lmi Qucric.s ot' n~rw Fl SA-Acquired Information. 

(U) l.Is.ers \.Vho are ~urfh.orizt~d to have acc-ess to nnv FIS.A ·-acquired information ln an ad 

un<l.er:§tand fbreign intelligence info:rrnatinn nr assess its irnpmiance~ or t<:.) he e:vidern;e of a crhnt\ 

cdme. 
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\U) 

on the typi: of ad hoc system being used, Ho\vcvcr, the FBI shall not he required to maintain 

nu.tl\.varn. l1ie FHl shall also not be required to rnaintain records of ~l systew uscr'S lR-::tions to sort 

a d.cfim.~J dataset based upon attributes oft.he data. 

target chorged ·with a crlnie in the {lnft~(:l S'tates. As soon .as fo.e FBI k.t10\VS that a target 

procedures d.csc-ribed in Section 11LD5.a. 1f FBI personnel di:ocover attorn~y-cHent 

si..u:;h attorne.y-cHe:nt privileged communications t:nust: in:unedint~d.y lx.~ rernovcd from the 

a.:1 hoc system. 

~ 
~ 
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t:, (U) FBI personnel shall_ consult as app.t'(ipdat~ ·with FHJ Division ()1un::w.~l.~ !h(~ 

FBI Offlc.c of the Gcncrnl Counsel, or NSD to d.ete:nnine whether a coninm:nkatkm is 

x 
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U, 

infomrntion acquired pursuant to an order authorizing e:ledronic:, s:urvdllancc or physical search 

wnder FlSA shall be disclosed for hnv enforcement purposes tmkss such disdos:mc 1s 

only he used in a crhninal proceeding \vith the advance authorization of the /\tfrJmcy (Jen.<-~raL 

\Vhen Atton'K~Y General authmirntion is acquired, FIS/tyacqulroo hucn'.matkm, including t~rw 

2, (U) ld~mtities+ The FBI shall ensure that identities of any plwsons. in-eluding 

United States persons~ toot reasonably appear to be foreign intelligence infbrn1atlon~ to be 

evidence ()fa cd.r.ne, are acce~sible \-Vhen a query is condlwted or made of FISA-a.-cquinxl 

infonnation. 

J, (U) Prusecufa:>:rs, 

36 
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shall be tnUn.ed on and cornpty \.Vith these and al! other applicable minimh.atkn1 proceduri;.$, 

could be- foreign intelligence infom1atfon or is cvick:ncc of a crime, This provision docs not 

information that contah1s: c:xcu.Jpatory nr irnpeadnn~nt inforrnation (ff fo n!.hen.vise discove-rn.bJe 

under th'~ Constitution {)T Hpplit.cable K':dend lmv, 

{U) *//NF} 'I1w FBl n:iay not provklc H..xkrnJ prosecutors and others \Yorking 

FlS.C shall include the follffwing: ...... ~ 

FBl lB-cv-12131-480 



and necessary to cimy out th-cir n..>:Sp<.msihilities e111dcndy during a 

data stornge system or ad hoc system nmst he requested from and 

nppnJvt~d by an i..~X<~{:\Utivc at FBI Headquarters in a position lK~ 

tvith the Deputy General Crnu1sd l)fthe FBJ Natkmul Security 

than in an FBI dectron.ic and data s:tn1~ge system. or ad hoc system 

must bl~ n..x1uestl:d from and approved by ru1 executive at FBJ 

National Sccudty Branch and in conrJ.inaLion with a Section Chief 

in the :FBI Natkmal Securitv Law Branch. and \VH!. be considered. . .. 

on .ft. case-by-case basis; 

storage svstcm fff ad hoc svstern. FlSC <locket m.irnbets. and 
..-,.~ y (> •• · . ' ' .' '.. • ••• ~ • 
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acquired infhnnatio:n in an FBI clcc:tronic and data storage system 

proccdt.wcs and any relevant supple.mental minimization 

v Ac.c~ss shall be termimrte<l no bter Umn the conclm.don of the 

m!ev~~nt investigatiun or prosecution; and 

YL Federal prosecutors n1ay immcdiatdy 1w given acces~ to nPN 

given to fodern.l prosecutnrSo, rwtification shitH be made to FBI 

u:nd!'..~rst\:md foreign intclligem.x.~ inf<.1r.n:mdon or assess its h:nport-i:mi:e,, or to be evidence ofa crime, 

1. I 
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administrators or other sl.mifa1· toch:nica! pcrson.nd have <Kccss to :mch h1tl.'!rmatkm to Jlcrfotm 

event that such informa.tion nnist be used to restore lost, destrove{t or inaccessible data. rff to . ''' ·~ . - ' ' ''' ·~ 

bl -1 
b3 -1 
b7E -1,2 

bl -1 
provide an t.>rlginal evidence copy~ the FBI shall apply these proccdm\::s, including any b 3 _ 1 

applfoable rett.::.ntion tim.e limits, to th~ t:nms:fi:~rnxl tfota.1 ... ________________ ..... llS~7E -l, 

2 
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<fociphi:~dng s:i..~uret meaning, Access to such information shaH be l't)Stdcte.d tu those FHl 

II 

• bl -1 
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be retained under a separate provision nfthese Procedures, 

relevant National Ai:dlives and .Re.;:mxis A.dt:niufatrat:fon pn..i(:~cdurcs rcgimling the retention of 

IV. (U) OlSSEMJNATfON ANO DISCI.OStJRE 

i\. (U) llhseminnti-t_m ofFnrcigu lnlenig~rH~i lnfonu~don t() Ft'deml~ St:atc~ Local am:l 
Tribal Offkhtls and Agencies, 

foreign iptdHgeucc infonnatfon or is rn::ccssary w undt~rntan<l: Ibmign hlteUlgence inJormntion (Jt 

to fo.rcln:n intcllbcu.ce InfCH'.mation, Such lnfor.matio.n mav be disserrdnuh~d only i.;onsi1:1h~nt vdth 
"'"'" 7-... ..... .,. 

~ 
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FJSA.-w,:quirnd inlhmnrti<.1n conn~rnfag United States persons that reasonably appears to be 

fhi-eign puvler or au ~gent ofa foreign pow'cr; or {iii) clandestine lntdligcncc activhies by an 

(U) The FBI may di:ssem..inate to federal, state, local and tdha.1 officials and agencies 

th r . '"' , f h 1 r <.· i ., t ,., 1 ' f . ' f n b J' ' . i l , • . e . ore1g11 attalfs {) · t . e • ... mttx. sta cs, ~nc 1 n1 .1xm.a110n s lit. not .. e . · 1ss<..~t.n1.rn1tE..~{ , l(HW'l'er. rn 

K (U) Oiss£minut..ion. of .Eviden~l~ (lf ~ Crime to Federnl~ Stah~, Local and Trib~d 
O:ffkials,: and the N~dfonal Cente1; fo1· l\<lissing and Exploited Children .. 

hlform.ation couccmmg a United Stak:s person that reasonably appears tn he evidence of a crime 
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' ' ' ·.> ' . > ' ' ,. J'' "!. ,, .;! ' . > ' '' "!>."' ·' l (~- ., 1\o ii' • d 
,;:~xp101tanon rnate.nai~ m.t:H.Kimg c.n.Uti pornogrnpny, to tne :~atton~i A~ntt.'::r tor intssmg an• 

Ex:ploit<:d Children (NCivlEC), The FBI shall disserninate such .FlS.A--ncquired information in a 

,.,, ... ,, ...• , ·····i···*·--'·iht·i..-~,; '·~ ····t· ·fS'.,..,t' 11·1·t-'-t.'.h+1.mt .. ,,. t..(.n~tn~.fh \\-'h ...• ~1.1.; .. 1.i:,qum::rnt:.n s (h ,, "'"' mn. ,,,, 

lFidersta:nd :fi.i:rdgn intclligt~nce i11fom1atfo11 or assess. its impmtancc~ or i..s cvid.cuoc of a crime 
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~ 
~~ 

(0) The A.ttomey General, in consu:Jtatlon 'Nhh the .DNI or adcsig.nc:c, may 

Prior to 

use is consistent with tlic national security intu~sts of the United States, and {2) the effect of 

pursuant to this section, and lnfonuation reg<u'<l.ing such dls.scrnluatlons a.t1d approvals shall he 
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~ 
~ 

(U) l'Ust'Ioin1n.~ of Raw· Fl8A-at~t1uln~t lnformatlu~ for Ted:m:k~d. (ff 

Linguistic .Asshtamx.\ 

technical <.K Hngnistk content, tnay rt'-quire farther analysis by other foden1I agendes 

signifo.~m<.~(.~. (\msistent \·Vith th~ <)ther provisions of tlw:,;~~ proct~dwt.~s, tht:1 FBI is authorizt~d to 

disclose Fl SA-acquired infonxta.th}~ 

to thi:.~ Natim:mJ Centt.~r for JVfr:,;sing and. Exploited Children 

'~·1 ,J; l d H any matcn-.1.1 s SD wsc osc : · 

pi:..~rs-011 except tn provide tcchnfoal or li!lguistk~ assistm1cc: to the FBL 

"" (U) l!!e. HH wiH ~dvi~e NC.MEC (if\he need tiJ tllmply wifh th~ n:i;trh;;tkms defK'.dbed b StX'.{fon JV,D with 
refipt.~~i: Ki h~forr.trn1bn di~ckiwd to NCMEC prn~mmt to th.t~• $~1.-,don. 

~ 
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2. (U) Disclosm:e \Vil! be only to those personnel \vhhin assisting federal <:igendes 

or NCl\iEC involved in the translation <Jr analysis of such infonnation or ccmmumicati-i)ns. The 

ml/NF) l\ssisting :federal agencies and NCr<AEC shall rnake no permanent agcrtty 

nx:ord of infommtkm or cmnn:n.mications of or concerning any person refomxl k) in :FIS/\." bl - 1 
b3 -1 

acgu.in~d infon:natiunl b ?E - l , 
2 

--~~~~~~~~~~~~~~~~~~~~~--f 1 

disclosed by the FBJ to assisting federal agcm::ics or NCl\.fPC, provided that assisting .fodern.I 

FBI. 

~U) 

acquired inthrmatimj 1 · 

destroyed, \Vith an acc.ountlng of such cfostl1ICtlon made to the FBl. 
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\U) 

(U) Any infrwmatirn1 that assiMing federal <.lgencies or NCJ\tlEC provide. to the 

FBI ns R result of SlKh kdwdci1l m;sistauce may be dhscntinatcd by the FBl b accodanct:: \Vlth 

~INF) _________________ __. 

(~//NF) The FBI may disckwe to the Ct.~ntrnl IntelJig-tmce Agency (Cli\} ~md NMionn.l . 

Scc:urity Agency (NSA) nnv FISi\.,.ai::qui.rcd infonuation that re.lates tt~ 

2~~'/NF) Nothing intlils Section shall prohibit or otbenvise Hmh FHI's autlwdty under 
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(U) 

(U) 

F. 

~h'NF) In addition to dissemination aut!wrbcd under other provisions herein, fondgn 

Integration and th.>f.~ of S\:reening Infom:mtion to Protect Against Terrorism and the addenda. 

thereto, 

~//NF) l>isdosur~ tv the Natfonal Cou:tHert:ern.u·ism Center (NC'TC) of 
Information Acquired in Cases Related to Terrorism or CtH.mtertentwis.m, 

may provide to NCTC: 

b, informatinn .b FBI general 1ndk~e:;, including the Autonm.ted Case Support (ACS) 
syflern <.tnd any sm:cessor system, pnwJded that such ac<.~ess is lirn:itcd to case 
t:lass:H.lrntions that an.~ likely to c<Jn.tam information related to tcrtc}tism or 
Cf}UnierterrorisnL 

NCTC's rc(:dpt of intbrmati.011 desc-ribecl in (a) and (b} above is ixmtingent upon NCTC's. 

infrmnation, 
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2. 

~/!NF) I lb7E -1, 2 

.-~~~~---!..~~~..!::::::====================================================::::;-' 

H. (U) :Dissemination of Fordgn lntelligetu:'.e Iufrirmatfon or J~videuce o:fa Crime 
luYflh'ing (\J:mput:er lutrusfou!!l !Jr .AJtat~ks tv .P~dvate Jfotitics 'And lmlfrtdmd~, 

~INF) The FBl may disseminate FISA-~li..~fnircd iufbmrnti.011 that ri.~asonably appears to 
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~U) 

tl1c mitigation or prevention ofc<.t1npa:tcr intn.tskms or attacks to private entities or imiivldua!s 

information 1mless Hie FBI reasonably hclfovcs it is nct:cssary to cw,bk the recipient to assist in 

(V) UhiscniituitJou t:o Private E.ntH:fo~ and lmlivid•ulls -of Foreign lntcUigenee 
Informathm or Evidence of a Crime In-ndving a 1\'.latter of Serkms Hann , 

~/NF) The FBI nIBy disseminate FISA~acquirc<l information that reasonably appears to 

~.vhere the FBI determines that said pdvate indivkluaJ or entity ls capabfo ofpnJvidJng a .. <;sisfance 

in mitigating or preventing serious economic ha.rm or serious physical bann to lifo or property, 

to assist in the n1itlgatlon or prnvcntkm of the harm. The FBI vdH report to NSD .aU 

dfaoc:minatfrms made pursuant to this paragraph \vithin ten busines."S days of such dissemination. 
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\l~ (ll) COl\lPUANCK 

A, (ll} Ove.rsigltt. 

and s.h.<tll conduct pedcJdic minimization rcvic'\.VS, including n::vic\VS at FBI Headquarters, fidd 

Section TU: of these pl\.~cednres. The ,h,ttorney General an.d the N SD vt other designee Qf the 

i\ttomcy (Jenera] sh.all have acce:ss to aH HSi\-arquircd information. to faciHtatc mhihnlzatfon 

appropriate, but arc not hmitt'<l to: 

including. vlith respect to ra\v FISA·ac:qulred informatfon in an elec::tronk~ and data storage 

s:ysk~:m that satisfks the requirements described in Sections III of these proredtu\~s:, \vhcther such 
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(lJ) Audits o~ IFlSA-ac-q\1fr~d irtfi_innation to $SBes.."' the FlJCs ...__ ___ .... 
o.m:i,p1iancc vvith the retention proc-edures for FIS1:\.~acquh-cd infhm1atlon as clct=:dkd these 

pn.x:t:dur~s, 'fhl~ .atrdits may also irn .. ~Iude revh.~'wi.ng R sampling o~------------

.__ _______________ __.lantl a\:.t'CS~e~ tu nn-v FISA~~c-quired inibrmation, These 

individuals \Vho accessed the information, In tum, the .minimization review~.:; mav .include 
.. ·lo' '' 

(UJ The i\tto:rney General, or a designee, shall ensure that adNttate twining \\U tht$\.} 

C. (U) Minimiz:atfon Briefings. 

(V) Fo!lmviug tht:~ authorization of coHccdonactlvity, anNSD atk)rney .shaU cun.dm~t i;i 

minimization briefing vvith apJ1XOfHiatc FBI personnel responsible for the Fl SA surveHlfu1ce or 

~earch. 

,:;:-'> 
v-:) 

bl -1 
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·v1, (U) H'\'I'ERPRETATION 

(tJ} Tht:~ FBI sh.all refer aE significant questions relating to tho intctvrctation of these 

(U) I11e Att.omey General. or a dc.signcc~ in cons:uhatkl'n \.Vith the FBI OUke of General 

thcrcaileL A \Vritten repo1t cf such rcvfo\V shall he provided w the Coust .. vlthiti ~ix tnnn!hs of 

•.'~ .·. . •. ~ ............. .._ .. ··.·· 
.~:~:~~~~:~~:.--::::~:~,~~,~,~,~~,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,~. ""' -~'' ... -...................... . 
John P, Catlin 
A.t'>s.istani A..tton1ey (k':.nt.':.Wf fbr National St_x~mity 
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