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(U) General lnformation 

(U) Questions or comments pertaining to this policy guide can be directed. to: 

(U) Federal Bureau of lnvestigation Headquarters, Office of the General Counsel, Na1ional 
Security and Cyber La.w Branch 

(U) Di.vision point of contact: National Security Law Pol.icy and Legislative Review Unit 

(U) Supersession lnformation 

(U) See .S~f!.!fon .. J of this policy guide for a full listing of all supersessions. 

(U) Privileged Information 

(lJ) Any use of this document, including direct quotes or identifiable paraphrasing, will be 
marked with the following statement: 

(lJ) This is a privileged document that cannot be released in whole or in part to persons or 
agencies outside the Federal Bureau of Investigation, Department of Justice National 

Security Division, or the Foreign Intelligence Surveillance Cou1t, nor can it be 
republished in whole or in part in any vv11tten form not containing this statement, 

including general use pamphlets, without the approval of the 
Director of the Federal Bureau of Investigation. 

(U) This document and its contents are the properly of the FBI. ff the document or its contents 
are provided to an outside agency, it and its contents are not to be distributed outside of that 
agency without the written permission of the unit listed in the contact section of this policy 

guide. 

(U) DlOG Provision 

(U) No policy may c.ontradict, alter, or othemfae modify the standards of the DIOG. Requests for 
DIOG modifications can be made to the Internal Policy Office, pursuant to DIOG subsection 3.2.2 

paragraphs (A), (B), (C), ami (D). 
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1. (lT) Introduction 

l.l. fU) Scope aud Purpose 

(U//~This policy guide (PG) applies to all infonnation, communications, material, or property 
that the Federal Bureau of Investigation (FBI) acquires pursuant to the Foreign InteHigence 
Surveillance Act (FISA) (hereatl:er collectively refened to as "FJSA-acquired information"). As used 
in this PG; the term '<PISA-acquired information'" includes all information obtained pursuant to Titles bl -l 

I, III, V, and VII ofFISAJ I ~~E -=1 2 I I 

\ 

; (U) Section 702 certifications, including the applicable minimization proi.-\:Xlures, are renewed on an annual basis. The 
tcrm ',Sl\.1.P-702," therefore, refers lo tlie most current set of procedures. When approprial'C, this PG will be updated lo 
ensure consistency with the most current set ofprocedw-cs. 
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2. (lT) Superseded Policies 
(U/~ The follm.ving polices have been superseded by the Foreign Intelligence 
Surveillance Act and Standard1"1inimizationProcedures Policy Guide: 

• (U) Policy Directive (PD) Ol37D, Standard lv.finimization Procedures Implementation 
Poli(r 

• (U/lt\58'.QlJ>D 03700, Handling and Destruction <f Unintentionally Acquired FJSA 
IT?formation 

• (U) PD 0394D, Foreign Intelligence Surveillance Act (f!SA) Accurat-}' 

• (l..l7i'POC~ PD 0442D, Procedu.resfi..>r Coordinatinglmplementation <?{Surveillance of 
US. Persons Overseas with the National Secu.rizy Agency (,.vhich superseded Policy 
Notice [PN] 0121N, Jilierim Policy Providing Proceduresfi>r Coordinating 
Implementation o.f Surveilkmce <.f U.S. Persons Overseas with the National Securi(v 
Agency fNS.4]) 

• (U/7'f'OU9:) PD 07090, Retention ofFore~gt1 Intelligence Surveillance Act (FISA) 
.Material~ following Pl~ysical Search 

• 

• 

(UH:fOUO} PD 07220, Legal Requirements for Raw ll?formation Acquired Pursuant to 
11t/e I or III f?.f'the Foreign Intelligence Surveillance A.ct (FISA.~ I 
(U/fFOUO}..PN 0674N, Interim Procedures'for the Handling of UnminimizedF!SA 
Section 702 Iriformation Outside <?f ldent[fiedElectronic Data and Storage S),:~tems Ad 
Jfoc Database Export 

• lSI~ 
I 

• (U) Busines.'>· Record Standard.Afinimization Procedures Policy Notice and Poli(r 
Guide, 0642PG 

• (U) Foreign intelligence Surveillance Act (Ff SA) Accuracy, 0394PG 

• (U) Foreign.Intelligence Surveillance Act Accuraly Polic}' Guide, 0394PG (which 
superseded Electronic Communication [EC] 66F-HQ-A 1247863 serial 30, ' 'Foreign 
Intelligence Surveillance Act, Procedures to Ensure Accuracy" (April 5, 2001); EC 66F­
HQ-Cl 384970 serial 3228, "Accuracy i.n FISA Packages - Data and Electronic 
Communications Review by Investigative Technology Division,, (September 8, 2003); 
and EC 66F-HQ-C1384970 serial :I 1796, "Accuracy in FISA Packages .... Electronic and 
Data Communications Review" (July 15, 2004) 

• (U) Foreignlntelligence Suneillance Act Overcollectian Policy Guide, 0370PG (which 
superseded subsection 4.7.2. of the Guidance on Intelligence Oversight Board (JOB) 
,Hatters Policy Guide. 0188PG) 

• (U) Standard 1\,Jinimization Procedw·es Policy Guide, 0 l 37PG 

3 
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Roles and Res onsibilities 

Autboi·ized Users 

• (lJ/lFOCEB-Jleceive the legal training required in Section 4 of this PG and keep 
documentation of their con.1pletion of required courses. 

• (U~Comply with the SMPs ,.vith respect to HSA.-acquired in.fonnation. 

• (U/.tf!'OUGj.Comply with all policies and procedures \Vithin this PG. 

• l ' . 

• (lJ~Comply with the SMPs with respect to HSA-acquired in.fonnation. 

• (S//~ 

4 
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• (Uf/f~ Destrny, with proper authoritv and documentation, any FlSA overcollection 
existing at the field office (FO) withid bf discovery and coordinate with FBI 
Headquarters (FBIHQ) component and/or NSD OI to destroy any material in FBIHQ 
and/or NSD QI: custody. 

-
/ 
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n a 1tion to t e a ove respons1 1 1t1es, a primary case agen primary case 
coordinator/case manager must comply with all other applicable responsibilities and procedures 
mticulated in this PG. For more infonnation and a detailed description of the roles and 
responsibilities of primary case agents/primary case coordinators/case managers, see subsection 
;iJ., and Jmt2;;.~~9ti.rnL7J.J.,. of th.is PG. 

3.3. (l.JJ7FOU0}-AdditionaJ Case Coordinators, Liuguist Case Coordiuators, Oesignees, 
alld Rt~poosible Parties 

--
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• S! l . · 

• " 
• \ 

• 

• 

(U/~For additional infom1ation, see ?mh.~f,'.~Ji,f,~~r5J.,~ ­
(S/!Nfl 

-

--
(U/tfOU~ For additional infom1ation, see ?mh.~f,'.~Ji,f,~~r5J.J . 

3.4. (U//:li'Ot:O}-:Vield Office Supervisory Spccilll Agents 

uttes an< procec ures 

(lJ//FOC81-0btain legal training, as required in S.~.~~t~D!1.4. of this PG. 

2. (U/fFOUO).Ensure that all personnel under their supervision who work on national 
security matters, assist with the preparation of HSA. applications, or handle FISA­
acquired information also receive training, in accordance with Scction 4. 

3. (llnE·Ol!O}ilead and become familiar with Sl\.iJ:Ps and FlSA accuracy procedures and 
promote compliance on their squads. 

4. (lJJ7Tf(}0(})-Read and become familiar ·with this PG and promote compliance on thei.r 
squads. Of particular importa11ce, PO SSAs are reminded to: 

7 
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(Uh'fOU~ CDCs are legal counsel for .FOs. Use of this tenn throughout this PG includes 
associate division counsel (ADC) as well. A CDC is responsible for ensuring familiarity and 
compliance with this PG and must: 

• (U//f'OCO) Obtain legal training, as required in S.~.~~t~D!1.4. of this PG. 

• (U/lFOU(})-Provide legal training on the Srv:fP and accuracy procedures using the most 
recent FJSA training materials. 

• (S/1 · 

• 
• 
• .onsu t w1t1 l ' ._ , am . , as appropnate, 111 t1e event ot a suspecte 

overcollection and provide guidance, as necessary, to resolve the issue. 

• (U//f.OUO~-Conduct accuracy reviews on an annual basis in accordance with GC 
procedures a11d report all potentially material misstatements or omissions as specified in 
this PG. 

• (U/~Participate \Vith NSCLB and NSD OI attorneys in accuracy reviews during 
scheduled FlSA minimization reviews of FOs. 

• (U/!F~Comply with any other responsibilities for CDCs included in this PG. 

3.6. (U//~ectioll Chief 

(U//~Cs are responsible for ensuring familiarity and compliance \Vith t11is PG. In 
addition, operational SCs are responsible for being familiar with all applicable responsibilities 
listed in this PG. 

3.7. (U//f'o:GQ) Assi.stao.t Special Agent ill Cha1·ge (ASAC) 

(U/7FOUOrASACs are responsible for ensuring familiarity and compliance with t11is PG. 

3.8. (U//~ :FBI He~•dquarters (FBlHQ) Operational Units 

(lJ/7'r'OU91 SSAs, special agent') (SA), intelligence analysts (IA), detailees, and task force 
members who are assigned to FBIHQ units handling FISA material must: 

bl -1 
b3 -1 
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• (U77POU(})-Obtain legal training, as required in Section 4 of t11is PG. 

• (Ui7I·OCE~-Ensure that all personnel under their supervision who work on national 
security matters and assist with the preparation of PISA applications or who handle 
FIS A-acquired information also obtain training, in accordance \Vith Section 4 of this PG. 

• (U//f(Jt:~Read and become familiar with SMPs and promote compliance in their units. 

• (Uiff'O{J()+,Read and become familiar with this PG and promote compliance in their 
units. 

• (l..li'irOUOj-Resolve disputes over markings or disseminations of FISA-acquired 
information expeditiously, consistent with program management responsibilities. 

• (s11NSI 

3.9. (U/~?OUO~ lrBIHQ Uuit Chiefs 

(U) FBIHQ UCs must 

• (U/!FOU0}0btain legal training, as required in Section 4 of this PG. 

• (U:?'POt:O) E.usure that all personnel under their supervision who work on national 
security matters and assist \Vith the preparation of FISA applications or who handle 
FISA-acquired information also obtain training, in accordance with Section 4 of this PG. 

• (U/tf.OUO)..Read. and become familiar with the SivfPs and. FISA accuracy procedures a11d 
promote compliance in their units. 

• (U'ffOUO) Read and become familiar with this PG and promote compliance in their 
units. 

bl -1 b3 -1 

b7E -1,2 

• (S/tNE~ I bl -1 
-1 ------~~~~~~~~~~~~~~~~~~~~~--lb3 -1 

-~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~-- b7E -1,2 

3.10. (U.'/¥0'LIO) N~•tional Security and Cyber Law Bnmch (NSCLB) 

(U) NSCLB must: 

• (U//FOUO) Obtain legal training on the SMPs and this PG. 

• (O//rOUO) Provide legal training on the SMPs and accuracy procedures, upon request or 
during scheduled FO visits, and update such training, as necessmy. 

• 
• .OOt'{ inate w1t. • . : .HH19!HL.<s?~~W'!:IS .. :.:.I~!:~?.Q? L .. ~ .... ,, .,~.ruimw .. , ..... :Y.?~~r~ 

Response, and Servkcs Brnnch (CCRSB), and NSD 01 to develop and maintain a 
process to monitor compliance with the SMPs and periodically audit activities and 
procedures required by this PG. 

9 
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• (U/~ Identify and analyze potential risks of SivfP-related. noncompliance, in 
coordination with NSB, and determine whether changes or updates are needed to this PG 
or to systems that contain FlSA.-acquired information in order to minimize the potential 
risk of SMP-related noncompliance, after considering the impact these changes would 
have on FBI operations. 

• (U/lF'O$j.J-. . .faintain this PG, in consultation \vit11 NSB a11d CCRSB, to ensure that it is 
consiste11t with the SMPs and with the FBI' s operational needs. Jncorporate any changes 
required to reflect new direction from the FlSC or other legal authorities immediately. 
For all other changes, consider and, when appropriate, incorporate the suggested changes 
to this PG twice yearly. 

• (Stssi 

I 
• (U//fOt:O}Subn1it, on a qumierly basis, the NSB report of the accounting of the number 

I 
of foreign disseminations ofFISA-acquired information concerning United States bl -1 

persons (USPERs) to the AG through the NSD OL b 3 - 1 
b7E -1,2,4,5 

• (U~Review FIS/\ accuracy fonns for completeness, concurrently with the legal 
review of FlSA applications. 

• (U~articipate \Vith NSD OI attorneys in accuracy reviews during scheduled 
FISA minimization reviews ofFOs. 

. ' 

. " 

. " 

3.U. (S//~ 

-

bl -1 

b3 -1 
b7E -1,2,4 

FBI 18-cv-12131-67 



• (S1~1 

--
......... --

--

S E!'RL ldf8F8KN:. 
(U~Foreign InteHigence Surveillance Act and 

Standard Minimization Procedures Policy Guide 

11 

bl -1 
b3 -1 
b7E -1,2,3,4 

I 

FBI 18-cv-12131-68 



(U~) Foreign InteHigence Surveillance Act and ~~ =~ 
Standard Minimization Procedures Policy Guide 

.-------------------------------b7E -1,2,3,4 

2 

3 

4 

5 --
6 -
7 -
8. (U// · · ; Mnsure tha ms access to all FISA 702-acquired information i ____ __. 

(except for specific case c ass1 1cations aut11orized for prohibited access), 

9. SI! '. 

3.13 • 

bl -1 
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b7E -1,2,4 

...-..1..1.1.~~L..--------------------------------~bl -1 
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4. (lT) Training 
(U//~All FBI personnel, including contractors, task force officers (TFOs), and. others 
operating under FBI supervision and control, must complete training as follows: 

• (U//~:FISA Applic~•tions: FO and/or FBIHQ personnel \Vhose work involves 
national security matters must complete FISA accuracy training prior to drafting or 
assisting ·with the preparation ofFJ:SA applications. Training may be provided by CDCs 
or NSCLB, or through Virtual Academy (VA). 

• (0/ffiOU()t llaw FISA Data: All personnel must be trained on the FlSA SMP I 
ELSUR/PHYS, ind uding the 2016 update to the S.MP ELSUR/PHYS, and take the._ ___ ___, 

b7E -1 

Section 702 Retention 201 l course in VA, prior to being given access to, handling, or 
using rm.v, unminimized HSA.-acquired information in any way. 

I 

(U/J'PC>UO) 'i::.Re most current .HSA training materials are available on the NSCLB Intranet site 
and must be used by CDCs and NSCLB for live training. An FO is exempt from live lrnining by 
the CDC if training \Vas conducted by NSCLB or the NSD 01 during an FO review within the 
last two years. 

n 
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5.l. (U//F6l:o+£ase M.anager Roles: Case Coordinators, Case Managers, and 
Oesignees 

('\llNFI 

bl -1 
b3 -1 
b7E -1 

bl -1 

b3 -1 
b7E -1,2,4 

(U~At the renewal and dosing of a HSA. order (including the decision not to renew), 
primary case coordinators must complete any required documentation with respect to the use of 
certai1i Ksee the NSCLB Intranet site for guidance). 

5.1.l. (U/~rinrnry Case Coordinator/Case Mam•ger 

rsl?Nfl. 

14 
S~:fRFT'Ll>'Of'Olt:!! 

I 

bl -1 
b3 -1 

b7E -4,5 

FBI )>7E -l,2,3,4ll 
. .lo-Lv-.lL.t.:u - • 



(Si/~ ~ • • I 

/ 

.,,,,.,,... 

"' 
"' 
\ 

\ 

I' 
\ 

(U~ Foreign InteHigence Surveillance Act and 
... :an ar .l · mm11za 1011 roce ures . · o tcv .TUI e St d d ~f . . f P d P r C 'd 

15 
_ SJ(( RE J\VP~810k.~ 

bl -1 
b3 -1 
b7E -1,2,4 

bl -1 
b3 -1 
b7E -1,2,4 

FBI 18-cv-12131-72 



S.tCB E'f//N8P0ftff 
(U//:f'OUQt Foreign InteHigence Surveillance Act and s ~. . . . ) . 

bl -1 
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5. l.l.1. <SIJN£1 

fS/,'1\al u " 
bl -1 

b3 -1 

b7E -1,2,3,4 
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'\ 
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(UtffOU~ The pnmary case coordinator is also responsible tor tulhlhng all additwnal case bl -l 

coordinator roles set forth in subsection 5. 1.2. b3 -1 
b7E -1,2,3,4 
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5.2. (UiJ'f6UO) Definition of Raw FISA-Acquin~d Informatfoo 
(~/,~~ 

(Sil~ 

.i (U) The FlSA s1atntc, 50 U.S.C. § l.80l(e), defines HI as: 
"(I) information that. relates to. and i.f concerning a United States person is necessa:iy to, the abilily of the United 
Stales to protect against-

( A) actual or potential attack or otl1er grave hostile acts of a foreig.n power or an agent of a foreign power; 
(B) sabotage, international l:e.rrorism, or the international proliforat.ion of weapons of mass destmction by a 
foreign JX)Wer or an agent of :1 foreign power; or 
(C) clandestine intelligence activities by :m imelligence service or network ofa foreign 1xnver or by an :1gem 
of a foreign power, or 

(2) infonnation with respect to a foreign power or foreign teffitory t.hat .relates to, and if concerning :1 United 
St.ates person is necessary to-

(A) t.he national defense or the security of the United Slates; or 
(B) t11e conduct oft11e foreign affairs oftl'le United States.'' 
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• <s11~I b1 -1 
....-~;.;...;..;~~~~~~~~~~~~~~~~~~~~~~~~~~~---1 b3 -1 

" b7E -1,2 

5.3. (S~)I 

---

bl -1 
b3 -1 
b7E -1,2 

:.1 b7E -1, 2 

6~(s-1;J---.-------------------------------------------------------.! b1 -1 

I I b3 -1 
b7E -1,2 
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5.4. (U~ Systems and Storage Areas 

bl -1 
b3 -1 
b7E -1,2,4,5 

,......,.,~~~//NJ~:v~'.~~·~.__~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~-J 
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(U/ifi'OUO}-Users ............................................................................................................ ____________ __ 

5.4.1.6. (Slil • bl -1 
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5.7. (U//fOUO)'=:t"larking Policy bl -1 
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vstems and Stora e Areas to \Vhich Markin Policv is A lic~•ble 
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(U//.FOUO)-FISA c~weat 

;z As a reminder. a dissemination includes serializing/uploading information into another FBI system to which there 
is broad acct-ss (e.g., Sentinel). 

bl -1 
b3 -1 
b7E -1,2,4 

FBI 18-cv-12131-90 



(U/7'FOUO) foreign InteHigence Surveillance Act and 
Standard Minimization Procedures Policy Guide 

(U~According to t11e FISA, "No infomrntion acquired pursuant to [FISA] shall be 
disclosed for law enforcement purposes unless such disclosure is accompanied by a statement 
that such infornrntion, or any infmnrntion derived there from, may only be used in a criminal 
proceeding with the advance authorization of the Attorney General" (50 U.S.C. §§ 1806 (b), 
1825(c), l845(b)). The caveat requirement applies to both USPER and non-USPER infonnation. 

(U/~ Accordingly, a11y dissemination that contains FIS A-acquired or FCSA-derived 
information must include a prominently placed statement that, at a minimum, provides that the 
infornrntion may not be used in a criminal proceeding without the advance authorization of the 
AG. For approved caveats. )}ease see the NSCLB Intranet site. 

5.9.3.7. 
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5.9.3.14. 

--
(U/~ If a disk of rnw PISA-acquired information is provided to a prosecutor, the disk must 
be marked clearly \\~th a FISA caveat. 
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(U) When ELSUR/PHYS or PISA 702-a.cquired infom1a.tion is reasonably believed. to be 
necessary for or potentially discoverable in litigation matters, the FBI may temporarily retain the 
infornrntion that would otherwise have to be destroyed under the SMP retention requirements. 

...._~~~~~~~~~~~~~~~~~~~---' 
Nhen a decision is made to retain 

products for litigation purposes, the systems must identify the specific information to be retained 
and must ensure that the infom1ation is only made accessible to personnel connected to the 
particular litigation matter. NSCLB and the Li.tioation Branch will document the liti .Yat.ion for 

~ .. , .. . 

5.l l . l.8. SI 1.· <' 
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5.12. (l.JfflrOUO) Lo2s and Indices Elimiuated 

<SJlrai 

(U) Per the SMPs, tiie FBI may disclose .HSA-acquired intom1ation, mcluding raw FISA­
acquired information, and information derived therefrom to federal prosecutors and others 
working at their direction for all la.\vful foreign intelligence a11d law enforcement purposes .. Any 
disclosure of FISA-acquired digital evide11ce must comply with the Digital Evid<-. .>nce Policv 
O!:{i.d~, .. Q~}m~G:. 
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5.13.3. (Ut/FOUO.} Access for National Securitv Division Personnel 
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. <or agen :s or ana ys s, con :ac . 

bl -1 
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• (U//FOUO) fj1' linsri1ists, contact the assistant SC, La.tH!Wt~~c Services Section (LSS), bl _
1 

b3 -1 

• (lF/fi'OUO) for attorneys, contact the UC foii INSCLB,I I b7E -1, 2, 3, 4, s 

(s '":"""'-''J I i~ 

5.14.3. (lJ//:fOUO) Step Two: Database Access 

<Sfi"NJ~ 

18 (U · '":\, __ ,·;·he fC{rt1ired tn.1inin~ is addrt-ssed in tl1d 
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5.15. (U~ :Oownlo~•ding, H~mdling, and Storing FISA Intercept Media for Use as 
Original Evidence 

bl -1 
b3 -1 
b7E -1,2,3,4 

(U/~LSUR conducted pursuant to PISA may be used in judicial or administrative 
proceedings in certain circumstances. This includes. FISA-acquired infonnation obtained in 
counterterrorism investigations. The below procedures ensure that FJ:SA-acquired infonnation 
that has been dov1nloaded from an FBI collect.ion system to archival removable (portable) n1edia 
for the purpose of a judicial or administrative proceeding meets the standards for admissibility in 
such a judicial or administrative proceeding. 

(U/t:t~e~FlSA.-acquired intercepts that are downloaded from an FBl collection system to such 
media must be treated as original evidence and must be submitted to, and maintained in, the 
ELSlJR evidence control room (EECR) to ensure integrity and authenticity. FISA-a.cquired 
intercepts that remain on an FBI collection system or an online storage system continue to be 
subject to controlled access and will be maintained in a manner that ensures integrity and 
authenticity. 

(U/~All FBI personnel (including task force personnel) who handle, access, and/or 
process FISA-acquired intercepts that have been dm.vnloaded from FBI collection systems to 
archival-removable media must ensure that these <lo,.vnloaded intercepts are processed, 
maintained, and stored in a manner that protects the integrity, authenticity, and appropriate 
classification of the original intercepts. This entails properly labeling and marking the 
classification of the media, which includes a FISA caveat or banner; establishing a chain of 
custody by using the FD-504 '~Chain of Custody - ELSlJR Evidence Medium Storage 
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Envelope>'; creating an FD-1087 ~'Evidence Log" in Sentinel; a11d entering the media into 
ELSUR storage by placing the media in the EECR and marking it as "FJSA." 

(U) If an EOT receives a FISA-acquired intercept dm.vnload. request, the EOT must dm.vnload. the 
requested recording from the FBI collection system maintained in the FO to archival removable 
media, unless the ASAC designates another individual from the FO to assume this responsibility. 
The EQT or A.SAC designee must: 

• (U) :Mark/label archival removable media and include the proper classification and a 
FCSA marking. 

• (0) Establish an FD-504 "Chain of Custody - ELS UR Evidence Medium Storage 
Envelope" by filling out the "Accepted Custody'" section (enter "Data Download'") and 
fill out the "Released Custody" section of the form and include the proper classification 
and a FlSA. marking. 

• (U) Create the FD-1087 "Evidence Log" in Sentinel. 

• (U) Place the media in the FD-504 "Chain of Custody - ELS UR Evidence Medium 
Storage Envelope," and submit it to the EECR. 

• (U) Notify, if necessary, the case agent and Central Monitoring Plant (CMP) manager 
that there is an interception, collection, recording, or download-related issue or concern. 

• (0) Send the media to the office of origin (00) by an approved courier ,.vhen the 
requesting agent is located in an FO that is not the 00. 

• (0) Coordinate with case agents and dispose of dovvnl.oaded FISA media when the FISA 
media meets the disposition requirements set forth in the destruction forn1, FP.::-9.S.!., 
11.Fcdcral Bmeau of Investigation Disposition of.Foreign Imdlhv:.ncc 1\CT (FISA) 
EtSE!i.~fa~di.~L~~. 

(U!lFOUO) 'Fke case agent must: 

• (U/7FOt;o)~ocument, in an uploaded/serialized record in the case file, any known 
technical, record.ation, download, duplication, and/or review-related issue or concern and 
notify the CMP manager by e-mail if there is a concern about lost collection. 

• (U/ff.OU~ Ensure that all FISA-acquired. intercept collections downloaded to archival 
removable media are processed and treated as original ELSUR evidence. 

• (U:~ Ensure that for each court order where such PISA-acquired intercept 
evidence is d.O\vnloaded, the media. is properly classified, has a FISA marking, and has 
been submitted to the EOT for storage in the EECR. 

• (U/~Document, in the case file, the reason for the d.O\vnloaded FCSA-acquired 
intercept recordings and duplicates, their dissemination, and their disposition. 

5.16. (S/JNio[ 
5.16.t. (U) k,...c_o_p_e-------------------------
(lJ) This policy applies to service of all types of FIS/\ orders (i.e., emergency, physical search, 
ELSUR, PRITT, or business records orders). 
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b3 -1 
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5.16.2.7. (lJ771:1rs.H>estructiou of FlSA Orders and Other Related Materials 

(S I~ . // l~t'I 

5.16.3. (U) Specific Procedures for Serving .FlSA Orders 

(UttFOld~Service of P ISA orders can generally be broken down into two categories: (1) 
service on an ECSP (i .e., telephone companies or ISPs) \vit11 whom the FBI has a11 established 
relationship and (2) service on all other parties, including landlords, hotels, businesses, and 
smaller communications companies that do not regularly receive service of PISA orders. 
Different procedures apply, depending on the type of recipient. 

5.16.3.1. (U/~ervice on Electronic Communications Service Providers \Vith \Vhom 
tbe f<'Bl Has an Esrnblisbed Relationship 

(s '~ ._J 
. /~ I 

58 
3t;z RJ:. 1~,YNe~uvas-

bl -1 
b3 -1 

b7E -1,2 

bl -1 
b3 -1 
b7E -1,2 

FBI 18-cv-12131-115 



-

--
--

--

(U7iFOU01-foreign InteHigence Surveillance Act and 
Standard Minimization Procedures Policv Guide 

59 
~~CRET:t>'C>Po~-

bl -1 
b3 -1 
b7E -1,2 

bl -1 
b3 -1 
b7E -1,2 

FBI 18-cv-12131-116 



3 .tC.kit I//N8F8R.N bl -1 

(UffFOU~Foreign InteHigence Surveillance Act and b3 -1 

r-~~~~~~~~~··L.ll.UJWl.Ll.l...i.li.1.1.1.1.LLl.Ll~~L.l::.l:.L.li,;j~Ll:e5~llll:1:'...1..Il.WJ.e...~~~~~~~~~=-b7E -1,2 

'S 

--

--

--
\ 

60 
s1*:Rt: l//NGN nm bl -1 

b3 -1 
FBI 18-cv-b7E -1,27 



----

--

-

(U/fFOUO-) Foreign InteHigence Surveillance Act and 
Standard Minimization Procedures Policy Guide 

61 
st:c::A:tet)).'J~U.ifl)k.R 

bl -1 
b3 -1 
b7E -1,2 

FBI 18-cv-12131-118 



• {SI~ 

--
(U//FO~oreign InteHigence Surveillance Act and 

Standard Minimization Procedures Policy Guide 

bl -1 
b3 -1 
b7E -1,2,5 

(Ul/f'OUO) The N.~GLHJntrnn.~~.tl;!~.rn contains a standard letter tha1 may be provided to the 

62 
S~'QEQa·Nr I'~ . .• . . t . ·' 

FBI 18-cv-12131-119 



SEC,r<:tr I, 11 l OF OR&: 
(Ul!FOUO) Foreign InteHigence Surveillance Act and 

Standard Minimization Procedures Policy Guide 

6. (S/ZNil I bl -1 
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1 

-----------------

1 

b3 -1 

~-~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~----' b7E -1 
6.l. 

U1 · Overview 

U Definition 

--
6.1 .1.2. fU) Requin~meuts fo:r and Limit.ations on Ust~ 

--

25 (U) Sec subsections J,.?: .. ;u_\L and ~-.L for an introduction to th.is concept 
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\U/lf?~,'Jote thJ . ~he 1:u~~s,t~e~ard~in~ access by prosecutors to ad hoc systems are the same as 
for access t See sm:i .. t:.c.t.on 5 .1 :i. t. 

6.1.1.3. (U) Additional Requirements 

(lJi/~A nonexhaustive 11st of FBI systems, including ad hoc systems, can be found on the 
•NS.Cf:,;n. .. rm~!:~~:!s~l: .~~N-

bl -1 
b3 -1 
b7E -1,2,4 

6.1.2. (U) Analysis ao.d Queries of Raw FISA-Ac<1nired Informa.t.ion bl -1 

b3 -1 
b7E -1,2,5,6 (U) Users who are authorized to have access to raw FISA-acquired information in an ad hoc 

system may analyze the data to find, extract, review, translate, and assess ,.vhether the 
infornrntion reason.ably appears to meet the minin.1ization standard. Any queries of datasets that 
contain raw FISA-acqu1red information in an ad hoc system must be designed to find and extract 
FU or evidence of a crime. 

rs1N"FI 
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(~/~· 
,.......s..w..;.o~:.i....~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~4 bl -1 

6.l.3. (U) Dissemiuation, Disclosure., and Compliance 

(U) Ad he~ are subject to the dissemination, disclosure, a.nd co1npliance provisions 
governingf____Jsuch as those contained in subi;cction 5.S. and subsection 5. HJ. (See also 
Sections l:V and V of the SMP-BLSUR/PHYS.) b7E -4 

6.l.4. (U) Retention of FlSA-Acquired Iuformation 

b3 -1 
b7E -1,2 

(U) The FBI may retain raw FISA-acquired infom1ation concerning unconsenting USPERs in an bl _1 
ad hoc system in order to detem1ine whether the inforn1ation reasonably appears to meet the b3 -1 

minimization standard, as follows: b7E -1, 2, 4, s 

• {~~1 
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6.l.5. tSJ&Fl. 
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(U) FIH personnel must consult as appropriate with CDCs, OGC, or NSD to determine whether a 
communication is privileged . .--........ ~ ......... ~~~~~~~~~~~~~~~~~~~~~~~~---. 
6.2 (SI/~~ L(S) 
~ bl -1 
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7. (U/~ISA 702: Special Considerations 
7.t. (U) Introduction 

(U) The FISA Amendments Act of 2008 created a new legal framework for the acquisition of 
foreign intelligence by targeting non-USPERs located outside the United States without an 
indivi.dualized court: order. These procedures are detailed in 50 US.C. § 188la and are bl _ 1 
commonly referred to as "Section 702.', As is the case \Vith ot11er provisions of FISA, a b3 -1 

significant purpose of the Section 702 targeting must be to obtain Fl!. b7E -1, 2, 3, 4 

(~j~ 

--

--

I 1 

_§:RCBET "l>l(U'OR~ 
FBI 18-cv-12131-128 



--
--

SEG.RtilW:P'l 8F@Jf!'{ 
(U/'FOUO} Foreign InteHigence Surveillance Act and 

Standard Minimization Procedures Policv Guide 

7.2. (U) Presidential Policy Directive 28 

~I 
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2~ (U) The FlSA statute, 50 U.S.C. § l80l(i), defines the term "U.S. person" as: 

(U//~:Foreignness Determination 

• (U) A U.S. citizen. 
• (U) An alien lawfolly adm.itted for pemianent residence ("permanent resident" or "gree11 card holder"). 
• (U> An unincorporated association a substantial number of members of which arc U.S. ci.tizens o:r 

pern:ianent residents. 
• (U) A U.S. co1poa1tkm. 

(U) The l:enn "U.S. Person" docs not include U.S. corix)rations or associations that are "foreign powers," as defined 
in 50 U.S.C. § 180l(a)(l)-(3) (i.e., t11ose th:1t are foreign government'> orcmnponents, factiom; ofa foreign nation 
litat. are .not substantially composed ofU.S. persons, or entities th:1t are openly acknowledged by a foreign 
government to be directed and controlled by such foreign governments). 
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7.3.3. (U//FOUO) .Prohibitions 

7.3.3.l. (U/tfO.,~Reverse Targeting 

(U//H)UO:t=Reverse targeting" is defined as targeting a non-USPER who is reasonably believed 
to be located outside of the United States with the tme purpose of acquiring communications of 
either (l) an USPER or (2) any individual reasonably believed to be located inside of the United 
States with whom the non-USPER is in contact The FISA statute, 50 U.S.C. § l88 l(a)(b)(2), 
and lhe Attorney General's Guidelines for the Acquisition <?f Foreign lmell~gence Surveill.c:mce 
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) , A '"' •• ,...// ~ ne1 srmn e see mg; access to 

I IIn addition, these personnel must 
complete the OGC-provided training on the changes made to th~ jin May 2016. 

(UJ7f10UOj..J\1 lsers, including supervisors and legal revie\vers, also must 
successfully complete the prior to gammg access to 
I !Additionally, these users n.1ust complete refresher training every two years. 

(U/tr'OUO)-After completing the required course(s), a user must submit a System Access 
Request (SAR via the EPJs~n?rh.~( .. P.r9.~;s~~-~ .. A!,*,?~,rn~J~~m..Sy~!:~~xn (f P.A5). EPAS will route the 
request t ;vhich will create~ ticcount for the user. 
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7.ll.3. (U) "Roamer'' Provision .Exception 

(U) Notwithstanding the other provisions of this section, pursuant to the U.S.A. Freedom Act (50 
U.S.C. § 1805(t)), the director or head of another IC element may approve the continued 
targeting of a non-USPER previously believed to be located outside the United States for up to 
72 hours from the time that the non-US PER is reasonably believed to be located inside the 
United States, provided that the director or head: 

• (U) Reasonably d.etennines that a lapse in the targeting of the non-USPER poses a threat 
of death or serious bodily harm to any person. 

• (U) Notifies the AG of the intent to continue targeting. 

• (0) Requests, as soon as practicable, the employment of emergency ELSUR or physical 
search as described in 50 U.S.C. § 1805(f). 

(U) Any information obtained pursuant to this authority must comply with the minimization 
requirements contained in 50 U.S.C. § 1805(f). Any case manager, resJ.mn~ble pa1.y, or designee 
seeking to continue collection under this provision must immediately noti( and consult 
withNSCLB. 
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(U/~Any docun.1ent or other media containing PISA 702-acquired information must 
include the standard. FISA caveat, as set fort11 in subsection 7.13,8. 
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Appendix B: (lJ) List of Higher Authorities 

(U~elow are links to various higher or related legal authorities referenced throughout 
this PG: 

• (U) Standard Alinimization Proceduresfor FBI Electronic Surveillance and Physical 
Search Conducted Under the Foreign Intelligence Surveillance Act (signed May 17, 
2016, effective August 15, 2016) 

w.~ 
• ~F) 1\1inimization Procedures U~ed l~y the Federal .Bureau <?f Investigation in 

Connection with Acquisitions q/Foreign .Intelligence lnjhrmation Pursuant to Section 
702 <fl.he Foreign ln!.elligence Surveillance Act of 1978, as amended (November 13, 
2013) 

• (U) Federal Bureau (?,f lnvesiigation S!.andard.A1inimization Procedures for Tangible 
:l11ings Obtained Pursuant to Title V of the P'oreign lntelligence Surveillance Act (March 
7, 2013) 

• (U) Gates Procedures (March 29, 2013) 
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