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(1) General Information
(U3 Questions or comments pertaining to this policy guide can be directed to:
g P 2

{U) Federal Bureau of Investigation Headquarters, (Mffice of the General Counsel, Nationat
Security and Cyber Law Branch

(L7} Division point of contact: National Security Law Policy and Legislative Review Unit

(U) Supersession Information

{U) Privileged Information

{17} Any use of this document, including direct quotes or identifiable paraphrasing, will be
marked with the following statement:

(L7} This is a privileged document that cannot be released in whole or in part to persons or
agencies outside the Federal Bureau of Investigation, Department of Justice National
Security Division, or the Foreign Intelligence Surveillance Court, nor can it be
republished in whole or in part in any written form not containing this statement,
including general use pamphiets, without the approval of the
Director of the Federal Bureau of Investigation.

{U} This document and its contents are the property of the FBIL I the document or its contents
are provided to an outside agency, it and its contents are not to be distributed outside of that
agency without the written permission of the unit listed in the contact section of this policy

auide.

(U) DIOG Provision

(L) No policy may contradict, alter, or otherwise modify the standards of the DIOG. Requests for
DIOG modifications can be made to the Internal Policy Office, pursuant to DIOG subsection 3.2.2
paragraphs (A), (B), (C), and (D).

i
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1. (U) Introduction
1.1. (U} Scope and Purpose

(U/FONSAY This policy guide (PG) applies to all information, communications, material, or property
that the Federal Bureau of Investigation (FBI) acquires pursuant to the Foreign Intelligence
Surveillance Act (FISA) (hereafter collectively referred to as “FISA-acquired information™). As used

in this PG, the term “FISA-acquired information” includes all information obtained pursuant to Titles :; :1
L 11, V, and VI of FISA] | | 2 .
(SINE ]

N
AN

L) Section 702 certificatons, inchsding the applicable minimization procedures, are rencyved on an anwal basis, The
germ “SMP-702." therefore, refers to the most current set of procedures. When appropriate, this PG will be npdated to
eosure consistency with the most current set of procedwres.

FBI 18-cv-12131-58
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2. (U) Superseded Policies

(Uﬁ"@@Q)\The following polices have been superseded by the Foreign Intelligence
Surveillance Act and Standard Minimization Procedures Policy Guide:

» (U) Policy Directive (PD) 0137D, Staidard Minimization Procedures Implementation
Policy

o  (U/FORQYPD 0370D, Handling and Desteuction of Unintentionally Acquired FIS4
Information

o (W) PD 0394D, Foreign Intelligence Surveillance Act (FINA} Accuracy

o  (UTFOEQS PD 04420, Procedures for Coordinating Implementation of Surveitlance of
ULS. Persons Overseas with the Nationdal Security Agency (which superseded Policy
Notice PN O121N, fferim Policy Providing Procedures for Coordinating
Implementation of Surveitlance of U.8. Persons Overseas with the National Security
Agency [NS4])

o (UAFOEE) PD 0709D, Retention of Foreign Intelligence Surveillance Act (FIS4)
Materials following Physical Search

o (USFGE0Y PD 0722D, Legad Requirements for Reoy Information Aceguired Pursuant to
Title For Il of the Foreign Intelligence Surveillance Aet (F184)] |

bl -1

o (UMFOEOLPN 0674N, Interim Procedures for the Handling of Unminimized FISA b3 -1
Section 702 Information Ouiside of Identified Electronic Data and Storage Systems 4d P7E -1,2,3,4
Hoc Database Export

» {Q#&d I

o (U Business Record Standard Minimization Procedures Policy Notice and Policy
Guide, 0642PG

o (U) Foreign Intelligence Surveillance Act (FISA) Acenracy, 0394PG

o (L) Joreign fntelligence Surveillance At Accuracy Policy Guide, 0394PG (which
superseded Electronic Commumication {EC] 66F-HQ-A 1247863 serial 30, “Foreign
Intelligence Surveillance Act, Procedures to Ensure Accuracy” (April 5, 2001); EC 66F-
HQ-CI384970 sertal 3228, “Accuracy in FISA Packages ~ Data and Electronic
Communications Review by Investigative Technology Division™ (September 8, 2003},
and EC 60F-HQ-C 1384970 serial 11796, “Accuracy in FISA Packages -~ Electronic and
Data Communications Review” (July 15, 2004)

o (U Foreign Imelligence Surveillance det Overcollection Policy Guide, 0370PG (which
superseded subsection 4.7 2. of the Guidance on Intelligence Oversight Roard (FOB}
Matters Policy Guide, 0188PG)

o (W) Nandard Minimization Procedures Policy Guide, 0137TPG

Tt

SE ;
FBI 18-cv-12131-60
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3. (U) Roles and Responsibilities

(S/NH
N\

\ bl -1
b3 =1

b7E -1,4
3.1,  (U/FOEQ)Authorized Users
(SNEL
o (L/FOBOReceive the legal traiming required in Section 4 of this PG and keep
documentation of their completion of required courses.
o (U7FOBQ) Comply with the SMPs with respect to FISA-acquired information,
¢ (U/PFOBe>Comply with all policies and procedures within this PG
o (SNE] _
. bl -1
b3 -1
3. (U b7E -1
(/N
* (L/TOLOT Recerve the Tegal tratiing required i weonCi A of tis PG,
o (UTFOE0) Comply with the SMPs with respect to FISA-acquired information.
. (S.f':'NE)l J
bl -1
\ b3 -1
b7E -1

N
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o (S/NE |

bl -1
b3 -1
b7E -1,2,3

. (I_I;’f]?m@‘) Destroy, with proper authprity documentation, any FISA overcollection
existing at the field office (FO) within pf discovery and coordinate with FBI
Headquarters (FBIHQ) component and/or NSD Ol to destroy any material in FBIHQ
and/or NSD Of custody.

bl -1
b3 -1
b7E -1,2,4,5

o

)
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o (SIN]
\
e
'\
-‘\
""'h..‘hh
/
{UTTOTO3In addition 10 the abOVE responsIDIGes, a plimary Case agent/primary case

coordinator/case manager must comply with all other applicable responsibilities and procedures
articulated in this PG. For more information and a detailed description of the roles and

responsibilities of primary case agents/primary case coordinators/case managers, see subseotion
S 1, and subsection 7 1.1 of this PG

3.3. (U/FOt63additional Case Coordinators, Linguist Case Coordinators, Designees,
and Responsible Parties
i -
bl -1
b3 -1
b7E -1,2,4
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o (S/MNE]
. \
bl -1
b3 -1
* \ b7E -1,2,4
. e =
o (U/FOSQ) Complying with ati other applicabie responsibilities and procedures
articulated in this PG.
(U;’MQ),FO:‘ additional information, see subsection $.1.2.
(S/NE|
H
bl -1
b3 -1

\ b7E -1,2,4

Sy,

(U/AFOE0) For additional information, see suhsgetion S.1.3.

3.4,  (U/FOHEr-Field Office Supervisory Special Agents

(UFOEO-FO SSAs must oversee FO squads that have responsibility for FISAsg, and must:
1. (U/FOE-0Obtain legal training, as required in Seciion 4 of this PG,

2. (UFFOEQEnsure that all personnel under their supervision who work on national
securtty matters, assist with the preparation of FISA applications, or handle FISA-

(UTOTOTRead and become familiar with SMPs and FISA aceuracy procedures and
promote compliance on their squads,

i

4. (UTrOe+-Read and become familiar with this PG and promote compliance on their
squads, Of particular importance, FO SSAs are reminded to:

FBI 18-cv-12131-64
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o TESANH [5)
bl -1
. b3 -1
N b7E -1,2,4
. \
© \
(U807 Chief Diviston Counsel
(UAFOHES CDCs are legal counsel for FOs. Use of this term throughout this PG includes
associate division counsel {ADC) as well. A CDC is responsible for ensuring famihiarity and
comphiance with this PG and must:
(U/FOE0T Obtain legal training, as required in Seciion 4 of this PG.
(U/FOTO Provide legal training on the SMP and accuracy procedures using the most
recent FISA training materials.
AT
{S/ANE . bl -1
b3 -1
b7E -1,2
~N

3.6.

(U/FOBQSCs are responsible for ensuring familiarity and compliance with this PG, In

Sy

{LU/Aet0) Consudt with NSCLB and DOJ, as appropriate, in the event of a suspected

overcoliection and provide guidance, as necessary, to resolve the issue.

{(UA/POE-Conduct accuracy reviews on an annual basis in accordance with GC

procedures and report all potentially material misstatements or omissions as specified in
this PG.

{U//FOB6 Participate with NSCLB and NSD Ol attorneys in accuracy reviews during
scheduled FISA minimization reviews of FOs.

( LE!!MCGI}] ply with any other responsibilities for CDCs included in this PG.

(U//FOBQ) Section Chief

addition, operational SCs are responsible for being familiar with all applicable responsibilities
listed in this PG

{ {FIIF'D'U-Q) Assistant Special Agent in Charge (ASACQ)

3.7

(U/TFOTOFASACs are responsible for ensuring familiarity and compliance with this PG,

308'

(U7FOE SSAs, special agents (SA), intelligence analysts (IA), detailees, and task force

{ UUF’BUQ_) FBI Headquarters (FBIHQ) Operational Units

members who are assigned to FBIHQ units handiing FISA material must:

FBI 18-cv-12131-65
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o (U7FOP-Ensure that all personnel ander their supervision who work on national
security matters and assist with the preparation of FISA applications or who handle
FISA-acquired information alse obtain training, in accordance with Sootion 4 of this PG,

o (L//FOEQ) Read and become familiar with SMPs and promote compliance in their units.

o (UAFOB03-Read and become familiar with this PG and promote compliance in their
units.

o (U7FOHO-Resolve disputes over markings or disseminations of FIS A-acquired
information expeditiousty, consistent with program management responsibilities

bl -1
i
e (S//NE b3 -1
b7E -1,2

3.9, (U/AASHEBIHQ Unit Chiefs
(U FBIHQ UCs must:
o (U/FOTE-Obtain legal training, as required in Section 4 of this PG.

» (U7POEBOEpsure that all personnel under their supervision who work on national
security matters and assist with the preparation of FISA applications or who handle
FISA-acquired information also obtain training, in accordance with Section 4 of this PG,

» (UMFPOEQLRead and become familiar with the SMPs and FISA accuracy procedures and
promote compliance in their units.

» (UAFEEETRead and become familiar with this PG and promote compliance i their
units.
o {S/ANE bl -1
b3 -1
b7E -1,2

3.10. (UAEOUO) National Security and Cyber Law Branch (NSCLB)
(L)) NSCLB must:
o (U/AOEOT0btain legal training on the SMPs and this PG,

o (U/H0B0-Provide legal training on the SMPs and accaracy procedures, upon request of
during scheduled FO visits, and update such training, as necessary.

. (S;'/NE.L bl =1

b3 -1
b7E -1,2

. (L.!;’Lt'-glc?ﬁﬁoordmaie with PBI Digtong seCurily Braned (Bihis), Lnmanal, Uyber,
Response, snd Services Branch (CORER), and NSD O1 1o develop and maintain a
process to monitor compliance with the SMPs and periodically audit activities and
procedures required by this PG.
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o (U/FOTO) Identify and analyze potential risks of SMP-related noncompliance, in
coordination with N8B, and determine whether changes or updates are needed to this PG
or to systems that contain FISA-acquired information i order to minimize the potential
risk of SMP-related noncompliance, after considering the impact these changes would
have on FBI operations.

¢ (U/FOBEMaintain this PG, in consultation with NSB and CCRSB, to ensure that it is
consistent with the SMPs and with the FBI's operational needs. Incorporate any changes
required to reflect new direction from the FISC or other fegal authorities immediately.
For all other changes, consider and, when appropriate, incorporate the suggested changes
to this PG twice yearly.

o (g |

o (L/ASE03-Submit, on a guarterty basis, the NSB report of the accounting of the namber
of foreign disseminations of FISA-acquired information concerning United States bl -1

persons (USPERs) to the AG through the NSD OF DS =1
b7E -1,2,4,5

o (UTTOBOLReview FISA accuracy forms for completeness, concurrently with the fegal
review of FISA applications.

» (U/POEEParticipate with NSD Ol attorneys in accuracy reviews during scheduled
FISA minimization reviews of FOs.

o isuangl
. My
» \\
bl -1
b3 -1
b7E -1,2,4
* N
3.1 (S/NEH
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FBI 18-cv-12131-67



: 2 p : ' : bl -1
(UTTFOBQ) Foreign Intelligence Surveillance Act and b3 -1
Standard Minimization Procedures Policy Guide b7E -1,2,3,4
o (S/INE
\
\
e
™~
~
~
—~
.S
~
~N
bl -1
T ki =, ] b3 _1
312, (UAOte3Systems Administrators b7E -1,2,4
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bl -1
b3 -1
b7E -1,2,3,4

1 sl
™~
2 S
3 e
4 \
5 —
7 —_—
8. (U/FOHE)Ensare that has access to all FISA 702~-acquired information i
(except for specific case classifications authorized for prohibited access).
o (S/NHL bl -1
b3 -1
b7E -1,2,4
3.13. (U/FOBQL
o v |
(SN bl -1
b3 -1
b7E -1,2,3
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4. (U) Training
(U/FOBEQ. All FBI personnel, including contractors, task force officers (TFOs), and others
operating under FB1 supervision and control, must complete training as follows:

» (U/POEQL FISA Applications: FO and/or FBIHQ personnel whose work involves
national security matters must complete FISA accuracy training prior to drafting or
assisting with the preparation of FISA applications. Training may be provided by CDCs
or NSCLB, or through Virtual Acadenty (VA).

e (U0 Raw FISA Data: All personnel must be trained on the FISA SMP

) : h l 5 » b7E -1
ELSUR/PHYS, including the 2016 update to the SMP ELSUR/PHYS, and take the
Section 702 Retention 2011 course in VA, prior to being given access to, handling, or
using raw, unminimized FISA-acquired information in any way.
o (umrosaf I
b7E -1,5
(U700 +he most current FISA training materials are available on the NSOULEB Intranet site

and must be used by CDCs and NSCLB for live training. An FO 15 exempt from live training by
the CDC if training was conducted by NSCLB or the NSD Ol during an FO review within the
last two years.
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5. (S/INK j b3 -1
£ b7E -1

5.1, (U/FOBO)Lase Manager Roles: Case Coordinators, Case Managers, and

Designees
(S/INE
bl -1
N b3 -1
b7E -1,2,4

(U/TPEQ) At the renewal and closing of a FISA order (including the decision not to renew),
primary case coordinators must complete any required documentation with respect to the use of
certain (see the NSOLB Intanet site for guidance). b7E -4,5

515 (U/FOHQ) Primary Case Coordinator/Case Manager

N
N

~
bl -1
b3 -1
b7E -1,2,3,
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bl -1

R b3 -1
fsrﬁ\qﬂ. b7E -1,2,5

5.1.1.1. (S/;‘N"E_l I

{S/NY
< 1
bl -1
b3 -1

b7E -1,2,3,4

2 DY N \

\ \

(U7TFOE0L The primary case coordinator 1s also responsible for fulfilling all additional case  p1 -1
coordinator roles set forth in subsection 5.1.2, b3 -1
b7E -1,2,3,4
16
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{S/INE
bl -1
b3 -1
b7E -1,2
N
5.2. (U7FOtOHefinition of Raw FISA-Acquired Information
(SIANEY
bl -1
\“\\\ b3 -1
b7E -1,2
{S//NE
bl -1
b3 -1
b7E -1,2

(U} The FISA statute, 30 U.S.C. § 1801{e), defines FH as:
“{1) information that relates to. and if concerning a United States person is necessary to, the abilify of the United
Staics to protect against—
(A) actual or potential attack or other grave hostile acts of a foreign power or an agent of a forcigzn power,
(B) sabotage, international ferroriam, or the intermational profiferation of weapons of mass desinuction by a
foreign power or an agent of a foreign power; or
() clandestine intefligence activities by an intelligence service or network of a foreign power or by an agent
of a Toreign power. or
{2 information with respect 1o a foreign power or foreign territory that relates 1o, and if concerning a United
SHALeS POTSOn IS necessary lo—
(A) the national defense or the seourity of the United States; or
(B) the conduct of the foreign al¥airs of the United States.”

I8
SA‘ ; - N
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b3 -1
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b3 -1
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5.4. (1}M Systems and Storage Areas b7E -1,2,4,5
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(U FEOEey Users mav contact NRCT R with anv guestions
5406, (S/NE Bl w1
\ N b3 -1
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5.4.2. (L/AOH85 Other “Approved™ FBI Systems

{SINE
bl -1
b3 -1
b7E -1,2,4
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8.6, (UTFOEQ) Markines

(S/N
bl -1
b3 -1
b7E -1,2
\\
5.6.1, _ (UsrotODefinition of Marking
bl -1
b3 -1
N b7E -1,2
\
5.6.2, i, Types of Markines
{Sr"ffrm“
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o (SINF
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b7E -1,2
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\
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(U] |
b3 -1
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bl -1
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5.6.2.2, lﬁﬁm {5}
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5.63.1. (8/NE)
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5.7.4.  (S/NK
bl -1
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~N b7E -1,2,4
N
—
3.8, (U/FOBQ)Systems and Storage Areas to Which Marking Policy is Applicable
~—
bl -1
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5.9. (U//FOBO) Dissemination Poliev
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5.9:2. (U/A610) Definition of Dissemination for the Purposes of the Standard
Minimization Procedures
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(SRR
bl -1
b3 -1
b7E -1,2,4

5.9.3.6. (U/FOEOTFISA Caveat

'? As a reminder. g dissemination tnclades seriatizing/aploading information into another FB1 system fo which there
15 broad access {e.g.. Sentinel ).

L
d

AR 7T A ol &l i s v
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(U/TFOBEQ) According to the FISA, "No information acquired pursuant to [FISA] shall be
disclosed for faw enforcement purposes unless such disclosure is accompanied by a statement
that such information, or any information derived there from, may only be used in a criminal
proceeding with the advance authorization of the Attorney General" (50 U.S.C. §§ 1806 (b),
1825(c), 1845(b})). The caveat requirement applies to both USPER and non-USPER information.

(U/TFORQ) Accordingly, any dissemination that contains FISA-acquired or FISA-derived

information must inctude a prominently placed statement that, at a minimum, provides that the
information may not be used in a criminal proceeding without the advance authorization of the
AG. For approved caveats, please see the NS{LB Intraner site.

bl -1
£53.79, (S/ANEH- b3 -1
b7E -1,2,5
(U /7840 For policies and procedures governing the dissennnauoit ol FISA Inlormaton
to foreign governments, consult the fureion Dissemination of Closified Information Palicy
favide, Q7H3PG
5938 (SNl _
bl -1
b3 -1
b7E -1,2,4
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5.9.3.11. (SINFT- bl -1
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593,14, (B/NK

e
bl -1

=1

™~ b3
\ b7E -1,2,4

(U/TPEEQY) I a disk of raw FISA-acquired information is provided to a prosecutor, the disk must

be marked clearly with a FISA caveat.
— (5)
bl -1
b3 -1
b7E -1,2
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(L) When ELSUR/PHYS or FISA 702-acquired information is reasonably believed to be

necessary for or potentially discoverable in litigation matters, the FBI may temporarily retain the

information that would otherwise have to be destroyed under the SMP retention reguirements.
| | b7E -2,4
[ [When a decision is made to retain

products for ltigation purposes, the systems must identity the specific information to be retained

and must ensure that the information is only made accessible to personnel connected to the

particular Hitigation matter. NSCLB and the Litigation Branch will document the litigation for
which the information 18 retained b7E -1,2
S5.11.1.8. (S/NE -l
\\
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(NN |
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bl -1
™~ b3 -1
S, b7E -1,2
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i
512, (U7FEEQ) Logs and Indices Eliminated
(Sr"fled‘
~N
bl -1
b3 -1
b7E -1,2,4
N
N
{L7) Per the SMPs, the FBI may disclose FISA-acquired information, including raw FISA-
acquired information, and information derived therefrom to federal prosecutors and others
working at their direction for all lawful foreign intelligence and law enforcement purposes. Any
disclosure of FISA-acquired digital evidence must comply with the Digisad fvidence Policy
{ nole, O83PG
(sinsel_
bl -1
b3 -1
b7E -1,2,4
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o (SN
bl -1
b3 -1
b7E -1,2,4
5.13.2.  (U/8c0H0rmergency Access for Federal Prosecutors
bl -1
b3 -1
b7E -1,2
5.13.3. (U7 FOHOAccess for National Security Division Personnel
(Sf/":\‘}?\
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b7E -1,2,4
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(SINE

SANE]

s (LTI Or agenis Or analysis, COnlact Ihe prunary case cooramarorn s Son.

o (U/FEBEO3-Eor linguists, contact the assistant SC, Laveusee Services Section (LSS), .
1 -1

I b3 -1
o (UAPOTOYFOr attorneys, contact the UC fof _ |[NSCLB, B7E -1,2,3,4,5

5.14.3. (U/AOHOStep Two: Database Access

(SINF]

[/ ]

3 ({AROBET he requised training is addressed in thel b7E -1

FBI 18-cv-12131-105



i

(U//FOUOForeign Intelligence Surveillance Act and
Standard Minimization Procedures Policy Guide

bl -1
b3 -1
b7E -1,2,3,4

(STNE))

FBI 18-cv-12131-106



(UTPOEQ) Foreign Intelligence Surveillance Act and bl -1

Standard Minimization Procedures Policy Guide 20 4
b7E -1,2,3
_|i';3)
51442, (SANE]
~
\
N
N
bl -1
b3 -1

b7E -1,2,3,4
FBI 18-cv-12131-107



s FOR? bl -1
(U/POBQForeign Intelligence SurveiHance Act and b3 -1
Standard Minimization Procedures Policy Guide BIE —1;&s354
(SimEL |

FBI 18-cv-12131-108



ORE FORN
(Um Foreign Intelligence Survelllance Act and
Standard Minimization Procedures Policy Guide

bl -1
b3 -1
b7E -1,2

(8K ; I

bl -1
b3 -1
b7E -1,2,3,4
FBI 18-cv-12131-109



SECRET#NOFORN= bl -1
(U/FOT0) Foreign Intelligence Surveillance Act and b3 -1
Standard Minimization Procedures Policy Guide b7E -1,2,3,4

(SONE
N

N

N
i

S48, L/?FSU.Q} Downloading, Handling, and Storing FISA Intercept Media for Use as
Original Evidence

(U/TFOSEIELSUR conducted pursuant to FISA may be used in judicial or administrative
proceedings in certain circumstances. This includes FISA-acquired information obtained in
counterterrorism investigations. The below procedures ensure that FISA-acquired information
that has been downloaded from an FBI coliection system to archival removable (portable) media
for the purpose of a judicial or administrative proceeding meets the standards for admissibility in
such a judicial or administrative proceeding.

{(UMFOEQL FISA-acquired intercepts that are downloaded from an FBI coliection system to such
media must be treated as original evidence and must be submitted to, and maintained in, the
ELSUR evidence control room (EECR) to ensure integrity and authenticity. FISA-acquired
intercepts that remain on an FBI collection system or an online storage system continue to be
subject to controlled access and will be maintained in a manner that ensures integrity and
authenticity.

(U7FOE0 All FBI personnel (including task force personnel) who handle, access, and/or
process FISA-acquired intercepts that have been downloaded from: FBI collection systems to
archival-removable media must ensure that these downloaded intercepts are processed,
maintained, and stored in a manner that protects the integrity, authenticity, and appropriate
classification of the original intercepts. This entails properly labeling and marking the
classification of the media, which includes a FISA caveat or banner; establishing a chain of
custody by using the FD-504 “Chain of Custody - ELSUR Evidence Medium Storage
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Envelope™; creating an FD-1087 “Evidence Log” in Sentinel; and entening the media into
ELSUR storage by placing the media in the EECR and marking it as “FISA.”

(U If an EOT receives a FISA-acquired intercept download request, the EOT must download the
requested recording from the FBI collection system maintained in the FO to archival removable
media, unless the ASAC designates another individual from the FO to assume this responsibility.
The EOT or ASAC designee must:
« (U} Mark/label archival removable media and include the proper classification and a
FISA marking,
e (UJ) Establish an FI>-504 “Chain of Custody — ELSUR Evidence Medium Storage
Envelope™ by filling out the “Accepted Custody™ section {enter “Data Download™) and

fill out the “Released Custody” section of the form and include the proper classification
and a FISA marking.

s (U) Create the FD-1087 “Evidence Log” in Sentinel.

« (U} Place the media in the FD-504 “Chain of Custody — ELSUR Evidence Medium
Storage Envelope,” and submit it to the EECR,

= (1) Notify, if necessary, the case agent and Central Monitoring Plant (CMP) manager
that there is an interception, collection, recording, or download-related issue or concern.

o (UJ) Send the media to the office of origin (O0) by an approved courier when the
reguesting agent is located in an FO that 1s not the OO,

o () Coordinate with case agents and dispose of downloaded FISA media when the FISA

Federal Bureny of Investication Discesition of Foreten buellivence ALT (FISAY
BELSUR dedia 7

(U/TFOTOFhe case agent must

» (U7POBSDocument, 1n an uploaded/serialized record in the case file, any known
technical, recordation, download, duplication, and/or review-related issue or concern and
notify the CMP manager by e-mail if there is a concern about {ost coliection.

o (U/fFOE03 Ensure that all FISA-acquired intercept collections downloaded to archival
removable media are processed and treated as original ELSUR evidence.

+ (U7POEQ) Ensure that for each court order where such FISA-acquired intercept
evidence is downloaded, the media is property classified, has a FISA marking, and has
been submiited to the EOT for storage in the EECR.

» (U/FOEQLDocunent, 1n the case file, the reason for the downloaded FISA-acquired
intercept recordings and duplicates, their dissemination, and their disposition.

bl -1
816, (SN b3 -1
b7E -1,2

5.16.1. (V) Scope

(U) This policy applies to service of all types of FISA orders {i.e., emergency, physical search,
ELSUR, PR/TT, or business records orders).

54
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bl -1
(S.f;'NE, b3 -1
b7E -1,2
5.16.2.7. (UTCESH-Destruction of FISA Orders and Other Related Materials
bl -1
b3 -1
b7E -1,2
T 5.16.3. (U) Specific Procedures for Serving FISA Orders
(UAFeEQ) Service of FISA orders can generally be broken down into two categories: {1)
service on an ECSP (1.e., telephone companies or ISPs) with whon the FBI has an established
relationship and (2} service on all other parties, including landlords, hotels, businesses, and
smaller communications companies that do not regudarly receive service of FISA orders.
Different procedures apply, depending on the type of recipient.
5.16.3.1, (U/fm&ervice on Electronic Communications Service Providers With Whom
the FBI Has an Established Relationship
bl -1
b3 -1
b7E -1,2
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— b3 -1
b7E -1,2,5
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(UARE03The MSCLE Iuttanel site contains a standard letter that may be provided to the
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6. (/NI b1 -1

b3 -1
b7E -1
6.1. (U/FOEQ)LAd Hoc (Temporary) Systems
6.1.1. ___ (U7FOHQ) Overview
{SIN
bl -1
b3 -1
b7E -1,2,4

6.1.1.1, {1} Definition

{Qngﬂ
b1 -1

b3 -1
b7E -1,2,4
~—
6.1.1.2, {U) Reguirements for and Limitations on Use
\
bl -1
b3 -1
b7E -1,2
~——
\
¥ (41) See subsections 3.2.. .16, and 3.1, for an introduction to this concept.
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(U/TFOE6-Note that the rules regarding access by prosecutors to ad hoc systems are the same as
for access i¢ See subsection S.13. 1.

6.1.1.3. {U) Additional Requirements

(U/TPEEQ} A nonexhaustive list of FBI systems, including ad hoc systems, can be found on the
MNSCLE Intomet site,

!QM\I

(U} For addiiongi guidance on reguirements and pest practices, reier to the NOULD Infranet site.
6.1.2. () Analysis and Queries of Raw FISA-Acquired Information bl -1
b3 -1
(L)) Users who are authorized to have access to raw FISA-acquired informationinanad hoc  b7E -1,2,5,6
system may analyze the data to find, extract, review, translate, and assess whether the
information reasonably appears to meet the minimization standard. Any queries of datasets that ., _4
contain raw FISA-acquired information in an ad hoc system must be designed to find and extract  p3 -1
FH or evidence of a crime. b7E -1,2,5

(SINE
~
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(SN bl -1
b3 -1
b7E -1,2
6.1.3. (U) Dissemination, Disclosure, and Compliance

(U) Ad hog svstems are subject to the dissemination, disclosure, and compliance provisions

governing stich as those contained in gubsection 5.8, and subsootion .18, (See also

Sections 1V and V of the SMP-ELSUR/PHYS ) b7E -4

6.1.4. (U Retention of FISA-Acquired Information

{U) The FBI may retain raw FISA-acquired information concerning unconsenting USPERs inan 7 _;

ad hoc system in order to determine whether the information reasonably appears to meet the b3 -1

minimization standard. as follows: b7E -1,2,4,5
] {8417

/ /

a

~
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b1l -1
b3 -1
b7E -1,2,3,4

6.1.5. (S/NH.

N

| /

{U) FBI personnel must consult as appropriate with CDCs, OGC, or NSD to determine whether a

communication is privileged.

6.2, (S/NK

~~

1o

{3)

bl -1
b3 -1
b7E -1,2
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6.2.1. {S/NF
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b3 -1
b7E -1,2,5
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7. (U//FOEO)FISA 702: Special Considerations

7.1.  (U) Intreduction

{U) The FISA Amendments Act of 2008 created a new legal framework for the acquisition of
foreign intelligence by targeting non-USPERS located outside the United States without an

individualized cowrt order. These procedures are detailed in SO U S.C. § 1881a and are bl -1
commaonty referred to as “Section 702, As is the case with other provisions of FISA, a b3 -1
significant purpose of the Section 702 targeting must be to obtain FII. b7E -1,2,3,4

(in

/

/
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™~ bl -1
b3 -1
b7E -1,2
AN
“"!-..H‘
\
—~
7.2.  (U) Presidential Policy Directive 28
CSHF
b7E -1,2
7.3. (U} Legal Standard to Request FISA 702 Coverage
(SR b7E -1,2
7.3.L (U//TOHG) Foreignness Determination
(- Mr] bl -1
o b3 -1
b7E -1,2

¥ (17 The FISA statuie, 30 U.R.C. § 180140), defines the term “U S, person” as:

o (LN AUS citizen

« (L) Ap alien Ianfully admitted for permanent residence (“permanent resident” or “green card holder™).

s (I An unincorporated association a substantial number of members of which are U8, citizens or

permanent residents.

o (1D AUS compomtion
{1J) The ferm “ULS. Person”™ does not include 1.8, comorations or associations that are “foreign powers,” as defined
in 30 U.8.C § 18011 +(3) (i.e., those that are foreign governmenis or components, factions of 4 foreign nation
that arc nol substantially composed of U8, persons, or entities that are openly acknowledged by a foreign
government 10 be directed and controlied by such foreign governmentsy.

72
k., - : e ... ﬁ
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bl -1
b3 -1
b7E -1,2
{S/DE)
\
\
e —
= bl -1
:?3: o 2 b3 -1
W b7E -1,2,3,5
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. m:md\ |

bl -1
b3 -1
b7E -1,2
H
713.2. (U/FOH8s-Certifications
{ S:"{'N\E\
bl -1
b3 -1
b7E -1,2
i
~
"\
\

7.3.3. (U/AFeY83-Prohibitions

7.3.3.1. {(U/660). Reverse Targeting

{(U/TOTe=<Reverse targeting” is defined as targeting a non-USPER who is reasonably believed
to be located outside of the United States with the true purpose of acquiring communications of
either (1) an USPER or (2) any individaal reasonably believed to be located inside of the United

States with whom the non-USPER is in contact. The FISA statute, 50 U.S.C. § 1881{a)bx2),
and The Artorney General's Guidelines for the Acquisition of Foreign ntelligence Surveillance
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Information Pursuant to the Foreign Intelligence Surveillance Act of 1978 {as amended)
expressly prohibit reverse targeting,

{(S/ANK
bl -1
b3 -1
b7E -1,2
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g, bl -1

b3 -1

~ b7E -1,2

~
—
~~
7.4.1. {(L/AOH1 Required Database Access
(S/NH |
< bl -1
b3 -1
s b7E -1,2,4,5
B
"'-____-
{UAFSBBI personnel seeking access tol | B =1

| in addition, these personnel must

complete the

(UTFOE0-AL il users, including supervisors and legal reviewers, also must

QGC-provided training on the changes made to the in May 2016.

b3 -1

successfully complete the| | prior to gaining access to Shw i &
|Additionally, these users must complete refresher training every two vears.

(UAFOEe-Ater completing the required course(s), a user must submit a System Access
Reqguest (SAR? via the Entorpuise Process Aniomation Svstem (EPAK). EPAS will route the

request t

which will created account for the user.
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742, (SUNH-
~ bl -1
b3 -1
b7E -1,2
\
7.4.3. (U/OT0) Required Subliles
(SINEL
P
bl -1
b3 -1
b7E -1,2,4,6
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7113, (U) “Roamer” Provision Exception

(U3 Notwithstanding the other provisions of this section, pursuant to the U.S. A, Freedom Act (50
U.S.C. § 1805(f)), the director or head of another IC element may approve the continued
targeting of a non-USPER previously believed to be located outside the United States for up to
72 hours from the time that the non-USPER is reasonably believed to be tocated inside the
United States, provided that the divector or bead:

¢ (U) Reasonably determines that a fapse in the targeting of the non-USPER poses a threat
of death or serious bodily harm to any person.

¢ (U) Notifies the AG of the intent to continue targeting.

e (UJ) Requests, as soon as practicable, the employment of emergency ELSUR or physical
search as described in S0 U.S.C. § 1BOS(f).

{U) Any information obtained pursuant to this authority must comply with the minimization
requirements contained in 50 U.S.C. § I1BOS{f). Any case manager, responsible party, or designee

b7E -3

seeking to continue collection under this provision must immediately notify and consult
with NSCLB.
742, (SINF
bl -1
N b3 -1
\ b7E -1,2,4
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7.13.4. (UTTFOHO)EISA Caveat and Special Markings for FISA 702 Material

(U/MOEQL ANy document or other media containing FISA 702-acquired information must
include the standard FISA caveat, as set forth in sybsecgon 7138,

(<NH
bl -1
b3 -1
Ip7E -1,2
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o (S//NN ;
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b3 -1
N b7E -1,2,4
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N
(U/7FoU9Q3For policies and procedures governing the dissemination of FISA information
to foreign governments, consult the Foreiun Sissemiination of Clussilied Information Palicy
Guide, G783PRG.
7.13.9.  (S8/N}
N~ bl -1
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8. (1) Electronic Surveillance: Special Considerations

8.1.  (S/NE

—
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8.2, (SANE)
8.2.1.  (U/AFOTOYScope
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9, (U//FOHQ) Business Records: Special Considerations
9.0,  (S//NE ks -1
C— b7E -1,2
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\
9.3. (U/FOBQ)Review for Overproduction
(S/INE]
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9.4, (U/FOUOMarking and Sterage of FISA Business Records Returns

(SINR bl -1
b3 -1
b7E -1,2
H

1 For example, a bank statement covering time periods outside the dates provided by the BR wouldd not be an
overproduction because # 15 a preexisting document, and that 1s how the bank keeps its records.
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(U700 addition, digital evidence must be handled according to the Digdigf Eyidence
Pofioy Cagele QRGP

9.4.2, (S//NEQ]
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10, (UTFOHEQ) Physical Searches: Special Considerations

10.1. ([H:FDEQLHandliug of Information/Items Obtained Pursuant to FISA Physical
Search
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(U/AEE0Hn addition, digital evidence will be handled according to the Digdied Evidence
Sadoy Divective arad Policy Cede (B638DPCH.
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13. (SNE) Overcollection of FISA Material

(U/FOE0L A FISA overcollection occurs when information 18 acquired outside the scope of a
FISA order, FISA warrant, or other FISA authority (i.e., Section 702 or 705(b) of the FISA
Amendments Act). In the business record context, an overcollection also may be called an
“overproduction.”

(U_;',:T‘T)ﬁ@)—”[‘his pOiiC}r 0‘{1]}’ appiies to information ElCQUiTGd pUI'SBﬁ!lt o FISA &llﬂ?()r‘ii’y, 25 o
does not apply to overcoliections resulting from NSLs or criminal process such as grand jury or
trial supnosnag

(S/NE]
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13.1. (U) Preventing FISA Overcollections b7E -1,2
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Appendix B: (U) List of Higher Authorities

(UTFOH3-Below are links to various higher or related legal authorities referenced throughout
this PG

o (U) Swndard Minimization Procedures for FBI Flectronic Surveillance and Physical
Search Conducted Under the Foreign Intelligence Surveillance Act {signed May 17,
m 2016, effective August 15, 2016)

. MH Minimization Procedures Used by the Federal Bureau of Investigation in
Connection with dequisitions of Foreign tntelligence {nformation Pursuant (o Section
702 of the Foreign Intelligence Surveillance Act aof 1978, as amended (November 13,
2013)

o (U) Federal Burean of Investigation Standard Mimmization Procedures for Tangible
Things Qbtained Pursuand to Title V of the Foreign Intelligence Surveillance Act (March
7, 2013)

e (1) Gates Procedures (March 29, 2013)
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J. Edgar Hoover Building
935 Pennsylvania Avenue, NW
Washington, DC 20535
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