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that is descriptive and specific to an event or activity, and is more than a label. For example, 
"Subject X provides false travel documentation for AI-Qaida operatives" is PARTICULARIZED 

DEROGATORY INFORMATION, whereas "Subject Y is a supporter," standing alone, is not 
considered PARTICULARIZED DEROGATORY INFORMATION. 

R. POSITIVE MATCH: occurs when the TSC determines that information about a subject 
encountered by a SCREENER exactly or reasonably matches a record in the TSDB. 

S. POTENTIAL MATCH: occurs when an ENCOUNTERING AGENCY believes it has a match with a 
KNOWN or SUSPECTED TERRORIST record in the TSDB. An ENCOUNTERING AGENCY may attempt 
to resolve POTENTIAL MATCHES first through its review process. If an ENCOUNTERING AGENCY'S 

review process cannot resolve the individual's status as not a match to a TSDB record, the 
ENCOUNTERING AGENCY will refer the POTENTIAL MATCH to TSC for final adjudication. 

T. PURELY DOMESTIC TERRORISM INFORMATION: is defined in the TSC MOU as information 
about U.S. PERSONS that has been determined to be PURELY DOMESTIC TERRORISM INFORMATION 

with "no link to foreign intelligence, counterintelligence, or international TERRORISM." 

U. REASONABLE SUSPICION: is the standard that must be met in order to include an individual in 
the TSDB, absent an exception provided for in the Watchlisting Guidance. To meet the 
REASONABLE SUSPICION standard, the NOMINATOR, based on the totality of the circumstances, 
must rely upon articulable intelligence or information which, taken together with rational 
inferences from those facts, reasonably warrants a determination that an individual is known or 
suspected to be or has been knowingly engaged in conduct constituting, in preparation for, in aid 
of, or related to TERRORISM and/or TERRORIST ACTIVITIES. There must be an objective factual 
basis for the NOMINATOR to believe that the individual is a KNOWN or SUSPECTED TERRORIST. 

Mere guesses or hunches are not enough to constitute a REASONABLE SUSP1CION that an 
individual is a KNOWN or SUSPECTED TERRORIST. Reporting of suspicious activity alone that 
does not meet the REASONABLE SUSPICION standard set forth herein is not a sufficient basis to 
watch list an individual. The facts, however, given fair consideration, should sensibly lead to the 
conclusion that an individual is, or has, engaged in TERRORISM and/or TERRORIST ACTIVITIES. 

V. SCREENER: a Department or Agency that is authorized to conduct TERRORISM screening to 
determine if an individual is a possible match to a KNOWN or SUSPECTED TERRORIST in the 
TSDB. SCREENERS can include Federal Departments or Agencies, state, local, tribal, territorial, 
or foreign governments and certain private entities. The term 'SCREENER' is used throughout 
this document as a general reference to a government official who compares an individual's 
information with information in the TSDB to determine if an individual is in the TSDB. Law 
enforcement officials who engage in such activities may normally describe their targeting or 
other actions in this context as other than "screening." For ease of reference, government 
officials who compare an individual's information with information in the TSDB will be 
referred to in the Watchlisting Guidance as a "SCREENER." 

W. SUSPECTED TERRORIST: is an individual who is REASONABLY SUSPECTED to be, or has been 
engaged in conduct constituting, in preparation for, in aid of, or related to TERRORISM and/or 
TERRORIST ACTIVITIES based on an articulable and REASONABLE SUSPICION. 
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X. TARGETED ANALYSIS: is further exploitation of a targeted set of ENCOUNTER PACKAGES and 
ADVANCED ANALYSIS products to assist in identifying TERRORIST trends and changes to methods, 
tactics, and practices. ENCOUNTERS for TARGETED ANALYSTS are selected using 
contemporaneous threat criteria, and research in additional repositories. Contemporaneous 
threat criteria include association with a priority terrorist group (e.g., NJPF Tier r or II); 
ENCOUNTERS with KNOWN or SUSPECTED TERRORISTS designated as No Fly or associated with 
violent activity; or at the request of any Department or Agency that identifies a need. 

Y. TERRORISM AND/OR TERRORIST ACTIVITIES: is a combination of definitions because none of 
the federal law definitions of"terrorism" or "terrorist activities" were directly applicable to the 
consolidated approach to watch listing. For terrorist watchlisting purposes under this 
Watchlisting Guidance, "terrorism and/or terrorist activities" combine elements from various 
federal definitions and are considered to: (a) involve violent acts or acts dangerous to human 
life, property, or infrastructure that may be a violation of U.S. law, or may have been, if those 
acts were committed in the United States; and, (b) appear intended to intimidate or coerce a 
civilian population, influence the policy of a government by intimidation or coercion, or affect 
the conduct of government by mass destruction, assassination, kidnapping, or hostage-taking. 
This includes activities that facilitate or support TERRORISM and/or TERRORIST ACTIVITIES, such 
as providing a safe house, transportation, communications, funds, transfer of funds or other 
material benefit, false documentation or identification, weapons (including chemical, biological, 
or radiological weapons), explosives, or training for the commission of act of terrorism and/or 
TERRORIST ACTIVITY. 

Z. TERRORISM INFORMATION: applies, where appropriate, to purely domestic terrorism as defined 
in the TSC MOU and incorporates the definition found in in section 1016 of the lRTPA (6 
U.S.C. 485), as amended. The term "TERRORTSM INFORMATION" means -

1. all information, whether collected, produced, or distributed by intelligence, law 
enforcement, military, homeland security, or other activities relating t 

a) the existence, organization, capabilities, plans, intentions, vulnerabilities, 
means of finance or material support, or activities of foreign or 
international terrorist groups or individuals, or of domestic groups or 
individuals involved in transnational TERRORISM; 

b) threats posed by such groups or individuals to the United States, u.s. 
PERSONS, or United States interests, or to those of other nations; 

c) communications of or by such groups or individuals; or 

d) groups or individuals reasonably beli.eved to be assisting or associated with 
such groups or individuals; and 

2. includes weapons of mass destruction information. 

a) Weapons of Mass Destruction Information: information that could 
reasonably be expected to assist in the development, proliferation, or use of 
a weapon of mass destruction (including a chemical, biological, 
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radiological, or nuclear weapon) that could be used by a TERRORIST or a 
terrorist organization against the United States, including information about 
the location of any stockpile of nuclear materials that could be exploited for 
use in such a weapon that could be used by a TERRORIST or a terrorist 
organization against the United States. 

AA. TERRORISM SCREENING INFORMATION: is defined in the standard HSPD-6 agreement to 
mean unclassified identifying information about KNOWN or SUSPECTED TERRORISTS. 

BB. TERRORIST: please see KNOWN TERRORIST or SUSPECTED TERRORIST. 

CC. TERRORIST IDENTIFIERS: are referred to in the TSC MOU as U//FOUO data for inclusion 
into the TSDB. TERRORIST IDENTIFIERS are data points about a particular identity that include 
names and aliases, dates of birth, places of birth, unique identifying numbers, passport 
information, country of origin and nationality, physical identifiers, addresses, photographs or 
renderings of the individual, fingerprints or other biometric data, employment data, license plate 
numbers, and any other TERRORISM INFORMATION that ORIGINATORS specifically provide for 
passage to the TSC. 

DD. TERRORlST INFORMATION: as defined in HSPD-6 is "information about individuals known 
or appropriately suspected to be or have been engaged in conduct constituting, in preparation 
for, in aid of, or related to TERRORISM." 

EE. u.s. PERSON: is defined in Executive Order 12333 (as amended) as "a United States citizen, 
an alien known by the intelligence element concerned to be a permanent resident alien, an 
unincorporated association substantially composed of United States citizens or permanent 
resident aliens, or a corporation incorporated in the United States, except for a corporation 
directed and controlled by a foreign government or governments." The Watchlisting Guidance 
contains certain exceptions to the minimum substantive derogatory standards for TERRORIST 

watchlisting that support immigration and visa screening activities by the DHS and DOS to 
determine whether ineligibilities exist for admission to the United States or visa adjudication 
pursuant to the INA. Because the INA defines "aliens" as any person not a citizen or national of 
the United States, the INA admissibility provisions also apply to LPRs, in certain circumstances, 
who are considered as u.s. PERSONS under Executive Order 12333. Consequently, NCTC 
developed a mechanism in TIDE to identify and distinguish U.S. citizens from non-U.S. citizens 
in order to further distinguish between "aliens" under the INA and u.s. PERSONS under 
Executive Order 12333. See fNA § 10l(a)(3) [8 U.S.C. 1101(a)(3)]. 
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Homeland Se urtty Pre rdf~ntial Direc iv~/Hspd-6 
Subject: Integration and Use of Screening Information 

For Immediate Release 
Office of the Press Secretary 

September 16. 2003 

To protect against ter orism i is the policy of the United States to ( 1) develop. integrate, and maintain 
thorough. accurate, a d current rnformation about individuals known or appropriately suspected to be or 
have been engaged in conduct constituting, in preparation for, in aid of, or related to terrorism (Terronst 
Information); and (2) use that information as appropriate and to the full extent permitted by law to support 
(a} Federal. State. local. territorial, tnbal, foreign-government. and private-sector screening processes. 
and (b) diplomatic. military. Intelligence, law enforcement. immigration, visa, and protective processes. 

This directive shall be implemented in a manner consistent with the provisions of the Constitution and 
applicable laws, including those protecting the rights of all Americans. 

To further strengthen the ability of the United States Government to protect the people , property, and 
territory of the United States against acts of terrorism, and to the full extent permitted by law and 
consistent with the policy set forth above: 

( 1) The Attorney Ge eral shall establish an organization to consolidate the Government's approach to 
terrorism screening and provtde for the appropriate and lawful use of Terrorist Information in screening 
processes. 

(2J The heads of executive departments and agenctes shall, to the extent permitted by law. provtde to the 
Terrorist Threat Integration Center (TTIC) on an ongo1ng basis all appropriate Terrorist Information in their 
possession. custody. or control. The Attorney General , in coordination with the Secretary of State. the 
Secretary of Homeland Security, and the Director of Central Intelligence shall implement appropriate 
procedures and safeguards with respect to all such information about United States persons. The TTIC 
will provide the organization referenced in paragraph (1) with access to all appropriate information or 
intelligence in the TTIC's custody, possession , or control that the organization requires to perform its 
functions. 

(3) The heads of executive departments and agencies shall conduct screening using such information at 
all appropriate opportunities. and shall report to the Attorney General not later than 90 days from the date 
of this directive, as to the opportunittes at whtch such screening shall and shall not be conducted. 

(4) The Secretary of Homeland Security shall develop guidelines to govern the use of such Information to 
support State. local. territorial, and tribal screening processes. and pnvate sector screenmg processes 
that have a substantial bearing on homeland security . 

(5) The Secretary of State shall develop a proposal for my approval for enhancing cooperation with 
certain foreign governments, beginning with those countries for which the United States has waived visa 
requirements, to establish appropriate access to terrorism screening information of the participating 
governments. 

This directive does not alter existing authorities or responsibilities of department and agency heads to 
carry out operational activtties or provide or receive mformation This directive is intended only to improve 
the internal management of the executive branch and rs not intended to, and does not. create any right or 
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benefit enforceable at law or in equity by any party against the United States. its departments, agencies. 
entities. officers. employees or agents, or any other person. 

lhe Attorney General. in consultation with the Secretary of State. the Secretary of Homeland Security, 
and the Director of Central Intelligence, shall report to me through the Assistant to the President for 
Homeland Security not later than October 31 . 2003. on progress made to implement this directive and 
shall thereafter report to me on such progress or any recommended changes from time to time as 
appropriate. 

GEORGE W BUSH 

### 
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THE SECRETARY OF STATE 
THEATTORNEYGENER~L 

THE SECRETARY OF HOMELAND SECURITY 
THE DIRECTOR OF CENTRAL INTELLIGENCE 

MEMORANDUM OF UNDERSTANDING 
ON THE INTEGRATION AND USE OF SCREENING INFORMATION 

TO PROTECT AGAINST TERRORISM 

(1) This memorandum represents the consensus view of the Secretary of Stale, the Attorney 
General, the Secretary of Homeland Security, and the Director of Central intelligence-regarding 
the implementation ofHomeland Security Presidential Directive-6 (HSPD-6), dated 
September 16.2003, entitled "Integration and Use ofScreening Information to Protect Against 
Terrorism." (U) 

(2) Consistent with the President's direction, the Parties to this Memorandum will develop and 
maintain, to the extent permitted by law, the most thorough. accurate, and current information 
possible about individuals known or appropriately suspected to be or have been involved in 
activities constituting, in preparation for, in aid of, or related to terrorism ("Terrorist 
Information"), and will, as described in this Memorandum: 

(a) use that ~nformation to support screening processes at all appropriate opportunities; 

(b) make accessible appropriate information to State, local, territorial, and tribal authorities to 
support their screening processes and otherwise enable them to identify, or assist in identifying, 
such individuals; 

(c) host mechanisms, to the extent permined by law, to support appropriate private sector 
screening processes that have a substantial bearing on homeland security; 

{d) host mechanisms, to the extent pennitted by law, to support appropriate foreign government 
screening processes that have a substantial bearing on homeland security; 

(e) provide or make accessible appropriate mfonnation to foreign governments cooperating with 
the United States in the war on terrorists of global reach; and 

(f) ensure that these activities are carried out in a manner consistent with the Constitution and 
applicable laws. (U) 
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Terrorist Screening Center 

.;. p) To implement the President's directive, the Attorney General, acting through the Director of 
rhe FBI, and in coordination with the Secretary of State, the Secretary of Homeland Security, and 
the Director of Centrallncelligence, will establish the Terrorist Screening Center to consolidate 
the Goverrunent's approach to terrorism screening and provide for the appropriate and lawful use 
ofTerrorist Information, in screening processes. (U) 

(4) The Terrorist Screening Center will : 

(a) maintain a consolidated terrorist screening database that is a continuousry updated, sensitive 
but unclassified subset of the Tenorist Information possessed by the TIIC, and the Purely 
Domestic T enorism Information (i .e., information about U.S . persons that has been determined 
to be purely domestic terrorism information with no link to foreign intelligence, 
counterintelligence, or international terrorism) possessed by the FBI: 

(b) determine, for each entry in the consolidated terrorist screening database. which supported 
screening processes shall query that entry, as described in paragraphs (15) through (24); 

·· (c) ensure, consistent with applicable law, that appropriate information possessed by State, local, 
territorial, and tribal governments, which is available to the Federal government, is considered in 
determinations made by the Terrorist Screening Center~ 

(d) host mechar.isms to support appropriate screening processes; and 

(e) provide continual operational support to assist in the identification of persons screened and , 
when an tndividual known or appropriately suspected to be involved in activities constituting, in 
preparation for, in aid of, or related to terrorism, has been identified through a screening process, 
facilitate, to the extent pem1ined by law, appropriate and lawful actions to be taken by 
appropriate departments and agencies. (U) 

(5) The Terrorist Screening Center will be headed by a senior U.S . Government official (the 
Director of the Terrorist Screening Center), who will report to the Attorney General through the 
Director of the FBI. The Director of the Terrorist Screening Center will be appointed by the 
Anomey General, in consultation with the Secretary of Homeland Security, the Secretary of 
State, the Director of the FB1, and the Director of Central Intelligence. The Principal Deputy 
Director of the Terrorist Screening Center will be a senior official from the Department of 
Homeland Security. (U) 

(6) The Terrorist Screening Center will be staffed with assignees and other officials from the 
Department of State, the Department of Justice, the Department of Homeland Security. and other 
Federal departments and agencies that the Terrorist Screening Center supports. The Director of 
Central Intelligence, acting in his capacity as statutory head of the Intelligence Community, may 
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also determine that assignees of other appropriate agencies. within the Intelligence Community, 
will be made available to perform appropriate duties at the Terrorist Screening Center. (U) 

(7) Personnel assigned to the Terrorist Screening Center will have appropriate access to the ITJC 
database and any relevant intelligence information necessary to perform the Terrorist Screening 
Center' s flmctions. To the extent required by law, the Par1ies to this Memorandum may jointly 
determine the circumstances under which persoi'U'Iel from the Intelligence Community, assigned 
to the Terrorist Screening Center in accordance with paragraph (6), may participate in the 
functions of the Terrorist Screening Center relating to U.S. persons. (U) 

(&)The Director of the Terrorist Screening Center will establish necessary procedures and 
safeguards to ensure the Terrorist Screening Center's functions are carried out in a manner 
consistent with the Constitution and applicable laws, including, but not limited to, procedures to : 

(a) address the repeated misidentification of persons in any U.S. Government screening process; 

(b) regularly review information, and to promptly adjust or delete erroneous or outdated 
infonnation ; and 

(c) protect personal privacy. (U) 

(9) Consistent with the President's directive, the Secretary of State, in consultation with the 
Secretary of Homeland Security, the Attorney General, and the Director of Central Intelligence, 
and working with the Director of the Terrorist Screening Center, not later than 180 days from 
today, will recommend to the President through the Assistant to the President for Homeland 
Security and the Assistant to the President for National Security Affairs, a proposal for 
cooperating with certain foreign governments (beginning with those countries for which the 
United States has waived visa requirements) to establish appropriate access to terrorist screening 
infom1ation of the participating governments, in a manner consistent with each government's 
taws, and to provide operational support to the participating govenunents. (U) 

Terrorist Threat Integration Center (TfiC) Identities Database 

(10) The TTIC database will include, to the extent permitted by law, all information the U.S. 
government possesses related to the identities of individuals known or appropriately suspected to 
be or have been involved in activities constituting, in preparation for, in aid of, or related to 
terrorism, with the exception of Purely Domestic Terrorism Information. (U) 

( 11) As directed by the President. and to the extent permitted by law, Federal departments and 
agencies will provide to the TIIC on an ongoing basis all relevant Terrorist Information in their 
possession, custody, or control, with the exception of Purely Domestic Terrorism Information, 
which will instead be provided directly to the FBI. Departments and agencies will continue to 
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provide new or updated information. and adjust or retract mformation as needed, in as near to 
real -time as possible. To this end, the Parties to this Memorandum will automate, to the 
maximum extent possible while providing for necessary review, their processes and mechanisms 
for securely sharing this information, including, but not limited to, the following: 

(a) The Secretary of State, the Attorney General, the St::cretary ofHomeland Security, and the 
Director of Central [ntelligence, in coordination with other relevant department and agency 
heads, not later than 180 days from today, will jointly recommend to the President through the 
Assistant to the President for Homeland Security, in consultation with the Assistant to the 
President for National Security Affairs, improvements, if any, to the existing cable-based system 
of sharing terrorism-related information with other departments and agencies. 

(b) The Attorney General will ensure that the FBI's information technology modernization 
programs incorporate automated means of sharing appropriate information with the TTIC and 
other departments and agencies, while providing for necessary review, in near reaJ:.time. (U) 

(l 2) The ITJC identities database, and the FBI's database containing Purely Domestic Terrorism 
Information, will incorporate, to the extent permitted by law, available biometric data, including 
data on persons who even if otherwise unidentified are known or appropriately suspected to be or 
have been involved in activities constituting, in preparation for, in aid of, or related to terrorism. 
The databases will have the capability of periodically incorporating advancements in biometric 
technology. (U) 

Rdationship of the TTIC and FBI Databases to the Terrorist Screening Center Terrorist 
Screening Darabasc 

( 13) The ITIC identities database will serve, with the exception described in paragraph ( 1 0), as 
the single source for the Terrorist Screening Center terrorist screening database. The Director of 
the FBI wil1 serve as the source for the Terrorist Screening Center terrorist screening database 
with regard to Purely Domestic Terrorism Information. The Terrorist Screening Center terrorist 
screening database will be a continuously updated, sensitive but unclassified subset of the 
Terrorist Information possessed by the TTIC, and the Purely Domestic Terrorism lnfonnation 
possessed by the FBI. (U) 

Terrorist Screening Center Terrorist Screening Database 

(14) The Director ofthe TTIC, the Director of the Terrorist Screening Center, and the heads of 
Federal departments and agencies, or their designees, may nominate persons for inclusion in the 
terrorist screening database, with notification, as appropriate, to the Director of the TTIC and/or 
the Director of the FBJ. (U) 
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(15) The Terrorist Screening Center will determine, according to criteria established jointly with 
the entity responsible for each supported screening process, which supported screening processes 
will query that entry in the consolidated terrorist screening database. The Terrorist Screening 
Center will make these determinations bnsed on criteria and procedures developed in 
coordination with the Parties to this Memorandum 3nd in consultation with the heads of 
appropriate Federal departments and agencies, based on factors including, but not limited to , the 
following : 

(a) the nature of the person's association with terrorism~ 

(b) the quality of the data. including credibil ity, reliability, and extent of corroboration; 

(c) the extent of uniquely identifying data; 

(d) the authority or authorities under which the data was obtained, and any restrictions on how it 
may be shared or used; 

(e) the authority or authorities of the screening entity; 

(f) the circumstances, including changes in the Homeland Security Alert Level, under which 
screening will occur; and 

(g) the action the screening entity will take if a person is identified as a person in the terrorist 
screening database. (U) 

(16) The Director ofthe Terrorist Screening Center, in coordination with the Parties to this 
~emorandum and in consultation with the heads of appropriate Federal departments and 
agencies, will establish procedures to review the continued inclusion of a person in the terrorist 
screening database, and to review the inclusion of that person in particular screening processes as 
described in paragraph (15) above, whenever new information about that person is developed . 
(U) 

(17) Except upon wrinen direction from the President, determinations to include U.S. persons in 
the terrorist screening database based solely on information concerning the domestic activities of 
such persons will be made as appropriate by the Secretary of State, the Attorney General, and the 
Secretary of Homeland Security, or their designees. (U) 

(J 8) The Attorney General, acting through the Director of the Terrorist Screening Center, will 
review each nomination and determine whether to include that person in those records that can 
be queried by law enforcement authorities through the NCJC database; for aliens. the Attorney 
General will do so in consultation with the Secretary of Homeland Security, acting through the 
Secretary of Homeland Security's representative assigned to the Terrorist Screening Center. (U) 
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( 19) The Secretary of Homeland Security, acting through his representative assigned to the 
Terrorist Screening Center, will review each nomination and delennine whether to include that 
person in those records that can be queried by, or made accessible by appropriate means, to other 
State, local , territorial, and tribal officials for homeland security purposes, including, but nol 
limited to, screening persons when they apply for driver's licenses or other forms of 
identification . (U) 

(20) The Secretary of Homeland Security, acting through his representative assigned to the 
Terrorist Screening Center, will review each nomination and determine whether to include that 
person in those records that will be subject to queries submitted by appropriate private sector 
critical infrastructure operators or organizers of large events. The Secretary of Homeland 
Security, in consultation with the other Parties to this Memorandum, and working with the 
Director of the Terrorist Screening Center, will establish necessary guidelines and criteria to: 

(a) govern the mechanisms by which private sector entities can submit such queries; and 

(b) initiate appropriate law enforcement or other governmental action, if any, when a person 
submined for query by a private sector entity is identified as a person in the terrorist screening 
database. (U) 

(21) The Secretary of State in consultation with the Attorney General, the Secretary of Homeland 
Security, and the Director of Central Intelligence, acting through their representatives assigned to 
the Terrorist Screening Center, will review each nomination and determine whether to include 
that person in those records that can be queried by, or made accessible by appropriate means to, 
foreign governments cooperating with the United States in the war on terrorists of global reach. 
(lf) 

[Paragraphs (22)- (24) are classified and therefore redactedl 

(25) The terrorist screening database will be accessible to screening processes on a real -time 
basis . Screening processes will only be able to access those records that have been identified and 
approved for such screening, as described in paragraphs (15) through (24) above. The Director 
of the Terrorist Screening Center will strictly limil, to the maximum extent possible, the need to 
provide U.S. Government terrorist screening data in list form to supported entities. (U) 

Additionnl Implementation Provisions 

(26) Per the President's direction, and consistent wi\h guidelines developed by the Anorney 
General in coordination with the other Parties to this Memorandum, the heads of Federal 
departments and agencies will conduct screening using the Terrorist Screening Center database 
at all appropriate opportunities, and shall report to the Attorney General not later than 90 days 
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from today the screening opportunities at which such screening shall and shall not be conducted. 
(U) 

(27) The Attorney General and the Secretary of Homeland Security wi-ll conduct a review of the 
erganization, structure and progress of the Terrorist Screening Center at an appropriate time, and 
report to the President through the Assistant to the President for Homeland Security. The report 
will include a recommendation on whether any modifications to the Terrorist Screening Center 
should be made. (U) 

(28) To the extent permitted by law, the Director of the TiiC will promptly assume 
responsibil.ity for the functions and personnel ofthe Department of State's TIPOFF . 
counterteri;orist program, less those components devoted to providing operational support to 
TIPOFF users and will ensure that all terrorist identity infonnation contained within the TIPOFF 
database is fully integrated into the TfiC database. The functionality of the TIPOFF program, 
whereby consular officials receive near real-time feedback to hits to TIPOFF entries, will be 
maintained or !mproved upon .. A ~enarAI,. An!'leY tn this Memnranrlum will be promntlv aPreeri 
to regarding the modalities of TIPOFF relocation to the "JTlC, ana tne specttlc responsibilities of 
each r-arty. t U) . 

(29) Beginning with the standup ofthe Terrorist Screening Center, Federal departments and 
agencies will discontinue or transfer to the Terrorist Screening Center, to the extent permitted by 
law and with appropriate consultation with the Congress. those operations that are duplicative of 
the Terrorist Screening Center's mission to provide continuous operational support to users of 
the terrorist screening database, including but not limited to : 

(a) those components of the Department of State's TIPOFF counterterrorist program devoted to 
providing operational support to TIPOFF users (with the exception of a small element that will 
remain at the Department of State to facilitate intelligence support to the Bureau of Consular 
Affairs); 

(b) the FBI's Watchlist Unit; and 

(c) the Transportation Security Agency's No-Fly and Selectee list program. (U} 

(30) Consister.t with HSPD-6 and other presidential directives, this Memorandum does not alter 
existing authorities or responsibilities of the heads of Federal departments and agencies to carry 
out operational activities or provide or receive information. (U) 

(31) To the extent that existing notices are not sufficient. the Parties to this Memorandum. which 
will provide information to the TTlC, the FBl, and/or the Terrorist Screening Center under 
HSPD-6 and this Memorandum, will publish in the Federal Register, prior to the standup of the 
Terrorist Screening Center, "routine use'' notices under the Privacy Act sufficient to indicate that 
such information will be provided . (U) 
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(~~) Thrs Memor<!ndurr. ofUnderstanG.ing i!: effective from the date ofsignatu•e by all Parties. 
An:- Party may submit, through the Assistant to the Preside:1t for Homeland Security, 'vi!Titten 
requests for revisions , amendments, modifications, annexes and supplement~ understanding to 
this Memornntlurr. at any lime. Such changes sh~ll become ef~ecrive upon the date of approval 
by ail Parties. ·n1e Parties shall review this Me:norandum not later than one year fro m-its 
effective date. (U) 

Colin L. Po~cU . : 
~--t.-rv of State: .· 

,• .. 

-.. ·.:· 
4 : \ol o : ,~ , .... 

' . . . .. 
~ .: . . .. ·.: . ,: . 

. : - . -.. · . ~·~~-~- ~·~- ·200. -~' . . · :-~ . - • :.·: • ~~~LI'C.[ - "'t ~ .. .. . :: ~ ;: . 

. • • . ·: ! .. ~:· • . • 0 • • •• ' ·. · • • • - • . _-. ·.::·.:_. - -. 
: . . . . ·· 

. . ·. · .. : ' 

. 
' t 

?~ t+-~· -r-- 4~~-~~l · · .. . . ,· . .. . -
'l"hallla,s J. lUd ~ . . . 
· s-eae~ .or Hame!md Security · 

.. .. .. . . 
; 

:- J. • • • • .. . · :..- ~ : ··: : ·' . 

. . . ' _:·_::~b;i .i~~ 1~3. .. ·. . , . 
::: :-. ~- -·J :. • .. :_- . • .-. .. . ~ ·· . 

'!'' - · 

S:gnatures are consolidated from classified version of the original TSC MOU. 

Page 8 of 8 

Case 3:10-cv-00750-BR    Document 208-2    Filed 04/17/15    Page 13 of 84



THE SECRETARY Oli' STATE 
THE SECRETARY OF THE l'REASUR.Y 

THESECJ1ETARY OF DEI'ENSE 
TilE ATTORNEY GENERAL 

TJJe SECRETARY OF HOMELAND SECmllTY 
TIIEDIIECTOR. 01' NATIONAL INTEIUGENCE 

THE DlllECI'OR 01' 'l'BE C£N'I1tAL IN'J'£LLIGENCE AGENCY 
THE DDtECTOR. OF 'IHE NA..UONAL CO'U.N'I'ERTER.RORISM CEN'l'ER 

THE DIRECTOR 01' THE TER.R.ORIST SCREENING CENTEJt 

ADDENDUM I 

TO'I'HB 
MHMOlU.NDtll.t OF UNDERSTANl>lNG ON 11m IN'J'BGRATION AND USE OF 

saumNJNG JNPORMATION TO PROTSCT AGAINSTTERRO'IUSM 

BadqrGad 

(1) 'Ibis Addeadmn. ("AddeMum B•) sopptemenu UMtmcrudumo!U~ on the 
Intepcion and Usc of ScrwWtg ID!ormatioo to Pro~ectA&aifllt Terrorism. dazed Sept.embec 16, 
2003, ("'1bc TSC MOU'') and~ Addendum A. eft'ec:ti¥e AuJWt2, 2004. To cbe cxteot 
that AdMnthtm 'B il incoomtent with tbc TSC :MOU, AddcDdumB ~the TSC UOU. 
In additUm_Addeod!n B ~the TIPOFP-TER.R.OR ~of~, 
dared Juae 4, 2002. tletwun the I>epattment ot Stare. cbe Del' ease loWli,cence A&ency, ~ 
Nuioul Secmity ~.the Federal Bareaa of~~ ud di0Ccztmll'Dcd1ipce 
Apcy or my other inlerirn ~tiateaded tc 6ddtw the ose of diJseminllfNS Terrorism 
Infat:11Wioo. 

(2) ~B ~by rofeRDCe an provlsiocu oftbe Mcmorudau1 otu~ 
betweea. ~ IAtelligeuc:e~. Federal Law Enforce.w.Apacies. Uld the~ 
tlf Hbmt.laad Sec:mity CcmcenUD.c IDfomlation Shari.Dc. dMec! March 4, 2003 r"«be lDfomwioo 
Sbaliog MOt.r') .md die TSC MOU. B1 their .s~ OD Addendum A. lhe ~of Sw.e, 
the Secretary of rho Treasury, and the ~wy of Defense bec:aml! sfpatorie£ af cbe. 
Info.rmalioll Shari.a.c MOU ud die TSC MOU and ~that all providans of those ldOUs apply 
to Ill entitie& that are. cc become, 'Wbo1ly or In pert. p.n ot.letpCCCivel)'. the ~of Swe., 
the~ of !he 'Ileaswy and the Department ofDefeGA. Tom exttut dw the TSC 
MOU and AMendum B pro~~ !or crcate:r W'omaadon sharblf 1hm tbat txl&Ddlted by the 
Wcxmation Shadng MOU, the pto'risilw aftbe TSCMOU aad .M&Ddam B sba1I control the 
P~' actioaa. Ill all other respecu. to me exteat dw pc'O\'lsioos oflhc TSC MOU atJ/J/oc 
A.t~Lbd'tlm B i!e ~with me lnformatiM ShariJ\r MOU. ~ provisioas m the 
Jnf()(TA3.tion Sharing MOU shJll c:onttol the actions of the Parties to dds Addendum. 

Purpose 

{3) The purposes of Addendum B &re! 

(a) to ensure 1be full implemtntazioD of subpanpaph (2} ofHomeJIAd Suurity Preddeodal 
Direetive-6 (HSP~. dated Sep£ember 16. 2003, (.Dlided '1m.egration and U.sc of S~g 
InfonnatiOD to Proleet AJai&l Tmorism:" and 
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(b) tQ ~alize the Parties• agreement tbatthey will. to~ muinmm emnt permitted by 
lAw and eonsist.ea\t with 1he Pre;,ideat•a diree1ion for the~ of abc Ta:rOrltt Threat 
!atecration Ceat«, now 1hc NatiO!U! ~m ~ (NCI'C) ud me l.llformatian 
Sbarint MOU. provide to me NCTC on an ongolnc basis all Tclrorism IDf«matiOJt {a.s defined in 
the Jntelligenoe Rcfonn ancl'remxism Prcvculion Ad (DlTPA) of 2004. Soc:Uon I 016(~)(4)) in 
their posseuion. eustody. or coottol 

(4) The hniet will. {.0 the~ CX1=t pmniucd by law and COMiife'Dt with the 
~tahlisb.ineat of !he NC1'C. me lllformalioa Sbarin& MOU.and ia fwtherurc.e of the Wormarlon 
dWicf D\lndales in lRTP A. provick to the NCI"C, oo Ill oocatnz basis. all T«rarian 
InforD~at\QQ. iD lbcir po~JiCSSioo, c:unody. or canttol. lf additicrW proc:edula and Jl"Cehasli WI 
are Deeded b6y011d chose directed IIi 1be lntoaDfltioll SbadDg MOU IDd IR'IPA to .acomplish . 
this inclucfq. bor Dot limfud to. ~ ptOji'IIDI. 1bc NCJ'C. in ooordinsSioc. wit~\ the 
Putit:5 d.islCTQU.ating the Tcnnrism lnfonnation r'Oritinaf.ors"). $hall ~tish prooedures 10 
guide abe swovilloo of such iDfcmwiaa.. and the. Plllies sbiU establish procedwe! and 
mec:hmistns 10 provide socb information. 

{S) A~ ~oo o! tbeNCIC Idemities Dacabue. tbe Tenodst IdeDtiiW Dlwna.n 
&~t ('llDE-OaiJDe). IS .mmd*d Ill cbe TSC MOU, will be available to aU iDdiYiduals 
who ha~ ~ tniC ~for~ w NCIC OaliDe (NOJ,.). fomwly known as 
~ whidl is & Comnmnicy ofiDteteat e& 1NTELINIC.. 1'he NCTC trill ma1:.e available to 
~ Parties upon rcqnca. 1bc lWrleS ud clelnr.lcc!i of ptnOnDe1 with acce&s to TlDE-Oiliine:. AU 
uscn wW be ~slble. foe c:omp!yioc wi1b me C04ditioaa set for a.accu tp nt>J3..0DUne. 

(6) 'Whcb the Partie.J provide disseminared Tmorism lmOIJ!t*tiC!p co !be NCTC. DO spcdfi.c 
DO(jftcadoo will occ:\1f between the NCTC and cb.c OrlaWJor .ldeaeifyinr Cbe fact that Terrorism 
Informatine contAined in tbo.se eom!DmlcatioD.t were placed ill TID.E:-

(1) The Parties authorire the Ncrc (aDd dJe FBl for Putely DomMie Tcnorism lntotmation, as 
ddiDed m Gle TSC MOU) to provide 10 the TSC lhe ~data(~ to u, "Terrorist 
Td"'4tifiets"). in~ with the provisioas of pc:qraph (I} below. for inclusion in the 
TSCI e<msolidaU4 tmorist scrumng databue (TSDB): 

(a} Names an4 'tliases: 

(b) ~te$ of bh1h; 

M PIIA:es oC binh; 

(d) Unique idcnd!ylng lliUDbers 1aeb as alien reaistration ~ \isa nnmbcn. •ocial ~ty 
&CCOQIU Jlumbets: 

(e) Pwport infomwion, ~ puspon numbers. eountri6s of ism&DCe. datts and locations 
or issuance, expiration dates. JWSPOrt pbor.os, and other rdevant ~ 
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(g) Physical identifiers, such :a.s sex, race. hei~ wei8ht, eye oolor, hair color; scars.~ or 
tattoos: 

(h) KlloWDlocations, ic. ~es: 

(i} Photo~ph& orrmdaings ofthc individual; 

(j) Finattprints or other bio~ data: 

(k) Emplo}'JDCnt data; 

(l) License plate nurnl>er:f; 

(m) Any o1her T~ ~that Oritinators cpecifically provide for passace to 1he 
TSC. 

(8) ()ace provided to the NCTC (or tht: FBI for Purdy Domesde T=rorism Information). 1M 
Parties agree that the NCTC (or the FBI for Purdy Domcsrle Terrorlsm Infonnation) will dean 
the T~rist ldenrl:fiasliJtod in. pansraph (7) For OfficW U~c Only (FOUO) for 1bc purposes of 
providing the data to the TSC for l!Wusion in TSDB. ~Terrorist Idcatifiers passed to the 
TSC andnuined in TSDB will be dec:WM FOUO. 

(9) The Originatot ~»Y prohibit the Ncrc frOin pwing the Tcaorist Idcctifier{5) ideDtifiod in 
(a) - (m) above to tbe 1SC as FOUO 4ata for incluMn i11 TSDB if an appropriate official so 
tUtb.orizes. ~ Oti~ shall idMI:ifY ita Terrcrist lt!entifits(s) tblt arc to be prahibitcd tiOim 
being passed 10 the TSC for inclnsian in~ by ma:rking those items, ""'''DB .remictQd." 
Restrictions ou me shall be imposed oiily to tbe exteot strld1y necessaty to provcmt the 
un.authorlzed disdosure of Wormition 1bat dcuiy ideotifi~ or wuld rca&bn&hly petmlt rca\dy 
idt.ntiflO&.tion o~ inteJlieeDOC or ~t.ive law~ JOUR:eS. mct.bods. activi~ or 
cxyptology that ue pardcularly Meeptible to~ tUt would nW1ify 0t mcasun.bly 
reduce their e.ffec:tivcoeu. 

(10) The Putlcs agree that mbject to m Originatar'' ability to prohibit &pecifie TM'Orlft 
lde:1titiers froni being included in TSDB, &ll Terrorist IdentifictS listed m (1) JJ:IIlY be passed to 
the TSC. r~prdlcss ofthe 4at4 or cl&ssificaticm of th. di,&u.minatod Tcn-orism In!onmt:ion. 

(11) Nothing in Addendum B W11 inhibit or delay the pmvWon ofTc:rroris.m lnform&tion t.o the 
Ncrc. 

(1~) Absent prior approval by tbe OrigillBtOr, infunnatioo (inolu~ all information desi~ 
classified or FOUO in TIDE and lnformatian in TSDB) may !lOt be UJed in any lepl or 
administrative proc«ditlg or proee:s$. includinc atiY judicltl or quui-ju.dioi&J process, 
prc&entation to~ Ot p$itjuriel. f\Jbmistl011 u part o! m application 1M subpoems, orders 
!or eleetroufc survc:t11anee. $C.Ueb or arrest warraDt5. ~wicn &s evidence, or any usc t!nt 
oould result iD pu'blie dise~ Jnfolm&Uou tmm PISA coUection. or derived thtrdrom ~Y 
r>nly be used in lepl or Admil:listrativcp~'"' ot ~ with the advance a.nthorlzation of 
the Attorney GeneraL /my reeipfem cfinfOUJWion from TSDB !nrtra~>ted m obtaining 
autlloriza1ion w use that infMml.tion ~a legal or 1dministrativc proCH:ding or process EDUS.t 

contaet the TSC to o'btafn the approval of the~. If!SDB io!ormauon i.e from FISA 
collection, or &rived tbetefroro. the TSC duoogh mn Headquartm, will 6btam then~~ 

l 
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Attorney Gcntnl autbori=ion. Any rcprod~ dinemination. or commumcarion (mcluding. 
but not limit~ to, orAl briefings) of tny information funn TSDB I!JIUt be arovnpanied by a 
&tateme:ot of these restrictions. NOlhi:oa in this para,nsph shall inhibit the $b.u::ing of a limhed set 
ofl'c:rrorilt Identifiers; name; dale of birth; pas;pon unmber; passport countxy of 
orlginlcltizasb.ip. \llilh Jt,ate., local ml tribal authoriti.d., or foreign govc:mmc:nta for te&TOrism 
~g pal}X>se.s. u permitted by law, tegu!Uion, Of agreement 6fthe Parties. 

{13) Whtll.m individual in TSDB hK been positively idcrni1ied during a screc:o:in& Q.C01Jnler, 

the })arties will provide thto NCTC with TC~ml'i1m lnfc:atmation Mlloded during lh.e rJ:ICO'QQtef, 

SUth as photograph!. fingezprims, copies ot'pocb:t liner. copies of written datA. any rt;po.rts of 
Terrorism lAf'armaticm pro~ded by tblt mdMdual. or Olhtz itemS of poteQtfal in~ for 
in.elusion in TIDE. The NCTC ~or tbe TSC will, in~ trith ciepll'tmeatS aDd 
ageac:its wb!ch are not Parties to Addendum B. but which c.ooduct ~ ~ TS:OB, 
establish procedures to easure- that. wb.el1 an individual in TS.DB bas beta. po~ identified 
during a saemin& ttlOOUllter, thole~ and a,=dcs will provide the NCtC an4 all 
appropriate agencies that have a caunte:tterramm missio.n, with Tettnrlsm Information as 
dcscnbed above. 

(14) The Direetor of the TSC &hall establhb proeedura1 &at~. ineludin&, but DOC limited to, 
tra.in1nt. mndani opetating pro¢edures. &Dd caller autbtntication ~. ed W.U 
in:lpltmem. ~JoJ)c.al safquatds, iD~ but DOt limiled to. tht use of tirewalls eel public 
key~ to minimize the~ disclosure o!infonnuicrn.lnd t.o ~ dle 
wlncrahility of1'SOB to~ ww or cxploitsrion. 'I'M es1ahlisbmem oftbeso 
saf~ slWl in I!.O way iDbibit C1f delly th~ provision o!infonnation.10 the NCTC or the TSC. 

(lS) Addmdum.B amen& DirectorofCetd:ral ~ DirectiYo l/4 (DClD 214) by 
replacing the 1ctm '"lcn'orist threat-related ~ .. wheteYer it~ in DCID 214. with 
the teem Terrorism Jnfomwian. as defined in the lRTPA. 

lmplementatiou 

(16) Mdt.:Ddum B is e:ft'edive from the date of sitnature by all 'Parties and awUes to all 
disseminated Teaarirm !Dfotmation,. recvdl,_& of the daU ()ftb,e ~ in ~dl it is 
COntamed ~ B may be lrisoeci in COuntctpeN. 

(11) The NCTC. the TSC. and the Parties, in coordiDatio1l with~~ Originator&. sh&U 
n:pon to the Homeland &:cwity AcfvUor- from time to time~ appropriate. on the prosress made 
to 1mp1~ AddO'ldum n. 

(18) Notbm, in Addendum B altt:s, or impedes the ability or 6Uibority of federal depL~ 
and agencies to pafonn thciT rcspotlSloilities undt: law. consistent with applicable lcgil 
&\Xthcritics end Presidential guidanu. SpedticaiJy. nothing iD AddtndumB alten the 
infolln3tion s~requin:mena of'thc Homda!l4 SCC\lrity Act or'lhe r~ ofthe 
IR.TPA. 
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MAY 4 2006 

Date 

Sectetary of tbe Treasury 

Secretary ot Defense 

Sc:cretary of Homeland Security Date 

Director of National Intelligence 

Date 

Date 
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.. APR. 28 . 2006 . ...• 4 :55PM-- -- . ..... .. N0 . 821 P. Z/2 

. ' 
Sec::reaaryoftbeTrcasnry 

Seaetaty ofFromcland Security 

5 
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Secrewy of State 
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GN~SIL!~i/FO?. OFFIC!>~ USE 0~-Y 

1HE DIRECTOR OF Q"''7RAL Ii'lTELL~GENCE 
WASHIN<:;;()N. O.C. AJ:Xis 

I 
DAC-nJSS-03 

-4 M&rch 200.3 

~ORANDUM FOR: National Foreign I.ete.llig~ce 
Program Principals 

SUBJECT: (U/ /FOUO l Homeland Security mforma tion 
Sharing Memorandum Qf Understanding 

1. (U/ /FOUO) The Ac:orney Genex:-al , s .acretary of 
Homeland Security, and I have j:l.St signed the .atcached 
Memorandu.'ll of U:Iderst:anding on :!nformation Sh~iz::g (MOO) 
imple!llf!Il'tin9 information sh.a.rin!O requ.irer.er:ts o"! the 
Eomeland SeC'..lricy Act: (Act) . It is effec;:ive imn:edi.at:ely. 
As you know, tile Depa=;;ment of Homeland Sec:uri t.y 
(Depart.me=.t.> 1-..a.s tlOW reached critical mass . o-...u: 
corresponcin~ in~e!ligence su~port: function t~ also 
rr.a -:.u.red . 

2 _ (U/ /FOUO) AS with Jli\:C-lt. recer:..t bc:me!and sec:-.;=ity-
=el~~ed work. the ~~fcing process on ~s high priori~y 
w~it:e F.ouse i~itiative moved quickly. suc=essive dra!;:s 
were !5en~ to each ot. your agencies, with ~.ll comments 
forwarded directly to ::he White Bouse dr.af::i.n!; ::eam. The 
resul ti:i"lg MOO is a fair expression of whac the >.ct: requires. 
I expect each oi you t:o hold those you S~""""Vise accoWltai:>le 
£o::- gi.vi..:lg full effect: to each of ~e MOO's provisions. 
Note t:hat:" the MOO makes Associate Di=ector of Central 
I~telli~enee fo= Homeland Security, Winston P . Wiley my 
representative for i..n£o::'lllation sharing unde::- t:he MOO. Re 
bas my proxy and full suppqr'C . 

3. (0//FOUOl Full and efficient iMPlementation of the 
MOO will .bene.!it: not only t:.he DepArtment, but a.lso 
i.:!cellige.nce and law enforcement ageneies . As wi t::!l the 
Terrorist Threat Integra::ion Cencer, we w~l~ ~~race the 
opportuoities anc challen~es it :;::esents . 

q~~ 
cc : .F.OCI/H:S, w:.ns::.~n P. Wi!ey 

;.t:t:.achrneLt: ; 
~u en :.:n=~rc.a:.ion S:!liifing 

~~~SSIF~//FOR OFF!~!AL US~ ONLY 

f 
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MEMORANDUM OF UNDERST AI'JQTNG BETWEEN THE rNTELUGENCE 
COMMUNITY. FEDERAL LAW ENFORCEMENT AG81CIES. AND THE DEPARTMENT 

OF HOMELAND SECURlTY CONCERNDfG TNFQRMATIQN SHARING 

This Agreement provides a framework and guidance to govern infonnation sharing, use. 
and handling between; the Secretary ofHomeland Security, on behalf of the Department of 
Homeland Security (DHS), including all entities that arc or become, wholly or in part. elements 
of DHS; the Director of Central Intelligence (DCl), on behalf of all entities that are, or become, 
whoiJy or in part, elements of the Uruted States Intelligence Community (JC), other than those 
that are to become part ofDHS; and the Attorney General, on behalf of the Deparunent of Justice 
(DOJ). including the Federal Bureau oflnvestigation, and all entities that are, or become, wholly 
or in part, elements of 001, and any other department, agency, or entity having federal law 
enforcement responsibilities, other than those that are to become part ofDHS. 

l. Scope of Application. This Agreement shall be binding on Bll such qepartments. 
agencies. and entities on whose behalf the Secretary of Homeland Security. the DCl, and the 
Attorney General agree herein. This Agreement is intended to mandate minimum requirements 
and procedures for information sharing, use~ and handling. and for coordination and deconfliction 
of anal}1ic judg:menL-.. Departments and agencies are encouraged to develop additional 
procedures and mechanisms to provide for greater infonnation sharing and coordination than 
required herein, consistent with lhe OHS Legislation and other relevant starutory authorities, 
Presidential Directives, the President's announced policies for protecting ag'dinst ttm"orist threats • 
to the homeland, and this Agreement, including, but not limited to: 

(a) the Homeland Security Act of2002; 
(b) the National Security Act of 1947, as amended; 
(c) the Uniting and Strengthening America by Providing Appropriate Tools Required 

to Jntcrcept and Obstruct Terrorism Act of200l; 
(d) the Foreign Intelligence Surveillance Act, as amended; 
(e) Executive Order 12333, as amended, and any subsequent Executive Orders on 

Intelligence Activities; 
(f) Executive Order 13231. as amended, and any subsequent Executive Orders on 

Homeland Security, 
(g) Guidelines Regarding Disclosure to the Director of Central intelligence and 

Homeland Security Officials of Foreign Intelligence Acquired in the Course of a 
Criminal Jnvestigation, dated September 23. 2002; and 

(h) Guidelines for Disclosure of Grand Jury and Electronic. Wire. and Oral 
Interception Information Identifying United States Persons, dated September 23, 
2002 . 

To the extent thar this Agreement provides tor more expansive information sharing than 
othc:r authorities or agreements, with lhe exception of statules. or Presidential Directives 
including, but not limited to. Executive Ord~rs, ("Presidential Directives"). the more expansive 
provisions of this Agreemenr shall be foUowed . e 
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I 
• 

• 

• 

2. Definitions .. ~or purposes of this Agr~ment: 

(a) "Analytic conclusion" m~ns the product of an~ysis of one or rttore pieces 
· of information in which inferences are drawn from the 1riformation ~ing analyzed to 
arrive at a determination about a fact - such as, for example, a potential threat'"" that is 
not explicit or apparent from the face of the original information itself. It does not 
include, for example, a swnmary of the factual content of a piece of intelligence 
information, a report of an interview, or a report or other document that merely collects 
and summarizes information from multiple sources abQut the same or related topics, or 
other types of communication which do not include analytic conclusions as describ<::d 
above. · 

(b) "Attorney General" means the Attorney General of the United States or the 
Attom~y General's designee, except ns otherwise provided herein. 

(c) "Classified information" means information that has been deterrnin~d pursuant 
to Executive Order No. 12958,.or a.ny successor order, Executive: Order NQ. · 
12951, or any successor order, or the Atomic Energy Act of 1954 {42 U.S.C. 
2011), to require protection against unauthorized disclosure. 

(d) "Covered entity" means~ any department, agency, bureau, office:. or other 
entity that is, or becomes, wholly or in par1, an element of the Depanment ofJ-J:omeland 
Security (including the Department itself); any department, agency, bureau, office or 
other entity that is, or becomes, wholly or in part, an el~ent of the United Sta~es 
Intelligence Community or the Departmenl of Justice; ~d any other depamnent, agency, 
or entity having federal law. enforcement responsibilities. 

(c) "Covered information" means terrorism information, weapons of mass 
destruction (WMD) infonnation, vulnerabilities infonnation. and other information 
relevant lo the duties of the Department of Homeland Security, as well as analy~es based 
wholly or i.n part on such covered information. 

(f) "Department" or .. DHS" shall mean the Department of Homeland Security 
and any entity that is, or becomes, an element of that Department. · 

(g) "DHS Legislation" means the Homeland Security Act of2002 (H.R. 5005 , 
1 07th Congress, 2d Session) (November 26, 2002), as it may be amended from: time to 
time:. 

(h) "DCI" means the Director of Central Intelligence, or, except as ?therwise 
provided herein, the Del's designee, in his or her capacity as bead of the intelligence 
Community, and as head of the Central Intelligence Ag!!ncy. 1 

(i.) "Foreigit intelligence" has the meaning given to that tenn in sec~ion 3 of 
the Nacional Security Act of 1947, as amended (50 U.S.C. 40 I a), as that statutory term 
m3y be amended from time to time. ' 
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(j) "Homeland" means the United States as defined in the DHS Legislation. 

(k) ~·Infrastructure'' means the basic systems. asSets, facilities, services, and 
installations needed for the functioning of our society. The term includes, but is not 
limited to, critical infrastructure, meaning systems and assets, whether physical or virtual, 
so vital to the United States that the incapacity or destruction of such systems and assets 
would have a debilitating impact on United States national security, economic security, 
national public health or safety, or any combination of these. Critical infrastructure 
includes, but is not limited to, agriculture, food, water, public health, emergency services, 
government, defense industrial base, infonnation and telecommunications, energy, 
transportation, banking and finance, chemical industry and hazardous materials, postal 
and shipping. and national monuments and icons. ·· 

(I) ''Infrastructure information .. means aJI information related to the 
identificationy status, security, criticality, risk assessment, vulnerability to all means of 
attack, interdependency. and attack consequences (including potential impact on public 
health or safety, the economy, national ~curity, govemance and public confidence) of the 
infrastructure of the United States. 

(m) "lntelligence Community" has the meaning given it in section 3(4) of the 
National Security Act of 1947 (50 U.S.C. 40la(4))~ as it may be amended from time to 
time. 

(n) "Need-to-know" means a detennination made by an authorized holder of 
classified infonnation, or sensitive law enforcement information, that a prospective 
recipient requires access to a specific piece, or category of information in order to 
perform or assist in a lawful and authorized governmental function . 

(o) "Parties" means the signatories to this Agreement and their successors, on 
behalf of all coveTed entities they head, supervise or represent. 

(p) "PATRIOT Act" means the Uniting and Strengthening America by 
Providing Appropriate Tools Required to Intercept and Obstruct Terrorism (USA 
PATRIOT) Act of2001, Pub. L. 107~56, 115 Stat. 272,278-81. 

(q) "Secretary" means the Secretary of Homeland Security or the Secretary's 
designee. except as otherwise provided herein. · 

(r) "Terrorism information" means all information relating to the existence, 
organizaLion, capabi1ities. plans. intentions, vulnerabiJities, means of finance or material 
support, or activities of foreign or international terrorist groups or individuals, domestic 
groups or individuals involved in terrorism, to threats posed by such groups or individuals 
to the United States, United States persons, or United States interests, or to those of other 
nations, or to communications between such groups or individuals, and to 

3 

• 

• 

Case 3:10-cv-00750-BR    Document 208-2    Filed 04/17/15    Page 27 of 84



I 
• 

• 

•• 

information relating to groups or individuals reasonably believed to be assisting or 
associated with them. 

(s) .. Vulnerabilities information" means all information relating to ~he 
susceptibility- actual, perceived, or conceptual- of the United States, including any 
portion, sector. population, geographic area, or industry, to terrorist attack. 

(t) "Weapons of Mass Destruction infonnation" or "WMD information" 
means terrorism information or vulnerabilities infonnation relating to conventi~nal 
explosive w~pons and non-conventional weapons capable of causing mass casualties and 
damage, including chemical or biological agents, radioactive or nuclear materials, and the 
means to deliver them. 

3. Policies and Procedures for Jnfonnation Sharing, Handling and Use. Consistent 
with the DHS Legislation, and except as otherwise specificaHy provided in this Agreement, the 
following agreed-upon policies and procedures shall apply to the provision of covered 
information by any covered entity to any other covered entity, to the interpretation of all 
provisions of this Agreement, and to the resolution of all issues related to informatioo sharing, 
handling and use, and the coordination and deconfliction of operations and analytic 'conclusions: 

(a) Priority on Preemption. Prevention. and Disruption. All procedures, 
guidelines, and mechanisms under this Agreement shall be designed and implemented, 

· and a11 detenninations with [egard to sharing infonnation covered by this Aweement shall 
be made, with the understood, overriding priority of preventing, preempting, arid 
disrupting terrorist threats to our homeland. The partie's recognize and agree that, in some 
cases, this priority shall dictate infonnation sharing even where doing so may affect 
criminal prosecutions or ongoing law enforcement or intellige11ce operations. · 

· . Nonetheless, the covered entities shaH act under this Agreement in a manner to· protect. to 
the ,greatest extent possible, these other significant interests, including the protection of 
intelligence and sensitive law enforcement sources and methods, other classified 
information, and sensitive operational and prose<:utorial infonnation. 

(b) Reciprocity and Transparency. All information collected by any covered 
entity relevant to the missions and responsibilities of any other CQVered entities. should be 
shared, to the greatest extent possible. b~ween and among all covered entities. Likewise. 
the parties agree that, to the greatest extent possible, there should be transparen~y 
between and among the covered entities with regard to their activities to preempt, 
prevent, and disrupt terrorist attacks against .U.S. persons and interests. Except as 
otherwise specified in this Agreement. or mandated by relevant Federal statutes or 
Presidential Directives, procedures and mechanisms for infonnation sharing, use, and 
handling shall be interpreted and implemented consistently and reciprocally regardless of 
the role a particular covered entity plays as a provider or recipient of covered infonnation. 
Jn other words, for example, international terrorism information collected by the Border 
Patrol should be shared by DHS with the IC to the same extenl foreign intelligence 
information on terrorism is shared by the IC with DRS. · 
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(c) Scope of"Covered Information." Consistent with the priority established 
in Section 3(a}, information relating to terrorism, Weapons of Mass Destruction, 
vulnerabilities, or other functions of the Department of Homeland Security shall be 
presumed to be .. covered information" under this Agreement. If, after applying this 
presumption, disagreement remains between covered entities about whether particular 
infonnation is "covered infonnation," such disagreement shall be resolved pursuant to 
Section 4(d). 

(d) Effective date of information sharing obligations. Notwithstanding 
provisions of this Agreement mandating further agreement on mechanisms, procedures, 
or other issues, the parties recognize that the obligation to promptly begin the full "range 
of information sharing mandated by the DHS Legislation came into force on January 24, 
2003, and that obligations under this Agreement will be in force upon the signature of all 
parties. 

(e) Sharing RequiremetJts Based on Substance On(y. Consistent with the 
DHS Legislation and other relevant statutory authorities, Presidential Directives, the 
President's announced policies for protecting against terrorist threats to the homeland, 
ami this Agreement, the parties agree that this Agreement requires that covered 
information, including, but not limited to, terrorism infonnation, WMD information, 
infrastructure, and vufnerabilities information, be provided by any covered entity that 
collects or analyzes that information to any other covered entity that has a need-to·know 
that infonnation (or information relating to that subject matter), based on a broad • 
interpretation of the mission of the other covered entity, regardless of: 

(i) The tVJ>e of communication in which the infovnation is incorporated. 
Covered information must be provided as required in this Agreement regardless of 
the type of communication in which it is originally reported by the providing 
agency. The fact that particular covered information may be contained originally 
in a particular type of communication shall not, under any circumstances, be 
grounds either to withhold or delay the sharing of any covered information. As 
illustrative examples only, covered information must be provided by CIA, within 
the time frames agreed to, whether such information is contained originally in 
communications referred to as "TDs." ''intel cables," ''ops cables," or any other 
t)'pe of communication. Likewise, covered infonnation must be provided by the 
FBl, within the time frames agreed to, whether such 1nfonnation is contained 
originally in communications referred to as "302s," "ECs," .. LHMs." or any other 
type of communication; 

(ii) The manner in which the information is or may be conv~yed to the 
intended agency or individual recipients. Covered entities shall continually 
endeavor to impruve technological means of access to afford maximum 
flexibility, speed, and volume of information shared. consistent with the strictly 
necessary protection of intelligence or sensitive Jaw enforcement sources and ~ 

methods, and with section 3(a} and other relevant provisions of this Agreement. .. 
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(f) Terrorist Threar Integration Center. The parties agJ"ee ~)t.at. when fully 
operational, the Terrorist Threat Integration Center (TTIC) shall be the preferr~. though 
not the exclusive, method fQr sharing covered. information at the national level: TfiC 
information-sharing mechanisms and procedures shall be consistent with the DHS 
Legislation and other relevant statutory authorities, Presidential Directives, the 
President's armoooced policies for protecting against terrorist threats to the homeland, 
and this Agreement. As soon as practicable, the parties shall determine the extent to 
which provision of infonnation to one or more covered entities via the ITIC tnaY 
constitute the only required method for providing such information to such entities, 
provided however, that any_ decision to share covered infonnation among the parties 
solely by means of the TTIC shall be memorialized in a separate written agreement 
executed by the parties, including by designees of the offiCials signing this Agr.cement. 
Analytic conciUsions contained in TTIC products sliall 'not be altered by agenc~es prior to 
dissemination. 

(g) . Policies for Sharing Particular Types of Infonnation With DHS. 
Consistent with the DHS Legislation and other relevant statutory authorities, Presidential 
Directives, the President's announced policies for protecting against terrorist threats to 
the homeland, and ttais Agreement, the Secretary shall be provided access to·au 
infonnation necessary for him to carry out the mission of the Depanment. Ex.c,ept as 
otherwise directed by the President, the parties agree that the amount of info~ation and 
depth of detail of infonnation provided to the Secretary. which will vary by the type of 
information at issue. wil1 be governed by the following policies: 

(i) lnfponation Relatc;d to Jhreats of Terrorism Against the United 
State<;. As required by the DHS Legislation, DHS shall be provided, without 
request. all .. reports (including infonnation reports containing intelligence which 
has not been fully evaluated), assessments, and analytical infonnation." The 
parties understand lhnt. in this category, ex.cepl upon further request by .OHS, and 
agreement by the originating entity, provided information will not routinely 
include information, collected through intelligence sources or methods, or 
sensitive law enforcement sources or methods, which has not been processed in 
any way to reduce the amount of substantive content or synthesize the material. 
Thus, for example, a recording of a conversation intercepted under the foreign 
lnteiJigence SurveHiancc Act (FlSA) or an intelligence officer's or FBI agent's 
hand-written notes of a discussion with a source would not be routinely provided 
in this category. By contrast, a report forwarding the substance of a FISA~ 
recorded conversation, or an fBl"Eiectronic Communication" (EC), including the 
substance of a discussion with a source, even if. these include verbatim quotes 
from the underlying notes, would be provided. ECs containing substantive 
info.nnation, along whh "302s," "TDs," "URs,'' and all other similar dobuments 
including substantive information, fall into the category of information to be 
provided. The parties agree, as soon as praclicable, to identitY and/or put into 
place necessary and reasonable mechanisms, including, when operational, the 
TTIC, along with the Joint Terrorism Task For~es (JTIFs), and procedures, to 
ensure that DHS receives all such infonnation automatically. under the .policies 
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and procedures agreed to in this Agreement, without further request. 

(ii) Vulnerabilities Information. As required by the DHS legislation, 
.J DHS shaJI be provided, without request. all infonnation of any kind concerning 

"the vulnerability of the infrastttJchlre of the United States; or other vulnerabilities 
of the United States, to terrorism, whether or not such infonnation has been 
analyzed." The parties understand that, in this category, without further request 
by DHS, provided infonnation will routinely include information, collected 
through intelligence sources or methods, or sensitive law enforcement sources or 
methods, which has not been processed in any way to reduce the amount of 
substantive content or synthesize the material. Provided infonnation will include 
all types of infonnation, without regard to the distinctions drawn by way of . . 
example in Section 3(gXi), except as further agreed to by the parties or their 
designees. The parties agree, as soon as practicable, to identify and/or put into 
place necessary and reasonable mechanisms, including, when operational, the 
TTlC, along with the JTIFs, and procedures, to ensure that DHS receives all such 
information, under the principles agreed to in this Agreement, without further 
request. 

(iii) Information Relating to Significant and Credible Threats Qf 
Terrorism. As required by the DHS Legislation, DHS shall be provided. without 
request, all information of any kind concerning .. significant ~nd credible threats of 
terrorism against the United States. whether or not such infonnation has been 
analyzed ." The parties wtderstand that, in this category, without further request • 
by DHS, provided infonnation will routinely include information, collected 
through intelligence sources or methods, or sensitive law enforcement sources or 
methods, which has not been processed in any way to reduce the amount of 
substantive content or synthesize the material. Provided information will include 
all types of info1111ation, without regard to the distinctions drawn by way of 
example in Section J(g)(i), except as further agreed to by the parties or their 
designees. The parties agree, as soon as practicable, to identify and/or put into 
place necessary and reasonable mechanisms, including. when operational, the 
TTJC, along with the JlTFs, and procedures, to ensure that DHS receives all such 
information, under the principles agreed to in this Agreement, without further 
request. 

(iv) Other Information Requested hy the Secretary. The Secretary shall 
be provided, upon request, with such other information relating to threats of 
terrorism against the United States or to other areas ofDHS' responsibility, 
whether or not such infom1ation has been analyzed. The parties understand that 
DHS will be provided information in this category upon request including, if so 
requested, infonnation which hns not been processed in any way to reduce the 
amount of substantive content or synthesize the material. If so requested, 
provided infonnalion will include all types of information, without regard to the 
distinctions drawn by way of example in Section 3(g)(i), except as otherwise 
directed by the President. The parties agree, as soon as practicable, to set up 
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necessary and reasonable mechanisms, including, when operational, th~ 1T1C, 
atong with the JITFs, and procedures, to ensure that DHS, when requested, 
receives all such infonnation, under the principles agreed to in this Ag~eement . . 

(h) · Timely Sharing oflnfomtalion. Covered infonnation must be provided to 
those with a need· to-know that information (or information relating to that subject 
matter), based on a broad interpretation ofthe mission of the other covered entity, as 
quickJy as possible. Providing all timely and relevant covered infonnation to those who 
have a need-to-know it in order to assist them in meeting their homeland secw;ity-related 
responsibilities is fundamental to the success of the Department and all other efforts to 
ensure the security of the homeland from terrorist" attack. Delay in pl:'oviding s~ch 
infonnation risks frustrating efforts to meet these critical responsibilities and could result 
in preventable attacks against U.S . persons or interests failing to be preempted~ prevented, 
or disrupted. Accordingly, except as otherwise directed by the President or agl'eed to by 
all parties, the parties agree that: 

{i) lnfonnation that a covered entity reasonably believes relates to a 
potential terrorism or WMD threat. to the United States homeland, its 
infrastructure, or to United States persons or interests, shall be provided 
immediately to other covered entities; 

(ii) Other covered information, including, but not limited to-, 
vulnerabilities information. but which a covered entity does not reasonably 
believe relates to a potential terrorism or WMD threat to the United States 
homeland. its infrastf'\lcture, or to United States persons or interests, shall be 
provided as expeditiously as possible; 

(iii) Under no circumsrances may covered information be withheld 
from a covered entity with a need-to-know that information (or information 
relating to that subject mattc:r), based on a broad imerpretation of the rn~ission of 
the other covered entity, or may the sharing of such infQrmarion be delayed 
beyond the time frames agreed to in this Agreement, except as consiste_nt with the 
Section 4{ d), or other relevant provisions of this Agreement; 

(iv) When a question arises as to whether covered informati'on must be 
provided to the Department or any other covered entiry pursuant to thisi 
Agreement, the parties will resolve the question pursuant to Section 4( ~); 

(v) Covered entities agree to use, to the greatest extent possible, the 
most rapid methods of infonnation sharing, consistent with rhe strictly necessary 
protection of intelligence or sensitive law enforct!!ment sources and methods, and 
with Section 3(a) and other relevant provisions of this Agreement; and 

(vi) Consistent with Section 3, and olher relevant provisions of this 
Agreement, the parties agree that they shall work dilig~tly to ensure th'~t all 
covered entities receive the SM'Ie information within the same time frame, 
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Agreement, to withhold in its cntirety ·a commwlication containing covered 
information. such indication shall occur immediately. 

(v) The parties agree that the provisi·ons of this section shalJ~ not apply 
to established source protection procedures utilized by ClA's Directorate of 
Operations. or equivalent procedures developed and used by other covered 
entities, provided that such procedures do not result in the failure to provide DHS 
with substantive information as required under the DHS Legislation and this 
Agreement, and that the Secretary may personally request revisions in such 
procedures ifhe detennines that they restrict DHS' access to information in a way 
that jeopardizes DHS' mission. For information described in Section 3{i)(i), such 
procedures shall be revised, as ~on as is practicable, and without request from the 
Secretary. to ensure that those procedures· only remove such intelligence that 
clearly identifies. or would reasonably permit ready identification of, intelligence 
or sensitive law enforcement sources or methods that are particularly susceptible 
to countenneasures that would nullify or measurably reduce their effectiveness. 

(j) Requesr.s for Additional Information . In addition to the participation of 
DHS in the "requirements" processes, as discussed further herein, the DHS Legislation 
provides for DHS to request additional or follow-up information upon receipt of 
individual items of information. As soon as practicable, the parties shall agree .'to 
mechanisms and procedures, including the lTlC, JITFs, and, if appropriate, focal poinrs, 
for DHS to make, and coverc:d entities to respond to, such requests. These mechanisms 
and procedures shall be designed to facilitate the greatest amoWJt of additional 
infonnation sharing consistent with strictly necessary protection of intelligenc~or 
sensitive law enforcement sources and methods, with Section 3(a) and other refevant 
provisions of this Agreement, and with the timeliest possible responses to requests for 
additiona11nfonnation. 

(k) /nfortruJtion Use Restrictions. In general, parties shall disclose covered 
information free of any originator controls or information use restrictions. Several 
categories of covered information that must be disclosed to covered entities pursuant to 
the DHS Legislation, this Agreement, and other authorities, remain subject to special 
labeling, handling, storage, use and access auditing requirements imposed by stittute or, to 
the extent consistent with the DHS Legislation, Presidential Directives, the President's 
announced policies for protecting against terrorist threats to the homeland, and this 
Agreement, pursuant to applicable regulations. The scope and duration of such 
restrictions, including caveats restricting usc of the disclosed information to a particular 
level or element of a covered entity, will be tailored to address the particular situation or 
subject matter involved. \\'hen imposed, use restrictions shall b~ no more restrictive than 
strictly necessary to accomplish the desired effect. 

(I) Secondary lllformation Sharing. To the extent consistent with this 
Agreement, covered entities may share infonnation provided by other covered entities 
with additional covered entities. Such secondary sharing shall be carried out, to the 
greatest extent possibl.:, in a manner that penn its the originating agency to know to 
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·whom the information has been provided. The parties shall agree, as soon as is 
practicable, upon recommendations, if any, for changes co Executive Order 12958, 
Director of Central Intelligence Directive 6/6 (and complementary or successor directives 
dealing with Originator Controls, 1he so-called "third agency rule,'' and other policies or 
procedures governing the sharing of received information with additional recipients) in 
order to comply with the DHS Legislation, and to carry out the President's announced 
policies for protecting against terrorist threats to the homeland, and the provisions oftbis 
Agreement. 

(m) Other Obligarious to Share Information. A covered entity's voluntary or 
obligatory provision of covered infonnation to another covered entity does not in itself 
discharge or diminish any other obligation the -providing entity may have to provide that 
information, or any part of it, to any other department, agency or other public or private 
organization or individual uoder aoy statute, Presidential Directive, or other agreement. 
Although all covered entities will attempt to identifY and call attention to information 
relevant to the. mission of other covered entities. the responsibility to share information 
relevant to the mission or responsibilities of any covered entity in addition to DHS 
remains the responsibility ofthe originator or initial federal recipient of the information 
and does not shift to DHS by virtue of DHS' receipt of the information. The parties 
agree, however, that, to the greatest extent possible, other sharing obligations shall be 
harmonized and coordinated with those covered by this Agreement, including the agreed 
preference for using the TTIC and JITFs as information-sharing mechanisms. in order to 
reduce duplication, facilitate dcconfliction, and increase efficiency. 

(n) PATRIOT Act Information. Law enforcement-related information related 
to DHS mission, permitted or required to be provided to intelligence agencies under the 
PATRIOT Act and its implementing guidelines shall also be considered covered 
information under this Agreement and shall, therefore, be provided to the Department and 
other covered entities, in accordance with the DHS Legislation and other relevant 
s tatutory provisions1 and this Agreement. 

(o) Other Intelligence Information. Nothing in this Agreement shall be read 
to restrict the access of the Secretary or his designee to information the Secretary 
ordinarily would receive as a member of the Intelligence Community, including national 
security and foreign intelligence information. 

(p) Information Sharing Mechanisms . As soon as practicable, the parties shall 
agree ~pon specific mechanisms, consistent with Section 3 and other relevant provisions 
of this Agreement, for how different types of cover~ infom1ation will be shared. 
including technical and administrative arrangements, and, as appropriate, designation of 
focal points, to maximize the effectiveness and coordination for providing covered 
information. Subsequent arrangements for infonnation sharing may he reached upon the 
approval oft he parties or their designees. The parti~ shall work to develop, as pa11 of 
this process, effective mechanisms for covered entities to identify covered information 

• 

held by them and to ensure, to the greatest degree feasible, the provision of such • 
information, without specific request, to oth~r covered entities. The parties further agree 
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that, notwithsWlding their agreement to develop further mechanisms and pro~dures for 
information sharing, covered entities shall promptly build on mechanisms and procedures 
already-in place to identify and provide to DHS C;(ivered infonnation that is generated or 
received by them in the course of carrying out their missions. 

( q) Mel hods of Providing information. The partic:s rc:cognize and agree that 
there arc many possible methods for "providing .. infonnation, including. but not limited 
to, hand-delivery, oral briefings, transmission by secure data· link, and affording routine 
and unrestricted acress to computmzed database:;, including the ability to tr~fcr such 
information to a recipient entity as necessary, and by fuJJ and complete co-location of 
analysts or other pet"SSnnel and full integration of, and access to, information, as well as. 
for example, ensuring that the Secretary receives all daily threat briefing materials 
(including threat matrices and overnight rcpons). The parties further agree that 
requirements lo "provide'' infonnation under this Agreement may be satisfied, 'depending 
on the type of information at issue, by the use of a single mechanism, such as via the 
TTIC, consistent with section 3{t) of this Agreement, or a combmation of mechanisms 
already in place and/or cteated under this Agreement. The parties shall agree, as part of 
the development of these mechanisms and procedures, as to which method, or 
combination of methods, of providing information will be suffic1cnt for particular types 
or categories of information. 

(r) Responsible Officio.ls for Information Sharing. t:nfil such lime as 
modified by the parties, the responsible otlicials tor information sharing under this 
Agreement are as follows: 

(i) For the Secretary of Homeland S<!curity, the Undcrsecre~ary for 
information Analysis and lnfrastructure Protection, or another individual 
designated by the Secretary to act in this capacity; 

(ii) For the Attorney General, Executive Assistant Director for 
Counterterrorism and Counterintelligence; and 

(iii) For the Director ofCemrallntelligence, the Associate Director of 
CentrallnteUigencc for Homeland Security. 

(s) ProJ.•ision ofCovered /nformaliot~ to the DHS Directorate of Information 
Analysis and Injrastruch1re Protection. Until furtht:r a·greement by the parties, or their 
designees. all covered information provided, including infmmation provided, under 
current procedures, to existing elements transferred 10 DHS, e.g., the United States Coast 
Guard and the U.S. Customs Service, shall also be separately provided 10 the Directorate 
of lnfonnation Analysis and Jnfrnstructure Protection, including, if agreed by the 
Secretary, via the ITIC. The Undersecretary for lnfomtation AnalysiS and Infrastructure 
Protection, or another individual designated by the Secretary to act in this capaCity, shall 
work with entities nor within the Directorall: to ensure effective coordination of 
information. 
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{t) Classified Information. The head of each covered entity shall put 
procedures in place to ensure that each individual recipient of classified infonnation has, 
and maintains. appropriate security clearances, training, and need-to-know to receive 
classified information at the level at which the recipient will receive such infonnation. 
Individuals shall be designated at each covered entity at several levels of seniority to 
receive classified information judged by the originating agency to be sufficiently 
sensitive to require limited distribmion. In rare cases, the parties expect that extremely 
s~nsitive infonnation may be provided only to the Secretary or, as appropriate. the head 
of another covered entity. The head of each covered entity also shall ensure that all 
mechanisms and procedures for receiving, storing. and handling classified infonnation 
meet established legal and regulatory standards. The policies and procedures governing 
access to covered information under this Agreement, including such information that is 
classified, shall apply without regard to whether that information is made available in 
written, oral, or electronic form, or to the means or mechanism by which it is 
communicated to the recipient. 

(u) Thresholds. In order to ensure that the Department is provided with all 
information necessary to carry out its responsibilities, but is not inundated with 
unmanageable volumes of information below thresholds reasonable to perfonn its 
mission, as soon as practicable, the Secretary shall advise the other parties, individually 
or collectively, as to establishing additional thresholds for information sharing, consistent 
with the DHS Legislation. For example, the Secretary may determine that low-level 
information concerning purely indigenous foreign terrorist groups with no apparent 
capability to mount operations against the United States is not relevant to DHS' mission. 
Such further agreement shaH be consistent with the DHS Legislation and other relevant 
statutory authorities, Presidential Directives, the President's announced policies for 
protecting against terrorist threats to the homeland, and this Agreement. At any time 
following such initial agreement, the parties may agree to additional information sharing, 
or to more or less restrictive thresholds, as the volume of information involved and the 
needs of DHS become clearer, so long as such agreements are consistent with lhe DHS 
Legislation and this Agreement. Such agreements may be made by designees of the 
parties. 

(v) Privacy. All information sharing pursuant to this Agreement shall be 
consistent with applicable privacy laws. 

4. Coordination, Deconfliction. and Dispute Resolution. 

{a) Coordination and Deconflicliorr Policy. Consistent with the President's 
direction that our highest priority is the protection of the American people from 
potentially devastating terrorist attacks. covered entities shall take all necessary measures 
to ensure that terrorist threats to our homeland are addressed cooperatively, efficiently, 
and with the understood overriding purpose of preventing, preempting, and disrupting 
those threats. To that end, the parties agree that no homeland security-related prevention, 

• 

preemption, or disruption activity of any covered entity shall be presumed to be the best • 
optjon in any given case. or otherwise deemed of higher precedence, impo1tance, or 
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priority than any other such activi.ty. The covered entiti.es shall work together, io the 
greatest extent possible, to achieve, in each case, the maximum preventative, preemptive, 
and disruptive effect on potential threats, including coordinating simultaneous and · 
complemc:ntary activities of mUltiple covered entities when appropriate. Because the 
failure to coordinate operational activities to preempt, prevent, and disrupt terrorist 
threats can (.."Jeate. confusion, inefficiency and, in extreme cases, dangerous silu~tions 
resulting from conflicting operational activities, the parties agree to coordinate. 
operational activities to the greatest possible c:dcnt. Specifically, each party shall take all 
reasonable steps to ensure coordination and decontliction of homeland security-related 
law enforcement, intelligence or national security-related activities of covered entities 
under that party's.authority with such activities of other covered entities. 

(b) Ana~vtic Conclusions and Supporling Information. Terrorism a.Jld other 
homeland-security related analytic efforts of all covered entities must be informed by the 
most comprehensive, accurate, and timely infc,nmation available, regardless of its nature 
and source, including. but not limited to, terrorism, WMD, vulnerabilities, and .other 
pertinent information available to any covered entity. Analytic conclusions relating to 
terrorist or WMD threats to the homeland, or other issues within the responsibility of 
DHS, including information updating and amplifYing previous conclusions, must be 

·shared with all covered entities as soon as they are produced. Preemptive, preventative, 
and disruptive actions by all covered entities must be info~ed to the greatest ~xtent 
possible by aU available information and by aU analytic conclusions, including_ competing 
conclusions, of all entities with relevant analytic responsibilities. At the same ~ime, the 
Federal government must, to the greatest extent possible, speak with one voice to state 
and local officials, private industry, and the public, in order to prevent confusion, mixed 
signals, and, potentially, dangerous operational conflicts. In furthernnce ofth~e goals, 
the parties agree as follows: · 

(i) The parties shall ensure that covered entities disseminate their 
terrorism or other homeland security-related analytic products without aetay to 
other covered entities that hav~ related interests and responsibjJities; 

(ii) Except as otherwise provided in Sections 4(bXiii) or (i'.'). no 
analytic conclusions, as defined in Section 1(a) of this Agreement, of any covered 
entity shall be disseminated to stat~. local, or private sector officials. or to the 
public, without the prior approva1 of the Secretary of Homeland Security, his 
designee, or in accordance with approval mechanisms, potentially including the 
TIIC or the JTTFs, established by the Secretary after the date of this Agreemeni. 

(iii) Analytic conclusions may be provided directly to such officials or 
to the public where the head of a covered entity or his or her designee reasonably 
detennines that exigent circumstances exist such that providing an analytic 
conclusion prior to required approval is necessary to prevent, preempt, or disrupt 
an irnmim:nt threat of death or serious bodily injury or significant damage to U.S. 
infrastructure or other interests. In the event an analytic conclusion is · 
disseminated pursuant to the exige.nt circumstances exception in this paragraph, 
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the Setretary and other oovered entities shall be notified immediately of the 
dissemination. 

(iv) Analytic conclusions may be shared with federal, state, and local 
law enforcement officials without the prior approval of the Secretary of 
Homeland Security, provided, however, that it is the intention of the parties that 
DHS be provided with the earliest possible advance notice of the potential of such 
communications and, where possible, DHS will be included in the development of 
the communications through the DHS liaisons at FBI Headquarters. The 
Secretary of Homeland Security, or his designee (including a DHS representative 
to a JTIF if designated by the Secretary to do so}, must approve further 
dissemination of such analytic conclusions to other non-law enforcement state and 
local officials or to the public. 

{v) Nothing in this Agreement shaH prevent covered entities from 
coordinating on analytic conclusions with, or seeking the views of, other Federal 
Government entities in evaluating terrorism or other homeland-security-related 
infonnation. 

(c) Establishment of Mechanisms for Operational Coordination a11d 
Deconjliction. As soon as practicable, the parties shall agree upon specific mechanisms, 
including technical, administrative, and, as appropriate, designation offocal points, to 
maximize the effectiveness of operational coordination and deconfliction. These will • 
cover both overse~ and domestic operations related to homeland security. Subsequent 
agreements for operational coordination and deconfliction may be reached upon the 
approval of the parties or their designees. 

(d) Information Sharing Dispute Resolution. Consistent with the DHS 
Legislation and other relevant statutory authorities, Presidential Directives, the 
President's announced policies for protecting against terrorist threats to the homeland, the 
obligation to protect inteiHgence or sensitive law enforcement sources and methods from 
unauthorized disclosure, and with Section 3(a}, and other relevant sections of this 
Agreement, issues concerning the application of the. terms ofthis Agreement in any 
speci tic context with respect to whether particular covered information should be 
provided to the Department or to any other covered entity shall be handled under the 
following procedures: 

(i) A holder of particular covered information at issue, whether within 
or outside the entity originating that infonnation, shall refer the matter by the most 
expeditious means to the head of the entity originating the infonnation (or 
that official's designee) for expeditious review. 

(ii) The revic:wing official shall, without exception, render a definitive 
decision on the request within 24 hours of receiving the referral and, in light of 
the access provisions in the DHS Legislation, shall resolve any doubl in favor of 
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I 
• providing the requested information . 

(iii) If the originating agency's reviewing official declines to provide 
the covered information requested, that official shall, within the 24 hours alloUed 
for response, provide the Department or other covered with -

(A) the fact that the specific information is being withheld; 
(B) a succinct and specific statement of the reasons for the 

withholding: and 
(C) as much of the information requested as the head of the 

originating agency (or that official's designee) reasonably concludes can 
be provided given the Pr~ident's announced policies for protecting 
against terrorist threats to the homeland. the DHS Legislation aml other 
relevant statutory authorities, and relevant Presidential Directiv~. 

(iv) If, at that point, a compromise is not reached expeditiously, the 
dispute will be resolved either by the Secretary, Attorney General, and DCI by 
mutual decision or through referral to the Assistant to the President tor National 
Security Affairs and Assistant to the President for Homeland Security Affairs, or 
their designees, for resolution. Notwithstanding any other provision ofll1is 
Agreement, the Attorney General, Secretary, or DC I, or their deputies may, 
whenever any of them deems it necessary or advisable (particularly when a 
fundamental matter of policy is implicated or time is of the essence), intervene to 
raise and resolve any issue of access to covered infom1ation by mutual decision or 
through the National Security Council and/or Homeland Security Council system. 

(e) NSPD-8. Nothing in this Agreement in any way affects the 
responsibilities and authorities for coordination of United Sl<ttes counter-terrorism 
activities established in National Security Presidential Directive (NSPD) 8. 

5. Protection of Intelligence and Sensitive Law Enforcement Sources and Methods. 
The parties intend that all provisions of this Agreement be interpreted consistently with the DCI's 
statutory responsibility to protect intclligen~ sources and methods from unauthorized disclosure 
and with similar responsihilities of the Attorney General and the Secretary to protect sensitive 
law enforcem<!nt sources and methods, with the DHS Legislation and other relevant statutory 
authoritie.<;, Presidential Directives, the President's announced policies for protecting against 
terrorist threats to the homeland, and with Section 3(a), and other relevant provisions of this 
Agreement. Consistent with this agreed-upon interpretation: 

(a) The DCI shall ~arry out his responsibilities for the protection of 
intelligence sources and methods, and the Secretary and Attorney General shall carry out 
analogous responsibilities for sensitive law enforcement sources and methods, in a 
manner, and through mechanisms, that ensure that all covered infonnation is ma'de 
available promptly to the Department, and to other covered entities with a need-to-know 
and proper security clearances and handling procedures in place, subje.::t only to such 
handling and use restrictions as are strictly and unavoidably necessary to protect 

In 

Case 3:10-cv-00750-BR    Document 208-2    Filed 04/17/15    Page 39 of 84



intelligence and sensitive law enforcement sources and methods from unauthorized 
disclosure. 

(i) The DCl shall ensure that the substance of all covered information 
relevant to the responsibilities of all covered entities is provided to those entities 
in a fonn suited to their effective use of that information, consistent with lhe 
DCl's obligation to protect intelligence sources and methods from unauthorized 
disclosure and Section 3(a) of this Agreement. The Secretary and the Attorney 
General shall similarly ensure that the substance of covered information is 
provided in a suitable form. 

(ii) The DCl shall ensure that dissemination of classified reporting 
based, who11y or in part, on covered information, is accompllnied by dissemination 
of as much of that reporting and covered information as is possible at an 
unclassified (which may, when necessary, be marked "Sensitive-but-Unclassified" 
or ''SBU") or reduced classification level, in order to ensure the broadest possible 

·availability and use of covered information by those with a need-to-know that 
information (or information relating to that subject matter}, based on a broad 
interpfetation of the mission of the other covered entity., The Secretary and the 
Attorney General shall similarly ensure that dissemination is done in a manner 
that ensures the broadest possible availability. 

(b) information may be redacted or put into a tailored product to lhe extent •. 
consistent with Section 3(i) of this Agreement. 

(c) Nothing in this section relieves any member of the Intelligence 
Community that originates covered information from its obligation to provide that 
information to DHS and other covered entities, as appropriate, in a form consistent with 
this Agreement, the DHS LcgislaHon. and other relevant statutes and authorities 
regarding the protection of sources and methods. 

6 . ''Sanitization" and Modification of Classification Levels for Further Sharing by DHS. 

(a) Consistent with the President's announced policies, our national priorities, 
including this section, Section 3(a), and other relevant provisions of this Agreement, the 
DHS Legislation and other relevant statutes and Presidential Directives, covered entities 
that originate covered information that is classified shall retain the authority to detennine 
whether that information, or any portions thereof, must remain classified in the interest of 
national security. 

(i) Covered entities shall ensure that covered information that is 
classified or otherwise subject to restricted dissemination, but which reasonably 
appears likely to require onward passage to state, local, or privare sector officials, 
the public, or other l,aw enforcement officials for use in a criminal investigation, 
reaches DHS promptly with accompanying high-content "tear lines" suitable for 
onward passage at an unclassified level. Until this can be achieved 
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simultaneously to the transmission of covered information, the development of 
such h:arJines shall not delay the provision of covered information. ~ 

ii) The parties shall ensure, to the greatesl extent possible. that 
covert:d entities utilize agreed-upon standardized fOrmatting for preparation of 
tear-line material for passage to stale, local, or private sector officials, including 
state and local Jaw enforcement ofticials for use in a law enforcement 
investigation, or to the public, with the goal ofprovidin~ necessary substantive 
information, but not enabling recipients to determine the originator, within the 
Federal government, ofthe information. 

(b) DHS may, on its own initiative or at the reque-st of a homeland security 
official to whom covered information is disseminated, ask that the originating agency 
declassify or reduce the classification level attached to that intormation in order to pcnnit 
dissemination to additional officials who have a need-to-know the information, to 
promote case of handling by those authori4!:ed lo review it. to pennit its incorporation into 
a document that is unclassified or classified at a lower level, or for other purposes 
consistent with the need promptly to provide homeland security offi~ials with all relevant 
covered infonnatiun that the)' have a need-to-know in rhe conduct of their official duties. 
Whenever it receives such a request, the onginating agency shall respond to DHS. within 
24 hours (or such longer period as is agreed to by all parties). unl~ss cvmpelling 
circumstances exist to require: a longer response tim~. Such response will dthc_:r -

(i) agree to declassify or reduce the classitication level of the covered 
information in question as requc.c;tcd; or 

(ii) provide an alternative formulation responsive: to the requester's 
need for additional information sharing, but without dcclassifytng or reducing the 
classification of the original document or covered information where that cannot 
be done consistent with assuring the national security. 

(c) Where the need by DHS for further dissemination of classified 
intonnation n::ceh:ed from other covered entities, including Uuough declassification or 
the preparation of unclassified tear-lines, is urgent because that information contains or 
may contain terrorist tnreat indications critical to the ability of homeland security 
officials to prevent, preempt, or disrupt a possible terrorist attack, thnt information may 
be passed directly to the entity or oftlcial that has a need·to-know that information, 
provt-dl!d that the covered entity passing the information tlrst. notifies the origin_ating 
agency and takt:S steps reasonable under the ex.igeot circwnstances to protect whatever 
classified informatiou IS nN essentialtu initiating the urgent h0mc:lam.l sc::curity assurance 
measures that may be required. 

(d) The parties agree to develop together, as soon as practicable. me~hanisms 
and procedures, including through the use of d~tailees and assignees to the rrrc and 
JTTFs, as :ippropriale, to carry out the provisions of Section 6 . The parti~ agTee to work 
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together to ensure that the administrative, financial, and personnel burdens of chis se~ion 
are shared to the greatest extent possible among covered entities. 

7 . Detail or Assignment of Personnel. To facilitate the informatiOn sharing, 
coordination, and deconfliclion policies covered in this Agreement, covered entities shall detail, 
and/or assign, to the greatest extent pos~ihle. including to the TT!C and/or JTIFs, personnel who 
have the authority either to make classificatton review and redaction decisions themselves, or, 
consistent with the time fr:1mcs established in this Agreement, to refer those decisions to the 
appropriate officials at the originating agency for prompt action. 

8. DHS Participation in Requirements Processes. As soon as practicable, the parties 
shall modify existing mechanisms and processes for prioritization of terrorism, WMD and other 
relevant foreign incclligence collection (including within the United States) and requirements 
processes to ensure that DHS has meaningful participation at each stage and level of each such 
mechanism or process, including through participation in the 'ITIC. The parties also shall work 
together to provide recommendations as to whether, and how, processes or mechanisms for 
purely "domestic'' terrorism (e.g., concerning the capabilities. plans and intentions of exclusively 
domestic white supremactst or militia groups), and other relevant intelligence collection should 
be cre-ated or, alternatively. how to ensure meaningful participation by DHS in the prioriti2ation 
for gathering such information. This section does not refer to operational activ ities. 

9. Databases. The parties agree w establish procedures and mechanisms tO pro\·idc 
DHS. and. as appropriate and practicable, other covered entities, with access :o databases • 
containing covered information. To this end, the parties shall establish a working group, within 
30 days of the date of this Agreement. Developed procedures and mechanisms, including 
through the use of the TIIC and/or JlTFs, should be consistent with the DHS Legislation and 
other relevant statutory authorities. Presidential Directives. the President's announced policies 
for protecting against terrorist threats to the homeloml. and the appropriate needs for access by 
DHS to appropriate databases. as well as with the protection of intelligence or sl!nsi1ive law 
enforcement sources and methods, and with Section 3(a) and other provisions of this Agreement . 
Such procedures and mechanisms should facilitate, to the greatest possible extent: ease and 
speed of infonnation exchange; differentiated access, to allow individuals with different levels of 
security clearance and need-to-know to have different levels of access to databases; and 
compatibility with other databases of covered entities. 

I 0. Statement oflotent Concerning Information Ies;bno!ogv. It is the intent of the 
porties Co build and modemi:.:e all relevant databases and other infonnation tet:hnology systems 
in order to maxim1zc compatibility with other systems w1th which they must interacr. Such 
procedures and mechanisms also must comply with existing statutory and Presidential 
Directives, including with regard to the protection of classifi~d infonnation and applicable 
privacy protections. 

I 1. Handltng and Storage. The parties shall ensure that covered entitles within their 
jurisdiction observe the established handling and storage standards appropriate to the 
classification and access restrictions indicated on covered infonnation they receive, use, and 
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• disseminate, subject only to the provisions of this Agreement pertaining to e}tigcmt 
circumstances . 

12. lnfonna!ion coll~ted and shared b¥.-forejgn government~ . This Agreement 
contemplates a separate Memorandum ofUnderstnnding, consistent wi th this Agreement. being 
agreed to by the parties, thnt addresse..c; concerns related to information collected and shared by 
foreign governments. 

13. lmplcmcotation. 

(a) Each of the parties shall implm1ent their responsibilities under this 
Agreement as to the covered entities under their jurisdiction through such binding 
regulations, orders, directives, and guidance as necessary or prudent from time to time. 

(b) Any authority or du~y asstgned herein to the Attorney General. the 
Secretary, or the DC[, may be delegated to one or more subordinate offictals at the 
dis~o-retion ofth~ official to '"'hom the authority or duty is ~tssigned, except as otherwise 
provided in this A~eement. Each such delegation shall be promptly communicated to all 
othc:r parties. 

14. No Private Rights Created. These procedures are not intended to and do not 
create any rights, privileges, or benefits, substantive or procedural, enforceable by any individual 
or organization against the United States, its departments, agencies. or other entiues, its officers 
or c:mploy~. or any other person. 

15 . Counterpart Signatures. This Agreement may he signed in counterparts, each of 
which shall be considered to be an original . 

s/s 

Attorney General 

s/s 

Director of Central Intelligence 

SJ S 

Secretary of Homeland Security 
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ExecutiYe Order 13388 of October 25 2005 

Further Strengthening the Slmring of Terrorism Information to Protect Americans 
By the authority \·csteJ in me as President hy the Constitution and the laws or the l nited States 
or America. includinl! ufthc lntdligeucc Refom1 and Terrorism Prevention Act nf 
2004 tl'uhl ic Law 1 OR-~ -8). and in ordt.!r to further <;trcnglhen the cffccti ,.c conductor t r nitl'd 
.'tates counterterrorism acti\'itic. and protect the wrritory. p~!Opk. and interest or the L'nit~J 
' tatl.!s of America. including against tcrr lrist anack .. it is hereby ordered us follows: 

Section l. Policy. Tl\ the maximum extent consistent" ith applicable law. agencies shall. in the 
Je:ign and use of inr(mnation syskms and in the dissc:mination of information among agencies: 

(a) give the highest priority t<) (i) the detection. prevention. di~ruption. 
preemption. and mitigation of the effec.:ts of terrorist acti\'itics against the 
territory. people. and interests ofthc United States of mcrica: (ii) the 
interchange of terrorism inli.mnation among agencies: (iii) the intcrchang of 
terror ism information bct\\CI!n agenci ~and appropriate authorities of. ate. loca . 
and tribal go\'emmenL<;. and hctwccn agcncic~ and approprintc privat~: st'ctor 
entitks: and (iv) the protecti n of the ability of agencies to acquire additional 
such information: and 
(b) pmtect the freedom. information privacy. nnd other legal rights uf American · 
in the: conduct ~1faetiviti-.:s implementing subsection (a). 

Set:. 2. Duties ofHc..ttls of Agcnck: Pol'scssing or Acquiring Terrorism lnfonnatiun. To 
imp) ment the policy \!t forth in ·ccti n I of thi · rJcr. the head o each agency tha t pn · ·cssl.!s 
or acquires terrorist~ inionnati< n: 

(a) shall promptly gin! access to the tcrrorism infom1ation to the head of each 
otht!r agency that has counterterrorism fum:tions. and provide the tcrwrism 
information to each such ngcncy. unless otherwise directed by the President. and 
consistent with (i th ~tatutory responsibilities of the agencies pro\'iding and 
rccc i1. ing the information: (ii) any guidance issued by the Attorney General to 
fulfil. th:: policy ·ct forth in subsection l(b) of this order: and {iii) lthcr applkahlc 
!a". including sccti ns 1 02.~\~g) aml ( i) of tht: )!a tiona! • r:curity . ct of I .. n. 
section I 0 6 of the lntcllic.cnce Rcfonn and Terrorism Pn.:vcntion i\ct of2004 
(inc! ding any policies. pwccdurc:.. gUidelines. rules. and standards issued 
pursuam thereto). sections 202 and lN1 of' the Homeland Security Act f ~002 . 

Executive Order I_ 958 or April 17. 199 . as amended. ami b;ccutivc < JrJer 
13311 of .July 19. 2003: and 
b) shall cooperate in and tltcilitnte production of reports hascd on terrorism 

intonnation with content: and fommt: hat permit di:-.scmination that max· mi/c · 
the uti! it~ of the information in pwtccting the tl!rritory. pl.!l\plc. and int ·rests of the 
l Tnitcd . 'tate ·. 

Sec. 3. Preparing Terrorism ln!im11ation li.)r Maximum Distribution. To assist in expeditious and 
e!Tr:ctive implementation by agencies of the policy set forth in section I or this order. tlu.: 
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common standard!:' : nr the sharing of terrorism information established pursuant to section 3 of 
of August 27. 2004. shaJI hc used. as appropriate. in ~arrying out ·. . . 

ot'the Intelligence Rel(Jrm and Terrorism Pren:ntion .'\ct nf 2004. 
Sec ·L Rcquircmcms for C ollecti('ll of Terrorism Intonnation Inside the United States. To assist 
in expeditious and ~ffccti\'e implementation hy agcm:ics of the policy set forth in scctit1n I of 
this order. the rccon·.mcndations regarding the establishment of cx.ccuti\·c hranciH\·idc collection 
and sharin~ rcquircm~nts. procedures. and guidelines for terrorism infonnation collected within 
the Unikd States made pursuant to section ..J of ExccutiYc Order 13356 shall be used. as 
appropriate. in carrying out . · '· . ,. or the lntdligcncc Reform ami Terrorism Prev.:ntion 
i\ct of 200-t. 
Sec 5. Establishment nnd Functions oflnfom1ation Sharing CounciL 

{a) c,1nsistcnt with section 10 16(g) of the lntclligcncc Rcfoml and Terrorism 
Pn.!\\:ntion Act or 2004. 1h~rc is hereby established an lnfom1ation Sharing 
Council (Council). chaired by the Program Manager to whom section 1016 of 
such Act reths. and composed exclusively or designees of: the Secretaries of 
State. the Treasury. Deftmsc. Commerce, Energy. und Homeland Security: the 
Attorney General: the Director of:t\ational lntelligcnc~: the Director or the 
Central lntclligc.:nc~ Agency: the Din!ctor of the Ofiice of Management and 
Budget: the Director of the Federal Bureau of l.nn!stigation: the Director of the 
!\aticnal Counterterrorism Center: and such other heads of dcpanmcms or 
agcm:i~s as thc Director orl'\ational lntdligencc may designate . 
(b) Th~ mission of the Council is to ( i) provide advice and inti.lrmation concerning 
the establishment of an interoperable terrorism infonnation sharing environment 
to f~1cilitatc automated sharing of terrorism information among appropriate 
agencies to implement the policy set forth in section I of this order: and (ii) 
perform the dutics sd forth in st:ction lO 16(g) of tht: Intdligence Rd<.mn and 
rcrrorism PrcYention Act of2004. 
lcl To assist in expeditious and cffectin~ implementation by agencies of the polky 
set t<mh in section l of this urder, the plan for establishment of a proposed 
i ntcropcrablc terrorism in formation sharing enYiromnent ro.:puned und~:r Sl:!Ctttlll 

5(cl or Exccuti\'c Order I 3356 shall ht.: used. a:-; appropriate. in carrying out 
of"tbc lntelligcm:c Reform and Terrorism Prevention i\ct of2004. 

Scc. (J. Ddinitions .. -\s used in this order: 
1 a) the h:rm "agency" has the meaning set forth lor the term '\:xccutivc ngcncy" in 
secti \ln 105 of title 5. United States Cndc. together with the Department of 
Homeland Se<.:urity. but includes thc Postal Rate Commission and the L'nitcd 
States Postal Sen·ice and excludes the Government Accountability Office; and 
(b) the H.:rm ''terrorism inlbrmation" lws the meaning set fot1h for such t~rm in 
section 1016(a){4) ofthc fntdligcncc Rctom1 ami TctTorism Prc\'cntinn/\ct of 
~004 . 

Sc( . 7 . Gl.:'t!cral Prtn isions. 
(at This order: 

{i J shall bt: impknH.:ntcd in a mann~r con~istent with applicabk Ia\\'. 
including Federal Ia" protecting th~ in!onnution privacy and other legal 
righls or Americans. and subject tn the availability nf appropriations: 
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(ii) shall he implemented in a manner consistent with the authority ofth~ 
principal officers of agencies as heads of their rcspccti\·c agencies. 
including under section 199 ,)f the Rc\·iscd Statutes (~2 U .S.C. 2651 ). 
section 101 of the Department of Energy Organization Act ( -+2 t.:.s.c. 
7131 ). section 103 of the t\ational Security Act of 1947 t50 t:.s .C. 403-_';). 
section J02(a) oflhc Homeland Security Act of1002 (6 L.S.C. I 12(a)). 
and sections 301 oftitle 5. 1 13(bl and 162(b) oftitle 10. 1501 oftitle 1:' . 
503 of title 28. and ~Ol(b) oftitlc ~I. llnitcd States Code: 
(iii) shall he implemented consistent with the ·'· · .. ;_ .. : . . •· ·. , .. .. \,, 

· -: . nn "Strengthening lnl{mnation Sharing. Accc:ss. and 
lntcgratinn Organizational. \ ·lanagement. and Policy De\·doptm:nt 
Structures for Crcnting the Terrorism lnfonnation Sharing Envinmment :'' 
( i\·1 shall not be construed to imp<.~ir or otherwise affect the functions of 
the Dire~.:tur of the Office of).·1anagement and Budget relating to budget. 
administrative, and legislative proposals; and 
( v) shall be implcrncnlt!u in a tni:IIlllt:r ~.:ousistent with s~.:ction I 021\ of thl' 
National Security Ad of 1947. 

(bl This order is intended only to improw the internal managcmentl'r the FeJeral 
Gt)\'crnmcnt and is not intcndcd to. ami does not. create any rights or bcnc:lits. 
suhsuntiYe or procedural. enfor~.:cahlc at law or in equity by n pany against the 
L'nitcd States. its departments. agencies. instrumentalities. or entities. its officers. 
employees. or agents. or any other person. 

sl.'C. 8. Amendments and Revocation. 
(a) E;.;ccutivc Ortkr 13311 or July 29. 2003. is amended: 

( i) by striking "Director of Central intelligence" eac.h place it appears and 
inserting in lieu thc..:n:nf in each such place "Director ofNatinnal 
Intelligence" : and 
( i i) by striking "I 0~1 c)( 7)" and inscrting in lic::u thcrenf "I 02:\( i I( 1 }'" . 

\ h l of August 27. 2004. is hereby rc\·okcd. 

[.signed: I ticorgc W. Bush 
THE WIIITE HO{lSE. 
October ~5 . ~005 . 

P;l):!C 3 of J 
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From: 
Subject: 

Dcpurtmcnt of ,Justice l,rotocol Regarding Terrorist Nominntious 

tlDfftrr of t!JC 1Bcpttf!' ~tlorncp ®rncrnl 
~»nsiJinnton, :nut. 20:150 

O.:tubcr 3, :woK 

Mli:MORANUUM FOH HEADS OF L>l~PARTMENT COMJ>ON!t:NTS 

The Deputy Attorney General 
Department of Justice Protocol Rcgurtling Terrorist Watchlist Nominations 

The allachcd prulm:ol reflects a new policy ((lr the Department's internal process f(lr 
nominating individuals li.>r the Terrorist Screening Database (TSDB) . 

The TSIJI1 consolidates the U .~ . Govcnuncnt's terrorism screening and lookout databuses 
into ;.; single integrated identities database . The TSDB is also krwwn as the "watch list. '' 
This protocol is designed to ensure con:;isten\ and appropriate handling of watch list 
in rormation . The protocol responds to issues raised by the report orthc Inspector 
General , elated March 14, 2008, entitled "Audit ofth~o: U.S. Ocportmenl of Just ice 
Terrorist Watchlist Nomination Processes.'' Spccilicnlly, tlmt report reeomrm~ndctlthal 
the Dcpartmen ~ ad<Jpt a gtme::ral policy for submission of watch list nominations. 
lmpkrncntalion oflhc attached protocol will accomplish that task . 

t\11 L:omp,mcnls nrc directed Lo comply with this protocol crlcctivc immediately . 

DEPARTMENT OF .1\JS'IlCE PROTOCOL 
REG /\R DING TERRORIST W t\TCI lUST NOM !NATIONS 

A. Bad;groun d 

I. On September 16, 2 003 , the President directed the /\tturncy General in llomcland 
Security Pres idential Directive 6 (HSPD-ri) to "establish an organiwtiun to consolidate 
the Govcmment's approach \o terrorism screening nnd provide lor the appropriate and 
law(i.tluse nf" Tcrrorisl Information in screening pn>ccsscs. " Tcrroristlnl"urmation was 
specifically defined lo mean "individuals known or appropriutcly suspected to be or have 
been engaged in conduct constituting, in preparation ((JI' , in aid or, or related to 
terrorism." 

2. Concurrent with the signing ofHSPD-(J, the Memormulum of Undc!r.vlcmcling 011 the' 
Integrntitm and Usc 11/ Scrt!ellill}.!, il?lurmarion to l'rotcct / IJ;niiJSt Terrorism (TSC MC >Ll), 
was signed by the Sccrctari~.:s of State and I fomcland Security, the Attorney Uencral and 
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tht Dirc<.:tur ofCcnlrallntclligcncc (DC!) tun bchalfofthc entire U.S . lntclligcm:c 
c·ommunity) . The T~C MOli established the Terrorist Screening Center (TSC) to 
Cl' llSt'litlatc thc (iovcrnmcnt's approach to terrorism screening and provide lt)r the 
;-spprl'priatc ;ud lawful ust~ of"Tcrrorist lnl0rmation. a term cl:lriticd by tile im: lusJOn t ll' 

Tcrt~)rist ldcnti li~~rs in a subsequent :~grccment nf'the parties. \lmkr HSPD -(). the TSC 
•. •.·: 1~ t ;1 ckvclop and m:tint:~in a datab:~sc, tt' the extent pl:rrnittcd by law, ~~onlainint; lh~· 
moo;! tho rough. ;u:curate, :md current information possible about known •.lr suspct.:tcd 
tt;rrut i~t~; . IISPI)-6 tequin.:~ that Its irnplerm;ntatit•n be -:onsi!>ll;nt .,.vith tht~ ( :,•mtitution 
ami appl icablc luws. including those protect in!! the righLo:; of all/\mcril':ms. The TSC 
cn:atcd the Tc:·mris\ Screening Database (TSDB) w meet these g1):lls . l'hc TSDB 
~unst.!idatcs th;; C.S. Government's terrorism scn:cnmg antlltH)kmn daralmscs intn a 
~;i ngli: integraL·d identities database. The TSOB is ;1iso knm'n a~ the ' ' waldlli~t. ' ' 

:> . The rsc !\·10\ l ai Sll iru.:()rporatctl :til pnwision:; l•flhc ,\.J('/J/(1/ '(//I(It/111 .. r { lmkr.Htmding 
i•c: ••·v•·" rite: ltuelligcnce Co111munity. Ft•dt·l·al l.aw E.nft~r< t•mcnr A l:<'l ll"t •'·' ·· .uul tit. · 
! )t'f'W'IIIICIIf of lfomdand St•curiiJ' Concerning i11/imnatrun ,\'lwrmg. datl~tll\·lardl -1, 2003 
1 the '' lnli.•rmati ~' n ~h;rr ing iv!Ot.;"). 

·1. In 200-1. the Secretaries of State. Treasury. and ))dense h~,;(;une signaltlrics t(> the 
:nt(.r:nati(ln Sharing MOlJ by signing r'\ddcndum 1\ to the TSC MOt :. By th)ing so. they 
at:r..:l.'d tl:at all pruvisions of the TSC MOU and the lni'Nmatinn Sharing MOl ; apply lu 

all cntilit:s thai an: N het:omc a part of their respective Ucpar\lllcnts . 

:\ . . ·\ ~;cc< Hld acl<.kndurn (Atldcntlum B), whid1 supplements and incorporates by rclt'rcnt:c 
•1!1 pr;•vis i{lllS ,·.J"thc TSC rvtOU, superseded ,.\Jdcndum A and was finalized on J;munry 
t X. 2007. The Direc tors or National lntelligcnet', NCTC', and thl.! TSC joim:d as 
signatl.'l'il'S in. \ddemlum n. Under paragr;lph ())(h) or /\ddcndllll1 1.1 the Parties agreed. 
t~> the maximun: extent pcrlllittcd by law, to "provide to the NLTC l111 <Ill ongoing basis 
<~II Terrorism lnforrnati1m (as defined in 
the lntellit~cnc : Reform ami Tcm>rism l'rcvcnti0111\ct (IRTI'/\) of'200fl, Section IOJci(a) 
l <I) I as amended to irw.ludc homeland security in formatillll and wcupuns ,, r mass 
th.:strue.t ion in format ion] in I heir possession, custody, or contwl . Pnragraph 7 of 
t\ddcndlllll H introduces the term Terrori .~ t Identifiers .to tnnrc dearly tkst:rihc llu.: l)'pt· of 
tt:rrrll'i~m in lilt'matiou that NC"TC (and the Federal Burcuu llf Investigation ( FHI) li.1r 
Purely Dl 11llestit; Tl.!rrorism lnfi.1rmation, as defined in thl' TSC: tv!OU) receives from 
intcragt:ncy partners and suhscqucntly shares with TSC li1r inclusion Ill the TSJ>B. 

(l . Execulivc Order 13. 54 (t\ugust27, 2004) created the Notional Countc11t:rrori~m 
C.-nlcl ( NCTC) lo serve zts the primnry (lrg;mization in the United States (:i~wcrmlll~ llt lor 
atwlyr.i ng and .ntegrating all intelligence possessed M acquin~d by the t tnilctl States 

Cion~mtm~nt pertaining to terrorism and cnuntcrtcHurisln. t'·Xl·cpting purel y domestic 
CIJ\Illlt~llerrr>ris : Jl inl0rrnation. That same provisi{lll, however. pn•vidcs lhat NCTC may 
receive. r~·tain. :mu disseminate inli.)rmati(ln fwm any Federal. Stal('. t)r locall!llVcrnmL·nt. 
1' 1 1111lct '-~>llr.:e neccss<~ry ((I fulfill its rcsponsibil itic!'>, giving NC..:'Il' authority-to ret:civc. 
r_·tait~. and di-;-;uninolll' dorncsti('. tcrrurism inlimnatit•n . 

... 
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7. St:dion I 021 or the Intelligence Reform ami Terrorism Prevention Act of 2004 
( I RTPA) mncnd<.~d the National Security Act of 194 7 to ~;ndily the creation or NCTC. 
Pursuant to LRTPA, NCTC serves "as the c.cnlrnl and shared knowledge hank on known 
and suspected terrorists and international terror groups." NCTC's centralized knowledge 
bank is known \lS the Terrorist Identities Datamart Environment (TID!~) . Section 11121 (c) 
\Jll Dorm:stk Counterterrorism lnlclligcncc states N\TC "may, consistent with applicable 
law, the direction or the President, and guidelines rcferrcu to in section l02A(b), rc.ccivc 
intelligence pertaining Cl\clusivcly to domestic counterterrorism from any Federal, State, 
or local govcrn:ncnt or other source neeessury to fulfill its responsibilities unJ n.:tain and 
diss{~minatc such intelligence." 

H. To enhance inkmnation sharing, the Pr~.~sidcnt issued r.xccutivc Orucr 1338K, Further 
Strcn.~fhenin,v. the Shewing ofTcrronxm Information to l)mlc~c:f Americans (Ol:tobcr 25, 
20Wi ), which requires the head of' each agency Lim! pa!'sesscs or acquires terrorism 
inltlrnwlion to promptly give access to that inf(mnation to the head or each nthcr ag<.~ney 
that has counterterrorism functions. 

9 . Pursuant to l)nragrnph (2) of HSPD-6, NCTC is nwndatcd to "provide [TSCj with 
;:-.;ces:; to nil appropriate information or intelligence in the [NCI'C's j-.;ustody, possess inn, 
or conlrolthal TSC I requires to perform its fundions ." 

I 0. TIDE serves as the single source for the TSDB, cx~:cpt for Purdy Domestic Tl~rn)rism 
lnfunnation, \'vhich is providcu directly to lh~.: TSC li·om the Fill via a li1rmulizcd 
procedure. Purely Domestic Terrorism Information is defined in the TSC MOU a.~ "i.e' ., 

inl\mnalion about U.S. persons that has been determined to be purely domestic terrorism 
information with no link to foreign intelligence, cuuntcrinlclligence, or inh.:rnationnl 
terrorism." 

II . TiD I: contains the identifying nud derogatory information on known or appropriately 
suspected international wrrorists and the POI's Aulomntcd Case Support system wntains 
~uppmting inll.>rmalion rcg;mJing purely dorm~stic terrorists. Th~: TSDB contains the 
idenli liers exported li·om Tl DE and the idcnti licrs of domestic terrorists c.~xportcd hy the 
f-BI. As a result, the TSOn contains the U.S. (jovcflllll<.~ nl's l,:lllllprehensiv<.~ database of' 
b\ltll international and domestic Terrorist Identifiers. 

H. Nominntin~ Compmacnts 

I . The Deparlmcnt of J usticc contains n number of cumpllllCnl~ that may acquire 
in kumation regarding domestic ur intcm;ational terrorists. These com poncnl.s includt:: the 
FBI, lhc TSC, the Nalilmal Security Division, the Criminal Division, the Civil Ri~ht:. 
Division, the Dn1g Enl(m.:crncnt Administration, the United Slates Marshals Service. the 
HLm~au o f Alcc.' hnl , Tnhaet:o, Firearms, nnd r.xplosivcs, The h:dcral Uurcau ol' Prisnn:-;, 
the E~:ccutivc Ofllcc oJ'thc United Stale:; /\llnrn~.:y.~. the United Stales 1\ttorn~.:ys, and thr: 
United States Nationnl Cc11tral nurcnu . 

J 
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2. The policy of the l)cpat1rncnt of Justice is for all components tu provide the FBI with 
all dt•mcstic: o:· international Terrorism Information or Terrorist Identifiers s0 that the ~-~ I 

.:an make npproprialc nominations It> the c.:onsl•fidatcd terrorist watchlist. With one 
cx..::cption relating to TSC's aullwrity in (~Xigcnt circumstnnees, only the FBI is authorized 
tu nom inalt: domestic {>I' international terrorist::; lor inc Ius ion in the TSD ll on bella I I' or thc 
Dcpartmcnt llfJusLicc. The FBI has implemented policies govt:rning the submis:;inn nf 
such nontinatkms, including procedures to follow when adding, modifying, or deleting a 
TSDIJ record . in making any proposctl rccummcndation fnr watchlisting, each DO.I 
~.:~•mponcnt slv:·uld ensure thnt the undcrlyin!! inl~1rm<tlion is reasonably nccur:\lc. rclc\'ant 
and tinwly. In <!ddilil•n. tlw TSC has implemented its Pmro,·fl! l?cganling '/i:rnm.,·r 
Yrm:l/lorirms These pvli~:ies must be ti.J))nwcd rcgnrding all nominations from the 
')cp:trlmcnt or Justice . 

.:- . '!'IH.: TSC. which is <Jdministcrcd by th1.· FBI and rcpi"~rt~ 1~1 the All11rney (i\:m·ral, i~ 
:'l'rmilli.:d to m:tkc cntril·s into the TSDB when cxigl'lll circumstam:cs exist. Such 
c:'>pcdited twtn inations must be made in 1.:\Hllpl in nee with the FBI nnmi nation J1 t'l i1.:ics :md 
till: TSC's flro:o, :ol /?, ·~:arding Termrist Nlllllillaliom. 

•1. 'l'lw Joint '(-.;rrorism Task Forces (JITF\ at'e amulli-agcncy cff~Ht led by the 
1 kp:trtnh.:nl or J usth.:c and the FBI to comhine :md leverage low en fon;cmcnt and 
intclligctll:e ~t:mmuntly n.:sources to prutct:t the United St;ttcs f'mm tcrrnri~t a l ta~!; . .I'ITF~ 
arc comprised of' highly trained, locally based. invcstigaturs. analy .... ts. linguists. and otlll:r 
spc.;ei ,llists f'mrn h:dcral . state. l(>cal, tribal, territorial law cnl~'rc1.:ment and intelligcm:c 
t: l'lllillllllily ag~ncics . The Niltional JTfF was c.':'tablished in July 2002 to scrvt: :1~ the 
l.:l" •rc inating mcd~rtllism r,.,. lhc .rrrrs. 

:> . lkpartmt·nt 0 1' Ju~tkc t:lllllJlllllCnts. olht:r than the FBinr the TSC. Jrc lltll pcrmitlcd 1\'1 

make dirt~ l:t nr :ninati0ns 111 the TSDB. /\ Department of Juslic.:c component shuuld 
inform lht: apprupriatl: JITF through dissemin.,tcd intclligcncl: reports, clt:ctmui,·. 
c ~)llllllllnicatio :-., or other mcthud appropriate to the circumstances when it becomes aware 
nf'Tl'tTNist lniimJl:>lillll, Terrorist ldcntilicrs, tlr Purely Domcstk Tcrn•rism lnl'i•rmnlitliJ 
(l!(lllc~tivcly, Intelligence Information). Tltc originating DOJ component should !;tate 
whdher it rc<..:ommcmb watch listing tin; individual, th~,; basis lbr ihat recnmmcndati\1 11 , 
an !the investigative skrs. il'any, it has undcrtnkcn regarding the individtml. II' the JITI · 
dctt·nnines lh:lt :he inlimnation rcc..:ivcd l'rorn ;mother l:omJ1l'llent !'t<mding ahllll: ur in 
>.:1mjun...:tion with otlwr infurmation know:1to the FBI meets the S'l:lndartb set lt1rth in the 
t\tlurnt:y ljt:ncral's <.luidclinc~ f, :r opcning a prclilllinnry tern ... rism invl'stigatir>n,tt· a t'u il 
t(;mlrism in\· c~. tigatiun and OllC has not been orcncu. the I [ I F shnl: initiate llll 
lflV(:S!i~atic•n a:lll shallnominnl1.' case suhjet:ts !\1r inclusion in TIDI·. and.'t>r thl.' I SJ)II in 
:.:cc t l r~l.1ncc' ith FBI pulicy, by lorw:u·ding all lntclligenct' ln10rmatinn. :1s appropriatl' . I t' 
::n; HH\ Tcrrrr:st R\:\' il'W nnd Examinution \ 1ttit (TREXJ using the 1'1 >-<130 fnrrn and 
procc,;s. 

(, _ Thl.' n·lt·v;ttll JITF will 1'1\lti()• the Dcpartmc111 11t"Justicc compolll:ntlhill lntdligt:m·L· 
lnli•rmatiun pmvidcd b)' lhnl component. has bt:cn used. in wholt.; nr in part. as lhl' basis 
E1r a nomitwtic·n to th1.· TSim 1)r the t:reatiun PI' a record i11 TIDI: . To the extent rwssiblc. 
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the relevant JTI'F wi II as:>ign a rcprescntnlivc rrom the nominating L>cpartmcnl of .Justice 
eumponenl \O participate in the preliminary or full investigation tlmt <ll'is~~S Ulll ol' 
nominations from Department of Justice components. Once notified, the Department 
l~nmponcnt will promptly provide FBI's TREX with udditions. rnodil1calions. or uclctions 
'o a particular record as appropriate rcgmding thnt Intelligence Information vin the 
component's .ITTF representative . 

7. Tn prevent possible duplicate or partial reporting, the NCTC shnll be inl(mm:d that thc 
FIJI and the TSC arc the sole TIDE ;md/or TSD!lnuminating agcn~.:ics (~n· the 
Dcpanmc;nt u r Justice. 

K. The provisions l1fthis Protocol arc nul intended to prejudice, rcstri~.:t, or intcrf'crt: with 
any otiJcr agreement or nrrangcmcnl or Department or Justice components, including 
arrangements related tn law c~nlilrccmcnt, cxchangc of information or coulllcrtcrrorism 
:..:tfo r ~:; as appropriate. 

/\II Department or Justi.;c components should continue to share lntelligcncc l11li.>nnation 
as aprmpriatc within the U.S. Intelligence Community. 
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l\IEI\IORANDU!\1 Of ll:\llERSTA:\lli~G 
0:\ TERRORIST \\'.-\TCHLIST REDRESS PROCEDCRES 

l'lll' l kpanmcnt pf Just il'L' ( ()( l.l ). thL' h:dcra I Bureau 1 11' In\ c~t igat inn (I" B II. the Tcrrurist 
Screl·ning ( ·.:ntcr cTSC''I. the fkpanmcnt 111' llumdand Sc~.:urit~ I Oil<.; J. the I kpartllll'lll PI' Swk 
tDUSl. thl.' ()ffil·~,· nftl11.·1Jir\.·ctur pf:\atit~nallntclli~l'IKL' tUlJ\ill. th ... ~ :\atllllt:ll 
< nunll'r"ll:tTlll'i~m Cl·nter tNt'TC!. thl' l'l'ntralln!L'IIigcncc :\gl·ncy (< '1:\l.tlll·lkparlmcnt Ill' 
I kll-nse (l }( Jl) ). and the I kp;trtmcnt ol' the ll'l'ilsury I hcrcinallcr n.: ll!rn:·d In a~ 1 he Parties l: 

Rccugni;.ing I hat the United StalL'S ( im·ernntcnt has dc\'clnpl'tl a L'lllhPI ida ted data hasl' or 
kiii.J\\ '11 and suspel·tcd tcrrnri:-ts that suppPrls 111a11y dil"ferl'lll SLTCl~nin~ pn,!.!rarn:- OJK'ratcJ umkr 
dist inct swlutnry and regulatory authorities: 

Rl'l.'tlgni.l.ing that agcncic!> that contribute to . l:lllllpik. distribute. and us~: til~: consolidah:d 
darahase must rr se hL·st L'llorts ,,, nwirnainl·ur'l'o..'lll. al·~.:uratt:. anJ tiH1rnu~h inlilnll:rtit•n: 

R~:.:ogni/illg !lrattlu: illlpkml.'ntatiun ol"tlt~ ~l·rc..:ning program~ nun..:thck:-:-\ may. at 
tim~:-.. still t.:all'l' itll't'll' ~.:nil:ncc. dday. t•r t)tlr~.:r adn:rsc l'XpcriL'Ilt.:l.:':-. l\)r indi,·iduah durin~ tht.: 
llTI'nrism scr..:ening pw~-=~:..: 

RI.'L' •g.lli;.:in~ that..:umplaint~ ri.'L'I.'i\ .:d 1\:g:rnling the t.:rwri:-m screening 1 rP~.:..:..;:-. :> I111Uld 
ill' L':-.pt.:Jitit•usl~ r..:\ iew..:d aml :rJJr6scd "ith dignit: and re:-pl.'~.:t : 

Rl.'t:(Jt_!.lli/..ing th:1tlhl· c:\p~ril.'n<.:L' nt"tr:I\L'krs and ''lhl.·r indi\ iduab lllh.:r;rctrng "ith 
gn\ ernmcnl snccning per.;nnnd is p0tl.'lllially :ll'fi.'l' ted hy lllctors nutsidr: tho..· rcrrt•rbm :;~.:r~ening 
:o.L' llJlt.: I I( ( hj S \ Jcllllll':llltflllll (If l. ! !ldt:rstanding. i Ill' )l!d i llg. f{l!' ~:\;1111 j) Jt.:. l':llldlllll SlTI.:'L'll i llg_. 

SL'I'I.'t:l1il1g fnr lll\'O)Vt.:lllL'Ill \\ itJr illicit drugs lll" OtJrt:r iJit.:gaJ l.'lllllhlt:l. hl'lla\ ioral . .;t.:J\.'Cilillg 
t.:rih.'ria. as\\ ~:II as the bask prnfe!'.:-iunalism and .:nurtcsy nl· gu,·crnmcnt snn:ni11g pl·rsonncl. 
and th:ll allenlion to thesl' J:rctms must be prnmllletlthmugh l'llher appn1pri:lll' means \\'ithin tire 
J'l'SPL'l'l i VL' _i urisdicl ion:- or till· Part ir:s; 

Rt:cogni:t.ill):! that t\11 .lanwrry 17. 20()(,, tire I kpartlllL'IllS t\r Stale and llumdtnd s ... ·~.:urity 
annuun.:cd an initiati\l' un"Securc Btu·Jers and ( llk'll Dnors in the lnf(u·m:lliun Age." tllhem isl' 
knm\ll :rs till~ Rrl·e-Citr:rtPI'f lniliati\·c. in ·ludin!,! thr: r:stahlislrmenlt1ra rcdrr:~~ prucr:ss t1' ~rddrc;,;, 

pt·r-n:i \ ~.:d prPhkms in in1anati1H1al :tnd domes til' tr:l\ clcr s~.:r..:r:nin~: ;tnd 

II a\ ing Clltlstrlk'd \\ ith tht: PriY:H.:y and t · j, il Liht:rtiL•s < h r:r .... i:!hl Board :tnd til~: pri' at· ~ 
amici' il libt:rtit.:s lll'licials nr DIIS. DC >J. and ()1)\:1. in de, doping thl' pro~:nlun:;, l't1nlaint.:u in 
tlti ... agn:.·t.:mr:nt: 

I krl...'b\ o..·nh:r intn rhi :- \ knwrandum \ If l ·rllkr;.tanding l !\IUL ). 
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I . H.\CI\.( iR< H 1'\.l > 

I h11n~laud Sccurit~ l'r~~idt..:ntia I Dirl..'t·ti\l.· t1 Cl IS PD-<•l. "'I nh:grat i1•n and I 's .. · ~·f Sa .. ·~:n ing 
lnli.tnn:llHtlltll Pwt~.: .. ·t \gains! T~.:rrori sm." datt..:d St..:pt.:mh~.:r 16. 200 .~. r~.:quir..:d the .-\tlllrnc~ 

< rl'IH:ral [11 t..:~tabli s h :111 ''f1J.~Illi/ation 111 !:111blllidatt..: til\.· ( in\l:rnmt..:u!'s appn•ach to t..:rrurisrn 
:-.LrL't..:llillt! and (11"ll\ idt..: li11· tht..: appwpnah: and l;l\\ 1\JI USt..: nrterrorist inf(ll'lll:ttioll ill !>t..:fl:~ning 
prnl't..:~"I..'S . :\bu 1111 S .. ·ptt..:mher 16 . .::!0113 . and in Sllppnrt pf 1-JSPIJ-(l. till: \-kmPrandum of 
l. ' ndL·r~tamling on till' lntt..:gratillll anu Us~: ors .. ·rct..:ning lnf\mnalion to Protct.:l .:\l,!:tinst Tcrruri~lll 
tiiSPI >-<1 !\•I< H I ) was sig.ned by the Stcn:tary nl" Stalt..:. til\.' A11urt11.:y ( it..:lll~ral. the S~:cretary nr 
llumdand Security. nnd tht.: Director pft_'entralllltl'lligenct..: ~stablishing TS( ·. < >n :\ugusl 2, 
200-L an adch.:ndum (:\tltlcndum .'\ ). \\hich supplemented and inwrporalt..:d hy rel't.:r~.:nce all 
prm·isions nt"thL' I ISI'I)-(, f\·IOU. was signet! hy the St..:cn:tary nfthe Tr~asury anJ the Se~rt..:t:tr) 
nl' lkli:n!:-oc. in additinn to the "ignaturics ol'tlll: llSPJ)-h:"viOL'. By their signatun.:s nn 
.-\dJcndum :\ . tht..: Sc..:r .. •tary or th~ Treasury and tht..: Scnd:JI)' pf Dd~'llSL' alsn het..:amt..: 
:;ignat<1rics hl the IISPD-h !\I< ll'. In .::!0117 . .-\ddendum :\ \\il!-. sll!'kTsl't.kd h) .- \dJcndum 13 . 
whit..:h added the Dir .. ·ctm pf\::Jtionallntl'lligt..:ncl.' amltht..: Direc111r 11fthc TS< ·as :--ignawric:. . 

... Pl.'RPOSF. S( ·c )p · .. . v.:n CONSTin '( 'Tf( 1;\ 

fh~: jHifj11l:-,l' nf' thi:-. \JUl.' is Ill SCI liu·th th\.• llllllllaJ Ulllkr:-;t anding l1j' I he Partt._•s to \.'StabJish and 
tmpkmcllt a L'llllrdinatcd rcdrcs:-. pn11.:c~s 111 n:sponJ tu indh idual complaints ah1lllt ath t:rsc 
1 • .':\ po..Tit..:ll\.· t..:~ during l~lTPI'iSI11 ~cn:t..:ning that rt..:lall' lo the IISL' of inlimnati1111 t..:l>lltaincd Ill the 
gm cmmcnt· s cnnsnl idatcd databas~ 111' kn(•wn and suspcch: d ten\ risb. k 110\\ n :1s the TL"tTNist 
S..:ro..·cning Datahas .. · Ill' rsDn. Thi.-. ;vt< n.: is intcmkd Ill t..:lllllpkmt..:nl. and :-.halltHII hl' !:lllblrtll.'d 
\I I cnnllict \\ith. the l\tnstillllinn. statute:-- , lli'H.:gulatinns nrtlll.' Ll nill:d States Ill' ;my Party's h:t!al 
:lllliwnty tP prnL'L'S:o- snt:l.'lling-related L'\111lplaints nr appl·als. T11 the C:\h:nt that any pnl\ isinn,,l 
thi:-. MULl cnnlliets with any Pany· s kgal authority for screcnin1; nr to hear appeals. the 
\.'lllll1io..·ting pruvisiuns 111' this :vi< >U shall not apply . Thi s IYIOU dut.:s not apply II\ indiYidual 
~nmplaints. or part s thert·nl'. that pertain to s~:rt:L'IIing c:-;pcriem:cs that are wm:lated to the u:-.c ~)r 

in formation l.'ontaitlL'd in th~ TSDB . 

.- \ny rdi.:rem:e in thi:-- !\H n· lll a P••ny Ill' Parties shall alsll be umkrstnod Ill r .. ·kr Ill :tny 
L'll!llpnn..:nt:-. pf su.:h Part~ Ill' Partit•s t(l th .. • t..:.\ll'lllthat such \.'0111J11ll)l..'lliS rail within the di.:llnition 
111':-.cn:..:nin~ agL'Ill'~ 111' nominatin~, originatin!.! agl.'llt..:) a!> set fi,rth hdtl\\. llr that sud1 
Clllllplltll:nl'- ha,·c h..:~.: n dcsignat..:J by the Part) 11r P:trties as ha\ ing t\bligalilllb ari~in !,! fwm thi:-. 
\It >l'. :'\l1lhing in thi :-. \ tol · prt..:duJ.:s any P:trty fr,tm t:1111Jucting periodic rt..:\ ic\\ :-. 1.11' 
indh iduals in tho.· I'SI m 111 determim: \\ heth .. ·r an imli' idual sl111llld remain in the I'SDB. h:t\ c 
tll.:ir TSOB s tatu:-. lll tH.l ilit..:t.J. or be rcnhl\'t:d ti·om tht..: T'-'013. ~~1thmg in this :'\·IC ll' shall b.: 
Ci lllstntt..:d tu tntcr!i.:rl.· "ith. limit. 11r impl.·lk :111~ Part~·.., ability 111 pwt..·ct inlilnnati,•n that i:
._· 1<~:-:-.ilil.'tl pursuam 111 F\.cl'llliH: Orut..:r 129.:'~. a~ :mn:nJed. 11r i::-. 11th~:n\ i!:-o'-' prutt..:t..:lcd by Ia\\ li·l'lll 
di ~t: hlS lll'~ . 

, 
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3 . DEFINITIONS 

1\s us~:d in this l'vl< HJ. these terms nr phrases ar~: defined as rnlhnvs : 

!\. ( ·ompluint or Redress Cumfllaint: An individual':-. statement about an aiiL·~ed ly 

ad verst: experience or outcome during" tcrrc1ri sm scr~:cning process. which 
usually includes a request fnr assistance tlr a n.:metly. 

B. DemgaloJ'\' ln/imnation : The inlimnatinn rdicd upon or gcnl.'J'at~:d by a 
nominating/orig inating agency to support the nominalion or an individual In thc
TSDB . 

l'. A'uoll'n or Su.,·pect<.·d Tt!rmrisr: As dcllned hy HSPD-6. an individual kno\\'n nr 
apprnpriatcly suspected to be or to have been engaged in conduct umstituting. in 
preparation fi.1r. in aid of, nr relat ed tn terrorism. Pursuam to IISPD-6. the TSDB 
shall include identirying inl(ll'lnation about all known or suspected terrorist s. 

IJ. Misidenti/it.:d Person: An individual who has haJ an ad\'erse experience nr 
outcome during terrorism screening because the individual is a near match t0 a 
krwwn or suspected terrori st in the TSDB . i'vlisidentilied persons arc not actually 
listed in the TSDB but usually share an identical nr very similar name and date or 
birth with a pers(ll1 in the TSDB. which cnuscs them to be delayed lll' othcrwisc 
incnnvcnicncc:tl during screening. 

E. .Vominatilll! .·lge11cr: A Fctkral agency thatlws determined tlwt :m individual is~~ 
kntl\\'ll or suspected terrorist and nominates that individual Ill the TSDB based on 
inf'nrmatinn thaturigi nated with that agency and/or a third ugcncy . 

r . Ori{!inatin!! .·lgencr: A Federal agcm:y that generates derogatory or i<kntil'ying 
inl(mnation ah(HII <1 kno\\'n or suspcdcu lcrwrist. 

Ci. l'a.wnulh · lcfcntiliohle ln/i>rmution : t\ny rl:JWCscntation ol· infhrmation I hal 
permits the idcmity nl' an individual to whom the inf'omwtion applies Ill he 
reasonably inli!rrcd by ei ther direct or indircl.·tmcans including any other 
inft)l'lllatinn, \\'hich is linkcd to S LII .. 'h individuul. 

H. Redress: The process whereby an indiviuualmay seck the help nfa screening 
agt.:ncy in audressing the caus~:· or an adverse experience or outcome rdatcd to th~.:· 
usc ot'TSDB data by lilin~ a complaint with the screening ag.ency . The screening 
agency or its de-signee, in Cl\Up~ration \\'ith TSC and thL' tHlminatinglllril,!inating 
agency. provides assist:mcc by determining lhl.! cause of that adverse c:xpericnce. 
\'crif)•ing that alln:levnnl information relied up1ln in the screening pn1t.:1.:ss is 
thon>ugh, accurate. and current. and making any \\'arrantcd corrcctit)llS tu 
pertinent records. The redress process as dl!lillcc.l in this paragraph docs not apply 
to complaints rdatcd to th~: visa application process. 

I. Scruenim: Agenc1•: Any agency that conducts terrorism screening. A screening. 
agency acquires inliwmatinn for thl' purpose or determining whether ;)I) individual 
is a known ur suspcetcd LL'tTorist in t.he TS DB, anJ c\·aluatcs and/or uses that 
information in onh.:r tn take a p::lrticular gowrnmental aclitm with respect tn an 
individual. such as requiring additional physica l security scrccning at an airport 
sccurity checkpoint. determining admissibility intu the L l nit~:c.l States. m similar 

' ·' 
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governmental action. The DOS and DHS shall not he ~onsidercd scn:L'ning 
agcm:ic~ with respect to the visa application process. 
Tarorism Screening: The cvnluation or an individual to tktcrminc whether he nr 
she is a knmYn or suspccted terrorist ith:ntil\ccl in the TSDl3 in order to taken 
particular govcrnmt.:ntal actilln with n::spcct to an indiYidual. such as rcquiring 
addititHlal physic<d security screening. at an airport security checkpoint. 
dctcrmining admiss ibility into the United Stntcs. nr similar governmental nctiun . 
Tt!rmrist .)'creenint; DutahaH' or 7:~'DB : The r cucra I gnvcnHlh.'nt' s consolidated 
databasL' that contains identil)•ing inlcmmHion abnut known or suspected 
h:rrorists. It is also commonly kn0\\'11 as the consoliJutcd tcrrorist watch list. The 
TSDB is a sensitive hut um:Jass ilicd database and docs not ~.: nntnin any dcrogatnry 
information . 

L. TID£: NCTC"s Terrori st Identities Datamart En\'ironmt!nt (TIDE). which is n 
cl;1ssi lied tblahas~ containing the derogatory ini(.Hmatinn that supports the 
nominations orknO\VIll)l' SliSJk'C led international terrorists to the TSDB. 

-L RE.SPUNSII31LJTI ES OF TilE PARTIES 

i\. Responsibilities or All Parties: 
1. Dcsi!!.natinn of' Responsible Official. Each Party will identil)' :1 senitu· 

oflieial who will he responsible lo r ensuring the Party' s full purtiL·ipation 
in the redress rroccs~ and 0\'Crall Cillllplinncc with th is l'viOU . ;\ Pany 
may also designate redress l)flkials li:JJ' compnlll..!nts (l f't hat Party that 
perti.xm screening or nominating./nriginating agency li.mctions. Th~: 
Parties agree to idcntil): thl!sc onicials and exchange the names ofthcs~: 
nllil:ials no later thun 30 calendar days aJkr this MOU bccumes dlc~.:ti v c 
and update the inf\)J'Jll<llit)Jl ns needed therealkr. 

II. Resources. Subjccll<l lhl..! availability nr runJs, l..!ach Party will it.knti(y 
and l·ommit appropriate stat'!' and nthcr rl..!snurccs 111 carry out 
responsibilities under this MOLl . This includes idcntil~• ing the ollicc( s ) 
n:sponsiblc fill· carrying out the Party" s n:spllllsibilitics pertaining to the 
processing of' intlividual redress complaints a:-. set forth in this MOLl . The 
Parties agrce tn exchange the names ami cnnlact inliwnmtion li.H· till' 
responsible lJftices no later than 30 cakndur dnys alter this MOU bccnme!> 
el'fh:tivl!, and update the infonnatitm as needed thcn:alh:r. 

111. lnl(mnation Sharing. Each Party will share all ini(mnatinn rckvantt\) the 
resolution nfa complaint with other Parties to the extent necessary to 
l..'ruTy nut thi s t\.·IOU or to ddcnd ;:my judicial chalkngc to the resolution or 
a complaint. consistl'nl with legal n:quiremcnts and dassilication and 
handling ~.:ontrols. A Party may provide the relevant in li.1rmati(1n in a 
summariz~:LI or suhst i I utcd formal lu prolt.:L'I s~nsi l i v~ sourcc:-. i llld 

1\H.:lhods . 

IV. Prolection or Persona llv I denti fi.abk lnlimnalion. Each Party wi 11 take 
appropriate action to protect personally idcntiliahk information (PI I) in it::. 
own n.:cord syslt:ms n:lated to a rcdrcss maller against unauthorized access 
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and to ~nsurc that PII is lwndkd in a way that pnwid~s security and 
a<.:<.:oun!ability. When Parties transmit PII related to a redress matll:r Yi<l 
non-electronic or L'kctrnnic means. such as emaiL t:Jt:similt:. pnrtabk 
media or otherwise. the Partit.:s will propt.:rly mark the data amlillr 
communications/met! iahkvicc In prnv ide apprnpria tc nnl it:L' nf' the 
existence nl" Pll and will ensure the 1111:ans nr tr:tnsmission arc secun.:d by 
encryption or equivalent protections. 

' . Adminislrati,·e Rccord. Each Party will be responsible fnr mainwining 1111: 
adm in istrat ive records nL·ccssary lo document its part icipat inn in the 
redress process. 

vt. .!Jndatin!!. /\L:cm:y Rccon.ls. Each Party that maimains data rclatL'd tn the 
terrorist watchlist in its pnper and/or elcctrnniL· rc:cnrdkecping system~ \\'ill 
update its records (i .e .. correct, modi!~' · or delete) expeditiously llllCL' 
IH'lil'i..:tl ora change to an individual ' s watchlist status as th..: result o!"rhe 
displlSition llf a n;drcss mall cr. This pn1visillll appl ics tu data in 
government in fiwmati\m systems (e.g .• TID E. Treasury E.nliwccmcnt 
Communications System/Interagency Bnrdcr Inspection System 
(TE.CSIIBIS). No-fly List, Consular l.oukoul And Support System) used 
l'or watchlist creation or screening purposes. It is not intended to n:quirc 
the Parties to change records that rclkct acti\lns already taken basL·d un 
watchlist status. unless and only to the extent that the record will ha,·e au 

unwarranted adn~rse impact tln the individual seeking redress. 
Vtl. Litigali\111. Suhjcct to paragraph 4.1\.iii abovc. cad1 Party agn:L:s to 

conpcrntc with DO.Itn assist in del~nding any judicial chalkn!J.c L(l the 
resolution of a redress complaint prm:essed umll:r this rv'll>U or a 
dckrminatinn by a screening agency that rdkd in " ·hl1le Pr in part un 
rec(lrds ur inli.mnatinn in til.:: TSDB. This pnwisinn shall not he cnnsll'lll'd 
tn limit nos·s tliscrctilln under section 2221 I") nfthe Immigration ami 
Nationality Act (IN/\), o U.S.C. * 1202(1'). com:crning the disclosure of 
visa rccnrds in litigation. 

viii . Privacy Act Cnmpli:mce. In carrying out this ~~IOU. eat.:h Party is 
n;spunsihle ltlr its 1)\\"11 Cl)lllpliuncc with the Privacy Act or I 974. 5 
U.S.C. ** 552a et setf.. in the L'Ollcction. maintenance, usc . anJ 
dissemination of pcrsonnlly identi linblc inl<mnation. Within 30 calendar 
days after the crt'cctivc date of this ~·IOU. cath P~1rty agrees tu rcYicw its 
applicable Privacy ;\et system or records rwticcs and any rcle\'ant forms 
used to culled inrormation li·nm the p11hlit when: sut:h inf(wmation may 
ultimately be used during the rcdrcs~ pwccss. Each Party agree . .., ILl make 
appropriate changes Ill those d\lCUlliClllS. i J' llCL'Cssary. including I ht: 
publication orne\\' or modified routine uses [I) permit the slwring ur 
inf'ormation tor\!solvc redress mallcrs and rclatetllitigation. 

rx. Record Retcmiun. Each Party agrees to retain its redress rccnrd~ t'or at 
least six years fi·om the date 111" final agcnl'y disposition . Agencies may 
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~.:lee! Ill establish a lun;;~..·r r~1~..·mion pcri,,d 111 111~..:1 ~Wllll<lr~. r.:~ulatur). llr 
, tp~o:rat j,,nal r~quin:m..:nb . 

H~:qt":'h tiw Dis\.·losun: 11r'TSDB na1a . l ' nk~:-. and un1il I"SC aJ, i :-. ~..· :' tl11: 
I., ani~~ ,,fan alternate pro.:~.·dun:. cath Pany agree:-; that it ''iII com act 
TSC":- kgal c~lun~cl if it r.:~:ci' cs a l"<.:qucstlilr inli,nnatitllll.il. rccurJ~ that 
it kn''''S would rc\cal an indh idual"s :-latus <pusiti\L'nr lll..'gatiH·l in tl11..· 
l'SI )13 ,,r \\'l1UIJ other\\ isc r~.·, ealthe cnnh.:nts ,,fTSDB t.bLa. lSC kgul 
cotllbel will pro,·idl..' timdy t!Uidanct: on hP\\ tn r~:spund Ill these request s. 
This pnwisiun alsn Jll.'rtains In rcqu~sts rnr TSI>I~ data r~:siJcnt in 

supp11rlcd sae..:ning. syst1.'1lls. such as tiK' Nt1- Fiy l.ist. TFCS! IHJS. the 
National Crime lnl(mnalion ( ·~.:nh:r ·s Violent tiang and lerrmist 
< hg:1nization Fik (\l(iT<Wl. and the I)( >S"s Consular I .Dukmll and 
Supp11rt System ( (." l.t\SS ). 

IL !{_~~'iPllflSihilitks oi'Sereeninu AI!L'Ilti\.·s: 
i. I k~iunatinn ,,~r Rt.:stHHJs~l.!ilitit.::-. .. \n) Party thai is" scrt.:ening ag~ncy 111ay 

designat..: anl,thcr Pany. " ·rth the oth..:r Party":-- l..'onscrll il"ll\.'t.:l.kd. 1<1 
p~.:r(nrm till.' rcsp~.msihilitil·~ ,,utlined in sc\.·ti(ln-LB. tll . thi:-- \J( >l'. In 
aJdit ion. "hl.'rt- a ~crc:cnin~ agcn~.·y is. a compnncrll uf" Pan~. the Part~ 
111a~ dl.'t~.·nninl..' at it ' discrl..'li,Hl that any t'(:S J11llhibilit~ nl"that st:rl.'.:ning 
agl..'nL·~ m;1y ht> pl.'rl(,rmcd in ")ll.)lc nr in pat1 h~ thl..' P;lr!y . 

11 Rl.':-.lllii'\."C:- . Subjel..'t In till.''" ail;rhility t1t" fulllb. l.'adl '>L"I'L"I.'Iling agi..'IKY 
''ill J~:signate 1lr ~.·real~: an llf"lic~: 111 ~:arry l'lll its opcrati,,nal 
r\.·:-ponsihilitics fur rcJr~:ss . \\' hcn: ;1 Part) lws sL·n:ral \.·umpnncnh that 
pl·rronn t.:-rrorbm st.'rl..'cnin):!.. thl' rcsptlnsihk ,q·ticial for that Party (s,·t· 
Scctil'll -L\ .i abnn; ) \\ill dett.:nninc \\'bethera sint!k cl.'nlr;J(i/.l..!u onicc nr 
o;~,·parah..· 11llices in thc apprnprialt.: cnmponents. ur '>llll1L' combination nt' 
the t\\·o. will perf"nrm this fun\.'! inn. Subject to the availability uf !"unds. 
~..·ach st.:rcening agcnL·y \\'ill cnmmit sufficient and apprnpriate s lall :111U 

res11urces to that ortke t~r ullic~::s to ~.:nsur~ r.:-drl..!ss complaints arc 
prot.:cssed in a timely und el"li~.:ienllllilllll\.'r. The s~.:rl.'1..'11ing ag..:ncies agn.:c 
to nntil~· the t1th~r Pank·s 111' tiK· id.:ntily ol" :md cuntaL'I inlim11ation li1r thc 
dcsig.nateu of"lit.:cs under 1his p<lr:tg.raph llll lat~:r than 30 calendar lhl) s 
alh:r thi s rvtOL' bccnml..'s ~ni .. ·cti\1.~ and update !hal inlill"lnntion as needed . 

111. Rc~:~ipt and Initial Proct.:ssill!.! nt"l'omplaints. L .l\."h S\.TI.'t.:ning agl'tll.'y \\ill 
ha\ \." ;r pn1ccdurc lilr rcel.'i' ing complaints fi·nm m..:ml.1crs ,,r th\.· publi c. II" 
th~: s..:n.:cning agency rcL'l'i\ cs ;1 t:1111lplaint li-11111 an ifllli\ idual wlw app.:ar~ 
tn he in the TSDB and thl.' complaint relates hl an ad\ et ... l.' l.'lh:t:t in thl..' 
'>CI'I.'I.'ning pr,H.:css arising nut nt' his her placcmelll in the TSDI.L the 
al-!elll.."~ "illl.\lr\\arJ a ~.:np~ 11t"th~ cumpluint and rdatL~d inh,rmati1.111 l\1 
rsc \\ ithin a rcaS\IIlahk tillh." . Tll\.' S\.TCl'lling ag~o'lll..'~ \\ill b.: rc:-.puns ihk 
1~1r 'cr i f~ · ,ng tht.: idcntil~ (It" tht.: I..'Omplain<lnl in a~:...-unlan..:e \\ ith th.: 
:o.CI"L'L'Iling agcnl..'y·:-. applk:rhk r~o·gulatinns and pnlicies. \\ ' h~:n li1r\\arding. 
"1:\llnplaint to TSC the Sl..'l\:~:nin!,! ;tgl..'ncy mu:-.t pn" idc: 1 I l all rde\ ant 
..:oJTCSJllllltkncc lhmtth~.· individual.l.2, copil:~ nl'any rclt.•,·ant intl'rnal 
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agency t\:cords. and(~) information identifying the L'Otnplain~lnt includinJ:!. 
at <1 minimum. the complain::mt's full name. dat~ or birth. and plaee or 
citizenship. After consultation with aiTcctccl Parties. TSC may rL•vis~: 
these requirements in the future as needed lor c:xpeditious pn1eessing 111' 
redress <.:omplaints. No amendment tn the MOU would b~: required tt1 

effectuate such a change. 
Follo\\'-ll!) with the Complainant. II' requested hy TSC, the screening 
agency will conta<.:t the cumplainant 11·1 request additional inl'nrmatinn to 
assist TSC or the nominating/originating agency in \'Cril)'ing the 
complainant's identity and prtlcessing the complaint. Nothing in this 
subsection pn:duucs a scn:cning agem:y l'rom contacting the cnmplainanl 
in accnrdam:c with thL' screening agcncy's prm:edures or discretion . 
RcspLlns~ to the Complainant. Sen:ening ngcncies arc responsible 1\)r 
providing a written rcsp1HlSC to compbints they rcc~in:- b~ls~d (Ill 

inl<.mnation provided by TSC and the IWtninating/nriginaling agcm:y. 
Bceause nl' thc sensitivity nl' the TSDB and derogatory inli.ll'mation. thL' 
enntcnt or any r\.~Spunse ((I a L'Omplnint lllliSt he coordinal~d with TS(' and 
the nominating/originating ag.L'I1L'Y through TSC. Screening agt:11eics may 
use sL:mdardized respnnse kllcrs that have been l:llllrtlinnted in adY:tllCL' hy 
the scn::cning agency_ TSC, and DO.I. 
Redress lor tvlisidcntillcd Persons. On January 17. 2006. DHS and DOS 
announced an initiative on ··secure Borders and Open Doors in the 
lnl'onnatinn 1\g.c.'' otherwise known as the Ri~:c -ChertoiT lnitiati\·e. whil:h 
includes the establishment ora redress process lll address perceived 
problems in inll:rnatiunal ami Jomeslic travclcr SL~ rcening.. Tht: DHS 
Serecning l'oorJin::ttion Office is leading the inter-agency cl'll11'1 10 l'llifill 
the goals lit' the Rice-Chert otT Initiative. whit:h is intemkd to imprnvc thc 
redress process li11· pcrstlllS who arc misidentified during traveler 
sncen in g. prnccsses. among 1 1ther improvements. 

\'ii. Administrative Appeals. II' the scr~ening. agency ha~ cstablished an 
administrutin:: appL·uls process t\w redress determinations nr othl:r agency 
dctenninatinns in which the TS DR \\'as used. the screen in g. agency \\'iII 
notil~' TSC alicr receiving any such administrativl.' appt:al and \\'OI'K " ·ith 
TSC. as needed. to process the appeal. and coordinate the linal agL·ncy 
rcsponsc with TSC. The scrL'clling agcney ,,·ill provide all relevant 
paperwork to TSC (including a copy nl'tlw appeal letter and uny 
inl\,rmation suhmitLL·d hy th~: imlividu;1l on their own behall). When lhc 
screL:ning agency has the kgal autlwrity tn make th~: finallkt:ision on th(' 
appeaL it will promptly nntify TSC nl'that decision . 

\' Ill. Lili!!atioq . Whcn the screening ugency hcwm~s ~nrare (lr litig~llion arising 
uut ot'tcrrorism scn:.•ening, the snecning agency willnotil)· TSC and 1)( >.1 

as soon as pnssihlc al'tcr identifying the n~."tts tn the TSDB . N(ltilicatinn 
should occur as soon as the Party learns or :Ill individual's intent to sul' llr 
immediately alkr being served with legal prnecss. 
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t . l{~srnnsihiliti~~ ~~ftlH: T~rrori~t S~.:r~cnin!.! l"t'nt.:r: 
1. Recl..'ipt anJ Cn,mlination ~~r Complaims. TSC "ill rcc~i\ c cnmplaint ~ 

lhHn ~~.·recning agL'lll:ic~ and rcscan.:h them to Jctcrminc the naturc and 
cause oft he indh·idual' s adn·rsl!' expcril.'lll.:'l.'. TSl' wi II Lrad, a II 
complaints am.l will bt: responsibk fi>r li.tL·ilitating any int~.:r- ag~.·,Ky 
~.:nnrdinatinn ncct"ssary 111 properly n:scan:h th~ complaint ami respond tn 
the scn:cning agl.'m:y r~.·garding the nut~.' <lll\1..' (l.' .g .. any ~:urn.:~.· tiuns madl." or 

n:..:onHn..:nJcJ ). 
II . Rl.'\ ic\\ or Bas i:-. rnr llh.: lu:.illll in thl.' TSDB. In easl.':-. \\here thL· 

t:L>mplainant is 11r appears l\'> he in till: TSDH. TSC ''ill prn\ i~.k· ._:,)pil'~ nf 

tho: .... 1>111plaim ktt ... ·t· and otl11:r r.:lt.:\alll illl~\nuati\>11 l\l :\C"I C aiiJ..or thc 
lh>lllinating originating agl.'ncy 111 ass i~t 111 the rcsnlutil'll ,,fthl.' l.:'l>mphunr. 
·1 SC ''ill then W1l1"K '' ith Nl .. l C and ur thc IWminating ,mginming 

;l~l.'IK~. as appwpriat1.'. tP lktenninc \\hcther the C\ltnpl:linant·s ..:u!Tl:nt 
:-latu:\ in the TSDB is appropriate based nnthc most L'lliTl.'lll. accurate. nnd 
thorough inti.)nll<ltion ava iltJbk. TSC may ask NCTl . amLor th~ 
nolllinatiiJgiorigi nating. <tgcm:y tn provi<.k upJated informati<>n or ;mnlysis 
to assist in this dl.'lt:rlllination as n-c-11 as fl.1r a n:cnrnmcmlatiPnun 
;tddres~ing the complaint. 

111. Determination. A ncr re\ i~,,· ing the availahk inrllrJllation and cun::.idcring 
all) rt:t:\lllliHI!ndation f"nlltt the nnminating.ruriginatin g ag.cnc~. TSC "ill 
make a Jch:rmination whctha the rl.'l.'l>rd should r..::main in tit~: TSDB. 
11<1\ cit:- TSDR status 111ndilit'd. ur b~.· n:mt•,·eJ. unks~ the kg;tl autl111rit: 
ll•mal-.l.' !:> ttl.'h a Jctcrminatil•ll r..::sitk~. in" huk ~'r in p;ll"l. with another 
.t:;~.:nc) . In Slll.'h cases. rsc \\illlllll~ prepare a rcclllllllll'lldation ti )f the 
dcci~ion-making agcn~.·y ;md ''iII impkmcnt any Jell:rminat iun 1.:J ill.'L' 
made. rsc \\ illtaKl.' any necessary actillll 1\1 impkllll.'lll tho.: dcterminatillll. 
such a~ removing the record ti·llltl the TSUH or nwdit): in!! thl.' n:Cllrll" s 
status in the TSI>B (e .g. .. dmmgra1.k rrolll Nn-Fiy to Sckctt'L' ). lklim: 
taking act ion that is illi.'OilSistent with <I I"Cl.'OilllllCnthllion P r till' 
11\llll i nat ing/nriginat ing :lgency. TSC \\'iII noli ry NCTC. whidl \\'iII L'llll\ L' Y 

th;ll dCIL.'nnination bad. tnthc nnmin<~ling/origin<llinl! agcn~y . unkss th..: 
lllllllinat ing·originating ag~nl·y i:; the l ·l~l. in ''hich cts1.' TSC willl.'lllllaL·t 
the I· Bl direct!) . The rwminating."orig i n~Hing agcm:y \\ill thl.'n he 
r~.·sponsibk t\1r addn.::.sing the n•nllkt \\ itll TSC or th1.· dccisi~m-makin :; 

agl.'ncy either din:ctl~ llf thwugh :\CTC. Thl!' Pani..::s \\ill tll,·n ~.· uprdinalt' 

nn an agrct"d-t~) rt:Sllllltlt>ll. 
1\ . l pdatl..' llfth.: TSDB . TSC will ..::nsur..: that TSDB rt:C\'rds are 

appropri;ttd) tkktcd m nhnlilit•d in a~cordant:e "ith a dl.'lermination 1111" 

n.:drt·:-s matt..:r. TSt · will also' ..:ri(,· that :-.uch relllll\ als or llh•difit:alit>ll ' 
1.:arry o\·cr 111 olht·r :-~.:rc ... ·ning sy:;; t..:lll~ that r~.· ~.:ci\· l.' TSI>B dat;t (e.g., 
TH 'Si!HIS. Nt1-Fiy l.ist ). 

\ . I kt'ontlil.:'tion. In the event Ill' amulti-a!!l.'lll:y nomination where the 
numinating amltt.lr originating agcn~.:ic:-> dn not agr..::c 1111 ''hal 
n.:<:unmu:ndatinn siH>Ltld hi..' made nn a :-p~.:~:i!ll.' rt"dr~.:s:-. llHIIlcr. TSC ''ill 
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request that the agencies consul! with one another and sh:1rc appropriatt: 
infunnation about the \\'Utchlistcd indi\'idual in an attempt tn provide a 
joint recommendation tn TSC. I r the nominating/original ing agt'IH:ies 
cannot agree t<) a joint n:commcndation. TSC ( nr otl1cr agency with the 
legal authority I<' make the dcdsion) will make the linal determination 
eonsidcring the infnrmnlinn provided by each agency. 
Review Rclatt·tlto tvlisickntilkd Persons. II' a complainant's athersc 
c~pcricnct· nr nut come during terrorism screening is a result nl' being :1 
ncar match ( .. misitkntificd"") to a record in the TSOB. and that eomplaint 
is n:krred l<' TSl' by tile screening agt·ncy. TSC \\·ill re\·iew the rcwn.l in 
the TSOI3 , as t.lcseribed in tht> paragraphs abnve. to ensure the TSDH 
recorc.l is valid and satislics the crill'ria ltlr inclusion in the TSDH and 
determine il'additinnal information can be added to T!DI ·:. the TSDH. or 
(lthcr agency syslcms ll) reduce the likclihond or a flllurc Ill isident i lical ion . 
If the record docs not mcl!lth~ criteria , it \\·ill be removed from the 

TSOB . 
VII . !\dministratiYe Appeal s. TS( · will work \\'ith a scn:mi11g agency to ~1ssist 

it in processing any administrative app~:al nl"a redress <ktermination <'r 
other th:termination in which the TSDI3 was used . When TSC rc..:cin:s 
notice nfan appeal. TS(' will noli I)' NCTC and/or the 
nominnl i ng.inriginnt ing agency as Sl)Oll :1s Pl'Ssiblc. TSC wi II liH: il i t:111: 
l.:tlllllllllllications bl.!twt·cn the nominating/originating ami screening 
agencies on lhe J·()llowing issues: 1 I) determining \\'hat materi:1l may he 

rdcasablc In the individual during appeal (if applicable). and (2) updating 
the analysis nl':my information that may have developed sin~.:c the original 
detcrtninati<lll and/or any information that \\'as provided hy the individual 
on his or her bdnllr during the appeals process itself. Alh:r n:,· i~.:wing the 
available inli.ll·m:llion allll c<,nsidering any rct:ommendntinn from the 
nominating/originating agency, TSC will make a dett:rrninatinn \\'hether 
the record should remain in tht: TSDB. han: it:-; TSDB status modified, or 
he n:nwv~:d. unless the legal authority tn make such" determination 
rcsidt·s. in whok or in pa11. with anothl;l' agency. In suL"11 cases. TSC ,,·ill 
''Illy pn:p:u· ~.: a n::t:l111llllt:ndation lhr the decision-making agency and \\'ill 
implement any dctcrminali1'n onct' made. 

\'iii . Litigation. When TSC becomes aware nl'li.tigation arisin!.! \lllt or terrorism 
screening. TSC \Villnotily NCT<..", the nnminating./(lrig.itwting at!cncy. :md 
I)()J as Sllllll ;IS pl)SS ibfc . 

D. Responsibilities or the Nationall'uuntcrterr(lrism l't:nlcr: 
1. Rcvie\\'~1nrdinat ion, and Rt:scarch nf l'omclillnts. Upon receipt nr a 

t:omplaim li·om TSC NCTC will rcvie\\' its lwldings. notify the 
nominating/originating agency nfthe complaint. and pnwidc th~.: 
nnminating./originating agency \\'i!h a copy nr the complaim for n:v it:\\ . 
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II. 

NCTC will then request that the nominating/originating agcm:y and. as 
appropriate, any nthc.:r agc.:ncy with rc.:lt:n111L inlimnution, revic\\· their 
holdings and prnvidc.: NCTC inlim1l<llillll rL·kvant to the complaint. This 
may inc lude.: updated information or analysis regarding. the complainant's 
c.:urrent status in the TSlJI3, derogatory infi_,rmatitlll. idc.:ntil~r ing 

information that might he rclevanlln n mi:·iidcn'tilkntion, 1)1' other 
potentially relevant inlimnation or analysis ( indudi11g that which tends lll 
shm,· tlwt the individual is not a kt1l1Wll nr suspected terrorist. or \\'hich 
otherwise tends to cast d~>uht on 1 hi! dc.:rogatmy in l(ll'lnat ion). N('TC wi II 
alsn rcqw:sl that the numinating/nriginating ageth:y provide its 
rc.:c.:ummcndation regarding rL·solution of the complain!. \Vith the 
COilC.:liiTence or the.: llOillinating/nriginati ng agency, NCTC wi ll provide 
that agency's recommendation and any other relevant in!<.mnation ln TSC. 
Should TSC or another agcncy disagree with the n:cnnHncndation, NCTC 

will assist in the deconlli~tion prucess as set forth abnve. NCTC generally 
will not receive nr process complaints or appl'nls lhr indi\'iduals 
nominated only by the FBI. 
Rc\'ie\\' Related In rvlisident i lied PerSl'llS. l fa ~lll11plainant 's ad\·erse 
e:xpi.!rience or nutt..:ome during terrorism screening was the resu lt. nf being a 
near match r·misidentified") to a n::cord in the TSDJ3 . <md that ~nmph1int 
is referred to TSC by the scn:cning agency, 1'\CTC \\'ill work with TSC 
and thl· 1H1minating/1lriginating agency to ensun: the TSDB rc~ord is valid 
•mtl satisfies thc critt:ria ror inclusitln in the TSDB, and dt:tcnninc it" 
additional information can be added to Tl DE, the TSDB, or other agc.m:y 
systcrns to reduce the likelihnnu n!' a !'utun.: misidentification. 

iii . Update nfTIDE. NCTC will promptly update TIDE records with any new 
derogatory or other relevant inf(,rmation iinduLiing. thut which tl·nds tu 
show that the individual is not a known m suspl!cted terrnri~t. or which 
otherwise tends to cast tlnuht un tlw Jer11gatnry information) pertaining ltl 

individuals in the TSDB. NCTl' will also mndit)t TIDE in a timdy 
t~1shinn to rdlect modifi~ations to TSDI3 nominations resulting from a 
redress complaint and will make npprnpriatc l'hanges to a giwn Tl Dl -: 
rccord wh\.'11 it is nccessury tn I rigger ekdroniL·ally conli)rming change~ Iii 
the TSDB record . 

1\' . Administrativ~: i\ppcals. Nl'Tl' will work with TSC as necdcJ, to a~sist 

it in prot..:essing. any administrative uppeal of a redress detcrminatinunr 
llther tktennination in whit..:h the TSDI3 was used. including ~oordinating 
communicatinn bctwccn TSC. the screening agen~y. and the relevant 
numinatingturiginating agency. as necessary. NCTCs primary rok will 
be to coordinate administratin: appeal requests by TSC with the 
appropriate nominatingtnriginating agency in the lntdligcm:c ( 'ommunity 
ut her than I he F 111. 

10 
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Bc:->pt~lbihilitic:-. t'!" :--.;,,minatill!! Uri!.!inatin!.! . .\!.!'-·n~.:ie:< 
1. R~:' ic\\. l'nnnlinatinn. and R-.:scarch oft'lllllplaint:--. < >rK\.' ll''lilicd 11!' a 

rcdrcs.; c,unplaint hy TSC nr NCT( ·. till..' nominaling . uri~inatill):! ag\.'IH.:: 
will 1'\.'\' il'W the dcrn!!atory inlimna1ion that is the h;1si:-. liu· in,:luding th1..· 
complain.mt in thl' TSDIL In Clltlnlinalion with ;\Jl' lC. wh~..·n apprnpriaiL' , 
the numinatin~/twiginating agency willnaluatc \\'hcth~..·r the L'nmplain:lllt 
cnntinUL'S ttl satist~· thl' 1..Titcria li1r indusi,ln in tilL' TSDI3, "' ''L'II a~ any 
11ther rck\'antt.:ritcria. sul..'l1 as those li1r the Nt'1-FI~ and Sclc~..· h:l..' Lisb . Th.: 
1111111ina1ing originaling ag'-'lli..'Y \\ illlktcrmine whether updall:d 
inJillln:Hilln 11r :malys i~ e:\i~h. in..:luding inl'ill·matinn t'r,•nl 11thcr a~l.·ru:ir.: : •. 
and ilu..:,,rp,,ratc an: such inftlt'lllati(lll in i1.s r~..·spnn sl..' . The 
llillllinaling. tlriginatin~ ag.:ncy ''ill al:-.tl ~..· nnsidl..'r any lnfPrmaiH•n 
prm idcJ thn1ugh the r..:dn:ss pr,, <.:css hy thL' inJi, idual. tl11..· :;~ rccnin ~ 
:l;!L'II~y. N( 'l(.. Ill' rst . Th~ lll1111inating · llf'iginatil1~ :lg.L'lh.:: shalltah· 
:1ppmpriate ~krs 111 nwdil)'. ~..·o tTI..'C I. <'I' tkktc its lwldings to n: tk~t any 
chang~s made to Til )f as a result llf'tlll' r..:drcss pn.H:c~s . or that ntht'l'\\ i-;c 
ha\'t.' b~~..·n tktcnninL'd 10 he in -.:rrc'r a~ a n.:~ult ol'lhe r~..·drcss pm<.:~.:ss . 

ii . lh:~.!2!mncnuation . The nominating/originating agl..'llL'Y may make a 
rccon1m..:ndalion to TSC as Ill the n:StlllHinn ul'any complaint. ( 'nntimtr.:d 
inclusion in the TSI )B lllltsl he suppnrtL'd hy dcrugatnry inliH·mation in 
Til >l-:. \\ 'h1..·n thr.: tHllllinatillg 'ori~!inatinl! ag.cth.:: has additi,lnal dl.'rP~altlr~ 
"~' •llh~r rdc\ant inl'ormati11n1hat i:-. 1111t in I'IDE. the 
IHllllinating ·originating agcn\.:: ''ill ~nsurL' tlla1 '.:<..T<. · ami ·1 Sl ' :u·c 

n~ttilicd. and\\ ill \\tit'!-" ith :\CTC :tnd TSl. It• ~nsurc that sw:l1 
int',•rnwtion b atltkd 111 'JJI>E in a nwtlllL'I' that pnn itks m..:aningi'ul 
inli,rm;Hinn \\ hik proh:t:ting Sllllt\.:~~ <IIHimcthtllb. J::, ..:ry cfti1rL shtltdd h~,.· 

ll)<Hk. lll\\\1..' \ 1:1'. hi share lht.• dcwgatory inlill'lllatinn \\ttl\ J':-;t . \\ hl'lll'\ l.'l' 
P••ssi bk. 

Ill. I kl' ll llllidinn. In lhL' L'\ '1..'111 ora multi -agency 110illillatioll \\'hl'I'L' 1hc 
nominating und/or nri ~ i nat i ng a gene i..:s do thll agn!l' 1111 \\'ha I 
rct.'llllllllcndatinn should he made on~~ sp..:..:ilic n.:JrL·ss matt~..·r . tho: ag-.:ncil'!'
''iII consult with 1llll..' am11 h..:r at TSC "s rcqu~st and shart.' apprupri;1!1..: 
i111'nnnation ab\Hll till.: \\al <.: hlistcd imli' idual in an attl..'llll'llt' P~'~ ' ' iuc a 
j,lint rt.'l'l lllliH~mlalil'll tn TSC. I J' the nnminating..'nri;;in~tl ing ;t~cncks 

~annut agrct: 111 a .Joint rc~llll\llh.:nJati,lll . T'-'l' "illmah.c th~..· final 
dctcnnin<llil)ll considering all nl'thr.: a\ ailahk inli1nnatit111. 

'' · Rc' i..:'' Rclatl..'d t1i \lisidL'ntilicd Pl..'r:-.Ptb . If ;• cPrnplalll:mt 's ad\cl':o.L' 
r.: \ Pl'l'il..'lll..'l.' during tcrrori ..;m ~.:r~ening "as the r'-·~ult Pi' b..: in~ a ncar matrh 
t"misidL'ntiticd"l h• a rL'corJ in 1h1..· TS I>IL the nominating. t•ri~inating 

agency Pi' that rcL·onl will "ork "ith TS( · and NCTt ·.as appropri:Hc. 111 
l..'llsure th~.· T~DB l'l..'l:\IHl is ,·alid and sali:-.lics the nitt.•ria fill' itH.: Iusinn in 
the TS DI~. and il'add itiona l inl'llrnwlinn can hi.' adtkd In TIDI · .. the TSI>IL 
Ill' olll\.'1' ag.cnt:y sys l\.'111S hl reduce the likclifloml of ;t f'liiiii'L' 

111 isitknl i I kat ion. 

II 
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\ . Administrative Appeals. Each mHnincllingtoriginating agency will wnrk 
with TSC and NC'TC. as net:dl·d , to assist them in prtlccssing an appeal or 
a redress determination or other dctcrminatinn in whid1thc TSDI3 \\ib 

used . The nominatingioriginnting agency will be responsible for advising 
the scre~:ning agency on the;: releasability ol' any nwterials requested by an 
appellant during an appeal. An updated analy:-,is ufall rckvant 
inlimllUtion will be coordinit!lxl het\\'Ct:ll N<..'TC and the 
nnminatingloriginaling. agl'lll'Y· and will b..: rorwardcd to TSC which in 
turn will providr.: i1 to the screening ugcncy. Th!.! analysis will consider 
any nc''' inl'ormation developed since the initial determination, as well a~ 
any infl.1nmttion proviued by the individual on his or her own bchalr 
during tht: appeals process itsdC 

, .. , l{cs wnsibilitics or the lkpartmcnt lll' .lust ice: 
1. DO.I will coordinate with the rclcvanl Panics during the defense nfuny 

j udil·ial dwlknge lo the rc~olution ora complaint processed under thi s 
\!IOU 11!' a ddennination by a screening agency thai relied in whole or in 
part on n.:curds or inrnnnution in the TSDL3. 

11. 00.1 \\·ill 'consull with the Parties. as necessary. to provide continuing 
kgal advice <~nd supportun mailers rdatl.'!d 111 \\<ttchlisting redre::ss and this 
:viOLJ. 

< i . Visa Application Process; DOS and DliS Rcsnunsihilitics at thl' Time nl' Visa 
Refusal : 
1. DOS and DHS will ~.:ontinuc to Ctllllply \\'ith applicabk- visa prm:edurL's, 

whil:h may include an at-post internal n:vicw by n supervisory consular 
tlrliccr or another appropriate ol'lkial. While a ~.:onsular tlfficcr's tkniall)l. 
a visa application may nol he overruled. that delermination is inli.mned hy 
an internal lllanag~·ment n:view ami. in appwprialc eases. by input li·nm an 
interagency re\'iew. 

11. Ira visa application is refused. appli~:ams are advised that they may re
apply 1\)r a \'isa. A suhscqu..::nt application is considen:d <ls a new case. 
DOS agrees to contimtc to review the underlying data and l~tcts in such 
suhscqw:nl applications . \Vhcncv..:r appropriate, DOS consults with TSC. 
NCTC. and other agencies regarding daHl that appears itll.:(unplctc (ll' 
inac~.: uratc. nr otherwise conllids ,,·ith inltli'I1Hltion <.lhtaincd in the Yisa 
application process. 

~. SETTI.H.·ll ·: NT OF DISPUTES 

1::\L'cpt as set li.1rtll in paragraphs .:J..l'. \' and .:J..F.iii Cllllccrning the deconllictinn urwaLchlisl 
nominati1111s. disagreements bctwccnthc Parties :trising under or related to this MOU will he 
resolved only hy consultation between the Parlics. 

1.2 
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(l . I I IIII:R PR< >VISH >\:S 

Thi:-. l\11 H. i~ 11\ll intended to conflict with either the l"on:;titulinn ur ~urrcnt kd~-.·ral :-.lalutcs. 
rcgulilltons. or the din:di\'l~s ofthc PartiL's. If any term or provision nfthis \I< ll ; is incnnsisknt 
with such authority, thl.'tl the krm or pn)\·isiun shall be inappliL'ahk to thai Party and any other 
Party that is dependent upon the lirst P<lrty's action to perli~t·m its responsibilities. hut the 
rcmainill!,! tcnns and \:ondiLious (If this :viOl I shall cont.inuc 111 apply . 

·1 hi:- \H H · may he amended at an~ timl." h~ thL: mutual \Hillen ~-.·lllbell[ llfth .. : P;~rtic:-· autiH)ri~:L'll 

t-..::pre:-entali\e:-. . \hldiliclli~.tn n-ithm th~-.· scnpe 11!"1hts \l<>l . shall he mat.k h;. th~-.· is:-tt:trh.:~-.·.~ra 

full: ~-.·:-.. t.:l."uh:d add.:ndum prit.lr In an: d1:1n~c~ i 11 rcsponsi hi I i ta~:s be in:; pcrli ll"l11cd . 

s. n -. R\-IIN.-\TIO:--: 

The terms nfthi!'. l'VI<.H I. as it 111ay be atllL'ndcd. will remain in~-.·ll...:ct indelinitdy . T11 terminate 
its participatillll in this Ml>l 1• a Party must giw at kast30 day:-. prim writklllltltie~. In the I.'H·nt 
td . t~;rminatinll. l'ilL'h Party\\ ill continue with lit II partlcipatilltt up tn the c!Tccli\...: date 111' 
tl'nninalillll . 

'I \:<) OHLICi:\TI< ):\ l >F lT~DS 

I" hi~ I\ I< ll : dne..; nut CllllSiitut~ an obi igation w ~:-.pend rund:-; hy :m~ Part) . l "nkss oth~-.'1"\\ is~.· 
:tgrccd in" riling. l'adt Part~ ~hall bear an~ t:tlsls. it incur~ in rl.'lati~.ln to thi~ \I< ll . F-;p~nditttrL· ~ 

\\ill ht: suhjcct ll) k1.kral hudgctary prPccsscs and a\'ailahilit~ nl" funds pursuant It 1 ~tppli...:ahk 

la\\s :llld regulations . ·1 It~: Parties ..:xprcssly aeknm\lcdge that thi~ \IUL: in nn "ay implies thai 
Cnngn:ss \\"ill appropriilll' funds li.w such l':XJ11.'11diturcs. 

I<>. ~!l.J!..J.SJVATE Rll illlS 

Thi:-. l\1< H: is a11 inh:rnal arrangement hctw~.·ctl the Parti...:s and is nnt intended. and shuuld !HI! he 
eot~:->trucd . 111 ereatc an~ right tit" b...:n~lit. suhstanti\ c \II" prueeduraL cnlill"l.'l.·ahk at Ja,, ur 
ntht.·n, i<;e h;. an: third part: a~ainst the Parli~s. th.::ir par~nt nr ~-.· 11111pnncnt a~etH.: ie~. til.: L ntt~-.·d 
~tat1.'s. or thl' nt"li..:t:r:->. ~mpl~~.ycc:-.. agent~ nr llthcr associated p...:r:->tll\ncl thcrenl". 

II . IJ-FHTI\'1-: D.\T I_;_ 

l"hc (('rillS tl r this \ !Ol ' \\ i 11 hl'CDI1le effect i \ "l' t\fl the date \Ill \\hid\ it is S lg_fh:d hy :til Partie~ 
fh1.· \ J( H · 111:1y h~.· ~ igncd in l"llllllt..:rp<trh . 

·r hi: J{~-.·spun s ihk nrticials dc:-.ignatcd by the Partie:-. purs uant tu Sl."l'litllt 4 .:\ .i \\ill meet \ll1 <Ill 
<fllllllal has is (l(" al lllc f"l.' l(lli.'Sl or any P:tr!~ 1\l discuss and f'C\'icl\ the impkm~-.·ntati(lll ,,r this 
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iVH )LJ . Failun: ol'the parties to conduct annual reviews willnnt result in the tennin:tlit)n nr 
acti"ities provided l'or under this lviOU. 

13. POINTS OF CONTACT 

P{1ints of contact ( POC's) lhr the Parties. identi l'icd belt)\\'. arc responsible for idt:nti fying the 
rcspnn~iblc officials and redress n:sources pursuant tn sections -t.A.i and ii. and 4 .B.ii and 
providing that information to the other roes. 

i\. The POC J'lH· the Depnrtment oi'Justicc will he the Chid Privacy and Ci\·il 
Liberties Uf'liecr. 

B. The P< >C for the Federal Burcaunf' Investigation will he the Sed inn l'hicf' of the 
Natilmal Threat Center Sectinn. Counterterrorism Division . 

(' Thl· POC for tilL· Terrorist Screening Center will be the Privacy Oniccr. 
D. The PUC for the National Counterterrorism Center wi II be the Chief of the 

Tcrrnrist Identities (!roup. 
1:. The POC li.1r the Dcp;u-tm~::nl of Homeland Security will be the Director of the 

Scn.:cning ('oprJination orn~.:e. 
F. The POC li.1r the Dcpartim~nt or State will be the Dir~ctor ol'lnlixmation 

l'vlanagL'Illt'llt and Liilison Stan: Vis;~ Uf'lit:t: . 
<.i . Th~ PO(' for the Ortil.'e of the Director ufNatit111al lnt~lligence " ·ill be the Civil 

L ihcrties Prntct:tinn Olliccr. 
I I. The POC li)l' th~ Centrallnt~lligenct: /\gem:y \\'ill he the Chief or Policy ami 

Community Action StaJ'f( PC AS). 
1. The PO(' for the Department of Defense \\'ill h~..· the Dircctl!r . .l(linl lntdligcm:c 

Task Fore~ ror Combating Terrorism. lkknsc lnh!lligcncc 1\gcncy . 
.1 . The PO(' for the Dcpartn1ent of the Treasury will be tht: Assistant Gcncral 

Counsel ( Enfi11'ccmcnl and lntdligcncc). 

1-t 
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The foregoing represent~ the undcrst:mding rcachi!d by the Parties. 

APPROVED BY: 

- - --- - -- --
Condolcezza Rice Date 
Secrcl:'lry or St:ltC 

---·----
Henry M. Paulson, Jr. Date 
Secretary of the Treasury 

.. ~14,~ ~~:y General 

.3:-__t..-S£7.-- -
Date 

- --- - - --- ·· - ---·--
Robert M. Gates Date 
Sccrc.tary of Defense 

- - --·- --
Michael ChcrtoiT Date 
Secretary of Homeland Security 

John D. l'cgropontc Date 
Director of l\ational l ntclligcncc 

15 
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~"~ Robc'rtS. Mucllcr7 ttr 
Director, Federal ~Bureau of Investigation 

John Scott H.cdd 
Director, National Counterterrorism Center 

-·---
Date 

Date 

_ , 11/', f0 :t_ 
D~ 

16 

Case 3:10-cv-00750-BR    Document 208-2    Filed 04/17/15    Page 67 of 84



The foregoing represents the understanding reached by the Parties. 

:\PPROVED BY: 

Condolecu.a Rice 
Secretary of State 

Henry M. Poulson, Jr. 
Secretary of the Treasury 

Alberto R. Gonzales 
Attorney General 

Robert M. Gates 
Secretary of Defense 

Michael Chertoff 
Secretary of Homeland Security 

Jobnb~t'~ 
Director of National Intelligence 

Date 

Date 

Date 

Date 

Date 

15 
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RobertS. Mueller, m Date 
Director, Federal Bureau of Investigation 

National Counterterrorism Center 

Gen. Michael V. Hayden Date 
Director, Central Intelligence Agency 

Richard S. Kopel Date 
Acting Director, Terrorist Screening Center 

16 
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.-\PPH.O VEI> BY : 

C omloleczn Rice 
St:crt:tary of Stak 

llt:nry \1. p,·,ulsnn. Jr. 
sl~crclary ('!(the lrl'asur;.· 

Alben(' R. ( it,nzalcs 
:\ttorn~y ( it:naal 

Roht:rl 1\1. Gates 
St:crt:tary of Defense 

ary of lll)mefand Securil~ 

John D. Negropontc 
Director of )\;ational I ntdligcnct! 

___ ... -·-- ·-- ·· .. 
Date 

Oatl: 

Dat~: 

Dare 

1~ 1n --~i _____ , 
Datt: 

Date 

I~ 
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The foregoing represents the understanding reached by the Parties. 

APPROVED BY: 

Henry M. Paulson, Jr. 
Secretary of the Treasury 

Alberto R. Gonzales 
Attorney General 

Robert M. Gates 
Secretary of Defense 

Michael Chcrtoff 
Secretary of Homeland Security 

John D. Negroponte 
Director ofNational Intelligence 

05/t]/WO] 
Date 

Date 

Date 

Date 

Date 

Date 

15 
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:-:r ·k·n S. !\tur:!h:r . 1.1! 
!); ;.,., r,_,r. L:.J·~I.!t lir lr'.:..Ju ,-. •"!nvc.=: ti;·.:'l lil:r 

! >.:.L: 

i :; . i :.: 1 ~ ! ·::. !-. r.'!' ·.:l 
.\ \M :~ :·" 1)!:.::_ .. ! .. _,: ·r-.'~•·)!'" · · _, __ :- ~·:.: :: ~:--~·. ( _:·j • · 
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The foregoing represents the understanding reached by the Parties. 

APPROVED BY : 

--------------· --
Condolcaza Rice Date 
Secretary of State 

/;]~ --/;/; - --~.~; 
febroorv ? 2007-

M. Paulson, Jr. Date • 
Secretary of the Treasury 

·----·-- ·-----·· ······--- -
Alberto R. Gonzales Dale 
Attomcy General 

Date 
Secretary of D 

Michael Chcrtoff Date 
Secretary of Homeland Security 

John D. 1'\egropontu Date 
Director of0l'ational Intelligence 

l:i 
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January 7. 2010 

\fE\IORA~Dl 'tvl FOR THE SECRETARY OF STATE 
THE SECRETARY OF DEFENSE 
THE ATTORNEY GENI:::I"t.t\L 
THF. SECRETARY ENERGY 

Sl}l-\JF.CT: 

THF. SECRETARY OF HOMELAND SECURITY 
THE DIRECTOR OF NA TION/\1 . INTELLIGENCE 
THE DIRECTOR OF THE CE~TRAL INTELI .IGENCF. r\GE~CY 
THE DIRECTOR OF TilE FEDERAL BUREA l ' OF 

INVESTIGATION 
THE DIRECTOR OF THE NATIONAL SECURITY Alil~NCY 
THE DIRECTOR OF TilE NATIONAl . COUNTERTERRORISM 

CE~TER 

Anemptct.l Terrorist Allack on December :!5. 2009: lntelligcnce . 
Screcnine. anti Watchlisting System Corrective Actions 

After r~ceiYing the wnclusion~ of the White House-led review of the U.S. \'>'Gtchlisting system 
anJ the pcrfonnancc of the intelligem:e. homeland security.. and law enfon:ement communities as 
related to the attempt ttl bring down a Odroit-hound flight on December 25 by detonating an 
explosive device. and a Department of Homeland Security-led rc\'icw on A \'intion Screening. 
Technology and Procedures; 1 ha\'c concluded that immediate actions must be taken lo enhanct: 
the security of the American people. These actinns are necessary given inherent systemic 
weaknesses and human errors revealed hy the review of eYcnts leading up to Oecember 25th. 
They also arc required tn ensure that the standards. practices . and business pn,ccsscs that have 
been in place since the aftem1ath of 9/J I are appropriately robust to aJJress the cvolv ing tt:rrnrist 
threat facin!! nur Kat ion in the coming years. 

Department of State 

• RcYicw \'isa issuance and revocation criteria and processes. with special emphGsis on 
counterterrorism concerns: detennine how technology enhancements can facilitate and 
strengthen visa-related business processes. 

Dcp:•rtmcnt of Homeland Security 

• Aggrc.ssi,·ely pursue enhanced scrt:>t::ning. tl.!cbnology. protocols. :md procec.lurcs. 
I.!Spt:..:ially in regard to aviation anJ otht!r trJ.nsportatiun se..:wrs. consistent with privacy 
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rights and civil liberties: strengthen international partnerships ami coordination on 
aviation security issul.!s. 

• Develop recommendations on long- tt:nn Jaw enforcement requirements for aviation 
security in coordination with the Department of Justice. 

Director of National Intelligence 

• !mmcJiately rcallim1 and claril}· roles and responsibilities of the coumerterrorism 
analytic components of the Intelligence Communjty in synchronizing. correlating. and 
analyzing all sources or intelligence related to terrorism. 

• Accelerate information technology cnhr.mccments. to include knowledge discovery. 
database integration. cross-database searches. and the ability to correlate hiographic 
infom1ation with terrorism-related intelligence. 

• Take further steps to enhance the rigor antl raise the standanl of tradecraft of intellig~;:nce 
analysis. especially analysis designed to uncover and prevent terrorist plots. 

• Ensure resources are properly aligned ,.,·iih issues highlighted in strategic \\aming 
analysis. 

The Central Jntelligcucc Agency 

• Issue guidance aimed at ensuring the timely distribution of intelligence reports . 

• Strengthen procedure:; related t~> how wah:hlisting infom1ation is entered. reviewed. 
searched. analyzed. and acted upon. 

Federal Bureau of lnvcstigationrfcnorist Screening Center 

• Conduct a thorough review of Terrorist Screening Database holdings and ascertain 
current visa status of all .. known and suspected terrorists:· hcginning with the "No Fly lisr. 

• Develop recommendations on whether adjustments are ncetlcd to the watchlisting 
Nominations Guidance, including biogruphic and derogatory criteriu for inclusion in the 
Terrorist Identities Datamart Environment and Terrorist Screening Database. as well a.o; 
the subset Selectee and 1\o Fly lists. 

National Counterterrorism Center 

• Establish and rc~ourcc appropriately a process to prioritize and to pursue thoroughly and 
~xhaustiw!y terrorism threat threads. to include the identification of appropriate follo\.\"
up action by th-.: intellig~nl!e. law enforccm~nl. and homeland security communities. 

Case 3:10-cv-00750-BR    Document 208-2    Filed 04/17/15    Page 75 of 84



• Establish a dedicated capability responsible for enhancing record infom1atinn on possible 
terrorists in the Terrorist Identities Datamart Em·ironment for \vat~.:hlisting purposes. 

Nati(lnal Security Agenc_y 

• Develop and begin implementation of a training course to enhance analysts' awareness of 
watchlisting processes and procedures in partnership with National Counterterrorism 
Terrorist Center and the Terrorist Screening Center. 

~ational Security Staff 

• Initiate an interagency policy process to review the systemic failures leading to the 
ancrnptcd terror al1ack on December 25. 2009, int\rder to make needed policy 
adjustments ami to clarit~· roles and rc!sponsibilities \\ithin the counterterrorism 
communit;. . 

• Initiate an interagency rcvic\v of the watch listing process. including business processes. 
procedures. <llld criteria t()r watchlisting, and the interopcrability and suf1icie.ncy or 
supporting intom1ation technology systems. 

I ha,·c designated my Assistant for Homdand Security anti Counh.:rtcrrorism John Brc:nnan to bt: 
rh~ rcsponsihlc and nccountahk \Vhitc House official to ensure rapiJ progress is made in all 
areas .. .;.\ monthly status report on actions undt:rway should be submitted tll m~: thn..llagh Mr. 
I3n.:nnan. fn addition. I am directing Mr. 11rennan to work with departments and agencies and 
the Oftice or iv!:magemcnt and Budget on resource requirements th•n are necessary to address the 
shortcomings unco,·crcd by our reYiew. Finally. I will ask my Intdligencc Advisory BoarJ to 
tonk at hroadcr analytic and intelligence issues associated with this incident, including how to 
meet the challenge associated with cxpll)iting the cn:r-incrcasing ndumc 0f in.fonnation 
available to the Intelligence Commtmity. As we gn forward. it is impcrati'-·c that we \\"L)rk 

together to correct pr1.1blcms highlighted by this int.:idcnt. hH.: using on com:rctc :-;olutions. We arc 
all responsible lor the safety c.mJ security of the American people and must redouble our effons 
to be cffcctiw in carrying out this solemn responsioility . 

' ·' 
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UNCLASSIFIED/IFOR OFFICIAL USE ONLY/SENSITIVE SECURITY INFORMATION 

Acronym Description 

Addendum B to the Memorandum of Understanding on the Integration 
and Use of Screening Information to Protect Against Terrorism, Signed 
by The Secretary of State, the Secretary ofthe Treasury, the Secretary 

Addendum B of Defense, the Attorney General, the Secretary of Homeland Security, 
0 

the Director of National Intelligence, the Director of the Central 
Intelligence Agency, the Director of the National Counterterrorism 
Center, the Director of the Terrorist Screening Center 

A-File Alien Registration File (DHS) 
AIS Automated Identification System 
ALA Airport Liaison Agents and Attaches (FBI) 
API Advanced Passenger Information 
ATM Automated Teller Machine 
ATS Automated Targeting System (DHS) 
CBP U.S. Customs and Border Protection (DHS) 
CBRN Chemical, Biological, Radiological, or Nuclear 
CCD Consular Consolidated Database (DOS) 
CIA Central Intelligence Agency 
CJIS Criminal Justice Information Services Division (FBI) 
CLASS Consular Lookout And Support S)'stem (DOS) 
CTD Counterterrorism Division (FBI) 
DC Deputies Committee 
DCI Director of Central J ntell igence (now the DN I) 
DHS Department of Homeland Security 
DlA Defense Intelligence Agency (DoD) 
DoD Department of Defense 
DOJ Department of Justice 
DOMEX Document and Media Exploitation 
DOS Department of State 
DSR Daily Summary Reports (TSC) 
DTO Designated Terrorist Organization 
EFPs Explosively Formed Projectiles/Penetrators 
EMA Encounter Management Application (TSC) 
ERO Enforcement and Removal Operations (DHS/ICE) 
ESEL Expanded Selectee List 
ESTA Electronic System for Travel Authorization 
FBI Federal Bureau of Investigation 
FlN Fingerprint Identification Number (DHS) 
FISA Foreign Intelligence Surveillance Act 
FGI Foreign Government Information 
FTO Foreign Terrorist Organization 
FTTTF Foreign Terrorist Tracking Task Force (FBI) 
HAZMAT Hazardous Materials 

HSPD-11 
Homeland Security Presidential Directive - 11 , Comprehensive 
Terrorist-Related Screening Procedures 

UNCLASSIFIED//FOR OFFICIAL USE ONLY /SENSITIVE SECURITY INFORMATION 
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UNCLASSIFIED//FOR OFFICIAL USE ONLY/SENSITIVE SECURITY INFORMATION 

Acronym Description 

HSPD-24 
Homeland Security Presidential Directive-24, Biometrics for 
Identification and Screening to Enhance National Security 

HSPD-6 
Homeland Security Presidential Directive-6, Integration and Use of 
Screening Information to Protect Against Terrorism 

0 

l&A Office of Intelligence & Analysis (DHS) 
IAFIS Integrated Automatic Fingerprint Identification System (FBI/CJIS) 
lAP Immigration Adv.isory Program 
ICE U.S. Immigration and Customs Enforcement (DHS) 
lED Improvised Explosive Device 
IIR Intelligence Information Report 
lNA Immigration and Nationality Act 

Information 
Memorandum of Understanding between the Intelligence Community, 

Sharing MOU 
Federal Law Enforcement Agencies, and the Department of Homeland 
Security Concerning Information Sharing, dated March 4, 2003 

IP Internet Protocol 
Interagency Policy Committee (IPC) is an interagency group led by the 

JPC White House National Security Staff to establish Administration 
policies 

IRTPA Intelligence Reform and Prevention Act 
The Information Sharing and Access Interagency Policy Committee 

ISA (ISA IPC) is the While House led group that specifically addresses 
watch listing policies for the U.S. Government 

ISE Information Sharing Environment 
JTTF Joint Terrorist Task Force 
JWICS Joint Worldwide Intelligence Communications System 

Known or Suspected Terrorist File (Federal Bureau of Investigation, 
KSTF National Crime Information Center,Jormerly Violent Gang and 

Terrorist Organization File (VGTOF)) 
LEGAT Legal Attaches (FBI) 
LEO Law Enforcement Online 
LPR Lawful Permanent Resident 
MOU Memorandum of Understanding 
NCIC National Crime Information Center (FBI) 
NCTC Nati.onal Counterterrorism Center 
NDIU Nominations and Data Integrity Unit (TSC) 
NICS National Instant Criminal Background Check System 
NIPF National Intelligence Priorities Framework 
NIPF-CT National Intelligence Priorities Framework - Counterterrorism 
NIV Non-Immigrant Visa 
NMEC National Media Exploitation Center 
NORTHCOM Northern Command (DoD) 
NTC-C National Targeting Center - Cargo (DHS/CBP) 
NTC-P National Targeting Center - Passenger (DHS/CBP) 
NVMC National Vessel Movement Center (DHS) 
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UNCLASSIFIED//FOR OFFICIAL USE ONLY/SENSITIVE SECURITY INFORMATION 

Acron~·m Description 

OIA Office of Intelligence and Analysis (DHS/TSA) 
OTW One Time Waiver 
PI ERS Passport Information Electronic Records System 

0 
PNR Passenger Name Records 
POE Port of Entry 
RDD Radioactive/Radiation Dispersal Device 

Redress MOU 
Memorandum of Understanding on Terrorist Watch list Redress 
Procedures 

SDGT Specially Designated Global Terrorist 
SOT SpecialJy Designated Terrorist 
SIPRNET Secret Internet Protocol Router Network 
SME Subject Matter Expert 
SDNL Specially Designated Nationals List 
SRQ Single Review Queue (TSC) 
TACTICS Tipoff Australia Counterterrorism information Control System 
TBU Threat-based expedited upgrade 

TECS No longer an acronym. Previously Treasury Enforcement 
Communications System. 

TIDE Terrorist Identities Datamart Environment 
TIPOFF Not an acronym. Also seen as Tipoff 
TREX Terrorist Review and Examination Unit (TSC) 
TRIP Traveler Redress Inquiry Program (DHS) 
TSA Transportation Security Administration (OHS) 
TSC Terrorist Screening Center 

TSC MOU 
Memorandum of Understanding on the Integration and Use of 
Screening Information to Protect Against Terrorism 

TSOB Terrorist Screening Database 

TSOC 
Terrorist Screening Operations Center (formerly Terrorist Screening 
Tactical Operations Center (ISTOC))(TSC) 

TSOU Terrorist Screening Operations Unit (fSC) 
TTIC Terrorist Threat Integration Center (now NCTC) 
TUSCAN Tipoff United States Canada 
TWIC Transportation Worker Identification Credential (DHS/TSA) 
U.S. United States 
U//FOUO Unclassified, for official use only 
UNSCR United Nations Security Council Resolution 
URL Uniform Resource Locator 
US AID United States Agency for International Development 
USCG United States Coast Guard (DHS) 
USCIS U.S. Citizenshipand Immigration Services (DHS) 
usss United States Secret Service (DHS) 
YIN Vehicle Identification Number 
WLS Watchlist Service (OHS) 
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Summary of Changes and Updates from the 
2010 Watchlisting Guidance 

...-CI\F5]1(. . , , .. - . . •r-. 

~t~s2~~~ ... . .. . ~ .. .... .. 
* .. *._(!J~·fOUO) The Watchlisting Guidance is a comprehensive document detailing the U.S. 

Government' s terrorist watchlisting policies and procedures. It was originally developed to help 
standardize the watchlisting community's nomination and screening processes. Since approval of 
the Watchlisting Guidance in July of 20 I 0, the guidance and its related appendices have 
undergone a thorough interagency review as a result of a May 2010 Deputy's Committee tasking 
to the White House National Security Staff Information Sharing and Access Interagency Policy 
Committee (fPC) that any significant issues or required changes be brought back to the Deputies 
for discussion. The Information Sharing and Access IPC identified a number of changes in 
Department and Agency watchlisting practices that had evolved since dissemination of the 
guidance in 2010. In order to reflect these changes, the 2013 Watch listing Guidance was 
developed over a period of several months by an IPC under the auspices of the Presidential Policy 
Directive - One (PPD 1) process with representatives from the Departments of State, Treasury, 
Defense, Justice and Homeland Security, the Office of the Director ofNational Intelligence, the 
Central Intelligence Agency, the National Security Agency, the Defense Intelligence Agency, the 
National Counterterrorism Center, the Federal Bureau of Investigation, and the Terrorist 
Screening Center. The Deputies Committee adopted the recommendation of the JPC to approve 
the 2013 Watchlisting Guidance on March 12, 2013 . 

(U//FOUO) The 2013 Watchlisting Guidance has a new structure and is organized in a way that 
mirrors the watchlisting cycle. It is now a single document divided as follows into fives chapters, 
with significant watchlisting foundational documents for reference, and a list of definitions, 
acronyms, and abbreviations: 

• Chapter I: Watchlisting Process and Procedures; 
• Chapter 2: Minimum Identifying Criteria; 
• Chapter 3: Minimum Substantive Derogatory Criteria; 
• Chapter 4: No Fly> Selectee and Expanded Selectee Lists Implementation Guidance; 
• Chapter 5: Encounter Management and Analysis ; 
• Appendix l: Definitions; 
• Appendix 2: Homeland Security Presidential Directive 6; 
• Appendix 3: Memorandum of Understanding on the Integration and Use of Screening 

Information to Protect Against Terrorism (TSC MOU); 
• Appendix 4: Addendum B to the TSC MOU; 

UNCLASSIFIED// FOR OFFICIAL USE ONLY/ SENSITIVE SECURITY INFORMATION 

WARNING: This record contains Sensitive Security Information that is controlled under 49 CFR parts 15 and 1520. 
No part ofthis record may be disclosed to persons without a "need to know", as defined in 49 CFR parts 15 and 1520, 

except with the written permission of the Administrator of the Transportation Security Administration or the 
Secretary of Transportation. Unauthorized release may result in civil penalty or other action. For U.S. Government 

Agencies, public disclosure is governed by 5 U.S.C. 552 and 49 CFR parts 15 and 1520. 
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• Appendix 5: Memorandum of Understanding between the Intelligence Community, 
Federal Law Enforcement Agencies, and the Department of Homeland Security 
Concerning Information Sharing (Information Sharing MOU) ; 

• Appendix 6: Executive Order 13388, Further Strengthening the Sharing of Terrorism 
Information to Protect Americans; 

• Appendix 7: Department of Justice Protocol on Terrorist Nominations; 
• Appendix 8: Memorandum of Understanding on Terrorist Redress Procedures (TSC 

Redress MOU); 
• Appendix 9: Presidential Memorandum Regarding 12/25/2009 Terrorist Attack; 
• Appendix 10: Acronyms and Abbreviations; 
• Appendix 11: Summary of Changes and Updates from the 2012 Watchlisting Guidance. 

(U//FOUO) The 2013 Watchlisting Guidance includes the following substantive policy changes 
and updates: 

• New, amended, or clarified definitions are included for the terms "aggregator," 
' 'derogatory information," "encounter," "enhancement," "foreign fighters ," "fragmentary 
information," "known terrorist," " lone wolf," "operationally capable," "particularized 
derogatory information," "reasonable suspicion," "terrorism screening information," 
"terrorism and/or terrorist activities," and "U.S. Person" (Appendix 1); 

• Nominators are instructed to send available information to the National Counterterrorism 
Center for consideration and additional review where reasonable minds could disagree on 
a record (Chapter 1); 

• Nominating Departments and Agencies are instructed to prioritize the identification of 
new Known or Suspected Terrorists who meet the reasonable suspicion standard, along 
with the identifying and derogatory information most useful to the watchlisting and 
screening effort (Chapter 1); 

• Nominating Agencies are to conduct periodic reviews oftheir nominations of U.S. 
Persons, at minimum on an annual basis (Chapter l); 

• Detailed instructions are described for handling U.S. Person information and ensuring that 
proper coordination processes are implemented (Chapters l and 3); 

• The guidance regarding minimum identifying criteria has been revamped and exceptions 
clarified (Chapter 2); 

• The guidance has been revised to provide Nominators with more flexibility regarding 
nominations of individuals based on fragmentary information (Chapter 2); 

• The minimum substantive derogatory criteria guidance has been restructured to elaborate 
on instances of where particularized derogatory information is required to meet the 
reasonable suspicion standard, and when reasonable suspicion is established by other 
authority (Chapter 3); 
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• The minimum substantive derogatory criteria has been restructured to enable the 
watchlisting community to more clearly distinguish between watchlisting based on 
substantive derogatory criteria that meets the reasonable suspicion standard from 
watchlisting for purposes that support immigration and visa screening activities of the 
Department of Homeland Security and the Department of State (Chapter 3); 

• Revised guidance is provided regarding the watchlisting of individuals based on 
information provided by a foreign government (Chapter 3); 

• The guidance contains two additional categories of alien non-terrorists in the databases 
maintained by the National Counterterrorism Center and the Terrorist Screening Center to 
support immigration and visa screening activities ofthe Department of Homeland Security 
and the Department of State (e.g. , individuals who have a defined relationship with the 
Known or Suspected Terrorist, but whose involvement with the Known or Suspected 
Terrorist's activities is unknown (TlDE Category Code 50) and aliens for whom 
additional intelligence is required (TIDE Category Code 99)) (Chapter 3); 

• The Implementing Guidelines regarding the No Fly and Selectee List criteria have been 
updated and clarified (e.g. , Guantanamo Bay detainees are now included on the No Fly 
List, as required by 49 U.S.C. Section 44903U)(2)(C)(v)) (Chapter 4); 

• Use of the One Time Waiver Policy is addressed to faci litate travel under controlled 
conditions of certain U.S. Citizen Known or Suspected Terrorists (Chapter 4); 

• The guidance reflects the creation of the Expanded Selectee List, an export to the 
Transportation Security Administration of Known and Suspected Terrorist records within 
the Terrorist Screening Database that contain a full name and complete date of birth to 
support airline passenger screening (Chapter 4); and 

• The guidance reflects the authority of the Terrorist Screening Center Director to make 
individual watchlist determinations (i.e., placement on the No Fly, Selectee and Expanded 
Selectee Lists) during exigent circumstances (Chapter 4). 

(U//FOUO) These changes to the Watchlisting Guidance are intended to make the watchlisting 
process more flex ible, agile, and inclusive in order to respond to additional terrorism threats whi le 
providing the watchlisting community detailed guidance concerning the watchlisting policy of the 
U.S. Government. 

(U//FOUO) The 2013 Watchlisting Guidance describes the U.S. Government's comprehensive 
watchlisting policies and process and includes Sensitive Security Information. Accordingly, 
Departments and Agencies who received copies of the 2013 Watch! isting Guidance are instructed 
to carefully control and share the guidance with only those individuals who are directly involved 
in the terrorist watchlisting and screening process. 
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(U) Nothing in the 2013 Watchlisting Guidance is intended to restrict the authority of any 
Department or Agency to act as provided by law, statute, or regulation, or to restrict any Agency 
from enforcing any laws within its authority or jurisdiction. 
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WARNING: This record contains Sensit ive Security Information that is controlled under 49 CFR 
parts 15 and 1520. No part of this record may be disclosed to persons without a "need to 
know", as defined in 49 CFR parts 15 and 1520, except with the written permission of the 

Administrator of the Transportation Security Administration or the Secretary of Transportation. 
Unauthorized release may result in civi l penalty or other action. For U.S. government agencies, 

public disclosure is governed by 5 U.S.C. 552 and 49 CFR parts 15 and 1520. 
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